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YERALET,

[Failover Unit] K22 v 7’# w7 A ==a—5 [primary] 23R L 9,

b
W7D HA BENREHCES L2581, 794~ VEENT /77 4 7/ HA 0 — V&5 &%
TET,

(A7 ay) [Port] F =y 7Ry A% 412 LT, [Control] 3 & OV [Probe] 7 4 —/L K& &

BLET,

a) [Control] 7 4 —/V RIZHNR TCPHIEIA— 2 AN LET, id, T 740 FOKR—k
44442 DFEFIZLET,

FIEIAR— NI, 7277 40 7 ASARAR LN 77 » 7 ASARIE B TTCP 7 = — /LA — 3 —
B o et L £,

b) [Probe] 7 4 —/L RIZEZN2TCP 7 —7 AR—h &2 AN LET, £, 7740 FOFR—
k44441 D FEFIZLFET,

T —7 R— ME, Azure B — K XF Y Yo —T7OsEeR— e LTEA SN S TCP
7j_\g\——‘ ]\ /C“@—o

(A7 a ) [Time] F= v 7Ry 7 A%4 42 LT, [Poll Time] 3 X O [Hold Time] 7 4 —

JVRZ R L £,

a) [Poll Time] 7 ¢ —/V RIZHZRREH (B) Z AN LET, £72E. 774V D 5SHOE
FIZLET,

A=V VR OFPIL, 1 ~ 15T, K=V /BEzE<T5L. ASA ThHEEZ

B L, 7= — A —"—% N T —FH5FENHEL 220 9, 727 LERERHETORM

X, Ry MU — 7 BN —REICEEEE LA IR E R U0 R M TOR D RIR & 720 £,
b) [Hold Time] 7 « —/V RIZH®RKE# () AN LET, £721E. 774V D 1SHD

FFEIZLET,

hello/X7 v NEZFETE R o7 L ENLIENRME LTy —7 SN D E TORERID,

PREFRFIIC L o TR FE W 9, A—/L FIFEO#FHIL 3 ~ 60 B TT, HEEDOHR—Y 7
BRI O 3R DR —)L RO A ANJ1T 52 L3 TEEH A,

[Peer] T = v 7R w7 A% F 2 LT, [Peer IP-Address] 35 & U8 [Peer Port] 7 + —/V K& BRI L

£,

a) [Peer IP-Address] 7 4 —/L RIZ, HA E'7 ~0 TCP 7 = — /L A — —Hill{flsk 2 Mt 5
DI ATHIP 7T FLAZ AN LET,

b) (A7 a ) [PeerPort] 7 4 —/v RIZAZN7: TCP #lfEIAR— k& A1 L%, mataha,7
TFI FDOR— b 44442 DEFITLET,

NIV G DSH9RTDNA FTRASEYTADI=HODT z—)LA—1\— .



KTUIY 959 ETONA FRASEYTADEHDT T —F—1"— |

B 770899797 2x—nt—n—omz

ATy T1

ATvT8

ATFvT9
ATy 710

ATvIN

ATvT12

BT R— NI, T T 4 T ASAFIE LRy 7T v T ASARE CTTCP 7 = — /LA —/3—
B et L £,

[Authentication] = > 7 7N v 7 A% # |Z LT, [Application-id]. [Directory-id], 3 & U [Key]
74—V REREFLET,

Azure Y—E R TN U RNV DFEFHEZ LT VY VERETEET, ZORIEI LT L
WXV, ASAIRFEBHAE T SV — b T —T N7 ED Azure ) VY — AT 7 ®BALZD, #1056
DY —AEERLIEDTELECRVET, =R TV RNVEERTS &, ERE
HD Azure V) Y — Aty NNTH AT & FATT D72 DR/NEOHEREZFFD Azare 7 7 > b
E7aveya=rr7TEET, ASAFBHAOL AR, =2 —F—ERONL— FEEET 5D
WEMERIZHIR SN ET ( TAzure —E R 7V Lo T (9X—Y) | 2%
)

a) Azure —EX 7V LD Azure 7 7Y - —3 3 ID % [Application-id] 7 4 —/L R
ATLET,

Azure A V7T ARNT I F XL T VA FT—%2ERTHLEEE, ZOT7 SV r—vayv
ID AL ETT,

b) Azure h—ER FVY T ULD Azure 7 4 L7 R VU ID % [Directory-id] 7 4 —/V FIZAT)
LET,
Azure A VT T ARNT I F XL T VA F—%2ERTHEEE, ZOF 4L 27 hUID
75‘;%‘%‘@@—0

¢) Azure h—E R 7Y LD Azure B HEE [Key] 7 4 —/V RICATI LET,

Azure f V7 T A NG I F ¥ NOT VA F—2FRTH L XL, ZOMRENMETT,
[Encrypt] 7 4 —/b K842 DR, =~ OREREEFIL 7 ¥ al—va L TS
nET,

[Subscription] = v 7 R v 7 A% A2 LT, [Sub-id] 7 4 —/V FEER L £,

T, PR ERN— N T VRET LT AV OV T A7) S gD TY,
[Enable Cloud Failover] F= v 7/ Ry 7 A% A N2 LET,

[Applyl 27 U v 27 LET,

TNA AEFEZBATDE T, 72— A= =T EEIZIEA =T TR TR A,
A ZVEETEILT 2= VA= S=PHE 2> TORWVEERIE, [7/34 AU A K (Device

List) 16D XY ASARAE ICHHET D7, ASARAR O IP 7 K L&
https://asa_ip_address’admin Z {4 L TH Ly ASDM & > > = U ZBtE L £ 7,

FIE1~102B0VK LT, O FVEBTCT 7T 4T IN I T v 72—V —_"—%i&
ELET,

TIA = VEEBNL D A VEEBICRENFRYEIND Z LEHY FTA, 72— G — 13—
77 4 w7 OWBZE LT, K3EE CRBRORE Z# 4 IR T 2 0B RN H Y 7,

B STV 9S5I9ETONA FRASEYFADEHDT T —)LA—\—



| 87099 959 RTONA FRASEYTADEHDT T—ILA—/"—
+7vav07—nA—n— 5 i—s05E |

TNA ANELEHEHTHET, 72— A= "= TERIZITA R—T M 0 £H A,

RDBERY
VEIZS T T, BIMDNRT A—=Z 2R ELET,

e Azure b— MEFOZBE (Azure L— F T— 7L ORE (13 _—) R |

FTa DI I—VF—N—INTA—EDERE

PVEWG L TCT 2= A —NR—BEE N AT~ A TEET,

Azure )L— b T—TJILDHRTE

N— T =T NVEREIX. ASARE RT 77 4 7hm— &g < & SITHEFT L EDH
% Azure 1 — W —iEFE/L— MIBTOHERTHERINTWET, 7z— A ——TlL, N
N— R T 77 4 7HEEICNTOILERDY £, TV T7 4 THEEIX, RESNTL— T —
TNEREMHEA L CHEBIMICL— MR EHICHT ET,

\}

G¥) TIT 4 THEELE R 7T v THEEOm ST TAzure /L — F T — T NNEREZRTET DLENDH Y
iﬁ—o

1R BEIIZ
T~ VEBLE DA VEBOR T TINOOREEZER LET, 774~ VEEMN
LN VIEE~OREORMIIH ¥ A,

cAzure U727 VT gD EY—ERX FY LD Azure REFY LT Y v L ES
Tr. Azure RIEBEWAZAFLET,

FIE

AT w71 [Configuration] > [Device Management] > [High Availability and Scalability] > [Failover] DIJIEZ
BER L ET,
AT w72 [Route-Table] ¥ 7% 27V v 27 LT, [Add| &7 U v 7 LET,
a) [Route Table Name] 7 4 —/L R|Z, — k T—T VD4R EZ AT LET,
WRKI6EHDON— b T =T NV ERECEET, £F, »— T =TV VX DT Y
ZRREETITHIBRCE £,
by (A7 ay) [Sub-id] 74—V RIZ, Azure 1 7 A7 V7 a D E#ANLET,

NIVI I ISIRTONA TFRASEYTADEHDT 2 —ILF—1\— .



NITYYT ISP RTONA FTRASEYTADE=HDT 2 —)LA—/1— |

B ovorosvrcorsz—nt—n-ogsm

ATvT3

ATy T4

ATy TH

INT 1wy

CITHIET D Azure VT A U L a IDERET DI E T, 208 ED Azure T A
VT arDa—F—ERNL— FERHTEES, Azure M7 A7 Y 7o a3 VD EHEE
7712 [Route Table Name] # A1 95 &, 7 u— L RXT 2A—F R EH I ET,
(6=3)) [Configuration] > [Device Management] > [High Availability and Scalability] >
[Failover] WO T 77 4 TINRNw 7T v 7 x2—)Ld— =% ET D L &I,
Azure 17 A7 VT a IDEANLET (TIVT 4T INw I T v 7x—
NA—R—DFE (10 X—) Z5H)

[Route-Table-Mode] #7 U v 7 LEd, /— K T—T7~Dx= 8 BN, L. F703H
[Add] 27 VU v 7 LET,

Azure = —H —TFEF/L— MK L TKROEEZ A LET,

a) [Route Table] Kz v F X7 UA b Lb— bk T—7 L EER L £,

b) [Azure Resource Group] 7 «# —/V FIZ, Azure b — k 7 —7 V& &t Azure U Y — A J)L—
TR AT LET,

¢) [Route Name] 7 4 —/L RIZ, /L— hDO—EDO4HIZ AT LET,

d) [Prefix Address/Mask] 7 4 —/L NiZ, CIDRFFLTIP 7 RV A TV 7 4 v 7 A& AJILE
7

e) [NextHop Address] 7 4 —/V RIZ, X7 A ARy 7T RLAEZ AT LET, Tk, ASA
A DA B =T 2 A ADIPT RLATY

GE) K 64EDONL— N ERETEET,
[Applyl 27 U v 7 L TERNEZRAFLET,

HSHYKRTOITIz—ILA—/I\—NEE

ZOWHTE, 72— N —N"—FFRNLEE T I FND 7z — A4 — " — EEEEH
THFEZOWTHALET, HOIEENLHOEEIZT = — A — =2l E T T 5
FEIZOWTHHBALET,

7 T —)LA—/\—DEFHIELT

AL A BEE BB T 7T 4 7T D121, ROa~v 2y REFATLET,

1R BHHIIZ
TN A THFARN BE— RDVAT LAFETAR—ATROa~x > REERLET,

B STV 9S5I9ETONA FRASEYFADEHDT T —)LA—\—
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FIE

AT w71 [Monitoring] > [Properties] > [Failover] > [Status] DIEIZIER L %9,
ATYT2 HELAVTT 2= A ==& 5@l 2123, KOWTNrORZ 27 Y v LET,

AEEET VT 4 TEEEIZT DHITIE, [Make Active] 7 U v 7 LET,
HEE A A K S IEEICT 521, [Make Standby] 27 U v 7 LET,

IL— FDOEH

Azure D)L— S OIRBENT 7T 4 7 — LD ASARE L FJE L TWABEATE. RO X HIZASA
AR C— N ARG TE ET,

1R BHHIIZ

TN aArTHEARN BT ROVAT LE[TAR—ATROa~v REFEHALET,

FIE

AT w71 [Monitoring] > [Properties] > [Failover] > [Status] DJIEIZER L £ 9,
AT w72 [Update Route] 7 UV v 7 LET,

ZDavy RiX, 7774702 —LO ASA R COHERTT, BILIZKBT 5 L, HiX
Route changes failed &78 0 F7°,

Azure FEEEDFREE
Azure TASARABHA DR Z ISR HI121E, —E 2 7Y I UL DR EN TR O
THOIVEND Y £, w7 Azure FBAENR 72V E ASARE = MIY VY —RIZT 7 &

ALT, 72— NA—NR—%B L0 — NEHEFEITLZY TEERA, 72— A—
N—BEEZT AN LT, Azure ' —E R 7Y U3 UL OROBERICHBET AT — 5 M TX
i—a‘o

7 4LV7 hJUID
* Application ID

* Authentication Key

NIV G DSH9RTDNA FTRASEYTADI=HODT z—)LA—1\— .



RIY Y 59 ETONL FRASEY T4 DIHO T z—IA—n— |
B ovvrosyvrcor—nt—n-nr=s—

1R BHEIIZ
VTN AT HXARN E— RDVAT LAFETAR—ATROa~ > REFEHLET,

FIE

A7 w71 [Monitoring] > [Properties] > [Failover] > [Status] DIFIZIER L F 9,
AT w T2 [Test Authentication] #27 V v 7 L7,
pm i %E&Té & a~x f‘Hjjﬂj: Authentication Failed k foc ) ijﬂo

T4V R IDERIFT TV A= ar IDBELLRESN TWRWES . Azure 1383
h—=2 v ERET HIZOORESTERCTHREINZY V=R &2 LEFA, ZOFB b
VDAY NBERRIZIRO X 512720 7,

Error Connection - Unexpected status in response to access token request: Bad Request

FSA4L 7 NYVIDERIET IV A4 — 3 VIDIFIE LW, FEEF—NIE LS REI TV RN
Y. Azure I3RBFE b —27 VA AR T DR EZFF AT LER AL, ZOFMZ YDA RV MNE
BRI D L 51270 £,

Error Connection - Unexpected status in response to access token request: Unauthorized

INTYw S HS5SHYRTOIz—ILA—INN—DE=_H4—

ZOHTIE, 72— VA== AT —F A ET=F —F HIEIOVWTRHA L E7,

Jr—)A—N\N—RT—3 X
A

GE) Tz A =N AR IRRELT, T ADE=X ) T kT 521X, ASDM
ZEEENT 57, £7203 [Devices] A NNIRRSNDHNDOT 34 Z22G)Y B 2T, JLO ASA
\ZR D FIAE FATTHMERH Y T, ZOBIENLERDIL, ASDMDBT /31 A5 gk &
NTHEER SIS E ., BT =4 ) 7 INHEL SN0 T2 T,

T I T A TN I T T T o)LA=/ = AT —H AT =4 —7F 5H|Z(E, [Monitoring]>
[Properties] > [Failover] > [Status] ZJ%&4R L, [Failover Status] #2 U v 7 L7,

e HA LA LT BRELNL ARXRVNEIAT BEOARV N TXFA NG T = —
VA —N— A R NERE A T BH12IE. [Monitoring] > [Properties]| > [Failover] > [History]
EIRLE T,

B STV 9S5I9ETONA FRASEYFADEHDT T —)LA—\—
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Jx—I)LA—NN— A yt—

Tz —)LFA—/N\—D syslog * v t—

ASA 1L, AR EET T IAFTIT 4 L_L2 DT =— )L F—_"— 2O T, HED
syslog A v —VEFRITLET, ZNHDRA =T %FRTDHITIL, syslog A vE— HA
&S L TLIZEV, Syslog A vt — Y OFiPHIZ 1045xx & 1055xx T,

\}

GE) Tz A= =0T, ASAITGREIMIZY v v N T LTz, A X —T oA A% LE)
L. syslog A v E—YEERLET, ZHNTBEDOT 7T 4 7 4 TT,

AL FA—N—HIZAER S D syslog DRl RIZR LET,

$ASA-3-105509: (Primary) Error sending Hello message to peer unit 10.22.3.5, error:
Unknown error

%$ASA-1-104500: (Primary) Switching to ACTIVE - switch reason: Unable to send message to
Active unit

$ASA-5-105522: (Primary) Updating route-table wc-rt-inside
$ASA-5-105523: (Primary) Updated route-table wc-rt-inside
$ASA-5-105522: (Primary) Updating route-table wc-rt-outside

( )
( )
( )
$ASA-5-105523: (Primary) Updated route-table wc-rt-outside
( )
( )
( )

%ASA-5-105542: (Primary) Enabling load balancer probe responses
$ASA-5-105503: (Primary) Internal state changed from Backup to Active no peer
%ASA-5-105520: (Primary) Responding to Azure Load Balancer probes

NIV w7 750 ROEANIBEET 545 syslog (21%, HEEOEFNRINEMENET
((Primary) % 721% (Secondary)) .

TI—ILA—NN—TFTNy G Aytw—

TNy T A= RFRT DHIZIL, debugfover 2~ REAS LET, sEHIIC OV T,
aw R U 77 L AL TLEE N,

\}

(X)) CPUTBLBARATIET ANy ZHINIETTAF VT 4 DNEHO L TENTWDD, TNy TH)
EATOEVAT ANT =V AIRELSETHZLBHV ET, 20, FrEDORBED
NI TNy 2—TFT 4 T EITHIHER, CiscoTACED VT TNy a—T 4T vyard
MIZIR Y debugfover =~ F&EMEH LT ZEW,

SNMPD 7 z— LA —N— +5 9T

7 = — VA —3—ZxT % SNMPsyslog ~ 7 v 7 & %Z[FF 5I2IE. SNMP K 7 > 7% SNMP &
FAT—3 3 ACEET S L D ICSNMP = — V= v R AFE L, syslog R A b2 E# L, B
VD SNMP LA 7 — 3 3 /T Cisco syslog MIB % =2 > /34 )L L E T,

NIV G DSH9RTDNA FTRASEYTADI=HODT z—)LA—1\— .



RIYYD 559 ETONL FRASEYT 4 DEHDT —ILF—ri— |
B ovvrosyvrcorz—nt—n—-oBE

INTY G 559 KRTHDIz—IVA—IN—DERE

HaE

Y

)1)—2x HEETEER

Microsoft Azure TDT 77 4 7123w 7 7 » 7| 7.91) ZOMENEASNE LT,
7 x—)Lf— 3 —
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



