EXRA A —y b 7AMIILDA R
RNy

TITIE RS v EZ =Xy b T a haoT I = ay f AR Vg ATONWTER
BLET, BEDO7a haViclLTA v AR v a VEERTAMLENG LR, BIOI
VARV a v EERTASKRN R FIECOWTE, 7Y A~ ary LAY S han A
VAR va rOEESZRL T IEI N,

*DCERPC A V' A7 gy (2°3—Y)

*DNS A v AT gy (5§3—)

sFTP A VA7 v ar (11 _—Y)

sHTTP A > A7 v ar (16 X—)

s ICMP A AT gy (21 =)

cICMP =7 — A VAT g (223—)

CILS A VAT gy (23 °8—Y)

A VAB N A=V A AR gy (23 5—)

IPA T g AR gy (27 =)

e IPsec NAAJL— 4 L ART g (29 X—)

o IPV6 A VAR gy (31 X—)

* NetBIOS A AT g v (34 %—)

*PPTP A V' AT 3y (35~3—)

*RSH A A7 gy (363—2)

« SMTP 35 L UWEIE SMTP A AT v a2 (36 X—)

*SNMP A VAT g (41 N—7)

* SQL*Net A ' AT Lz (42 3—)

e SunRPC £ V' AT v g (43 =)

«TFTP A LV AT T g (44 R—)

* XDMCP A VAR gy (45 %—)

s VXLAN A VAT gy (45 X—)

e AWM v Z—%y N Fa ha A4 AT g L DERE (46 2—3)
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BERAVA—Fy F FArILDA VAR VA |
B ocerrc i xxvLay

DCERPC f AR 3>

T I FINV DA LAY g KR —"TiX, DCERPC A VAT v g URA F—T I E
NTWeWd, ZOBRENRLERGEIFAX—TMILET, 774V DT v —r3L A
AR gy R —ZfRET ST, DCERPC A 2~ g v ABINTE XY, £
I, R FA =T 2 A AFFORY —72 8, LEIISELTH LW —ERARY o—%
BBz &b TEET,

WDIETIE, DCERPC A > AT gy AW THB LET,

DCERPC D&

DCERPC (Z£-5< Microsoft ) £— F 71—+ 22—/ (MSRPC) !X, Microsoft /37
ATV FPBELIO—AR"—=T 7Y =T arTEAL{EHSNTWS e haLrThy, Y7 |
=T IIAT IR ==t ST LY E— FTHEITTEALIITLET,

B, Zo7a haloE T, 7747 v R TRERAR— NESTEREZ T AND
Y RFRA U R yR— )= N—T MERT—ERIZONWTHE AT I v ZIZEHD Y TS
N3y hU—JEREBWEDEET, RIZ, 74T ME, y—ERAZHEH_ LTS
Y= R—=DA L AB L ANDE I F VY Ty 7 LET, EX2 VT4 T 7747
VAL, WYIRAR— b EBER Y NI =T T KL A~OB A F ) a7 L, MBI T
TNAT Z@EH L £,

DCERPC A VA7 v a v =V d, EPM & U =)V ) U TCPAR— 135 LDV T4 T
NeDMORAT 47 TCPHEREEHRELET, 7747 NHICEPM O~ v B 7 vy s
Ty TR R—= b ENTWET, 74T e —n"—F, EOeXaVT 4V —lbho
THENENERA, HOIAENEZF—R—DIPT FL 2 ER— FEFIL, EPMOSHDIGE R v
YU TZITRY ET, 77472 FNEPM D HIREIN - —/"—D R — MIXF L THEED
B e R D FREMENHH DT, EUAR—ADEEEATEX, 2—F—RZDOXA LTV N
RETEDLLIICRSoTVET,

DCE A v A7 v a %, ROPWH—E#@HF (UUID) & Ayte—Y % R—FLET,
eV FARA Y F~ys3— (EPM) UUID, T XTHEPM A vt =V R Y R—FSNET,
* ISystemMapper UUID (FE EPM) , AR — hSNDH A vt— XA 73RO LB TT,
« RemoteCreatelnstance opnum4

* RemoteGetClassObject opnum3

» OxidResolver UUID (FEEPM) , R — FENB XA v =KD ERBY TY,

* ServerAlive2 opnum5

cIP7 FLAFEZEIFR— MEREEERVMEEDOA vE—Y (INHD A vE—VTIIHRAE
DOERIRNT=D)
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DCERPC £ w2 <45 L3> Ky v— vy TnEE [

DCERPC f VARG 3 RYS— Ty TDHRTE

ATy T

ATy T2

DCERPC A > AT 2 a Y OIBIMO/RT A —X g ET HI21L, DCERPC A » AT g v
R — =y P2ERLET, E LA v 2T v 3 RY >—~ v Fid. DCERPC A o
ARy vavkEAR—TNMITHLEATEET,

N7 497 D—BHKEELERTHEXIL, VIR TEERTDIN, FREIFR) v—<y
FlZmatch AT — F AV MR EEGOHLZENTEET, VIAY YT E2ERTHZ L, 4
VAR vary R =~y TNTEHE NI 74 v VBREETERTHILOE N, 7T A
<~y T EFFERATE 5 8TT,

FIE

({EE) DCERPC A v AU av 7T A vy FEERLEDT,

TV TARYTTHRETDHDIN I 74 v 71 LTI, A v A Yary R)v— <o 7T
N7 4w IR LTEITT AT 7 va a2 ELET,

match 2~ RZ LI BT7 72 a v a2F(79 256, RV —<yFWCEEN T 74 v 7
BREETHLEND Y FT,

a) 77 A~y 7 EAERMLET, class-map typeinspect dcerpc [match-all | match-any]
class map_name

class map_name |Zi1%, 7 T A v v T OL4HIZHEE L ET, match-all ¥—7— N7 7+
NWNETT, NTFT7 4w I M TRy T =BT HI2E, TXTOEMEL —FHT HLEN
HHZ EEWRELET, match-any X — UV — R, FT77 1 v 7034072 < & H 120 match
AF— R AL RNL—HK LB TRA T e—HT A LAEELET, CLIIZY T %
~v 7 arZ 4 Xal—yaryE—RIBITLET,

b) KOmatcha~> REEHALT, 7273V a v E 745 877 4 v 7 % EELET, match
not =~ R&EMMHEHTAL, matchnot 2~ ROEEIZ—H LW TRTORNT T 4 v 7
T varnEisShET,

« match [not]uuidtype : DCERPC £ v ¥ — Y DL —E#k5+ (UUID) Z2W& L %7,
type TR DOWT NN T,

« ms-rpc-epm : Microsoft RPC EPM A v — V2 BE L £,
» ms-rpc-isystemactivator : ISystemMapper A vt — &AL £,

« ms-rpc-oxidresolver : OxidResolver A vt —YZ WA L £7,

) VIR~ ar74Xal—aryET—ReKTTHIE, Texit] EATILET,

DCERPC A > A7 v a v KR v— < v 7 %{Ef LE7, policy-map typeinspect dcerpc
policy_map_name

policy map_name(ZiX, RV v —~ v 7DOLAFIZEELET, CLIIRY v —~vvy T a7 ¢
Fal—TaryET—FRIIADET,
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B ocerrc L xxv ALKy — <y ToRE

RTvF3 ({EE) #HZRY v— ~ v 7B L £, description string
ATFYTE —H LT 74 w2 2T 7y a a5, ROFIEEETLET,
a) WOWTNIDOHERZMHEH LT, 7273 a a3 75 8774 v 7 2ELET,

*DCERPC 7 7 A = v T HAFR LIz E1E, ROa~y REAN L TENERE L E
¥, classclass map_name

*DCERPC 7 7 A ~ v 7Tt ST\ 5 match 2~ > ROWT a2 EH LT, K
Vy— <y WCEHEN T 74 v 7% BELET, matchnot 2~ RaEEHT2 &,
match not =2~ FOEEIC—HLRNWT X TO N T 74 v 7T 7 v a Bl
nEJ,

b) KOaA~L FOWTNNEANLT, —ET DT 74 v 7 L TCEITTEHT 7 v a v
EHRELET,

sresetlog] : /N7y hE Ry 7L, #arA L TH—"—F%i37 747 MNITCP
Uty hEEELET,

clog: VAT L BT AyE—UEFELET, ZOFT T a STHIMTHETT D0,
FAIIMOT 7 a ot —EICERTXET,

RY— =y A2, BHDdass 2~ RE~II match =~ REFEETX £7°,
B -

hostname (config) # policy-map type inspect dcerpc dcerpc-map
hostname (config-pmap) # match uuid ms-rpc-epm
hostname (config-pmap-c)# log

RFYTE A VRRI V2 v m OUHBOB ST A— S ERET B, KOFIRE AT LET,
a) NIA—HF ar 74 XaL—ar ET— REBBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

b) 1 2DFLIFEHONRTA—FEFELET, ROF T ar #RETCEET, A7 var
EF A= NVICTHIE, avr FOonoBERAHH LT ZE0,
« timeout pinholehh:mm:ss : DCERPC & 7R —/V DX A LT 7 RNEEL, 257D 7 v —

NIV AT BRIV AA LT e bEXLET, XA L7 7 ML 00:0001 ~
119:00:00 £ CHRETE £,

« endpoint-mapper [epm-service-only] [lookup-oper ation [timeout hh:mmiss]] : —> KA
VhRyN—= T T4y I DF T a R ELET, epm-serviceonly ¥ —U—
BERRETDHE, S U RRIZZY RRA v b v o= P —ERE2ETL, ZOH—
EAD NI T 4w 7 RTINS L HIZLET, lookup-operation F—7U — K%
BETHE, 2V RRA Y h vy —H—E ROV 7T v TEEE A X —T I
LET, Vo7 v 7TBECERSNTZE U R—IVDOXA LT U NERETEET,
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ons (v zxxsvay [

N 7T TEAEIZH A LT 7 R E S IV TV WAL, timeout pinhole = >
RCHE L7l T 7 4V hOMEBIER SvET,

51
W DFIL, DCERPCA > AT g v R v—< v 7 &EFKL, DCERPCDE L HK—
NDHEA LT T NERET DHHEEZRLTONET,

hostname (config) # policy-map type inspect dcerpc dcerpc map
hostname (config-pmap) # timeout pinhole 0:10:00

hostname (config) # class-map dcerpc
hostname (config-cmap) # match port tcp eqg 135

hostname (config) # policy-map global-policy
hostname (config-pmap) # class dcerpc

hostname (config-pmap-c) # inspect dcerpc dcerpc-map

hostname (config) # service-policy global-policy global

RDBERY

2T EREHAT AL AT g R —2RETELLHICRVELE, 77V
—ar A IR FalL 4L AR arDHRTE SR LTL I,

DNS 1/ ARy 3>

DNSA VAT 2 g 3T 74V T R =T MR >TCWET, T 7 /b LSO MLER D
BERPEAICORRETHVLERHVET, ZZTE. DNST7TFUr— g A VAT g
NZOWTEHALET,

DNS £ VARG 3 oDTIAILE

DNS A VAT g UE, RO L D 72 preset dns map A VAT v ay 7T A~y S afH
LT, 774N P TAR=TNIZR>TVET,

e fx KDNS A v E—UKIE, 51234 N CT9,
« DNS over TCP A > A7 3 g V3R C9,

K7 TAT Y FDNS AvtE—VRIE, VY= La— NI~ 2 X5 ICHBIIICE
ESNET,
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BERAVA—Fy F FArILDA VAR VA |
B ovsozxrovaskys—<yTiomE

e DNS H— RiZA 2 —7 W20 . ASAIZE > TUDNSISENIELEEINS L3 I2, ASAIT
DNS 7 = UV \ZBHEf T b TWAHDNS By g 28I LET, ASAITE, A vtE—
DM AEE =X — L TCDNSISEDIDADNS 7= UDID & —FH+5Z L2 L £,

e NAT OB EICH S DNS L a— ROEHITA R— T L TT,

e 70 haOMifNEA R—T N THY, DNSA v —URTF = v 72 ThbivEd, KX
A B DEEN 255 LFUTF, 7-ULOE SN 63 305, JEMG, V—7F RA L ZDF =
77T,

WDF 7+ EDDNS A VAT gy avy REBRLTLLEE N,

class-map inspection default

match default-inspection-traffic

policy-map type inspect dns preset dns map

parameters
message-length maximum client auto
message-length maximum 512
dns-guard
protocol-enforcement
nat-rewrite

policy-map global policy

class inspection default

inspect dns preset dns map
!

service-policy global policy global

~ O ~ (o] = ]
DNS A/ VARG 3RO —T Y TDHETE
FITFIV DA VAT g VENMER R Yy U — 212 & 5> THHTRONES, DNSA v AT
var R — =T EER LTDNS f VAT gy T avENAXA A TXE
7,

1R BHEIIZ

—EDO T T 4 v IVBREAT T a TR, BEDOTEOICERFRAEA LEST, b7
=7 D1 OEEATIHEIE. RO ERZEREZIZERERO 7 72 < v 7 E2ERLE
7,

FIE

ATFYv Tl (EE) ROFIEIZHES>T, DNSA VAT a DI T A <y TEERLET,
TR TNIBE DO NT 7 4 v LOREE I NV—FLET, £721%, matcha~> K%
EER) v— <y IR ETEET, V7R TEERTHZIEEA VAT g R
V=TT T4 v EORBEFEEERT DI EOEWL, 7T A~y TIHEME
WERELERTE, /77 Ay TEHAHTEL LN Z & TT,
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DNS 1 v 2R5 a3y Kys—vyTngE [

VIARyTERELRWET 7 4 v 7 H4ET D12, matchnot =2~ > AL ET,
72 & Z1%. matchnot @~ K TXXFH| lexample.com] Z4RTET 5 &, lexample.com] M35
FNDTRTORNTI T4 TR TA Sy T EREINERA,

DV TARYTTHRETDR I 74 v Z7ICHLTE, A VAT ay R Y=<y 7T
NI T4 7S LTHEITTOT 7 v a vy 2RELET,

match 2~ RZ LICR2BT7 72 a v mw2F (79 2%6, RV —<oFWCEEN T 74 v 7
ERFETHOMLENDH Y F97,

a) 77 A<y EIERLET, dassmaptypeinspect dns[match-all | match-any] class map_name

class map_name lZi%, 7 7 A < v T OA4RIZHEE LET, match-all ¥—7— N7 7+
NWETT, NI T74 v I NI TRy T e—ETHITIE, TRTOREMEL —FF 208N
HHZEEBELET, match-any ¥ —V—RNi&, 771 v 70340 7:< &b 120 match
ATF— AV NE—KLED I TRy T e—HTAZLEBELET, CLINY T X%
vy a7 4 Fal—aryE—RIAY, 1 2L O match 2~ REAHTEE
R

b) (EE) 77 A~y FIC@MA%BM L E7, desription string
string IZi&, 7 7 A ~ v 7O A 200 SCFLUNTHRE L £,

) WOWFTHNrOmatcha~vy REFEHLT, 7273 ar2F 73258770 v 7 2BEL
*9, matchnot =~ > R&HEHTS L, matchnot 2~ > ROEAEIZ—F LW TO
NI T4 T a BN EHENET,

« match [not] header-flag [eq] {f_name[f name..]|f value} : DNS 7 7/ L —& L £,
f name 5IBUIDNS 77 74 Th Y, AA (HERRISE) . QR (7=U—) | RA (£
TE 2 . RD (MWEZRF) . TC WVHT) ongnnTd, fvauesl#
%, Ox THAED 16 B hdD 16 HEETT (0x0 ~ Oxfff) . eq ¥ —V— NIFTZEE—K
ERELET (TRRT—H) , egF—TU—FRZHEELRWVE, Ny MIEESNT
WDy X =D 1 DL =T 52T THoTT (WFhné—E) . fl: match
header-flag AA QR

» match [not] dns-type{eq {t name|t value} |ranget valuelt value2} : DNS % A 7' & —
HLET, t name s EEDNS ¥ 4 74 THY ., ROWVWTNAMNTT, A (IPvd 7 KL
) . AXFR (7L V' — d5i%) | CNAME (FEHO4RT) . IXFR (#8453 — i
%) . NS (HEFRF—2L #—s3—) | SOA (HEFRY —> DBA4R) . TSIG (T ¥
va B4 T, t value 313KI2iX, DNS X A 7 7 4 —/b ROEEDME (0~ 65535)
ZHEELE T, range ¥— U — FIIHFHLFEE L, eq F¥F—V— NI E—HEHEEL
£, # : match dnstypeeq A

» match [not] dns-class{eq {in | c_value} |rangec_valuelc value2} : DNS 7 7 2 & —3 L
9., 77 AFin M rZ—xy bOEH) £oidc value (DNS 7 F A 74 —/L K
D 0~ 65535 DIALEDOfE) T, range ¥— 7 — RNIHFPHEZFEE L. eq ¥— 7V — FiZ
Ea—HEEELET, #: match dnsclasseqin

» match [not] {question | resource-record {answer | authority | additional}} : DNS D E[H]
FFV YA Lba—RE—HLET, quetionF—7— KX, DNS A vE—T D
WEDbEESZFEE L £9, resource-record ¥—V— K%, VYV—A La— KDk r
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v =3 answer. authority, additional Wz 4RE L £, %l : match
resour ce-record answer

» match [not] domain-nameregex {regex_name| classclass name} : DNS A v&— D K
AA /DY A N, FRESNIZEREBRELITIERELB Y 7 2 L TRELE
j‘o

d) 77A~y 7 ar74X¥al—raryET—RKaKT1512%, lTexit) EAHLET,
ATFY T2 DNSA v AT gy R — <7 %&EHRLET, policy-map typeinspect dns
policy_map_name
policy_map_namei(ZiL, RV —~v7DOA4HIZHEELET, CLIIZARY v —~<y S a7y
Xal—TarE—RNIADET,
RTvF3 ({EE) #HZRY v— ~ v 7B L £, description string
ATV T —H LI NT T4 w777y arElEAT oIt ROFIEEFETLET,
a) ROWTNOOHEEEA LT, 773 ava #FT795 87740 v 7 2 BELET,
*DNS 7 7 A v v 7T EAFR LT HE1E, ROa~vr REANLTENEIRELET,
classclass map _name

«DNSZ7 7 A~y 7 TiHEN TS matcha~ > FOWFNhaHH LT, RN —
<~y FICHEEN T 7 4 v 7 ZFEELET, matchnot =~ R&EH$ % L. match
not 2= ROEMEZ—H LARWT R TCONT T 4 w7 T 7 arPNEEnNET,

by ROa~<wy ROWTNUNEANILT, —HTDHRT 74 v 7K LTEITTHT 7V ay
EHRELET,
edrop[log] : =BT 2T _XTONNFry h&x Ry LET,
e drop-connection [log] : /X7 v ba Rrey 7L, #a AL £7,

emask [log] : X7 v bO—HT D5 E~AZ LET, ZOT 7 a i, ~yvF—
77 7 ORETET CHARETT,

clog: VAT L BT AyE—VUEFELET, ZOFT T a STHMTHETT D0,
FIMOT 7 a DWW E I TE £,

« enforce-tsig[drop] [log] : A v E—IZTSIG U YV —A L a— RRFET D Z & & il
LET, TSIGY V—A La— RBRWry h& Ry a 75k, £2idhey
TLTRTRETEET, "y — T T —HOYA, ZOFTvarE~vAT T
g varvflBhabEERATEET, TNLSOSE, ZoT 7 a o7 s
Ta UEFERICHEET 5 Z LT TE EE AL

RV — <o A2, B dass 2~ REziI match =~ RE2FEETE £9, class
o<y K& match 2< > ROIEFIZOWTCIR, EEO N T 7 4 v 7 7 7 AONEFEES
LT EEN,

1

B ExA 58—y b TFORANDAI YRR VY


asa-920-firewall-config_chapter12.pdf#nameddest=unique_285

| #2414 58—%y b FOPaLDA VARSI

DNS 1 VARG L3y RYI— Iy TDERE II

hostname (config) # policy-map type inspect dns dns-map
hostname (config-pmap) # class dns-class-map

hostname (config-pmap-c) # drop

hostname (config-pmap-c) # match header-flag eg aa
hostname (config-pmap-c) # drop log

ATYTE A VARV ay U DUIIHBOBHHRT A —HERET HITIE, WOFIEEZETLET,
a) NI A—HF a7 4 Xalb—ar ET— FEHBLET,

b)

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

| DEFITEEDONRTA—FERELET, WOA TV a R ETEET, A7var
T 4 —7 T AT, avry FOonBERAFEHL T X,

« dnscrypt : DNScrypt & 2012 L C7 734 A & Cisco Umbrella [} O$&#c 2 15 54 L £ 97,
DNScrypt ZHNZ T % &, Umbrella U Y XL DF—AH A L v RABIES L ET,
F—AHaA Ly RiZ, 1LY AR DN R 7 2F4T 0, F LWES
EYETT NA A% HEH LE 9, DNScrypt TiZ UDP/443 24572, ZDHR— |k
DDNS A VAR v a NMERT L7 TR~y FICEENTWD Z L Z2ERT D40
ERBVET, TIHNEIDA U ART 9 7T AZIEIDNS A VAT Vg T
UDP/443 N4 TIZEENTWVET,

sdnsguard : DNS /' — FZ A 2 —7 /LIZ LET, ASA TDNSIGEDHREIND T <
(2, ASAIEXDNS 7 = U —|ZBEfT T 57 DNS By v a v 28Il L9, ASA I
Flo, AvE—UXHEE=F—LTCDNSIGEDID ADNS 7= D ID & —EH7T %
TLEEMERLET,

« id-mismatch count number duration seconds action log : DNS ID Oifa |72 R —E D = ¥
VT AR —T M LET, count number durationseconds 51 %4iE, VAT A A v E—
VRaINEEIND LR DIBBOR—EA ALY o ADRREEREELET,

« id-randomization : DNS 7 = U —® DNS iRl 7% 5 > # LML L E T,

» message-length maximum {length | client {length | auto} | server {length | auto}} : DNS
AvE—VORRKEZRELET (512~6553531 1) . 7 I7A T F Avk—v
FLFY—NRN— Ay E—VORRKELHETETET, autoxF—U—RiEL, JV—2A
La— FOEICRRREZRELET,

e nat-rewrite : DNS L = — R4 NAT OFRTEICE S TLEH L F4,

« protocol-enforcement : DNS A v b —VERXDF = v 7 A X —T VI LET, RAA
YHDRESNSLFLR, 7V ORSN63LF, [Effi, V=T RA L FOF =y
772 T,

« tcp-inspection : DNSover TCP N7 7 o v 7 DA L AT 2 a VNI LET,
DNS/TCPR— 53 FTF 7 4 w70, DNSA VAR g vEEld 57 5 A0D—;
ThHZ MR LET, AV AT arDF 740~ 75 A2, TCP/53 3G
FNTWVET,
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« tsig enforced action {[drop] [log]} : TSIG U YV —A L a— RKOFELEZER L £9, %L
LTWawWwry h&2 Raey L=y (drop) . 7Ny haer ZiZieskL=v (log)
TEET, MFEETLH L TEET,

«umbrella [tag umbrella_policy] [fail-open] : Cisco Umbrella %A 3 — 7 /W{Z L, #3E
(2 U CTF /31 A2 9 % Cisco Umbrella DR Y > —4, (tag) #f8E€LF£9, KU
V—FERE LW, T 74V FOACLAEM S ET, FEIIZ OV TIE, Cisco
Umbrellaz ZH L TS0,

Umbrella DNS $—/S =75l [ T & 725512 DNS fifk 2 8 S % 121%, fail-open
F—U—FRZBMLET, 7xz—/b A —7 2 DIREET Cisco Umbrella DNS ¥ —/3—73
R CTE WA, ZOKRY v— < v 7T Umbrella BIRNT 4 Z—7 W70 |
DNS R % 2 AT A RIS E SN DNS — 1 — (FET55E8) BB TX
5 X 912720 £3, UmbrellaDNS H— —NHEF A AGEIC/RD L, R v—v v
TENLOFEREZBEELET, ZOF 7 a URNEENTOARNEEES. DNS ZERITH|
EARHED Umbrella U V' NV ARXA~BEN LT DO T, JIREITRESNERE A,

&1

hostname (config-pmap) # parameters

hostname (config-pmap-p) # dns-guard

hostname (config-pmap-p) # message-length maximum 1024
hostname (config-pmap-p) # nat-rewrite

hostname (config-pmap-p) # protocol-enforcement

151
OB TIE, 72— F 74V FRETH LA VAT gy R v— <7
EHHAT D HEERLET,

regex domain example “example\.com”
regex domain foo “foo\.com”

! define the domain names that the server serves
class-map type inspect regex match-any my domains
match regex domain_ example
match regex domain foo

! Define a DNS map for query only

class-map type inspect dns match-all pub server map
match not header-flag OR
match question
match not domain-name regex class my domains

policy-map type inspect dns new_dns map
class pub_server map
drop log
match header-flag RD
mask log
parameters
message-length maximum client auto
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pqvzssvay |

message-length maximum 512
dns-guard
protocol-enforcement
nat-rewrite

policy-map global policy
class inspection default
no inspect dns preset dns map

inspect dns new dns map
service-policy global policy global

RDEZRY

T EEHT OO AT g R =R ETELEHWCRVELE, 77V
r—vary A Ia hal 4 AR g VORE SR LT IEE N,

FIP f Y RRY 3y
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BT AR—TMITHICE, avr RO noBREMHL T 7230,

« body-match-maximum number : HTTP A vt — Y OASLIRAFHIMTRT DAL DK
LFHEZRELET, 774V MEIZ 200 31 R T, KEREEZHRETLE, 2
T =R AIRER B G X ET,

« protocol-violation action {drop-connection [log] | reset [log] | log} : HTTP 7' & k =2 /L&
RAIZHOWTHER LE T, EXICXH L THEITT L7 7y (K, Vey b, o7&
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) . BIOueX A =T NVERIIT A =TT ENE I G BIRT 54
B ET,

* spoof-server string : r— N —D o~ H— T ¢ —)L R&E LTI EEH 2 £9, WebVPN
A b U — A0 spoof-server 1< 2 ROXRIZIR Y FH A,

1

Wiz, [GET)] AY v KE7IX [PUT) A Y v KT Twww\xyz.com/*\.asp] F7I%
Twww\.xyz[0-9][0-9\.com] IZT7 7 AL LD L LTWAHTTP# AL, ¥
I HHTIPA VAR va R =~y T ERT L0 R LET, ZnlSto
URL/ A Y v FOMABEDEL, A Lo MIFFRISET,

hostname (config) # regex urll “www\.xyz.com/.*\.asp”
hostname (config) # regex url2 “www\.xyz[0-9] [0-9]\.com”
hostname (config) # regex get “GET”

( ) #

hostname (config regex put “PUT”
hostname
hostname
hostname
hostname

config) # class-map type regex match-any url to log
config-cmap) # match regex urll

config-cmap) # match regex url2

config-cmap) # exit

hostname
hostname
hostname
hostname

config) # class-map type regex match-any methods to log
config-cmap) # match regex get

config-cmap) # match regex put

config-cmap) # exit

hostname (config) # class-map type inspect http http url policy

hostname (config-cmap) # match request uri regex class url to log
hostname (config-cmap) # match request method regex class methods to log
hostname (config-cmap) # exit

hostname (config) # policy-map type inspect http http policy

hostname (config-pmap) # class http url policy
hostname (config-pmap-c) # log

RDBRY

<y TEERATEEDDA AT g R —ERETED LRV ELZ, 77V
r—ar A Y IR I LA g DRTE SR T IN,

-~ O > -~
ICMP £ AR 3
ICMP A > AT gy mo V0 aFEHTHEICMP 774y 0» By ay] 2RO
£ B7=D, TCP T 7 4 v Z7<RUDP b T 7 4 v 7 DX HITHREST D Z ENAREIZARD

F9, ICMP A v AR v ay Uy EFHLRVWGAIL. ACL TICMP 23 ASA Zi@iEd
HOEEIFTAHAZLEHRELET, AT —FTIN AL AT 3 EFT LAV E, ICMP 2
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BERAVA—Fy F FArILDA VAR VA |

B oovezs—qozxrsoay

Fy M= BWBIZHASNDAREMERH D £7, ICMP A Y AT va P uid, ER
TESEN LI DETTHE I E, VT U ABEVRELWI EEHERLET,

72720, ASAA VA —T oA AZKEENDICMP T 7 4 v 71%, ICMP A AT g v
BA XTI LTEGETOREINEEA, LERST, ASABRNNY I T v 7 T 74/ b
N— M LCREIETE 5E 00 b a—ERDBEE SN A 7R EL FEORM T T,
AVE—=T A A~D ping (T2 —FR) BT HAREMERH D 3,

)

G¥)

JravEERALET,

NAT (%, ICMP £ > A7 v a v EEHILTH, X7y NEEHRTH L XITICMP A > A2

ICMPA VAT Vg vad F—TNZTDHHEZOWCE, 7V r—varyiAfv¥ e b
VA VAR g VORTEESZR LT EE N,

ICMP TS5 — A4 VAR 3

ICMP =T — A VART v a w32 —TMIT5BHE, ASAIENAT OFREIZFESW T, ICMP
TT— Ave—VEEETLTHEA Yy THOE v a U EERLET, ASA X, AH#itk
DIPT RLATry b EEXLET,

T4 —TNOE, ASA L, ICMP =7 — X v e —UZART 5/ — NAOZERE »
varEERLETA, NEIARARE ASA OMICH LR/ — RiZ k> TER SN ICMP
TT— A vb—Ul, NATU V—R&EFNLLEHET L Z L7, ANRA A MIBELET,
HREBAR A B 78 traceroute T~ 2 R &2 L C ASA ONIENCH B4 E TOFR Y 7% b L—AF
%6, ZHIEEYTIEH D FHEA, ASARHHEAR Y TE2EBR L 20WGE, T X TOHRER v
T, vy BT ENSEIP T RL AL LB ICFERENET,

N\

G¥)

NAT 28 ICMP /37 N CHEM SN D AREMENH 2561, HWIZICMP =7 — A VAT v 3
CEHEINCT HMENRSH Y £, NAT X, ICMP A > A7 ¥ a &2 LTV T ICMP
Ny MZKFULTICMP A VAR g a HEICFATT 6720, ~ v B 7 S5
RUREREFEILT RLRAELTERT2E, AFX Yy T =Ry NU—ZEZRELTWVDH LI
RZDAHREMERH Y £9, 722 ICMP =T — A VAT v a UL AT > T n
Ay ICMP ¥ A ARIEEICH DA TNz a—FR oy NOSEENEREIND &, XA A
B ER DA~ v X —Tld, BRI N3N EE LT LR e LTERSVET, ICMP
TT— A VAT T a rEAINCT D E XA LABIRICRSTIEEILT U RIZIE LUVMEDER
ESNET,

ICMP=T— A VAT v a v RF—TNMITDHHEOWCE, 77V r—varl Ay
Ta AN AT a DR EESB LTSN,
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ws1>z<svay |

ILS 1 VAR 3y

1A

-~

AR

Internet Locator Service (ILS) A > A7 ¥ g = V0%, LDAP #fEHALTCF 4L 27 R U
% ILS Y—/3— L 25449 % Microsoft NetMeeting, SiteServer, 35 & UY Active Directory D45
Uit L CNAT 2% AR — F LET, LDAP 7 —# X— XL IP 7 RL AL BRFES D
7o, IS A AR ¥ a3 U CPAT IHEHTE R A,

LDAP % — =3B o 556, WEE 7 D35 LDAP Y — N— (8 Ek I zikigcr —o

JNZHEETE D L 910, MBISEICK L TNAT 2145 2 L 25 LT ZE&W, NAT &

ﬁﬂﬁ‘éz\gﬂfﬁﬁh NI R ER LSRRI, AT a2V B
W5 EaRHERELET,

ILS H—/ 3= ASA R OWNEIZH H5A 1. é DICRENMERZ ER3H FT, 208
B T4 T R EES LA — R GEFIXTCP389) @ LDAP H—/"— 7 7 & AT
B2 ODR—VINNE L) £97,

\)

GE)

7T, ZOfEIX, TCPtimeout 2~ RAMH L Ci#FECTX £9, ASDM TlE, ZiuZ
[Configuration] > [Firewall] > [Advanced] > [Global Timeouts] ~~-1 > Z& 0 £7°,

ILS T 74> 7 (H25a—1L 7 F U 2) 1Tt h &V UDP F v XA TRAET ST
O, TCP UL TCP IET 7 7 4« 7RIBGORICYIKT SN E T, T 74/ b TiE, Z ORI 60

ILS A Y AT ¥z U Zid, ROFIRFELRSH Y 9,
« BATRVDISZII A — S EtA,
EEOT 4 L7 ) Oa—F—FHAESLER A,
HEOT 4 L VIO ID ZFfo TV D H— D2 —H— L NAT I[ZIFR# S EE
Ao

ILSA VAR a3 —TMITHIHECONTIE, 7TV r—rvari A 7aba
WA VART ayOREESHRLTITEIN,

K AYE—D A ARG Y

AVAR R AyE—=Y (IM) A VAT a0 FERTLE, IMOXy hU—7
EHZHE L, EERORR, V—20%E, BXOEERY MU —7 ~DZDOMDOER %
EikTExET,

IMA AR g NIT 7HNVEDA AR gy R =T F—T M I NN\
W, ZOA VAT Y a VSRERBREA R—T T DREND Y ET, 2L, T A
Jb h@Dinspect 7 7 AIFZT 7 AN FDIMA— ENEENTNDLDT, T 74/ DT a—
NAVART Y ay R o—%fmETLHLETTIMA VAT v a v EBINTEET, £
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BERAVA—Fy F FArILDA VAR VA |

B x5 rrve—vaozrsoay

ATy

W, 2 2FA =T oA RAEFORY =72 ¥ BEJEUTHLWI—ERRY) v—%
BT 22 & b TEET,

IMA VAR g o EREETAEASIT. AvE—UBRTA=HIER LEEREDT 739
VEBETAIMA VAN Vay R)— <o FEBRETAILLTXET, ROFIET
X, M A AR g R — <y FIZOWTCHHALET,

1R BHHEIIZ

—MDNT T 4y IVREF TV a rTIE, BEOLDICERERZHEHALET, b7
=7 D1 2EGHT L5681, RONCEREREIZERERD Y T2 ~ v 7 E2ERL F
h@‘o

FIE

EE) WOFIEICHEST, M AL ART S a D7 F A~y TEERKRLET,

IIASy TR DO ST 7 4y 7 LOBEE T NV—TLET, E2iE, matcha~v o %
EER) L — vy IHRETEET, V7R BERNT O LA AT 5 R
Vo= y T ThRI T4y LOMEEZEEERT DI LEOEVL, 7T A <y 7 TIIAMR
HERELERTE, V7R TEZHEFHATEDLENS ZETT,

IIARy T ERE LRI 7 4 v 7 ZFRET HITIE, matchnot =~ > REEH L £,
72 & 1%, matchnot 2~ R TXFH| lexample.com] Z4HET 5D &, lexample.com] M35
FNETRTORNTI T4 v 737 TR~y T ERESNE T A,

DI ITARYTTRETDIN I 74 v 7R LTUE, A AT v ary RYvy— <y 7T
NI 74w 7 I LTCHEITT LT 7 v arafmELET,

match i~ RZEICRRLT 72 araF 742556, R —~ v FICEHEN T 7 4 v 7
ERIETOMLENDH Y T,

a) 77 A~y 7 EERLET, dassmaptypeinspect im [match-all | match-any] class map_name

class map_name 2%, 7 7 A v v T OA4RHIZIEE LT, match-al ¥—7V— RiZ7 7 +
WRTT, NT 74007 TAy T L—ETHI2E, T XTOEEL KT HHLEER
HBHZEERELET, match-any F—T— Kidk, 774 v 73472 &t 120 match
AT —h AV NE—H LTI TRy T e —HTHZELERELET, CLINY 7 X
v~y 7 arZ4Xal—yaryE—RIAD, 128 EO match 2~ FE A T&F
7

b) (R 77 A~y 7ICHMAZBML X9, description string
string I21%, 7 7 A v v 7O %A 200 SLFLUNTHE L £,

) WoOWFTnMLOmacha~y REHFERLT, 773 arv #7375 8770 v 7 #EEL
£9, matchnot 2~ R&fEf$ 25 &, matchnot 2~ ROEHEIZ - LN TXTOD
N T4 T arBREAShET,
« match [not] protocol {im-yahoo|im-msn} : #ED IM 7' & k =2/ (Yahoo % 721X MSN)
A LET,
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ATy T2

ATv73
ATvT4

4vREv bk Avt—UqvrRRsvay ||

« match [not] service {chat | file-transfer | webcam | voice-chat | conference | games} : 7 /&
DIMY—ERERELET,

+ match [not] login-nameregex {regex_name | classclass name} : IM A vt — Y DE(F T
IIAT v ha s A % FRESNIEREKRREITEREKE Y 7 23t LTHRE
LET,

+ match [not] peer-login-nameregex {regex_name| classclass name} : IM A v & — D353
BT vl A %%, FRESNTCIERRBEITIEREKB 2 7 ZTH L THRAE LE
ﬁ‘o

« match [not] ip-addressip_addressmask} : IM A v E—YDEFEILIP T KL A E SR
#RELET,

+ match [not] peer-ip-addressip _addressmask} : IM X vE—V D% IP 7 KL A L~ A
7B ELET,

» match [not] version regex {regex_name| classclass name} : IM A v —Y D/ X—T 3 >
T, FESHCEMBRREIIERERI Y 7 2K LTRAELET,

» match [not] filenameregex {regex_name| classclass name} : IM X v &—2 D7 7 A )b
%%, RESNTEEMKRBEITEHRRI Y 7 2K L TRELET, ZOREIX
MSNIM 71 k 2/UZxf LTI AR— S EH A,
d) 77A~y 7 ar7 4 ¥al—raryET—RKa&T1512%, Texit) EAHLET,
IMA VAT v a R v—~y 7P &2ERLET, policy-maptypeinspectim policy map_name
policy_map_name(ZiL, RV ¥ —~v 74 ZHEELET, CLLIZARY v —~<yF a7y
Fal—TalrE—RIIADET,
(EE) #HERY — <o 7B L ET, description string
—H LI N T T4 7T 7 v a AT AR, ROFIREZFATLET,
a) ROWTNOOHEEEA LT, 773 avw#F795 8770 v 7 2 ELET,

MV TR~y T ERER LIESGEIE, ROavry RE AL TENERRELE T, dass
class map_name

M7 T A~y 7 TmBHENTWD match 2~ ROWTFNHEEHAL T, RY—
<~y FWEHEN T 7 4 v 7 BBELET, matchnot =~ FZ2#H$T 5 & . match
not 2~ ROEEI—FHLAWTRTO RN T 74w 27277 aryRNEfEanEd,

b) WDa~vr REANLT, —HLENIT 74 v IR LTHFITTHT 7 a v 2fELE
D

« drop-connection [log] : /X7 v b& Ry 7 L, BaH L E7,

eresetflog) : N7y ba Rry 7L, 8al U T —"—%721%27 747 FMITCP
Uty hEEELET,

BERAva—Ry bk Forarnsrzrovay |
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B oxsorrve—vaozroray

slog: VAT L BT Avb—VEEEFELET, 2047 a VIFHEMTHERT 20,
FRIIMMOT 7 g o e —fBICEHTX 9,

RY— <o A2, BHO dass 2~ REziI match =~ > RZ2fEETE £9, class
a2 Rématch 2~ 2 ROIAFIZOWTIEX, EEDO N7 7 4 v 7 77 AW EE S
LT &N,

451
TOFNE, M AL ARXT gy R — <y TEREFRTDHHEEZRLTVET,

hostname (config) # regex loginnamel “ying\@yahoo.com”

hostname (config) # regex loginname2 “Kevin\@yahoo.com”

hostname (config) # regex loginname3 “rahul\@yahoo.com”

hostname (config) # regex loginname4 “darshant\@yahoo.com”

hostname (config) # regex yahoo version regex “1\.0”

hostname (config)# regex gif files “.*\.gif”

hostname (config) # regex exe files “.*\.exe”

hostname (config) # class-map type regex match-any yahoo src login name regex
hostname (config-cmap) # match regex loginnamel

hostname (config-cmap) # match regex loginname?2

hostname (config) # class-map type regex match-any yahoo dst login name regex
hostname (config-cmap) # match regex loginname3
hostname (config-cmap) # match regex loginname4

hostname (config) # class-map type inspect im match-any yahoo file block list
hostname (config-cmap) # match filename regex gif files
hostname (config-cmap) # match filename regex exe files

hostname (config) # class-map type inspect im match-all yahoo im policy
hostname (config-cmap) # match login-name regex class yahoo src login name regex
hostname (config-cmap) # match peer-login-name regex class yahoo dst login name regex

hostname (config) # class-map type inspect im match-all yahoo_ im policy2
hostname (config-cmap) # match version regex yahoo version regex

hostname (config) # class-map im inspect class_map
hostname (config-cmap) # match default-inspection-traffic

hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname

config) # policy-map type inspect im im policy all
config-pmap) # class yahoo file block list
config-pmap-c)# match service file-transfer
config-pmap) # class yahoo_im policy
config-pmap-c)# drop-connection

config-pmap) # class yahoo_ im policy2
config-pmap-c) # reset

config) # policy-map global policy name
config-pmap) # class im inspect class_map
config-pmap-c) # inspect im im policy all
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IPA TS 3

PrTvar1vzxovay |

RDBERY

< T EEHAT DDA AN g R —2RETELLHICRVELE, 77U
—ar A IR FaL AL AR a Ly DHRTE SR L T I,

-~ -~ O > LN

A AR Y

IPATvar A AR a BB ELT, A7y b~y & —d[IPOptions] 7 4 —/L KD =
YTUNZESNWTEDIP Ny NEFFATONIONWTHIITCE £, EE L VAT
varndbairz Xy e Ray Lz, A7 arE 207 (LT y &) Lz
D, BELLTNNry EFILEZY TEET,

IPA 7Y a U CRES D HERERRIZ, —HORP TITLEATT N, 13 A ED—RAIZRIRIL
Tﬁngﬁoﬂmwmﬁ\mﬁ7/a/ WEXA DAL T BXa T 4, BLOR,R
N—T 4 VT ORENEENLTVET, IPAT T a v OFERIMEETHY, ZDT 44—V RIZ
AT arE o, 1, FREEAUEED N TEET,

P A7 3 BLOBEET S RFC OZMO Y X MZOW T, TANA O~—Y
(http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml) ZZH L T 7230,

IPAT > ardDf AT a 3T 74V N THINZ /2> TWETIN, RSVP b T 7 4 v 7
WXL TOIRERSTWET, T 74N MOy TRFAILTHNDEOLSMNGEINOA T v 3
VEFFRIT DD, iti?7ﬁ»bu%@4yx&7yayb574/7&§XV/7%@
AT 10k TDOX A TDRNT 7 4 v Z7IZHEHATHHEICOHR, ZNEHRET HLEN
H0FET,

)

GE)

PAT 3>

X, AT a BT I TA NS VT ENEE A,

PATYar AV AT aid, 777 A MbEniz 7y bTITEELEH A, 72 &

WOETIX, IPF T ary A VAR g O THALET,

A VARGL I VDTIAHILE
IPAT v ay £ ANRT T aid, defadlt ip _options map 1 VA7 g R — <y
TEMEHALT, RSVP 77 4 v I DT 74/ OB THHIZAR Y £,

* Router Alert 47" > a IFFA S NE T,

ZOF T a sk, FlkL—ZIZt L, Ty ROSEEREDONL—F TRVNEETH,
Ty RO T UV ERETALOBMLET, ZOA AT T3 d, RSVP &3
LTCWAEAITRIE L ET, ko7 e sand, "7y hOEERA Richorr—%
f@%@%@%ﬁ%ﬁ%%%&bi#ommﬂMmﬁfyayﬁﬁinthmﬂﬁyb
ZRuey 7958, VoIP DFEETRHENELLZ BB £7°,

s FDMDA T a Gy M Rey X EnET,
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B rrivavozxrovaskys—<vione

IPA T3y

&

ATy T2
ATvT3

ATy T4

AVANRT g AT K STy R Ry FIN5TTNT, syslog 106012 23517 S 4L E
T, AvE—U TNy Z7ORRICR T4V 3 VRS LET, showservice-policy
inspect ip-options =~ > RAMH LT, £A4 7> a VOFGEHEHRZFE R LET,

RV —~oTOar74Xal—vaTRkOEBY T,

policy-map type inspect ip-options _default ip options map
description Default IP-OPTIONS policy-map
parameters
router-alert action allow

~ (o] ~ (o] = =
AVARDOFUR)O—IT Y TDERTE
FIFNNUSNDIPF T ar AV ART S g BEITTAEGIE. P T ar A AL
rvay R — =y FEERLT, 47T ar A4 TONRFEYIRELET,

FIE

IPA7var A AR aryR)vr—~<y7E2ERLET, policy-maptypeinspect ip-options
policy_map_name
policy map_name(ZiL, RV —~<v7DAHEHEELET, CLIUIARY v—~wv S a7
Xal—varyE—FIAYET,

(EE) @A RY v— < FTBMM L £9, description string
NRIA—HF a7 4 Xalb—ary T—FelBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

HATHFT T a v EBELET,

ROF T2 a BB TEET, WTNORES, dlow 77 v a 32047y a a5l
Ny NEEERLTHAL, dear 77 v a inxry e LETHRNy X —NEFD
FTva v ERELET,

TN AT a LV EBIRT AR, Zoavr RO noBRAEHEHLET, 7y Mo
DIFFAINTNDEA T v a rEF 7 V7SN T a v REENTHLHETH, v v 7
THESNTWeWA T v a v aEdte 7y MITRXT ey 7ShET,

IP A7y a rBIOMET S RFC OZRD Y X MMZHOWTIE, TANA OR—
(http://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml) ZZH L T 72 &0,

- default action {allow |clear} : ¥ v FICHIRIICE EN TV RWA T > a T T 57 7 4
WNENT I arvERELET, FAIELZZ IV TOT 740N T 7 v a rEFE LD
L FFRIENTW WA T v a v EEL Ny NIy T ERET,
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IPsec K2 ZL— A v2<o vy [

» basic-security action {allow | clear} : Security (SEC) A 7> a v A E2IZ7 VT LE
R

« commer cial-security action {allow | clear } : Commercial Security (CIPSO) A 7' = v & FFn]
FF7 VT LET,

« eool action{allow | clear} : End of Options List 47> 2 Y ZFF A E£721%27 V7 LE T,

« exp-flow-control action{allow | clear} : Experimental Flow Control (FINN) 7" 3 > %&F
AlERITZ VT LET,

« exp-measurement action{allow | clear} : Experimental Measurement (ZSU) 473 3 » % #F
AEITZ VT LET,

« extended-security action {allow | clear} : Extended Security (E-SEC) 4 7'v a v ZiFr[ 7=
ZZ7 V7 LET,

« imi-traffic-descriptor action{allow | clear} : IMI Traffic Descriptor (IMITD) A~ a % #F
AERIZZ VT LET,

* nop action{allow | clear} : No Operation 47> 2 » ZFFa][E721X7 V7 LET,

» quick-start action {allow | clear} : Quick-Start (QS) A 7' a v AFFA[E/-IE7 V7 L%

@—O

» record-routeaction{allow|clear} : RecordRoute (RR) &7 a v A E/iZ7 V7 LE
R

« router-alert action{allow | clear} : Router Alert (RTRALT) A 7'v a v &§Fa[ &7z V7
LET,

« timestamp action {allow |clear} : Time Stamp (TS) A 7' > a VAFFAIEIZZ VT LET,

+ {0-255! action {allow |clear} : 7' v a > XA THEZICL o THBlSNLE AT v a v &FF
WERFIZVTLET, BRIIES T a v XA TOF 7T v F (a—, 7572, BX
WA Ty arFEE) T ATy bOF T aOFZHATETTIEHY FHA, 20D
DAT v ar ZA7E FEOF TV a VNIFRESNRWATREERH Y £3, FERELES T
vavik, A ¥ —*%v b 7r k3L RFC 791, http://tools.ietf.org/html/rfc791 TEFE S 41
TSN XA TIRSNEOWXTHDLIVLENDH Y 7,

RDEZRY

<~ T ERGERTEIEODAL AT g R V—ERETEDLIICRVELE, TV
r—ar A Y R NIl A ART g DBRTE ESHRLTLIEE N,

IPsec /\AR)L— A VARG 3

IPsec NAAN— A LV ART 3 NIT T ANV NDA L ANRT g RY —TldA x—7 v
WZSNRNTZD, ZDA VANRT 2 a YIRILERGEIFIA R —T NVICT HRERHY 7, -
72U, 774/ hDinspect 7 T ANZIET 7 4V D IPsec R — FREENTWAHDT, 77 4
WEDTa—rS A AR gy R =% fRET D721 TlPsec A 2 A7 2 a &8
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B orsecix2u—aoz2x0vavomE

TEFET, L, HE2FA X —T oA AFEFDRY —72 L, BEIJSUTH LW —
EARY —FERTHZ L TEET,

ZIZTlE. IPsec RAAJ— L LV ANRT gy m AT OWTCEBA LE T,

IPsec /XA R)L— A VARG L 3 VDOHBE

Internet Protocol Security (IPsec) X, 7—% A h U —ADK P/ 7 v k& FRER L O ﬂﬁﬁ”
LZLICEkoT, IPlEEAEF2UT 4 ThiT272DDT 1 by ZA— T, IPsec |
X, By a oM, BLOEy va v PIEH ISR —OR T m—T 3 VOB
WERFIZ, ==V = NEOMHARIEZMENLT 2720072 haL b EENLTHET, IPsec &
FHLT, AR (arba—Fa—W—F7 I —"=2L) OXTH, EX2V7 17—
F A W—BRT 7 AT T4 E) OXTH, El2idtxa VT4 75— =oALk
A NEOT—4% Tu—Fif#ETXET,

IPsec SAAN—T TV /ir—a v A4 AT 2 a i, IKEUDP AR— b 500 #2#5¢ (2 BEEAH T
S ESP (IP 7 F=L50) BLOAH (IP v =L 51) T 7 4 v 7 ZHHEICHENT ©
EFET, O ATV a s, WERACLa 7 4 X2 b—y g %L CTESP B X
CAH N7 7 4w 7 %FFAIL, ZA L7 U MERREREEZEH L TEX 27 ¢ bAER L E
7

ESP E7/21XAH N7 7 4 v 7 OHIBEFEET 5121, IPsec XA ANL—DRY — v v T Hd%
ELET, 77947 b0 ORKEREE., 74 KV AL LT U MERETETET,

NAT BXOIENAT b7 7 4 v Z7IF3FFr[SNET, 72720, PATIIV A —FSnEHA,

IPsec /N\ARIL— A 2VARG L3 RYO—T Y TDHRTE

ATy T

ATy T2
ATvT3

IPsec /XA A )L— <= v 7 TIX, IPsec XAANL— T FUYbr— g9 ALV AT a3 DT 7 %
VIR EEEEECTEET, IPsec XARANLV— <o T RFEHATIE, 778X VA MEFEHAL
B Th, BEO 7 —%FR[ X9,

AT 4 Xalb—a NIEFEENDT 74V b~ w7 default ipsec passthru_map TlE, ESP
BRI 57 T AT 2 b DL DRREUIHIRAR LISRES L, ESPTA NV Z A LT 7 M
10 DICRESNET, BALDMENLERGS. FITAHMEELRET 2LERH L5520
Iy AVARTary R — 2y T ERETDLLERHY ET,

FIE

IPsec /NAANL— A VAR g v iR v—~ v 7 &2ERL E9, policy-map typeinspect
ipsec-pass-thru policy_map _name

policy map_namelZi%, AU v — < v 7 OL4RIZHEELET, CLIIZRY v—~v S a7 ¢
Fal—arE—RIIADET,

(ER) #HERY v— ~ v 7IZBMLUE9, description string

AVARY v ar TV ATHBOBDNT A= ERET DL, ROFIEEFITLET,
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1 v2xovay ]

a) NIA—H arv74F¥al—var - RelLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

b) 1 DFELIFEEDONTA—FEHRELET, ROA T a v BZRETEET, A7 a v
T 40— T A, avr RO noEREHEA LTI E I,

« esp per-client-max number timeout time : ESP b > ® /L ZFFR[ L, 7 74 7 hZ &I
FER SN D RRBERBIS LOT A RV #2457 v b (hhemmss DFER) 2R E L E
o Bl OB BEHIRICERET DI, HE 0 IR ELET,

« ah per-client-max number timeout time : AH ~ > RV EFFRILET, /XT A —X DEK
IXesp 2~ KERLTT,

1

WwiZ., ACLZHEMH L TIKE T 7 4 v 7 %# B L. IPsec Pass Thru /XT A —H% ~ >/
ZEHRLT, RV V—%EHRL, AT A L F—T oA RZRY —%wmHT 50 %R
l_/i‘j‘o

hostname (config) # access-1list ipsecpassthruacl permit udp any any eq 500
hostname (config) # class-map ipsecpassthru-traffic

hostname (config-cmap) # match access-list ipsecpassthruacl

hostname (config) # policy-map type inspect ipsec-pass-thru iptmap
hostname (config-pmap) # parameters

hostname (config-pmap-p) # esp per-client-max 10 timeout 0:11:00
hostname (config-pmap-p) # ah per-client-max 5 timeout 0:06:00
hostname (config) # policy-map inspection policy

hostname (config-pmap) # class ipsecpassthru-traffic

hostname (config-pmap-c) # inspect ipsec-pass-thru iptmap

hostname (config) # service-policy inspection policy interface outside

IPv6 f VAR 3>

IPVv6 AV AXRY Vg VEEHAT DL E, iR~y X —IZHSNTIPV6 N7 7 1 v 7 iR
OZIZEEER LY Ry 7 L7 TEFET, 512, IPV6A AT g T, IPv6 /37
FADOIEIE~ > X —D % A 7 LEFH REC 2460 IZHEPL L TWANE I DB R TX 4,

IPV6 A LV ART L a NET T4V DAV ART g RY —TlEIA F—T L2 a0
72, ZOA VAR v a UPMBERGAEIIA R T NVCTHMERDY ET, T 74D
Ta—rN)V A VAR v ay R V= RELTIPV6 A VAT v a vy ZBINTEET, £
T2k, 2 2EA =T 2 A AEFORY —72 8, BBEIILEUTH LW —ERARY o—
ZUERET A 2 b T ET,
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B rsoxxovaoForar

IPv6 £ AR 3 DT74ILE
IPV6 1A L AT a A X—TNI L, A VAT gy RY)—<yTHIBELRNE .
FI7FNVEIDIPV6 A LV ART g R — <y RMEHEN. ROT 7 a rBNEITEN
ij‘o

o BEEIOD IPV6 LR~y X —DIHEFFR LET, B L2y MIkey 7S, v
RS S E T,
* RFC 2460 AR TEZR I N TV B IPv6 JEIE~ v X —DIEFZ#EH L ET, HER L 2R
Ty MIFfey s, v ZICREESNLET,
N—T T HA T N H =GNy M Ry LET,

RIS — = 7FOar 74 ¥zl — 3 03RO EBY TT,

policy-map type inspect ipvé default ipv6 map
description Default IPV6 policy-map
parameters
verify-header type
verify-header order
match header routing-type range 0 255
drop log

IPv6 £ VAR 3 R)O—T v TODETE

Ry 7EIu X 7T 29E~y X —%2EET B2, 337y NoBEET «&—
TNZTBIIE, =R R T —THHAINDBIPv6 A VAT v ar R v—<v 7 &E
E‘Zl/i@—o

FIE

RATYT1 IPv6 A VAT v ay RY — <~y 7 &#E L ET, policy-map typeinspect ipvé
policy_map_name

policy map_name(ZiX, RV v —~ v 7OL4FIZFHELET, CLIUIEIRY v—~vv 7 a7 4
Fal—raryET—FICAYET,

RTwvF2 ({EE) #HZRY v— <~y 7B L £, description string

ATYT3 (LE) IPV6 A vt =YD~y X =S T I 7y Fry T Eliin¥ o7 LE
R
a) IPv6 ~y X —IZEEDSNWT NT7 7 4 v 7 & L EJ, match header type

type [ R DOWT T,
« ah : IPv6 RRAEIRIR~ v ¥ — & —E L £ 7,
« count gt number : IPv6 LR~ v X — D KEZfaE L £ (0 ~255) .

« destination-option : IPv6 D%i5EA4 7> a LR~y X — L —&K L £,
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ATy T4

IP6 f VAR 30 RYS— Ty TOHRE .

cep: IPVODH T EMbEF 2V T 4 XA m—F (ESP) #LiE~y ¥ —L—EL LT,
. fragment : IPv6 D7 7 7' A > MER~y X — L —FH L £,
« hop-by-hop : IPvV6 D 7R > T /3A TR TR~ X — L —F L £,

» routing-addresscount gt number : IPV6 b—T (T N X — X AT 0T KL ADHKK
BamE LET (0~255) ,

* routing-type {eq | range} number : IPv6 L —F 4 T~ X — XA T L—FKLET (0
~255) , #PHZEET DL, B2 A=A TXYEY £9 (f] : 3040)

b) —E LTy ML TETTLT7 7 va v afELET, Ty bae Rry 7L, &%
FIOG L Tr ZCRERTEET, £t v 7 ~ORRZTEITHI LB TEET, 77
arEANLRWEE, Ny Mhn RS ET,

edropflog] : T 5T _XTONTy hE Ray 7 LET,
clog: VAT L BT Ay E—VEFELET, ZOFT T a SIHMTHETT D0,
EFhoT 7 a ronTand —fEIEHTE LT,
) Ry 7EliZaX 7453 _XTONy X —%#T5FET, 7oA %2EYIKLE
R
AVART gy DUV UNIEBTHIRT A ERELET,

a) NI A—HF a7 4 Xal—arE—REHBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

b) 1 OFHFEHDONRTA—FERELET, ROA T a L ZRETCEEST, A7 av
ETF A= BRI, 2w FOnEREFHL T EFE N,

- verify-header type : BEEID IPv6 JLiR~ > ¥ — 721 273l L £ 77,

- verify-header order : RFC 2460 TE# 4L TV 5 IPv6 JLiE~> ¥ —DJEFZHH L £
—g—o

1

WOBITIE, By T R_A KRy st Tary, v—T 407 T RLA, BLY
N=T AT AL TODHENy X = ZH T XTOIPV6 /Ny b Fuy 7L, 1n/
WRLE T A VAT v a vy R =<y B LET, 70, ~v X —0DlEF &
AT EREALET,

policy-map type inspect ipvé6 ipv6-pm
parameters
verify-header type
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B vewiosrozxxsoay

verify-header order
match header hop-by-hop
drop log
match header destination-option
drop log
match header routing-address count gt 0
drop log
match header routing-type eqg 0
drop log

policy-map global policy
class class—-default
inspect ipv6 ipv6-pm

|

service-policy global policy global

RDEZRY

T EEHT OO AT g R —2RETEL LRV ELE, 77V
r—vary A Ia hal 4 AT g VORE SR L T &N,

NetBIOS f VAT 3 Y

ATy I

ATy T2
ATvT3

ATy T4

NetBIOS 7 7' U r—3 3 > A L AT ¥ 3 Tk, NetBIOS #—2A4 #—E A (NBNS) /37 v
MBI NetBIOS 77— X 7T A H—E R Ty MIBEOIAEN TS IP 7 KLU ATNAT %
FITLET, o, 7r bavilTF = v 7 21To T, SFEERT 4=V FOEOE IO
HMEEER L ET,

NETBIOS A > AT 5 VX T 7 4V N TA RX—T M7 > TWET, SLEIZIE LT, NetBIOS
7a h)LERKE Rey P Eidu 7k o R ) — vy T EERTE T, ROTFIA
T, NetBIOS A v AT gy KR v— <y T EFRETDHHECHONTHILET,

FIE

NetBIOS A A7 g v R v— ~ vy 7 %fFlk LEd, policy-map typeinspect netbios
policy_map_name

policy map_name(Zi%, RNV ¥ — < v 7 OL4RIZHRELET, CLIIZRY v—~<v T ar 74
Fal—grET—RIIAYET,

(EE) $iHERY v— ~ v 7B L %9, description string
NRIGRA—HF a7 4 X¥alb—gr T—ReBELET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

NetBIOS 7'& k 2 /LiERIZX L CHEITT D7 7 v a U &HE L £7, protocol-violation action
{drop [log] | log}
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| #2414 58—%y b FOPaLDA VARSI
I PEFOUDEN |

drop7 27 v a iy haeRey 7 LET, log7 7 v arafETHE, Rlv—~v 7
MET T4 oI L ECVAT A RS Ayt —U 2% ELET,

il

hostname (config) # policy-map type inspect netbios netbios map
hostname (config-pmap) # parameters
hostname (config-pmap-p) # protocol-violation drop log

hostname
hostname
hostname
hostname

config) # policy-map netbios policy
config-pmap) # class inspection default
config-pmap-c)# no inspect netbios
config-pmap-c) # inspect netbios netbios map

RDBERY

v T EFERTAEIZODA AR g R —ERETEARLHICRVELE, 77V
—ar A IR FaL AL AR a DT #BRL T I,

PPTP 1 VAR 3 Y

PPTP /X, PPP N7 7 4 v 7 D h oV U IR EN A7 havTd, PPTP Yy v a3 v
IZ. 12D TCP F ¥ 1/ L@k 2 5D PPTPGRE b > VTR SN Ed, TCP F ¥ RV,
PPTPGRE h D Ty xm— bk LRI H SN D HIE T v # /LT3, GRE bR,
2ODKRAREDPPP Y a rEiELET,

PPTP 7 7 U r—a A VAT v a dk, £ Fx—7MIeb e, PPTP 710 b 7y
&AL, PPTP F 7 7 4 v 7 204 57204572 GRE ##5i & xlate 2% A T v 7|2
e L £,

BARMIZIZ, ASAIX., PPTPDOA— g VIBHIE FIEa— LV DERIGE L — 7 v A i L E
4, RFC2637 CEHESNTWALPPTP A=V 3 VI FIRBESNET, EbL00M5HE
MENTN—=T 3 URN—=T 3 1 TRWGE, TCPHIEIT ¥ 2L TOEFNLIED A o AY
YariF T 4= ET, £, BEIAOEREISEDO Y —F U ATBM SN E
I, BB L Oxlate 1Z, IBEO® D F Y GRET—HX b T 7 4 v 7 AT A0, M
WU T, AT I v 7B Y TohhET,

PPTP A L AT gy =P d, PPTP V77 ¢4 v 7 % PAT CTEMTX DL 912, 4 F—
T HHENBHY £9, £7-. PAT . PPTP TCP #lf#lF v /L TIEIER— 3 D GRE
(RFC 2637) AT T— hZINTGEIZRY . 20 GRE WX LTI FETINET, PAT
&, RIEEN— 3D GRE (REC 1701, RFC 1702) ([ZIZFEITENEH A,

PPTP A V' AT v a LA R—T MITHHEZONTL, 77V r—var bAoA 7a bk
N A AR g VORTEESZHL T IZEN,
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B orsirozxxooay

RSHA VAR O3>

RSH A VAT v a U NET 7 4/ b TA F—T 2> TWEJ, RSH 7’1 b 2%, TCP
R—HF514 TRSHZ 74T > bInBH RSH Y —_R—~DTCP i 2 fEH L ET, 7747 b
LY —R—iF, 7 TFA4 T M STDERR /1A Y — L %2ZE5T 5 TCP R— hEEA R A
T—hL&EFT, RSHA VAT v g vid, BT, XAy — 3R — &SSO
NAT ZH AR —FLET,

RSH A v A7 a3 DAX—T MEOZECHOWTIE, TV r—Tary LAY Fu bz
WA VARY g VOREESHRL T TEIN,

SMTP 5 LU HEEE SMTP £ Y ARS L 3 Y

ESMTP A L A7 g TE, AL, T4y, REREBRAvE—VKE Ny 75
F—N—Tu— /T oA =T —RER EOREERH L ET, 72, TV r—varkFa
V7o 7o halERIC LY . EF72ESMTP A vt —UF T2 L, ESETBLIOA—
kD T ey 7 HITWE T,

ESMTP A V AXRT 3 A NET 74V b T, 2 =T N> TWET, T 74/~ A L ARY
var vy EITRRZNENNERIGEIZOR, BRETHLENRHY 77,

ZIZTiE, ESMTP A v ART gy P OWTA L £,

SMTP 8 X TN ESMTP f VAR L 3 VDOBE

YEBE SMTP (ESMTP) 77U o — gy A VAT v a v T 5L, ASA #HETX %
SMTP =~ ROEEEZHIB L., T=X —HiE2BINT5Z LIk > T, SMTP R—ZADIKE
NG LD IREICE#ETE T, ESMTPIZSMTP 71 s 2/ LOYLIE T, 1F& A EDOBLE TSMTP
WL TV ET,
ESMTP 7 7V r—a v A VAR ait, a—F—RMEfHTx5a~vr R —n—Rn
WETHA =V HEEHEIEL, Z0OHERS LET, ESMIP A VA7 ¥ 3 iF, RO 3D
DFERH AT BFEITLET,
«SMTP ERKZ 7T ODHASMTP =2~ K& 8§ OoDYEa~ Ly RICHIELET, FR— &
npHavry NIko EBY TT,

* JILk SMTP : AUTH, EHLO, ETRN, HELP, SAML, SEND, SOML, STARTTLS,
B LT VRFY,

« SMTP (RFC 821) : DATA. HELO. MAIL, NOOP, QUIT. RCPT. RSET.
e SMTP 2w RIS —Fr o AT —LFET,

 FEERSEMR DAL  A—L T RLUARNICHDIATN TV A EG R FENEESHZ Dz b &
12, B L 32— F108002 4% LE T, DWW TIE, RFC821 &ML T2 &0,
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ESMTP « v 2 <422 a>07F 740+ ]

ESMTP A v A7 2 g U TCldk, IROBE RS T=F v RR0nmEd ), avwr REISEDY —
ro AT —LET,

BT onav R
« RIEZ2 1< R#&E (KCR><LR> TR T LTV 7ARW)

*MAIL <> K& RCPT 2= FTIE, A—/LOXREEEZEENEESNET, BER
SCENRIRNI, A= T RLARAFT Y ENET, Mtk () 13HRsh (770712
EEINET) . <] BIO I>] ZA—N T FLRAEZERTIHEICOLRFHFTSNE
9 ([>] XVENe <) "2 ERH ET) ,

¢ SMTP ¥ —R_R—|Z LB REDBAT

s RENFTITH R — MRIgAOa~w s RiZxtL, A VAT a0, Ny BN
DT RTOXFHE XIZERL, ZNHENEHT— A=l Lo THESINET, ZO/R
1Z. 500 Command unknown: 'XXX'| DX 972 A v —VTERRINET, RAEBha~
Y RIE BESNET,

YR — k%5244 ESMTP =2~ > KX ATRN, ONEX. VERB. CHUNKING G, 77 A ~<—
MLEET-TY,

« TCP % VU — LffteE

AR R ANATTA

\)

(GE)  BSMTPA v AR v a v wAd 3—TMIT HE5E, IROL—MZHEDRWE | 358l SMTP
T2 Telnet 2y v a UMEIET A2 ERHV ET, SMTIP 2~ ROE X34 XFUE
T DMERHY T, BIRESITTRTITD2MNENRH Y 3, ROIGEZFHITT HANIHE
DISE ST HHLERH Y £,

ESMTP f AR 3 >DTI+I)L b

ESMTP A A7 3 =3 %, default esmtp map f > AT T a v R v— vy 72 AL
T, 774N FTHMZRD £

o P—N— NP —jF~A 7 E&NFT, ESMTP A LV AT g =0k, X5 2]
0] . 10 < H— =D SMTP N F—DXLF452 T AZ Y A7 CEHELET, HEif
(CR) . BXUIT (LF) WA snETS,

o BE AL ATRE TN, MAE SN EE A,

c EEMEZEROT U ADRBRICTITRTR ST, 77 v a 3T E A,
AV MTORIN 512 LV REWERIZ, FoyZshTr 72 ks d,
« ZAEEN 100 KV ZWVEHHE, FryFEanTr ZIZiEsEsiET,

e AXLDEIN IR NA FEDREWVWA =V ZICiskSNNET,
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B esvresozxxsoaskys—<yTomE

e ANy X —ITOREIN 998 L KEWERIT, FeyrXahCueZicigsksnEd,

*MIME 7 7 A VAR 255 LFEVEWAvE—1F, ey Zance Ziligksng
7,

+ Tlothers] {Z—%9 % EHLO JG&Z/RT A —H I~ A7 SNFET,
Ry — = FOar74Xal—Ta koL T,

policy-map type inspect esmtp _default esmtp map
description Default ESMTP policy-map
parameters
mask-banner
no mail-relay
no special-character
allow-tls
match cmd line length gt 512
drop-connection log
match cmd RCPT count gt 100
drop-connection log
match body line length gt 998
log
match header line length gt 998
drop-connection log
match sender-address length gt 320
drop-connection log
match MIME filename length gt 255
drop-connection log
match ehlo-reply-parameter others
mask

ESMTP 4/ AR a3V RYS— Iy TNDERTE

A= NNRNTGA—RIBR LT EDOT 7 v a rERET AHI21E. ESMTP A AT g
VR — =y TERERLET, ERRLTEA AT 3y R — < v 7%, ESMTP A
VAR a vk A R —T T AL EATEET,

1R BHHIIZ

—¥DO T T 4w IV BREF T a T, BADTEDICERERZHEHALET, b7
=IO 1 DEFEATAIHER. RINCERFRRELZIFZERKRE O 79X v 72 ERLE
7,

FIE

AT F1 ESMTP A VAT v a v R v—~ v 7 Z{ER L ET, policy-map typeinspect esmtp
policy_map_name

policy map_name(Zix, RV v —~ v 7O4RIEZHBELET, CLIIRY v —~vv T a7 4
Fal—varE—RNIAYET,

ATFvF2 (LB PiHZR) v— <~y 7B L ET, description string
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ESMTP v 2 X523y KUs—vyT0%E [

AT9FT3I —BLENTIT T4y 7T 7 a AT 5103, ROFIEEZETLET,

a) KOWTH2Omatcha~> REFEHLT, 7273 a v 2877568774 v 7 2EEL
9, matchnot =~ K& 5 &, matchnot =~ ROIEAEZ—F LW _TD
N7 42T 7 aryBnEfsinETd,

» match [not] body {length | linelength} gt bytes : ESMTP KX A vt — YO S /21347
DEIVEELTEAAL MIEVRENWA Yy E—VE—HLET,

« match [not] cmd verb verbl [verb2..] : A vE—YNOa~ v FEEZBELET, K
Da<wy RO 1 DFERIIEREFEETE £9, auth, data, ehlo, etrn, helo, help.
mail, noop. quit, rcpt, rset, saml, soml, vrfy,

« match [not] cmd linelength gt bytes : =1~ > REIFADITOR S WFEE L7234 XY
KEWA v E—VERELET,

« match [not] cmd rcpt count gt count : S EE DEMFEE LT LY KEWA v =Dk
#ﬁ ]\/iﬁ‘o

 match [not] ehlo-reply-par ameter parameter [parameter2...] : ESMTP EHLO Ji & /3T A —
ZL—HLET, WONRTA—=ZD1OFIFEH A ETE £, Sbitmime, auth,
binaryname, checkpoint, dsn, etrn, others, pipelining, size, vrfy,

« match [not] header {length | linelength} gt bytes : ESMTP ~ v ¥ — D S £ 712137 K
SPEELIEAL MLV RENWAvE—VE—ELET,

« match [not] header to-fields count gt count : ~ % —® To 7 « —/V KOENFRE L 7=
IOV REVWA Y-V LE—HKLET,

« match [not] invalid-recipients count gt number : fEh72Z(EH O FEE L7IZEL W K
ENA =V L —HLET,

» match [not] mimefiletyperegex {regex_name| classclass name} : MIME £7213 AT 4 7
T AN ZA T o FEE LT IEBIRBEILITIERRE Y 72 A LRAELET,

« match [not] mime filename length gt bytes : 7 7 A VA NFEE L7231 ML D K& W
Ave—vE—FLET,

« match [not] mime encoding type [type2...] : MIME =Y 2 —F 4 > 7 X A4 7L —F L &
To RDEZA T D1 DETNIHEIATEETE EJ, 7Tbhit, 8bit, base64, binary, others,
quoted-printable,

« match [not] sender-addressregex {regex_name| classclass name} : £[EH DE T A —/L
7 KL A%, BE L ERRIEIZEREIN Y 7 A LBELET,

« match [not] sender-address length gt bytes : I5{FH DT KL ADEE L7231 ML
KREWAvE—V L —FHLET,

b) KOa~L FOWTNNEANLT, —ET D587 74 v 71 LTCEITTEHT 7V a v
EHRELET,

- drop-connection [log] : /X7 > h& Ru vy 7L, #EEZMA T ET,
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B svreozxxova k- <y TomE

emask [log] : N7y hO—ETHHpE~YAT LET, ZOT 73 Ui,
ehlo-reply-parameter 3 L O emd verb (2% L CORERTE £9,

eresetflog] : X7 > hE Ry 7L, Bia L CH—"—F7/x7 7147 MITCP
VEy NEEELET,

clog: VAT L BT Ay—UEEELET, 20TV a VIFHEMTHEHAT S0,
FRHOT 7 aronTiund IR TE £,

« rate-limit message rate : 1 &H7-0 D37 FNDOA v —PDL— FEHIRL £,
ZOF T alE, cmdverb A THEATEET, ME—DT7 7 var bt LTHEATS
Zib mask 77 va A EDETHEMT LB TEET,

RY v—<v 7T, #H D maich 2~ R&FETE £9, match 2~ FOJIERFIZS
WTIE, BEONT 7 47 75 2D FEZBRLTLEEWN,

ATYTE A LA a2 D UNEBEDH DT A= ERETHICE, ROFNEEZFEITLET,
a) NI A—HF a7 X¥al—arE— REBBLET,

hostname (config-pmap) # parameters
hostname (config-pmap-p) #

b) 1 DFLITERDONRTA—FEZHRELET, ROF T a v ERETCEET, A7
BT 4 =T NMITAHIZE, v RO noBERAMH LT E &,

« mail-relay domain-nameaction {drop-connection [log] [log} : A —/VHfkD R A 4%
BELET, #a Fey 7L, REILL TR VICETEET, £h0F, v~
DFLGKIZTZATH> 2L b TEET,

 mask-banner : ESMTP #—/N—n 60N —%2 <27 LET,

« special-character action {drop-connection [log] |log} : & A —/VDOEEE £7-11%E
BT VR CTFASAT () . Ny 7 74— b, NULDBEENRD A vE—VIT
KLTHFETTDHT7 7 ar2BELET, #ick Fry 7L, LEIIS TR ZICE
FRCEET, E2IE R ~DREIETETO LB TEET,

« allow-tIs[action log] : > A7 2 3 72 L CESMTPover TLS (K551{b S u7-#56¢)
PRI 200 E 9, MBS U T, BE b SNz v ZIZis ke £d, 7
THNVETIEH, A VAT g DORWTLS By v a Y ZFF A LET, noallow-tls%

FBETDHE, VAT ATy a3 B S STARTTLS A 7 —Z ZHIER L., &l
BN T L —r T %R MEREZITWET,

151
WOHENL, ESMTPA V' AXT g R o—<o T HERTIHHEEZRL TWET,
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snwp 1 >2<sva> [

hostname
hostname
hostname
hostname
hostname
hostname
hostname
hostname

config)# regex userl “userl@cisco.com”

config)# regex user?2 “user2@cisco.com”

config)# regex user3 “user3@cisco.com”

config) # class-map type regex senders black list

config-cmap) # description “Regular expressions to filter out undesired senders”
config-cmap) # match regex userl

config-cmap) # match regex user2

config-cmap) # match regex user3

hostname (config) # policy-map type inspect esmtp advanced esmtp map
hostname (config-pmap) # match sender-address regex class senders_black list
hostname (config-pmap-c) # drop-connection log

hostname (config) # policy-map outside policy
hostname (config-pmap) # class inspection default

hostname (config-pmap-c) # inspect esmtp advanced esmtp map

hostname (config) # service-policy outside policy interface outside

RDERY

T EEHATAODA AT g R —2RETELEHCRVELE, 77V
r—vary A Ia hal 4 AR g VORE SR L T &N,

SNMP £ AN 23y

SNMP7 7V r—2ar A AT g usid, TXAASND ST T 47 LT3 ZREED B
ST 4w OMFICHEBINET, ZOAf LAY Va0t 22— — 03 HEE DO SNMP A A k
WZHIRE D SNMP v3 2% ET DHAICHETT, A VAT v a v LORAE, BRI
7ov3 22— —HMEEOFT A SNIZARA NPT N, AR —V 7 TEXET, SNMP A > A
R aNEZT 74NV IR — N TIET 74V B TAEDNZ > TS 72D, T 7 4V FUSD
A= 2EHT2HAEICORRET HLERHY T, T 74/ hAR— FIUDP/161, 162 T
HY (TRTOFT /A AZAT) | FXOS X UDP/161 TV v A3 5728, FX0S b7 5
T34 ATl UDP/4161 T,

T 7 )V FTiZ, SNMP A VAT v g AAFIR—=Y VT EERENT- A= 9 IR L £
KR

\)

GE)

FXOS H FATLTWABT /XA A TSNMP 2% ET D5 HE. SNMP A AT 2 g NIMETH
V. MENZT AL BEEAENCAY FET, SNMP A > A7 g id, K— |k UDP/Al6l 25T

NFGT7 40T 0T A~y T THIMNIRY £9°,

VBZJSE U T, SNMP R T 7 v 7 ZEEDASA—2 9 OSNMPICHIBT 52 &b TxE4,
PIHTD /X — 3 > D SNMP X Z 2N EN 2D, X270 R U—%2H L TRHED

SNMP N— g UG T HOMLEREL LG5 bHV ET, VAT AL, SNMP A—V g >
1. 2, 2c. FHEF3EZHELRTEET, il =T a3 0%, LFIZHBT 25 XL 512, SNMP
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BERAVA—Fy F FArILDA VAR VA |

B osonetrozxooay

2 v T EERLTHIELE T, =T a Va2 LER WG EIL. < v 77 L TSNMP
A AT g v EAENCLET,

FIE

SNMP ~ » 7 Z{ER L £ 77,

snmp-map map_name 2~ > R&ffio> T~ v 7% /EH L CTSNMP v v 7 R EE— FIZAD | &K
|2 deny version version 2~ > RTHEGT =T a UE#BILET, N—TYa 31, 2,

2c. 3INBHLET,

1 -

WROBFITIE, SNMP X—V a1 B2 2HHLTVWET,

hostname (config) # snmp-map sample map

hostname (config-snmp-map) # deny version 1
hostname (config-snmp-map) # deny version 2

RDBERY

< T EREHAT DDA AT g R —2RETELLHICRVELE, 77V
F—arv A Fabhal AT g VORE BB LTI TEE N,

SQL*Net f AT 3 Y

SQL*Net £ > AT v a NIT 74/ b TA FX—T Mo TWET, f VAT gy T
UL, SQLENet N—T 3 VI B I O2 &2 AR — F L TWET, U Transparent Network
Substrate (TNS) OB T, A VAT g o TClid, EEXT—% XA MU —L4 (TDS) %
HAR— L TWERFA, SQL*Net A vt —%, HOIAENTZT KL ALK — MIOWNWTA
FyrEhn, HREICSUTNATOES BN EHA SN ET,

SQL*Net DF 7 4 /L h DAR— FEID 24T 1521 TF, ZHUE, Oracle A% SQL*Net AT L
TWAIETT N, M tIBAESEE (SQL) DIANAR— FED YTl T~ LEHA, 77V
= aynpoR— sEFEHT 5L, TOR— EET N T 7 v 7 7 T AT SQL*Net
A AT gy EEALET,

)

G¥)

SQL #ilf#l TCP A" — K 1521 & [A UAR— kC SQL 7 — X5k 23 Thoi 58551, SQL*Net DA
VAR v avkET 4 8—T7 ML ET, SQL*NetA AT Vg VinA x—T /Wl o T
HE, BX2 VT A TTIAT L RAETT R L LTHEL, 27947 O 4 Ry
A X% 65000 2> 59 16000 (2K 5T 72, T — X EREORBENEA L ET,
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| #2414 58—%y b FOPaLDA VARSI
LR |

SQL*Net f Y AT va A F—TNWZTDHHIEZONTL, 77V r—var bAyvy 7
ORI AR g OREEZSHRLTL XN,

SunRPC 1 AN 3>

COWETI, SmRPC T IV r— g AV AR g O TR LET,

SunRPC f VAR L 3 VDE

SunRPC 7’1 k)b A VAR 3 U ET 7 4/ b TliEA *—7/L"CF, Sun RPC H—/3—
T—TNEERT LT, 7747 A VOBBEEFAI SN TWNA—E A& T &
9, 7272 L. NFS D hR—fbid, == T =T NVOFRENRL THE Y — " —THELT
SNET,

SunRPC (%, NFSHEB L O'NIS TEH &£ 7, SunRPC H—E R [ZEDAR— L THEITTE
9, == FEDOSunRPCYH—LRIZT I/ A LLDETB7T7A4T7 0 ME, OV —E R
DEITSNTWDR— FEHDMENH Y T, £OOITIE, TRFEAR— B 111 THR— b
~wN— kA (@FIL rpebind) TS L ET,

I7I7AT 2 IR —EAD SunRPC 71 77 LAFKFEEETHE, AR—F vy \—TF kX
T —EADOR— " EFEZNELET, 7747 ME, A—F vy X—=TakR2L-oT
FFESNTEAR—FEEL T, SunRPC 7 =V —%2H— _—ZEEFLET, F— =0T
HELASAITZ DNy R ERITZE L. £ DR — K TTCP & UDP Ofifi 5 Oz % B &
£7,

Sun RPC A 12— RIEHD NAT £721X PAT I3V AR — F SR TWEFA,

SunRPC H—EXDEH

Sun RPC —E R 7 —7 L& H LT, #3472 Sun RPC & v & 3 2 F-5 T Sun RPC
N7 74 w7 BHIEIL £9,

FIE

ZATFY7T1 SmRPCH—E R a5 s 2HZELET,

sunrpc-server interface_name ip_address mask service service_type protocol {tcp | udp} port[-port]
timeout hh:mm:ss

ZENZENOBIIERDO LBV T,
. interface name : — X—~D ~ T T 4 v I PMMRIESNDA VX —T = A A,
« ip_addressmask : Sun RPC —/X—D7 R L X,

. serviceservice type : FriED Y —E R XA T L Z OV —ERIMEHT DR — MEE DR O
Yy ThD, == LDOY—EX Z AT, =X Z A7 (100003 72 L) %
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B rriozxsooay

ATy T2

BERAVA—Fy F FArILDA VAR VA |

ET HIZIEL, SunRPC H—/3— < > D UNIX £ 721% Linux 2~ > K71 > T, sunrpcinfo
avy REfHLET,

« protocol {tcp |udp} : ' —E AN TCP & UDP D XL L 2T 202 R LET,

e port[-port] : V—ERIZL > THEASIND R — N E3AR— hOFPH, R— MEEZEE
T2, FPHORMA— NEE K TAR— MESEZ A 7 TREID £3 (111-113 72
E) o

« timeout hh:mm:ss : Sun RPC £ > 27 ¥ g AN KXo THEGO-OIClHILN- B FR—L
DT A KV EZALT T b,

B -

72213, IP7 FL A2 192.168.100.2 @ Sun RPC H— "—{Z%} L T30 00D X A LT 7 & AE
KT B2, Roa<r KeE AN LET, ZOFTiE, Sun RPC H—/3—X TCP AA— k 111
AT EINEA o H—T = A ATHY ET,

hostname (config) # sunrpc-server inside 192.168.100.2 255.255.255.255
service 100003 protocol tcp 111 timeout 00:30:00

(A7vay) 2o —b AR EINT-E R —VEE=F—LET,

Sun RPC ' —E A THNANTWD B AR —/L A EKRT 5HITIE, show sunrpe-server active =~
Y REANLET, RICHZRLET,

hostname# show sunrpc-server active
LOCAL FOREIGN SERVICE TIMEOUT

1 209.165.200.5/0 192.168.100.2/2049 100003 0:30:00
2 209.165.200.5/0 192.168.100.2/2049 100003 0:30:00
3 209.165.200.5/0 192.168.100.2/647 100005 0:30:00
4 209.165.200.5/0 192.168.100.2/650 100005 0:30:00

LOCAL 7 2D FUIE, WA v X —T =2 A ADI F7A T b EFIZYV——DIPT K
VA%~ LE T, FOREIGN /1 7 LADOfEIX, INHA v Z—T =2A ZADT T4 T MERITT—
NR—DIPT FLAEZRLET,

MENZIE L, ROa<w REfHLTZINEOY—EREZ 7 VT35 Z EMTEET, dear
sunrpc-server active

TFIP A VAR <3y

TFTP A V ART 2 5 T TFT 7 )V FTA RX—T Ml > TWET,

TFTP %, RFC 1350 IZidi SN TCWAB L 92, TFIP Y — =L 7 54T F"OMD 7 7 A )b
DFHAHEXZEITHIZOOHEES 70 )L T9,
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xomep 1 > z2<5 o3> |

A VAR a0, TRTP AR Y Zk (RRQ) |\ HXIAAZER (WRQ) . BLD
T 7 —@% (ERROR) ZHMAEL., LEJSUTEA T v 71T & Bz /E L. TFTP 7
FGAT U N —NR—DDOT7 7 A NEEEZTFA L ET,

HNei 7 E 0 %5k (RRQ) FodEXIAALER (WRQ) 2#%ET5HE, HLEILLT, &
AFI v Il ZY) Fyrprl PATEHRNEID LY TOENEST, Z0ovh o FY Fy 3L
X, TP TFTP I L > T 7 A ViinibkF i T —@amAIcEHA S ET,

TFTP Y — =20 NRN b Z) FXx BB DONT7 7 4 v 7 B TE$9, £7-. TFIP

AT eV —N—DMITFETEDARTBRRED XY Fr XTI HETTT, H—
NR=NHDOTT—@HRHDE, B Z) Frr/UWIHTET,

TFTP N7 7 4 v 7 DV XA LY MIAXT 4 v PAT DM SN CTWB AL, TFTP A ~
A g AR =TT HVERH Y £9,

TETP A VAT v a A F—TMIZT B HIEZONWTL, 77V r—varbAfv¥7uk
A A AT g VOREEZBRLUTLEE N,

(o] ~
XDMCP 4 AR g
XDMCP L, UDPAR— 177 2fFEH L TCX vy varaxava— 3570 haLTd, X
Y a UIEHESTERIC TCP 2 L1,

XWindows ¥z v g VEAIEFIZR T =— h LTERBT A72012, ASAIE, Xhosted 2 2 B = —
Z 6D TCP R Y #f 2 7F ] T 2 BENH Y £3, RO BEFZFFTT 5121, TCP R— &
AT AHT7T A V—VEFEHATEET, £7213, ASA Tetablished 2~ REFEHATE E
ﬁommmpﬁ?42fv4%%%#5ﬁ—%%*ﬁym—%#5&\smmmm:vaﬁ
ZHI, ZORVEGRET T XENE D DPERSNET,

XWindows ¥ > ¥ a U v R—T ¥ [T THRIEHAR— b 6000 |n ETT 4 A7 LA Xserver & i
FLET, WOMEKEREEIT) &, KT 4 AT LA IR AT Xserver & HEft L E T,

setenv DISPLAY Xserver:n

NZ7F 4 AL AFSTT,

XDMCP WMEHENTWAEE, TAATLAITIP T FLAZfFH L TRrIo— hENE
T, IPT7 R AL, ASADMEIZISUTNATZITH ZEMTEET, XDCMP A AT v 3
UTIE, PATIZVAR—FENFEH A,

XDMCP £ VAT g DA F—T MEOFEMIZOWTIEL, 77V r—vary bAf¥ 7nr
hajL f AR g 0 OFTE ZBRLTLEE N,

VXLAN £ ARy 3>

Virtual Extensible Local Area Network (VXLAN) A A7 g (%, ASA ZEiad 5 VXLAN
DATEMEINTZ N T 7 4 v 7 THREL 7, VXLANSY X — 74—~ v bR L
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BERAVA—Fy F FArILDA VAR VA |
B a2t os—syr Taran (VRIS 3L OBRE

L. REREXRON 7y v Ry 7452 L 2R LET, VXLAN A VAT ¥ g 03,
ASA R VXLAN kL= RiRA > b (VIEP) £72I1X VXLAN 7' — k7 = A & L THERE

L8774y TiHTORERA, X, ENODOF = v 7 B VXLAN YT v b OiEE DI
B T'BMMEDO—EE L TITOILAT2DTT,

VXLAN /X7 MIi@E, ~— k4789 ® UDP C9, Z DA — ML, default-inspection-traffic 7
T AD—ETH D7, inspection default —E R KU T — )b— ) UIZ VXLAN A > AT I g
VEBIMT A TY, 3. FRUCKH L TAR—MERIZACL T 72 LT Z
AEERT HZEHTEET,

EARULGA U A—Ry 7O RIAILAVARS S 3D
& FE

HERES 1)) —= PEETER
DCERPC A > A7 ¥ 3 T ISystemMapper | 9-4(1) ASA 1%, U U —2 83 TEPM LI#® DCERPC % vt —
UUID # v & —7 RemoteGetClassObject TOHYR— b &L L, ISystemMapper UUID A & —7
opnum3 % H R — K, RemoteCreatelnstance opnum4 % AR —h L TWET, =
DEFEIZ L V. RemoteGetClassObject opnum3 A & —37
ETHR— FRIBEES N E T,
EERINZa~<r NiEdbo £HA,
VXLAN X7y b f VAR g v 9.4(1) ASA VL, BEME UYL 5 72 9OIZ VXLAN ~ v ¥ — %
RETXET,
inspect vxlan =~ o RAVEASI#LE LT,
ESMTP A > A7 2 a D TLS v ra v |94(1) ESMTP A > A7 2 a DT 7 )V M3, &SN
TOF 7 4/ s DEWEDERE, W, TLSEy v a UERFHN T LR OICERSNE L,
7L, ZOTFT 7 A MIFH LW, FREHA AT
T EINT AT MZEH S VET, noallow-tlsE Fiey
AT LET v T T L= N 556, Z0avy NFER
SNFEHA,
T 7 v NOBEOEE L, HwN— 3 U THIThR
F L7/ :84 (725 . 85 (1.23) | 8.6 (1.16) ., 8.7
(1.15) . 9.0 (4.28) . 9.1 (6.1) . 92 (3.2) . 9.3
(12) . 93 (22) ,
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ERMGA V8 —Fy kTaran 2oy 0BE |

J1y—2

HAETRR

IPET T ary A AT g rDefdE

9.5(1)

IPATvary A0 AT g, TXTOAERA P
F7FarEYR—FTAHLCRYEL, FEER
INTWRNAT v a vraEte, BEEEITRITI A
FrarEHR, 77, FRE ey ITALHIICA
VAR va v ERETCEET, £, PA T va A
VAR g vy TTHIRICER SNV TW WA~
var DT 7 )V NOEMEZRETE £,

basic-security, commercial-security, default,
exp-flow-control, exp-measure, extended-security,
imi-traffic-description, quick-start, record-route,
timestamp, B XN {0-255) (IPA 7> a v ¥ A TEKE%
RLET) OFa~vy RPBIMENE LK,

DCERPC A V' AT ¥ a »OUEB LW
UUID 7 A VXY v

9.5(2)

DCERPC A > A7 ¥ 3 X, OxidResolver ServerAlive2
opnum5 A v E—NZk L TNAT 2R — 425 L 912
720 F L7, F7=. DCERPC * vt —DOHH—Eiky|
+ (UUID) TZA4NHZ VT L, BFEDA v E—T
A7 %V FTEaICFERTEDL LIV EL
72o UUID 7 4 V& U > 7 DFH LU DCERPC A > A
rvavy I IARyTNHY ET,

WD a<r RPEAINE Lz, match[not]uuid, KD
o<y RWVER I E L7, class-map typeinspect,

DNS over TCP 1 > AT v a

9.6(2)

DNSover TCP b7 7 .t v 7 (TCP/53) ZHi&ET& 5 &
I F L,

tep-inspection =2~ > RGBS E Lz,

Cisco Umbrella %R — b,

9.10(1)

Cisco Umbrella TEZINTWDL =X —FF7 4 X &
X2 VT4 R r—ra—P—ERIEATE5E 512
DNS ZE3R % Cisco Umbrella ~U # A L 7 h4+ 5L 5T
NA AT ETEET, FQDN IZESW T 4 iF i £
i mry 7 cxEd, E2iE, D LUVWFQDN DA
X CiscoUmbrella f > TV Vx> b FaFxi|la—HF—
ZUHXALZ FLTCURL 74 VA ) T RF(TTEE
9, Umbrella DF%E X, DNSA VAT g R —
ICEENTWVET,

umbrella (7 EB—VULEBLORY v—~v v T /NT7 A —X
DA77 4F¥alb—rarE—NR) | token, publickey,
timeout edns, dnscrypt, show service-policy inspect
dns detail D% 2~ RBEMELIIELINE L,
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B a2t os—syr Taran (VRIS 3L OBRE

HRES J1)—Z HEETEER

Cisco Umbrella D&k 9.12(1) Cisco Umbrella /XA NATHMBERH LB —F/)L R A
AVHERETELLICRVE L, ZHLHDRAA
> @ DNS Z:RI%, Umbrella & {LEEHF" DNS H—/3—(C
HEEXEINE T, £/, DNS BROMRICHEHT

Umbrella r—N—HETEXH L HICRVELE, D
12, Umbrella —/N—Z A H T& 72 561X, DNS 2R
N7y 7 SN K DT, Umbrella A AT g v
RV =% T2V A—TVCERTHENTEE

7

local-domain-bypass, resolver, umbrellafail-open D% =
<V RBMERFEESNE L,

HHA A =L TIE, T 74/ F TXDMCP |9.15(1) PLEfE, 9XTDO FF 7 4 v 7% LT XDMCP A > &
AU ARG g UINEHT o TWET, R a VINT T ANV N TEIMI > TWE LT, #HTL

WY AT DA A= S NIV AT A EGTHEHA
YA =L I, XDMCP |%7 7 # /v h CEEGIZ /2> T
WET, ZDA AR Vg UIRKERBESIT. AR
LCLEEN, Ty T L —RTiE, T74V DA
ARY v a VREEMH L TXDMCP A AT g v
FHECUIZETTEH, XDMCP A AT 2 g o DH
TEOREITHRFFSNET,
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