RELRILAVE—T IR

ZOFETIH, VTI b RV DEREFIEZOWTHBALET,

AR R R A L H—T 2 A ZZONT (1 =)
AN RN A H—T oA ADFEEFIHE 2 3—)
« VTI b2 L DIERE (5 4—2)

AR R R NA B —T oA ADRERERERE (15 2—)

RELRILAVE—T A4 RIZDUNT

ASALX, M b RN A v H—T A A (VTI) EMEENDMMEA X —T = A A%V HR— |k
LET, R —_"=2D VPN DRV IZ, VII ZM#H L TET7HIC VPN b2 RV EERKT
TFET, VILIL, & b RmVOF&ERIZ IPsec 7' 12 7 7 A LM I & iz b— b X— A D VPN %
HAR—bLET, B — NELITHAL— NEEHTEET, VIIDLLDOHAO N T 7 4 v 7
Wb SN TETICHEE S, VII~OATI T 7 ¢ v 73BT Sz SAIC Xk » THE
TSN ET,

VTIZEHT 5282k, B S~y 707 7 EA VA RNEREL T, VX —T oA AT

Ty BV TTHIENAREIRYEY, TRTOYE— TRy FEBHL, K5~y 7O
TIRAVRANMIGOLMLENR R0 T, BENSERIZRD1ED, X4 TIv 7 v—T 4
Y7 7a haro—hk RXR=ZAOVPNEYVR— N TEH527T 4 v 7 VTIRHDH L, AT T
AR—=bLT T ROEL OEMEG T EHTEET,

AET4v VT

2O0D% A TR RAREIZA TS TWDT A MNEEERHIZ, A¥T 4 v 7 VIIRE
A TEES, AET A IVNTIA v EZ—T oA ADPE, WA L Z—T = A A% b %
WY —AL LTERTDOIVLENHY T, T3 AT EITHK 1024 O VTI #EESIT 5 2 &
NTEXET, AZT 4 v I VTIA v Z—T = A ZAEAERET HITIE, VIIA v X —7 = A ADjE

m (9 ~—=) ML TIEEN,

Dynamic VTI

A F w7 VITiE, A FE VPN ICEEICZE TAr—o7 IVt L E4, 41
F I w7 VTLZ., KREEARSEN T AT T RAR—7 BETOET OMREARSZ T LET,
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RErRRLA22—Tz4R |
B rer i os—TrqzoxssE

INTDEEDAZT 4 v 7 VTR E B —DO XA F v 7 VILICE S5 Z LN TEET,

NTOWREZEETETIC, ILWAR—=7 2T IBINTE %Y, A4 FIv 7 VIIT 7 /0
Vit FATFIv I IV T T L NURNVEMESLTDIEODEAF I I ANT TR
ZAR—=7 FHRICE>TRDD LD T, L Z—Tlik, AT I v 7 VILINT T K&
RN—=7 "ARa ORI EFR—FLET,

HAFI v I VII T, IPsecA v X —T7 = A ADEIRA L AEZ 2 AEB L OEHROT-HIZ,
FAET > L— FMERENET, (KRBT L— I, VPNt v g v T L ICEEORET
THAL B —T oA AEBEINTAER L ET, ¥4I v 7 VITIE, HED IPsec EXx =V

TA4T =g EYR—FL, AR—TIZE > TIREINTZEED IPsec B L7 X —%
ZANET, ¥4I 7 VILEZX A F v 27 (DHCP) AFR—27 HHAR—FLET, ¥ A
FTI v I VTIA v H—T =2 A ZAEERT HIZIE, AT I v 7 VIIA X —T = A ADiBN
(13 =) LTI EEN,

ASA TVPNEY a3 DEALFI D VTl FoRILEERT A%

1. ASATHEMBT 7L — hEELET (£ 252 —T x4 Rvirtual-Templatetemplate_number
typetunnd) ,

ZOTFUFL— NI, BEO VPN By g SIEATE £,

2. ZOTTL— b E N RATA—FIZHALET, 1 DOEET 7 L— M EEED b
VRN TN—TICHMAT D ENTEET,

3. AR—=TIEI, NT LD M RVEREZRGLET,
4. /\7liXT 775"WLADEL§E?L

5 ASA L. (REAF AL — E2FEHLT, AR—Z D VPNt v 3 Ao T EICEE
TIORVAAL L E—T = A ZAZEIN/ER L £9,

6. NTIE, R T I BARAAL L E—T 2 AEBFEHA LT, AR DX AFIvIVTL b~
IV EFENL L ET,

7. IKEV2RHATVTIA v Z—T =24 AP &ET KX Z A X35 L 912, IKEv2route set interface
a<w VU RERELET, ZoF7va ik, brxavaEg LT% €42 BGP £7213/%
AE=H Y TDOVTIA v B2 —T 2 A ARO2 =% ¥ 2 NBEREMEN AN/ 3,

8. VPNL v aUBNERTTLHE, FrrUdtirEn, N7 I3ksdT 287 7 A A
H—T A ZAEHIBRLET,

REF O RILLSAVEZ—T A RADZEEEIE

AVTFXRARE—KREYISREYVY
TN = RTEIFR—FENTHET,
« VTG AZY AT R—FENEE A,
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FEr L 1va—T420xEFE |

T7A4T794—ILE—F
N—F v K E— FOLTHE— P SHET,

BGP IPvd £ &K U IPv6 D HR— ~
VTI #4r L7= IPv4d B LN IPv6 BGP )V —F 4 v P &H P R— K LET,

EIGRP H7R—
VTI 24 L7= IPv4 3 L OV IPv6 EIGRP v —F ¢ » %S AR— M LET,

OSPFIPvd £ & U IPv6 DH7R— +
VTI 4 L7 IPv4 B L IPv6 OSPF L—F ¢ » 7 & W HR— s LET,

IPv6 DY 7R— k
IPv6 7 L AR ESINZ VIl R ETEET,
s VTI D N RIVIEEIL & b U RVEERISEDOW FIZIPv6 7 RV AZRETEXET,

e RXT Y I P A=V a & LI VIIIP (F7203WNExy hU—Z IP A=V 3 r) DR
DOHEEDLERYR—FINTWET,

¢ [Pv6 over IPv6
¢ [Pv4 over IPv6
¢ [Pv4 over IPv4

* IPv6 over IPv4

e XNV DOEETBIORGELE LTHR—FENDIDIL, FHAIPV6 7 KL 721 T9,

« FURNRETLA LV F—T = A ATIXIPV6 7 FLAEZRETEET, horprxzy RR
AV FELTHEMHTAT FLRAZIBETEET, BELRWEAS, T 74V Tk, U A
FNOEFID IPv6 70— )T RLUAN MR RiRA v e L THERENE T,

s hUFNLE—KRZIPV6 & LTHRETEET, HELLEA. VIIZA LTIPV6 hT7 7 ¢ v
TR RD T TEET, L, B—VIIO b RbE— RiZ IPv4d £ 7213 IPve D
TN 7,

— BT ERDTEEE

¢ VIL /X IPsec E— ROL THERHETT, ASA TGRE M R B TT A5 LTV R—
FENTWERTA,

s NUHNA UV E—T oA ZAEFHTDH T 7 0 w7 ITiE, §H). BGP. OSPF., E7-1%
EIGRP IPv4 L — &2 CT& £,

CAXT A I RBIONTAFTI v 7 VIIOSGAEIL, EHIPA X —T7 A A% VIIA V¥ —
Tx2AAD R IV —=AZATPT RLAE LTHERALAZWTLSEE N,
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RErRLAVE—Tz4R |
REFRILAVE—T A ADEEEE

« VTI ® MTU IZ, AL WA v 7 —T7 24 AWK U CHBHICRESNE S, 7272
L. VIIZEGNZ LT~ % THERA > ¥ —7 = A MTU B F L7=841%. H L\ MTU
%E%@%?étbmvn%ﬁ%ﬁbfﬁ%ﬁﬁﬁ%ﬁ?é%%ﬁ%@iTo

s AT Iy I NTIOHE, RIBT 7 ¥ AL V5 —T7 =4 Ak, BESNT bV FVRETT

AEBE—=T A AN MTU ZfKLET, MRV EGFITEA U F—T oA AEEELR
WS, (AT 7B AL v H—T 24 AlE, ASAR VPN v v a VEREZZITANDE
BoA v H—7 = A A0 5 MTU ZfE L £9,

o TNA AT K 1024 D VII ZFETEFE T, VIIEREZHEAT AL, ROSEZBEL
TLIEENY,

enameif V7 A4 VX —T =2 A ZAEEGEOD T, T/ ATEKETEDVTIOME A EEH L
iﬁ‘o

IR T RNVDA LN U H—T 2 A A Znameif #FHTET H I EIXTEERA,
LMo T, FURNVBITEBDO ALV K= F ¥ )b AV F—T =4 ADKIET
WAL, ZORAN—A U Z—T = A4 ZADFEITHD L EE A

« Ty N T A —LNN024EEBZ DA v H—T 2 A AP R—FLTHWEEETH,
VTI DEUIXED T T > N7 4+ — L TEATREZR VLAN OFUZHIRE S E T, =& %
I£. 500 ® VLAN ZHR—F L TWBETLDOEA, b 1AL 500 0 Hi%E S
7oA v B —T oA ADEEF NI Y 7,

cVIHZIKED A=V 3 vl BEOV2ESR—FLTEY., MR OEETE5E5EDM
TOT —ZEZEIT IPsec ZHFEHLET,

« NAT Z T 20BN 584, IKEBLWESP 2347~ MM, UDP ~v X —|ZH &L
fbEnEd,

dMﬁMﬂM%w@f#:)747//1wva/&m Mo XNVNNDOT—H T T 4>
WBIR 7 <L RIS - — OB AR ThILE T, ZHUTE Y, VIT b RVEHEI
7?7bk%%ﬁ@@iﬁo

o NI IN—TLIT. ETDREF O IKEVI £ IKEV2 kBB #RE L TR ETSHD
BT AMENDY FT,

oA ME b XN T N—TFDIKEV] TiX, F RNV OFEIEST RN T O ZNVEEAETH D5
B DOIFERERETRT Ly T E— REFHTALICREENTWAEA. IPT
KL AN DL ZHEHTEET,

My FICRESNAHET T RLAE VIIO b RSN R B4, VIIRIE &
e~y 7OREER UYEA L X —T 2 AHFEIELZLENTEET,

VTIRRHED N T 7 4 v 7 #HHT 2720, VIIA L Z—T = A AT 7 AL— V%A
THZENTEET,

« ICMP ping |Z, VTI A > ¥ —7 = A A THR—FINET,
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vit boxnotes [l

c ASAIOSIKEV2VTL 7 A4 7 > b & fEEE L TCWAEAIL, IOSVILZ 947 v Mo k-

TSN 1L2L v a v DOF— K CFG EMt%E ASA WES TEZ2nW=d, 10S T
DRERXBER 2 LET,

« XA F w7 VIIITHA BLXOIKEV2 ¥ 7HR—FLET,

TIAILERE
« T 7/ NTHE, VIIRRBEO T 7 ¢ v 71%, T_XTHEES{LENET,

VTIA LV E—T 2 A ADT 7 AN DEF2 T 4 LoULFT0TT, EXF=2UT 4 LL
ERETHIEITTEERA,

AL+ 29I NTIDHIREE
FAF Iy 7 VILEUL F AR —F LT ER A,
« ECMP & VRF
VG ABRY LY
« IKEv1
* QoS

VTI k2R ILDYERL

VTI b RV ERET HI2IE, IPsec 7 BR—HL (R AT74—LtEy b)) ZEKRLET,
IPsec 7' 12 7R — ‘5‘11/75:73%?‘5 IPsec 7’ 7 7 A NVEAEKR LT21% T, IPsec 7’22 7 7 A L&D
VTIA > X2 —T7 =2 A ZA%EKRLET, VE—METIZIE, 7 U IPsec 7 12 R —H L3 L O IPsec
TR Ty ANINNTA—FERELET, SAXITVT—a L, TXTDO MRV NT A —
AMBEESND EBRLET,

N

GE)  VPNBIOVTI KAA Ol FIZE L, WA X —7 =4 A T BGP BifEIf% 2 F> ASA
T, WOBENRRELET,

AH =T 2 A ANNAF 2o JIZE o TREEOEEN NI H—Shd e, WA X —T7 <
42T®w~hﬁ\%LP?ﬁ?%?&H?k@MP%&%Mﬁﬁﬁﬁéﬂéi?%%éﬂ
¥4, ZOEEZ. BEVIIA ¥ — T oA ZTIFES LER A,

VIIRED ~ T 7 ¢ v 7 T 5720, VIIA V¥ —7 = A AT 72 A A b % 5@ H
THIENTETET, IPsec Fr FANPLKESNLTNTONT v MIX LT, ACL THIF
TeA VB =T 2 AA REGFHA B =T 2 A A% T =y JHEPTICHFATDHI2E, Fr—rbay
7 4 ¥ =2 L — 3 > F— KT sysopt connection permit-vpn 2~ > K& AL E 7,
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B rsecTok—L (F5rTE—LEY L) DM

ACL%ZF = v 7 FIZ ASA Z i3 2 IPsec hT 7 4 v 7 A X —TNMITTHTZDDRD =
<~ REMfFHTEET,

hostname(config)# sysopt connection per mit-vpn

WAL B—T 2 A ZREVNTIA LV Z—T 2 ZADEF2 VT 4 LULR0DEE, VI A
H—T = A AZACL2MMEH STV TH, same-security-traffic 235% € STV T HIZE » b
LEH A,

COMREARET A, FSe— a7 X2 L—3 g F— RTintra-interface | ¥ %
%EbfsmewmmyMMwHV/F%%ﬁbiﬁo

FZOWTIE, A F =T =2A AN T 7 4 v 7 OFFa] (NTE=07) 2ZRLTES
Wy,

FIE

AT T1 IPsec 7uR—HL (FFo2T74—A %y ) ZBMLET,
RTFw T2 IPsec 7277 A/VEEBMLET,
ATw T3 VII o mAZBIMLET,

IPsec 7 OFR—

HIL (FSURTA—L Y b)) DEM

oo AT —2%y ME, VII R RVND T 7 4 v 7 BR#ET DDV ETT, I
2. VPNND N T 7 4 v 7 5 R#ETA7-00X 2T 4 Fua harerial) XA0ky
FTHY, IPsec 7R 77 A /NLDO—E L LTHHBEINET,

4r & HREIIC

o VILIZBHEAT T SN IKE® v v 3 U ERGET 212i%., FHEiEa s —F 215G EHEZEOWT
NEFHTEET, IKEV2 Tk, FEFRRGE R E F—2MEH T £9, IKEv] & IKEV2
DODELLYE, VINHEHTA Fop A —7 O TFICERi A — 2R ETALERH Y
7,

« IKEv] Zff ] L7ZREEN— A ORBREICIE, A == —Z THEHSND F T A FARA b
ERETLOMLENHY £, VAR XIZOWTL, tunnel-group 2~ KT HhT A MR
4Vb%&ﬁ¢é%£ﬁ%@i¢omﬁa6@\4:Viu&&vxﬁyﬁ@ﬁﬁmom
T, REEICMHEHT S R A MARA > N % tunnel-group 2~ R CHRETDHDLERH Y £7,

FIE

X VT4 T =g VRN T DI ODIKEV]I h T AT —A5ty NFEZITIKEV2
IPsec 7 uR—H /L2 BIMNL F3,

IKEvl hF A7 4—AtEy NEBIMLET,

B FEr LAV E—T4R
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IPsec 7OR—FL (F5oRT4—Lty b) oim [

cryptoipsec ikevl transform-set {transform-set-name | encryption | authentication}

&1

ciscoasa(config) #crypto ipsec ikevl transform-set SET1 esp-aes esp-sha-hmac

encryption TiX, IPsec 7—% 7 —%Ri#&T 272D S L TR ZEE L E7,
sesp-aes : AES & 128 B’y b F—ZfEH L 7,
*esp-aes-192 : AES & 192 By b F—ZEHAL £,
* esp-aes-256 : AES & 256 By h F—E{EHL T,

« esp-null : BF 5172 L,

authentication TiX, IPsec 7 —% 70— % {Ri#ET L2 DOME AL TN EEE L ET
« esp-md5-hmac : /Ny > =2 73U XA E LCMDS/HMAC-128 ZfEfH L £,
« esp-sha-hmac : /v = 7L XA L LT SHA/HMAC-160 ZfH L £,

» esp-none : HMAC F83E72 L,

IKEv2 IPsec 7' iR—H /L 2B L £9,

GE) I0S7' Ty b7 —LIZO0TIE, IKE2 777 A ary7 fFalb—var
£ — FTnoconfig-exchangerequest =~ > K& L, REDKHOA T a %
T 4= M LUET, MOV TIE,  Thttp://www.cisco.com/c/en/us/td/docs/
ios-xml/ios/security/al/sec-al-cr-book/sec-cr-c2.html#wp3456426280] Z#ZM L T 72X
AN
« IPsec 7B R—YLOL4FIZFRELET,
crypto ipsec ikev2 ipsec-proposal |Psec proposal name
£l -
ciscoasa (config) #crypto ipsec ikev2 ipsec-proposal SET1

s crypto IPsecikev2 ipsec-proposal 2> 7 4 ¥ =2 L —1a V E— KT, BX=2UT 4 T A —
2 EtRELET,

protocol esp {encryption {aes | aes-192 | aes-256 | aes-gcm | aes-gcm-192 | aes-gcm-256 | null} |
integrity {sha-1 | sha-256 | sha-384 | sha-512 | null}

1 :

ciscoasa(config-ipsec-proposal) #protocol esp encryption aes aes-192

EErRLAV8—T242 [}
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B rsec 7007 4 Loiem

IPsec 7O 7 74 JLMDIEN

ATy T

ATy T2

ATvT3

ATy T4

IPsec 712 7 7 A VIZIE, FDOHRED IPsec 7u R —PNLEFIZI RN T ATH+—A Y b
WCHHMEREX2 )T 0 Y halBlO7d) XAREGENTWET, Znickn, 2
SODHA ME VITVPN 7 O T = 7 2R E S ADNHER I N E T,

FIE

Tu Ty ANLEFRELET,

crypto ipsec profile name

1 :

ciscoasa(config) #crypto ipsec profile PROFILE1

IKEvl £/2IXIKEV2 7R —VP 2R ELFET, IKEvl N T A7 3 —Ah vy MELIZIKE2
IPsec 72 AR—F L DNTIHNEEIRTE E7,

a) IKEvl h7 A7 —Ah By FERELET,

« IKEvl 7B R—F NV EFRET HITIE, cryptoipsec profile 2~ K ¥ 7 E— R TRD =2
v REANLET,

set ikevl transform set set_name
Z OO SETL 1E, PARNZIER &7z IKEvI 7' m AR —H L &y F T,

ciscoasa(config-ipsec-profile) #set ikevl transform-set SET1

b) IKEV2 7R —P L a2&ZE L ET,

« IKEV2 7' B AR —Y /L EEET ST, cryptoipsec profile 2~ K 7 E— K TRD =
Y REANLET,

set ikev2 ipsec-proposal 1Psec_proposal_name
ZOFITIE, SETL &, LARTIZAER S 4172 IKEV2 IPsec 7 1 AR —H /LT,

ciscoasa(config-ipsec-profile) #set ikev2 ipsec-proposal SET1

EE) X207 7Y v=—va Ol EfRELET,
set security-association lifetime { seconds number | kilobytes {number | unlimited} }

51

ciscoasa (config-ipsec-profile) #set security-association lifetime
seconds 120 kilobytes 10000

(EE) VTI Fr ROk VAR Z L LTORIET S LI ICRELET,
responder-only

VII M RNV D—Uia VAR X L L TORIET DL IICHRTETEET, VARV ZD
BHOEHE., PRV ELITIFF—FAMRETEEBELEE A,

B FEr LAV E—T4R
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il va—7z4zoEm [

«IKEV2 2T 2548, ¥ X2 VT4 TV vZ—2alDTA4 77 A LW, 4=
T—XDIPsec 7R 77 ANDTATHA MMELYRKRELEFRELET, 295T2DH2 LT,
A = = —Z I COEFRXF—FAEMRMEEIIL, PRV OT v FREBRIZIVET,

« IKEvl 35 &, 10S Bk 7e T ¥ %)V F— REHFHR— K L TWRW=H, 10S X
IV AR EDHBDE— IRV ET, ASAIL, A= x—% tvi g, F—0OFH
R £97,

e A = — A OF—FEROBRENRADES ., LARLADOLOE— REMERELT
SA DFESL 2 TN T DB, VAR FZDHDEGDIPsec 7 A 7 X A Ml Z BEHAMRIC LT
HIROIN # B &E £,

ATv 75 ({EE) PFS /)L —7%¥RE L %9, Perfect Forward Secrecy (PFS) 1%, K51k é T &AM
WL, By ary =424 LET, ZO—FEDkvyiary =2k, ZHIT
BRrDOE B ORESNET, PFSARET HITIE, PFSEy v g v F— %éﬁ#é% ﬁ
Fi9 % Diffie-Hellman ¥ —3&H7 /L 3V X AEZRINTHZMLERNH Y £, F—EHT/LIY X
A, IPsectF VT4 7/ — g (SA) F—%AERLET, £/ N—7TiL, ®7p
LA ROBEEBMER SN ET, BEBREWVIEEER 2 T 4 BN(L S ET 28, LLEErER
E< 720 £9°, Diffie-Hellman 7 /L —7 1%, MADOE T T—HIELLENHY £7,

set pfs { groupl4 }
i -

ciscoasa(config-ipsec-profile)# set pfs groupl4d

ATYT6 (EE) VTI b RVEEGR OB T 2 EL E#RT D M7 A PRA » FERELE
B

set trustpoint name
1

ciscoasa (config-ipsec-profile) #set trustpoint TPVTI

AT Tl (EE) ZOIPsec 7077 ANDY NR—RA )L— K ATV a2 (RRI) 2L, U
N—=AN— XA T IV 7ITRELET,

set reverse-route [ dynamic]

1 -

ciscoasa (config-ipsec-profile) #set reverse-route dynamic

VIl 4 >3 —J =4 XAMEM

HLUWVTIA v Z—T = A Z&AERR LT VTL b U RV EHESLT HI21E. ROFNEEZETLE
j—o
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\)

CE) 727747 bPFNADOL—ZPMERATERNEZIT M RZNVET v 7 LRI
®. IPSLA %% L £9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guide] @ [Configure Static Route Tracking] #ZH L T 72 &0,

FIE

ATFYT1 LR R A v B —T A4 ZAEEKRLET,
interface tunnel tunnel_interface_number

MoV ID % 0~ 10413 OFFATIHELE T, K 10413 D VTI A » F—T = A ARV R—
cEET,

&1
ciscoasa(config) #interface tunnel 100
ATFY T2 VIIA v Z—T A X DL&4HTIE AT LET,
interfacetunnel =~ K 47— KT, kD~ R A LET,
nameif interface name

1 -
ciscoasa(config-if) #nameif vti

ATV T3 VIIA v Z—T =2 ADIPT RLAZ AN LET,
ip address |P addressmask

51

ciscoasa(config-if) #ip address 192.168.1.10 255.255.255.254
ATy T8 BT 7L — b T DA A —T 2 ADIPvA T KL AEITIPV6 7 KL AZ AT L
£7

TNRA AR ESNTWDEBEOYIA, 2 —T 2 A ADIN—T Ry 7T KLU AZERTE
T, T 7L — b OB INTZTXTORET 7B AL VH—T A A%, FICIPT
RLRA&ERHSZ L2720 £,

ip unnumbered interface-name

ipv6 unnumbered interface-name

i

ciscoasa(config-if) #ip unnumbered loopbackl
ATYTE MURNVEEILOA E—T oA AEHELET,

tunnel sourceinterface interface_name

BEETA L E—T A AL LT WA L Z—T oA APN—T Ny I A B —T = A%
HAT&EEd,

B FEr LAV E—T4R
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ATvT6

ATy 17

ATvT8

ATvT9

viiqva—2z4z0iEm

1

ciscoasa(config-if) #tunnel source interface outside
N RGO P T KL AZRELET,

tunnel destination ip_address

1 -

ciscoasa(config-if) #tunnel destination 10.1.1.1
bR b L E— R IPsec IPv4 ZfE L £ 7,
tunnel modeipsec ipv4

£l

ciscoasa(config-if) #tunnel mode ipsec ipv4

R IPsec 7R 7 7 A VEEID B TET,
tunnel protection ipsec IPsec profile

&1

ciscoasa (config-if) #tunnel protection ipsec Profilel

ABT A INTIA LV B—=T A AD T T 4 v 7BV ZE2ED HTET,
tunnel protection policy acl_name

TI7EAVA ML, 1 DFLEFEBOIV A MLV I ZE2EDHENTEET, Z0avy
REBRELRWGAE, AT 4 v 7 VTIA v ¥ —7 A AT any-any B L 7 X B LET,
BT 7 4V OBETT,

51

ciscoasa(config)# access-list Spoke-to-Hub extended permit ip 209.165.200.225
255.255.255.224 any
ciscoasa(config-if)# tunnel protection ipsec policy Spoke-to-Hub

151
ASA & 10S T34 ZDM D VTI kv (IKEv2 Zff ) O EH

ASAT

crypto ikev2 policy 1
encryption aes-gcm-256
integrity null
group 21
prf sha512
lifetime seconds 86400
!

crypto ipsec ikev2 ipsec-proposal gcm256
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RErRLAVE—Tz4R |
B v s—ozrz0Em

protocol esp encryption aes-gcm-256

protocol esp integrity null

!

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

!

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254

tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]

tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

!

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco
!

crypto ikev2 enable [asa-interface-name]

I0S O

!

crypto ikev2 proposal asa-vti

encryption aes-gem-256

prf sha512

group 21

!

crypto ikev2 policy asa-vti

match address local [router-ip-address]
proposal asa-vti

!

crypto ikev2 profile asa-vti

match identity remote address [asa-ip-address] 255.255.255.255
authentication local pre-share key cisco
authentication remote pre-share key cisco
no config-exchange request

!

crypto ipsec transform-set gcm256 esp-gecm 256
!

crypto ipsec profile asa-vti

set ikev2-profile asa-vti

set transform-set gcm256

!

interface tunnel 100

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]

tunnel destination [asa-ip-address]

tunnel protection ipsec profile asa-vti
!
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BAFIVINTIA B2 —T 4 ADIENM

AT I w7 VTI ORBT 7 Lb— M EBAERRT D123, IROTFIEEZITVET,

\}

CE)  T727T74T7RFFNANANDOA—ZPMERATERNEZIT P RZ vz T v 7 LIRBIC RO
», IP SLA Z 324 L ¥ 9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guide] @ [Configure Static Route Tracking] ZZM L T 72& W,

1R BHHEIIZ

IPsec 7077 ANEPT T N—R AL EZ—T oA ANRRESNTNDHZ & 2R LE
j—O

F|i§

ATV HLWEET 7 L— &R L £,
interface virtual-Template template_number type tunnel
template_number |%, (A7 > 7 L — MNEHF OF ST, #PHIL 0 ~ 10413 TI,

AVH =T 2 A AT TL—RMNIvyy NI RETIIZRZWRERS Y £, K77
L— FOWE/RT A—ZIRD LB Y TY,

AU H—T oA AL
e h )V IPsec E— K
e N RV 1IPsec 71 7 7 A )L

51

ciscoasa (config) #interface virtual-Template 101 type tunnel

RTFYT2 FAFIv I VIIEBET VT L —h A v H—T = A ADOL4HIERE LT,
interface 2 7 4 ¥ 2l —2 a3 =T, kOa<wr FEFEHALET,
nameif interface_name

ASA VL, AT 7 & A A X —7 = A A% <Mirtual_Template name> va<n> & L CEIJIC/ERR
LEd, 72&x0E, AT 7 L— FOARINAVTI0 DA, BT VB A 2 —T = A
AL dVTIIO0 val, dVTIIO0l va2 72 EiZ7e 0 £9, RET 7L — F2ERT 255613,
shutdown =< > REFEHA L THEET L FL— 23 vy NE T UTALERLY 1,

&1

ciscoasa(config-if) #nameif dVTI101

ATV T3 RETF L — "N RWERT AL L X —T A ZADIPvA T RLAEITIPV6 7 RLAEZHREL
F7,
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ATvT4

ATy TH

ATvT6

ATy 71

ip unnumbered interface-name

ipv6 unnumbered interface-name

KRBT 7L — MI, [EBEOWEA L Z—T A ZADIPT RLAEZIITFT AL RTHRESIN
T—T Ry 7T RUAREMATEET, HET 7L — M bEBE SN T X TORET 7
AL HE =T A AF, FICIPT RLAZEFSZ L1270 7,

&1

ciscoasa(config-if) #ip unnumbered loopbackl

(F=E) PRV EETA v —T oA AERIEELET,

tunnel sourceinterface interface_name

RETA L E—T oA AT WHA L E—T oA ADIN—T RN 7 LB —T A ZTT,

ASA X, PURNEEFEILIP T FLARE LTERESNIEA Vv F—T oA ANHDH VPN & v
VarvEREZITIANET, ZOA L H—T A AERELRWEGA, ASAITEEDA v X —
T2 A ANBZELIE VPN By v a VEREZ T ANET, (KT 782 F—T =4 R
X, RESNIZ P RVIEETEA VX —T = A A MTU 2k LEd, Lot~y a v
AN LRWEES, (RAET 7 AA v F—7 oA A%, ASAN VPN & v a v ERE2%ZT
ANNDEETA VX —T = A A)H MTU ZfkK L £,

il -

ciscoasa (config-if) #tunnel source interface outsidel

o R NARH#ET— R & IPv4 £721XIPv6 & L THREL 7,

tunnel mode ipsec {ipv4 | ipv6}

11

ciscoasa(config-if) #tunnel mode ipsec ipv4

kR IPsec 707 7 A NV EEID Y TETF,

tunnel protection ipsec profileipsec_profile

ZDIPsec T 0T 7 AL, ORI T — 3 LTHE T IPSec/IKE /8T A — X ZF%E L
5

i -

ciscoasa(config-if) #tunnel protection ipsec profile Profilel

FRET T =& b rV 7 —TIZHEA LE T,

tunnel-group tunnel_group_name type type

tunnel-group tunnel_group name ipsec-attributes

virtual-template template_number

[ UAAET > 7 L— b2 D S R AT A—FICHERT A 2 LR TEET, ASAIL, (HART

L —REFEHLT, VPNt a v IR T 78 AL B2 —T =4 ZAZVERR L
F9,

51
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ciscoasa (config) #tunnel-group DVTI_spokel type ipsec-121
ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa (config-tunnel-ipsec) #virtual-template 101

NoRNITN—=TDEAF I I N—TFT 4 TG LET,
tunnel-group tunnel_group_name ipsec-attributes
ikev2 route accept any

ikev2 route set interface

ikev2routeacceptany =~ > R&fEMAT 5 &, ASA L, IKEV2 ZHFIZZIE LT _TO v
ANA L E =T 2 A AP T RLAZZITAND ZERAMRERICRVET, 774/ FT, 2O
F7a ATAENTIR o TWET,

ikev2routesetinterface=~ > R&fEHT 5 &, ASA L, IKEV2AZHAHFIZ b pvAf X —T7 =
AADIPT RLVAZEETELLH5 RV ES, 204 T a3k, BGP N b vk
HCHRET 270D VT A v & — T = A A O =% v 2 FEIFEA[REMER AN/ 0 4,

BGP/OSPF/EIGRP #fifH L T, b R/ATN—FZxt L CEINL—T 4 T A>TV
F9, AT T L= FERE LT, VII F X Z2 0 L TT A ARBOZAF 2 v 7 VTI
NG T4 P EN—T 4 TTHEINN—T 4 VTR V—RETIHIVLENRDY T3, &
- R SN N T T4 I EHFRT AT Ve Ay ha— L — L ERET HNENRH D
7,

1 -

ciscoasa (config) #tunnel-group DVTI_spokel ipsec-attributes
ciscoasa(config-tunnel-ipsec) #ikev2 route set interface
ciscoasa(config-tunnel-ipsec) #ikev2 route accept any

RE R RIVLAZ—T 24 ADHEEREE

HeER

1)) — | BERETE R
S

HAF Iy 7R~
INA A —T 2 A A
DY AR— b

919 | # A4 F 2 v 7 VI ZERK L, ThEHEHL T, "7 T RAKR—7 hARBr Y TL—h
NR=Z2DH A FME VPN ZFRETCEET, ¥4 F I v 7 VILIL, KEEREEMT
TT UV RAR=VRATOET OMEERSHIZLET, "NTOEBDOAZT v

VTR Z B —D XA F I v 7 VINICEZ M D Z LN TEET, NTOHKEER
TP, LW AR—Z ZATITBINTE 7,

/AT Sz~ 1« interfacevirtual-Template, ip unnumbered, ipv6
unnumbered. tunnel protection ipsec policy
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HaE

iy

yy—
S

HEEEHR

OSPF IPv4 1 L UV IPv6
DY HR—k

9.19(1)

VTI #8H1 @ OSPF IPv4 33 X OV IPv6 v—TF ¢ 77 v harzdiR—hLET,

EIGRP O # 74— k

9.19(1)

VTI #H @ EIGRP IPv4 3 XN IPv6 /v —T 77 a ha)vzR—KFLET,

ART 4T RBIOY
AF Iy I VTIDO/NL—
TNy A H—T =
A ADHR— |k

9.19(1)

N—T Ny I A B =T o2 A&VTIOKEEILA VX —T =2 A AL LTRETEDH L
NI F LT, HIICERESNZIP T RLADRDVIZ, V=T RNy T [ F—
Tz A AN IPT RUARAZMATHHAR—FbBMENE LT, V—T Ry A
H—T 2 A AF, RABEEORRICKSLBET, AV F—T A ANF T Lz
B N—T N T A H =T 2 AZEVYBTHNIP T RLAZEFH L TTRT
DA VE—T 2 AT 7 BATEET,

FR/AEE SN2~ K : tunnel sourceinterface, ip unnumbered, ipv6unnumbered

o —Hh)L k%L ID
DY AR— b

9.17(1)

ASA 1%, ASA 73 NAT O #HIZHEED IPsec M2 RV %EFFH ., Cisco Umbrella Secure
Internet Gateway (SIG) |Z#iEi C&XH L5195, —EOR—I/L h RV ID &Y
AR—=FLTWET, 2=V IDIE, TXTO RO T7a—rL 1D TiER<,
IKEV2 > RV T EIZ—EDOID 2% ET DI I ET,

HR/AEE Sz 2~ 2 F : local-identity-from-cryptomap .

AL T 47 NTITD
[Pv6 DH 7R — b

9.16(1)

ASAE., R R RfNA B —T x4 A (VTI) OFRETIPV6 T KL AZHHR— KL
/Cl/\ij‘o

VTI bV RNWVERETTA U H—T = A ATiE, PRV KRS R ELTHATS
FIOICHRETEDLIPV6T RLAZHETEET, P RAEEILA VF—T = A R
BEDIPV6 T RLANRS LA, HEHTL57 FLAZEETEET, EELRWY
HBlE. VA RNDEHIDOIPV6 Va0 — LT RLANRTF 7 4L hCHEHSET,

kR E— K&, IPv4 £721L IPv6 OWTNNTT, 7272 L, bRV &a2T 7T 4
T BIE, VII TRESNHTWASIP 7 RLAZA T LELTHLLEND Y E
T IPV6 7 RU AL, VIID b U RV EITLA VF — T = A ZAETIL N U RASEEA
VH—T oA AZEYVYTHENTEET,

HH/AEE SN2~ K : tunne sourceinterface, tunnel destination, tunnel mode

FTRA AT 1024
HOVIIA X —7 =
A ZADHHR— b

9.16(1)

TR, RZRETE D VIT ORI, 100 fH225 1024 Eizs#gm L £ Lz,

T b T =N IR4EEBZ DA A —T 2 A AP HR—F L TWAHAETH,
VTIL DEUFED T T » N7 4 — L TREAIBEZR VLAN OFUZHIE S ET, 72& %
IX. ASA 5510 (X 100 {5l VLAN Z %K — b L TWDH728, b ru8id 100 5%
ESNTERA V2 —T 2 A RO AN HIT 720 £,

/AR SN -a~ R L

VTI TDDHCP Y L —
Y—rS— DY H— |

9.14(1)

ASAIL, AV F—T 2 A A&BFTHDHCP Y L—H—_"—L LTVTIA »F—T =
A AERETHZEHAREICLE T,

WD a~y RPNEF I E L7z, dheprelay server ip_address vti_ifc_name,
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Z7xA A (VII) O
A=k

HEES 1) 1) — | BETER
z
VTI O IKEv2, ZEEA |98 (KA R R A v Z—T7 =4 A (VID) 1. BGP (F#HIVTD ZHHR—FT+5k9Iz
EAR—ZFWEE, BLO BDFELE, AX U RT o T—FRENg T4 TV T 4 F— KT, IKEV2 Z1f#
ACL DY R— k FATEET, IPsec 7R 77 AN T A MRSV FERETDHZ L2, FEHE
R—2ADOBFEEMHATEET, £, ANWNT T4 0727402 7T
access-group 2~ REMFH LT, VII ECr 27X VA MNE#EHT5Z2 &b TEE
£
IPsec 7R 7 7ANDaAr7 4 Falb—rary E—RIROa~vy RBREASNEL
7=, set trustpoint
RAB N2 B2 —(97.(1) |ASA DS, REB R A v BZ—T oA X (VII) EFHINAH LWGHERAS o ¥ —7 =

ARZE > THILENE LTz, VINIET ~O VPN h U R AERTT-DICHEH I E
T ZHUE. PRV DOFRKERITHERE SN TN D IPsec 71 7 7 A )L EFIA LTc—
F _R—=ZD VPN ZHR—FLET, VIIZHEHTLZ L8, HHES~ Y 70
TIEAVAMERELTA L E =T oA A3y 7T H T ENMREITRD E
e

WDa~<r RREASHE LT, cayptoipsecprofile, interfacetunnel, responder-only.

set ikevl transform-set, set pfs. set security-association lifetime, tunnel destination.
tunnel modeipsec. tunnel protection ipsec profile, tunnel sourceinterface,
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