72X a2 kFA—ILJR b

77 Aarba— URAN (ACL) 1F, SEIERMECHEHSNET, ACLEZT 7R
N—nNE L TA LV E—T oA RZEHAT D, 77— VCEHTLE, 77747 A%
WD N7 74y 7B ELIFEGRINET, ACLTIX, MoMEDOT-DIz, HiEZ T
LT 747 &R, HEY—EATERLBAY—E2A2FTLET,

ZZTiE, ACLOMAL ACLZREBLOE=ZTEHHECHOWTHHALET, 727 &R

=L EL, Ta—rUc, FREA A —T o4 AZHEBAENS ACLDZ LT, Tl
SWTiE, 7782 b—)1) TEHLIEBELET,

¢ ACLIZHOWT (1 2—%)
cACLOHA KT A2 (1_—=)
« ACL D%E (8 ~—2)
cACLOE=XVU 7 (18 X—)
« ACL OJE/E (18 ~—2)

ACL[ZDLVT

ACLZ A T

T A arba—)L URAL (ACL) TliE, ACLOXA FAIGLThTI7 4 w7 7u—%1
SELITEEOREN GHETRB L O%EEIP 7 LA, IP 7 u h=ab, R— b, EtherType., %
DD/RT A =% ZE&Te) THBILET, ACLIE, SESEMETHH SN ET, ACLIX
| OFRITEHOT 78 A a2 va— = b (ACE) THi SN £,

ASA TiL, ROZ A 7D ACL WMEH SN E1,

«JLEACL : TR END XA 7 TT, ZOACLIZ, —ERRY T — AAAL—/L,
WCCP, Ry hxv N hT7 74 v 7404, VPN IL—TBLUDAP R v —%4&Tr
SESERMET, FT T4 v INT A, REBEBTHOEHFATBLIUEST 527 78X
M=l 8774y 7 ORAIHEHINET, ASDM TIE, T b DOREDZ IZME D
= R=UNH Y ET, TNHDO—TTliX, ACL Manager CT/EF L 725k ACL 136
MATEEHA, 7272 L. ACL Manager [Z1X, ZHHD~—I TIERL L7 ACL AR S
F9, HIEACL ORE @2—) ZBRLTLEE,
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» EtherType ACL : EtherType ACL (X7 Y v ¥ J—"" A R—DA L H—T = A4 ADIEIP
LAY2 774 w7l ZOREHAINET, TNHDOAL— L EZHFEHLT, L4237y
NN D EtherType EIZESWT N T 7 ¢ v 7 ZFF A £ 72 1XFE T X £9°, EtherType ACL
TliX, XA ATOIEIP N7 7 4 v 7 7a—%Hlfll T& £7, EtherType /L —/L DX IE %
ZHLTZSN,

* Webtype ACL: 7 7 A7 FLUASSLVPN 774 v 7 D7 4N o ZIZHH S E
. Z?DACL Tl&, URL £721356%7 RLAIZESNWTT 7 B A ZHEATEET,
Webtype ACL OF%E (14 =X—¥) 2L TS0,

AEHEACL : 5887 RVAEWT T I 74 v 7 &#MLET, ZOXA 7D ACL I, V¥
OfRE b— bk~ 7L VPN 7 4 V%) TLOMERH SN EHA, VPN 7 4 L& TIHHEE
T78AVARNBEHTESDT, EAEACLOFEHIILN—F vy 7EIFICLTLEE
W, HEUEACL OFFE (13 5—) 2B LTLIEZEN,

WDFEIZ, ACL D— R BN EFERT XA 72~ LET,

R1IACLOZ A T E—RAGERBH

ACLOERE® ACLZ A T Bl
IPNT7 747Dy NU—2 T Ut [JEE ASA TiE, #E3E ACL IZ X W RIICEF T &SN TV 5
ADHI (v—7 v FE—RBLOk PAERERX, BMOEXF2VF 4 A F—T oA AN

F AT Lk E—R)

SENMNOEXF2 VT 4 A E—T A ANDNT T 4>
ZIEROENEF A,

GE) F7m. ASAA VU H—T = A AEHET 7B A
OHIBITT 7 BATHIZIE, FA NPT KL
AEFFA[T 5 ACLIINESH Y A, VE
RDIE, —RERBAEORET A NIZiE->T
Aﬁ?ﬁkx% RETDHZ LT TT,

AAA L—)LTD N T 7 4 v 735 LI AAANL—/V T, ACLZERH LT KT 7 4 v 7 &5
Lij‘o

BTEDOZ—VDIP bT 7 4 v 727 |PEE, 22— LI | 2—FIEH T2 4TI v 7 ACLE X o — N

DRy NU—2 7R ary ba—L |AAA B — "5 4 éioaRmmmﬁ~A% RETEXET, 0T

DFEfl, A A=CNN ASA FITEREFEHD ACL DL4FiIZEETH LI #—
NERETEET,

VPN 7 7B ARBIORT7 oV E ) T NG VEeE—hK 77 ABICY A M VPN D7 L—7 R

sk U —Tid, BAEFZITIERACLE 7 4 VX2 Y T

FHENET, VE—RFT7Z7EAXAVPN TliX, 754
TV NI AT OF—NVRELEEIATIVvI T IR
AU —ICbILHE ACL M &£ 7,
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ACL Manager .

ACLOEFR B/ ACLZ A T Bl

NTT 4T VTR T TOEY 2 | YEE ACLEEHT L, 7F9AYyTHNDONT T 4 v %

FSRYS—TVL—LBT—T DT T 4 BAlCTExES, Oy NI, EV2T AR — T

7 DR L—AU—7 W R— b ARBRICERA S ET, £
CaT R —TL—AU—7 Y R— T AEBEIC
X, TCP B L O— MR ERCA v AT a v
RENHY T,

TV v T —F A —pD A & — |EtherType TV TN—T DA INN—=THDHTXTDA L H—

T A AKT LI N T T 4T D 7 = A A®D EtherType |23\ TC, T 7 4 v 7 &l

Xy NI —27 T 7 ADH|H %95 ACL R ETEET,

J—hk T4 NHZ ) TBLIOHEEAD | EHON—TFT 47 7a ha)lLTE, IPT RLAD

¥ E g N—hTq )T b— b~y T w2 L) B
BAARIZ ACLME S vE T (IPv4 7 R L ADEHGE I
# ACL 28, IPv6 7 R L ZADOEAITIEIE ACL S F N2
nERINET) |

7547 hLASSLVPN O~ ¢ /L% | Webtype Webtype ACL I%, URL t5i%ca 7 42U v 745 &

Vs

5 ICIETE E T

ACL Manager

ACL Manager |%, KD 2 DD HETRRTEET,

e AA 2 U4 KT, 7z & 213 [Configuration] > [Firewall] > [Advanced] > [ACL Manager]

DIEISERT D, Z DA

ACL Manager |Z13353E ACL OB N FRENET, 26D

ACL IZ1%. [Access Rules]. [Service Policy Rules]. 33 diON[AAA Rules] DA&-2— T TERL L
o= K> THER ST ACL 235 £4vE T, ACL Manager CHde 217 2 arld., 2
NHDN—IEHBLZ 5 Z RN ICEREL TS, ZTITTMAZEHIL, Zhb

DD R—=VIT S E T,

« ACL B2 R U v—Mhb, 74—V RORRIZH 5 [Manage] R¥Z > %7 Vw755, =
OEE, R U 2 — THEHE ACL & iE ACL 23FFrl STV, W5 D ACL O % 7 )3 M
BNCRRESNET, TP STV RWIGAIE, B, IRk, F 7213 Webtype @ ACL D&
ERRITDHEIICE2—NT 4NV F Y 7 I ET, EtherType ACL ZHR R IINLEH A,

AA 2 T4 R CHEYE ACL & Webtype ACL iR ETE 5 L9112, ZhbHd ACL FHOESR]
D= NHEESNTVWET, ZbDO_X—IF, ARTO720 ACL Manager & BSREAYIZ[F U

‘/C\‘j—o

« FE#E ACL : [Configuration] > [Firewall] > [Advanced] > [Standard ACL],

» Webtype ACL : [Configuration] > [Remote Access VPN] > [Clientless SSL. VPN Access] >

[Advanced] > [Web ACLs],
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4% ACL |Z1Z. outside in, OUTSIDE IN, 101 72 ¥ OARTE 721380l ID 8 H v £4, 4EN
Mli?&? CTAHMERH Y FI, F(Ta T4 Falb— a3 0 2FnT 58X ICLRIEE
RO LN EHIC, TRTRLFICTDHZ LML T EEN,

ACL @ HHYZ B3 2 DIZBSL s BRI Z /B L £ 97, ASDM T,
Tinterface—name_purpose direction] 72 E OmABAINMER S VES, 7& 20X, I 1>~
B—T A RIA T RGHTH#EH S5 ACL OA121%,  Toutside access in] DX 5
2720 E9,

ek, ACLID IZEME T L7z, HEHEACLIE., 1~99 £721% 1300 ~ 1999 DFPHIZH V £ L7z,
PEAR ACL I, 100 ~ 199 F721% 2000 ~ 2699 O#FFHIZH Y F L7z, ASA TiI. 6 DOHFiPH
IR SN EEAR, BEEFERT 58I I0SY 7 b T #ETTHL—2 LBt
BROT-OIZ, ZhvbomARAlZs | S lHT 222880 L ET,

rkO—J)L T MY DIER

125D ACL L, 1 2F 721388 D ACE THR S E T, FEDITIZHRINIZ ACE 24 A L7
WIRD . &2 ACL AIZDOWT A L4 ACE 132 D ACL OKEIZEBMENET,

ACE OJEFIZEE T, ASAX, X7y "NEmETINRe v 7T E0EIRETHEE, =
YRUMYARENTWBIEFTE ACEIZRH L TNy hE2T A NLET, —BEWROND
LU ACEIFEFNLU ETF = v 7 SNVER AL

LMo Ty — 72— L D% Z BRI 7 L — L 2 BidiE LT85 a . BRR 7 L — 3 L C
by FLARWAREERH Y £7, 2L xiE, *y =27 101.1.024 %R L, ZDOY T x>
FEDEANI101LLIS D NT 7 4y 7% Ruay X T5845, 10.1.1.15 57 5 ACE X
10.1.1.0/24 #7779 % ACE ORIIZE LERZH Y £9°, 10.1.1.0/24 ZFF 735 ACE &7
e 101115 FFFRT &, ER ACE IFR LT L EH A,

MBS LT, [Up] R¥ v & [Down] R U ZHEH L TL— L Z2HEELET,

HFAIHER &E—B/F—H

TR Aaryibo— M) TEH, V-V BTDH T T v % TFFR]) £7203 T4E

Gl LET, Ju— LT 0 BANL— LR, B =T 2 A AT TR =)L, v T T 4w
78 ASA OB AT ENDh, Fay 7 INL0ERET SR ACL i3 2546
MFFrr) & TS IXFEBVOEK®RERBLET,

= RARY = =7 EOZOMOMREDS A, [FFr) & THES) 1FERICE T—%

FE A8 ZBWLET, ZOHE, ACLTIX, 77V r—Yar A VAT v gy

RV —ERAETa—N~DV XA VT Nl ZOMROY—ERE2ZITH T 7 1 v 7 &k

RLTWET, HEREINRD] VT 74 v 7iE, BIZACLIZ—HET, LERN->TH—E R

EZRNW T T 4 v 7 DZETT (ASDM TiE, 72& 2iE, —v R RY v— — Tk

%% X —BUAR—BDMEH S, AAA V— /L CIERBREARRFEMIEH S v E 328, CLI TidH
CHFRAESEAER ENET) |
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TO®RX O

7542 2y ra—Liz s erznnEs

fO—JLIZK SR GIES

through-the-box 7 7 = A JL—/LIZfE 4 %5 ACL IZIZKREICHEERD deny AT — b A v R 3H D
FT, LEDBHST, A F—T oA RAZHEHSNDACL72ED NT7 7 > 7 #l4ll ACL Tl
HHEATDNT T 4w EHRICHFRI L2WGE, ZTO NI 74w 7idkanyranE
T, e R 1 OFRITERORKEDT KL ALANADT X TOZ—F R ASA FEHTH v b
U= ZT7 78 ATEL LT HITE, HEDT RLAZIELAELTHD, TOMOTTO
T RUVRAZFHATHMERDH Y £7,

B (o bha—)L 7L —2) O ACL (L to-the-box FT7 7 4 v 7 ZEHL CTWETA,
B—T =2 AD— ﬁ@ﬁﬁw%wmfﬁ IIREERD deny BBV VA, TDORDVIC ﬁ
T I A — I LWL @ T O T 7 & AL — L TTREHM AN E 1,

P—EARBED T 7 4 v 7 OBRIHEHEN D ACLOBAE., RN T 7 4 v 7 & TEF
W TALERHY EI, [ SNTWARWERT 7 4 v 73— EXDORIZR Y £H5
o THEEBEENZ] P T 74073 —ERE 482 LFT,

EtherType ACL D354, ACL DRBIZH HIFERAIREL L, IP N T 7 ¢ v 7 <° ARP (TITE
LEHA, 72k 2L, EtherType 8037 27 4 54551, ACL DREBICZH HIEEA 2 ERIZ L -
T, VLR ACL TUARTFFA] (FRIEEMoe X2 )T 4 A v 2 —T =2 A ANLIEKMOEF 2V
TAAE =T oA ANEERRZEFR) LIZIP N7 7 4w/ R 7yl SnbZ b0
A, 7272 L. EtherType ACE CHI/RIIZT RTD NT7 7 4 v 7 HELRTH L, IPB LU ARP
N7 74y 7 BERSNET, FAISNL01E, BEixrIvo—Ta R loyiEra han
N7 7 4w T2 TY,

NAT {& FB#FIZ$55E ACL TERITBHIP7 FL X

NAT 721X PAT i35 L, 7 RLAE IR — PRI, BEIINET KL R L4k
W7 R AR~y B 7anEd, BfInizAR— bEE7 R RZ#EH S5 fR5E ACL
VR T DN B H551E, EEO (B TWniw) 7 R RAEIIAR— M5
N, vy BT ENET RVAERIEIAR— NEERT 2052 RETLHILERH D 3, B
HEREIC K » TR £,

EEOT FLRAELER— I BMEHENDZDOT, NATaZ 7 4 FXal—Ya UBNEEEINTHACL
FEETHNIENLRL 2D £,
EEDOIP 7 FLRAEERT HH4EE

WDa<y FBXUHSEETIE, /v F—T o AZRRENDT RL AR L7 T KL X
ThHIBEETH, EEOIP T FLRAEZHEHLE T,

« 77 & A L— b (access-group 2~ > K THM XI5 L3E ACL)

e —E AR —)—)b (F¥=2T KR — 7L —AU—2 @ match access-list T~ >~
K)

cARy bRy N NTFT T4 T4NEDKNTT 47535 (dynamic-filter enable classify-list
a2 K)
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« AAA /L'—/L (aaa .. match =<2 K)

« WCCP (wecp redirect-list group-list =2~ > )
7= 2iE, WNEY— 10115 HONAT 2% E LT, /X7 U v 7IZh—T 1 > 7 A[RE/2 458
DIP 7 RL A 209.165.201.5 % Z OH— NI 5T 2561, ZONEH—"~DT 78X %
N NTF T 4 TIZHRT AT I ERANL—LORT, —R"D<w v 7 7 KL X
(209.165.201.5) TlE72< EEDOT KL (10.1.15) 2RI HIVLERH Y 7,
IVEVTIPT FLREERET H146E

WOMREIE, ACL #HA L 25, ZNHOACLIE, A ¥ —7 =4 A LTRMSh D~ v
By SN EEER L ET,

* [Psec ACL

e capture =~ > KD ACL

o 2 —HHALL ACL

e N—TF 47 Fu had ACL

o DT R TOMEBED ACL

BFfEl ~— X ACE

= VIn—EMITE T T 77 4 77D K 51T, $EIE ACE & Webtype ACE (ZRFHI&EPH A4~
Vxy NEHEATHIENTEET. JOXA TOL—VEMAT S & BEORIHIC I
RTEXBHLOD, TNUNOFRIFICITHFRCTERWT 7T 4 BT 42X TEET, m&x
X, B IBIMORIR 2T SERFEE £ IXBBRICZORIRZED D Z LN TE
F9, WIS, BEEERAMIERINICR Y N —2 2 vy N D UTHIELTEET,
eI A7 Y = 7 FOVEENTWARWL—L TR, Fu ok, EEIT, sk, BLOY—
EAEN EMEIZFE CRHAR— 2O —VEERT 5 Z L IETEEH A, FEN—ZXTiEWn
=it BELEZEHX—ADONL— L EHIIA—""—F 4 RLET (LETHDIHZD) .

GE)

ACL ZFET 77 4 7T D72 ODIFEDK TRZI D%, £ 80 ~ 100 B OEBIEN AT 255
DY ET, T2&2IE, IBEDOK TRZIN 3:50 DHE. 20 350 T TREZNIZEEN TN D
72, a~<y R, 3:51:00 ~ 3:51:59 OIZFFOH S E T, 2~ RBROH S -1%,
ASA IFBUEFEITENTNWDHTRTOX AT 2T L, a2~ NIZACL #EHlc S EFE 7,
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ACLDFHA RS54

I7AT I+ =L E—F

« EHEACL EHERACLIZ, V—TFT v R 77 AT VAV E—KRERTF VAT LR T 7
AT TF—/LE— FTHR—FEINET,

s Webtype ACL |, V—7 v K E— ROALTHR—bFIET,
« BtherType ACL (X, FT VAT L2k B— FOLTHR—FENET,

TI—)LA—nN—¢EHS5RA) Y

a7 4Falb—aryyaii, T NVA—N"—FII T AL 2= ME TR
ENFHA, BBy ar TEFEEZaI Y FTDHE, BELEBVTRTOT = A VA —3—
BIOI TAS 2=y FTEOEENKIINET,

IPv6

« §I53E ACL & Webtype ACL Ti&, IPvd 7 RL A L IPv6 7 KL A& #lAAEDOETCHATE
\i‘a—c

o fEUE ACL Tl IPv6 7 RL A IEHTE EH A,
« EtherType ACL Ti, IP 7 FL A IXEHA L £H A,

Z0MOAA K54

s Xy MU= =RV ERET D EXE, FBEHIEN CiscolOS V7 b =7 D access-list
av U REFRRLZEICHEELTIEIN, ASA T, *y NU—F w7 (Jokx
IX. ClassC~ A7 1 255.255.255.0) 2MEH 4V E T, CiscolOS~¥ A7 TlL, VA /L KA1 —
F ey (& xE 000255 2RMEHINET,

CBE. ACLEFZAT V=l b IN—TIAFELRNAT V=2 2B LY, BUE
ZRL WO AT V=7 FEHIBRLIZD T2 &1L TEEHA, £/, access-group 2+
VRTHEELTWRWACL #28 (77 A Lv—&@H) 7562 TEERA, T2
L, ZOT 74NV NOBEEEER L, 47 Y7 METILACL ZERT HRNICEILD
Z THiAZHR) TELLOCTHIENTEET, A7 V=2 EILACL 21ELT 5
FTIE, ENHEZRT HNL—NART 78 A TN —FIIWEINES, AR E A *—
T IWNZ T HITIE, [Configuration] > [Access Rules] # 3R L, [Advanced]| R¥ > %7V v 7
LT, 7782 NV—VOFFEMREDT T a 2R L E T,

c FEILELITSAET FL AL &DWTRETE I — A TEBROHEAZ AT S
L. ASDM TENHLDHBIICK L TF V7 v 7 ZDM_INLINE DA T V=7 |k 7 /b—
TREBIERSINE T, b0 TV M, V= T =T Ea—DFENRD
DA R—F b 23— MZEBIIILE S VE 23, [Tools] > [Preferences] C [Auto-expand
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network and service objects with specified prefix] /L —/ 7 — 7 L% € 2 BINfRER 5 &L A
TV M ERRTEET,

o (JEEACLDH) WROMEETIX, ACLEMHLETN, 74T T 474 774 T Ut —
v ENEZIZIN—T4%FEE) . FQDN (GE2Efifi K A A > 4) | F721%Cisco TrustSec
fiZ&Te ACL IIMEHTE FH A,

* route-map 21~ K

* VPN @ cryptomap 2~ > K

« VPN @ group-policy =~ > K, 7272 L. vpn-filter % <
* WCCP

* DAP

ACL D& E

ROEE7 a2 Tlx, SEIERYATONH ACL OREHIECOWTHILET, 7272
L. 77tA L—/ (BtherType %5 ip) . —ERAFRIU T — b—b BIUNAAAL—/L L
LCHEHASNSACL &, ASDM B ZNEDNL—AR—ZDRY o —HIZEERBHDONR—U%
AL TV D ZOMOHEIZHEH S LD ACL IEFRE £97,

15k ACL DERTE

LA ACL IX ACE D4R & avyTFE LTESINET, HILWACL ZERkT5i121x, £9
AT FEAERT D ENRH Y £3, ZD%, ACL Manager T7 —7 /L Z{i[l L T ACE %38
ML7Z0 . BEfED ACE ##RE L7V . ACE 2~z /-0 Tx$7,

JEE ACLIZIE, IPVAT RL AL IPV6 T RL ZDMAEDLEEEHH LN TEXET,

FIE

AT 71 [Configuration] > [Firewall] > [Advanced] > [ACL Manager] % &R L £,

ATv T2 #HLWACL Z1EKT 25 1E. [Add] > [Add ACL] Z3&#IR L., 4z AJILC[OK] %27 U v
7 LET,

ACLaZ VTR T —7MZBMENET, #TCZoar7F5@IRLCEdt 227 Y v 735
ZEiZky, arTroaEiEEETCEET,

ATYT3 RONWTNILEEITLET,

« ACL DRRIZ ACE ZBINT 5121E, ACL4A 721X ACL NDOILE D ACE 23R L, [Add]
>[Add ACE] 23R L £ 7,
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« ACE ZFE DTS HI2i%, BEAFD ACE 28R L, [Add] > [Insert] Z R L CTE
DV—v D _EIZ ACE %3BN9 % 5>, [Add] > [Insert After] %3N L 97,

=L EMRET BT, V=L EBIRLCIEdit) 227 VU v 7 LET,

ATY T4 ACEDTuXT 4 AN LET, BRTIHIERA TV aidkoEEsh T,

* [Action: Permit/Deny] : fRE L7 M7 7 1 v 7 Z3F0] (B T 257, G GBIURER, K
—) ToOMEBRLET,

* [Source/Destination criteria] : #5760 CGBIET NV R) L%% (M7 74w 7 7a—0DF—
o M7 RLVR) ZEFZLET, BHIL, FAMELETY 7Ry hOIPVET FLAE T
XIPv6 7 RV AZRELET, ZHUIRy NI =T Eidxy NV —2 A7 V=7 b7
N—=TTRTZENTEET, FETO—PLELIF2—F JAL—THBIEETEE
9. E7z. [Service] 74 —/V RTHrI7 7 4 v 7 OMBEIRET DL, TXTOIP T
T4y TR FED T T 4 v 7 B ET o0 — L EERTE £, Cisco TrustSec
EERELTOWDIEAIE, X2V T4 JA—T %A L CGEETEmEEERTEET,

ERAFRER T RCOLT v a 2O TR, JEEACED 7 v 37 ¢ (93—) 2R LT
<TZEV,

ACEDEHRNTET LeH, [OK]Z 27 Y v 7 LTT—7 M — v ZBMLET,

ATv TS5 [Applyl 227 U v 27 LET,

Yok ACE ) 7O/ T 4

JEBEACLO ACE ZBMETIIMET D L X2, ROT e RXT 4 ZRETEET, < D7 14—
IVRTIE, MERY 7 2A0HICHD [ RELZ 7V 7 LT, 74—V RTHEHATESF
TVl FEERIR, Bk, ERI3mE T ET,

[Action] : [Permit]/[Deny]

TRELIE NI 74 w7 2370 (BR) §250, B8 EIEER, ~—8) o0 2RL
i‘a_o

[Source Criteria]

BALEIELTWD MT 7 4 v 7 OREHDHME, [Source] 1TRETHAMENH Y 3
N, TOMDOT T T4 T a T,

[Source]

HEEITLOIPVA L7212 IPv6 7 KL A, 7 7 4 /b ML any TF, 2L TO IPv4
FEIPV6 7 RV RIZ—F L ET, IPv4 DB %E X —47 v MIT H551L anyd %,
IPv6 DI X —7y MZT 286 1Zanye Z# FNENEATEET, H—DFKA T
FL 2 (10.100.10.5 %7213 2001:DB8::0DB8:800:200C:417A 72 &) . 7 % v k

(10.100.10.0/24 % 7=1% 10.100.10.0/255.255.255.0 JEZ, £ 7213 IPv6 DAL
2001:DB8:0:CD30::/60) . *v hU—27 A7 V=7 "vETITRy NI—T AT V=7
kN ZNV—T D4, £FA v E—T 2 ADLHIEIEETE T,
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User

TATYTATA T7AT VA=AV EARLTOLHER, 2—FEcF=2—3
IN—T%2:T77 47 DOFEEFEITXELTHHRETE LT, 2—FRBEHLEH L TV IP
T RLARFIL— B LET, =2—V4% (DOMAINwser) . +—W% J—7
(DOMAIN\\group 2 DD\ FI/NV—T %%~ LET) ) | FlFa—F A7V =7
N IN—TEFETCEET, ZOT7 44—V RFTIE, [L.]EZZ VU v 27 LTAAA —N
TN—T MO FTERINT D10 DARTE AT H L0 HIX2 0T H T,

Security Group

Cisco TrustSec Z# NI L CWAIGEIL, BEX =2V T 40 JA—TD4HRX 7 (1 ~
65533) . FEEFXF VT4 IN—T ATV NEFEETEXET,

[More Options] > [Source Service]

TCP £ 7213 UDP 48— A & L THRE L% E&1X,. TCP, UDP, ¥ 72/% TCP-UDP
ERTERBFHOV—CAFTT V=l "oy, MBOA T V=7 NeAd 7> a V THRE
TEFET, BRI, e —ERADAEERL, EELT—ECRTERLEHA, &
B —EREERTLHES. s —E207 8 F2LFEHE e — v Rlc—#7
HVEPHY ET (L, MGFELHR— NEROHD/RNTCP 72 )

[Destination Criteria]

BAELEIELTWDB NI 747 DHF—5 >y NOFKe, [Destination] [X3%E T 5 MLEN
b ETN, TOMOT T 1 ZF T3 TT,

Destination

FEHDIPvA F721XIPv6 7 R LA, T 7 4 /L MiElZany TT, ZiULTXTDIPv4 £
71X IPv6 7 RLAIZ—E L E T, IPv4 DA EHX —F v MIT 55513 anyd %, IPv6
DRHHEH—20y NMZT 55T anye # 2N ZVEHATEES, B—OKRA N7 L
Z (10.100.10.5 % 721% 2001:DBS::0DB8:800:200C:417A 72 &) | 7% v b
(10.100.10.0/24 % 7213 10.100.10.0/255.255.255.0 JE=, F 721X IPve DA X
2001:DB8:0:CD30::/60) . *v "V —27 A7V x7 " ETZITRy NI—T FT V=7
N ZNV—T D4, £FA v H—T 2 ADLHIEIEETE T,

Security Group

Cisco TrustSec # NI L CWAIGEIL, BX =2V T 4 T A—TD4FHIRLX 7 (1 ~
65533) . FTEX 2T 4 SN—T F TV FEEETXET,

Service

IP, TCP, UDP R ED T 7 4 w7 D7 a bajl, 47 9 TTCPBLOUDP D
R—=FEEECTEET, T 74/ MIIP TTA, IV EEKKRT e harzfEEL
T A=y MNZTDHNTI 74w 7 XV RET A ENTEET, BEFIT,
LW DOEA TOHh—EA ATV xr NERIRLET, TCP B LUUDP OHE1T,
tcp/80, tep/http, tep/10-20 (AR— MEiPH) | tep-udp/80 (AR— bk 80 DAL:E D TCP 7=
IXUDP F 7 7 4 w7 i2—8) OLIICHR— FEEETEET, V—ERADEED:E
A OWTIE, JE8E ACE O — B ADfEE (12%—) 22 LT EX0,

. TOEXarvkOo—IL YR+
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Description

ACEDHMOFAZ AN LET, 1{TORKILFHIT 100 LFETTT, EEITE2 AT
EFET, FITECLIDERE L CEME, FRIE ACE ORNICEE SN ET,

N

GE) 12077 v b7x—2 (Windows 72 ¥) ETHFELINOXFTa A ME2BMNL, Fh
SOXTFEROTZ v 7 —24 (Linux 72 E) 2OHIBRL X S & LiziE, JTOCFR
E LSRR SN NT-OfMESCHIBRZ FATTE W A[EEERH Y £4, 2 @ﬁ%'JBE T, KM
SHEONTESEISERFETEZa—FRT57 7y N7+ —2DEKGEHEICE D HDOT
RS

[Enable Logging] : [Logging Level] : [More Options] > [Logging Interval]

nX T ATy a T, =IO Tsyslog A v —T %2 ED X HITERT H0E
EXRLET, INHDOFTvaid, 778AL—LE LTHERNEND ACL, DF Y,
A F =T =2 A AT SN TND ACL £7213 7 v — LT STy d ACL DA
HEHEShET, ZoF 7Y a MIMOMEICHEN SN TS ACL TIRERSLET, K
DaX T AT a s EFEETEET,

[Deselect Enable Logging]

N—Da X TR/ ET, ZO— I T AEGICHOVNTIE, Fo¥
A 7D syslog A v E—Y B RITENER A,

[Select Enable Logging with Logging Level = Default]

= IUIZT 74 houa X 7Rt ivE 3, S S -EE D &I syslog A v
T—106023 WHRITEINET, TTITA T UV ANRKELEZZIT TWDLE, ZDA Yy
TV ORITHE XY — BRI EE RIEFTRREENH Y 7,

[Select Enable Logging with Non-Default Logging Level]

106023 DV IZ, HEHI ST syslog A v E— 106100 BEES N ET, A v E—
ymmmﬁ\if%@mtybbt&%’%”éniﬁ % D14, [More Options] >
[Logging Interval] TRE L7-[HIfR Z L ICHERITS N, TOMBARNOE v MiaRLE
T, RIS X7 LU [Informatlonal] <7,

EEA v E—VE2ENT DL, WBOFEZEHTELHLLEHIT, BRI T
%y?%V@ﬁﬁﬁﬁgﬁﬁwiToUﬁ&%%xffwé%ﬁ\%/?%Vwmm
MFERENDZERHY ET, 2L, AvE—T106100 DE >~ b B2 FOAERL
W ENDF v v o2 ENTHEE 7 2 —0N . 1 DOMMRBIZE T 25 KEE#E 2
Tl EBRLET, TORET, 77747 A THBEZRET 572012, ROME
FCHEHEROINELZZ L ET,

[More Options] > [Enable Rule]

W= IVINT A ATT VT 4 T2 oTWDLNE I I, BEhTIe> T D —LiE, b—
NT =TV E LT E DT XA NTERRINET, V—AEEHTDHE, L—b
EHIERT A Z &<, /1/~/l/0> I\'774 v I ~OEAEEILETEET, 20D, D
Jo— VNS LI L 725 BCHEANTLHIZENTEET,

T7OEXarvka—)L YR+ .
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[More Options] > [Time Range]|

W= IVIST T 4 TN I8 TN D MEED B H IR L H &2 B2 HRFHIFEH A7 ¥ = 2
s DA, RRHFEH AR E LG E, v—WXEIST 27 4 7T,

Hi5k ACE DY —E X Dt#k

JEBE ACE D55 — B A 12iE, ROFKMEERRETEET, BHETT—EADEAIT, A7 3
EEUTCWETR, LVRESINTEY ., TCP. UDP, F721% TCP-UDP & LMEE T £
A,

IV b4
TEDOIA TOY—CRA ATVl NELRP—ER 4T V=2 b IA—TD4H, =
NOEDOFT Y =7 MU, UTCTHATLSESERMEREZODL LN TEES, 20
729, ACLIICH—E R EXRFFEHATS 2 LABHICTEX T, ERFERL T V27 b

WEBHEIN TSI, FEITHEREZADLIZY, MADA T V=27 MEER LY
THZERL, MBERIT V=7 FBRRONDIGERH D £,

Jobrtan
1 ~ 255 OFFHADOHAE F 7= 1Xip, tep. udp. gre 72 E OEEAI D4 HI,
TCP. UDP, TCP-UDP R— k
tep. udp, BL U tep-udp ¥— 7V — FIZAR— FEIEETHI ENTETET, tep-udp F—

T—R&EMEHTD L, top & udp ZEBICEHEEETICH O 712 ha/LoR— FEEXRT
XFT, R— MIKDOFETEETXET,

o H—7R— | : tcp/80, udp/80. tcp-udp/80, F 7= tep/www X° udp/snmp 72 £ DOREFID
-]j—»—- t\‘x% o

o K— NP © tep/1-100, udp/1-100. tep-udp/1-100 (. HF— k1~ 1000 (1 & 1000 %
i) IT—EHLET,

e A= MIFELL 2V RO 1= 2B L £3, 72& X, TCP A— b 80
(HTTP) LIAAOAEEDTCP b 7 4 v 7 IC—HEEHITIE, 1=tep/80 LF7E L £77,

A= REFLV/NIN  <EBIMLET, & xE, 150 REOTEEDAR— F D TCP
N7 7 4o 71— SEDHITIE, <tep/150 EFRELET,

e AR—REFLVRE WV >Z2BIMLET, & xIE, 150 OEEDOAR— FD TCP K
T 74 w7 I B EIEDHITIE, >tep/150 EFREL T,

GE) DNS. Discard. Echo. Ident, NTP. RPC. SUNRPC. ¥ I Talk I%£. FiLF I TCP @
EF L UDP OEZRDT HFNMLETT, TACACS+ Tix, A— F 4912 LT 120D TCP &
TN TT,
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ICMP, ICMP6 * v t—%
FFEDA vE—Y (ping =a —FRONEA vE—TURE) RAvE—Y a—NEe¥—
7y MCTEET, ICMP (IPv4 [f]1F) 3L TVICMP6 (IPv6 [A11)) % T /83— 5 EF i
FTV =7 FREEMEIN TN, FETOFRMERVBAREIIRLIGAENH Y F
o TBRUTKD L 91220 £,
icmp/icmp_message_type[/icmp_message code)
icmp6/icmp6 _message_type[/icmp6 _message code]
A=V FATIE1 ~ 255 OFIHOLAE F 7T OARTT, 22— FI% 0 ~ 255 OFH

OEE T, BIRULTZBENEBROX A F/a— K=+ 2R LET, £95L
e ACEDR—ELFEHA,

124 ACL DERTE

ATv T
ATy T2

ATvT3

ATvT4

FEYE ACL 1Z ACE D4R & arv Tt LTRENET, HTLWACL 2ERT2512x, £7
AT FEERTALERHY £3, TO%, E¥EACLT—7 VA2 L TACE ZiBML7-
D, BEFOACE #fRELZY, ACEZIT~_EX 7=V TEXET, ZOT—7 /I, ACLZHE
THEXLACLEZHEAT AR —%5%ET H L& ZIZ ACL Manager TH 7 & L THRRINE
T ELLOLAL, Vg v RUAOITE HFZBRWTEIRIZFE T T,

FEAE ACL TlL, IPv4 7 RLADHEMHALT, 857 FLADHREERLE T,

FIE

[Configuration] > [Firewall] > [Advanced] > [Standard ACL] Z &R L £7°,

B LW ACL 21ERT 28413, [Add] > [Add ACL] Z %R L, #4BiZ AN LT[OK] %2727V v
7 LET,

ACL 2T F BT —T MTBMENE T, U ACL OA4AFNIEETEEHA,
WONTNNEFEITLET,

« ACL DKBIZ ACE ZiBN¥ 521X, ACLA £ 721X ACL NOILE D ACE Z34R L, [Add]
>[Add ACE] Z &R L £ 97,

* ACE ZHFEDLFTICHAT 5121%, BEAFD ACE %Z3&IR L, [Add] > [Insert] Z3®R L CT%
D= D EIZ ACE %813 57>, [Add] > [Insert After] 38R L £ 7,

N VERET AT, VIV EEIRLUC[Edt) 227V v 27 LET,

ACED7u T 42 AN LET, WOAT T arBdH £9,

* [Action: Permit/Deny] : f8E L7 b7 7 ¢ » 7 ZFFA] GEIN) § 257, L GRIUER, ~
—H) THLERRLET,

“[Address] : F5 7 4 v 7 TH—DFEEEIIF—F v b T RLAZERLET, 10.100.1.1
RMEDKEAR T RLAMD, Xy hU—2 (10.100.1.0/24 £7=1% 10.100.1.0/255.255.255.0 &

T7OEXarvka—)L YR+ .
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X)) BRECTEET, F03, Xy hV—2 ATVl bEBEBRTHIZELTEET (HE
ATV 27 FOWNED [Address] 7 4 —/L Rice—REnx7) ,

* [Description] : ACE ® HHYIZBT 28 Z 117&H72 0 100 SLFLLFCAS L ET, EEAT
EANTEET, FIALCLIOERE L CEMEi, ERIZ ACE ORNICEE S ET,

GE) 12077 v b74—24 (Windows 72 ) ETIHFELANOLFTa A M &BMN
L. #NOOXFEMOTF v h 74+ —25 (Linux 72 E) mHHIBRLES & L
BA. TTOXFNIE L Bk SN2 DRESCHIFRZ EIT T 2 W AlREMER &
DET, ZORIRIT, FRESHEOLTZIFIERFETZ Y a—RT57 Ty
b7 = D DEFEIC L 2 b DTY,

ACEDEHRNTET LTeh, [OK]Z 27 Y v 7 LTT—7 M —LZBMLET,

[Applyl 27 U v 27 LET,

Webtype ACL D% E

ATy T

ATy T2

ATvT3

Webtype ACL (X, 77 AT MLV ASSLVPN hT7 7 4 v 7 D7 4 NE )T BEDFR Y b
TU—27, 7 Fxv b, FA L, BEOWeb Y —"~D2—H 7 7 ADOHIRIZHEH S ET,
T4 NE EERLROVGEIE. TR TOHRMNTF AT E4LE T, Webtype ACL 1% ACE D4 HiffS
XarvrFLlLTEREINET, HILWACL #EKT 512X, T 207 T Z2ERT D 0ER
HVFET, TD%, WebACL 7— 7V &ML TACE ZBML7ZY ., BEFD ACE 2L
720, ACEZI~EX/-0 T&x ¥, ZOT—7 /I, ACLEZHETHE &L ACL 9
HARY —%FRET DH L EITACLManager TH¥ 7 L LTHEREINET, ELLOHEEL, Uy
v R ~DITE F 2RO CFIEXFR U T,

Webtype ACL (213, URL fEARIZINZ TIPv4 7 KL AL IPv6 7 RLADMA B OEEEDDH Z
EWMTEET,

FIE

[Configuration] > [Remote Access VPN] > [Clientless SSL. VPN Access] > [Advanced] > [Web] >
[ACLs] DJIEIZIEIN L £ 7,

B LW ACL 21ERLT 28413, [Add] > [Add ACL] Z &R L, 4BiZ AN LT[OK]Z 27V v
7 LET,

ACL 2> 7T —7MZBMsnEd, B Tloar7F2&IRL TRt 227 Y v/ T5%
ZLICkY, arT S OL4RIAERETE ET,
WONTINNEFITLET,

« ACL DKBIZ ACE ZiBN¥ 521X, ACLA £ 721X ACL NOIEE O ACE Z34R L, [Add]
> [Add ACE] Z R L £ 77,
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« ACE Z € DBATICI AT 5121, BEFD ACE 23R L, [Add] > [Insert] Z &R L C%
DV—v D _EIZ ACE %3BN9 % 5>, [Add] > [Insert After] %3N L 97,

=L EMRET BT, V=L EBIRLCIEdit) 227 VU v 7 LET,

ATY T4 ACEDTuXT 4 AN LET, BRTIHIERA TV aidkoEEsh T,

* [Action: Permit/Deny] : f8xE L7 8T 7 4 » 7 ZFFn] (GBIR) + 2570, LG GBIFER, ~
—%) TONEBRRLET,

« [Filter] : 485GICHKAS T 7 4 v 7 —8S M, 7o barz@RL Th—% (7
VCRARETFANE) BEASTHIEICL > TCTURL ZFRET A0, IPv4 £721%1Pv6 T
FL AL TCPH—ERERETDHIENTETET,

ERARER T R TOA T > 3 IOV TIX, Webtype ACE D7 12 /37 ¢ (15 3%—2) &5
LTLEEN,

ACEDEZRENTET LG, [OK]Z27 Y v 7 LTT—7 M — v ZBIMLET,

RTv 75 [Applyl 227 U v 7 LET,

Webtype ACE D 7' 0/37 «

Webtype ACL @ ACE Z B E7ZITMRET H L T, ROT T 4 AR ETEET, <D
T4V RTIE, WERY 7 AOFIZHD 1) RE %27V 7 LT, 74—V RTHEAT
ELAT VT FEBRIR K, EITRETEET,

HED ACEIWZDOWT, URLEIZT RLATIANANZ Y U T$TAZENTExEST, 727701,
WMHFTT 4 NFTDHZLITTEEEA,

* [Action: Permit/Deny] : f8E L7 b7 7 4 » 7 ZFFA] GEIN) + 2570, L GERIUER, K
—%) TH0EERLET,

« [Filter on URL] : %6%C URL (233K T 7 ¢ v 7 —85Kf, v barz@R LT
Y= (AT arTRRET 7y ANA) AN LET, T2& 203
http://www.example.com & ¥5E L ET, F7iL, TXTOF—"EZ1TT DI,
http://*.example.com & f57E L £3, LT TlE, URLDOFEEICET 5> b LilRFH
ZWNL DR LET,

« T RTO URL 2 AT 2541, any 2B L E T,

« [Permiturlany] &fFET DL, 1780 hap//H—1PA ] OFAD URL
FT_RTHASH, ZONRF = —H LRV T 7 4 v 7 (R— Mgk E)
Ty 7 ENFET, BERZIESNRAE LR WL S, KERR— T (Citrix D
BB IR — bk 1494) ~O#e 2 FF % ACE ZfiH L TS 72 &0,

e Av— |k M)t ica T VA L. smart-tunnel:/ & ical/ DX A TNZDIr—
B9 5729, [permiturlany] Z#fiH L7ZACLICE > TEEE2ZITHZ LIEHY
¥ A,

T7OEXarvka—)L YR+ .
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X 57 m b3k, cifsy/, citrixy/, citrixs://, ftp://. http://. https://.
imap4://, nfs://, pop3:/. smart-tunnel://, 3 J Nsmtp:/ T3, v ha/LTUA
WA= REMERT 52 b TEET, 2& 2, hit*] ihttpijZU\https IZ—%
L, TAX YR ¥ |3+ _XTCO7u ha/W—HLET, &2
*://* example.com |, example.com v kT —7 ~DFT X TDH A 7 @ URL ~N—
A2 N7 4 v Il =B LET,

e smart-tunnel:// URL 25 ET 5 &, V— LT E2EZHLH LN TEEF, URL
WZRRAZEDH T LT TEER A, 72L& 21E, smart-tunnel:// www.example.com |
U AFLATHE T 23, smart-tunnel://www.example.com/index.html 1352 {7 AFUAS A]
<7,

s TAXYRY (%) *@iiﬁﬂ%%@&%ﬁ@iﬁﬁua:#ﬁz LET, §3TDhttp
URL [ —E S W25 (2i%, http//*/* E AT LET,
« BEfAE 2 1 HMEE D 1 ST —E LU,

Ay ([]) : LFOFRPMALRRET DB Cﬁﬂﬂ?’éfﬁiw%f‘?’ A7 AN
BESNEHRMEIETAEED | XFI—HLET, &2t
http://www.cisco.com:80/ & http://www.cisco.com:81/ D ifj 7 u*ﬁéﬂié Wi

lhttp://www.cisco.com:8[01]/] & AJJL FE7,

« [Filter on Address and Service] : 48567 RL A LY —E R HESNWTF T 7 4 v 7 ZHBEL

* [Address] : 655D IPv4 £7-1ZIPv6 7 RL A TY, T _TOT FLAIC—HEH BT
X, TR_RTOIPv4 £721X1Pv6 7 KL A —E9 % any 2 L £7, IPvd DRI

B XTI iTanyd &, IPV6 DA —H T 2 iFany6 A L £ 9, BE—DFEA b

7 KL (10.100.10.5 £ 721% 2001:DB8::0DB8:800:200C:417A 72 ¥) . ¥ 7%~ b
(10.100.10.0/24 %7213 10.100.10.0/255.255.255.0 JE 2. £ 7213 IPv6 DA T

2001:DB8:0:CD30::/60) #{EETEE T, F/lF, Xy NUV—27 ATV =7 FEER

LT, A7V hONKET7 41—V RiZe— K752 TEET,

* [Service] : Hi—® TCP ¥ — ¥ A {Lkk, T 7 4 /L MIA— K2 LD tep TT A, H—D

R— b (tcp/80 <° tep/www 72 &) F 71X — M (tep/1-100 72 &) HIFETE £
T, HATEEDDLZENTEET, 72&ZE, 1=tep/801E 80 LIS DR — k| <tcp/80
1% 80 K DT X TDR— h, >tep/80 1L 80 DT X TDHR— KT,

« [Enable Logging] . [Logging Level] . [More Options] >[Logging Interval] : =¥ > 7 47 =
CTIE. FEBIC T 7 4 v 7 AR H— IO Tsyslog A vE—V % LD X 512k
TN EERZRLET, ROXU T T v a 2 RETEET,

* [Deselect Enable Logging] : /L— /A Dua X2 72z LEd, ZOA—LTHEIR

HRT T4 7IZONTE, EDOX AT D syslog HRITSIVER A,

* [Select Enable Logging with Logging Level = Default] : /L —/LDF 7 4/ k 0¥ 7%

B L E4, EE SN b T E T syslog A v E—30 106103 23 ¥ITENET,

. TOEXarvkOo—IL YR+




| 79€xavrp—Lyz+t

TTTAT VADKBELEZ T TOD5E.

B KITITREMED DY £7,

Webtype ACL 045l .

ZDA =TV ORITHE T — BRI

» [Select Enable Logging with Non-Default Logging Level] : 106103 Oftb V12, £ X

7o syslog A v E—2106102 22t L E4, A vy E—1061021F, FFHEMICE » b
L7z & TRITSNET, D%, [More Options] > [Logging Interval] Tk iE L 7= k3
TLICHEITSN, TOMBAOE v MEERLET, #RShrF T LayLid

[Informational] T9,

* [More Options] > [Time Range] : /v —/V T 77 4 T/ > TWDMENH 5 REfEHE L HEH
ZIEFRT DM A7 Y = 7 S O4RL, REEEEH A RE LeWEE, v—/TEICT 7

T4 7 TY,
Webtype ACL M5
PUFClE, Webtype ACL @ URL “X—AD/L— LDz DhvRr LET,
TALE %
S url http://*.yahoo.com/ Yahoo! X T~D7 /&A%
R LET,
bR url cifs://fileserver/share/directory | 5 @& X 7= FTICH 5 3_T
DT 7 AN~DT 7 A%AR
HLET,
BiER url https://www.example.com/ WBESNEZ77AL~DT 7
directory/file.html b 2 AL L ET,
2] url BESNEZHFT~DT 7 & A
https://www.example.com/directory | 22wy | % 4,
fEA url http://*:8080/ R— b 8080 Z 1 L 7={EE DY
FI~OHTTPS 7 7 & A &4
l/\gz TO
A url http://10.10.10.10 10.10.10.10 ~® HTTP 7 7 &
2 fESELET,
S ET url any EEDOURL~DT 7 & A& FF

ALET, BEIE, wl Tk
AHERTHACL D & Iff
AxhEd,

FU/EZRaAvkA—L YR b .-_
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ACLOE=R1)>2Y

ACL Manager, =% ACL, Web ACL. 3 X O\ EtherType ACL 7 — 7 /LiZi%, ACLNE &HT
%%éhiﬁokﬁb\%ﬂ42_ﬂﬁénfwéW@%E% ICERTHITIE, kOa<w R
PEALET, =<2 K& AJ$ 521, [Tools] > [Command Line Interface] %R L £,

« show access-list [name] : % ACE Di7& 5t by b v haEHe T 72 A U R MEFRR
LET, ACLAZIELTLEIN, £5LARNE, X TOT7ER R MRRRS
ET,

« show running-config access-list [name] : BAEFATL TWAHT 7 A VAN a7 4 X
L=y arzFfoRLET, ACLAZIHEL TS, £HLARVE, $THOT7 71X
UAFRFIRSNET,

ACL O f& &

HaE

iy

yy—2 55

FEAE . Pk, Webtype ACL 7.0(1) ACLIX, *v MU= T BRAZHIFILIZD, &F I F 0k
RBEEHTL2 N7 74 v 72 BE LIV T2 ENE
T, JREE7 78X a2 hu—/L U A M, through-the-box 7
IR b=t ZOMDON ORI S E
T, fEHEACLIE, V— bk w7 & VPN 7 4 X TR &
F£9, Webtype ACL %X, 7747 FLASSLVPN 7 4 /L%
Vo 7 TCEHSIVET, EtherType ACL IE, IP LIAAD LA -7 2
N7 47 ZHLET,

ACL %% E$ 572 ® ACL Manager 35 X OV DD ~2— A3
BNEhE L,

PLE ACL TOFEBEDOIP 7 KLz |8.3(1) NAT E 7213 PAT 235 & 13, S JE2HEET. ACL
TO BT T RLABIOR— FOMHNREIZ/2 D £
T AL DOEREICOW TR, BRI TV RWEREDOT R
AL R— b%ﬁ%#ézﬁﬂﬁwiﬁo%%®7hvxkf—
FMERENDSDT, NATZ V7 4 Fal— g U NEHEX
NTH ACL 2B LT 5B <20 7,

JEHEACL CTOT AT 7474|8402 TATYTATA T77AT UV —NDO2—FEBLOT L—7
T AT A —DYIR— |k ERETEBIHATE DL IRV ELE, TA4T T«
T4 T7AT U4 —/LACLILT 7 &R L—/L<° AAA L—)L
LBz, BIXOVPNEEEIZEEH T £9,
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accomEE i

HaE

iy

1y—x

Bl

EtherType ACL 23 IS-IS N7 7 1 »
7 e R— b

8.4(5). 9.1(2)

FNTUAXRT L N T7AT U4 —/LE— RFTIHL, ASA D
EtherType ACL ZfEf L CIS-IS 77 4 v 7 ZHIfHI T& % k
2Ty F LT,

WO HENAETE S4uE L7z, [Configuration] > [Device
Management] > [Management Access] > [EtherType Rules],

YEAE ACL T Cisco TrustSec D
A=k

9.0(1)

Cisco TrustSec TF¥ = V7  F)—TF % EETT L SuIfEH T
XBHXCRVELE, TAT T AT 4 77 AT T4 —)b
ACLET 7R L— L It TEET,

JE5E ACL & Webtype ACL C® IPv4
7 RLRAEIPV6 7 R L ADKEA

9.0(1)

JIBE ACL & Webtype ACL CIPv4 7 KL A & [Pv6 7 KL AR
TR—FEND LI F L7z, FErBLU%EICR LT
IPv4 BENIPVv6 7 RL ADMABGDLELIETEXET, any
F—TU—FiE, IPVABEIPV6 T 7 4 v 7 Z2HRT L HITE
WENE LT, IPVADHD NT 7 4 v 7 %FKT anyd ¥ — T —
K&, IPv6 DHD NT 7 4 v 7 %2FKT any6 ¥ — T — RAEN
SERE L7, IPV6 [EA D ACL 1TIEHELE T4, BEFED IPv6 ACL
WEHEE ACL IZBAT SN E T, BATOFEMIZOW T, VU —
A J— R EBRLTIEIN,

OB EAEE SVE LT,
[Configuration] > [Firewall] > [Access Rules]

[Configuration] > [Remote Access VPN]>[Network (Client) Access]
> [Group Policies] > [General] > [More Options]

ICMP =— RIZX > TICMP 5
TA T BT ANEN L TTBHRED
DOYE ACL & A7 Y = 7 MhEdL
G

9.0(1)

ICMP =2 — RIZHESWTICMP R 7 7 o v 7 OFF A £ 72 134 A
MNTEDLLIITRYELT,

WOBEEAEAEZFERESNE L,

[Configuration] > [Firewall] > [Objects] > [Service Objects/Groups]

[Configuration] > [Firewall] > [Access Rule]

ACLBLEOA T V=7 NEimET
AHlzoDar7 4 X2l — g
Ty ia v
TIEANV—=VNTOL T
B L ONACL OHIFTSR

9.3(2)

M L7-arvy 7 4Fal—vartyi g TACLBILOA
TVl NERETELLIICRVELE, A7 V=7 PBX
WACL ZRi ST 52 EHAETT, 2F 0, EEHFMEL
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