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ZIZTE, Xy hT—27 T RLUALEH (NAT) & ZOFREHFECHOWTHBHALET,
« NAT ZfEHT 2BH (1 _—)

* NAT DR (2 ~X—2)

NATDOHA RZ7A v (73—=2)

« XA F w7 NAT (153—)

« BAF w7 PAT (24 —72)

« AHXT 47 NAT (45 _—)

cTAT T 47 4 NAT (59 ~=—7)

NAT DE=Z VU 7 (66 2—)

« NAT OJEE (67 ~<—)

NAT Z {9 S H

PRy hNT—ZHDOFZEa L Ea—ZBLRTF AL ZTIE, AR NEBRMTAEEDOIP 7 R
ANREN B TENTWET, XT Y7 IPAT RLARARELTWATED, ZhE5DIP TR
VADKEIZIETTAR=FTHY, TITARXR—=F DRERY NT—T DOHEIN—T 4 T
TXFEHA, RFC1918 TlX, 7 RAX A I, WHTHEHTE 2794 X—KIPT K
VABKRD L HICERINTWVET,

«10.0.0.0 ~ 10.255.255.255

« 172.16.0.0 ~ 172.31.255.255

*192.168.0.0 ~ 192.168.255.255

NAT D EZRERED 1 DI, FTAX—FIP Ry FT =7 BA U Z—Ry MIHERTE D LD
2922 &LTH, NATIZ, 7IAR—FIPT RLREARTY w7 IPICESHZ, NETZ A
R} %y NT—ZIHNDTTA_R— | 7 RLREAT Y v £ F—Ky hCEFHATERE
RO, V=T 4 VT AFERT RVAIZEHBLET, ZOXHICLT, NATIZ X7 Y v 7 TR
VAERMFILET, Zhud, 2y hU—=7 B L TI2DAT Y v 7 7 R LR 248
(ZHRNRICT RAZA XG5 LD ICNAT ZRETE 2006 TY,

NAT OfthOFEREIZ X, DB Y T,

v bT—0F FLRZEHE (NAT) .
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B vwrozs

cBX 2 UT 4 N7 RLUAZERRR L., BEEREZGIELET,

CIPA—T 47 VU a—al NAT AT 281X, BEEIP T FLAXRMBEIZRY F
A,

o Bk ANESTCREFIRIRE/R R T ) w7 T R L RSB LR B2 I, NPT FLy v
72%%A%%ET%ifotkiﬁ\4V&%Z/%k77th%@#%ﬂ@%Q\

A S —=Fy MIIZREE P T KL AZHERFCE LT, NEBRICIEY— 07 LA
EETEET,

qw4&wm(w%%/F%%P@A)@W@W@(Nﬁyay9mnuh) : IPv4 % v

KT —ZIZIPv6 X v NU— 7 6T 288135 NAT ZfEHT25 L. 2 20X A4 T7DT
RUARBICEBREITO ZENTEET,

GE)  NATEMATIEDY FHA, BED N T 747 By MINAT 2% ELRWEA, TDO T
T4 ZIIBEREINFEREAN, EXFa VT4 R —3T_RTEFEEBYICEAINET,

NAT O ER

Z ZTlE. NAT OFEERIZOW T L E T,

NAT O FH3zE

COw=a T VT, ROMEBEEFEALTCHET,

e EEDT RLVA/KRAMEXy NI—=J /0 F—=Tx A A BEEOT RLALIE, RART
EFZINTWD, BHATOT RLATY, WXy NT—=2 P97 78295 L&
WER > BT — 7 ZEET 5 &0 ) BRI NAT O+ U ATk, Ry b7 —27 0
[EBED ] Fy MU= EF, WEkry T —27 7210 Thel, T30 AR I
TWAEBEDOX Yy NU—JIIETEDLZLICTEBELTLEEIY, LEB-T, M7 R
VAEREBRT DL IOICNATERE L7256, [EEDO] X, /xry b —27 BNEF v
%U—ﬁﬂ?ﬁtxbt&%@%%z/FU—&%%Liﬁo

ey BV T T RLARANMNEYy NI—J /LA v B =Tz A<y T T RLAEIT
EEEOT RVANEMINDST RLATYT, Ny NI =7 BINRIZT 78295 & &

WZNERR Y U — 7 BT 5 L 9 fiURAG 72 NAT O U A Tid, AMbxry v —72
NIy 7] 2y NTU—TIZRVET,

N

GE) T RLVAROEHF, TNRA R A H—T x4 ATHES NI IP
7 RLVARFEBINEE A,
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nat 547 |

« WBFRDBRMG : AXT (7 NAT Tid, WEMICERZGTEET, 2FED, mX b
SO LR A ML OO ZBGTE £,

s KETBIOFEED NAT : (EE DO/ 7y MZOWT, BMETIP T RL R E5EEIP T L
ADM 7% NAT L—/L &l U, 1 DFE2IEM G 2L #T 5, £I3EB LN &R
TEET, AXT 14 v 7 NAT OE, —/WIRFGFRTH L2, T2& 21X, FFEDO#H
ens T585e] 7 RUVANBRAETHHAETH, 2004 RE@E L Toa~vy REBILURY]
Tix [FEEL) BEWY 5658 DMEHEINTHWAZ EIZERLTLEIN,

NAT 2 A4 7

NAT (I, ROFGiEzFHH L TEETE 7,

e HAF I NAT : EBEDOIPT KLADT)L—7703,  (@@FEIL. LW/hEn) v v B
TIPT RLAD T NN—FIZHEEE Ty B I ENET, BEEORA NN NT 7 4 v
I EBBRTEET, A4 FIv 7 NAT (155—3) Z2BH LT EEWN,

A AF IV R—F T RLREH (PAT) : EEOIPT RLAD T L—TFRn, 150D IP
T RLRAC v BT ENET, ZOPT RLAOR— I MMERAESNET, 4TIy
7 PAT (24 X—7) LT E IV,

s AL T 4w NAT : EBEDIP T KL AR~ BT IPT RLALDETO—E L~y
BT, WMEEIC N T 7 4 v 7 &ETEET, AXT 4 v 7 NAT (45 X—) &5
LTLFEEN,

s TATUT 4T 4 NAT : EBEDOT RUANRE—T RVAIZAXT v 7 IZEB I,
ARENZNAT ZNSA NRALET, KEBRT RLADITNVN—T BT 5500, /hI N
7 RLADOT Ty MIGBTA2EA1E. NAT2# ZOHETHRETEET, (TA4F
T 4T 4 NAT (59 X—7) | R LTLIEEN,

2y RIT—9AT Y FNAT £ & U Twice NAT

K N =0 F T2V b NAT B X W twice NAT £\ 9 2FEFHOFIETT N L ALz RBET
F7,

twice NATOBISRE A LB L L7e WAL, Fy N —2 A7V =7 N NATZERTLHZ L
EREIWDLET, Xy MU= 4TV =7 b NAT OFRENRS T, Voiceover IP (VoIP) 7 &
OT TV r—a CTIEEEEREWGENH Y £9 (VoIP TiX, L— A THEAINTND
TVl FOWTIUCH R I WHH#ET RLAOEBN KT 52 E083H0 £9)

Yy bD—9A Ty kNAT

Py NI =T F T2 bONRTA—=H L L THEREINTNDTNTO NAT L—/VE, R
NTD—UFT V=2 N NATV— Vv ERBSNET, Tk, x>y hUV—27 A7V =7 T

NAT Z R ET D 72O OO FIETT, Lo, ZA—7F A7 V=7 ML TZ
NHEDONL—NVEERTHZ EIXTEERA,

v bT—0F FLRZEHE (NAT) .



#y b7—47 FLAZEH# (NAT) |
Bl TwiceNAT

Iy NT—0 F T2l NEBRETHE, ZOF TV O~ LT T RLRAEA VT
AT RLRELT, FREMOXY VU= AT 20 "Ry NU—0 T2 b
=T DONTNNnE LTHATED L) £7,

Ny NI U H—=T 2 A RAZADE, BETXIPT RLALSEHIPT KL ADEHEN F v b
U= X7l ENAT b— Vv EREGINET, FERIORENMTOIASE, X7y NAD
EETIPT FLAESEHEIP 7 FLAIL, RO — k> TEWMTEES, ZhbhL—
T, HEICHEMTT bR ChERA, T 74 v 7G0T, BRDMAEDEDIL—L %
HHTEET,

JV—)VINRTNZ I 5 Z &7 7=, sourceA/destinationA C sourceA/destinationB & [ Bl D25 #4
PITONDEIITHBETAZ LI TEERA, ZOREOBAEIZIL, twice NAT Z2EH3$5 2 &
T, 1 OONL— )V TEETLT RLABIOSEET RLAEZ#I T ET,

Twice NAT

Twice NAT Tl, 1 2O/ — /L TEEILT L ABXOSLET RLADM F#i#B & £,
HEEILT LR LT FLADOE G RET D & sourceA/destinationA T sourceA/destinationB
CIIRIOEBRM TN S L HICHRETE F7,

N

GE)  RZT 4 w7 NAT OH, V— VIR FRTH L7280, =& 21X, FFEOHERN 5k 7
RUANBLRAETIHATH, 200 F2BLTOa~y RBXOHHATIE I#E1x BX
O T WMERASHTVWAZLICEELTLEEWY, HExE, A= 7 L AZEH %z
THAZT 4 v NAT % E L, HEEILT KL A% Telnet —/3& L THRET 2551,
Telnet — NZ[AIND T _XTD N T 7 4 w7 DR— K% 2323 05 23 ([CAEBT 5120, s
HEFIEA— N (RS : 23, v v B 7 :2323) 2EETHLENRSH Y £, Telneth— 7
RLAZEETLT FLRAL LTHEELTWATZYD, TOEETR— MR ELET,

SEHET RLAIZA T a T, ST RLAEZEETAEES. 8AeET7T FLARHHICw v E
VITTBEND (TATT 4T 4 NAT) | BIOT7 RLRIZ v B 7 TEEd, s~y B
T, WA T 4 v I =y BT TT,

2y bID—9 AT x4 k NAT & Twice NAT D LEE
B2 DD NAT XA TOEREWIL, (RO LB T,
cEBOT RLADERGIE

cFy NI—I FT7 V27 ENAT :NAT 2%y NU—0 ATV =7 hORTA—HF L

LCEHLET, Ry NU—2 A7 V=7 M, IPKRR b, i, E2EH 7%y
FNOLETEIEET HDOT, EFEOIP 7 RLATIERS, NAT 2 7 4 Fal— 3
VRNDOF TV NEMBHTEET, XYy NU—27 ATV FOIPT R AN
BROT FL AL LTHEELEYS, ZOHETIE, Xy NV—F A7V =7 hnar
74X a2l —va yOMOHSTT TIEHINTWTS, Z2O0OXy NT—27 7
V7 MINAT ZRFFHIZIEMTE £7,
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NAT L—ILODIER .

e Twice NAT— EBEDOT RL A~ o B T RLADW G OXy "I =0 F TV =7

NEFIESRY NT—2 A7V b IA—T %A LET, 2084, NAT T3 v
NI —20 T2 FONRTA—=FTEHYEFA, XY NTV—7 FT7V=7 b E
I NN—7N, NAT 2 7 4 F a2l — g DT A—FTT, EEOT FL A
DAY NI—=7 ATV N TN—TZ2EHTE DT &1L, twice NAT 28 KD A —
FSTNTHDHLEEBEWRLET,

o« E{F I L O%ESE NAT D31k

c Xy NU—I ATV r FNAT— Fb—iF, 7y hOFEETLFE IS 5ED NS
MICHEATEET, ZOH, HETIPT FLA, 584 IP 7 RLAICFRLFR L

DFTO, F2o0N—AMEHINAGAE bV ET, 20X 20D — %1

DIFEE L, BEITBELETICHR L TRHEOERZREIT 52 LixTcEEHA,

* Twice NAT— 1 DD /L— /)L CEEIL L4 DOM G2 LB L £, X7y MI 12D
=MD B—F L, T LEDODLV—VTTF =7 ENETA, 7 g DT
bvx% XELRWEATH, v~y F 7353y ME 120 twice NAT /L—/L 72

o= LE9, FErB I OSLIFMAEICHEOMTT bnd iz, BEx sk nii

&Abﬁ’mtf BaprErEfcaEd, mLxd

. sourceA/destinationA {2
1%, sourceA/destinationB & (X B/R DB A RETEET,

« NAT L— L DJIEFF,

e Xy NI =2 F TV h NAT— NAT 75— 7 /L CHBNCIEF T S E 1T,

e Twice NAT : NAT 77— 7 NV CFEITIEFAFIT LET (v hU—2 477 b NAT
JL—)LDRITETZ13#)

NAT )L—ILD)ER

F FU—7 47 =7 b NAT BIL D twice NAT b— 1L, 3 2D1 7 v 3 125 73)2}17"

—DTF—TNVIREEINET, BUICEZ a1 OA—, Wik Z S a v 2, BRI

Tar3in) ki, —ERRONAETIERICEASINET, mExiE &Y /a/lf

—HE N RO TZBE, B va 2t a3 TEHMiENEY A, ROFEIZ, KRS
TarHNOL—ILDIEFEZ R LET,

RI1:NAT)L—)L F—T L

F—TILD+t
AV IL—ILBAT O arvHDIL—ILDIERF
Y7 g1 |Twice NAT

AT 4 X2 b—a VBT AIEIC, BAO—E—
ATHASNET, BRUO—ENEHSNH70, —fk
m@w—w®wulﬁ®w—w#%6ioLTébﬁﬁ
HVET, 2o LRWGAE, EAEOL—LEHRFELY
W CERRWATREMENR H Y £9°, T 7 4L N TlL, twice
NAT L—V3 k7 a1 icBEmEhEd,

v bT—0F FLRZEHE (NAT) .
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F—TILD+E
gvav L—ILB2AT

O avRADIIL—ILDIER

vrvar2 | Xy NU—I AT
Y= 7 b NAT

v gl T—HBRONLRWES., BV a2
D=V RRONEFTHEH I E T,

1. AZT 47 b—)b

2. XA FIvr —

BIL—ILE A TTlE, ROIEFHA ES4 U FERSH
E3C IR

1. EEOIPT FLRAOE : /NrHRDIE, 72& %
. T RLABR IO TV M, 7T RLan
W0EOF Ty =7 FED BRI SN E T,

2. BENREUBREICIE. 7 FLRAEE (ENSEDIE)
MEAESHET, =& 20E, 10.1.1.0 1%, 11.1.1.0 &
D LIRS E T,

3. AUIPY FLARER S5 E, Xy hU—2 4
T2 FDLBINT VT 7y MECTHEH SN E
9, 7= & 21X, abracadabra ¥ catwoman £ ¥ S IZEE
fisvET,

+ 27 g3 |Twice NAT

FE—BRRONERWGE, B a3 O— LR
LT 4 X2 L— g VICBRETBIEIC, BRo— S —
ZTHMAENET, Z0kv 73 0203, Kb 1A
N—NEEDLVENRHY ET, 2O a By
TH, RNV — LV ORNZEAG DL —LAHR KD L HIZ
THMLENRDY FT, 29 LRVWGAE, — N2 L—L
DHEH S IET,

72 ziEvr7var 20— TlH, Xy FU—7 7V 27 PRICEBZESINTWAERD IP

T RVABHDELET,

©192.168.1.024 (AZT 4 v 7)

©192.168.1.024 (XA F I v 7)

©10.1.1.024 (AXT 4 v7)

©192.168.1.1/32 (XA F v 7)

©172.16.1.024 (XA F v 7)
©172.16.1.024 (XA F v 7)

(AT V=7 k def)
(A7 =7 b abe)

ZORER, HHINDNEFITKRO LB TY,

. v T —07F FLRAZH (NAT)
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naT A > 5—Tz42 [

©192.168.1.132 (XA F I v 7)
«10.1.1.024 (A&7 1> 7)
©192.168.1.024 (AXT 4 v )
©172.16.1.024 (¥ A F v 7)) (7Y =27 | abe)
«172.16.1.024 (XA F v 7)) (F7¥ =2 b def)

©192.168.1.024 (XA F v 7)

NATA B2 —T14(4R

TV TN—F A N—=DA B —T = AKRRE, AEBDA L Z—T A X (DFEY,
TRTCOA L H—T oA R) IZHEHATEDLEICNAT V=V EZRETHI L, FFEDER
DAV E—T A ABI PR~ B T A =T =2 AEWNTHZ L TEET, EFEOT
RURIZIHMEEDA V=T oA ZAEFETEET, vy BT A X —T = A AITFFED
AUVE—T oA ALRETEET, El2iL, ZOHHFEETT,

e 2 BEOA =T 2 A ATRILTTAR—=FT RLAZMERA L, SME~DT 7 & A
R T _TOA v X —T 2 ZAZF L7 00— L F— W IEBT B854, EBEOT KL R
EEDA A =T 2 AZEEL, ~v 7 7 RLAIZToutside f X —7 = A A%IEE
L9,

1:EE2DA 22 —T 4 ADIEE

L e

//—\. ¢ Outside
Lroaaiat

10120 209165201 .1H00x |

e, SECUTIRY
IAppIia nce
[

10.1.2.0 101.2.0 101.2.0
i (f—’"“' T~
i} 3 9 E
any I:L_\hEng’_J IR_\I':.ﬂktgf:} ”\__k_HH_,.'J :

NATDOHA K542

ZIZTIE. NAT ZEBIET A DDOHA RT A4 ATHOWTEEICHA L 3,
NATD DO 747 94— ILE—FKDHA KSA4 >

NAT X, =T v RE—KEMTF VAT LU N 77 AT U4 —LE— RTHR—-FEINT
WEJ,

v bT—0F FLRZEHE (NAT) .
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B rsnatosns s

2L, TV I N—T R NR—DA v B —T 2 A A (TN TN—TIREA L H—T =
AAD—FTHDA v H—T7 A A, BVD) TO NAT ZEITITKOEHIRLBH D F5,

TV T T N—T DAL N—=DNAT ZRET DHIZIE, AN~ X —T = ALIETE
LET, 7V I N—F o2 —TxA4 % (BVI) ONAT BEZRETHLITTX
FH A,

TV TN—T A N—=DA X —T = A AW TNAT Z#E(TT 5 & =121x. EEORB
S~ B 7 ENTET RUVAZBETDHOVNERHLVET, ¥ —T=f AL LT HE
Bl ZBEETAHZLIEITEERA,

AU H =T 2 A ATEHINLTWDHIP T FLARRW=D, v~ v B 73T FL &
NIV P TN—T A N—DA v H—T oA ATHIEE. A X —T A APAT %
RETHZ LIFTEFERA,

EETL LA =T oA ANR T TV v TN—T DA R—ThH DHGE, IPvd &
IPv6 % v b U — 7 BOEHITTE £ A (NAT64/46) , A X T 4 7 NAT/PAT 44/66.
HAF 2 w7 NAT44/66 B L ONF A 2 v 7 PATA4 12 NFal &b ikETh o, XA
2 v 7 PAT66 I3 AR— h S EH A,

IPVe NAT DA K54 >

NAT TiZ. IPv6 DY HR— MIRDHTA KT A » EHIFIDENE S,
e N—T v RE—RAUZ—T 2 A ZADOYEIL, IPv4 & IPv6 & D DZHLE TX £7,

cFULTYV D TN—TDANRN—=THDA L Z—T A A TILIPv4 & IPv6 D] DZEHLIT
TEXFEHRHA, 20D IPv6 £7-1L2 DD IPv4 X N — VB TOLERTE F 1,

BTV ITN—=T DA F—T =2 A TEHT D L E1E, IPv6DZAF I 7 PAT
(NAT66) ZfEHTEEHA,

« AZT 47 NAT DIEIL, 164 ETOIPv6e Y7 %y FEAEEETEET, XV K
EWT TRy MIVR—FINFERA,

« FTP % NAT46 & & HIZHEHT 2581, IPVAFTP 7 7 A 7 b3 IPv6 FTP H— N IC B¢
THEEZ, 7 TAT v MIYEE Ny T F— K (EPSV) F7I3IEER— b — K
(EPRT) Z{EATAMLENH Y £3, PASV 2~ REB LU PORT =~ RiE IPv6 TlE
FR—hENEHA,

IPv6 NAT DR X + 759574 R

NAT 245 &, IPv6 %y hU—7 ], EHIZIPVARBIUIPV6 R U — 7 O TE#T
XFET O—TFT v RE—FDH) , RORRAN TFT77 4 AaHERELF7,

* NAT66 (IPv6-to-IPv6) : AHXT 4 v 7 NAT 952 La2fELES, ¥4 FI v 7
NAT F£ 721X PAT 2 TE F92, IPv6 7 RL AT KREIZH D20, FA4F I v 7 NAT

. v T —07F FLRAZH (NAT)
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NAT Dz Dt 74 k54> [

AT OLENDY FHA, VA= T T4 v 7 ZFFA LRSI AET 407
NAT b—/L &2 B TE £F (twice NAT D)

* NAT46 (IPv4-to-IPv6) : AHX T (v 7 NAT #9252 L ZHE L £4, IPv6 7 KL &
ZEMNT IPv4 7 R L AZERI LD 072 0 KEWD T, BEICAZT 4 v 7 BHITHIGETE

T, V=V T 74 v 7 BFALRWEEIX, AF¥T 4 v 7 NAT b— /L& H—J0)
IZCTEET (twiceNATDHA) , IPv6 7 3w MIEMT 256 (96LLTF) | fRO~ >
BT T RVARIXT 740 hTIPVAOIAZIPV6 7 KL A LD EF, ZDOT RLAT
X, IPV4 7 RLAD32 Yy WIPV6 L7 4 v 7 ADBITEDIAEFN TWET, 72& 2
E, IPV6 T LT 4 v T A6 T VT v 7 ADEE, IPvdT KL RIX, 7 FL ADFxHk
D32y MIBMENET, =& 2iE, 201b:0/96 12 192.168.1.024 2~ v ¥ 7+ 54
Ay 192.168.1.4 1% 201b::0.192.168.1.4 12~ v B> 7S FET (RERLTER) . /6472

E. X0/ EWT LT 4w 7 ADEE, IPVAT RLART LT 4 v 7 ADBITBME i,

BT 47 AD0s N IPVA T RUADRKIZEMENE T, £/, EE T, Xy FMHOT R
VAEBEBRTEET, ZOHA. HUIOIPV6 T R LA TRAIOIPvE T KL A, 2% H IPv6
T RLVAIC2BHDOIPVAT KL A, DL Hlc~wy 7 LET,

¢ NAT64 (IPv6-to-IPv4) : IPv6 7 R L ADEIZH I TX B +457250D IPvd 7 R L A 3720
BAENDH D F9, KED IPv4 BHERILTH7-DICF A F v 7 PAT 77—V E TS
TEEHELEL T,

NAT D ZDMDHA 54>

s Ry NT—IFT V=27 ENATDH) , HEDODAF T V=7 MIXLT1 20D NAT /L—
NPT EERETEET, 727 MK L THEBO NAT V— L 2R ETH5E81T. [
CIPT7 RUVAZIETDIRBRDIALBOBEOA TV =7 NEERTHILERH Y 7,

*VPNRA U H—T 24 ATEHZRINDE, AV HF—T 2 A ADFFESP 877 4 v 71T
NAT V—/UidiEf S EdA, VAT A TIIESLINTZ VPN FRVDESP N7 7 4 >
I OHRFFAI S, BEFED R VICBEEMT N TR N T 7 ¢ v 7 I3EEIRE T,
Z OHIFI1EL ESP & UDP AR — k 500 33 X 084500 (23 S E,

« XA F v PAT T 57 34 ADE#HDT /3A X (VPN UDP AA— | 500 & 4500
IFFEBRICHEH S LD AR — FTlEZewy) THA M VPN 2 E&R L7256, PAT 7731 AD
BRIZH DT A ANOER AT HHLERH Y £, ELVWAR— MESRDLLLRN
72, VARV AT a T4 7Y vxm—Tar (SA) BB TEEHA,

NAT 2> 7 4 Xal—a 2B RELEEXC, BFEOEBRNY A LT 7 15 FE T
PICHLONAT 2 7 4 Fab—va VEFEATED LT 5I12iE, T34 A CLI
Teclearxlate 7~ REAHEH L CEMT —7 L 2HELET, 72720, BT —7 L%
ETDE BEAEHEHL T DBIEOHGN T XU S iLET,

v bT—0F FLRZEHE (NAT) .
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N

GE)  HAFI v I NATEFHIZPAT V— L ZHIR L., WICHIERL-L—
MCEENDT RVALEBET LB 7T RLAZEHHTL
VIL— L EIBINT D &L #H LV L—uiE, HIBRE i b— s B
AT BN T R TOBERENZ A LT 7 F 350> clear xlate =~
VREFERHLTZ V7SN ETHERAINEYFA, ZOTHTE
DENFT T, FLT FUABREREORA MIEY B THARWE
IZTEET,

NAT CHEH EINAA TV 27 bBLORA TV 27 N IN—T 2 RERITTHZ LT TE
FHA, IPT RLAZEODLMLENRDH Y F9°,

1 ODF TV x T N II—TFITIPv4 & IPV6 Dl ST OT RLAZ AND Z IXTEEH
o T2 b TN—T21F, 12ODFATDOT RLAFETREGEENTWALENDH Y
S

« (Twice NATDZ) , NAT b—/L TiRfEe7 FL A& LCany 295545, Tany)
NF 7 4w 7 DEFE (IPvd & IPv6) 1T — Ik »> TRV T, ASAR 7 v MMoxt
LT NAT ZFEITT BRI, 237 > F2Y IPv6-to-1Pv6 F 7213 [Pv4-to-IPv4 TH DB MLENRH Y
F9, ZOBMHESMETIE, ASAIE, NAT L—/L® any DIEAPRETEET, 7-& 213,
fany| 2B IPVOH—_"~D/NL— LV EFRELTED, ZOT— R IPvET RLANLY
TENTWDLEE, anylx HEEDOIPV6 N T 7 v 7| ZE%WLET, lany) 75 lany)
NONV—VEFRELTEY, #ETLEA F—T A APVAT RLAZY vy EV 7T 5
BAE., v v BT ENIEA VA —T 2 A AT RLRAIZL Tk IPvd THDH Z EHR
ENDHED, any X MEEDOIPVE VT 7 4 v 7] ZEWRLET,

R~y BT ATV hRIN—TEEED NAT L— L TR TE £,
B TIPT RLVAR F—)LE, ROT RLAZELZ RN TEER AL

RYELT A B =T 2 ZADIPT R A, =W lany] A F—T7 = A A%&4F
ETDHE, TRTCDOA L H—T oA ADIPT RLABNESEESNET, /¥ —T =
A APAT V=7 v KE—RDH) OFHRIT. A v F—T7 A AT RLADORDY
WA B —T oA AL ERELET,

Tz NV =R HZ—T =2 ADIPT RV A,
s (R AXT LU FE—F) HHIPT FLA,

o (XA4F I w7 NAT) VPN XA 2—TNLOHBETE. AX VAL A F—T A AD
IP7 KL A,

«JEHED VPN 7— /L DT K1 A,
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FNTWAEES, ®FHIZAAF I v 7 NATIZfH &4, A R IP 7 R L A 1Z PAT
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T w7k E LCHEMT AIZiE, [Fall through to interface PAT (destintf)] = v 7 7R > 7 A% 7
VLT, A E =T oA R Ry X YA MNOLEBBRLET, /4 —T A AD
IPv6 7 R L R &3 521X, [UseIPv6 forinterface PAT] F = v 7 iR 7 A& A I LET,

. v T —07F FLRAZH (NAT)



| #yr9—97 FLRZH# (NAT)

4+ = v % Twice NAT DERE .

1. |Failif
1 management
™ Fall through to interface PAT(dest intf): LGNS

Use IPvE for interface PAT

Advanced...

3T
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Source Interface:
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Lookup route tabie to locate et

Direction: Both

Description:

Help
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Action: Translated Packet
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FETONL—/LDIEFAT T 2 & T, Twice NAT D ORE O —E 275+ 52 L n T %
T, FEMICOWTIE, Ry RU—2 A7 =7 | NAT & Twice NAT DLk (4 =—3)
EHRLTLZEEN,

H— NEWAERE LTZAZT A v/ AV H—T x4 ANATIZIRY | [Browse] 44 7 12/
Ry g Rino A v B =T 2 A ZAZERLET, $—ERALROLTRELET., 2O
v 3 > CliE, [Source Interface] IZFFEDA ¥ —T = AERETOLERH Y £, §f
MoV TIE, TAR— MEBEBRE LI AXT £ v 7 NAT (46 %—2) | 25 LTL
720,

NIy NOEBBENTZ IPVvA £7201XIPV6 DT KL A, DFED | sk A v X —T =2 XA Ry b

V=7 EICHBIT 5 L&Dy hOT RV A (wy B 7EERT R A EREROLET R
A) EMAILET, LEIE LT, IPvd & IPv6 O TERTE ET,

v bT—0F FLRZEHE (NAT) .



Fy k=497 FLRZEHR (NAD) |
B 5727 wicenaT iz

a) [Action: Translated Packet] > [Source Address] (Z DWW T, A Z %227 Y v 7 L TEEFD
Fy NT—=0 F TV x7 NETIITN—T%BIRT 57>, [Browse Translated Source Address]
HALTaT Ry I ANLH L WA T V= NEREITNA—TEERLET,

HAFI v NAT TIL, BH. KEWVEFILT RLAD T NV—TR/NSWIT —T 1~
v rENnNET,

() A7V=7 bPEREFIZAN=T1F 37 xy F2FL I LT TEEEA,

b) [Action: Translated Packet] > [Destination Address] IZ DWW C, ZAR X &7 U v 7 L CEEAF
DFy NI—0 7 V=7 NERIZTNV—T %3IT 50>, [Browse Translated Destination
Address] A4 70 7Ry 7 AMBH LA T V=7 bEREFINV—TE2ERL T,

T RVADT AT T 4T 4 NAT Tld, EEOT FL AL~y BT 7T RLADM
FWCHRICREI AT Y27 vERIIIN—T AL E T,

SEET RVAEEWMT DIGE, AXT vy v~ v EU71E, @F 131 T, Lk
T, EEOT7 LR~y BT RLAOHIFRIUTY, 72720, REIUSCTER D
BIZTHTENTEET, FEICONWTIE, A¥T 4 v 27 NAT (45 3—2) WL T
LIPEW, HEENDH~YYELTIPT RLARIZHOWTIE, NATDFDMDHT A K54 >
O _—=) ZZHLTLIEIN,

ATvT7T6 (B V—vAZHOILEY—E 2 RN— il LEd,

LDy b AR— K (wy B I%eEAR— ) L5 LE T, [Match Criteria: Original
Packet] > [Service] (DWW T, AL %227V » 27 LTTCP A— M £72/T UDP "— F &
BETLHREFOY—ERA ATV NEEIRT 520>, [Browse Original Service] % 1 7 & 7
Ry 7 AMBHLNAT V=7 MEERLET,

c BHLEINT Ny b AR— b (OSSR — ) %5 LE 7, [Action: Original Packet]
> [Service] IZDWT, AR X %27 Y v/ LTTCP A — NE/2IX UDP A — b & fEET
LDV — R AT V= NEIRIRT 57>, [Browse Translated Service] %4 7 1 7 78 >
JAMBE LWA TV =7 FEERLET,

KA F v/ NAT Tlk, A— MEFHHR— P ShEEA, UL, sleBsutsic 2y
T Ay IIROT, SR — M LTAR— NEBAZFITTCEET, —EAXAAF TV =7 MIIX
FEITLHR— AR — FDOEFEEDDZENTEETN, ZOLEIL, sEhR— 20N
RS ET, FEILAR— MEEE LSS, BRI ET, NAT TiL, TCP £721X UDP 72
TR A= ENET, A= NELERT 56, EEOV -2 4TV boTdm harl
v vV =R ATV bOT e b LO@EENRECICLET (B EH TCP £721%
WG EHUDP) o 7AT U7 47 4 NAT Tlt, EBEOFR— e~y 7 R — FOiHIC[HA
CH—bAAT V=7 bEFEHATEET, Inotequal (FELLZRY) | (=) HE XY R—
FELTWEREA,

I &R L ET,

. v T —07F FLRAZH (NAT)



| #yr9—97 FLRZH# (NAT)

ATy 717

A4+ = w4 Twice NAT DETE .

. Yals) Add Service Object
Name: web
Service Type: [ tep a

Destination Port/Range: | 80

Source Port/Range:

Description:

LS

( Help ) {Cancelj ( Ok 3

Match Criteria: Original Packet

Source Interface: [ inside

a Destination Interface: [Dutside

Source Address:

obj-192.168.251.164

D Destination Address: = obj-172.25.23.32

Service: web

. Tals) Add Service Object
Mame: web_map
Service Type: [ = tcp a

Destination Port/Range: | 808(

Source Port/Range:

Description:

( Help )

(_ Cancel _':.

o)

Action: Translated Packet

Source NAT Type: | Static

r-#-i

Source Address:

PAT Pool Translated Address

obj-192.168.252.128

D Destination Address:  ohj-172.25.23.32

web_map

D Service:

B
&
a

a
O

(EE., v o BT INTA L H =T oA ARFET IV oY TA—T A R—D L ETDH)
Dy BT ENTEEFBILT RLABRTTIZH D Y TOERTWDIHEIL, /¥ —T A A1IP

TRV RAZNy 7Ty T OFEE LU THMT %IZIE, [Fall through to interface PAT] F = » 7
Ry 7 A% AN LET, IPV6 A L Z—T A AT RLAEMHT 511X, [Use IPv6 for
interface PAT]| = v 7 Ry 7 A b AU LET,

WA B =T 2 A AP T RUAMEHSNET, TOF T 3 iE, FFED [Destination

Interface] Z i ET DG AT EHTE £,

v b= 7 FLRZEH# (NAT) .



Fy kI—497 FLRZEHR (NAD) |
B s r=zvuemr

Action: Translated Packet

Source NAT Type: Dynamic H
Source Address: groupl E] Destir
PAT Poaol Translated Address: [:] Servic

¥ Fall through te interface PAT
Use IPvE for interface PAT

E k]

ATy T8 ({£E) [Options] fHIK TNAT 47 a v &% ELET,

Options
Wf Enable rule

|| Translate DNS replies that match this rule

Direction

Description:

" Help ) ( Cancel ) (0K

e [Enablerule] : ZD NAT L— /L&A X—T I LET, ZDL—UITFT 7 4L T R—
T I > TWET,

o BETLHHNL—/VDYE) [Translate DNS replies that match this rule] : DNS &2 PN DNS
AL a— REEZHZIET, DNSA VAT v a U idg 2—T W/ >TWD Z L Z iR
LTLEESW (FT74NMTIEARX—TNANTY) , 5k7 RLRAEZRET D85, DNSE
EFRETEEA, FEHICOWTIE, INAT Z2H L7ZDNS 7= U LIREDOEE#H
Z] BB LTLIEEN,

* [Description] : /L —/UIZEIF 21 A 200 SCFLANTEII L £,

RTFv T [OK] %227V w27 L, K\WT[Applyl 22V v 27 LET,

A4 F3vY PAT

WD RE Y7 TlX, A4 F v 7 PATIZOWTCEBALET,
4532w PATIZDULNT

HAF w7 PAT TlE, EBEOT FLABIOEETAR— MR 12D~ BT T RLAE
JOEBEDOR— MIEINDZ L2 T, BEOEEOT FLAR 1 SO~y BT 1P

. v T —07F FLRAZH (NAT)
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| #yr9—97 FLRZH# (NAT)

s4+svoemmoxseis

T RUVARICEHBRENE T, HHTE 56, EBEOEELR— MEEN~ Yy B 7 R— Mokt
LTEHSNET, 2720, BEEOR—FRHEHTERWESIE, 774V 8T, vy B
N— MIFEEEOR— FEFS L [F CAR— MEEPH (0~ 511, 512 ~ 1023, ¥ LT 1024 ~ 65535)
MOBINENET, O, 1024 LV FOR— FTIEL, /NSWPAT =D HEFHHT
FEJT, FUAR—NHAZEHTL N7 70 v 7 OEBZVNGEIT, A XORLH350)F
TR, 77y beR—MaEMEH SN D I ) IcEETE 7,

EEITCAR— L Z L IR AR D700, KRN OE E v > a UBAREITY, Ttk R
I 10.1.1.1:1025 (21%, 10.1.1.1:1026 & (XBIDZEH N BT,

WO, — W2 EZ A F o7 PAT DYV F VA ZRLET, EEOKRA MNZITN NAT & v
AV EERTE, SE NI T4 v I RHFHEINTET, v v LT T RL AT EOEHHTYIE
LTI, "= IR FAFI v 7B S ToENnET,

K 4:54+2v% PAT

Security
Appliance
10.1.1.1:1025 = 209.165.201 1: 2020 »
10.1.1.1:1026 § 209.165.201 12021 >
10.1.1.2:1025 Z 209.165.201.1: 2022 >
5 2
Inside / Outside 8

BB L C0 D[, 727 BAL— LTI &N TOWIUE, s88xy hT—27 LD Y E— K
RA MIEBFEHRHR A F~OEG ARG TEET, EEOR—F T RLABLIO®~y LS
A—=hF T RLRFELEL L TFHAFRETH D20, FA MOERIIMEL S NEY A, 7277
L. 2O, T78ANL—NADOEX2 ) F 4 IKGFECTXET,

B O MRBEIN D &, F— NEBRL AR/ Y £, ~LvF &Y 3> PAT
1. PATDZA LT U R (FT74/0 T30 MEFASHET, By arTEdPAT
S (9.0(1) LK) | xlate 772 HICHIBRE L E T,

A A

GE)

AHE—T 2 A AT LIZRIRD PAT 7=V EMHHT L 2 BEIO LET, HEOA 7 —
T A A T Tany] A F =T A AR LT —=AEEHT DL, T—ABTITRHE L.
HLWEHIZHHTE DR — P70 £9,

A4+ 2y PATORAEFRA

HAFT I PAT TIE, 1 OO~y BT T RLAEZERTE 2720, V—T 4 7 A[REZ
T RUARERENET, S5, ASAAM LV Z—T A AZADIPT RLAZPAT T FL AL L
THEHTEET,

RICLTY Y IN—TDA L H—T =2 A TEWRT B L XL, IPV6 DX A F I v 7 PAT
(NAT66) ZfiH T A,

v bT—0F FLRZEHE (NAT) .



#y b7—47 FLAZEH# (NAT) |
B a0y roxesm

FAF v PATIE, HlI A LIZRRLT =5 A M) —L2ffo MO~V FAT 4T 7
TV =g CTIEEEEL 8 A, NAT B8 KU PAT O¥ R — b OFEMIC SV TIE, 77 4 /b
b A AT T2 & NAT ICBET D HIRFEEZ S L T 2S00,

HAFI v PATIZE T, B—DIPT RLANLEEENT- L O ITR 2 5% < ok
TERREND ZERHV ET, ZOHA, ZORNT 7 4 v 713 —/3T DoS B & L TR &
NAHFREMERHVET, T RLADPAT F—AERELT, PATT RLADT 7 Rt
OB CTEHERTDHE, ZORMEEMTEET,

PAT 7— )L AT x4 FDEESEIE

PAT 7—NVDX v NT—27 FT7 V=7 NEERT25E1E. ROTA RTA4 A>T
éb\o

PAT 7—LDi5&

fHHTE DA, EBEORGILR— MEER~Y v BV 7R — ML TERSET, &
7L, EEOR— MRERTERWEAIX, 774V 8T, vy BT R— MIEEODO
A= FESLEUAR— FEPH (0~ 511, 512 ~ 1023, FBL 1024 ~ 65535) 7> 5HIER S
NET, 207D, 1024 L0 H FOR— FTiE, /NSWPAT ' —VOAEFEHTEET,
TR — NGHEERT D 87 7 40 v 7 B3 EL S HGEIL. TA XDBERDH3 50D
ROVIZT7Ty MR — I EZFEATLI LI ICHEETEET, 1024 ~65535 £ 72131~
65535 T,

c[MUPAT V= AT V=7 b2 ODRHNV—NVOFTHERT I HEIT, LT RUCA
T arvELEL—HEL T I, & 2E, 1 2O/ — L THLIE PAT B8 LUV
Z v MR#EFEPNEE SN LA, b9 —FHONA— IV THILEPAT 8L U7 7 v Ml
PR E SNDMERH Y F7°,

PAT 7— )L D3k PAT DIH&

B DT TV I —ay AR g T, VEEPAT 1TV A — FENTWERAL
PAR— FRBIDA AR 2 a VDFERRY A MIOWTIE, T 74/ A AR
va L NAT IZBAT 2 HIRFEZSI L TS E0,

« XA F 2 w7 PAT L— LIZ%F L CHEIR PAT %A 2 — 7 WIZT D84, PAT 7—/LOT K

LA%, R—bF T AL — g0 b—)LEEOHDAET 47 NAT D PAT 7 KL
AL LTHBHEHATIZ EIETEEHA, & 21, PAT 7—/LIZ 10111 BREENTWD
B&. PAT7 RLAELTI10.1L.1 Z2HT 5, A—F FT U Ab—3 a2 b— L&k
DAET 4 v 7 NAT IIERRTE 8 A,

ePAT 7—NVEEH L, 74— I DA B —T 2 A ABETET DH5E. J5E PAT %
fEHTEEHA,

« ICE F£ 7213 TURN Z 35 VoIP BLi& CTix. JEEPAT ZfFH L2V TL &V, ICE B
FJOYTURN iF, T _TO45EICx L TR L THDT0OIZ PAT N1 T 4 TITEIEL T
b\\i—g—o

. v T —07F FLRAZH (NAT)


asdm-74-firewall-config_chapter12.pdf#nameddest=unique_218
asdm-74-firewall-config_chapter12.pdf#nameddest=unique_218
asdm-74-firewall-config_chapter12.pdf#nameddest=unique_218
asdm-74-firewall-config_chapter12.pdf#nameddest=unique_218

| #yr7—57 FLRZEHR (NAT)
45390 w7y rT—0 4Tz y el (B 0Bz [

PAT 7—ILD59 > K OEVAKXDES
« RA MCBEFEOER N HHEAIT. FOFRA MO OLUKBOEEHIFE U PATIP 7 KL %
EHALET (R—FBEHAMRETHLER) . 72720, 20 THEE) X, 7=—1
F—=R=RNEAETELELRbNET, TXAART 2=V F—R—=F 5L KR SNHDHE
OB TIIRAID IP T RLABNMER ENARWBERH Y 3,

cPAT /— /L L—)L/TF 7 Rubr b—iLf B —T A ZAPATL—ANEUA X —
TxAAETIRELTHNDE, IPT RLAD X7 ¢ v %) $EEE2ZITET, BEL
oA B —T 2 A ATPAT 7 —NVEIFIA LV F—T A APAT ODWT A IR L £
T, WA T D PAT — WIER LR TL &,

« 77V KRBT, FFICHEIR PAT LA G DOETHGAIZ, REDOAEY NHEINE
T, NAT /— I~ v B 7 &ns7n haVIP 7 R U A/R— M Z S ICfERR S b
72, T Ra by TlEE < OFRIENAT 77— A BMER SN, AF U BMEHENET,
JEEE PAT TlX, & 5124 < OJEIKE NAT 7 — /L MER &L E T,

BALFTIv xRy bT—0 7Ty +PAT ([B#k) DERE

ZOWETIE., PAT =L OROVICEBO - DB —DO7 RLAZHHT 545453 v 7 PAT
(i) Oy NU—27 727 FNAT 2RETHHEICHOWTEB LET,

FIE

ATy Tl FHRELFEFEOR Y NU—27 7227 MINAT ZBMLE9,

LWy NU—T A7 V=7 MEBINT 5121, [Configuration] > [Firewall] > [NAT Rules]
%% L. [Add] > [Add Network Object NAT Rule] #7 U v 7 L£7,

W FOFR Yy NU—27 ATV =/ MINAT #iBMT %121%, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] IR L, * v NV —27 A7 =7 FaimE L ET,

AT9 T2 LA T V=7 VOGEIT, ROT 4=V NIZEEANLET,

a) [Name]: A7 V=V ", a~z, A~Z, 0~9, UL K, ~"A 7>, hr~v, £
T —=AaTOXFEMFEH LTIV, 4NE 64 LT TICT 20ENH D £7,

b) [Type] : mRA b, X hU—7 F7oI3HEiPH,

c) [IPAddresses] : IPv4 E£721XIPv6 7 KL A, KA MDFAITHE DT RL A%, #iHOSHE
BT RLR LT RL 2%, 7%y hOBEITIPVE Ry N —27 7 RLAB L
W~ 27 (=& zi1E, 10.100.10.0255.255.255.0) £72I1XIPv6 7 RLAB LT L7 v 7
2 (=& 21X, 2001:DB8:0:CD30::/60) # AL E,

RAT9 T3 [NAT] BZ v a U PRFERENTWRWEARIE, [NAT] 227V v 7 LTk v a v 2REEALE
R

AT w74 [Add Automatic Translation Rules] &= v 7 R v 7 A& A4 I LET,

ATFw 5 [Type] Ku v 7 &7 U A L)vDh, [Dynamic PAT (Hide)] 23R L £,

v bT—0F FLRZEHE (NAT) .



#y b7—47 FLAZEH# (NAT) |
HAFTIvY Ry bIT—H A TS Y +PAT (18K) DBE

ano Add Network Object
MName: MylnsMet
Type: Netwaork H
IP Address: 10.1.2.0
Metmask: 255.255.255.0 L
Description:
NAT 2

™ Add Automatic Address Translation Rules

Type: Dynamic PAT (Hide)

Translated Addr: |

wia

Advanced...

Help Cancel | 0K ] i
#
"

RAT9T6 v v 7 T KL R% 1 DFEFHE L £, [Translated Addr] 7 ¢ —/L KT, IROWT g
To T~ 7 IPT FLAZEELET,
cRARNIPT RLAZASLLET,

BWARE L ET VI L, RAN Ry NT—0 A7V 27 MEBRIRLET (E72138L
WARA N Xy NT—7 7027 FEERRLET) .

s GET VT IN—T ANR—DA B =T 2 A ADI) A B —T = AL % AT
DM, FT3BMBA X %27 Y v 7 L, [Browse Translated Addr] 4 7 1 7R v 7 ATA

:/5\——7I/]) X%i%itﬂ Lij‘o
= Interfaces

| Ehinside £

B outside E

AN B =T 2 AL ERETHHEBE. A v F—T A APAT %A F—T ML TL T
SV, ZOLEXIHRELIEA L Z—T A AP T RLARS Y BV 7 RL X & LT
HEnET, IPv6 A F—T = A AT RLAZEHT 5I21E, [Use IPv6 for interface PAT]
Tzl Ry 7 ABFNCTLHRENRSHET, A F—T7 A APATIZL 5T, NAT
N—ZE TV oY TN—T DA NR—Z b RV EESN e~y B T A H—
T A AOHEHENET, (o F—T=A APAT MM LARWEGEE, L—iEF

. v T —07F FLRAZH (NAT)



| #yr9—97 FLRZH# (NAT)
PAT F—LEEAT 551+ 3 v 1y kI—s 17514 reaToiz |

THINRTTRTCOA H—T oA AZHEHEINET) . hTUAXT LU hE—RT
W, A F—T 2 A AEEETDHILIETEERA,

ATv 71 (EE) [Advanced] %7 U > 7 L. [AdvancedNAT Settings] % 7 12 7R v 7 A CIROA T 3
VERELTCIOK] 227 ) v 7 LET,

s (FTUV T ITN—T AU N—=DA U H—T = A AIWE) [Interface] : T D NAT L—/L %

BT DEREOA 7 —=T =4 X EET) BLO~ vy T A ¥ =T =2 (5E5)

EELET, T74NFTEH, —EIT ) v TA—F AU R—=Z R T _TOA
VHE—T oA RZEAINET,

ATw 78 [OK], FW\T[Applyl 227 U v 27 LET,

PAT 7— LRI H25A4FT IV 2y IT—9 AT x4 FPAT
RIE
ZOWETE, PAT V=NV E2EHATDHEXAFT IV I PATOFRYy NU— A7V x7 FNAT %
JET A HFIEITHOWTIHALET,

FIE

ATy Tl FRELFIEFEOR Y N —27 727 MINAT ZBMMLE9,

cHLWKRY U —27 A7V = FNAT/L—/L&IBII$ 521, [Configuration]> [Firewall] >
[NAT Rules] %% L, [Add] > [Add Network Object NAT Rule] 27 V v 7 L £,

WEfFDOFR Y VT —2 AT =7 NI NAT B3 5IZ1%, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] #5{R L, *v NUV—27 A7V NaefmELE
—a—o

AT9T2 LA T V=7 VOBFEIT, ROT 4=V RIZEEANLET,

a) [Name]: A7 V=7 M, a~z, A~Z, 0~9, BUFRF NAT7 Do~ £l
T —=AaTOXFEMFEH LTIV, 40E 64 LFLTICT 20ERH D £7,

b) [Type] : mRA b, X hU—7 F7oI3HEiPH,

¢) [IPAddresses] : IPv4 £721FIPv6 7 RL A, KA FDEPAITE DT FL 2%, fHOEE
BT RLR LT RL A%, 7%y hOBEITIPVE Ry NT—27 7 RLAB X
C~A7 (=& z21E, 10.100.10.0255.255.255.0) £721ZIPv6 7 RLABIRT LT 4 v 7
25 (72L& 21X, 2001:DB8:0:CD30::/60) # AL E,

RAT9 T3 [NAT] EZ v a U PRFERENTWRWEARIE, [NAT] 227V v 7 LTk v a v 2REEALE
R

v bT—0F FLRZEHE (NAT) .
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B v zEmT 843z vs Ry kD=4 F T PATORE

ano Add Network Object
MName: MylnsMet
Type: Netwaork H
IP Address: 10.1.2.0
Metmask: 255.255.255.0 L
Description:
NAT 2

v Add Automatic Address Translation Rules

Type: Dynamic

Translated Addr:

wia

PAT Pool Translated Address:

Fall through to interface PAT(dest intf):

Advanced...

Help Cancel 0K

a3

AT v 74 [Add Automatic Translation Rules] = v 7 R v 7 A% A1 LET,
ATV TS PAT V=N E2EATHHAFTI v 7 PATZRELTVWAEHEATY [Type] Ky 7F o) &
k2>% [Dynamic] 38R L 9,
ATV T6 PAT V=V ERET HITIE, ROFIEELFETLET,
a) [Translated Addr] 7 —/V FIZIZEZ ANET, ZEHOEEIZLTEIN,
b) [PAT Pool Translated Address] T = v 7 Ry 7 ZA%&F N L Thb, ZRAZ %27 ) v
LT, PATY— VT RLAREENDI Ry NTV—T ATV NERIZTNV—T %51
L%, F721%. [Browse Translated PAT Pool Address] # A 7 &2 7R v 7 ZnHH LA T
T FEAERLET,

GE) PAT/ N ATVl NEFRFINA—TI2H T 2y bR EERTOHTIEAY £8
Ao IPVAT RLALIPV6 T RLADM F & 7/ —TI1Z ANDZ EIFTEERA,
LODHATIETREENTHWDLERHD F9,

. v T —07F FLRAZH (NAT)



| #yr9—97 FLRZH# (NAT)
PAT T—LEEATBE A+ 2 v vy b7—s 470z s reaTonE |

NAT 3
M Add Automatic Address Translation Rules
Type: . Dynamic :_|
Translated Addr: D
[ PAT Pool Translated Address: - D

__ Round Robin

o) AFvay) MEIZLUT, KOF TS arZ@RIRLET,

*[Round Robin] : 7 RLABL PR — 2T v Ry FXATEO S TCH5E, 7
TANBRTIETZ 7 Rr e AMER ST, 1 DO PAT 7 RLADR— R34~ TH|
DU THNDERDPATTY RVANMEHSNET, JU Febv T, 77—
NOZPAT 7 FL AN 1 DFTOF7 RLA/R— FRE[D Y THND EHEYPDOT L
AR, WIZ2F/BHDOT FLAEWD LY IZMAICER & ET,

» [Extend PAT uniqueness to per destination instead of per interface] (8.4(3) LAFE, 7272 L
8.5(1) F7/-1x 8.6(1) IXEET) : JEIE PAT i3 55546, A9 PAT Ti, ZHlfd
DFEHET FLRAER— 25D, IPT FL AT L TlER ., —E AT 1265535
DOAR— FPEHSAVET, @HFIL, PAT BHAERT 5 & kAR — 7 FL&
IXEBE SN WD, PAT 7 LA Z L2 65535 DR — MIHIRENET, 7-& %
X, PE5E PAT 24 L C. 192.168.1.7:23 IZ[[72> 9 HB-A 0 10.1.1.1:1027 OZEH#H, B X
N 192.168.1.7:80 IZ[[ 7> 9 A 10.1.1.1:1027 DZEH A VERL TE £,

* [Translate TCP or UDP ports into flat range (1024-65535)] (8.4(3) LARE, 7=72L 8.5(1) £
721 8.6() ITEET)  R—FrDEV Y THIC 1 >DT7 T v e LT 1024 ~
65535 DR — MNPHZEHT 256, BHO~ vy By 7 R— " EFE2RIRT L & =
2. ASAIZ L - T, EHATRERGAITEBRORE AR — NESBEHSNET, 7272
L. 20X 7 varzELne | ZEOR— MPIEHTERWGAIX, T 740
FC, vy BV 7 R— MIFEBEOR— "S5 LR UA— M (1~ 511, 512~
mm\ﬁiﬁmm~6$%)ﬂ%%ﬁéﬂiToTﬁ%ﬁ?ﬁ%%ﬁKE?é@%@
WEST DI, ZOBREEITVET, 1~65535 D2FPHZ 9 5121%, [Include range
nmmg%l/7f/7x%ﬁ/_bi¢o

AT9 T (FE, vy BT ENIA L E—T 2 A ABRFET Y v ¥ TN—TF A R_"—=DLExDH)
DYy BT T RUANTNTEY B THELOGZEICA =T =A AP T RV A&/ 7
7w 7 HEE LT AT AIZIE, [Fall through to interface PAT] = v 7 Ry 7 A& A2 L
T AV H—T oA A% Ry T Z T VARNPOBEIRLET, A VX —T A ADIPV6 T
KL A %4 5I21E. [Use IPv6 for interface PAT] = v 7 Ry 7 A4 A LE T,

falllf

' management
™ Fall through to interface PAT(dest intf): &

Use IPvE for interface PAT

Advanced...

E-Egf]

v bT—0F FLRZEHE (NAT) .




#y b7—47 FLAZEH# (NAT) |
B 5592 wicePar (2R o

ATv 78 (EE) [Advanced| %7 U > 7 L. [AdvancedNAT Settings] ¥ 7 12 7' 7R v 7 A TIROA T+ 3
YEBRELTOK] 27 Y v 7 LET,

« (TV oV ITN—T R NR—=DA v Z—T = A AZNE) [Interface] : Z D NAT /L—/L%&

WHT FEEOA v F—T7 x4 X (FEER) BIW~vy b7 A4 —T7xA4 A (3B5)
ERELET, T4V FTIE, = E T oY Th—T A R—E R TRTOA
VHE—T oA AZHEHINET,

ATv 79 [OK], #HWT[Apply]l &7 U v LET,

A4+ =4 Twice PAT ([Z2#&k) DIHXTE

ZOWETI, PAT =L DR VICEO - O DB —~DOT7 RLRAZHHT 54473 v 7 PAT
(FEil) @ Twice NAT Z iR E T 2 FTEICHOWTHMA L £,

FIE

AT v 71 [Configuration] > [Firewall] > [NAT Rules] Z &R L T, ROWTHNnEFEITLET,
s [Add] ¥ 7213 [Add] > [Add NAT Rule Before Network Object NAT Rules] 27 U v 7 L£79°,
* [Add] > [Add NAT Rule After Network Object NAT Rules] #7 U v 7 L%,

» Twice NAT —/L &R L C[Edit] 27 UV v 7 LE7,

[AddNAT Rule] A 7 0 7R v 7 ANFREINET,

. v T —07F FLRAZH (NAT)



| #yr9—97 FLRZH# (NAT)

ATy T2

ATvFT3

S4+3 v wice PAT (188 0z [

an0 Add NAT Rule

Match Criteria: Original Packet

Source Interface: == Any == > Destination Interface: | == Any == H
Source Address: any E] Destination Address: | any D
Service: any [3

Action: Translated Packet

Source NAT Type: Static ]
Source Address: -- Original -- E] Destination Address: | -- Original -- E]
add
*AT Pool Translated Address D Service: -- Qriginal -- [3
bir
1 PAT 1 | [
C 11 C e 1024 1
0 A
' Wer
Options

¥ Enable rule
Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route tabie to locate egress interface

Direction: Both

Description:

Help Cancel OK

(FV oD ITN—=F A NR=DA o H—T = A ATWNE) EETA X —T =1 2B L%
A v HZ—T oA ZABEFELET,

=Ty K= RTH, 77 7 MEREETE LS OT S OA 2 4 —7 =4 ZATF, L

FREWIFTOA T a N, BEDA v E—T =4 AERIRTE LT, L, 7V yY 7

N—T AUN=DA B =T 2 A A=V ZTIRTHEEIT, A F—T oA AZBRT5H

VERHY FET, Tany) [IZINHDA U F—T oA ANREENTWVERA,

a) [Match Criteria: Original Packet] > [Source Interface] K& v 77X 7 U X kv, ¥FLA
H—T 2 AEEIRNL £7,

b) [Match Criteria: Original Packet] > [Destination Interface] K2 v 7% 7 U 2 kb FEiEA
VH—T o2 f AEFEIRLET,

ﬁ. dd NAT R

Mateh Criteria: Onigingl Packet
Source Interface: | inside T| Destination Interface: | outside :l

240014

[Action: Translated Packet] > [Source NAT Type] K2 v 7% 7> U X k75, [Dynamic PAT
(Hide)] % &R L £,

v bT—0F FLRZEHE (NAT) .



#y b7—47 FLAZEH# (NAT) |

B 5592 wicePar (2R o

DOFEIFEETT FLRICORMH INET, SEHROEMIIEICAZ T 4 v 712780 £7,

G¥)  PAT V—NZEEHT 244 )3 7 PAT 3% EJ 5%, [Dynamic PAT (Hide)] D1X
Y IZ [Dynamic] Z3&R L ET, PAT 7 — V%= HHT 5 XA F I 7 Twice PAT D%
E 37 X—=v) EZRLTIIZEN,

Eﬁ Edit ]
Match Criteria: Original Packet
Source Interface: |mside | Destinaton Interface: | outside ~|
Source Address: | mylnsideNetierk [} Destinaton Address: |DMznatwork1 E
Service: [:
#ction: Translated Packet ?-1
Source NAT Type: |Dynamic PAT (4de) e %

ATV T4 Ry FOTEDOIPVE E7-1FIPV6 DT RL A, DF V| EETXA X —T A ARy NT—Z
FICHBT L&Dy DT RV A (EBEORETLT RL AL~y B 7507 KL R)
EEAMLUET, TNy MEBBINTZ Ny FOBIZHOWTIE, ROKEZSHRLTLEE

A
Source Destination
- e R r—
Real: 10.1.2.2 Real: 192.168.1.1

Mapped: 192.168.2.2 Mapped: 10.1.1.1

10122 —=10.1.11

Criginal Packet

a) [Match Criteria: Original Packet] > [Source Address] (ZDOW T, AR X %227V v 7 L TEE
FORy NT—2 7T x ) NETIXT NV—T%3INT 57>, [Browse Original Source
Address] ¥ A4 7R TRy 7 AMLFHLNWAT V=7 hERIFINV—TZ2ER L £, IPv4
T RUVAREIPV6 T RLADWEE T N—TICANDZ LIITEERA, 1 20F A 71207
MDEFENTVWDRERHY 9, 774/ MM any TT,

Hame a3 TP Address Hetmask

=i IPw4 Metwork Obgects -
Al 10.1.1.1 255,255.285... [
jgmmrn 209.165.2010  255.255.255... g

b) ({LE) [Match Criteria: Original Packet] > [Destination Address] D¥F&, ZRAX %27 U v
JLTBEFOR Y NI ATVl b, INA—T FllidA v ¥ =T A GETY »
CIN—T RN—DA U H—T =2 ADIH) &N H), [Browse Original Destination
Address] A 7RI Ry 7 AMBFH LNWAT V=7 NELIFZINV—TZER L 9, IPv4
T RVAREIPV6 T FLADW G 7 NV—TIZAND Z LT TE I, 1 DDZA T2
DEENLTVWDOLMENDHY 77,

Twice NAT O =R BEREIX. SEEIP T RUL A ZEHHZ & TR, 555ET7 FLRAIA 7> 3
YCY, ST RUAZELILSGA. TO7 RLVRIZAZT 4 vV EMERETE D

. v T —07F FLRAZH (NAT)
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S4F3v2 Twice PAT (B8 iz [

M BT AT T 47 4 NAT 2 CE £, 56567 N L A2 A3 Twice NAT
EHRELT, EBEOT FLRAZHT LRy NI—2 7V =7 N TA—TOEMAE71E
FEHTON—IVONEFA T ZETe, Twice NAT DfMOFFE DO &2 iEH T2 2 &N TEx %
T, FEMICOVWTIE, Ry RU—2 A7 =7 | NAT & Twice NAT DLk (4 =—3)
EHRBLTLEEN,

R— NEMERE LIZAFT 47 £ H—T x4 ANATIZ[RY | [Browse] ¥4 707
Ry I ANBA L E—T = ZAEERLET, V—ERABMELTRELET, 04T
=3 TlE. [Source Interface] IZFFEDA ' H —T7 = A ALRET HMENDHY £7, 7
MZOWTIE, [AR— MEBMARTE LIAZT 4 v 7 NAT (46 X—2) | ML TL
72EW,

ATy TS Xy NOBHEINT-IPvd £721FXIPv6e DT KL A, DF0, 5idef v F—T A A Fv b
U—7 LICHBTHLED0NTy FOT FLR (v BV IEFEILT VR EEBEOZE LT R
VA) EFAILET, HEIZSUT, IPv4 & IPv6 O TEHCTE £,

a)

b)

[Action: Translated Packet] > [Source Address] (ZDWTC, ZRAY %227 U v 7 LTHA b
T RVRAEFA =T 2 A AZEETDMFEORY NV—07 ATV 27 FEBERT D
7>, [Browse Translated Source Address] ¥4 7 B 7R v 7 APHLHEF  LWAT V=7 b EER
LET, A F—To2ARFT VT TN—T AR IhDBZLidTEEHA,

AE—=T A ADIPv6 T R L AZfEHT 5IZ1%, [Use IPv6 for interface PAT] F = v 7
RNy IV A A AT LET,

Source Address: outside B

| W

-3' Use IPvG for interface PAT 5

(f£&) [Action: Translated Packet] > [Destination Address] (ZOWTC, BRARZ %27 ) v
LCEEGFDORY NU—0 727 NEFRIFITN—T7 %8R T 57>, [Browse Translated
Destination Address] ¥ A4 7 2 7Ry 7 ANBH LWAT V=7 NEITTN—TZ{ER L
£9. IPVAT FLALIPV6 T RLADW T2 7 V=TI AND Z LT TEERA, 120D
BATREINEENTODLERH Y 7,

SEET RLADT AT T 4T 4 NAT Tlit, BEEOT L ALy 7 7 RLADM
FCHICRI AT V27 vERIIIN—T AL E T,

ST RVAZEWMT HGE, A4 T v 7 ~y EU7F @E 131 T, Liehio

T, EBEOT FL A=y 77 RLAOEIFFEICTT, 7220, LEILUTERD
BIZTHTENTEET, FEHICOVWTIE, A¥T 1 v 27 NAT (45 <—2) ML T
K&V, HEREEND~ Y EL T IPT RLAIZHOWTIE, NAT DAA FIA4 > (72—
V) BERLTLITEE N,

ATFYT6 (EE) Y—EALHOSEEY— 2 R— FE2#kM LET,

v bT—0F FLRZEHE (NAT) .
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B 5592 wicePar (2R o

s LD/ b AR— b (v B U AR— ) &#BI L E£9, [Match Criteria: Original
Packet] > [Service] IZ2WTC, A ¥ %27 Y » 27 LTCTCP R— hE7/21Z UDP A— F %
BETOHREFO— A A7V F&IEIRT 57>, [Browse Original Service] & A 7 1 2
Ry JANBHF LA TV 7 b EERLET,

s LI NT- Ny b AR— b (FEBEOSEEAR— ) ZFBI L E 9, [Action: Original Packet]
> [Service] IZDWT, AL %27 Y v 27 LTTCP R— M E721X UDP A— M Z487ET
LEEFOY —ERA AT V= y NEEIRT 50>, [Browse Translated Service] %4 7 17 778 v
JADBH LA T V7 NEERLET,

XA F 3 w7 NAT CTid, A— MEHIIV R —FSNnFEFA, L, FEEEBHITFITA X

TA v TIRDT, IR ML TR— MERMEZFETTEET, Y—EX AT V=7 MIX
FETLAR— P EFEEFR— NOBFEEDD T ENTEETN, ZOHEIL, R — FEFN
EHINET, EETAR—MERE LSS, BRI ET, NAT Tk, TCP 7213 UDP 72
R R—FrESnET, A= BT 556, EROV—E2XFT7 V7 b7 r harl
v o LT =R ATV O FaLOEERFECICLET (HEHFE S TCP £7-0%
ML s UDP) o 74T 7 47 4 NAT Tlid, EEOR— &~y BT R— O HIZ[HE
CH—tAAT7Vx7 bEEHTEET, Tnotequal (FELL 22V | (=) EE X HR—

FEINTOWERA,
RIHI 2~ L ET,
. Yals! Add Service Object
Name: web
Service Type: 1 tep [

Destination Port/Range: [ 50

Source Port/Range:

Description:

(Help ) ( Cancel ) (oK)

Match Criteria: Original Packet

Source Interface: inside :] Destination Interface: | outside :]

Source Address: obj-192.168.251.164 D Destination Address: obj-172.25.23.32

=]
Service: web [:]

. v T —07F FLRAZH (NAT)



| #yr7—57 FLRZEHR (NAT)
PAT F— L&A 551+ 3 v wice PATDEE [

. Yals! Add Service Object
Name: ‘web_map
Service Type: = tep b

Destination Port/Range: . IH-U.B[

Source Port/Range:

Description:

Help ) ( Cancel ) oK)

Action: Translated Packet

Source NAT Type: Static T]
Source Address: obj-192.168.252.128 [3 Destination Address: | obj-172.25.23.32 [I]
PAT Pool Translated Address D Service: web_map D

ATw 71 (EE) [Options] fEIKTNAT 47> a VAR ELET,

Options
qu Enable rule

| Translate DNS replies that match this rule

Direction

Description:

" Help ) [ Cancel ) ( oK )

« [Enable rule] : & NAT b—/L& A F—T M LET, ZONL—/EITF 7 /L TA K—
TN TR o TWVET,

* [Description] : /L —/WZBEF 2B % 200 SCFLAINTIBM L £ 7,

ATV T8 [OK]ZZ7 Vw7 L, EWT [Applyl &2 U v 7 LET,

PAT J—/L%ERTH54F I v Twice PAT DX E

ZDIETIE, PAT 7 — NV &2ERAT B4 A F 2 w7 PAT O Twice NAT iR E T 5 FiEIZOWT
FAL £,

v bT—0F FLRZEHE (NAT) .



#y b7—47 FLAZEH# (NAT) |
B ey z2ERT 25453 v Y Tice PATO

&
iy

FIE

AT w71  [Configuration] > [Firewall] > [NAT Rules] %R L T, ROWTNnEFEITLET,

* [Add] ¥ 7213 [Add] > [Add NAT Rule Before Network Object NAT Rules] 7 U > 7 L&
‘3‘0

« [Add] > [Add NAT Rule After Network Object NAT Rules| %7 U v 7 L £,
e Twice NAT /L— L& #IR LU C [Edit] 27 U v 7 LET,

[AddNAT Rule] A 7 0 7R v 7 ANFREINET,

800 Add NAT Rule

Match Criteria: Original Packet

Source Interface: -= Any -- v Destination Interface: | -- Any -- H
Source Address: any E] Destination Address: | any E]
Service: any D

Action: Translated Packet

Source NAT Type: Static
Source Address: == Original == B Destination Address: | == Original == E]
id
------- Idres D Service: -~ Original -- B
1 PaA |
TCF 1 UDP ports into flat range 10
A
Options
¥ Enable rule
Translate DMS replies that match this rule
Disable Proxy ARP on egress interface
o locate egress intarface
Direction: Both
Description:
Help Cancel OK

ATvT2 (TV T TN—T AN—DA B —T 2 A AIE) FETLA L F—T = A AB L U%E
A B —T A AEFHELET,
N—T v RE—RTIX, T 74N MIFETEBEDTFOAL L H—T =24 A TT, DT
AWM OT T g Nl BEDA v E—T oA ZAEBIRTEET, 727F7L, 7V oo S
N—T AUN—=DA H—T =2 A= NVEREBRTDHEEIL, A X —T = AEHERT S
PMERHY ET, lTany] [TIZINLDA v F—T oA ARFENTHERA,

. v T —07F FLRAZH (NAT)
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ATvT3

ATvT4

PAT F—IL 2T 5513 v Twice PATOBE [

a) [Match Criteria: Original Packet] > [Source Interface] K=~ 7"Z 7 U X hinh | K(ET
AV HE—=T A ABFERLET,
b) [Match Criteria: Original Packet] > [Destination Interface] K2 v 7% v U X kb 556

AU HE =T oA AEBRLET,
B Add |
=+
Match Criteria: Ociginal Packet s
Source Interface: | inside | Destinaton Interface; cutside v | %

[Action: Translated Packet] > [Source NAT Type] K > 7% 7> A hH 5 [Dynamic] % 3R
LET,

DFREITEE LT FLACORBEA SN ET, 50EOBHITHICAZT 1 v 71270 %7,

Action: Translated Packet
Source MAT Type: |Dynamic |

240840

Xy ROITED IPvE 721X IPv6 DT KL A, DF D BETXA L F—T =2 A Fy NT—F

WCHBLT B XDy FOT RLA (EEORETLT RLA Ly B 75T LX)
EHAILET, DTy FEEBRINTZ ATy ORI ONWTIE, ROKEZZRL TLEE
/AN

Source Destination
W) ousice)y— i)
_f‘ [ _\_ B _—
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

= 192.168.1.1

10.1.2.2 —=10.1.1.1 >

Criginal Packet Translated Packet

a) [Match Criteria: Original Packet] > [Source Address] |2 DO\ C, 2R X %27 U v/ LT
BEfFOFR Yy NU—7 A7V =7 bETIXT NV—T %8RI 50>, [Browse Original Source
Address] #A T 7Ry J AMBH L WA T V=7 NERIIIN—T2/ERR L E T, IPv4
T RUVARELEIPV6 T RVADW % 7 N—TICAIND Z EILTEERA, 120X A 720
DEENTVWDILERHY 9, 77 4/L MEany T,

b) (fE#E) [Match Criteria: Original Packet] > [Destination Address] D5, A X %7
Uo7 LTHFEORY NU—=0 FT7 V=7 b, =7 FlldA 2 —T x4 X FE7
VoDl TN—T AUN—DA B —T A ADH) %N T 2575, [Browse Original
Destination Address] ¥ A4 7 2 7Ry 7 AMBHLWAT V=7 NEIZ T NV—TZER L
£9. IPVAT FLALIPV6 T KL ADH G2 7 V=TI AND Z LT TEEHA, 150
BATREINEENTODLERH Y 7,

Twice NAT D E7eBEREIX, SEEIP T RLAZEHDH I L TTH, 5EET RLAIFIAT v =
VT, ST RLAZRE LR A, ZOT RLVRICAXT 4 v IV EREFRETED
N HUICTAT T 47 4 NAT 2 CTE £9, 56887 R LA ZHE I Twice NAT
ERELT, EBEOT RLACKHTEIRYy NT—2 7 V27 b ZJA—TOERAE7-1%
FETONL—/LDIEFATT 2 & de, Twice NAT D ORE O 275+ 52 LT %

v bT—0F FLRZEHE (NAT) .



#y b7—47 FLAZEH# (NAT) |

B Pt L EERT B84 3 99 Twice PAT DERE

T, FEHICHOWTIE, Xy NU—2 47 =7 | NAT & Twice NAT Dbl (4 ~=—3)
L TLIZE N,

N NEERTELT-AZT 47 A F—T A ANATIZ[RY | [Browse] # A 7 1
Ry P AMBA L E—T 2 A A% FINLET, T—EALMEMTRELET, 2O
T 3 > ClE, [Source Interface] IZFFEDA X —T = A AERETHILENH Y £7, §f
AZoOWTIE, R— MEWERE LAY T 4 v 7 NAT (46 X—) | &ML TL
7EE,

ATFYTE Ny NOEHENT-IPvA FRITIPV6 DT KL A, DF D, s v Z—T A4 A X k
U—7 FICHBRT DL EZ07y bOT FLA (wy BV I EETLT VAL EBEORELET R
LR) Ziall kT, HEICSU T, IPv4 & IPv6 D TEHTE £7,

a)

b)

ATvT6

B +vro—

[PAT Pool Translated Address] = v 7 Ry 7 A&A AL ThH, SBRAY 27U v 0
LCEEFEORY NT—27 TV NERIZITNV—T%FIRT 50>, [Browse Translated
PAT Pool Address] XA 7 2 7Ry J ANBEH LNAT V=7 NELIT I NV—TEZER L E
9, 3E : [Source Address] 7 4 —/V RiFZEDFFIZ L THE £,

Action: Translated Packet

Source NAT Type: Dynamic
Source Address; == Qriginal -- l_J Destination Address:
v PAT Pool Translated Address: [_J Service:
Round Robin

Extend PAT uniqueness to per destination instead of per interface
Translate TCP and UDP ports into flat range 1024-65535

Fall through to interface PAT

() A7V=7 bPEREIZAN=T1F 37 xy b2FL I LT TEEEA,

(f£&) [Action: Translated Packet] > [Destination Address] |2 >\ C, ZRAZ %7 ) »
JLTBEGFEOR Y NU—0 7= FERIE T NV—T %8RI B>, [Browse Translated
Destination Address] % 4 7 2 7Ry 7 AMBHLWAT V=7 NELIXITNV—TZER L
i ﬁqo

SESET RVADT AT T 47 4 NAT TlE, EEOT KL AL~ o7 7 RLUADW
FWCHIZRI AT V=27 VERIZIN—T2HEHLET,

SESET RVAEBEBT DGE. AXT v 7 v~ v B 7%, BF 1x1 T, Liedio
T, FEOT RLRAESy B 7 RLAOEIIRIUTY, 72720, REISUTRRD
Bz EnTEET, FEMICOVWTIL, AX¥T 07 NAT (45 3—) B LT
FEEW, HEISNAYYELZIPT RLAIZOWTIE, NATOH A K54 v (72—
V) BESRLTLIIEEN,

(EE) V—ERABHOREY — B2 R— M &2l L £,

« JLD/NT b AR— |k (v B UFEER— ) kAL £ 9, [Match Criteria: Original
Packet] > [Service] (ZOW T, SRS %27 ) v 7 LTTCP AR— FE7/2(TUDP R— %
BETHRFOV—ERA ATV R &®EIRT 50>, [Browse Original Service] ¥ 1 7 &2 7
Ry 7 AMBH LA TV 7 MEAERLET,

27 KL% (NAT)
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PAT F— L&A 551+ 3 v Twice PATOEE [

BRIy h AR — b (EBEOSEIEAR— ) 233 LFE T, [Action: Translated
Packet] > [Service] |IZ DWW T, ZRAX %27 U v 7 LTCTCPA— hEZIFZUDP FA— F &
BETAHAREGFEO—EA 47 V=7 ha®EIRT 5, [Browse Translated Service] %1 7 &
TRy I ANLH LA T V=7 FEERLET,

XA F w7 NAT Cid, A— MEHIIT R — S EHA, L, SEEEHITFEICA S

T A I IROT, FEHER— MK L TR— MEAFETTEES, =X FT7 V=7 M
BETLAR— P LR - NDOE ST EEDL T ENTEETN, ZOHEIL, iR — TN
RSN ET, FECR— MEEELLESS., BRI ET, NAT TiL, TCP £721X UDP 72
TR A= ENnET, A= MEERT D56, EEOV -2 4TV boTdm harl
vy BT =R ATV bOT e b LOBENRECICLET (M EDH TCP £721%
W& HUDP) . TAT T 47 4 NAT Tl, EBEOR— L~y 7 R— O FIZIH
CH—bERAAFT V=7 bEFEHATEET, Inotequal (FELLZRVY) | (=) HE XY R—
FELTWEREA,

Wi~ L ET,
. Yals! Add Service Object
Name: web
Service Type: e tCp T‘

Destination Port/Range: [ 50

Source Port/Range:

Description:

“ Help ) ( Cancel ) [ oK )

Match Criteria: Original Packet

Source Interface: inside ) :3 Destination Interface: | outside ¥ :]

Source Address: obj-192.168.251.164 D Destination Address:  obj-172.25.23.32

&
Service: web G

v bT—0F FLRZEHE (NAT) .
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B Pt L EERT B84 3 99 Twice PAT DERE

ATy T1

ATvT8

. Yals! Add Service Object
Name: ‘web_map

Service Type: = tep b
Destination Port/Range: . 2081 i

Source Port/Range:

Description:

( Help ) ( Cancel ) (oK)
Action: Translated Packet
Source NAT Type: Static T]
Source Address: obj-192.168.252.128 [3 Destination Address: | obj-172.25.23.32

AT Pool Tra ited Address D Service: web_map

(&) PAT 7— LV OEAI., LEIJSUTROA T a v ERELET,

O
O

*[RoundRobin] : 7 RV R/FR— %2 TF 0 R FRTEY Y CTE5E6, 774V 8T
X7 R iEHENT, 1 DDOPAT 7 RLADKR— R TRTEV Y THND &
WOPAT 7 RLAMEHESNE T, v FueerFRTlE, 77—V NOKPAT 7 KL
ANB 1 OFTOT RLA/R—=IREDETHND ERMIOT RLAIZEY . kIZ2EH

DT FLAEWS LOIAICEHN SN ET,

[Extend PAT uniqueness to per destination instead of per interface] (8.4(3) LARE, 7272 L 8.5(1)

FX8.6() IXEET) LR PAT 3 285G, $E9E PAT i, Ao
RLALR—=FZ2ED, IPT FLAZETIERL, =R T LI265535 D R— kvl
MAEnEd, @EIT, PATEMZERT 5 & &R —FET RLRAIBE SRV
W, PAT 7 RLAZ L2 65535 [HOAR— MIHIREET, /=& 21X, YLK PAT M
L. 192.168.1.7:23 (Z[f17> 9 54 10.1.1.1:1027 OZEH . 38 L1 192.168.1.7:80 (Z[A])> 9

BAD10.1.1.1:1027 OEWEERR T F7,

[Translate TCP or UDP ports into flat range (1024-65535)] (8.4(3) LAKE, 7272 L 8.5(1) 721

8O6(NITEET)  R—FDEIV Y THIZ 1 SO 7T v FR#iPH & LT 1024 ~ 65535 D
A— NEHAE AT 256, BRO~ vy BV T R— FESEBRT S L &2, ASAICL -
T, HHARERGEIIEREORE TR — MEFMEHINET, 2L, 2ot a v
ERELRNE, EBEOR—FMERATERWEAIX, 774V T, v v BV 7 HR— |
IXFEBEOR— FF S &R UA— M (1~ 511, 512 ~ 1023, L1024 ~ 65535)
ODBRIRINET, MHEHTHR— PR RET20%2EMET 521X, ZORELZITWVET,
1 ~ 65535 O2HIPHZHH T 5121%, [Includerange 1t01023] F = v 7 R v 7 A {40 L

3w

(EE., v o BT INTA L H =T oA ARKET IV oY T—T A R—=D L ZTDH)
D=y ENTEEILT RUARTTIZEH Y Y THENTWDEARIL, A1 X —T7 A AIP

. v T —07F FLRAZH (NAT)
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Per-Session PAT = 7= [+ Multi-Session PAT (/i—3 3 > a00) 1) 0%z [

TRV RAZNy 7T T OFEE LU THMT %IZIE, [Fall through to interface PAT] F = » 7
Ry s A%A AT LET, IPV6 A #—T A A T RLAZMHT 5I21%. [Use IPv6 for

interface PAT] = v 7 Ry 7 Ab A2 LET,

A VA —T A AP T RLARERHENET, ZOF 7T 3 0%, FED [Destination
Interface] Z X ET DL AT THEATE £7,

Action: Translated Packet
Source NAT Type: Dynamic

Source Address: groupl Destir

PAT Pool Translated Address: D Servic

j Fall through to interface PAT

EE=li]

Use IPv6 for interface PAT

ATFvT9 (f£&) [Options] fEHIK CNAT 47> a v a&ELET,

Options
™ Enable rule

| Translate DNS replies that match this rule

Description:

Help | ,'Cancel_t ( oK )

« [Enable rule] : Z® NAT L— /L&A X —T /I LET, ZOL—UEIF 7 4/L hTA R—
TN TR o TVET,

* [Description] : /L —/UIZBIF 2B & 200 SCFLANTEIIL £97,

ATvF10 [OK]ZZ7 Vw7 L, HWT[Applyl 227 U v LET,

Per-Session PAT = 7- (& Multi-Session PAT (/x—<° 3> 9.0(1) LAf%) @

)

axX A&
T 74/ NTIE, TRXTOTCPPAT bF7 7 4 v 7 BEL T XTHOUDPDNS F T 7 ¢ v 78
Per-Session PAT ZfifH LE£ 9, ~F 7 ¢ v 72 Multi-Session PAT Z{# A5 5121%. Per-Session
PAT L — L5 E L E T, FFA/L—/L T Per-Session PAT Z{#H L. 54 /L —/L T Multi-Session

PAT #fEf L ¥,

v bT—0F FLRZEHE (NAT) .



#y b7—47 FLAZEH# (NAT) |
. Per-Session PAT & = (& Multi-Session PAT (/X\— 3 > 9.0(1) LAB%E) DERE

Per-Session PAT IC L 2 CPAT DA —F U T 4 NRmEL, 7T AX VU TDGEITK A
Nz NMIME O PAT ki 2 CT& 5 X 91272V £9°, Multi-Session PAT &Lﬁ R
A— 2=y MIEEL T AY— 2=y NEFTAE LT H20LENH Y £7, Per-Session PAT
Ty a O TR, ASAND U 'y MEE S, B xlate BHIBRESNE T, 2DV
Ty MZkoT, = K/ — NIFANEBICHER & Mgl L. TIME_WAITRREA- BB L 57, XA
fILZ, Multi-Session PAT Tl&, PAT # A A7 7 "RMEHENET (F 744 FTIE30H) o

HTTP°CHTTPS 72 8D Tk v v KTV T 7 4 v 7 ORA, Per-Session PAT iZ, 12D
T RLRIZK o THAR— F N E KIBICHESCT Z E N TE £9, Per-Session PAT % fif
MALBRWEEIE, FEDIP 7’1 ha/ViZk4 25 17 F L ADRRERRITH 20008 T,
Per-Session PAT Z i 4 25415, $FEDIP 7’8 b 2L 5 17 KL ADOBEGEFRIL 65535/
BT A T HEA LTY,

Multi-SessionPAT D A U v FEJ{EHATE 5 877 4 v 7 =& 21 H.323, SIP, Skinny (2% L
C Per-session PAT %7 4 & — 7 /LIZF 5I121%. Per-session 5/ — /L E2VERR LE 4, =72 L
“hbo7a ha)lEMRT S UDP R— Mot v g VHEALO PAT b AT 584811, %m
DIZHF AV —VEAERR T DL ERH D £ 97,
1R BRI
FTHINNTIZ, ROL—ILBA A =L ENFET,

«any (IPv4 BLOIPv6) 75 any (IPv4 33 X TVIPv6) ~D TCP ZFFr[ 95,

cany (IPv4 B L NIPV6) /D RA A~ UDP Z#F A3 %,

INEDON—VE, T—TINIERENET A,

INSDOL—FHIBETE IR A, IS DOA—EEIC. FEMER ST — VD% ICTETE
LET, —UINESE \—H:Hﬂﬂéﬂ%)@f T77k/1/]\11/—11/%4ﬂff)1 ITHIENTEET, =
L2, IOV EFERIINEI®EDHITIE, KOLOEEBMLET,

s any (IPv4 BLOIPv6) 75 any (IPv4 33 L UNIPv6) ~D TCP &7 5,
cany (IPv4 B L NIPV6) v RAA L~ UDP Z4EGT 5,

FIE

AT w71 [Configuration] > [Firewall] > [Advanced] > [Per-Session NAT Rules] % 3R L 9,
RT9 T2 ROWTNNEFRITLET,

* [Add] > [Add Per-Session NAT Rule] % 24R L £,

e N—VEEINLCIEdit)| 27V v 7 LET,

ATFYT3 L—NLEZELET,

s [Action] : [Permit] £721% [Deny] %2 U » 27 LE¥, FFr[/L—/LIiX, per-session PAT % fifi F
L. fE4/L— /L1 multi-session PAT Z{#H L £7,

. v T —07F FLRAZH (NAT)
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2551w 5 NAT |

*[Source] : 7 RV AZANT L0, FlRIF[LJRA L E7 Vv I L, A7 V7 FEER
LT, BEXT FLAEZRELET, h—E2ADHA, UDP 721X TCP Z#INL £,

ISR — 2T ERE LETH, LR THEEICR— FEEETE £9, [UDP/port]
F 2L [TCPport] I AT DM, [L]JARF U E 7 Vv 7 LT, BEOEE/ITAT V=7
MBI L E9,

s [Destination] : 7 RV AZASTBH0, FRF[L]JAF 27 Vv 7 L, A7V MEE
RUT, 87 FLRAZRELET, V—E20OHA, UDP 713 TCP Z=INL £,
CHUTEE LY — R e —HKTHLERH Y £, [LETHER— FEEETEET,

[UDP/port] £ 721% [TCP/port] ICA ST 570, [ ARZ 227V v 7 LT, lOMEEIT
FT7V s FEBRLET, HETF (1= (FLIRW), > (b KREW) | < (k/ha
W) ) BERTAIEL. N Ty (& IE, 100-200) AfRETHIELTEET,

ATY 74 [OK]Z27 Vw7 L, T [Applyl 227 U v 7 LET,

A32T 497 NAT

ZIZT. AXT 4 v 7 NAT & FDOFREFIEIZOWTEHA L £,

A3T4 92 NATIZDINT

AHBT 47 NAT TiE, BEOT RLANL~ vy BT T KU ANOREELBRNPER S E
T, vy B T RUATERT AR TRILROT, 247 v 7 NAT TliE, BFmo
Pt (R A b~OEi L AR A LR OM J7) B CEET BEREFTT57 78X
N—VINFIET D5E) o —H. #4727 NAT BEOVPAT Tld, &R A MRUBEOAL
B L CTERR DT FUAERZITIA— N 2T 20T, MEFMOBRKITYFR— FShvEd
Moo

WOBKNZ, — IR AZT 47 NAT DY F VA a2 R LET, ZOBMBIEICT 7T 477
DT, EEEDOFRAREVE—K KA NOM TN TE £,

H5:257F4v%9 NAT

Security

Appliance
10111 f 2091652011
< '

10.1.12 ; 209.165.201.2
«< Z >

|nside ffOutside

130038

GB  BEISCT, WhHMET 4 t—7 /M TEET,

v bT—0F FLRZEHE (NAT) .



#y b7—47 FLAZEH# (NAT) |

B o« rzmemELrxs5 090 NAT

— FERERTE

LE=RZ2T 1Y% NAT

R FNEWEZRTELIZAXT 4 v 7 NAT TlE, EBEO7 o halrBlOR—Fevo b7
Shi-7a balBIOR—MEEETEET,

AFT 47 NAT A L CAR— hEHRETHHE. A—bEIZIP 7 FL A% UfAEIC
v BT L0, BOEIZ~Y v B ST ANEBRINTE £,

WO, RN— FNEWPRESNT—RIRAZT 4 v 7 NAT DY F VA2 RLET, BH
w7 LizAR— e, BIOEIC B 7 LR — O G A2 RLTHNET, WTho
r—2ATH, IPT RLVATRIOfEIZ y B 7 ENTWET, ZOEWIIEIZT 7T 47780
T, ZHENTEZHAA L VE—F AR NOWGTREGAZBBTE £1,

R6:K— FEBREBRELLRZ T4 v NATO—RBRRESF Y F

Security
Appliance /
10.1.1.1:23 ? 209 .165.201.1:23
«< >
10.11.2:8080 § 209165201 2:80
< z >

134

Ingide # Qutside

N— ML — NV ERELTZAZT 4 v 7 NAT 1%, FRESNTZAR—FD5EEIP T KL ADH
L77?1%%@Li¢0Mﬂw%wﬁ%%®%@T*FTm%m7FVXK77?XLi
HFeTHE BN T oy EnET, 51T, twice NAT DA, NAT L—/LDO%[ETC IP
T RLVAE—H LRI 7 4 v 750 IP T FL A LT D4, 5o — MCBRZ
< Fry7EnFET, LEB-T, 288 1IP 7 FL AR LTHFA ENDMOTRTD FT
T4 7BV —VEIBINT AMERS Y £, E X A—FEREETICIP T N

ANWZARZT 47 NAT V=L EFREL, R— FEHNL— L D% AIIENERE TE 9,

G¥)

THEY FxNDT IV r—a A ART g URNERT Y A—3 5 (FTP,
VoIP 72 &) ZEA+T 2854815, NAT NEEICE D o #Y) R— 28 L £7,

WIT, R— "EMEFRELTZAZT 4 v 7 NAT OFOMOEAFO—#H %25~ L E T,
FATOoTATA4 R—FEBREZRTELIZRE T4 v NAT

WY ) —A~OINET 78 A% H#LTEET, e xiE, BAerFR— b Th—tv 2%
BT 2 3 oD DY — 3 (FTP, HTTP, SMTP72 &) BNHIHEEIT. Fh DY —E
xm77ﬁx¢ét@@$ DOIP 7 KL A2 —FICRtcEEd, Tk, 74
TUTAT A4 R—=NEWERELTLAZT 4 vV NAT ZaxE L, 77EALLSELT
WAR— MZFESWT, BE— @%%ETbvx%%%~A®Eme7%vxk7/t
VITHZENTEET, = NTEREOR—  (FNTR 2L, 80, BLN25) ZfH A
LTWb7ed, "= aEHT 08 TIHY EHAL, ZOFIOF Eﬁ&;owfﬁ
FTP. HTTP. BLXO'SMTP D —7 RL A (R— FNEWERE LT A X T 4 v 7 NAT)
EHERL T EEN

. v T —07F FLRAZH (NAT)
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| #yr9—97 FLRZH# (NAT)

— X ZDAA T4

—sznz557 195 NAT |

BEUNDKR— FDR— FEBRERELIZRAZ T4 v NAT

R— NEMAERELIAZT 4 v 7 NAT T L. TRBEHRR— N LIEERELS O
= F OB, TOWOEMBELIATTCEET, 72 2i1E. NEE Web — 303K — b
mm%ﬁ%ﬁéﬁm\ﬁ~kwm%ﬁ¢é:&%%%i~%mﬁﬂb ED%, Bk
JLOR— K BO80IZIT Z LN TEET, [AERIZ, EX =2V T 423 HIZEDDHITIX. Web
Z— P FEHELIAN DR — b 6785 1THEfi T D L K ITHR L, T D%, £fih K— k80K
TZENTEET,

— FEBRERELEERI T4 4122 —T 4 XNAT

AZT 47 NAT X, EBEOT KL A2 A 2 —T 2 AT RLRALR—MOELED
I BT TR ICHRETEET, e 2L, T ZADHE A v H—T = A A~
D Telnet 7 7 B AZNEHAA MU XA L7 T 556, WElAA RDIP 7 KL A/R—
23 &AL H—T 2 A AT RLA/R—F 23wy B 7 TEET,

v %7 NAT

W, AXT 4y I NATIZ IR 1D~y VI THRELET, LALEAIZE-TIE, 19
@%@®7bvx%@@@V/t/&7bvxpﬁﬁﬁé_&#%wi¢'1ﬁ§)01ﬁ§
DAKT 4 v NAT R ET DG, BEEORA NN NT 7 40 v 7 &2BMGT D & #ITHKY)
D=y T T RLAMERENE T, UL, AR MIETCHBENTZ N T 7 4 v 7 D
HAEEOY B T T RVASND N T 7 4w 7 G TE, 1 DOEEOT R LRI
SNFEHEA,

WO, — 72 1 KIZDAZT 47 NAT T U AZRLET, EEORZ NG
HE, BIIEHIO~ BT T RUAMER ZSND T80, EEDKRA NIPHRAID~ v BT
IP O&#E, BRI REBO LTI ET,

7:—®EDRET 199 NAT

Security
Appliance /
%
*10.1 227 209.165201.3 >
101227 Z 209.165201.4
«<
{10.1 227 é, 209.165201.5 E
Z ;

Inside Er"'C.‘Jutsir:.‘re

7o ZI1E, 101227120 — R AN U RGFEETLHE LET, EREND URLICIHUT, 7
T4 HEELWWWeb b — 2V XA L7 MLET, ZOFIORTEFEICONTIL, #HED
~ o BT T RLA (AXT 4 w7 NAT, —%%) Z#EONEn— K XT3 2581 <
720N,

v bT—0F FLRZEHE (NAT) .
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*y hT—49 7 FLRER (NAD |

B to<cvery oyt G

8:—XZBDARET 14 v NAT DI

Host
_:!\
OL.lts'd;) Undo Translation
Unda Translation — 2091652015 = 101227

209.165201.3 == 101227

& Tk

Lnda Translation f—’J—H

209165201 4 > 10.1.2.27 T Inside
\:

|
|
24E833

two<vvELT OFUF (FEHERE)

NATIZHE, 1L LB IZT TR, D3, Zx0, Zx 172 EIEEOED AL T 4
7Ny U VAREATED LI FMERH Y T, 1x 1~y BT ERIT IS
Yy B TR EHERAT LI LEBO LET. INLOMO~Yy BT AT v a d, T
LR D FAET DR H D £

BERERUIZIZ, DRIZIE, 1 RZERUTTT, LL, a7 0¥ 2 b—3 g UM L T,
EEEO~ v B 7N —HTIEA LN TRWEER S 5720, LEETHEEDOET KL AITX
LTCIHEDar 7 4 Xal—va b BERTHIEEHRLET, L2 PxiZorT
UATiE, DEOEBOT RLARSEHDO~ v EL 7 7 RLRIZER I~y B 73 ET
(AlX 1, BlZ2. ClT3) . T RTOEROT RFLARY v B TENE6, RITwy BT
SNDT RLAZ, BHOFEREOT LRIy B 7S, TXTOYy B 7T RUAR
v BT ENDLETHEITSNET (AlX4, BIES5, Cid6) . ZOfER, EEOXKT RLA
WXL CTEE D~y 7 T RUARFET D Z IRV ET, 10 ar 7 Fal—
vardOri, POy B TEFRMEFRTHY, O~y B 7Tk, EEOR A
FD T T 4 v 7 ZRBTEETN, BEORA NLDOTRTHONT 7 4 v 71%, HIET
DRPD~ vy BT T RUVARET2HHTE 9,

WO, —fRIIRDRIZDAET 427 NAT > F V) A &R LET,

. v b= 7 FLRZEH# (NAT)
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ovvery orut cegm

9:OHREDRZT 4V NAT

Security
Appliance
{10.122? 209165201.3
101228 209 165 201.4
<
‘*10.1 227 7 209165 201.5
{10.1 228 ,_17 209165 201.6
{10.1 227 ‘{? 209165 201.7 ﬁ
Inside / Outside

SRV ELIISES 1 a7 4 X2 b—var T, v BV T RLRED EL DEBEOT
RUABGFIELET, EBEOT FLARRETLH LD BRI, v v VI T RUARRRELE
T, BGHORREE EETEDLOE, K FLOEBOIP T RL AL~y BT En=7—v
DI Ty B T E2ITHTEEETTT, BYDEMOEEDOT VAT NT 7 ¢ v 7 %6tk
TEETH, IN6~D T 7 4 v BB TCEERA, OV X —2 T 7 4 w713, ¥
DA DS H>DOEFE (EEICIP, S0P, EEFEILAR— b, FER—F Fmhan) 2ko
THYIRREOT LA IZiREINET,

GE)

L5t D E 713 % 1 O NAT (X PAT TlEdb 0 £8 A, 2 ODOFEBEDOKR A R FE CEETAR— k
F S &M L TR AR — "B LOFR U TCP 5i R — M7 7B AT 5881%, WDk
ZRRREICIPT FLRAICEHREND &, T RLADBEANDH D 5ODZ T ILR—E TR
72, WMAFOEwN Yy hahvET,

OB, — B2 EX DDA ZT v 7 NAT v F VU A% RLET,

10: 2]V DRET 4y NAT

Security
Appliance
101227 209165201.3 >
101228 209 165 201.4
>
101229 ? 21931652013 »
1012 .30 ? .3?9.155.21??.4}
=]
101231 ,_7 219.165.201.3 » E
. 3
Inside / Outside

COXEICAREZT 4 v I N—=NEFERTEZOTIERL ., NHROBRBENEE T T 7 4w
IR T DON—IVEAER L, FODT RLVRIZHEAF I v I —VEERTDHZ L 2BED
L/i‘j‘o

v bT—0F FLRZEHE (NAT) .



#y b7—47 FLAZEH# (NAT) |
B 5700 20 b0—0 4TS ) FNATELBAR— FERERE LR 274 v NAT DRE

AR T4 2y )= AT FNAT £=1ER— FEREH
ELI=ART 1Y% NAT DERE
COIETHEH, Xy M= FT7 V=27 ENATZFEHALTAZT 4 v 7 NAT V—/LERET
5 HEICOWTIH L ET,

FIE

AT FHRERIIEGFOR Y NU—27 47V =7 MINAT 2B L 7,
cHLWA Y NY—2 A7 x s BT 5IZ1X, [Configuration] > [Firewall] > [NAT Rules]
Z#®IR L, [Add] > [Add Network Object NAT Rule] #7 U v~ LE£7,

B Oy NU—2 7T =7 MINAT #iBINF %121, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] Z#IR L, Fv NI —7 A7V =7 FEfREELET,

AT T2 LA T V=7 bOBFEE, ROT 4 —)V RIZEEZ AT LET,
«[Name] : 7=V b4, a~z, A~Z, 0~9, BEUF R, A7, hr~, iziE
TUoH—=AaT7TDOXTFEFEH LTIV, 4T 64 XFLUTICTALERHY £,
e [Type] : RA b, Fy NU—7  FIXHEiPH,

* [IP Addresses] : IPv4 £721XIPv6 7 KL A, RA FOFHIITHE DT FL A%, FPHOY
GIEBET RL ALK TT KL A%, 7%y hOLEEILIPvE Xy hT—7 7T RLAE
=27 (72& z1E. 10.100.10.0255.255.255.0) £721ZIPv6 7 RLAB LIS L7 4 v
7 25 (=& 21X, 2001:DB8:0:CD30::/60) &= AL FET,

ATV T3 [NAT]Z 2 & a U FRENTOAVESIE, [NAT| 22 ) v 7 LTE s v a v 2RI L%
D

AT 74 [Add Automatic Translation Rules] = v 7 R v 7 A& A2 LET,

AT9 TS5 [Type] Ru vy 7 H oo U ARG, [Static] 2R L £9,

. v T —07F FLRAZH (NAT)



| #yr7—57 FLRZEHR (NAT)
RBFA9Y Ry RT—H A TS b NAT EER— FERERE LR 274 v o NAT0EE |

ano Add Network Object
MName: MyLBHost
Type: Host H
IP Address: 10.1.2.27
Description:
{NAT 2 |

™ Add Automatic Address Translation Rules

Type: Static

Translated Addr:

e PA

Advanced...

Help Cancel ook | g
]
]
AT 76 [Translated Addr] 7 t —/LV KT, ~ v BV 7 IPT RLRAZROWTNANE LTHRELET, i@
Fr%}\ L5t 1 e s ]:‘3:/7‘\"@@1‘ 325%3@7 FVXcEﬁbiﬁ@Vytoyyy ]‘I/X%%Qﬁbij—o
Ll 7 RLADEB—-EKLAVEEbHY EF, SMICONTIE, A% T 1 v 7 NAT (
45 =) EBRL TS,

¢ RARNIPT RVAZANLET, ZNICELY, FANET V=7 MZIX 1O~y BV
TRREEINET, Y7 Ry 8T V=27 NOBAEIT, A TAARANT RLURIZHL
TRILR Yy =R BMEHIN, v v BT ENTEZA L TAVRA DT TRy FAOT
RL Rkt LTt 1 o3 fThiEd, flE47 V=7 FOLAIX, vy BV 7S
727 RLVRIZE, #4727 MZH LRI LEOFRA MREEN, TAbiE~vy BT
ENTZAHRARNT RLANLIAEY 3, =& 20, FEBEOT KL A2 10.1.1.1 ~ 10.1.1.6
OHIFAL L TERSN, 1722011 2w v BV T RLRAE LTHRETAHE, v v BV
JHEIPAIZIE, 172.20.1.1 ~ 172.20.1.6 & FALE T, NAT46 F721L NAT66 Z£H#2TiX, IPv6
X hNT—27 7 RURAZEETXET,

CBRRELEI VI L, Xy NT—2 AT V= FEBIRLET (FEH L0E Y R
T—0 7= FERERLET) . IPT FLADOEHIC I 1 D~y B 721791
X, RICEDOT FL2xagte#iflagied 7Y/ FaBIRLET,

o (R—FEMEBRELTIZAZT 4 v 7 NAT DFEDHR) A v B —T 2 A A% ANTT D
M, FREFSRAZ %27 Y 2 L, [Browse Translated Addr] 4 70 7R > 7 ATA

v bT—0F FLRZEHE (NAT) .



Fy kI—497 FLRZEHR (NAD) |
B o As7 00 %0 b7—0 4TS s FNAT E 1R~ FERERE LR 2T 1 v 5 NATORE

A—T 2 A ZAEBRLET, TV oD TN —TF R NR—DAf B —T = ZAEERT 5
ZEIITEERA,
- En:e;s:-:d!
B outside

240775

IPv6 A > H—T7 = A4 AT RLAZMHT HIZIX, [UseIPv6 forinterface PAT] F = v 7 7R >
JALENTTDHERSH Y £97, [Advanced] 27 Y v 7 L TH—E R R— NEHE ST
RELET (FTFUVAXT LU ME—RTIE, A V¥ =T oA RAEEETHILILTEE
HTA)

ATvFT1 (EE) NAT46 D4, [Use one-to-one address translation] % 412 L %9, NAT 46 D4,
KOO IPvd 7 RLAZRPIDIPV6 7 KL A, 2FHADIPvA 7 KL A% 2FHD IPv6 7 R L
A LUFRBRIC 16 1 THRICAM T 2 X 9 ICHELET., 2037 v a v ERELRVWEE
1L, IPVA DAL G RDBMER SN ET, 131 BROGEIX, 20X —TU— REfHT 505
B FET,

ATv T8 (EE) [Advanced] %7 VU v 7 L. [Advanced NAT Settings] ¥ f 7 2 V7R v 7 ATIROA T+ 3
VERELTOK]Z27 Y v 7 LET,

* [Translate DNS replies for rule] : DNS JSENDIP 7 R L A% EH L E7, DNS A A

arPAR—T NIRRTV LI LR LT ESW (F 74/ FTEAFR—T LT
F) o FEMICOWTIL, INAT 2 L72DNS 7 = U LISEDFEE Mz ] 25HLTL
EEVN,

+ [Disable Proxy ARP on egress interface] : ¥~ v B 7 IP 7 KL A~NDERF /Ty ho7a X
VARP%T 4 B—TWMIZLET, TEFXYARP DT 4 B—T LR L 7e D ATREMEA
HAHWRBIZHONWTIE, v~V BT T RLREAL—TFT 4 VT EBRLTL &N,

s (TV oV ITN—T A N—=DA v Z—T = A AT [Interface] : Z D NAT L—/L %
WHTHEBEOA o F—T7 24X (FEfER) BIW~vy b7 A4 —T7xA A (3B5)
ERELET, T4V FTE, —Z T oY T—TF AR —F R TRTOA
VH—T oA AZHEHINET,

* [Service] : N — NEHAAEFRE LIZAZXT 4 v I NATR X ELET, 72 ha/LzER LT
Mo, BEOR—F vy B 7 R—F 2 AN LET, A— MESZEITIBEHOR— 4,
(http 72 &) ZEHTEET,

ATw 79 [OK]. KW\ T[Applyl 27 U v 7 LET,

ABT 47 V=V HATHD BllhZEERORA NOMTHT5) 72D, NAT L—
VT =T MIEALT 47 = VK LT, EHAIZ 1 DT D2 007K R LET,

. v T —07F FLRAZH (NAT)
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| #yr9—97 FLRZH# (NAT)
RABT 4% Twice NAT F£71z[FR— FEBRERE LR E T« v NAT DEE .

Configuration > Firewall = NAT Rules.
%add - FHedt (fodete 4+ & | 3 838 - Q Fnd B Disgram <7} Packet Trace

Match Criteria: Original Packet Action: Translated Packet

- Source Intf Destintf | Source Destination Service Source Degtination Service
1 insde outside = ctatic] 2| HTTP_SERVER 1o servicel | static2 (5} = HTTP_SERVER et servicel
outside insade Bl HTTP_SERVER B static? Eek- service 1 Bl HTTP_SERVER (5} M statci B service 1
= "Metwork Object” MAT (Rule 2) [Tv]
2 insde outside B HTTP_SERVER & any 1 hitp B, 209.165.201.3(5) - Original - we bt
outside inside @ any B 209.155.201.3 %#- htip == Original - M WTTP_SERVER e http %

AT 4 v Twice NAT £ /= (I R— FEBZERTE LRI T4 v
NAT D&

ZDETIE, Twice NAT #fifH L CTAX T 4 v 7 NAT V— V&R ET D HFIEICHOW T L
iﬁ—o

FIE

AT 71 [Configuration] > [Firewall] > [NAT Rules] Z3#&R L T, ROWTNNnEETLET,
* [Add] %721 [Add] > [Add NAT Rule Before Network Object NAT Rules] %7 U v 7 L &7,

* [Add] > [Add NAT Rule After Network Object NAT Rules] 22 U v 7 LE 7,
e Twice NAT /L— L& #IR LU C [Edit] 27 U v 7 LET,

[AddNAT Rule] A 7 0 7' 7R v 7 ANRFRENET,

v bT—0F FLRZEHE (NAT) .
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RBT 4 w7 Twice NAT F1=[FR— FEMERELI=R 2T« v NAT DRFE

ATy T2

ATvFT3

ano Add NAT Rule

Match Criteria: Original Packet

Source Interface: == Any == > Destination Interface: | == Any == H
Source Address: any E] Destination Address: | any D
Service: any [3

Action: Translated Packet

Source NAT Type: Static
Source Address: -- Original -- E] Destination Address: | -- Original -- E]
dd
AT Pool Translated Address D Service: -- Original -- [3
1 PA 1 ]
L 1 UDP ports into flat range 1024 1

s A

Options

¥ Enable rule
Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route tabie to locate egress interface

Direction: Both

Description:

Help Cancel OK

(FV oD ITN—=F A NR—=DAf o H—T = A ATWNE) EETA X —T =21 ZABL0%
A B —T oA AEHELET,

N—Fy K= RT, 77 7 MEREETE LS OT S OA 2 4 —7 =4 ZATF, L

FREMFTOA T a N, BEDA v E—T =4 AERIRTEET, L, 7V yY 7

N—T AUN=DA B =T 2 A A=V ZTLIRTHEEIT, A F—T oA AZBRT5H

VERHY FT, Tany) [IZINHDA U H—T oA ANREENTHERF A,

a) [Match Criteria: Original Packet] > [Source Interface] K& v X 7 U X kv XFLA
H—T 2 AEEIRNL £7,

b) [Match Criteria: Original Packet] > [Destination Interface] K2 v 7% 7 U 2 kb FEiEA
VH—T o2 f AEERLET,

Mateh Criteria: Onigingl Packet
T V_| Destinabon Interface: |outside -V|

240014

[Action: Translated Packet] > [Source NAT Type] K v 747 U 2 kb, [Static] &84 L
F£9, [Static] 37 7 /L NOFFEETT,

. v T —07F FLRAZH (NAT)



| #yr9—97 FLRZH# (NAT)

RBF 4 v Y Twice NAT El-[FR— FZBERELER 45« v NaT Rz [

ZOBREREFELT KL RCORMEASHET, FiOBRIFICALT (v 71080 £,

Acsan: Translated Packsl

x%w74ﬂﬁ/b@ﬁ®mwitimm®7sz DFD EETAHF—T A ARy NT—F
WCHHT 207y hOT FL R (EBOEETT FLAL< vy B 75%ET KL X)
uﬁJa%IJLiTO Ty N EBHI NNy hOFNZHOWTIE, RO ESHR L TLEE

240042

Spurce MAT Type: |Stabc v I

W,
Source Destination
) neice ) f;@fg
— —_ J__,-'r
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.1658.2.2 Mapped: 10.1.1.1
10.1.2.2 —=10.1.1.1 > 216822 —= 192.168.1.1
Criginal Packet Translated Packet

a) [Match Criteria: Original Packet] > [Source Address] (DWW T, AR X %27V v 7 LTEE
TOXy NI—0 7V x7 bERIZTN—T%ERINT %), [Browse Original Source
Address] XA 7T 7Ry I AMLH L WA T V=l NERIZITN—TE2/EHK LET, IPv4
T RLVAEIPV6 T RLADW % Z7NV—TICAND Z EIXTE LA, 12D A T2
DEENTVWDIMERHY 9, T 744 MIany TTHB, 747 7 147 4 NAT %k
WTEZ DA T v a vz LT IZEn,

Hame ~ 4 1P Address Netmask

=i IPv4 Network Objects -
oA 10111 10.1.1.1 255,255.285... [~
_qﬁlu-lzhemﬂu 209.165.201.0  255,255.255. .. E

b) ({EE) [Match Criteria: Original Packet] > [Destination Address] {22\ C, &R ¥ %7
Vo7 LTBREOR Y b =0 ATV =7 b Th—=7 FliFA F—7 oA ZA2ER
9% 7>, [Browse Original Destination Address] ¥ 4 7 2 7Ry 7 AMLH L WA T V=7 |
FF T N—TEAER L ET,

Twice NAT D E7eBEREIX, S8EIP T RLAZEHDH I L TTH, 5T RLARFAT v =
VTT, BT RLAERELIZEGAE., ZOT RLVRIZAZT 4 v IV ERERTETE D
N BT AT T 47 4 NAT 2 CTE£9, %6857 F LA ZEHE T Twice NAT
EHRELT, EBEOT FLRAZHT Ry NI—2 A7V =7 N TA—TOERAE71E
FETONL—/LDIEFAT T 2 & T, Twice NAT D ORE O 275+ 52 L n T %
T, FEMICOVWTIE, Ry RU—2 A7 =7 | NAT & Twice NAT DLk (4 =—3)
EZLTLLIEEN,

RATFYTE Ny NOEBREINT-IPvE F-ITIPv6 D7 RL A, OF V0, s v F—T A4 A X b

U—7 FICHETALE20ORyy F"OT RL A (v BT EETLT RLAREEROSEELET K
R) AFILET, KBS U T, IPv4 & IPv6 O TE# T £9,

v bT—0F FLRZEHE (NAT) .



Fy kI—497 FLRZEHR (NAD) |
B <571 o5 Twice NAT E 13— FEBERE L1=R 8T 1 v & NAT DRE

a) [Action: Translated Packet] > [Source Address] (Z DWW T, A Z %227 Y v 7 L TEEFD
Fy NT—=0 F TV x7 NETIITN—T%BIRT 57>, [Browse Translated Source Address]
HALTaT Ry I ANLH L WA T V= NEREITNA—TEERLET,

AXT 4 I NATO= v B 7, @BHE1Ix1TT, LizRnoT, EEOT FL ALy
BT RLAOEIIFREILCTY, 7272 L, MBS U TR AT HZENRTEET,

R— NEBPRESNTALT 4 v 7 A H—T A ANAT TiE, ~vEV 7 T RL R
DFy NT—0 FT V=) MNIN—TTIERL, AV X —T 2 A AERETEET, A
VE—=T A ADIPV6 T R AZMHT 5HIZIX, [Use IPv6 for interface PAT] F = » 7 7R v
JAEFANZLET, TV TN—T AN —DA U H—T =2 AZRINT D2 L1

TEEHA,
Source Address: outside D
|
| S
3 Use IPvE for interface PAT 5

ZEHNZOWTIE, N— MEHMEZRELTZAZ T 4 v 7 NAT (46 =2—) #BRL T2
SV, FERENDHYYELUTIPT RLAIZOWTIE, NATOHA RIA 2 (72—2)
EERLTLIZE N,

b) (&) [Action: Translated Packet] > [Destination Address] (Z DO\ C, BRARZ %27 ) v 7
LTCEEGFDORY N =0 727 NEFRIFITN—T7%EERT 57>, [Browse Translated
Destination Address] # A4 7 2 7Ry 7 ANBH LWAT V=7 NEITITN—TZ{ER L
£7

ATvT6 (LE) P—EALHBORE LY — A R— b ELIFSEF— X R— M &iln L £,

« LDy FOREE LA — M ETSER— b (ERORE LR — FERE~vy B 7%
SeAR— k) %51 L ¥, [MatchCriteria: Original Packet] > [Service] (2D T, A ¥
7V w7 LTCAR—NERET LI FOY—E A 47 V=7 MEEIRT 570>, [Browse
Original Service] ¥ A4 7 0 VAR 7 AN L WA T V=7 MEER L £,

« BHAE Ty POREILAR— N EZITSEAR - (v B ZEETR— PERIEE
BEosE R — F) Z#%kBI LEJ, [Action: Original Packet] > [Service] IZ- DT, BMA & >
7V vl LTHR—FERETLIHRGFOV—EA 4T V=7 MEIRIRT 57, [Browse
Translated Service] ¥4 7 2 7Ry 7 ANMBH LA T V=7 NEERLET,

=R ATVl ME, FEILAR— MR- OB G EGELZ LN TEET, EED
=R F T2l Ny BV —ER ATV FOFEHIC, FETLA— N E-1E50
A= FOWTNNERET HLENRSY T, THEAOT 7Y r—y a UREEDOEET
R—NEEHT 254 (O DNS $— 372 L) ICEEIER— B L O%EAR— F o &
RETHIHLENRDY FI0, BHEDOEEF LR — NI ESNE A, A7 V=7 b T
EETR—F ESER—FOTFEIEETHZLITNFELAEH Y FHAN, ZOEAITIE, T

. v T —07F FLRAZH (NAT)



| #yr9—97 FLRZH# (NAT)

R85 4 v Y Twice NAT 13— FEBRERELER 27 ¢ v NATORE

DOy ROV —E A FT7 V=7 MIEBREOREGFETAR— M~y B 7 Inisfei— g
FNFET, BREINZ ATy FOY—E A AT V=7 MIF, v~ v BT SRR ETR—
MEBEOSEHER— EBEENET, N— FNaE#RT 256, EEOV—EXA A7 V=7 bD
e hrartwy B/ h—ERA ATVl rOTa haloOmFERCICLET (kX
S EBTCPIZLET) o TAT T 47 4 NAT Tl EEOFR—FE~v o7 R — R
OEFIZFE Y —ERA AT V=7 e TEET, Inotequal (FELL V) | (=) JHE
FiEAR— b ENTHERA,

Wl z2m L ET,
. Tals) Add Service Object
Name: web
Service Type: (= tcp B

Destination Port/Range: | B0

Source Port/Range:

Description:

( Help ) :rCam:eI_‘); ( Ok ]

Match Criteria: Original Packet

Source Interface: [ inside E] Destination Interface: | outside 4

Source Address: obj-192.168.251.164 G Destination Address: | obj-172.25.23.32

Service: web

[EE]

. Tals) Add Service Object
Mame: web_map
Service Type: | = twcp [y

Destination Port/Range: | 808(

Source Port/Range:

Description:

( Help ) !"Cam:eI:; ( Ok j

v b= 7 FLRZEH# (NAT) .



#y b7—47 FLAZEH# (NAT) |
B 257 vy Twice NAT £ - i3K— FERERE LIRS T 1 v 5 NAT DERE

Action: Translated Packet

Source NAT Type: Static T]

Source Address: obj-182.168.252.128 [3 Destination Address: | obj-172.25.23.32 [:]

D Service: web_map D

ATy T1 (FEE) NAT46 D4, [Use one-to-one address translation] = v 7 R v 7 A& 4 (2 L £,
NAT 46 D&, IO IPv4 7 RL A& A D IPv6 7 KL A, 2 KB D IPVA T KL 2% 2%
HOIPve 7 R LA BUFRIBRIC 1t 1 THAICAE# T 2 K9 I ELET, 20T ar %
FBELZWEAIX, IPEDIALGTARERA S NET, 11 EBROGAIX. ZO0F—T—F
2T O2ME R H Y £,
ATwv 78 ({LE) [Options] KT NAT A7 a v EZHELET,
Options
W'f Enable rule

|_ Translate DNS replies that match this rule

rection

Description:

" Help ) ( Cancel ) ( oK )

* [Enable rule] : 2D NAT L—/L &2 A X —F M LET, ZONL—TTF 7 4L FTA F—
T TV ET,

o (EEILHHNL—/L DA [Translate DNS replies that match this rule] : DNS /2N @ DNS
AL a—REEXHZ £T, DNSA VAT L a VN R—=T TR > TW5D Z L &R
LTLESW (T7HNITIEARX—TNANTT) , 58%T RVRAERET 585, DNSE
EFRETEEA, FEHICOWTIE, INAT 2 L7ZZDNS 7 = U LINEDE X
Z] BZRBLTIEEN,

« [Disable Proxy ARP on egress interface] : ¥ B 7 [P 7 RLANDHERF 7y b7 r ¥
VARPEZT 4 =T M LET, MOV TIE, [y By T RLAEL—T 1
71 wBRLTIES N,

s [Direction] : /L —/ L% B FMIZ T 5 121%, [Unidirectional] 3R L EF, 7 7 4/ ML [Both]
TY, VA EBEACT DL, 5057 FUAREREDT R L A~OHR &I 2 D%
BT £,

* [Description] : /L —/WIZBA3 250 & 200 SCFLANTBM L £,

ATYvF9 [OK]EZ27 Vw7 L, W [Applyl 227 U v LET,

. v T —07F FLRAZH (NAT)
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| #yr9—97 FLRZH# (NAT)
7457574574 NAaT [l

7AT2T47T 4 NAT

IP7 RLAZBEFICERT AIVEDOHLHNAT 2 7 4 F 2l —ya VU ERETEET, &
ZIE, NAT 253y NU—ZIZ#T5H0D, 1 OOy NU—27 % NAT LRIV &0
) IRFI N — VBB T DA, AXT 4 v 7 NAT V=L Z{ER LT, 7 KL AZHHIZE
Wt DN TEET, 74TV T AT ANATIE, 24T F FT7 7497 % NAT 25
AT 2 MEDHDH Y T— b 778 A VPN OBAITHETT,

WO, — 72T AT T 47 4 NAT DOV F VA &R LET,

11:7A4F2T 14T 1 NAT

Security

Appliance é
209165201 1 2091652011
< >

< 209,165 201 2 § 209.165 2012

»

130038

Inside f'{Outside

T TAT T 4T 4 NAT OFREFTEIZHOWTEHA L ET,

FATOTATA RV NIT—=0FTxH b NAT DERFE
ZOETE, Xy MU= AT V=7 FNAT 2 LTT AT 7 47 4 NAT b— V&%
ETDHECONTHHALET,

FIE

ATV TN FHELZEGEDOR Y NU—2 7V =27 MINAT 2B L £,

LWy NU—T A7 V=7 MEBIIT 5121, [Configuration] > [Firewall] > [NAT Rules]
%3 L. [Add] > [Add Network Object NAT Rule] #7 U v 7 L£7,

BEFEDOFR Y NU—7 ATV = MINAT ZiBINF %I21%, [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups] Z IR L, Ry NV —2 A7V =7 MafRELET,
AT9T2 HLWAT V27 bOBFEIE, ROT7 4 —)V RIZEEATILET,

s[Name] : 7=V b4, a~z, A~Z, 0~9, EUF R, A7 B~ 2T
T =AaT OXFEMEN L TIIZE, A% 64 XFUTICTL0ERH Y 7,

«[Type] : RA M, Xy bU—7  FoITHIPH,

« [IP Addresses] : IPv4 £7-1ZIPv6 7 KL 2, HRA FOEPAIFH DT FL 2%, #iFHOSE
BUEBAT RLA LT T KL A%, 73y hOBAEIXIPVE Xy NU—27 T KL AR

v bT—0F FLRZEHE (NAT) .



Fy k=497 FLRZEHR (NAD) |
. 7,{7—_“/-7-47_-4 2y bI7—H 7]'7:)17 k NAT D%E

T~ 7 (=& z1E. 10.100.10.0255.255.255.0) F72I1XIPv6 7T FLAB LT L7 ¢ >
7 2 F (7= & 21%. 2001:DB8:0:CD30::/60) Z# AL £,

RATY T3 [NAT]BEZ v a U RFERENTWRWEAIE, [NAT] 227V v 7 LTk v a v 2 REELE
T

AT 74 [Add Automatic Translation Rules] = v 7 R v 7 A& A4 2 LET,

ATw TS5 [Type] Ru vy 7 Z o U ARG, [Static] 2R L £9,

ano Add Network Object
MName: MyLBHost
Type: Host H
IP Address: 10.1.2.27
Description:
{NAT 2 |

™ Add Automatic Address Translation Rules

Type: Static

Translated Addr:

& PA

Advanced...

Help Cancel | 0K

HaTE

AT w76 [Translated Addr] 7 « —/L KT, IROWT DD EIEEZITVET,

CIRANT TVl FOEHAIZ. LT RLARAZANDLET, #4727 FOHEEIT.
EEOFHHICB T A2RAOT FLAE AN LET GEHAORUEOT FUARFEH IR
F9) . TRy MAT V=7 FOBHIE, EEOV TRy FHNIZHLIEEDT RL A%
ANLET (BT NNOTRTOT RUABREHINET) |

HBWARF L E I Y I L, Xy NT— I F TV NEBIRLET (FEEHLOE Y B
T—0 F T2l NEERLET) , 7 RLRAOEFEICT AT T 47 4 NAT 2% ET
HEXIL, ZOF T arEERLET,

ATy TT1 (EE) [Advanced] 7 VU v 7 L. [Advanced NAT Settings] # A 7 &2 7R v 7 ATIROA T+ 3
VEFBRELTCOK] 227V vr LET,

. v T —07F FLRAZH (NAT)



| #yr9—97 FLRZH# (NAT)
74707 17 4 TwiceNAT0EE [

s [Translate DNS replies forrule] : 747 7 47 4 NATICZ DA > 3 VEFFHELRNT
<IEEWY,

* [Disable Proxy ARP on egress interface] : ¥ v B> 7 [P 7 RLVASNDERF Xy o7 v ¥
VARPET 4 =TI LET, T X ARP OF 1 B —T /AL NEE L 72 % ATREME DS
HDHRPUZONWTIX, v v BT T RLAEL—T 4 VT EBRLTLIES N,

e =Ty RE—FR, f ¥ —7xA A%&HE) [Lookup route table to locate egress interface] :
NAT a2~ RIZHRE LI v —T = A AT 20DV V=~ Vv I T v 7%
HLTHIA =T oA REZRELET, FFMIZO VWL, THAOM =T = A R
DIRE] #ZRL TSV,

s (TN TV ITN—T A N—=DA =T = A AZE) [Interface] : T D NAT L—/L %
BT 2EROA =T =4 X (FEER) BLO~v T A2 —TxA2 (5B5k)
ERELET, 774N FTEH, A= EIT ) v ¥ T—T A N=Z R T XTOA
YH—=T A AW S ET,

o [Service] : TAT T AT A NATIZZ DA T a U ERELBRNTL SN,

ATw 78 [OK], FW\T[Applyl 227 U v 27 LET,
ABT 47 V—)VIN_JAThDH (BlthEEEDORA NOMTHFrT5) 72, v—hLy
I F T a s BERLUARWVEY , NATL—)L T —T VI E AR T 4 v 7 JL— % L
T, BHFMT1O2FT 222007 %2F - LET,

Configuration > Firewall > NAT Rules
Wadd - Fedt (Joeete + & 3 B3 B - Q Fnd B Disgram 7 Packet Trace
Match Criteria: Original Packet Action: Translated Packet
5 Seurce Intf Destintf | Seurce Destination Serviee Seurce Destnation Servies
1 insde outside =L staticl 2| HTTP_SERVER 1t servicel = static2 (5) = HTTP_SERVER Mt servicel
autside inside Bl HTTP_SERVER 3| staticZ Kb service 1 &l HTTP_SERVER (5) M statcl Bp service 1
= Metwork Object” NAT (Fule ) o
2 insde outside Bl HTTP_SERVER & any 20 hitp B 209.165.201.3(5) ~ Original - mehip
outside inside @ any S 209.165.201.3 b htip == Original -- M HTTP_SERVER e htip E

=JL ==

7AT2T 4T+ Twice NAT DERTE

ZDIETIE, Twice NAT 2L CT AT T 47 4 NAT L— LV ZRET D IFEICHOWV TR
BHLET,

FIE

AT 71 [Configuration] > [Firewall] > [NAT Rules] Z3&R L T, ROWTNNEFITLET,
s [Add] ¥ 7213 [Add] > [Add NAT Rule Before Network Object NAT Rules] 27 U » 7 L £,

* [Add] > [Add NAT Rule After Network Object NAT Rules] % 7 V v 7 L%,

v bT—0F FLRZEHE (NAT) .


asdm-74-firewall-config_chapter10.pdf#nameddest=unique_243
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#y b7—47 FLAZEH# (NAT) |

B 75551 TwiceNAT OB

ATy T2

ATvT3

s Twice NAT L— LV ZIBIRLC[Bdit) 27 U v 7 LET,

[AddNAT Rule] ¥4 71 7R v 7 ANRFRINET,

N.Yals Add NAT Rule

Match Criteria: Original Packet

Source Interface: [ -- Any -- %1 Destination Interface: [--Any--  }§]
Source Address: any = Destination Address: | any =
Service: any -]

Action: Translated Packet
Suurce-‘;HAT Type: | Sratic &=
Source Address: == Original -- ._ Destination Address: = Original -- e=

PAT Pool Translated Address Service: == Original == L=}

ound Rob
jh to interface PAT

Options

E Enable rule

|__ Translate DN5 replies that match this rule

[ Disable Proxy ARP on egress interface
Lookup route table to locate egress interface

Direction: | Both .

Description:

-

" Help ( Cancel ) (0N

(TN ITN—=T A N—=DA B —T = AINE) EETA L F—T =2 ABLV%E
Ao B =T A ABRELET,

=Ty RE—= T, 7740 MIEEIEESLOM G DA v H =T = ZTE, W

FREWFTOA T a N, FFEDA v E—T =4 AERIRTEET, L, 7V oyY 7

N—T A N—=DA B =T oA A=V EFTIRTHEEIL, A X —T oA AZERT D

VENHY ET, Tany] IIFZHEDA X —T 24 ANEGENTVERA,

a) [Match Criteria: Original Packet] > [Source Interface] K& v X 7 U X kv, ¥FLA
H—T o AZERLET,

b) [Match Criteria: Original Packet] > [Destination Interface] K2 v 7% 7 U A hinD | 36561
V=T A RAEERLET,

@ Add NAT Rule

Match Criteria: Origingl Packet
Source Interface: | nside :| Destination Intarface; | cutside :J

248014

[Action: Translated Packet] > [Source NAT Type] K& v 7% 7 U & ki [Static] Z 341 L
F9, [Static] BT 7 + /L FDRETT,

. v T —07F FLRAZH (NAT)



| #yr9—97 FLRZH# (NAT)

ATv74

74572747 1 Twice AT 0%z ]

ZOFREIFTEETLT FLARIZOAZMEH SNE T, SBHREOBRIIEICAZ T 4 v 712780 £7,

Acsan: Translated Packsl

Spurce MAT Type: |Stabc v I

240042

Ny NOITEDIPvE FT-1TIPV6 DT KL A, DF D EHETXA L H—T =24 A Fy NT—F
FIZHBRT L&D Ty hOT FL R (FEBROKFELT RV AL~y B 7%5EET R X)
il LET, LTy NEEBREI NIy FOFIZONTIE, ROKZEZZRL T ES
VW, ZIZTE WHARARANTTAT T 47 4 NAT 2 FATLETR, SNTFAA M2 EHLE
7

Source Destination
5 (o) (il
B i) (ouesey— )
10.1.2.2 Real: 192.168.1.1
Identity Mapped: 10.1.1.1

101,22 ---= 192.168.1.1

10.1.2.2 —=10.1.1.1 >
Criginal Packet

a) [Match Criteria: Original Packet] > [Source Address] (DWW T, AR Z %227V v 7 LTEE
TFOXy NI—0 TV =27 MEFRIZTN—T%EINT %), [Browse Original Source
Address]| XA T TRy I AMLH L WA T V=l NERIZITN—TE2/EHK LET, 1Pv4
T RLAEIPV6 T RLADN & T A—TICAND ZEIXTEEHA, 120X A 7720
MEENTVDIRERSY ET, 774/ MIany T, ZOFTvaii, vy
T RUAL any ICERETDEAICORER L 9,

Translated Packet

Hame a3 TP Address Hetmask

=i IPv4 Network Objects -
= A0 L 10.1.1.1 255,255.285... [
(afl DMZnetwark1 209.165.2010  255.255.255... g

b) ({£E) [Match Criteria: Original Packet] > [Destination Address] {Z-2OW\\C, &R ¥ %7
Uy LTHFEOXR Y NU—=0 ATV b IN—T Fld3A ¥ —7 oA A% %R
9% 7>, [Browse Original Destination Address] A 7 R 7R v 7 ANBLH LA T V=7 b
FITITN—TEAERR L ET,

Twice NAT D E7eBEREIX, S0EIP T RUAZEHH T L TTA, 5EET RLAIFTA TV =
VT, ST FLAZIRELESA. ZOT RLRIZAZT 4 v IV EMRERETE D
N BICTAT T 47 4 NAT 2 CTE £9, 568587 KL A2 3 Twice NAT
EFRELT, EBEOT RLARKHTDI Ry NI—T 7Vl N IA—TOHEZIX
FEITONL—VONEFATT 2 & Te, Twice NAT ODfMOFFE DO — &2 iEH T2 2 &N T %
T, FECHOWTIE, Ry N =2 A7 =7 k NAT & Twice NAT DL (4 ~<—2)
EHEIRLTLLTEEN,

R— "NEWARTE LAY T A7 A HZ—T x4 ANATIZRY , A vV F—T = A%
BIRLET, /1 X —T oA RAEEETIHILEE, LTV —EALBORELE T, it
WZOWTHE, R— FNEWAEFRELTZAXT 4 v 7 NAT (46 X—) 2L TLEX
v,

v bT—0F FLRZEHE (NAT) .



#y b7—47 FLAZEH# (NAT) |

B 77257« wicenaT D

ATYTS BHEINT Ay 8 7 FURAEZHHILES, 20, sikiA v =T A Xy FT—7IC
RRSINDNNTy b T FVR (v B 7HERLT FLRLEBEOSET RLA) TY,

a)

b)

[Action: Translated Packet] > [Source Address] (Z- 2T, BIARZ %27 U 2 LT [Browse
Translated Source Address] %1 7 0 77K v 7 AL EBEDREILT FURITEBIRLIZHD L
FUXy hNT—=20 A7 V=7 FERIIIN—T 2R L ET, EBEOT R A Zany 245
E LS A T any 26 H L £,

[Match Criteria: Translated Packet] > [Destination Address] (Z2OW\WC, AR Z %27 U v 7 L
TEEEOXRY NU—7 7V 7 NERIZTN—T%EINT 57D, [Browse Translated
Destination Address] %4 7 2 7Ry 7 AMBH LWAT V=V NELIXTNV—TEER L
£

SEET RLVADT AT T 4T 4 NAT Tlit, BEOT RL A<=y 7 7 RLADM
FCHICRI AT V27 vERIIIN—T 2R L E T,

ST RVABEBRT DGE, AXT 47 <~y 7, @E 151 TT, Lizho
T, EBEOT RLAL~ BV 7 RLAOKIFRLCTY, 72720, LEILCTRRD
BIZTHTENTEET, FEHIZOWTIE, A¥ T 4 v 27 NAT (45 3—2) ML T
L&V, HERENDE~ Y BV IP T RLAIZOWTIE, NATDAA KT A4 (73—
V) ML TLLEEN,

ATFYT6 (FE) H—ERAEHEOEE T —E R R— MEFIISEET—E X B— &I LET,

« LDy NOEFITLAR— M ELITSER— N (EEORETA— MEREE~y B 75
JeAR— 1) ZFBI L F9, [Match Criteria: Original Packet] > [Service] IZ-DW\CT, BIAR ¥ >
Vw7 LTHR— NERETHBEFO—ERX 7= MESRT 57>, [Browse
Original Service] ¥4 7 2 VAR v 7 AN L WA T V=7 MEER L £,

B I N Ty OFEILAR— M EIISEER— b (Y B TR ETAR - FEEEE
B AR — k) &5 L E 9, [Action: Original Packet] > [Service] (Z-DW\T, SR X v
Vw7 LTHR—bERETHIHEDT —ERA T Ty M EEIRT B>, [Browse
Translated Service] ¥4 7R 7R v 7 ANLHEF LWAT V=7 b EERLET,

=R ATV M, FEILR— NESER—NOWFEELI ENTEET, EBEOD
P—bER ATVl vy BT =R LTV bOWHIZ, EEFEXHA— bELIFE
TAR—=PFOWTNOERETH2LERH Y £, THEHOT 7Y r—ya UREEOEEIT
A= brE2HERAT D5 (3O DNS — 372 L) 12 ETAR— B L O%ELEFR— hO %
RETHMENDH Y 0, BEEDKEILAR— MIO-TIERlESNERA, #7227 b T
WEETTAR— b ESERAR— bORFEIRET DL Z EIXZEAEDH Y FHEAN, ZOHAITIE, T
DOy ROY—E R FT7 V=7 MIEBREOREETAR— M~y B 7 Inisfei— hiE
FNET, ZRENAT Y hOY—E R A7 V27 M, v v B 7 S Ri—
bEBOSISER - bAEENET, K- FEEBRT DHG, KEOY -2 4T V= bo
Juabrartwy S =R ATV FOTa halomlERCICLET (X
S EBTCPIZLET) o TAT T 47 4 NAT Tl EEOFR—FE~v o7 R — R
OWMFIZR Y —EA ATV xr Nl T&Ed, Tnotequal (EL 72V | (=) HE
FiIP R — I TWERA,

K

PR LET,
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ATvIT1

T AT 2T 4T« Twice NAT

Name: web

Service Type: [ 1 tep

Destination Port/Range: i a0

Source Port/Range:

Description:

.'[ Help ) l:l:am:elj E-"'Glﬁ'—'*}

Match Criteria: Qriginal Packet

Source Interface: [ inside

zz I}

%]  Destination Interface: [ outside

Source MAddress: obj-192.168.251.164

D Destination Address: = obj-172.25.23.32

Service: web

web_map

Service Type: [ e tep

Destination Port/Range: i 208(

Source Port/Range:

Description:

.': Help ) [:CanceI:] E—-ﬂl[—-}

Action: Translated Packet

Source NAT Type: Static

B

ofa]:

Source Address: obj-192.168.252.128

_| PAT Pool Translated Address

D Destination Address: | obj-172.25.23.32

web_map

G Service:

(f£&) [Options] fEIK CNAT 47> a v a&ELET,

00

vy b= 7 FLZZEHR (NAD ]
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Options
™ Enable rule

| Translate DN% replies that match this rule

Direction

Description:

Help ) ( Cancel ) G0k

s [Enable rule] : =D NAT L— V& A X —T W LET, ZONL—)IUIT 7 4/L K TA F—
TIN5 TUWET,

o GEEILEHANL—/LDYA) [Translate DNS replies that match this rule] : 5657 K L A %%

ELRWEATHLIOF T v a v EFERTEETN, 7 RV RAZ2ZRNAHITEBRLTND
DT DNS IGEIMEENRLE RN, O T > a NET AT T 47 4 NAT 1213 A
SNERA,

+ [Disable Proxy ARP on egress interface] : ¥~ v B> 7 IP 7 KLV A~NDERF Ty ho7a X
VARPEZT 4 =TI LET, FEMICOWVWTIE, T~y BT T RLREL—T 1
71 BERLTIEEN,

s NM—7 v RE—R, £ ¥ —7 =1 A%E) [Lookuproute table to locate egress interface] :
NAT 2~ RIHRELEA v 4 =T = A 2R 2RI 00 I, v—h Vo7 v 7%
EMLTHIA =T = R RELET, FEMICOVWTIE, A F—T=A R
DRE)] B L TLTZEW,

* [Direction] : /L —/L%& HFHIZT HIZI1E, [Unidirectional] Z#8&R L 9", 7 7 4 /L ;i [Both]
T, W= IVEZHREFMICTDE, NTT7 4 v I REBRDT RUA~OERZRET 50 %
B CEET, ZOREIX. TAMOEDIHERTLIHAERHY 7,

* [Description] : /L —/VIZEAF 207 & 200 SCFLANTIB L £97,

ATy T8 [OK]EZZ7 U7 L, T [Applyl 27 UV w7 LET,

NATDE=Z') 25
D=5 NAT IZRET 57 7 72K RTEET,

+ [Monitoring] > [Properties] > [Connection Graphs] > [Xlates] : {# H H ® xlate 3 & O b &
N T2 xlate 2379 5 121%, [Xlate Utilization] 77 7 Z38R L £ 3, ZiuiL. showxlate
o< ]\\\ & IEJ%T—;*O

* [Monitoring] > [Properties] > [Connection Graphs] > [Perfmon] : NAT D /X7 #+—< A {EH %
FoRT HIZIE, [Xlate Perfmon] 777 7 23R L £ 9, 24X, show perfmon =~ Kb
O xlate i # & [R5 T,
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NAT O & &

nat oz I

F3v b
TA—LY)
e 1) —2X 5 BA
X NU—2 7Y/ b NAT 8.3(1) Iy NI—=2 A7V 7 hOIP T KL AD NAT %%
ELET,
WROBEMAZEANEIITEHE S E Lz, [Configuration]
> [Firewall] > [NAT Rules] [Configuration] > [Firewall] >
[Objects] > [Network Objects/Groups]
Twice NAT 8.3(1) Twice NAT Tl, 1 DD/L—/LTERETT RLAB IO

5097 R L ADMWT il T& £,

WOE R NE T Z41E L7, [Configuration] > [Firewall]
> [NAT Rules],

v bT—0F FLRZEHE (NAT) .
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B woe=
AN
T —L Y
HEER 1) —X BEL]

TAT T 4T 4 NAT D% ENAlRE R 7 1
FYARP BLON— P} Ly I T v

8.4(2)/8.5(1)

TATYT 4T 4 NAT DLUHIOU U — AT, 7a¥x
VARPIIT 4 =T M EN, A VA —T = A R
DOWEIIEFIZN— b vy 7 Ty IREH ST E
L7z, INHERETHILITTETERATLZ, 84(Q2)
LIBs, 74T 2T 4T 4 NAT OF 7 4 /L NEIEIZMO
AXT 4w I NAT 27 4 X2 b— 3 OEMEIC—
BIdL2EEsNE Lz, Zhucky, 77401
TR FY ARP (34 F—7 &, NAT 27 ¢

Fal—valZhOVHNA v Z—T oA ADBREZ I
HEDIRVELE FEESNTVWDLIEE) ., ZIbD
REEZTOEFFRITLLTEETL, @A *—7
NEREIT A =TT HEHTEET, BEDOA
2T 4 v I NATOTF xS ARPET 4 B—7 NIt 5
TEHLTEDIHITRHoTVET,

83 LV LRHIDEREDSGE . 8.4(2) LAFE~D NAT kR
JL—/L (nat0access-list 2~ > F) OBITIZIE, 7r
¥ ARP %7 4 £—7/WIZT % F— T — K no-proxy-arp
BLROV—F Vo7 v T EEATHF—U—F
route-lookup 3% ¥ 9, 8.3(12) B LU 8.4(1) ~DBAT
\Zf# F & 7172 unidirectional % — U — Ri%, BT 4
SN0 E L, 83(1). 8.3(2). 8.4(1) 75 8.4(2)
Ty =R 5L, B T 2720,
RCODTATYTATANAT AT 4 Falb—Ta v
{Z no-proxy-arp % — Y — K & route-lookup ¥—7— [
WEFEND XI5 TWET, unidirectional X — 17 —
RIZHIBR SV E LT,

ZOWRDHEFEMNEL SLE L7z, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object] >
[Advanced NAT Settings], [Configuration] > [Firewall] >
[NAT Rules] > [Add/Edit NAT Rule],

. v T —07F FLRAZH (NAT)
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nat oEE

HaE

iy

TS5y bk
Th—LY
y—2

B

PAT ’—VEBLORTZ v Rrey 7 RLXA
VNG

8.4(2)/8.5(1)

1507 RLADRKDYIZ, PATT KL ADF— L5 f8
ETEDX T E Lz, £72, A7 3T, PAT
7 RLVADOTRTOR—FEHEHLTOHL T —LNOK
DT RVAEERTZDOTIZZRL, PATT KLAD T
TR EIY Y CEALS R—TNMITHIELTEE
T, ZHDHOKEEIX. 1 DD PAT 7 FL A TEH D
B AT> CODIEAIZZIND DoS WEBOX G L 72D =
EERBIETADICENLLET, I 0REICLY, £
BDOPAT 7 LA ZfHHICERETE ET,

ZDOWDEHNEF I4LE L7, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object].
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT
Rule],

7 Ra by PAT 77— /LVEID YT T, BE [8.4(3) T Ra b BN YT TPAT P — L&+ 5% & X
TFORANDREUTIP 7 KL A% H W2, BA NMIBEFOEGERH DGH. TDRA RNLOD
Bt OBEGE Tl A — M AMEH ATEE THAUZE U PAT
IP7 FLARNEHINET,
ERINHEEITH Y TR A,
Z OBEREIZ. 8.5(1) £7-1% 8.6(1) TIXEATE £ A,
PAT 7— /L@ PAT R— ~D 7 F v ~7ekifH | 8.4(3) AT 256, EEOREITR—  NEER~ BT

R—MIFLTERESNES, 2L, EEOR— R
ERTERWEARIE, 7740V T, v v BT R—
MIEBEOR— FEE LR UA— MG (0~511, 512
~ 1023, BLU1024 ~ 65535) mHBBRENET, £
D=, 1024 LD H TFOFR— ML, /NEVPAT 7' —
IVDIHRBH D FT,

TALAR— NG EERT LD N7 7 0 v I B H DY
BlX. PAT 7=V EMHT 5 L EIC, A XHERRD
3ODBORDLVICT T » MR — M AFEHT 5 &
INTHRETE E 9, 1024 ~ 65535 £721% 1 ~ 65535 T
R

ZORDOEFENEL SLE L7z, [Configuration] >
Firewall] > [NAT Rules] > [Add/Edit Network Object].
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT

Rule],
Z ORI, 8.5(1) £721% 8.6(1) TR TE £H A,

v bT—0F FLRZEHE (NAT) .
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B wors
TS5y bk
TA—LY
HERER )—2 ELE)
PAT 7 — /L D HLEE PAT 8.4(3) % PATIP 7 R L A TlE, K 65535 DA — k2 H]

TE X1, 65535(HD AR — h TEHN AR5 78E81T,
PAT 7 — %t L CTHEIR PAT 2 A X — 7 /LI T H 2 L
MDTEFET, JLEE PAT Tix, BHE®ROET N LA
EIR—FEED, IPT RLATETIIRL, H—E X
T 65535 HDR— FAMER SN ET,

ZOWDE AT Z4E L7, [Configuration] >

Firewall] > [NAT Rules] > [Add/Edit Network Object].
[Configuration] > [Firewall] > [NAT Rules] > [Add/Edit NAT

Rule],
Z OBEREIZ. 8.5(1) 721X 8.6(1) TIXEATE £ A,
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nat oEE

TS5y bk
T4H—L4L1)
HEeS IJ—= Bz
VPN ET7Oua—h/LIP T R ZA&254 1L T |8.4(3) Fhiz, WEry hU—27 T, By YTon/-e—h

BT DOEBED P 7 R L AT H#) NAT
JL— )

IP7 RLATIZRL, VPNETOEEDIPT KL A%
AT 2HBE1/HY £4, VPN Tld@s. WNEx > b
U— T 78 AT R0, BoYToni-a—nb1
IP7 RLABRETICHEESNET, 2721, N —
NRBLOR Y hU—7 X2V T 4 NET OFEEED IP
T RLARICESS ARSI, u—AVIPT KL A%
L CET OEEONRTY v 7 IP T KL AR THE
BRHY ET,

ZOBEREIX, hU RV TA—T T LT DDA U H—
T2 ATARX—TINITHIENRTEET, VPNt Y
Va UNESLETIRUII S NS & AT Y27 R NAT
J—LEIZENNE L OHIFR S vE T, L—/Lidshow
nat 2~ REFEH L TERRTEET,

=T 4 T DRIED TS, T OFRENME TGS
L. ZOMREOMHERIFHLE L EHA, ZHEHAOR Y
T — 7 & OMEED BHE A MR 5121, Cisco TAC IZ
BREWADELZIV, ROFIRFHEAHRL TEE
AN

« Cisco IPsec 33 & O* AnyConnect 7 7 A 72 N DFHH
PR—bhSET,

eNAT RV —BLIORVPNRY —2HMA IS5 &
AN, XTI IPT RLVA~DY X —2 bT
T4 TIZASACNV—T 4 VT EINAEVLENDH Y
F7,

e — KNRTF U E Y R— SN EHAL (b—
T4 T OREDED)

cm—=3Iv7 (RNTY 7 IPERE) FHF—-FSh
ERewvR

ASDM TliiZa<wy NiZ¥hAR— S EHA, 27
VRIA Y=V EFERALCa~v L REAALTLE
S,
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HaE

iy

TS5y bk
Th—LY
y—2

B

IPv6 1D NAT DR — k

9.0(1)

NAT 23 1Pv6 87 7 4 v 7 & HR— R T 5L 512720,
IPv4 & IPv6 ORIOZEH G AR — hSivEd, IPv4 &
IPv6 DREIOZE# L, FTF AT L kN F— R TIEH
A—hSHNERA,

WOHEENEF SILE L7z, [Configuration] > [Firewall]
> [Objects] > [Network Objects/Group]. [Configuration] >
[Firewall] > [NAT Rules],

Wi X DNS/Lw 7 7 7O NAT DR —
K

9.0(1)

NAT /L—JLI3A 2 —T JVIZ ST DNS A VAT v g
V&S B IPv4 NAT, IPv6 NAT, B X UNNAT64 %
EHT 556, NAT 135/ & DNS vy 7 7 v 7D
DNSPTR L a— ROEWEZ VKR — T 5L 912720 F
L7,

Per-Session PAT

9.0(1)

Per-session PAT #REIZ L > TPAT DA —J Y 7 ¢
NEEL, Z7IFAZV U TOGBEIZEA L N 2=y b
WA O PAT Bl A fEH T 5 L 9512720 £,
Multi-Session PAT ##ftiZ, v A ¥ — 2= MIEEEL
TVvRAY—a=y MNEAE LT HLERDHY 77,
Per-SessionPAT 2 v 3 g VO THRIZ, ASADS U &y
RASREE &, REEIC xlate BHIBRESNE T, 20Uk vy
MZ&oT, = F /— NIZBNEEICEER & fRR L,
TIME_WAIT IRAEZ [ElkE L £ 97, *FHAYIZ, Multi-Session
PAT Ci&, PAT ¥ A4 A7 U bBMERENET (T 74
RT3 , ey b= RKFv) b T 7497,
72 & ZIZ HTTP X° HTTPS DA 1%, Per-session FERE(Z
XoT, 17 RLATHR— F IN BRI KR
9252 E03HY F9, Per-session EHE 2 {# F L 72\
Al FFEDOIP 7'u ha/uizxtd 517 KL ADERK
BEGERIIHY 2000/F0T9, Per-session HEHE % {# A4 2 35
BlE. BEDOIP 71 ba iz 5 1 7 KL A0k
HIL 65535/ K] T A 7 XA LTT,

T 74N R TlE, TRTOTCP b7 7 1 v 7 B X VUDP
DNS k7 7 ¢ v 7 H3, Per-session PAT xlate % i F§ L &
9, Multi-SessionPAT W B LT HNT 74w 7 T2k
Z1XH.323, SIP, Skinny {Z%} L T Per-session PAT %7 ¢
=T NI T BHIZIE, Per-session G /L — L 2 ERL L E
7

WO AR XuE L7z, [Configuration] > [Firewall]
> [Advanced] > [Per-Session NAT Rules],
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natomE [
A AN
TH+—L)
HEER 1) —X 5 EA
NAT V—)v =YD hZ o7 var 2(93(1) A X =T NDEE ., NAT L—/LOEHIT/L—/L 3
Iy hET ANVDFETRIZEH S, V= VREDNRT F—~ R
WCHEBERIFTZ TS A,
[Configuration] > [Device Management] > [Advanced] > [Rule
Engine] i |2 NAT 23 BIIS L E LT,
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