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EOfHFonTnERrAL, P77 40 v 27060 T, BeblAE5bEDONL— NV EFHTEE
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DX, —EDRRONLETIEFICHEASNET, e By a1 TERRS
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HVET, 2o LRWGAE, EAEOL—LEHRFELY
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FT—TILD+t
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THLERD Y ET, £S5 LAaVEE, — kiR —L
23 S hET,

72Tk a 20— TiE, Xy hU—0 7027 PNIZERSINLTWVHIRD IP
T RLARBDLELET,

©192.168.1.024 (A ZF 4 v V)
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NaT 1> 5—7z42 [

©192.168.1.132 (XA F I v 7)
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2L, TV I N—T R NR—DA v B —T 2 A A (TN TN—TIREA L H—T =
AAD—FTHDA v H—T7 A A, BVD) TO NAT ZEITITKOEHIRLBH D F5,

TV T T N—T DAL N—=DNAT ZRET DHIZIE, AN~ X —T = ALIETE
LET, 7V I N—F o2 —TxA4 % (BVI) ONAT BEZRETHLITTX
FH A,

TV TN—T A N—=DA X —T = A AW TNAT Z#E(TT 5 & =121x. EEORB
S~ B 7 ENTET RUVAZBETDHOVNERHLVET, ¥ —T=f AL LT HE
Bl ZBEETAHZLIEITEERA,

AU H =T 2 A ATEHINLTWDHIP T FLARRW=D, v~ v B 73T FL &
NIV P TN—T A N—DA v H—T oA ATHIEE. A X —T A APAT %
RETHZ LIFTEFERA,

EETXEEA L H—T oA ARRCT Y v TNA—T DAL NR—=ThHDHGE, IPv4 &
IPv6 % v b U — 7 BOEHITTE £ A (NAT64/46) , A X T 4 7 NAT/PAT 44/66.
HAF 2 w7 NAT44/66 B L ONF A 2 v 7 PATA4 12 NFal &b ikETh o, XA
2 v 7 PAT66 I3 AR— h S EH A,

IPVe NAT DA K54 >

NAT TiZ. IPv6 DY HR— MIRDHTA KT A » EHIFIDENE S,
e N—T v RE—RAUZ—T 2 A ZADOYEIL, IPv4 & IPv6 & D DZHLE TX £7,

cFULTYV D TN—TDANRN—=THDA L Z—T A A TILIPv4 & IPv6 D] DZEHLIT
TEXFEHRHA, 20D IPv6 £7-1L2 DD IPv4 X N — VB TOLERTE F 1,

BTV ITN—=T DA F—T =2 A TEHT D L E1E, IPv6DZAF I 7 PAT
(NAT66) ZfEHTEEHA,

« AZT 47 NAT DIEIL, 164 ETOIPv6e Y7 %y FEAEEETEET, XV K
EWT TRy MIVR—FINFERA,

« FTP % NAT46 & & HIZHEHT 2581, IPVAFTP 7 7 A 7 b3 IPv6 FTP H— N IC B¢
THEEZ, 7 TAT v MIYEE Ny T F— K (EPSV) F7I3IEER— b — K
(EPRT) Z{EATAMLENH Y £3, PASV 2~ REB LU PORT =~ RiE IPv6 TlE
FR—hENEHA,

IPv6 NAT DR X + 759574 R

NAT 245 &, IPv6 %y hU—7 ], EHIZIPVARBIUIPV6 R U — 7 O TE#T
XFET O—TFT v RE—FDH) , RORRAN TFT77 4 AaHERELF7,

* NAT66 (IPv6-to-IPv6) : AHXT 4 v 7 NAT 952 La2fELES, ¥4 FI v 7
NAT F£ 721X PAT 2 TE F92, IPv6 7 RL AT KREIZH D20, FA4F I v 7 NAT
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NAT Dz Dt 74 k54> [

AT OLENDY FHA, VA= T T4 v 7 ZFFA LRSI AET 407
NAT b—/L &2 B TE £F (twice NAT D)

* NAT46 (IPv4-to-IPv6) : AHX T (v 7 NAT #9252 L ZHE L £4, IPv6 7 KL &
ZEMNT IPv4 7 R L AZERI LD 072 0 KEWD T, BEICAZT 4 v 7 BHITHIGETE

T, V=V T T 4w 7B LBRWGERIL, A¥ T 1 v 7 NAT b—/ /L& H— K
IZCTEET (twiceNATDH) , IPv6H 7 3y MIEHRT 5856 (96LLTF) | RO~
BT T RVARIXT 740 hTIPVAOIAZIPV6 7 KL A LD EF, ZDOT RLAT
X, IPV4 7 RLAD32 Yy WIPV6 L7 4 v 7 ADBITEDIAEFN TWET, 72& 2
E, IPV6 T LT 4 v T A6 T VT v 7 ADEE, IPvdT KL RIX, 7 FL ADFxHk
D32y MIBMENET, =& 2iE, 201b:0/96 12 192.168.1.024 2~ v ¥ 7+ 54
Ay 192.168.1.4 1% 201b::0.192.168.1.4 12~ v B> 7S FET (RERLTER) . /6472

E. X0/ EWT LT 4w 7 ADEE, IPVAT RLART LT 4 v 7 ADBITBME i,

BT 47 AD0s N IPVA T RUADRKIZEMENE T, £/, EE T, Xy FMHOT R
VAEBEBRTEET, ZOHA. HUIOIPV6 T R LA TRAIOIPvE T KL A, 2% H IPv6
T RLVAIC2BHDOIPVAT KL A, DL Hlc~wy 7 LET,

¢ NAT64 (IPv6-to-IPv4) : IPv6 7 R L ADEIZH I TX B +457250D IPvd 7 R L A 3720
BAENDH D F9, KED IPv4 BHERILTH7-DICF A F v 7 PAT 77—V E TS
TEEHELEL T,

NAT D ZDMDHA 54>

«  (Network Object NAT D &) , ¥EDA TP =7 M LT 12D NAT L—L721) % E
BCEET, A7 V=7 Mt U THEED NAT V— VAR ET D8%61E, FCIPT R
AEET DR DATOEERDO ATV =7 N ERT20ENDH Y £3, =& 21F, +
Tz &Yy FT—7 0bj-10.10.10.1-01, T2 9 bRy kT—% 0bj-10.10.10.1-02
e ETY,

cVPNRA LV H—T A ATERINDIE, AV F—T A ADEFFESP 77 1 v 71T
NAT V— VT S EH A, VA7 A TIEMENL SI7Z VPN 2 RVOESP b7 7 4 v
7 DRFFAI S, BEFO b R MZEEMT SN TWRW N T 7 ¢ v Z I3RS E T,
Z OHFINZ ESP & UDP AR — b 500 33 & 04500 (23 < v,

XA F I v PAT T 57 A ADEH%RDT 734 A (VPN UDP AR— | 500 & 4500
ILEBRICER S DA — FTIER) T A RE VPN 2 EXR L72HA. PAT 7 /3 2D
BRIZHDT A ANLEREZRGTILENH Y F9, ELWVR— FEERDLL RN
72, VARV AT XR2YT 40 7Y m— a3y (SA) BB TEEH A,

NAT 2> 7 4 Xal—aa2BRELEZEXC, BBFOEBNY A LT 7 5 E TFF
TPICH LWNAT 20 7 4 Fab—a rMERAEND X HI2THIiE. /34 A CLI
Telearxlate =~ > REFEPA L TEBRT—T IV EHETEET, 7277 L, BT —T L%
HWETDHE, ZHREFEHL CODBIIEOBN T X TS E T,
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N

GE) A AF3I v 7 NATE7-IZPAT L— /L 2B L., RICHIER L 70—
MCEENDT RVALEBET LB 7T RLAZEHHTL
VL= L BB S &L BT LUVLIL—LiE, HIBR S v — Uiz B
EHT SN2 T _RTOBERB A A LT U M50, clear xlate =
~ VU REFALTZ VTSN ETHASNEEA, ZOFHT
EBEOBMNT T, RAUT RLAREEORZ MZEIY B THNRN
roiccaxd,

NAT CHEH EINAA TV 27 bBLORA TV 27 N IN—T 2 RERITTHZ LT TE
FHA, IPT RLAZEODLMLENRDH Y F9°,

1 ODF TV x T N II—TFITIPv4 & IPV6 Dl ST OT RLAZ AND Z IXTEEH
o T2 b TN—T21F, 12ODFATDOT RLAFETREGEENTWALENDH Y
S

« (Twice NATDZ) , NAT b—/L TiRfEe7 FL A& LCany 295545, Tany)
NF 7 4w 7 DEFE (IPvd & IPv6) 1T — I > TRV 9, ASA 2347 v MMoxt
LT NAT ZFEITT BRI, 237 > F2Y IPv6-to-1Pv6 F 7213 [Pv4-to-IPv4 TH DB MLENRH Y
T3, ZORMHESRMTIX, ASA X, NAT L—/L 0 any DIEARETE 4, =& 2L,
fany| 2B IPVOH—_"~D/NL— LV EFRELTED, ZOT— R IPvET RLANLY
TENTWDLEE, anylx HEEDOIPV6 N T 7 v 7| ZE%WLET, lany) 75 lany)
NONV—VEFRELTEY, #ETLEA F—T A APVAT RLAZY vy EV 7T 5
BAE., v v BT ENIEA VA —T 2 A AT RLRAIZL Tk IPvd THDH Z EHR
ENDHED, any X MEEDOIPVE VT 7 4 v 7] ZEWRLET,

R~y BT ATV hRIN—TEEED NAT L— L TR TE £,
B TIPT RLVAR F—)LE, ROT RLAZELZ RN TEER AL

RYELT A B =T 2 ZADIPT R A, =W lany] A F—T7 = A A%&4F
ETDHE, TRTCDOA L H—T oA ADIPT RLABNESEESNET, /¥ —T =
A APAT V=7 v KE—RDH) OFHRIT. A v F—T7 A AT RLADORDY
WA B —T oA AL ERELET,

Tz NV =R HZ—T =2 ADIPT RV A,
s (R AXT LU FE—F) HHIPT FLA,

o (XA4F I w7 NAT) VPN XA 2—TNLOHBETE. AX VAL A F—T A AD
IP7 KL A,

«JEHED VPN 7— /L DT K1 A,
CARAT A I BLIOFAFT IV I NATRY O—TIHEET FLAZFEHALARNTLIEE

W, e xIE BET FLAZEHT L. PPTP Db & U HgN & A F 2 w7 xlate
TR AZT 4 v 712 v s LT2E . PPTPHER: OMESLIZ T A AR H D £9,
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TYEVT FRLRATSY bDFy k7= A 7524 FNATDHA k51> [

eNAT L—/LDEETLT FLALVE—F T 7 EAVPNT RL A F—/LOEET FL A
IfEHATEEEA,

cNATRPAT 1T T F U —ar A VAT a VOFIRIZOWTIE, 7440k A
VAT gl NAT (CBT 2 HIRFEEZ SR L T 7E3 0,

cTATUT AT 4 NAT DT 7 4V FEIMET, 2% ARPIIA F—T7 M &, DA
HT 47 NATV— e —ELET, LEIJSUTTEFXF T ARP 2T 4 E—T /M TE
9, M OWVWTIE. INAT %7y bDOL—FT 4 7] ZBRLTLIEEN,

« arp permit-nonconnected =~ > RZ G T DL, v v BT INTZT FLARERE S
TWLHT Xy hO—FTIER, Lrb, vy BT SNTWDSHA U F—T = A%
NAT V—/VZHRE L7erole (DFEYD . Tany) A 2 —T7 A ZA%ZFRELT) HBEIC,
TAT LT ARP BRIIGE LEE A, ZORMBEMRT 52T, v v e T ShicA v
H—TxAf AfRELET,

VTR VA — T 2 A AFRETDHE, V=T 4 T T =T N TIA— RPRREIH
LTI, FEOA LV E—T oA APMNA L F—T A A LTHEHINET, 727
L. TAT YT 47 4 NAT DA, ROVICV— b VoI T v T E2ERT AT 3
YBHY ET,

NATIZF T 74 v 75N LTORBEHINET, VAT AL TEREINTZ N T 7 4 v
Z X NAT OXRITIT 0 £8 A,

*NATO T ¥ 7 varaliy bE®7VEMATLE VAT LONRT 3 —v ALE(F
MR EEEA T ENTEET, FEICOWTIE, e B ER E T A ROEARE
DEEZZH LT 72X\, asp rule-engine transactional-commit nat =~ > N & fli [l L &
R

IYVEVT ZRLRATOZO MORY ND—9 AT xS ~NAT
DAHA K54 >
HAFI w7 NAT DAL, ~ v V7T EINET RLAIZKH LA T P27 VERIT T V—
TEEHTAVLERHLY £, O X A 7O NAT OBEIL. 77 NERIZIINV—T%
B9 5Z2¢b, A0 T4 T RLVLAZERTAZZELTEET, Xy NT—F7 AT V=27
N Z =%, FEGEARIP T KU AOFFAEZITEEDOEA MLV 7 2y N THEREIND

~ v BT T RUAEERT DA IZHHTERTJ, object network =~ > N & object-group
network =~ > RZFEH L TA7 V=7 FEEKRLET,

VBT T RVADET V27 FEAFRT D5 E1E. ROTA KT 2B L TIES
A%

1 ODFRy NT—F FT V=l b =12, IPvd 7 KL AL IPv6 7 KL ADWNT 7
MN—HDOAET 2 AV TAY T RVAEZEANDZ ENTEET, IPV4T KL R L
IPV6 7 RV ADM S % T N—TIZAND Z EILTEERA, 1 ODOXA TEIREENT
WAHREIMNH D £,
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Network Address Translation (NAT) |
B =07 L2470 hBEURYELT FRLRA A TO Y +O Twice NATDFHA K54 >

HHBEINDY BT IP T RLARIZOWTIE, NATDZDOMM DT A KT A4 > (92—
D) BBRLTLLTIEEN,

« A4 7F v 7 NAT:

A TA T FLVRIEMTEERA, Xy NV —2 AT V=7 FERIEFI AT
ERESTDLERD Y E7,

ATV PELFITNA=TIE, YT XR Y b eE0L I LIETEERA, ATV
7 MI, fHEZERTOILERDHY £, F7A—T7I2F, SR EFEHEEOL L
MTEET,

sy BT ENTEF Y NT—7 ATVl MIHEHIHERA NPT RV ADM G NE
FNTWAEES, #IZA A F I v 7 NAT IS &, A A RIP 7 RL AT PAT
DT F—)L Xy 7 L THERAENET,

« XA F v PAT ([Eifk)

ATV VEERTARDVIZ, FETA U TIA LV HRANT RURERIET DD,
FEFAE—T oA AT RLAZEETXET,

ATV NEFRTAGEIE. ATV NEFRIII AT TRy N EED D
ZliETEERA, ATV T ML 1 ODOKRAR M, FEEFE (PAT F— 0
B BEBRTAHAVNERSLY T, FA—F (PAT 7/ —LOHEE) 121X, BEOE A
LHHASD DL LN TEET,

« AXT 4wV NAT /213K — NE#AZFEHTDHAXT 4 v NAT :

ATV bVEMBHATAHROVIC, AT T RVRERET D0, £lidA v
H—T 2 A AT RLAZBETEET (F— "NEHAEFEHTDIAXT 47 NAT D

o

cF TVl VEMHT AR, ATV = NERIFI A=A A M, &, £7-
BV 7 xy hEANDZ ERTEET,

s T AT T 4T 4 NAT
ATVl MEMHTHRDVIZ, A T4 T RULAZRETEET,

ATV NEERAT IR, ATV =7 ME, BRTIEEOT RL AL —ET
HUENRDY ET,

EEOT7RKLRAA TSz FELEUVITVELST FRLR AT Y
k@D Twice NATDHA KS 4 >

NAT L—/L 228, RICET IRy NI —27 727 FERIEI I N—T %2 4 DFETHREL
F7,

EFETEDOFEBEOT RLA
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I Network Address Translation (NAT)
FBOT LA TUTH bEEURVELY 7 ELR ATV +O Twice NAT0H A E51> [l

cEFEITOV BT T RLA
< SESDEEEDT K LA
5

LD~V LT T KL A

TRCOKINT T 4 w7 %R any *—T— R A T4, T85O HX A 7D NAT O%E
TA v H—T x4 AT FLA%EF T interface ¥— 7 — RERHFELLRWEER, A7 Y=27 b2
VETT, Fv hI—2 37V b ZA—F1%, FHEHIRIP 7 N L 2O E 721385
DHRA MR T Hy NTHRIND~ vy B 7 T RUREERT D5A IZRHTEF]TI, object
network =~ > R & object-group network =~ > R&fH L TA 7V =7 NEERLET,

Twice NAT DA 7V =7 b EERT DB EIE. ROBTA T4 0 E2FBEB LTI EEN,

1 ODFRy NT—7 FTVx7 b =121, IPvd 7 KL AL IPv6 7 KL ADWT i
MN—FHDOFT =) hRA L TAY T RLAEAND I ENTEET, IPAT RL AL
IPv6 7 RVADME FZ T N—TIZCANDZ EiXTEFERA, 120X A TEFNEENT
WAHRENRH Y 77,

HEINDE Y BT IPT FLARIZOWTIE, NATOZFDOMDHT A KT 42 (92—
D) EBERLTLLIEEN,

s EEILHF AT I v NAT :
GHEIT. EEOT FLADOKEXWIT L —TIWNENWIT L —F I B 7 Ens k5
WCRRELET,
BT EINTEAT 2 FERIFITNA—TICE, T Xy b EEDAH I LIXTE
FHA, ATV MI, MHEERTALENDY £, F—720F, FA L&
HHAEGEDDLZENTEET,

v BT ENTR Y N — F TV MIEHERA NPT R AOMGTNE
FNTWAEES, #HIZA A F I v 7 NAT IS &, A A RIP 7 RL AT PAT
D7 F—L Ny 7L L THERHEINET,

c FEIEF AT v 7 PAT (KRl

ATVl VAT AEAIR, ATV 2l bERIIIN—TITY T Ry FEED D
ZEIITEERA, ATV MEL L ODOARA N, FEEAE (PAT S — LD
B) BERTHIVLENDHY T, /v —F (PATF—/LOBE) 1T, HEDOFEA K
EHIPHE GO D ZENTEET,

cKETAHTT 4 v 7 NAT 72013 — FEHZRTE LT2AX T 4 v 7 NAT -
vy BT EINTEAT V2 NEFIEIA—TIZIE, RA N, &, YT Ry
FEEGHAZ LN TEET,
CARAT 4w o EUTIE, BEIXN1I T, Lo T, EBEOT FLRE<oE
V7T RUVAOEIZFE LT, 2L, BEIONUTERI BT ENTEE
TO
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B =0k 85U EL T R— kDY —ER 4TS FO Twice NATDHA K5 A >

cEETLT AT T 4T 4 NAT
cEEDOA TV Ny BT EINTEA TV 2 MR AMLERHY 4, W
FICRICATZ7 V=7 baelT52Lb, RCIPT RLAREGENDEBIOLT T =
7 NEERT A2 b TEET,

CSEHEA R T 4 v 7 NAT E£7213R— NEBERE LTI A X T v 7 NAT (SEScOZEHRITE
WCAZT 47 TF)

 Twice NAT D E/RBEREIT, 555 IP 7 RL A2 EH5HZ L TR, %887 FL A IETA
TrarTY, kT RUVREZE LSS, ZOT RVRIZRAEZT v 7 Bz
ETED, HIZTAT T 47 4 NAT 2 CEE7, 567 FLAZHHET
|2 Twice NAT % E LT, FEBEOT RLRIZKkT LRy NT—2 7P/ b F

N—T DR E I ZFE TONAL— IV DONAFFATHT 2 & T, Twice NAT OO FFE O —H
BIEAT 2N TEET, FEMIZ OV TIL, Network Object NAT & Twice NAT Ot
i (4 N—) EZRLTLLEIN,

e TATFT T 4T 4 NAT TlE, EBEOF TV he~wov BT EnNE-47=7
DT AHAULERNHYET, MHFICRILA T V=7 F2FERTAZEL, RCIPT
KL AREENAWEBOA TV =7 VT A2 &b TEET,

CAXT 4w =y EUTIE, BIE1IX1I T, LEN-o T, EREOT RLAE< o
YT T RLAOEIIFEIUTY, 72720, HBIOS U TERIKICTHIENTEE
KR

e AR—FEH W—T7T v RE—FRDOHR) BDRESNTZAZT A v I A F—T AR
NAT CTif, ~v BV T T RLVRADR Yy NT—F TV NI A—TTiEiR<,
interface ¥ — VU — RAZFEETE £,

EREOR—bEEIUVITVYEV T R—bDY—EX ATV FD
Twice NATD A K54 >
MBI CT, ROV —ERAFT V7 hERETEET,
cEETOEBOR—F (RET4 VI 0OH) £ITREDERDOR— K
REETXTDTYEVT R—b (RETA4 VI DH) £LEFREDIVELT R—k
object service A~ REMH L TAHT V=7 FEAERL £,
Twice NAT DA 7 ¥ =7 b EAELT 25815, ROTA RIA 0 2BE LTI,

*NAT X TCP £721Z UDP ®H %V iR— bk LET, N— b E2EHTIHEAE, EEOV—E R
FRAVES/ A N A = =Y VP /A Rl b S i A/ N5 b = B N ) YT Ty s N [
ClicLES (W& TCP £7-13Wi 5 & & UDP) .

« lnotequal (FEL <72\ | (neq) HEFIIVA—FSNTWEEA,
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g14+zvonar

cTAT YT 4T 4 R MEBTIE, EBROR— &~y Er 7 B— bOMJ5 I U —
EAF TVl M TEET,

cEETEX AT v NAT : RIETLH A T 2 v 7 NAT Tit, B— NI HR— h Sk
A,

B FETEA AT v PAT (Bl : HExXFAF I v 7 PAT Tk, A— MEHITVF—
FEnFEHA,
CFETLAXT 4 v I NAT, R— "NEWERE LIZAXT 4 v INAT, $72037 AT T«

T4 NAT : h—ERXA A7V =7 MTE, #EILAR— R E5ER— MOl FE2EDHZ L
NTEET, 2720, Moy — 247 V=7 MM, FETR—FERITFEER— 0
w#ﬂﬁ%?ﬁ?éﬂ%ﬂ WET, THAOT TV r— g UREEDRETR— &
HHT 254G (0 DNS $— 372 &) 1ZEFE A — hB X O%EeAR— h Ol H 2R E
Téﬁ%#%@i## BEDREFE LA — MIv oI INET A, =& 2R, *EE
TR A DR — FEBEHBETHGEF, BELCT—EAEZERELET,

-ﬁ%x&%4yﬁMﬂitmﬁ~b%@%ﬁﬁth&%4yawaﬁ%@%@ﬁﬁ
WCAZT 4 w7 TT) IERAXT 47 728578 NAT Tl %8 TOHRR— NE#HAEFE
1TCEET, = ARAAT V=7 MUTEE LA — R ESEER— FNOM G EEDH Z LN
TEETH, ZOHAE, R — FOBMEHISNET, BELTR—FEHEELLEY
A, BN ET,

4+ 3w NAT

ZIZTIE, FA4F v NAT & ZF OB IEFIECHOWTEHALET,

SA4F w9 NATIZDU\T

HAF v 7 NAT Tk, EBEOT RLAD T NV—T1%, 55%Fy hU—27 ETr—TF 47
ARER~ Y BT T RLAD T — VIEBRENE T, v v BT EN7—MIdhdT7 R A
X, BE, BEOIAV—T X0 DR T, BEGRORA MRk ry N =277
T2 THLE, NATIEZ, ~ v BT ENET—AnBIPT RLAEZZDORA MIED Y TET,
ZEHAIT . FEREOR A MR ABMG LT L IS ER SN E T, BRI LTV B
M7ZTEHTHY, BRI ALT IR THE, ZO2—WFERUCIPT KL AZERFLEE
o LTIZHBoT, T EANL—IAVTEOERDTFAISNTVWDLIHETYH, LRy hUV—7 D
2—WE, XA F I v 7 NAT 2T HF A b~OfEE i a HG T A,

GE)

EWDREFE L CTOBR, 77 B A A=V THASATOIIE, VE— b FA M IZEHRE R
A POBFEIMTE T, T RUABTIARTETHL 0, RA b OB S0
T, EEL. ZOBRAIE. T278AA—ALOtX2Y T 4 IKETEET,

KON, — IR EAFI v I NAT DY F U FERLET, EEOKRR NTITANAT & v
a VU EERTE, WWE NI T4 v I NHFRENE T,
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B s rzvonarorsens

K2: 44+ 3v%9 NAT

Security
Appliance /
10.1.1.1 2 20591652011 »
10.1.1.2 Z 209165 201.2 >
Inside r"‘OutsidE. E

WORNZ, v~ BT T R A~DEGRGERATHNDVE—F A MERLET, 2O
7 KU A, B TR T — 7 W=, Xy MERaey 7an$7d,

3:XVEVYT T RLAANOEGHRBERATNSYE—F KRR+

Web Server
www. example.com

=]
]

el - _"\-\_\_\
’f Cutside “rl
N

209.185.201 .2
20916320110

——

10.1.2.1

ol )
'XJTS ide _)J

¥

10.1.2.27

13217

AL+ vINATOREEFIA
HAF I w7 NAT IZiE, IROREBRH Y F7,

v BT EINTET I HDT RUVAREED T N—TF L0 D7rngEe, PR EIZ
T4 INENE, T RLARRETDAREMENH Y 97,

PAT TlZ, 1 2DO7 FLADKR— F2FEHA LT 64,000 B2 2EMHMA N TE 720, 2
DA Xy SBBEBICRAT AT, PAT E/2IXPAT O 7 +— Ny 7 FRAEFEHALE
7,

ey BT TV TIEN—T 4 VT ERERT R R EZEMERAT D2MNERH D DI, L—
T A VTR T RLRIZHEHABETERWEARH Y £7°,
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g4+29y 2w ra—s 470zt oxE |

HAF w7 NAT OFEIE. —Ho 7 ha /LR PAT #FEHCTXR N WS 2 LT, =&
ZIE, PAT IZIR DA IIHERE L ¥ A,

*GREN—Y a0 EDEIIC, A—"—n—FT5dDOR—FBRRNIP 71 kL
TITRERE L ¥ A

e —H DN TF AT AT T TV r—2aEDLHT, 120OKR—hHZF—% 2 MY —
LxEFD, BIOR— b BICHIE S A Z S, AR TIZRWT 7Y r— 9 > THEE
LEE A,

NAT B LW PAT OHY R — FOFEMIZONWTIX, T 74/ F A AT 23 L NAT IZBET
HHIRFEEZSR LTIV,

FAFIY 2y IT—0 AT kNAT DERTE
TOHETIH, FATIV I NATDOXRy NI —27 727 FNAT 2R ET D HEICHONT
ML £,

FIE

ATYT1 vy 7 7 RLRICARA MEIFEHOR Yy NT—27 #7227 I (objectnetwork =~ >/
R) . F£3xy U= ATV =7 b Zb—7 (object-group network =~ > F) Z{ER L
\iﬁqo

ATV PEELBINV=TIZE, TRy b @0 s L TEEYA, ATV b
X, #®PHZERTOILERDHY T, Z—T1F, FAMEHELZEDL LN TEE
—aAO

BT ENTERX Y N = ATV MZEHEFRA NPT FLRADOMEREEN
TWAIEA, ®HIZZ AT v 7 NAT I & ., A MIPT RLUAZPAT D7 4 —
Ny 7 LTHERESET,

ATV T2 NATHRETDHHY NI—2 ATV =7 b EEREZIIME L £7, objectnetwork obj name
11

hostname (config) # object network my-host-objl

ATFY T3 (ELWT RLARHDIA T V=7 MaiRETIHGITIAF Y 7 92) BT 5FEBRO IPv4
F71XIPv6 7 FL AR EELET,

* host {IPv4_address|IPv6_address} : BB— DR A N D IPv4 721X IPv6e 7 KL A, 7= & 213,
10.1.1.1 £ 7213 2001:DB8::0DB8:800:200C:417A,

» subnet {IPv4_address IPv4_mask|IPv6_address/IPv6 _prefix} : x> NI —27 DT KL A, IPv4
Y7 Hy FOE, 10.0.0.02550.00 DK HIT, AR—ADHRAIIY AL ZEDET, IPv6
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Network Address Translation (NAT) |
B s rzv0x9ro—v 300 NaTORE

DA 2001:DB8:0:CD30::/60 DXL HIZ, T RLARAETF LT 4 w7 2 BE—Da=y | (&
N—272L) ELTEDET,

* range start_address end_address : 7 NV AOHH, IPv4 £/ IPv6 OFHZIEETE E
T RAZFELBT VT 4 v I REFDHRNTIZEN,

&1

hostname (config-network-object)# host 10.2.2.2

AT T8 72 FIPT RLADBEALAFTI VI NAT ZHELE T, BEOA T V=7 MIxLTI
DOONAT L— VP IT R EZETEXET,

nat [(real_ifc,mapped_ifc)] dynamic mapped obj [interface [ipv6]] [dns]
ENZENOBMINIRD LBV T,

AU HE—T AR (TN TN—T A NR—=DA L H—T = A ANE) FEBEDOA
VHE—=T AR (real ife) BEL N~y T A4 H—T AR (mapped_ifc) ZIHEELE
T, AWy azGZGOIMERNHY I, V—T v RE—RNTIL, BEEOA L H—T A A
B~ BT A F—T 2 AERELRVGEAIE, TXTOAL U F—T = A ZADME
Aanxd, £72. (anyoutside) DL A U H—T A ADNT NN EIZILHT HIZH—
U—KRany ZfETH2 b TEEd, 2L, any 37V v FI—T DAL N A
H—T7 A AZTEAESNETA,

v BEUVITIPT RLVA iy VI IPT RUVAREGEND XY NT—T AT V27 bE
Ity NI—20 AT V27 b INA—TEEEELET,

e AU H—T A APATD 7 —/L v 7+ ({EE) interface ¥—V — KL, f X —7 =
AAPAT D7 4=V Ny 7 A F—=T NI LET, v v ELTIPT RLREFOEZT
EL WY BELT AUE—T oA ADIP T RLABMERINET, ipv6 fEETDH L, A
VE—=T A ADIPv6 T RUAMERHESNET, ZOF 7T 3 Tl mapped_ifc I[ZFF
EDA B —T 2 A RAEBRETIVLERDY ET, (vyEr TSN ¥ —T AR
BT v T—F A _"—D L XX, interface ZTEETXFHA)

*DNS: (&) dns ¥— 7 — FiX, DNSIGEEZZEH L 3, DNS A VAT U3 »indg
F—T Mo TWVBZ EEMER LT &N (T 74V N TlEA =7V TT) , il
IZOWTIE, INAT A L7ZDNS 7 = U LISEDOEEZHRZ ) 2B LT EEN,

1

hostname (config-network-object)# nat (inside,outside) dynamic MAPPED IPS interface

1

WO TIE, SERT R A 10.2.2.1 ~ 10.2.2.10 OFFHDFHIZ 192.1682.0 %> h U —
T ERBTAAFTI 7 NAT #RELET,
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I Network Address Translation (NAT)
g4F+3vs xvrr—s 4705tz ]

hostname (config) # object network my-range-obj

hostname (config-network-object) # range 10.2.2.1 10.2.2.10

hostname (config) # object network my-inside-net

hostname (config-network-object)# subnet 192.168.2.0 255.255.255.0

hostname (config-network-object) # nat (inside,outside) dynamic my-range-obj

WO TIE, FAFI VI PAT N I T v T BRELIZLATI VI NAT ZiRE L
7, *v hT7—7 10.76.11.0 NOK A hX, F7 natrangel 7 —/L (10.10.10.10 ~
10.10.10.20) 1~ v B> 7 &N F 7, natrangel 7 —/LINDOTXTOHT KL ANREY Y
ThiLe b, patsipl 7 FLA (10.10.10.21) ZEH L TH A F I v 7 PAT BNFETSH
F9, H—. PATEBRL TR THEHINTLESTHEIE, A X —T A AT
RLAEBEHLTHAFI v PAT RFEITENET,

hostname (config) # object network nat-rangel
hostname (config-network-object)# range 10.10.10.10 10.10.10.20

hostname (config-network-object) # object network pat-ipl
hostname (config-network-object)# host 10.10.10.21

hostname (config-network-object)# object-group network nat-pat-grp
hostname (config-network-object) # network-object object nat-rangel
hostname (config-network-object) # network-object object pat-ipl

hostname (config-network-object) # object network my net obj5
hostname (config-network-object) # subnet 10.76.11.0 255.255.255.0
hostname (config-network-object)# nat (inside,outside) dynamic nat-pat-grp interface

WOBITIE, ¥A4F IV 7 NAT & XA F v 7 PAT Ny 77 v 7 %HH LT IPV6 7R
A NZ& IPVA IZEBT D L O ITRELET, WEr Y hY—2 2001:DB8::/96 D78 A
MEAHIZ, IPv4 NAT RANGE 7 —/b (209.165.201.30 ~ 209.165.201.1) 2~ > &'
7 &iEF, IPvd NAT RANGE 7 —/VINDOTRTOT KLAREY ¥ THNT-H%IT,
IPv4 PAT 7 R L A (209.165.201.31) Z#MEH L TH A F I v 7 PAT BNIATSNET,
PAT b TR THEHIN T LE o7 HEIT, IMBA v ¥ —T7 A4 A T FL A%
LCHAF 7 PAT NEITENET,

hostname (config) # object network IPv4 NAT RANGE
hostname (config-network-object)# range 209.165.201.1 209.165.201.30

hostname (config-network-object) # object network IPv4 PAT
hostname (config-network-object)# host 209.165.201.31

hostname (config-network-object) # object-group network IPv4 GROUP
hostname (config-network-object) # network-object object IPv4 NAT RANGE
hostname (config-network-object) # network-object object IPv4 PAT

hostname (config-network-object) # object network my net obj5

hostname (config-network-object) # subnet 2001:DB8::/96
hostname (config-network-object) # nat (inside,outside) dynamic IPv4 GROUP interface
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B 5727 wicenaT iz

S A+ = w4 Twice NAT DERTE

ZOIETIE, AT v 7 NAT O Twice NAT # R ET D HIEIZOWTHAL 9,

FIE

ATV T BHMELOEREDOT LA FEXOT Yy BT T RLA, SiEDOFEEOT RLA, B IOk
D~y T T RLRIZ, RARNEF#HBORY hU—27 47 V=7 1 (object network =
<~V R) . FREFRY VT2 ATV =7 k7 L—7 (object-group network 1~ > ) ZA{E
’ﬁbiﬁ‘o

T RTOKREIL T T 4 v 7 BT H56, BETOFEROT FLATHT 247V
7 hOBEMEAX Y7 LT, fDVIZ, nat 2~ RiZany ¥—7— RZEETE T,
« R— NEMERE LTS D AL T 4 v 7 A B —T = A ANAT DR ZHRET D58
X, SOy BT T RLRICXHT 247V 27 bOBMEAFx Y7 LT, bV,
nat =~ F|Z interface ¥ — 7V — R T £,

FTV 2 FEAERT D5 E1E, ROTA RTA o HZE L TIIEEN,

GEEFIL. EEOT FLADOKREWTIL—TRN/NEWIT V=T IZw o B 7 EN2 L) I
Ebijqo

ATV PELBFINV=TIE, T Xy b @0 s LI TEERA, AT V=T b
X, fiHAEERTHIMLERDY 7, Z—TI2F, RA N EHFHHAZEDLENTEE
@—O

vy BT ENTEX Y N ATV 2 MCHPFAEFARNIP T FLADOBEREEN
TWA A, ®HIZZ AT v 7 NAT I & ., SRAMIPT RLUAZPAT O 7 4 —
oy 7 L LTEER ESNE T,

ATvT2 (LE) SEOEREOR— FBRIUSED~Y Yy BT R— NIV —E A 7V =7 FEAER
LET,
AT v NAT D6, SUETR— MEBROARZFATTE LT, Y—EX A7 V=7 b
TEETTAR— R SR — FOWMGEEZDD ZENTEETR, ZOHEIE, sk — 2T
PERSNET, FELTR— MEEELLGE. BlIhE T,

ATV T3 BA4F I YU NAT % ELET,

nat [(real_ifc;mapped_ifc)] [line | {after-auto [/ine]}] source dynamic {real obj|any} {mapped obj
[interface [ipv6]]} [destination static {mapped obj | interface [ipv6]} real obj] [service
mapped_dest_svc_obj real_dest svc_obj] [dns] [unidirectional] [inactive] [description desc]

FRNENOMBEIIKR D LB T,
AU HE—T AR (TN TN—T AU NR—=DA L H—T = A ANE) EBEDA
VHE—=T A A (real ifc) BN~y T A F—T 2 A X (mapped_ifc) %HaiE L FE
T, Ay azEGDIHNERHY ET, L—T v FRE— KT, EEOAS L HA—T A A
B~ o BT F—T 2 ZAERE LRV, T_XTOA v Z—T = A Al

. Network Address Translation (NAT)



I Network Address Translation (NAT)

4+ = v % Twice NAT DERE .

fAlanEd, £72. (anyoutside) DL A U F—T = A ADWT I EIZITH T IZHF—
U—Rany 245 ETHZEHTEET, 2L, any 37V oV =T DAL R A
H—T A AT E L EE A,

e/ varBIOYT: ((EE) T 74/ FTIE, NAT HAIX, NAT 7 —7 Dk 7 v 3
V1OKRRBIZEMENET (NAT V— L DllEF (5X—) 28K) , B/ 31T
I, 87 va 3 (Ry NU—2 A7V K NAT L—/LD#%A) IZ/LV—/LEEBI
T 5846, after-auto ¥ — VU — REMHA LET, V—ld, lineq|afEHA LT, @Yk
7 a yOEROHEFNIHATE 7,

s EEILT FL R

cEHBEOT RVR Xy NI—7 FT7 V=l b, IA—7 Eloidany ¥—V— %
fBELET,

Y BT T RVA BB RY NT—F AT V=7 NERIFIN—TE2RELE
T, BEISUT, ROT7 =Ny 7 FRERETEET,

e AU H—T A APAT D7 —/L v 7 : (f£E) interface ¥— 7 — %, A
VE—=T A APAT D7 4 — NNy T X =TI LET, vy EUTIPT
RURZBFWREZTE, v BT A X =T oA ZADIP T RLARMEHA SR
F9, ipv6 ZIRETHE, A L F—T 2 A ADIPv6 T RLAMNME S ET,
ZDOF T a TIE, mapped ifc \ZFFEDA U H —T oA ABEET HMLENRD
VEST, (P TENEALE—T A ANT Y v T—TF AL R—|C
2o T L XL, interface ZF5E TE £HA)

ST KL A (EE)

Y BT T RLVA Ry NI = ATV NERIEII VT EBELET, R—
NEWNRE SN AZ T 4 v T A X —T7 A ANATIZ[RY | interface ¥ — 17—
RERELET, ipv6 ZfHET DL, A H—T =2 ADIPV6 7 RLANEH S
F 9, interface Z {5 ET HH AL, &7 service ¥— U — RLRELET, 2047
Ta VU, real ifc ICRFEDA U H —T 2 A AERET HMENH Y 79, FEMIC
DNWTIE, R— MEHARE LIZAZT v 7 NAT (35 <—) | 2L TL
7ZEW,

cEBOT RV A Xy NIT—I AT V=V bERFIINV—TEHRELET, 74T~
F 4T 4 NAT TlE. EBEOT FLREw v LY 7T RLAOWFICHICFE AT
Tl NERIIIN—T ML E9,

HEHEAR— N (BE) vy LIS EANEY—E X ATV FBLIOEBEOF—E X F
TV e EBIT, service ¥—TU— REHELET, TAT T AT 4 m— NEHT
I, EEOR— I~y BT R R— D FIZREI L —E AT V27 bEFERALET,

«DNS : (FE. BETICOREH AL —L) dnsF—7— RiE. DNSIGE & LWL F
T DNSA VAT 2 g U BAF—T N2 TNDBZ EEHERL LTSN (F 741
K TIEA R—T NV TT) , BBET RLAZHRTETHHAE. dns F— U — NIIRETEFH
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B 5399 wicenaTn

&s
filt

Ao FERICOWTIL, INATZ{EMHL7ZDNS 7=V L SZ&nExH#iz | 28R LT
él/\O

BHE . (EE) kT RUVANEEILT RLASND T 7 4 v 7 ZBRIECTERVWEHIC
T 2121, unidirectional ZIEE L 7,

FETIT 4T (ERE) a~r REHIBRTIMELRLS ZOHAEIET 7T 4 712351
X, inactive ¥ — U — F2EHLET, HET 77 1 7{b3 51214, inactive ¥ —V — K%
frnCa~vy ReRERANLET,

A . (fEE) description ¥ — U — RZEH LT, &K 200 XFOHEZ A LET,

&1

hostname (config) # nat (inside,outside) source dynamic MyInsNet NAT POOL
destination static Serverl mapped Serverl service MAPPED SVC REAL SVC

1

WIT, 209.165.201.1727 % v F T —27 OH— 33 L 11203.0.113.024 %X v F T — 27 DY —
NIZT 72T 5HEORNE Ry NV —2710.1.1.024 DX A F I v 7 NAT &R ET 5
Bz~ LET,

hostname (config) # object network INSIDE NW
hostname (config-network-object) # subnet 10.1.1.0 255.255.255.0

hostname (config) # object network MAPPED 1
hostname (config-network-object) # range 209.165.200.225 209.165.200.254

hostname (config) # object network MAPPED 2
hostname (config-network-object)# range 209.165.202.129 209.165.200.158

hostname (config) # object network SERVERS 1
hostname (config-network-object) # subnet 209.165.201.0 255.255.255.224

hostname (config) # object network SERVERS 2
hostname (config-network-object) # subnet 203.0.113.0 255.255.255.0

hostname (config) # nat (inside,outside) source dynamic INSIDE NW MAPPED_1
destination static SERVERS_1 SERVERS 1
hostname (config) # nat (inside,outside) source dynamic INSIDE NW MAPPED_2
destination static SERVERS_2 SERVERS_ 2

WIZ . TPv4 209.165.201.1/27 %~ U — 27 OB — 335 L 18 203.0.113.024 %> NT— 72
DY =T 7B AT HEED IPve NELAR » b U —27 2001:DBS:AAAA::/96 DX A F
v 7 NAT =R ETHHERLET,

hostname (config) # object network INSIDE NW
hostname (config-network-object) # subnet 2001:DB8:AAAA::/96

hostname (config) # object network MAPPED 1
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s1+zvoear

hostname (config-network-object) # range 209.165.200.225 209.165.200.254

hostname (config) # object network MAPPED 2
hostname (config-network-object) # range 209.165.202.129 209.165.200.158

hostname (config) # object network SERVERS 1
hostname (config-network-object)# subnet 209.165.201.0 255.255.255.224

hostname (config) # object network SERVERS 2
hostname (config-network-object)# subnet 203.0.113.0 255.255.255.0

hostname (config) # nat (inside,outside) source dynamic INSIDE NW MAPPED 1
destination static SERVERS 1 SERVERS 1
hostname (config) # nat (inside,outside) source dynamic INSIDE NW MAPPED 2
destination static SERVERS 2 SERVERS 2

A4+ 3w PAT

WD ME 7 T, A4 F 7 PATIZOWCHALET,

B4+ ZvyY PATIZDLVT

ZAF w7 PAT TlE, EBEOT RLABIOREFEILAR— IR 1 2O~y BT 7T RLAE
FOEFOR— MIERINDZ LIZL 5T, HEOEEDT RLAN 1 DOV v L7 1P
7 RLRZERINE T, HHTE 56, EBEOREE LR — MEER~ v B 7 R — MKt
LTEHSNET, 2720, BEEOFR— IBREHTER2WEAIE, 774V 8T, vy B S
AN— MIEFEOR— FES LR UAR— P (0 ~ 511, 512 ~ 1023, 35 KT 1024 ~ 65535)
MBBIRENET, DD, 1024 LV H TFTOR— FTIEL, /NSWPAT F— LD B EFHHT
XFET, TMIA— MAFHZHERT L N7 7 0 v 7 B EEZL HDLGEE. VA ARERR5350
EBORDLVIZT Ty FeAR— MNEHZEHT 2 L9 ITHEETE £,

EEILAR— MR Z L ICR A D700, KRN OE Y v > a UARETT, tE X
IE, 10.1.1.1:1025 120, 10.1.1.1:1026 & (XD ZEH N L BT,

ROBNZ, —i7e XA F I 7 PAT O F VA ZRLET, FEEORA NZIFH NAT & v
Ta v EERTE, IWE N T T 4 v I BNFFRERET, vy BT T RLRILEDER T I[A
CTTR, A= B3 FAFI v 7S ToHRET,

®4: 414+ 395 PAT

Security
Appliance
10.1.1.1:1025 S 209.165.201.1:2020 >
10.1.1.1:1026 § 209165201 .1:2021 >
10.1.1.2:1025 Z 200.165.201 1: 2022 >
5 ;
Inside / Outside 8
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B s rsvoraroracna

BHASE L TV D, 77 BA L= LTSN TO U, %88ty hT—27 LDV E— |
RA MIEHEHRA ~OEH B TEET, BEOR—KN T FLABLIO~w vy
R—F T RLAFELLLTFRIARARETH D12, FA MOERITHLSNETA, 1272
L. 2OBAIE. 778AL—1DOEX 2T 4 ITEKFETEXET,

B OB AR N N5 &, A— AL ARAREIIIC 2 D F9°, Multi-Session PAT Tl
T 7 F VBN T30RDPAT XA LT U FHMEA I E T, Per-Session PATDA . xlate 73 B
WZHIBE S E T,

GE)

AVHE—T A AT LIZBR D PAT V=NV EFEHT Lt LET, EEOA ¥ —
T A A FHT Tany) A U H =T A AR LT —VEFERT DL, T—ARTITHE L.
HLWEHICHHTE DR — b0 £4,

FALFT v PATORAEF R

FAFIv I PAT T, 1 DO~y BT T RLABFEHTEXL-0, L—TFT ¢ 7 ARER
T RUVARHEHRENET, EBIT, ASAA LV H—T 2 ADIPT RLAZPAT T RL AL L
THERATEET,

RILTY oY IN—T DA H—T A AW TERT D L X1E, IPv6 DX AT 7 PAT
(NAT66) ZfEHTXEHA,

HAF I w7 PAT I, ISR LI TR R DT —H A N — L&D~V TF AT 4T T
TV r— g U TCIIERE L £ ¥ A, NAT B X UNPAT OB R — FDFEMIZOWTIE, T 7 #/L
N A AR a8 NAT IZBT 5HIRFEZSRL TS EEWN,

HAFI v PATIZE T, B—DIP 7 KL ANLEEINT LI ICRZD5% < okn
B SN ZERHV ET, ZOHA. ZO T 7 4 v 73— 3TDoS KL L TR
NAFAREMERHY 4, T RLZADPAT 77— LEZRELT, PATT FLADT U Rub v
OB CTEMEHTHE, ZORMEEMTEET,

PAT J—ILA T2y FDEEEE

PAT 7= NDxy b =2 ATV =7 FEAERT D553, ROTA KT A -T2
éb\o

PAT 7—LDi5E

fERATEDEHA, EBEOREILR— FEER~Y v B 7 R— ML TERSRET, &
L, EBEOR— FMERHTERWEGAIL, 7740 8T, vy BV 7 R— MNIFEED
R—FESLEUR— P (0~ 511, 512 ~ 1023, B L1V 1024 ~ 65535) 7 HiEIR S
NEF, 207D, 1024 L0 H FOR—FTiE, IEWPAT S — VDA EFHTEET,
AR — MNEFHEZERT D 87 7 0 v 2 DS B HGAIE. TA XBRR L3 50O
RboVic7 Ty heR— MaHZEHAT 2 L0 ICHRETE E7, 1024 ~65535 £721F 1~
65535 T9,
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g4+290 2 ra—s 470z rearoxE |

cFUPAT 77—V A7 V=7 h o 2o00RLAL—LOTCHERTLEAT. BFFRUA
T a v EFENN—IMREL T XN, & z2iE, 1 DO — /L THLE PAT B LUV
T FREEANMEESND A, b O — L THIEPAT BL U7 7 v hefd
FHMEE SNAMERH Y 77,

PAT 7—IL D ¥R PAT Di5E

B DT TV Ir— gy A VAR Vg T, PEEPAT IV FR— RS TW0EHAL
PR— FRIBAD A LV ART g LV DEERY A FMIOWTIE, T 74/ b A VAR
v a & NAT (BT 2HIRHEAESR L TS EE,

o« XA F 2 w7 PAT /b— UiZxF L CHESR PAT %A R —T7 W2 T D546, PAT 7—LD7T K
VA%, "=k T AL —3 a2 =L EEORDAZXT 47 NAT D PAT 7 K L
AELTHEATHZLITTEERA, 2&2IE, PAT 77—/ 10111 BREENTWD
e, PAT7 RL AL LTI101.11 2T 25, A—h FF7 AL —T a3 b— L&
DAL T 4 v 7 NAT (IMERRTE £8 A,

ePAT 7— L ZFEM L., 74—y 7D EZ—T x4 ZAXET LS. VLIEPAT %
AT EHE A,

« ICE 7213 TURN %92 VoIP Bl Cix, $EE PAT Z#fHH L2V TL &, ICER
JOVTURN (%, T _XTOSEHEIZH L TR L TH DB 7ZDIZ PAT XA T 4 TIRIEL T
b\iﬁo

PAT 7—ILD59 v K OEVAKXDES

« IRA MZBEFEOERIN S DAL, TORA M DOLIBEOBILE U PATIP 7 KL A
ZEALET (K= FMEARETHLI5E) o 7220, 20 DEE 1L, 7=—1
F— RN ET B L RbNET, TAA AN T 2 — L F—N—F 5L FRAINLD%
DB TIIRM D IP 7 RLABMEA SN2 WEAERH D £4,

*PAT =)V —)V/TF T Rab s )b—)Lb A H—T A APAT L= VIRRI CA v & —
TxAAFTRELTWSE, IPTRLAD T2F 4 v XM bEELZITET, 5L
TeA VB =Tz A ATPAT S —NVETIFA VF—T7 A APAT DWT A EIR L E
T, BEA T D PAT L— VIR ERR L2 W TL &0,

« 7 RuE BT, FFICHEIE PAT LA G DETHGAIZ, REDAEY NHEINE
T, NAT /— I~ B 7 &ns7n ha)VIP 7 R LU A/R— M Z S ICE S b
72, U2 Fua BTl < ORIFNAT 7 — A 0MER S, AU NMERA I ET,
JEEE PAT TlX, & 5124 < OJRIE NAT 7 — L MERE L E T,

FATIVI 2y bI—=9 T2 PAT DERTE

COWETI, FATIVIPATOFRY NU—7 7V =2 K NAT ZHET D HFEICHOWNTEHR
Eﬁ ]\/iﬁ—o
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Network Address Translation (NAT) |
B srzv0xvro—v 30y reaTORE

FIE

ATy ({EE) v~ v BV T RLRICHA MERIT#EBEOFR Y hU—27 477 | (objectnetwork
av U R) | FRERY NU—2 ATV kN Zv—7 (object-group network =~ > R)
ZERCL 7

ATV NEBATARDYIC, AFETA YT A RA N T RLRERET D00, %
Ti3A B =T =24 AT FLAZRETEET,

ATVl FEFERATLIGEIE. ATV NERIIAN—TIIH TRy hEARD L
ICTEEHA, A7 V7 M, 1 DOAR b, £RIFHH (PAT 7— 1V OBE) % EH
TOMERD ET, =7 (PAT 7= D%E) (21X, BEEOKRA L E AN D
TENTEET,
RATYT2 NATH#RET Dy NT—2 A7V 7 NeAERE72138WE L £ 7, object network obj name
£l

hostname (config) # object network my-host-objl

AT9 73 (ELWT RLARHLIAT V2l MaRETIHEEIAT Y 7 95) BT 5EED IPv4
F/XIPV6 T L AZERLET,

« host{IPv4_address |IPv6 address} : Hi— DR A MDD IPv4 721X IPv6 7 KL A, 7o & 21X,
10.1.1.1 £721% 2001:DB8::0DB8:800:200C:417A,

» subnet {IPv4_address IPv4_mask|IPv6_address/IPv6 prefix} : %~ NU—27 DT KL X, IPv4
Y72y FOBFE. 10.0.0.0255.00.0 DL DT, AXR—ADEAIIY AT HEDET, IPv6
DA, 2001:DB8:0:CD30::/60 DXL H1iZ, T RLVALETF VLT 4 v 7 ABBE—~Da2=>y | (A
N—27L) ELTEOET,

* range start_address end _address : 7 N L ADFiH, IPv4d £7213 IPv6 OFFHEZHEECTE F
T, YA ERLBITVT 4 v I ZAFHRNTLEE N,
i

hostname (config-network-object)# range 10.1.1.1 10.1.1.90

ATV T4 ATV FIPT RLADEALAF I VY PAT R ELET, FEOAT V=7 MR LTI
DD NAT V— AT EERTEET,

nat [(real_ifc,mapped_ifc)] dynamic {mapped_inline_host _ip | mapped obj | pat-pool mapped-obj
[round-robin] [extended] [flat [include-reserve]] | interface [ipv6]} [interface [ipv6]]

TNTNOHRPFITRD LBV TT,

cAE =T 2 AR (TN TN—T ANR—=DA o H—T = A RZE) EEOA
VHE—T AR (real ife) BEI W~y T A4 H—T AR (mapped _ifc) ZHEELE
T, WH v azEGOMERNHY I, V—T v KE—RKTIL, BEEOA L H—T A A
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g4+290 2 ra—s 470z rearoxE |

BLOw oy BT A F—T oA AEBELZWEEIL, TRTOA U F—T = A AWME
HanEd, £72. (anyoutside) DL A U H—T A ADNT NN EIZILH HIZH—
U—FRany 2 ETHZEHTEET, 27EL, any 37V v T A—T DAL A
H—T A AZFERAINETA,

vy EVITIPT RLA i~y BT IPT RLAEZROLDE L TIRETEET,
e mapped_inline _host ip : £ > 7 A  RAKNT NL X,
smapped obj : TRA N 7 KL AL LTERINDAY NT—F FT V=7 b,

« pat-pool mapped-obj : DT RV A& Gy NI —27 ATV =7 NEIZTV—
7

sinterface[ipv6] : ¥~ v B T INTA U H —T oA ADIPT RLVANRT BT T R
VAL LTHERENET, ipv6 ZHELIZGA, A1 VX —T7 A ADIPv6 7 KL A
DEAINET, ZO4 7T a T, mapped ifc \ZFFEDA v H—T = A4 A%FHE
TOIMERHVET, (FYEUVTENTALE—T oA ARTV v T—T R
UN—D & ET, interface FIEETE FHA) ZOF—U—FRF, A X —T = A R
DIPT RVRAEMEHT 2 L EIHEHTOINERNHYET, A T4 T, £
TV P LTANTHILIITEERA,

¢ PAT 77— LD WT, ROFF>aro 1 DL EEFEETEET,

e round-robin : PAT 7— /L D5 7 Rub 7 RLRE Y Y TE AL R—T NI LET,
TR abrERELZRTNE, T 74V FTPAT 7 RLADTRTOR— M
WDOPAT 7 RUANMERH SNARNCEID B ToHNET, FV 2 RrbE R TIE,

BOIOT RLAIZR > THOMEA SN SENC, 2BBOT LA, £tDks, 7—
ANDKPAT 7 RLAMWGLT RLA/R— M RE Y Y ToHNET,

extended : 59K PAT % 1 % — 7 /LI LE T, JE5E PAT TlE, BHIEROZET R
AER—=bEEFD, IPT FLRAZTETEHRL, =B RTLIZT65535 DA — FHMf
AEnEd, @FiE, PATEHEERT D & &R — T FLRIEE SN
Wiz, PAT 7 RLAZ L2 65535 DR — MIHIR S Ed, 728 2 1F, HL3E PAT
A LT, 192.168.1.7:23 (Z[A17> 9 A0 10.1.1.1:1027 O HL, 35 KX 1V192.168.1.7:80
(229 BED 10.1.1.1:1027 DEHZERR TE £,

flat [include-reserve] : (7 7 » NaPH) A— FZEID Y TH L X2 1024 ~ 65535 D
A— MEEPHREREZHEHTE 2L 5ICLET, ERO~ vy B 7 A— MEFEZIRIRT S
EXIZ, ASAIZ K- T, HEHARERG A ITEBRORE LA — NESHNEH SN E T,
L, ZOFTvarERELRNE, EEOFR— INBRERTER20WEAIE. 7
THNVET, vy B R— MIFEBEOR— S LR UR— M (1~511, 512
~ 1023, FBLT1024 ~ 65535) MHLEBRINET, FAHEHATR— FBRETHD
T 5I20F, ZOREEITVET, 1 ~ 65535 O EZFHT DI,
include-reserve *— 7 — KLIFE L £,

AU HE—T A APAT D7 +—)V Ny 7 . ({LE) interface [ipv6] ¥ — 7 — FiX, 77

A<V PAT 7 RLRADRBIZATTENTZEZIZA LV H—T 2 A APAT DT —V\Nv 7 &
AF—T NI LET, Y54 ~IUPATT RLAEFEVWR-TLE, v~ v LT Ao X —T
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B 7 rz09 wicerat o

AADIPT RUARERSNET, ipv6 ZHEELIZLE. A X —T7 A ADIPV6 7 K
VAMER SNET, ZOF 7 a CTld, mapped ife \ZFFEDA L F—7 = A AZRIE
TOMERDYET, (v TINTALE =Tz AANRT N o TN—T A /8—
D & XL, interface ZfEETX FHA)

51

hostname (config-network-object)# nat (any,outside) dynamic interface

1

WOEITIE, 7 R A 10222 OFEH%IZ 192.1682.0 X~ NI — 27 2B+ X A4 F I v
PAT %% EL E 7,

hostname (config) # object network my-inside-net
hostname (config-network-object) # subnet 192.168.2.0 255.255.255.0
hostname (config-network-object) # nat (inside,outside) dynamic 10.2.2.2

OB TIE, A v X —T oA AT FL ZADOEHIZ192.168.2.0 % v kU — 7 &[Sk
THEALFI v 7 PAT ZRELET,

hostname (config) # object network my-inside-net
hostname (config-network-object) # subnet 192.168.2.0 255.255.255.0
hostname (config-network-object)# nat (inside,outside) dynamic interface

WOEITIX, XA F I v PAT & PAT 7— L &EHA L THE IPv6 X v h U —727 %4
HIPv4 Ry NI —ZIZEMTHLIICRELET,

hostname (config) # object network IPv4 POOL

hostname (config-network-object) # range 203.0.113.1 203.0.113.254

hostname (config) # object network IPv6 INSIDE

hostname (config-network-object) # subnet 2001:DB8::/96

hostname (config-network-object)# nat (inside,outside) dynamic pat-pool IPv4 POOL

A+ = w4 Twice PAT DEETE

ZOWETIX, FAF I v PAT @ Twice NAT Z R ET A HIEIZHOWTHBALET,

FIE

RATYT1 FHELOFEEDOT KL A, HETLO~ v BT T RLA SEEOEEOT RLA, BLU%EE
D=y BT T RLARIZ, ARANEIFFFHEOFR Y NI —2 7 =7 & (object network
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ATy T2

ATvT3

4+ = v % Twice PAT DR E .

a<w>R) | FHEFRY NI—T AT b 7 /—7 (object-group network =< K)
ERR L E7,

e T RTOFEIL N T 7 4 v 7 BT D56, BETOFEBREOT FLATHT 247V
7 FDBEMNZEAXR LT, D VIZ, nat 2~ RiZany ¥— 7V — FEfRETE 7,

AV HA =T 2 A AT FL AR~y BV 7 T RLALELTHERATIHAT. BETo~y
VLT T RLVARZKTAAT Vs boBENE A%y 7 LT, VI, nat =<2 RiZ
interface ¥ — VU — KA fFECTE £,

e R— NEWMEBRE LTI DAYT 4 v 7 A —T A4 ANAT DR EHET HHE
X, 58D~y B ST RLRICHTAA TV 27 hOBMNMEAXy 7 LT, Kbz,
nat 1< > N{Z interface ¥ — 7V — R&EFETEX £7,

FT 2l FEFERATAIERIL. 727 FERITIINN—TICY T Xy FEEDDHZEIXT
TFEVA, A7V MI, 1 ODOFRA N, T (PAT 77—V OBE) 2 EFRT HNLE
NHDFEI, F—7 (PAT 7—/LDHFE) 11T, BEOKRA N E#HHEED D ENTEE
7,

(FE) mEDFEBEOR—-FBLOEED~ v B 7 R— MY —ERA TP x7 b EER
L7,

HAF v NAT DA, B TR— " NEWDOLEEITTEET, P—EA LTV xF MNZ
IIEETEAR— N ESEER— FOM A EDHZ ENTEETR, ZOBRAIL, s8R — 2T
NMEFESNET, BETR—FE2HEELEES. EHINET,

BALFIvY PAT HTELET,

nat[(real_ifc,mapped_ifc)|[line | after-auto [/ine]] source dynamic {real-obj | any} {mapped obj
[interface [ipv6]] | pat-pool mapped-obj [round-robin] [extended] [flat [include-reserve]] [interface
[ipv6]] | interface [ipv6]} [destination static {mapped obj | interface [ipv6]} real obj] [ service
mapped_dest _svc_obj real dest svc_obj] [unidirectional] [inactive] [ description description]

ZTNENOHRPFITKRDO LY TY,

A B =T 2R (TVT TN—T AUN—=DA U H—T = A AINE) EEEDOA
VH—=TxA A (real ifc) BN~y T A B —T =2 A A (mapped_ifc) HIEELE
To WH v aZEOLMERHYET, V-7 v RE—RTIE, EEOS X —T =R
BLOR BT A =T oA AZEELRWEEIL, TXTOA o F—T7 = A ZAWME
HEhEd, £72. (anyoutside) DL A U F—T =2 A ZADWTIUNETILT HIZHF—
U—Rany #HETHZEHTEET, 2L, any 37V v T NA—T DA LN A
A —T7 A RIFEH SN EE A,

et/ varBIOYT: ((ER) 77 4/0 T, NAT HAIX, NAT 7—7 Dk 7 v 3
Y1 ORRBIEMENET NAT L— DA (5_—) #5M) , £/ a2 1T
3L, ¥y ar3 (XY hU—2 A7V =7 FNAT L—LD#%A) (Z/b—/LZ B0
T 554, after-auto ¥ — U — R&2fEH L F9, L—nd, line5|#&FH LT, @t
7 v a yOIEBOLGFNIHATE 7,

s EXETLT FL A
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B 7 rz09 wicerat o

cEPEOT FLVAR Xy NIU—I A7 V=7 b, IA—7 Elzidany ¥—V— K%
BELET, BEEOA I =T A ANy EV T ENTA L E—T oA ZA~DT
RTCORNT T 47 BEB-T D56, any ¥—U— REFEHLET,

VY EVT T RVA  ROWT NP ERIEL T,
cFy NI—U AT V= b i RARNT RLAEEDRF Y NT—2 A7 V=7 b,

* pat-pool mapped-obj : EI DT RV AL GleRry NI —2 A7V =7 NETIZT
=",

«interface[ipv6] : (L—7 v FE—KDAH, ) v~ v BT A X =T A ADIP

T RUARS T T RLA (f v Z—T A APAT) ¢ L THEHAHEINET,
ipv6 ZIEE LT E, A V2 —T7 A ADIPv6 7 RLABREHSNET, Z0D
47 a v CliE, mapped ife \DRFEDA B —T = A ARBRETHLENRD Y F
T, (RYEUTENTA I =T 2AART N vV TA—F A R—DL &
I%. interface 5 ECX EHA) PAT V'~V FEERXy NU—27 T V=7 b
TIOX—U—RERETHE, A VX —Tx2A APAT DT +—/L Ny 7 INE
NZ72 0 EF, PATIPT RLREZMWRZT L, v v BT A ¥ —T =R
DIPT RUABMEHINET,

PAT 7 —/LZHOWTC, IROF T ard 1 DL EEIEETEET,

e round-robin : PAT 77— /DI v Kunby 7 RLRE DY CTE A R2—T NI L

9, JUr R e rERELRTIUEX, T 74V N TPAT 7 RLADTRT
DOAR— MIKOPAT 7 RUARMEH SN HENZHI VY TonET, U Fm
BV AT, BHIOT RLRIZRE> THMEH SRS, 2&FBDOT KLA,|
FrFORE, T—IVNDEPAT 7 FLANLT RLA/R— FREID S THR
£7,

extended : ¥53E PAT % A 1*— 7 /W2 LE$, HEIE PAT Tid., ZBHAIFROEILET
RLALR—=F&2E&D, IPT7T RLAZETiEAR<, =B R T LT 65535 D
A— NBERSET, EEIL, PATEMAERT 5 & X5 —hEeT L
ZITEBRENRNTZD, PATT RL AT L2 65535 HO AR — MMTHIBE £,
72 & Z 0%, $E3E PAT 2 LT, 192.168.1.7:23 (Z[A12> 9 ¥4 3 10.1.1.1:1027 &
ZEHR, 35 K 0N192.168.1.7:80 (2 A1 > 9 B 10.1.1.1:1027 DM A ERR T X £ 97,

flat[include-reserve] : (7 7 » MJH) A— F&HI VY TH & X121024 ~ 65535
DOR— SR EFHTE D LI LET, B~y B T R— &S E®
PRI 25 & X1, ASAIZ L - T, HHAREZRS GIEEBROREE LA — M H
ENFET, L, 20T v arERELRWE, EEOR— FREHTE 2
WEEAIX, T 74/ T, vy BT R — MIEBEOR— FEE LR CAR— M
BH (1 ~ 511, 512~ 1023, BL V1024 ~ 65535) M O@ERINET, FALEiGH
THR— FRRETHDO%EMERET DL, ZOREZITWVET, 1~ 65535 DO#iPH
IR 5121%, include-reserve ¥ — U — R HIEE L £7,

ST LA (fEE) -

. Network Address Translation (NAT)



I Network Address Translation (NAT)
5443 v wice PAT0EE [

BT T RLVA Xy NI—I ATVl NERIIIN—TEREELET, F—
NEWARELT-AZT 4 v 7 A2 —T A ANATIZRY GEZ Y v Z—7F
DA A HZ—=T =2 ZADH) . interface ¥ —T — RZHHE L £T, ipvé Z4HE
LESe. A v F—7xA4 ADIPv6 7 RLAMER &L E T, interface Z5ET 5
Wald, % service ¥—U— ROERELET, ZOF 7T 3 Tl real ifc IZFE
DA LE—T 2 A AEERETHLERDY T3, dEMlcOVTIE, THR— MEHREH
ELTEAZT 4 v 27 NAT (353—) | Z2BRLTLLEEW,

CEBEOT RVA Ry NI—=I ATV =y NELFIA—TEBELET, TAT
T 4T 4 NAT Tlk, EBEOT RLAL vy Er s 7 RLADMFICHEICRE AT
Vel bEREIN—TEERLET,

HIEAR— B (R vy LS ENEY— A ATV FBIOEREOY—E X F
TV hEEBIT, service ¥— U — REHELET, TAT VT AT 4 R— FNEHT
X, FEOR— e~y B A= FOWFIZFR L —EAA 727 NEHLET,

« M . ((BEE) 58087 RUAMKEEILT RLAND N T 7 4 v 7 BRIETE 720 K91
T %121, unidirectional Zf5E L 7,

T I T 47 (UEE) 2~y REHIBRT AMER ZON—IVEIET 7T 4 72T HIT
X, inactive ¥ — U — F&2EHALET, HET 77 4 7{bT 5214, inactive ¥ —VU — K%
frnCa~vwy ReREFANLET,

il o (FEE) deseription % — U — FZH LT, &K 200 X0 A LET,

1 :

hostname (config) # nat (inside,outside) source dynamic MyInsNet interface
destination static Serverl Serverl
description Interface PAT for inside addresses when going to server 1

1

WA, SER Telnet $—/% 209.165.201.23 ~D 7 7 & ABHINE % v N T — 7
192.168.1.024 DA ¥ —7 = A4 APAT 2% E L, 203.0.113.024 x> NV —7 EDOH—
INSDT 7B AR PAT 7 — Va2 LTHE AT v 7 PAT % ET 502 RLE
T,

hostname (config) # object network INSIDE NW
hostname (config-network-object)# subnet 192.168.1.0 255.255.255.0

hostname (config) # object network PAT POOL
hostname (config-network-object)# range 209.165.200.225 209.165.200.254

hostname (config) # object network TELNET SVR
hostname (config-network-object)# host 209.165.201.23

hostname (config) # object service TELNET
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[ Per-session PAT % 7= (& Multi-Session PATO 25

hostname (config-service-object) # service tcp destination eq 23

hostname (config) # object network SERVERS
hostname (config-network-object)# subnet 203.0.113.0 255.255.255.0

hostname (config) # nat (inside,outside) source dynamic INSIDE NW interface
destination static TELNET SVR TELNET SVR service TELNET TELNET

hostname (config) # nat (inside,outside) source dynamic INSIDE NW pat-pool PAT POOL
destination static SERVERS SERVERS

WIZ. HE IPv6 Telnet ¥—/X 2001:DB8::23 ~D 7T 7 & ABFIZNE v U —7
192.168.1.024 DA > % —7 = A A PAT Z & /E L. 2001:DB8:AAAA::/96 % T —7
FEOY—RADT 72 ARFIC PAT 7 — NV EER L TH A X v 7 PAT Zi%iET 54
ZrLET,

hostname (config) # object network INSIDE NW
hostname (config-network-object) # subnet 192.168.1.0 255.255.255.0

hostname (config) # object network PAT POOL
hostname (config-network-object)# range 2001:DB8:AAAA::1 2001:DB8:AAAA::200

hostname (config) # object network TELNET SVR
hostname (config-network-object)# host 2001:DB8::23

hostname (config) # object service TELNET
hostname (config-service-object)# service tcp destination eq 23

hostname (config) # object network SERVERS
hostname (config-network-object) # subnet 2001:DB8:AAAA::/96

hostname (config) # nat (inside,outside) source dynamic INSIDE NW interface ipvé6
destination static TELNET SVR TELNET SVR service TELNET TELNET

hostname (config) # nat (inside,outside) source dynamic INSIDE NW pat-pool PAT POOL
destination static SERVERS SERVERS

Per-Session PAT & 7= Multi-Session PATD % &

T 74NV ETIE, TRXTOTCPPAT 77 4 v 7 BXOTXTHOUDPDNS b7 7 4 v 7
Per-Session PAT Z#fffl L £7, bt 7 7 ¢ v 7 IZ Multi-Session PAT % i3~ % (2%, Per-Session
PAT /L —/L &% E LE 4, #FA[/L—/L T Per-Session PAT #{# i L. 575/ —/L C Multi-Session
PAT M L £,

Per-Session PAT IZL > CPAT DA —F U T o N EL, 7T AZ Y VT OBFHITKE AV
N z= NMIMEA O PAT B 2 H X 5 X 912720 £, Multi-Session PAT #£#ii%, ~ A
H— =y MIBIEL T A — 2=y NEHTER L THLENHY 7, Per-Session PAT
tyTa VOKRTEIZ, ASA0G U &y MREE S, HIEIZ xlate BHIBRENES, ZDY
Ty MZEoT, = K/ — NIZRIBICEE A ff it L. TIME WAITIRAEZ [B18E L £ 9, %R
B2, Multi-Session PAT Ti, PAT # A A7 7 hMEH SNET (F 74/ FTIE308)

HTTPX°"HTTPS 72 £ D e w h FT 2] FT7 4 v 7 DA, Per-Session PAT 13, 12D
T RLRZE o THAR— F INI8EGRE KIBICHESCT 2 LA TE £9, Per-Session PAT %/
HALRWESIE, FFEDIP 7'a ha/uzxtd 5 1 7 R L AD R KERERITH 2000/ T9,
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Per-Session PAT 3 = (% Multi-Session PAT0 3= [

Per-Session PAT 2 9 254 1E, BEDIP 7' v b a/liZx$ 5 17 KL ADBEERIT 65535/
SIS A4 T HZ A LT,

Multi-SessionPAT D A Y v hZIEHTE S 77 4 v 7, =& 21£H.323, SIP, Skinny (2% L
T Per-session PAT %5 4 & —7 /L2 B 121E. Per-session HE&/LV—/VE{ERK LE 4, 72720,
b7 e ha TS UDP A— Mot v g VHEALO PAT AT 254813, £1
DIZHFR N — VAR T 2R H D 7,

1R BHEIIZ
FITH IV N TIE, ONL—IABA A N—ILINFET,

xlate per-session permit tcp any4 any4
xlate per-session permit tcp any4 anyé6
xlate per-session permit tcp any6 any4
xlate per-session permit tcp any6 any6
xlate per-session permit udp any4 any4 eqg domain
xlate per-session permit udp any4 any6 eqg domain
xlate per-session permit udp any6 any4 eqg domain
xlate per-session permit udp any6 any6 eqg domain

INSOL—FHIBRTEEE A, IS DOA—EEIT. FEIER ST — L D% TEE
LET, V—UIBEFIFHMSNDDT, T 74NV M A— NV BT B ENTEET, =
Lz, INLON— NV EERIINEEIEDHITIE. WOLOEBMLET,

xlate per-session deny tcp any4 any4
xlate per-session deny tcp any4 any6
xlate per-session deny tcp any6 any4
xlate per-session deny tcp any6 any6
xlate per-session deny udp any4 any4 eq domain
xlate per-session deny udp any4 any6 eq domain
xlate per-session deny udp any6 any4 eq domain
xlate per-session deny udp any6 any6 eq domain

FIE

Per-session PAT D#F Al £ 7213 fEE L — NV EER LET, ZOL—WET 7 /v h —L D EiZ
BEONETN, MOTFEER SN —VEVIXTTT, A—WInd . @A DIEF CTIER
LTL &N,

xlate per-session {permit | deny} {tcp | udp} source ip [operator src_port] destination_ip [operator
dest_port|

FHRTE LMD IP 7 L RZONTIEL, RO K I ICEETE T,
* host ip_address : IPv4 £721XIPv6 IRA N 7 RV AZFRE L 7,
« ip_address mask : IPvd v N —27 7T RLABLOY TRy b ~AZ ZHRELET,
« ipv6-addressiprefix-length : IPv6 x> NU—27 7T KL AL T VT 4 v 7 AZEELET,

cany4 B3 L Nany6 : any4 (X 1Pv4 N7 7 ¢ v 7 EFEBELET, any6 (Xany6 7 7 1 v
7 wtRE LET,
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operator TlX, BT E L IIEWHETHEA SN A — NEFOREERRELEST, T 741
TiE, TRTOR—FTY, FEHTELIHE I, ROLBY TT,

et : L/hEn
egt: O RKEW
seq: HELW
*mneq : FL 2N

e range : fEOTUFERNRGEH, ZOHEBEFEZENT 25813, 2 20K — MEFERELET
(31 : range 100 200) ,

1

WOBEITIE, H323 b T 7 4 v 7 DIbDEEL—VEERLET, ZTOFNT 7 4>
7121 Multi-Session PAT ¥MEH SN D L 91T 5720 T,

hostname (config) # xlate per-session deny tcp any4 209.165.201.7 eq 1720
hostname (config) # xlate per-session deny udp any4 209.165.201.7 range 1718 1719

WIZ, SIPUDP R— MIt v a VHZO PAT ZH A T5HZ LT, 7T AZDA LN
Mo SIP Dy EEFNCT 1%~k LE T, SIPTCP &R— h Tldt v a VHEAO
PAT T 7 4V s TH DD, T 74NV FON—)VEEE LA ERE, TCPIZ

=T H D A,

hostname (config) # xlate per-session permit udp any4 any4 eq sip

AZ2T 492 NAT

T, AXT 4 v 7 NAT & FDOFEEFIEIZHOWTHA L E1,

AT 4929 NATIZDUVT

AHBT 47 NAT Tld, EEOT RLANLY vy BT 7 KLU ASOBELBRPER S E
T, vy B T RURATET 28GR CRILRO T, A% 7 (v 7 NAT TliE, MmO
Pefe (RA MO L R A MW OEFOWN ) Z#HnTEE£T ERaTr 567 78X
N—VINFLET D5A) o —H. X477 NAT BEOVPAT TlE, &HR A SBNUREOAL
BUZK L TR DT RUAELIFIAR— MEEHT 20T, XEFMOBMGITYR— NS Et
Po

WO, — R AZT 4 v 7 NAT DTV FERLET, ZOBWIIFHICT 7T 477
DT, EBEORARNLEUE—F FA NOWMFNEELBEETXET,
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\}

—tzmemELER87 v NaT [

E5:2%7F4v%9 NAT

Security

Appliance
0111 f 208 1652011
< >

10.1.12 ; 209.165.201.2
«< >

{

Inside f';Outside

130035

G¥)

— hER %R

VI C T, NFRZT 42— M TEET,

SELERE2 T4y NAT

R FNEMAEZRTELIZAXT 4 v 7 NAT TlE, EBEO7 o halrBLlOR—Fevov b7
7 a halBrIOR— MR EETEET,

ABT 47 NAT i L CAR— b EHRETIHHE. A—bEITIP 7 FL A% [E UAEIC

<y B TTE), BIOMEIZ~Y y B ST AR RN TEET,

WD, RN— FNEMPRE SN — KA ZT 4 v 7 NAT D F U FaRrLET, BE
Iz l:°/7 L7zAR— k&, Bz~ B 7 LA — FOWFEZ L TWET, WTho
r—ATH, IPT RLVATRIOfEIZ vy B 7 ENTWET, ZOEWIIEIZT 7T 47780
T, ZHENEZHAA ML VE—F AR NOWGTREG LB TE £1,

6:K— FEREBRELLRZ T4 v NATO—RBRIESF YA

Security
Appliance /
10.111:23 ? 209.165.201.1:23
< i
10.11.2:8080 § 209165201 2:80
«< Z >

134

Ingide # Qutside

N— ML — NV ERELTZAZT 4 v 7 NAT 1%, FRESNTZAR— PSP T KL ADH
L?&ﬁx%%@biﬁgNﬁmvawﬁ%%®%@fwhfﬁﬂﬂp7hvzuT&%xL;
FETHE BN Ty SnET, S 5IT, twice NAT DA, NAT L— /LD %[EIC 1P
TRLVAE—FHLARWNT T 4o 7058 IP T LA E T D54, sideh— MR
K ReyZENFET, Lan-oT, 3EHEIPT RLAIZKH L THATINAMOTXTO T
T4 7BV — IV EBINT AMERSY £, L2, A—FEREETICIPT R

ANWZART 47 NAT V=L EFREL, R— FEHNL— L DEBAIZEFNERE TE 9,

Network Address Translation (NAT) .



Network Address Translation (NAT) |

B —wz0x57 v NaT

\}

G¥)

— X ZDAIAT 4

THEY FRxNDT TN r—a A AR g URMERT Y — 5 (FTP,
VoIP 72 &) =T 25615, NAT ZEEIMICE D XU A— b E2E# L ET,

I, N— " EWEFRE LTZAZT 4 v 7 NAT OZF OO R O —#H 2R LET,
TFAToTATA R—FEBREZRFELIZRE T4 Y9 NAT

WD Y —A~DINERT 7 v A& ffFILTEET, ez, BRHR— 1 Th—b2%
9 5 3 2O ERBIOY—,N (FTP, HTTP, SMTP72 &) RHLHLAIE. TnoHoH—E
AT VAT HEODHE—DIP 7 L A& —ICRtTcE 9, 20k, 74
TUTAT A K= "NERERELIZAZT 4 v I NATEREL, 77EALELIELT
WAHR— MIFESWT, H— ®%%E7%VX%%#—A@ELwETFVXﬂV/E
YITHZENTEET, V= NTEEOR—F (ENTEN 21, 80, BLN25) ZfHH
LTWb7d, A— FEaEETH50EEH Y A, ZOBIOK ﬁﬁ&_owfm FTP.
HTTP, BLSMTP OH.—7 FL A (R— NEMERE LT-AXT 4 v 7 NAT) &5

LTL7ZEN,

BEUNDKR— FDR— FEBRERELIZRAE T4 v NAT

R— NEMZRRE LTZA ST 4 v 7 NAT 2§ % & TRIE AR — b DIRHELIS D
A= ~OEHES, TOWOEBEEFATTEET, 72L& 21X, NE Web — 303K — b
8080 T 244, A—F 80 1T 5 2 L 22 —WITFFAI L, Dk, Lk
JEDOR—FBOBOICRT Z &N TEFET, FAERIZ, EX 2V T 4 2SI HITEDDHITIL, Web
2—PIREHELIAL DR — | 6785 IZHERi T D L D IR L, D%, Bz AR — k80K
FTENTEET,

— FEBRERELEERI T4 4123 —T 4 X NAT

ALT A4 v NATIE, EROT RLAEA v =T 2 AT FLALR— FOMAED
FICv oy BT TDEIICRETEET, L ZE TS RDIEA o F—T = A 2
D Telnet 77 £ AZWEAA MU ZA L7 b 25E, WEHIAA RO TP 7 KL A/R—
K23 ZHEA v H—T A AT RLA/R— R 231wy B I TEET,

v 42 NAT

W, AXT 4y I NATIZ IR 1O~y VI THRELET, LALEAIZE-TIE, 19
DEBOT RLAZEEO~ v L7 T RLVACERETAZERHV T 1 x%) . 14642
DART v 7 NAT RET DG, BEEORA NN NT 74 v 7 BT 5 &, #ITKY]
D=y T T RLAMERENE T, UL, AR MIETCHBENTZ N T 7 4 v 7 D
HVAEEDOY BT T RLASND T 7 4 v 7 R TE 1 DOEEOT R U AIZITEH
ENFEEA,

WO, — 72 1 /% DAZT 4 7 NAT VT U AZRLET, EEORZ NG
HE WO~y BT T RUAMEHSND 720, EEOKRA NIPHERYIDO~ v BT
IP OZEHL, BRI T 0 HaD 203 T £4,
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ovvery orut cegm

7:—REDREZT 1499 NAT

Security
Appliance /
101227 209 165 201.3
< >
*1l}.1 227 Z 209165 201.4
*10.1 227 i, 209165 201.5 I
Z -
Inside / Outside

7o ZI1E, 101227120 — R AN U RGFEETLHELET, EREND URLIZIELUT, b7
T4 EELWDWeb V— N2 XA L7 FLET, ZOFIOREHFTECHOWTIL, HHED
vy BT T RLVR (RXT 4 w7 NAT, —xf%) =FONEHa— K X7 a5 1L <L
720N,

8:—XEDRAZT 4 v NAT D)

Lindo Translation
Lndo Translation 2091652015 = 101227
2091652013 = 101227

& o’

Lndo Translation /—/'J“ﬁ

209.165.201.4 = 10.1.2.27 ¢ Inside_)
\:

III
2lm833

o<y ELT OFUA GEHE)

NATZiE, 131, 12 72T Tidzel, 2xt%, Zxtd, xR SEREOFBEOA LT 4 v
Iy T VA ERFEHTEDL VI XHMER SV ET, 11~y BT ERIT IR
v~y BTG EERNTAZEEBEIOLET., Inboo~ry B AT a0 T
LARWAE RN AET D RHEMERH Y £,
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B to<veos orur Gegm

\)

EERICIZ, DRZIT. 1dZ ERETT, UL, 27 4 Falb—ya VMEME LT,
EREO~ o IR —HTIEHLNTRWGEER O LT, REETHEEOKT N L ATk
LTIHEZDary 74X ab—va 2 ET52 L2 MR LET, L X, AZor T
VAT, DEOEBEDOT RUABEZHEO~ v B 7 T RURLIAFIC Y v v 7 SE T
(AL, Bix2, CiE3) o T TOREDT RLARY y 7 anfch, RiZvy BT
SNDT FLRE, BHIOEREOT FLALY vy BV 7SR, $ATOTy BT T FLAR
vy BT ENDETHRATSNET (AIF4, BiES5, Cld6) . ZORR, EEOXFT FL2
WXL CHEE D~y B 7 T RUARFET L Z LT ET, 15Z0ar7 4 Fab—
ar DX, BRHIO~y B TIEFNRRIGMTHY . LD~ v B 7 TIE, EEDOFR A
F~D KT T 4y 7 BB TEETN, EEORA FDLOTRTO T 7 4 v 7i%, EET
OERMO~ vy BT T RUVARE T EHERATEET,

WO, — 2Dt E D AR T 4~ 7 NAT > U A&~ LET,
R9: LREDZET 4 w4 NAT

Security

Appliance
{10.122? f 209165201.3

101228 ,7 2091652014
-« >
{10.1 227 7 209165201.5
{10.1 228 ,_17 209165 201.6 ?j
{10.1 227 ‘{? 209165 201.7 ﬁ
Inside / Outside

St EIISR 1T 4 X2 L= a TR, vy BT T RLALID L OEBEOT
RUABGFIELET, EBEOT FLARRET L LD bENS, v v VI T RUARRRELE
T, WMEMOBEEFEEHRTXDLI0E, & FMIOEBEDOIPT RL AL~y 7 ENni-=7—u
DTy B T E2ITHIEEEITTT, BYDEMOEEDOT VAL NT 7 ¢ v 7 %6tk
TEXETH, INO6~D T 74 v 7 2B TEERTA, BV ¥—0 T 7 4 v 703, #
DA DS H>DOEFE (EEICIP, S0P, EEFEILAR— b, FER—F Frbhan) 2k
THYIRREOT LA ZiREINET,

GE)

L5t D E713E%F 1 D NAT 1X PAT TlIdh W £8 A, 2 OOFEBEDOKR A S FE CEETAR— k
FB a2l L TR UAMB Y — "B L OR U TCP 566K — MZT7 7 B AT 5BE81%, WMAFDOR
ZRRREICIPT FLRAICEHREND &, T RLADBEANDH D 5ODZ T ILR—E TR
2o, WMAFOERN Yy hahvET,

WO, — RISt D D AR T 4~ 7 NAT > F U A&~ LET,
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RBF A9 Ry hT—H AT b NAT EldR— hEBRERELER ST« v NATORE ]

10: 2 VDRET 1499 NAT

Security
Appliance
101227 f 209165201.3 >
101228 ,7 2091652014 »
101229 ‘? 2131652013 »
1012 .30 ? 2r2.165.201.4 »
o
101231 Z 212.165.201.3 » Iﬁ
; 3
Inside / Outside

TOEICARZT 4o I = VEFEHTHOTIERL . RGROGEVLEELETE NI 7 4w
TIZIR1DONA—NVEER L, FBODT RLAZEZA T I v I —NEERTDHZEEBED
L/i‘j—o

ARETA4YI 2y bT—=0 T2 FNAT FER— EHBRE
ELRAZT 10 NAT DEETE

ATy

ATy T2

ATvT3

ZOWETHEH, Xy hI—27 47727 PNAT ZFEHLTAXT 4 v 7 NAT V— L EZRET
2B DWW T L E1,

FIE

(EE) ~v B T RLVAICKRYy hI—2 A7V | (objectnetwork 2~ > ) F721%
Xy hNU—27 A7V =7 ks 72— (object-group network =~ > F) Z{ERL L £9,

e F TVl FEFHT IRV, A TA L T RLVRAEZRET D). £003A 05—
Tx2A AT RLABR/ETEET (F—FEBREFHTDIAXT 4 v 7 NAT O5E)

ATVl FEFEHTLIHEAE, ATV FERIEI A=A A N, #H, F72030
TExy N ANDHZ ENTEET,
NAT ZRET DXy NUV—0 FT7 V=7 AR ETIEMHmE L £7, object network obj_name
il -

hostname (config) # object network my-host-objl

(IELWT RLARBHDIAT V=7 MaelRETIHEEAT v 7 95) BT 5 FEED IPv4
F71TIPv6 7 FL AR EZELET,

* host {IPv4_address |IPv6_address} : Hi— DR A RO IPv4 £721XIPv6 7 R LA, =& 21X,
10.1.1.1 £ 7213 2001:DB8::0DB8:800:200C:417A,

« subnet {IPv4_address IPv4_mask|IPv6_address/IPv6 _prefix} : x> NI —27 DT KL A, IPv4
Y73y oA, 10.0.0.02550.00 D L 51, ANX—ADHRAILY AT HEDET, IPv6
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. ABFAVI 2y b T—=9 F TP H FNAT Fl=(FR— FEBRERELE=RAE T4 v NATDRE

DA 2001:DB8:0:CD30::/60 DXL HIZ, T RLARAETF LT 4 w7 2 BE—Da=y | (&
N—272L) ELTEDET,

* range start_address end_address : 7 NV AOHH, IPv4 £/ IPv6 OFHZIEETE E
T RAZFELBT VT 4 v I REFDHRNTIZEN,

&1

hostname (config-network-object)# subnet 10.2.1.0 255.255.255.0

ARTVT4 A7V FIPT RLADRRAT A VI NAT X ELET, FEOAT V=7 MIXLTI
OO NAT V=LA E#RTEET,

nat[(real_ifcmapped_ifc)]static {mapped _inline host_ip | mapped_obj |interface [ipv6]} [net-to-net]
[dns | service {tcp | udp} real port mapped_port] [no-proxy-arp]

TNENOBPFITRD LBV TT,

A B =T 2 AZ: (TN TN—=T AN =DA o H—T = A ANE) EEOA
VH—=TxA A (real ifc) BN~y LT A H—T 2 AR (mapped_ifc) %IEELE
T WAy A3ZEFOLIUENRHY ET, V—T v FE—FTIE, EREOA L F—T AR
By BT A =T 2 AERELRWIGEIE, TXTOAL ¥ —T = A APME
HEnxEd, £72. (anyoutside) DL IIZA F—T = A ZADWTINETILI T IZF—
U—Rany #fEETHEHTEET, 272L, any 7V v =T DAL IN A
H—T oA AZFEHINERA,

Ty EVITIPT RLA vy BT IPT RLRAEZROWT I E LTHEETEEY, @
WoIRIl Oy BT, EBEOT FLALREIUBO~ 7 7T RLAEZHRELE
To LML, T RLVRAOENR-ELRWEGAELHVET, AXT v 7 NAT (34 <—
V) EZRL TSI,

s mapped_inline host ip: £ 7 A HRARNPT RLA, ZHIZLY, FAMET V=

J MUK 1O~y B IRRksnEd, ¥ 7%y A7V =7 FOEAIE, A v
FAVRART RLVAIZH LTCRICR Yy bR MEA S, v~ v 7 EhizAf >
FALURA MDY T Xy FNOT RLZICK LT L% 1 OB TN E T, #lHA4
TVl POGEIL, v v BT ENET RLRILE, @A77 MZhDHRLC
BOBRANNEEN, TNHIEY Y EV T SNZARARNT RUALGIEY 5, 7=
xR, EBEOT FLAMR10.1.1.1 ~ 10.1.1.6 OFPH & L CEFE S, 172.20.1.1 %
Yy BT RLAE LTHRET %6, ~ v B Z#iHICIE, 172.20.1.1 ~172.20.1.6
WEFEINET, NAT46 721X NAT66 ZHiTliX, IPv6 £ RV —2 7 RLAZIFET
xFET,

mapped obj : BEFDOFR > NT—0 AT V=7 NERIFIZV—T, IP T KL ADHF
Z1IX L O~y BT EITIICE, RLEOT RLAEGOHEEZ G4 T V=7 b
EIRL £,

interface : (R— NEHAEZRELI-AXZT A v INATDOR) ~ v T A X —T <
AADIPT RLANR w7 T RLALE LTHEASNET, ipve 2HRETH L.
AE =T A ADIPV6 7 RUVAPMER ENET, ZDOF 7T a2 Tk, mapped ifc
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RBF A9 Ry hT—H AT b NAT EldR— hEBRERELER ST« v NATORE ]

WCRFEDA v H—T 2 A AR ET HVLERHY T, (vobErr7EnAf 42—
T2 A ANT Y v T)—TF A R—D L &, interface ZIEETE EFHA) 2D
X —U—RNE, /£ HF—T2AADIPT FLAZHHATD L XIEATILERD
VET, A0 TA 0T, FHFA T V27 PELTANTDZ LIFTE LA, service

F—U—FbUPTRELET

e Xy hY—FRv k: ({EE) NAT 46 D, net-to-net Zf5ET D &, KD IPvd 7 K
VANRMDOIPV6 7 KL A2, 2FBAD2FBIZ, EWH Lol EINnNET, 2047

VarERELRZWEEEIE, IPVAEOIAAFRMERH SN E T, 1 X1 BHROLGEIX

DF—=U—=REEHTLILERDHY £,

-
N —

*DNS: ({EE) dns ¥—7— Ki%, DNSInEEEH L E T, DNS A VAT g iAo
=T NN TNAZ L HfER LTI (F 740 FTIEA X—7TT) , M
WIZOWTIE, NATAZEHL7ZDNS 7= U LISEoEXWZ | 2L T EEV,

e AR—FEHL . (R—FMEWMERTELIEAXT 4 v 7 NAT DRH) HLTH7 v bl F—
U—RLEEBEOR—FBLIORv BT R— k& & BT service ZFRELET, A— &

FELIITRIERR— FOLET (http 72 E) OWFRNE AN TE £7,

« 7HXARPRL ¢ (fEE) ~ v BT IPT RLRILERB LAY v hO7 1% ARP
BT A4 E—TWICT HITIE, no-proxy-arp ZfRELE T, YRF T ARP DT 4 E—T L
(LIS LEL L IR DATREVED & DIRTUCOWTIE, vy BT T RV R L —T 4 T RS

LTL &N,
1 -

hostname (config-network-object) #
nat (inside,outside) static MAPPED IPS service tcp 80 8080

1

SN H D 10222 ~DAXT 4 7 NAT R ELET,

hostname (config) # object network my-host-objl
hostname (config-network-object)# host 10.1.1.1
hostname (config-network-object)# nat (inside,outside) static 10.2.2.2 dns

OB TIE, WEBIZHDEBROFRA 10111 D, ~v 7 E&N=4A72=27 v %
ERT 292D 10222 ~DAZT 47 NAT #RELE7,

hostname (config) # object network my-mapped-obj
hostname (config-network-object)# host 10.2.2.2

hostname (config-network-object) # object network my-host-objl
hostname (config-network-object)# host 10.1.1.1
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B 257 vy Twice NAT £ - i3K— FERERE LIRS T 1 v 5 NAT DERE

hostname (config-network-object) # nat (inside,outside) static my-mapped-obj

WOHITIE, 10111 DOTCPAR— K21 D, HEiA X —T = A ADKR— k2121 ~D,
R— FNEBERE LT-AXT 4 v 7 NAT & ELE T,

hostname (config) # object network my-ftp-server

hostname (config-network-object)# host 10.1.1.1

hostname (config-network-object) # nat (inside,outside) static interface service tcp 21
2121

WOHITIE, NEFIPvA £ hU—7 ZAWERIPV6 Ry NI —Z 12wy BT LET,

hostname (config) # object network inside v4 vé6
hostname (config-network-object) # subnet 10.1.1.0 255.255.255.0
hostname (config-network-object) # nat (inside,outside) static 2001:DB8::/96

OB TIE, NESIPv6 £y hU—7 ZHNEIPV6 Ry NI — 22wy BT LET,

hostname (config) # object network inside v6
hostname (config-network-object) # subnet 2001:DB8:AAAA::/96
hostname (config-network-object)# nat (inside,outside) static 2001:DB8:BBBB::/96

A2 T4y Twice NAT £ /= FHR— FEBREZERTEL-R I3 T4 v

NAT

o

ax AE

&

ZOETIE, Twice NAT 2 L CTAHX T 4 v 7 NAT b—/L &R ET D HIEIZHOWTHIA L
i—g—o

FIE

FEEILDOEBREDOT RVA HMEILOY Y BT T RUVA, SBEDOEBEOT RLA BILUO%EL
Dy BT T RLRIZ, ARANEREFFFHAOR Y NI —2 47 =27 & (objectnetwork =
<~V R) | FERy NI—2 ATV =7 b 72— (object-group network =~ > ) Z{E
L ET,
« R— NEMERE LTDEE IO AT T 4 v 7 A 2 F—7 = A ANAT OB &R ET 256
X, EEILO~ Y BT T RLRIZHT HAT V=7 FOBMEAX Y7 LT, DD
IZ. nat =< K|Z interface ¥ — 7 — R&ZIFETCE £,

« R— MNEMERE LIS D AL T 4 v 7 A F =T = A ANAT DHZEHET D5HE
I, SO~y BT T RLRIZHTHA Ty ROBMEAFT Yy 7 LT, RbYIC,
nat 2~ R|Z interface ¥ — 7V — REZfREETE £ 7,

FT V= FERERT D25 EIE. ROTA RTA 0 2ZB LTI EEN,
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ATy T2

ATvT3

R85 4 v Y Twice NAT 13— FEBRERELER 27 ¢ v NATORE

e BT EINTEA T2 FEIFIN—TTIE, AR M, &, FREY TRy M
GHHTLINTEET,

CAEZT 4w BT, BELIN1ITYT, LERo T, EEOT LAty S
7 RUVAOEIIRI LT T, 72770, LEIUSUTRRDIRICT I ENTEET, FEMIC
DWNWTIL, AFZT 47 NAT (B4~X—2) ZHRLTIEIN,

EE) ROV —t 2 F 77 NEERRLET,
s EEILEITFEIDEBEDO R — b

s XERELIII D~ v BT R— b

P—ERAFT V=7 MIE, FEILR - ESER—FOM LT 2G5 LN TEETA, W
HOYP—CAFT V=7 MIFMEILAR— FERIIFLER— FOWTNNEIRET D LERH Y
£, THHOT 7V r—va UREEOKE TR — b T 555G (—ED DNS Y — 3
E) NEREILAR— P BI OB ER— FOM G ZET 2H6ERH Y £325, EEDRET
A MAD SIS N E A, b 2, EETAR FOR— FEERT DA, #E
T E AR BIE LET

AET 499 NAT TR ELET,

nat [(real_ifc;mapped_ifc)] [line | {after-object [/ine]}] source static real ob [mapped obj | interface
[ipv6]] [destination static {mapped obj | interface [ipv6]} real obj] [service

real_src_mapped_dest_svc_obj mapped_src_real dest svc_obj] [net-to-net] [dns] [unidirectional |
no-proxy-arp] [inactive] [description desc]

TNENOHPFITKRD LBV TT,

cAVB—T 2 AR (TV oY TN—T A RN=DA B —T = ZTNE) EBEOA
VHE—=TxA A (real ife) BN~y LT A2 —T 2 A A (mapped_ifc) %IEELFE
To WHyaZFOLMERHY ET, V—T v RE—RTIE, EEOS X —T =R
BLOR o BT A F =T oA ZAEEE LWL, TRTOA ¥ —7 = A AHPME
HEnxEd, £72. (anyoutside) DL IIZA F—T = A ZADWTINETILI T IZF—
U—Rany #f5ETH L HTEET, 272 L, any 7V v =T DAL IN AV
H—T7 A AT S ER A

b7 arBLOYT: ((BE) T 74/ b T, NAT HANX, NAT 7—7vD& 7 v =
V1OKRRBIEMENET NAT V— L DlEF (5X—) #88) , ¥/ 31T
272, B2 var3 (Ry hU—T A7V FNAT L—/LD#%A) (Z—V&B
T 554, after-auto X — U — RAfEH L £, L—X, line5 |18 EFHL T, @&
7 a v OIEEOBEFTICHEATE £7,

s EETLT FLA
CEEDOT RLVA Xy NI FT V=7 VERIIIN—TE2RBELET, 74T~
T AT 4 NAT IZEH SIS any ¥—T — R&EMHH LN T 72 &0,
WY BV T RLVAARERY NI—F AT V=0 bEREFEIN—TERELE
T, R NEERTELIZAXT v A X —T A ANAT IZ[RY | interface
F—U—FZHEETEET, ipv6 ZIEETDHE, A F—T = ADIPV6 T F LA
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B <5710 Twice NAT E1-5K— FEBRERE LI R8T 1 v NAT OBE

MEH &AL E T, interface Z FHET 554, serviee X —TV— FLRELET (Z DY
G, V=R ATVl NIEFE A NI 2ELMERHET) , 204
v a U CIX, mapped ifc | ZHFEDA VH —T 2 A AERETLHMERH Y T, (vv
Vo 7SN A L H =T 2 A ANRT Y v T—7 A _—D & XX, interface %
BECTEEHA) FHMIC VWL, THA— MEREZRELIZAXT 4 v 7 NAT (35
~N—=) | ESRLTLIESN,

ST RLA (EE)

VBT T RVA Ry NI—I ATVl NERIIINAN—TEHRELET, R—
NEWAINERTE SNTZAXT 4 w7 A H—T7 A ANATIZBRY | interface ¥ — VU —
RFERELET, ipv6 ZfHET DL, A F—T =2 A ADIPV6 7 RL AN S
9, interface ZI5 T T HH A, &7 service ¥F—UV— FLREL T (ZDHFA,
P—EAFTT V=7 MIFER— FETE2EOLERHY ET) ., ZOF T aT
X, real ifc \ITHRFEDA v F—T oA AEHETHLENOY ET, (vy BT E
NieA v Z—=T 2 A ANT Y v P T)—TF A —D L XL, interface & f5/E TX
FHA)

CEBEOT RLRA Ry NTV—2 ATV VERFIA—TEEELET, TATF
T 4T 4 NAT Tl, EBEOT7 KL AL~ 7 7 RLRADOWFICHIZFE U AT
Cxl NERIFINAN—TEEHLE T,

eAR— b ((FEE) EBEOV—EAAT V=7 bBLO~v vy B SENEY—ERA LTV
7 hEEBHIT, servieeX— U — REEELET, #EAR— NEBOGE, A7 V=7 K
FEET Y —ERAZRET D20 E R DY £3, FELA— MEROa~ L FNOY—E R
F7 TV NONARIL, service real obj mapped obj T3, %GR — NEMDYAE, 4T
Tl MISET—ERAEZRET HALENRH Y £, kA — NEWOY—E A AT V=
7 MDA, service mapped _objreal obj T¥, A7V =7 N TEEILAR— B E5EER—
NOWHEIRET D EITFEALEDH Y FHAN, ZOHAITIE, BPIOY—ER 47
Tl MIEBOEEILR— Ny B 7 &Nk — MR EENET, 22000 —
EAFT V= M, vy B 7 SPEREE TR — MNEBROSGER— FNEERET,
TATT 4T 4 R— FMEBROGEIE, BEOR—e~xy 7 R—Lofy (=2~
T4 X2 L= a IR LT, FEILAR— b SR — b EFZOWTT) IZFRCY—
A F TVl NeEHT LT TY,

e Xy bY—x%v k: (fEE) NAT 46 D5, net-to-net ZfHET 5 &, KD IPvd 7 R

VARERMDOIPV6 T RL AL, 2FHAN2HFEHIZ, W) IolcElsnEd, 2ot~
Ta v ERELRWEESIX, IPVA DAL TANER S ET, 151 BROLEIE, 2
DX —U—REHHTLILERNDY £7°,

«DNS : (I, EETICOLEHA I 5H/L—L) dnsF—7 — RiX., DNSISEZZEH L F
4, DNSA VAT g UNAR—T IR o TWAZ LEZHER LTI (F 741
N CIEEA RX—T7 NV TT) , 3BET FLAZHET H%E, dns ¥— 7 — RIERE T ¢
Mo FERIIZOWTIX, INAT ZfEH L7Z-DNS 7 = U LINEOESHZ | 2R L TR
S0,
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I Network Address Translation (NAT)
R8T 14 v Twice NAT £ 113K — b EERE L5 7« v o NaToEE [l

« HGm . ((BEE) 58087 RUARKEETLT RLASD N T 7 4 v 7 BRI TE 720 K9 (1
T 2121, unidirectional Zf5E L 77,

« 7BXUARP/RL ¢ (fFE) v v ELUIIPT RLARIZEHERE LNy hO7 1% ARP
T 4 B—7/WIZT DI, no-proxy-arp ZFEE L 9, FEMICHOVWTIE, [y
T RVREN=FT 7] ZBRLTIEZSN,

HTIT 4T (ER) a~r FREHIBRTAMERLS ZoRANEIET 7T 0 72T DI
X, inactive ¥ — U — RZEHLEI, BET 77 4 775121, inactive ¥ —T— K%
LW Ca~vwr FekzmEATLET,

el : (fEE) description ¥ — U — RZEH LT, &K 200 XLFOHMHE AT LET,
1 -

hostname (config) # nat (inside,dmz) source static MyInsNet MyInsNet mapped
destination static Serverl Serverl service REAL_SRC_SVC MAPPED SRC_SVC

1

Wi, R— NEREFHTDALT 4 v A H—T x4 ANAT OB Z R L E
T, AERICH DA A v, ZEAEAR— b 65000 ~ 65004 Z4RE L CHE A v H—T = A
AIPT RLVARIZEERT HZ L2, WEICH A FTPY—NIZT7 7 A LET, bF
7 4w 70, 192.168.10.100:6500 ~ 65004 DN FTP — N CB#H SN EHA, I~
YRTHELLEFEELTY RLRER— N2EHT 520, h—EA AT V7 MNIX
EEILAR— MNP e — hTiER<) 2HEETLZLICEEL T EI N, 5%k
A— N lTany) TT, AZT 4 v 7 NATIZH G THLH28, [EEFEL) BLO %
Bl ZHEHLT—KROIZa~ RXF—U—KREHHI>IHEDOTHY, 7y NNOEED
EEITBLOEEOLEDOT KL A LR — NI, 7y hEEETIFAMIL-T
B 3, ZoOBITIHE, AN ENH~OER AL TWDHT2H, FTP 4 —30
EETL) 7 R R EAR— NI, EBBIZIIRETT N7 v MNTIESEET RLUA ER—
Mz 9,

hostname (config) # object service FTP_PASV_PORT_RANGE
hostname (config-service-object)# service tcp source range 65000 65004

hostname (config) # object network HOST FTP_ SERVER
hostname (config-network-object)# host 192.168.10.100

hostname (config) # nat (inside,outside) source static HOST FTP SERVER interface
service FTP_PASV_PORT RANGE FTP_PASV_PORT RANGE

WIZ, IPV6 Ry BT =T ~DT 7B ABEDIH 5 IPv6 /> BRID IPV6 ~D AKX T 4 > 7
BHL, BEIOIPVE Ry NT—T ~DT 7 & RO IPv4 PAT S — L ~DXAF I v
PAT OB 2R LE T,

hostname (config) # object network INSIDE NW
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hostname (config-network-object) # subnet 2001:DB8:AAAA::/96

hostname (config) # object network MAPPED IPv6 NW
hostname (config-network-object)# subnet 2001:DB8:BBBB::/96

hostname (config) # object network OUTSIDE IPv6 NW
hostname (config-network-object)# subnet 2001:DB8:CCCC::/96

hostname (config) # object network OUTSIDE IPv4 NW
hostname (config-network-object)# subnet 10.1.1.0 255.255.255.0

hostname (config) # object network MAPPED IPv4 POOL
hostname (config-network-object)# range 10.1.2.1 10.1.2.254

hostname (config) # nat (inside,outside) source static INSIDE NW MAPPED IPv6 NW
destination static OUTSIDE IPv6 NW OUTSIDE IPv6 NW

hostname (config) # nat (inside,outside) source dynamic INSIDE NW pat-pool MAPPED IPv4 POOL
destination static OUTSIDE IPv4 NW OUTSIDE IPv4 NW

TAT

\l
ol

4 T 4 NAT

IP7 RLAZBEHFICERT HZVEDOHHNAT 2 7 4 F 2l —a U ERETEET, 2&
ZIE. NAT 253y NU—ZIZHT5H0D, 1 5Oy NU—27 % NAT LRIV 5 &0
I IEEIR N — IV EAERRT DA, AET 4 v 7 NAT b— V2B LT, 7 FL 2% HHICE
Bt DLW TEETS, 74T T 4T 4 NATIE, NAT o7 94T b b7 4 v 7 %K
NTBHEDOHL, VE—F 727 A VPN THLETT,

WO, — 72T AT T 47 4 NAT DV F VA ERLET,

M:7A4T>T4T4 NAT

Security

209.165201 1

Rpelianceé
209.165 2011
< >

209.165201 2

-f

; 209.165.2012
Z »>

130030

Inside Outside

ZIZTIE. TATF T 4T 4 NAT OB EFIEICHOWTHEHBE LET,

TATOTATA XY I—0 7T x% b NAT DERTE

ZOHETIE, XY NU—27 A7V FNAT 2 EH LT AT T 45 4 NAT L—/L %3

ET D HFECOWTHHLET,
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ATy

ATy T2

ATvT3

ATy T4

FA7FoT14T4 2y rI—0 #7500 Tz [

FIE

fER) v~ B 7 7 RLVARICF Y hT—2 4727 b (objectnetwork 2~ > K) F7=i%
X NT—2 F7 =7 ks Z)L—7 (object-group network =~ > K) Z{Epk L £7,

ATV FEERTLIROVIC, A TA T RV AZRETEET,

ATVl FEEHTIHRAE. ATV MR BRTDEROT LA L KT D44
ERHY ET,

NAT ZRET DXy NUV—0 A7V =7 AR ETIEMRE L £7, object network obj_name
KX Tz NOa T Y RE—THLIMNERHLGETH, A7V MIv vy B 7T
RURIZHERAT IR E TR DA TV MCTHIHERDH Y £77,

il -

hostname (config) # object network my-host-objl

(ELWT RLARH DA T V=7 NeffmETIHRIIAXT v I T5) BHd 5O IPvd
F71TIPv6 7 FL AR EHELET,

s host {IPv4_address|IPv6_address} : .— DR A N DIPv4 721X IPv6 7 KL R, 7= & 213,
10.1.1.1 £ 7213 2001:DB8::0DB8:800:200C:417A,

« subnet {{Pv4_address IPv4_mask|IPv6_address/IPv6 prefix} : x> T —27 D7 KL A, IPv4
F7 2y FOEA, 10.0.0.02550.00D K HIE, AR—ADBAIIY AT EZEDET, IPV6
D&, 2001:DB8:0:CD30:/60 DX H1Z, 7 KLVARETF LT 4w 7 A —Da=y K (A
N=R7RL) LLTEDET,

s range start_address end_address : 7 NV AD&iF, IPv4d E72i3IPv6 O#HFHEZEE T F
T, VAT ERIT VT 4 v I RAEEDRNTLIEZ N,

1 -

hostname (config-network-object)# subnet 10.2.1.0 255.255.255.0

ATV FPT RLADTATUTATANAT ZRELET, FEDOA T V=7 MIKFL
T1ODNAT L= AP 2ERTEET,
nat [(real_ifc,mapped_ifc)] static {mapped_inline_host_ip | mapped_obj} [no-proxy-arp] [route-lookup]
ENENOFMPITRDO LBV T,
A LE=T AR (TN P TN=T A=A U F—T = AT EBEDA
VH—=TxA A (real ifc) BN~y T A —T 2 A A (mapped_ifc) %IEELE
T Ay aZBZOL0ERHYES, V—FT v RE—FTIE, EEOASN X —T AR
B~y BT A0 ¥ =T 2 AEBBELRZRWVGRIE, TRTOAM U F—T = A ADME
MEnET, £/, (anyoutside) DL A L F—T = A ZADWTILNETZIEH ST ITF—
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B 7770 xvro—0 4700 rNATORE

U—FRany 28 €252 b TE&ET, 2L, any 37V vV F—TF DAL N A
2—T oA AZFEHINET A,

eI EVIIPT RLA v BV T RLALEEBOT RLADOHEFIZFEICIP T KL &
ERETDHEIICLTLLEEY, ROWTIrEFEHALET,

* mapped_inline_host_ip : 4 7 A ARANIP T RV A, RANFT V=7 FOBFE
X, AIC7T RLRAZRELET, #4727 NOGAIL, EREOHEMHIZHT 55
WIOT7 RLAZBELET @HENORUEOT RUARERINET) . H 71y
FAT V=7 FOBEIT. EBEOF TRy FRICHIERDT RUAZRELET
(72 FROTRTOT RUVAMEAEINET) .

s mapped obj : FEBEDOA 7V =7 NERLT RLAZEL Xy NT—27 A7 V=7 bE
iz n—=7,

« 70XV ARPZL 1 (&) ~ v BT IPT RLAIZERE LNy hDOF % ARP
T 4 B—7/UZT HIZIE, no-proxy-arp Z{EELE T, X ARP DT 4 E—T L
{EDSNEE & 72 B ATREME S B D IRPUC OV TR, ~ v BV T T RL R EN—TF 4 7 B
LTL &,

cN—ht NI T =Ty RE—RDH, A F—T x4 A%FEE) NAT 2<v

NIZHELIA v X —T7 = A AEAT5RDVIC, v—b Ly 2T o7 %2EH LT
A VB —T 2 A ABPETHITIL, route-lookup ZF8E L 9, FEMlico>WTix, THA
AE—=T oA ADRE] ZZRLTILEEN,

51

hostname (config-network-object) # nat (inside,outside) static MAPPED IPS

151
WOBHITIE, A T7A Dy E T T RUVRAEBEALT, A FT FLAZHFIZ
~v BT LET,

hostname (config) # object network my-host-objl
hostname (config-network-object)# host 10.1.1.1
hostname (config-network-object)# nat (inside,outside) static 10.1.1.1

WOHITIE, *y NI—7 ATV "EFEHLT, RANT RLAZAFICY v E
VI LET,

hostname (config) # object network my-host-objl-identity
hostname (config-network-object)# host 10.1.1.1

hostname (config-network-object) # object network my-host-objl
hostname (config-network-object)# host 10.1.1.1
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I Network Address Translation (NAT)
74727 17 ¢ TwiceNAT0EE [

hostname (config-network-object)# nat (inside,outside) static my-host-objl-identity

7AT 2T 4T+ Twice NAT DE%E
ZOWETI, Twice NAT ZH L TCT AT T 4T 4 NAT L—/VZ R ET B IFIEICDOWNTER
BLE9,

FIE

ATv 1 FELOFEEOT KL A (@, HMETO~y BT T RLAIZFRE LA V=7 M&if) |
FRDFEBEDT FL A BRSO~y B 7 7 RLAIL, AR MELFHEAOR Y PV —
7 A7 =2 b (objectnetwork =~ > F) | L3Ry FUV—27 AT V=T b I NA—T
(object-group network =~ > K) Z{Epk L £,
cTARTOT FLRICHLTT AT T 47 4 NAT 2T 256, BEIROEEOT R
VADA TV hOERRE A%y 7 LT, RO VIZ, nat =~ KT anyany ¥— 7 —
RafEfTExd,
« R— NEBERE LGB DAL T 4 v A B —T 2 A ANAT DL ERET DHE
. SEEDO~ Yy BT T RLRAICHT DA T V=7 bOBBMEAF Y7 LT, fRbVIZ,
nat =~ > R|Z interface ¥ — 7V — REZfHEE T £ 7,

F T NEERTIHEIE. ROFTA RIA 0 2EBFB LTI,
s BT ENTEA TV 2y FEFRII I —TITIE, AA N, #iPH, YT Ry M E
EHDH T ENTEET,

cRBEDOAT V2 Py BT SNTEERE AT V= PR BT OMENRD Y £,
WHICFACAT V=27 baHT2528b, RALCIPT FLABRZENLMBIOAT Y =
7 NEERT 52 &b TEET,

RFyT2 (LE) KOV —ERA AT V= bR LET,
« HEILE TSRO REO R — b
c EEFETEITSEEOY vy LT R—
P—ERAAT Ve ML, BETEHA— N LR — OB G EED D ZENTEETH, W
FOF—CAFT Yz MIEETLR— FEITBLER— FOWT N EIEET D LENH Y
E4, SHAOT 7V r—va VREEOREER— b EERAT 554 (o DNS H—
L) ITEETA— R L USEER — bOM G EEET 2 LENH Y EF 0, EEORFETT
R MEDo IR SN ERA, L2, RETERR bOR— FEEHRT HHEE, #F
FEH—EAERELET,

ATV T3 FATUOTAT 4 NAT ZXELE7,
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B 77277« wiceNATOBE

nat [(real_ifc,mapped_ifc)] [line | {after-object [line]}] source static {nw_obj nw_obj | any any}
[destination static {mapped obj | interface [ipv6]} real obj] [service real src_mapped dest svc_obj
mapped_src_real _dest_svc_obj] [no-proxy-arp] [route-lookup] [inactive] [description desc]

FTNENOERBIZKR D LB T,

A VH—T 2R (T Y T—TF AU N—DA VB —T = ATHE) EEEDA
VE—=T AR (real ifc) BLO~v LT A H—T AR (mapped ifc) ZHELE
To WAy 2%EOLLERHY T, V=T v RE—FTIH, EEOAS LV F—T =R
By LI A0 H =T 2 AEEELRVGAIE, TXTOA ¥ —T = A APME
HanEd, £72. (anyoutside) DL A U F—T = A ADNTINETZITHFIZH—
U—FKRany #f8E€TH2EHTEET, 2720, any 37V vV FA—TF DAL N A
B —T7 A RIFEH I EE A,

et/ varBIOYT: ((EE) 774/ T, NAT HAIX, NAT 7—7 1Dk 7 v 3
V1 ORRBIEMENET NAT L—LDJEF (52—) #8) , EZ73v a2 1T
1Z72<, B2 ar3 (% hU—2 77 K NAT L—LD#HA) 1ZL—L %8N
T 5856, after-auto X — 7 — NZEH L £, —LE, lines [ Ba AL T, @t
7 a v OEEOSFTICHEATE £,

cIEFEILT RV AR EEOT RLARALw BT T RLADWFIZRYy NUV—7 TV =
IR, IN—T7 Flidany ¥—TU— REEELET,

5T FL A (IR

YV T RLVA Ry NI =0 ATVl FEFRIEII AT HBELET, R—
NEMPNRESNT-AZT 4 v A F—7 A ANATIZBRY . interface ¥ — U —
REFRELET, ipv6 ZHET DL, A F—T A ZADIPv6 7 RLABMERH I
¥, interface {5 ET DG, 47 service ¥— U — KL ELET (ZDEE.
YP—EAFTT V=7 MIFER— FETE2EOLERHY ET) , ZOF T 3T
X, real ifc | ZHRFEDA VF—T 2 A AERET HMERHY £3, (FEREOA 72—
T oA ANT Y v TI—T A N—=ThDHYA, interface 5 ETHZ LIXTE
FHA)

cEBEOT RLA: Fy NT—2 AT V27 NERRI V=T EELET, 747
74T 4 NAT Cif, EBOT FLAL<y B S T RLRAOEFIZHIZHE LAY
Yl NERIFIIN—TEHERLET,

e R —F: (BR) EEOY—ERXFT7 V2l MBIy IanNh— A ATV
7 hEEBHiT, servieeX— 7 — REEELET, #MELAR— NEBROLGSE, A7 V=7 K
FEET Y —ERAZRET L2XENH Y £9, FELA— ME#ROa~ L FNOY—E R
F7 V=7 NONARFIL, service real obj mapped obj T9, 53— NEWOLAE, 47
V7 NI —EAZBET HLENH Y £, sAER— NEROY—ERX ATV x
7 NONEFFIX, service mapped objreal obj T3, A7 V=2 FNTHERFBILA— K Lsidei—
NOWMGEIET D LIXFEALEH Y FHALN, ZOBEITIE, BHOY—E R 47
U MIEBEOREEILR— M~y B VSN R— MR EENET, 22000 —
EAF TV MX, vy BT ENTEEILR— MNEBREOSEER— MR EENET,
TATUT 4T 4 R— MEBOLEEIT, EBEOR—Fe~vy 7 K=ol (v
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naroe=5y>5 I

T4 X2 L= a IR LUT, FEILAR— M, SR — N ERIEEOS) ICFECY—
A ATVl NeEHT 50T,

e 7UXFUARPARL : (EE) w v E LI IPT RLAIZERE LNy hOF 1% ARP
T 4 B—=T7ICT HITIE. no-proxy-arp ZFEE L £ T, FEMICOVWTIE, vy
T RUVARENLN—=TFT 47 #HRLTIEIN,

=Ry T o7 (BB V=T v RE—FRDOH, X —T x4 A%FEE) NAT
A NHRE LA v =T = A ZEHHT R0V, =My T7 vy T ERERL
THIA V¥ —T7 = A AZRET ST, route-lookup ZF5E L E 7, sEAIZ OV T,

A2 =T 2 A ADWRE] #BRLTIEIN,

T IT 4T (ER) a~r FEHBRTAME RS ZORANEIET 7T 4 72T DI
X, inactive ¥ —"U— RZEHLEI, BET 7T 4 7{bT 5121, inactive ¥ —T— K%
frCa~vy RefRkZH A LET,

« Wl . (A7 3 ) deseription ¥ — U — R&fEf] LT, K200 CTOFMHE AT LE
R

&1

hostname (config) # nat (inside,outside) source static MyInsNet MyInsNet
destination static Serverl Serverl

— ~ »
NATOE=AR1)>D
NAT ZE=47F512i%, ROa~vr FEEHLET,
* show nat
B NAT L—/L Dt v ks &ETe NAT O EREZ FRLE7,
* show nat pool

EDLCTHNET FLALEARA b, BXOE Y YTl EETe, NAT 7 — /L OREHEH
EFRTFLET,

* show running-config nat

NAT 2> 7 4 F¥ 2 b— 3 %K RLET, show running-config object ] L T4~
YV FNAT V=NV EFRTDH I LT TE TR A, Effi1 %5 EH 7912 show running-config
av U REHTLE NAT V—AREENLI AT V7 MR 2EFERRINET, B
WCHART FLAREL L HIZ, ZDOH%, HRETNAT L—/LE L HICAT V=7 MBRERR
SNET, BERAT V=7 MI, T RVRAENAT b= e & hila=y b LTHER
INFEHEA,

* show xlate

BIEONAT B v ¥ a UEREFRLET,
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B woe=

NAT O & &
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AN
TA—L )
HRER 1)—=Z £ EA
X NU—27 F TV =7 k NAT 8.3(1) Xy NU—2 FT7V=7 FOIPT KL AD NAT %%
ELET,
nat (77 bRy hU—F a7 4¥al—3
> &— R) . show nat, show xlate, show nat pool =~
Y RNEAFLEFEFINE L,
Twice NAT 8.3(1) Twice NAT Tl, 1 DDO/L—LTHEETLT RLZAB LD

SEJET N L ADMIT ZRkAITE £,

nat, show nat, show xlate, show nat pool =~ > R73%

HELITEAINE L,
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Nt oEE |

HaE

iy

TS5y bk
T4H—L4L1)
)—X

B

TAT T 4T 4 NAT D% ENAlRE R 7 1
FYARP BLON— Ly I T v

8.4(2)/8.5(1)

TATYT 4T 4 NAT DLUHIOU U —ATlE, Fax
VARPIIT 4 =T M EN, A2 —T = A R
DOWEIIEFIZNV— b vy 7 Ty IREH ST E
L7z, INHERETHILITTETERATLZ, 84(Q)
Pk, TAT T 4T 4 NAT OF 7 /L FEMEIZfh O
AXT 4w I NAT 27 4 X2 b— 3 OEMEIC—
BIdL2EEsNnNE Lz, Zhucky, 77400
TR FY ARP (34 F—7 &, NAT 27 ¢

Fal—valiZhOVHNA v Z—T oA ADBREZ I
HEDIRVELE FEESNTVWDLIEE) ., ZIbD
REEZTOEFFERITLLTEETL, @A x—7
NEREIT =TT DL TEET, BEDOXA
2T 4 v I NATOTF xS ARPET 4 B—7 T 5
TEHLTEDIHITRHoTVET,

83 LV LRHIDEREDSGE . 8.4(2) LAFE~D NAT ik
JL—/L (nat0access-list =2~ > F) OBITICIZ, o X%
¥ ARP %7 4 £—7WIZT %5 F— T — K no-proxy-arp
BROV—F Vo7 v T EENTHF—U—F
route-lookup 3% ¥ 9, 8.3(12) B LU 8.4(1) ~DBAT
\Zf# F & 7172 unidirectional % — U — Ri%, BT 4
SN0 E LT, 83(1). 8.3(2). 8.4(1) 75 8.4(2)
Ty 77— RT 5L, BEFEREE R T 5720, T
RCODTATYTATANAT AT 4 Falb—a
\Z no-proxy-arp % — Y — K & route-lookup ¥—7 — R
NaEEND X D127 > T ET, unidirectional ¥ — 7 —
RIZHIBR SV E LT,

nat static [no-proxy-arp] [route-lookup] =~ > R/ X4
L7,
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B woe=
AN
T —L Y
HEER 1) —X BEL]

PAT 7’—VEBLOTZ v Rrey 7 R XA
VNG

8.4(2)/8.5(1)

1507 RLADRKDYIZ, PATT KL ADF— L5248
ETEXHEIICRDELE, /o, A7 3T, PAT
7 RLVADOTRTOR— M EHFEHLTHL S —LNOK
DT RVAEERTZDOTIZRL, PATT KLAD T
TR BN SETELAR—TMMITHI L L TEE
T, THNHDOKEREIL. 1 DD PAT 7 F L ZA TEED#:
B AT> CODIEAIZZIND DoS WEBOX G L 72D =
EERIETADICENLLET, R OREICLY, £
BDOPAT 7 LA Z IR ETE ET,

nat dynamic [pat-pool mapped object [round-robin]] =~

> I LU nat source dynamic [pat-pool mapped_object
[round-robin]] =~ > RREH I FE LT,

S Rua by PAT 77— VEID YT T, B
FORAMDOREIUCIPT RLAZEHT S

8.4(3)

T R U E )Y CTTPAT Y — V245 L &
(2, RA MIEBFEOBGN D D6, TDHRARNHD
Bt OB Tl A— FAMEA ATRE THIEFE U PAT
IP7 FRLARNERHINET,

BEIN-a~r NiEbo 84,

Z OBEREIZ. 8.5(1) 721X 8.6(1) TIXEATE £ A,

PAT 7—/L D PAT R— F D7 T v 72l

8.4(3)

ERTE 256, FEOFEILFA— NEFR~v Yy LT
R—MIFLTHERESNES, 2L, FEEOR— R
EATERWER/RIZ. T 74/ T, v BT R—
MIEBEOR— FEE LR UA— hGEH (0~511, 512
~ 1023, BLU1024 ~ 65535) MHBEBRENET, £
D=, 1024 LD L TOFR— ML, /NEVPAT 7' —
IVDIHRNBH D FT,

THEAR— NEEEERT 2 87 7 4 v 7 BB EL H DY
Bl PAT 7=V 242 L &I, A ANRRD
30DROMRDOVIZT Ty MeAR— MGHZ AT 5 &
IITHECEET, 1024 ~ 65535 £7-1L 1 ~ 65535 C
R

nat dynamic [pat-pool mapped object [flat
[include-reserve]]] =~ > K3 & UF nat source dynamic

[pat-pool mapped_object [flat [include-reserve]]] =~ >
WERIE LT,

Z OBEREIZ. 8.5(1) £721L 8.6(1) TIHEHTE 1A,
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Nt oEE |

TS5y bk
T4H—L4L1)
HERER )—= ELE)
PAT 7 — /L D HLEE PAT 8.4(3) A PATIP 7 KL A TIE, K 65535 oA — k&2 fEH

TE X1, 65535(HD AR — h TEHN AR5 78581,
PAT 7 — %t U CTHEIR PAT 2 A X — 7 /LT H 2 L
NTEET, JEIE PAT Tix, BHEHROEET KA
EIR—FEED, IPT RLATETIIRL, H—E X
T 65535 HDR— FAMER SN E T,

nat dynamic [pat-pool mapped object [extended]] =~ >/
¥ & T nat source dynamic [pat-pool mapped object
[extended]] =~ RBRET SuE L,

Z OBEREIZ. 8.5(1) 721X 8.6(1) TIXEATE £ A,
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B wors
TS5y bk
T4H—L4L1)
HEeS )—2=R Bz
VPN ET7DOua—h/LIP T KL ZA&2H8 L T |8.4(3) Fhiz, WEry hU—27 T, By Y Ton/-ue—h

BT DOEEEO P 7 R L AT H#) NAT
JL— )

IP7 RLATIEARL, VPNETDOEEDOIP T KL A%
AT 2BE1/H Y £4, VPN CTldds. WNEx > b
U— T 78 AT HD, BoYTobni-a—nb1
IP7 RLABRETIHEESNET, 272 L, N —
NRBIOR Y hU—7 X2 VT 4 BT DOEEO IP
T RLARICESS ARSI, v—AVIPT KL A%
L CET DOEEONRTY v 7 IP T KL AR THE
BRHY ET,

CZOMEEIZ. PRI IN—TF T ODA L H—
T2 ATARX—TINZTHIENRTEET, VPNt Y
Va UNESLETIRUIBI S NS & AT Y27 R NAT
J— L EIZENNE L OHIFR S vE T, L—/Lidshow
nat 2~ REFEH L TERRTEET,

N—T 4 T DRIED TS, T OFRENME TGS
L. ZOMREOHERIFHSE L A, ZHEHAOR Y
U — 7 & OMEED BHE A MR 5121, Cisco TAC IZ
BREWADLELZIV, ROFIRFHEAHERL TIEE
AN

« Cisco IPsec 33 & O* AnyConnect 7 7 A 72 N DFHH
PR—bhSET,

eNAT RV —BLIOVPNRY > —2HMH IS5 &
AN, XTI IPT RLVA~DY X —2 bT
T4 TIZASACNV—T 4 VT EINAEVENDH Y
F7,

e d— KNRTF v E Y R— SN EHAL Ob—
T4 T OREDD)

cm—=3Iv7 (RNTY o7 IPARE) FHFA—-FSh
o

nat-assigned-to-public-ip interface 2~ > K (h> v 7
N—T B 7 4 Fal—ar E—F) ¥
AShE L7,
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nat oEE

HaE

iy

TS5y bk
Th—LY
y—2

B

IPv6 1D NAT O AR — k

9.0(1)

NAT 23 IPv6 N7 7 4 v 7 2 AR—FTDHL51270
IPv4 & IPv6 ORIOZEH AR — hSivEd, IPv4 &
IPv6 DREIOZE# L, FF AT L v kN F— R TIEH
R—hSHFEREA,

nat (global and object network configuration modes), show
nat, show nat pool, show xlate D42~ RARZEHE I
F L7z,

Wig| & DNS/Lw 7 7w 7O NAT D H 7R —
S

9.0(1)

NAT L— /L3 A X —T T ENT-DNS A » AT g
VEAF T B IPv4 NAT, IPv6 NAT., B X TUNNAT64 %
ERT 2856, NAT [3#5| X DNS /Ly 7 7 v 7HO
DNSPTR Va2 — ROEHAEFR—FFHX 9512700 F
L7,

Per-Session PAT

9.0(1)

Per-session PAT HEREIC L > CPAT DA —J U T ¢
NHEL, 77AZY TOLEEIIEA N 2=y b
\ZHE O PAT #fc #fEH CE 5 L 91272 £,
Multi-Session PAT #%field, ~ A X — 2= MIEEEL
Ty A —a=y NefiAE LT HLERHY 7,
Per-SessionPAT & v 3 VO THIZ, ASAB Y &
F3EE &, BIEIZxlate VHIBRENE T, 2DV
MZXkoT, = K 7 — NIZRIEIC Bk & Ml L.
TIME_WAIT IRAEZ [E1hE L £ 9, *FHEAYIZ, Multi-Session
PAT Ti&, PAT ¥ A4 A7 U hBMEHENET (T 7 4
VRT3 . ey b= RT2v) M T 74 v,
72 & 21X HTTP <° HTTPS D& 1%, Per-session HEREIC
X oT, 17 RLATHR— b &N 5B R KNG
MT5ZEn8HY E9, Per-session BEHEZ{F ] L7235
Bl BEDOIP 7 a b a il d 517 RLADRK
PEGERITA 2000/F0 T4, Per-session HEHE 2 (#4543
AlE, BEOIP 7 b2kt 5 17 KL AOBHE
BT 65535/ - H) T A 7 XA LT,

T7FN T, TXTOTCP N7 7 4 v 7 3L OUDP
DNS k< 7 ¢ w7 73, Per-session PAT xlate Z i L &
9, Multi-SessionPAT 2 BT DH T 74w T2k
Z ¥ H.323, SIP, Skinny (Z%f L C Per-session PAT %7
=T T B ITIL, Per-session fEG /L — /L& ERL L F
7

xlate per-session, show nat pool D& 2~ > RNEA X
nE L7z,
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B woe=
TS5y bk
TH+—L)
HEEESR J—=x Bz
NAT/L—)L =D TP 7 g0 2(9.3(1) A X—T VDA NAT L— )LOFEH T/L—L a3

Ty hETH

ANDFETHRICEH S, V—IVRBEDNT y—< R
B RIETZ & 1TH Y 5 A,

asp rule-engine transactional-commit, show running-config
asp rule-engine transactional-commit, clear configure asp
rule-engine transactional-commit D4 =< > N{Z nat ¥ —
U— FRNBINEE LT,

[Configuration] > [Device Management] > [Advanced] > [Rule
Engine] [H |2 NAT 2B S v E L7z,
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