72X a2 kFA—ILJR b

77 Aarba— URAN (ACL) 1F, SEIERMECHEHSNET, ACLEZT 7R
N—nNE L TA LV E—T oA RZEHAT D, 77— VCEHTLE, 77747 A%
WD N7 74y 7B ELIFEGRINET, ACLTIX, MoMEDOT-DIz, HiEZ T
LT 747 &R, HEY—EATERLBAY—E2A2FTLET,

ZZTiE, ACLOMAL ACLZREBLOE=ZTEHHECHOWTHHALET, 727 &R
=L EL, Ta—rUc, FREA A —T o4 AZHEBAENS ACLDZ LT, Tl
SWTiE, 7782 b—)1) TEHLIEBELET,

¢ ACLIZHOWT (1 2—%)

cACLOHA KT A2 (63—)

« ACL O%E (7 —)

cREES N2y 7 4 F¥alb—T gy by arTOACL OfE (24 2—2)
cACLOE=HXV 7 (26 %—)

* ACL DJEIFE (26 ~—2)

ACL[ZDLVT

ACLZ A T

77 Aarba—/L UAL (ACL) TiE, ACLOZA SIS L ThT 74 w7 7Ju—%1
DOFEIFEBEORE GEETRB X O%EEIP T KLU A, IP 71 2L, R— b, EtherType, %
DD RT A —2 EETe) THAILET, ACLIZ, SEIEMECTHASINE T, ACLIX
1 2FE DT /A2 a2 he—L = U (ACE) THERSNET,

ASA TlE, RO Z A 7D ACL DM SN FET,

HERACL : R ENB XA 7T, ZTOACLIZ, VP —ERKRY I —, AAAL—/L,
WCCP, Ry by b bT7 747 744, VPNZL—TBLODAP R v —%5T
SEIEREHET, NI T4 v I MNT AL AT 202 B L OEGRTET 7 A
N—b N7 T 4y 7 ORGITHEHEINET, Lk ACL Of%E (9 X—) 2L
TLIEEY,

T7OEXarvka—)L YR+ .
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» EtherType ACL : EtherType ACL (X7 Y v ¥ J—"" A R—DA L H—T = A4 ADIEIP
LAY2 774 w7l ZOREHAINET, TNHDOAL— L EZHFEHLT, L4237y
NN D EtherType EIZESWT N T 7 ¢ v 7 ZFF A £ 72 1XFE T X £9°, EtherType ACL
TiE. T, ATOIH I FF7 v 7u—%HlfIT& £7, EtherType ACL Di%E (
22 =) ZBRLTIIZEN,

* Webtype ACL: 7 7 A7 FLUASSLVPN 774 v 7 D7 4N o ZIZHH S E
. Z?DACL Tl&, URL £721356%7 RLAIZESNWTT 7 B A ZHEATEET,
Webtype ACL OF%E (18 X—¥) 2L T &,

AEHEACL : 5887 RVAEWT T I 74 v 7 &#MLET, ZOXA 7D ACL I, V¥
OfRE b— bk~ 7L VPN 7 4 V%) TLOMERH SN EHA, VPN 7 4 L& TIHHEE
T78AVARNBEHTESDT, EAEACLOFEHIILN—F vy 7EIFICLTLEE
W, HEUEACL OFFE (17 =) 2BRLTLIEEN,

WDFEIZ, ACL D— R BN EFERT XA 72~ LET,

R1IACLOZ A T E—RAGERBH

ACLOERE® ACLZ A T Bl
IPNT7 747Dy NU—2 T Ut [JEE ASA TiE, #E3E ACL IZ X W RIICEF T &SN TV 5
ADHI (v—7 v FE—RBLOk PAERERX, BMOEXF2VF 4 A F—T oA AN

F AT Lk E—R)

SENMNOEXF2 VT 4 A E—T A ANDNT T 4>
ZIEROENEF A,

GE) F7m. ASAA VU H—T = A AEHET 7B A
OHIBITT 7 BATHIZIE, FA NPT KL
AEFFA[T 5 ACLIINESH Y A, VE
RDIE, —RERBAEORET A NIZiE->T
Aﬁ?ﬁkx% RETDHZ LT TT,

AAA L—)LTD N T 7 4 v 735 LI AAANL—/V T, ACLZERH LT KT 7 4 v 7 &5
Lij‘o

BTEDOZ—VDIP bT 7 4 v 727 |PEE, 22— LI | 2—FIEH T2 4TI v 7 ACLE X o — N

DRy NU—2 7R ary ba—L |AAA B — "5 4 éioiRmmB#~ﬂ%5ET%i¢ ERi s

DFEfl, A A=CNN ASA EIZRRER D ACL DA ZEET DL H I —
NERETEET,

VPN 7 7B ARBIORT7 oV E ) T NG VEeE—hK 77 ABICY A M VPN D7 L—7 R

sk U —Tid, BAEFZITIERACLE 7 4 VX2 Y T

FHENET, VE—RFT7Z7EAXAVPN TliX, 754
TV NI AT OF—NVRELEEIATIVvI T IR
AU —ICbILHE ACL M &£ 7,
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| 79€xavrp—Lyz+t

acez
ACLOEFR B/ ACLZ A T Bl
NTT 4T VTR T TOEY 2 | YEE ACLEEHT L, 7F9AYyTHNDONT T 4 v %
SHRYL—TL—ATI—TDKRNTT 4 MAlcEEY, Zo~vy AL, BV 2T R — T
7 DR L—AU—7 %HhR— T o8RRI NET, €
CaT R —TL—AU—7 Y R— T AEBEIC
X, TCP B L O— MR ERCA v AT a v
RENHY T,
T oY I—F A=A % — |EtherType TV TN—TDRAN—=THDETRTCDA v H—
T A AKT LI N T T 4T D 7 = A A®D EtherType |23\ TC, T 7 4 v 7 &l
Fv NI —7 T 7' ADH|H %95 ACL R ETEET,
J—hk T4 NHZ ) TBLIOHEEAD | EFEON—T 47 T baLTE, IPT RLAD
¥ E A N—hTq )T b— b~y T w2 L) B
BAARIZ ACLME S vE T (IPv4 7 R L ADEHGE I
@Auﬁim%?ﬁvxwﬁAi#%Mlb%n%
nERINET) |
747> ML ASSLVPN O~ (L4 | Webtype Webtype ACL |, URL &5i5ca7 4 V2 U 7345 K

Vs

INZERETEET,

ACL £

% ACL |Z1Z, outside in, OUTSIDE_IN, 101 72 EOZ4RIE 72 13HE ID 8 H 0 9, 4N
Mliiﬁ? TTAMERHY T, Efrar 74 FXal— a2 FRT 5D E X ICAR L

M RSIPECY (R PN

VITRTRILFICT D2 2 L amat LT IEa Ny,

ACL O HB)Z @5 2 DI o4 BRI Z R L £97, ASDM T,

linterface-name_purpose_direction| 72 E QAN EH SET, 72 & 2L,
B =T 2 A AIA Y RERTHEM S5 ACL D%E 121,

12720 £,

ik, ACLIDIFHME T L7z, £2%E ACL

PLEE ACL

R SR AP,

FIROTZDIT

TO®RX O

120 ACL |

bA—)LT Y

M) A >

loutside_access in] D L 9

X, 1~99 F£7213 1300 ~ 1999 O&FHAIZH Y F LT~

1Z. 100 ~ 199 F721% 2000 ~ 2699 OHFIPHIZH Y £ L7z, ASA Tlt. T b DOHEiFH
BEEERT 254
VI omARAES EHREFERTA L EBEID LET,

X, I0SY 7 b =T HETTHL—Z EO—EBH

kU DIER

X, 1 DFEIIEED ACE TR ENET, FEDIT

2B REOIZ ACE ZfEA L7

WD . &5 ACL AIZOWT AT L7=4 ACE 13 D ACL OFKEITEBMENET,

ACE OIEFIXEZE T, ASA X
YRUNBRYABRINTWD

Ty PEBETOIN Ry TN ERETSEE. T
JEFF T4 ACE IR LTy h&aT A M LET, —ENROND

LV ACEIZZENU EF =y 7 ESNEH A,

T7OEXarvka—)L YR+ .
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L= Ty — B 72— L DR BRI 22 L — L Z B U738 A . BARBY 72 L — i3k L C
by RLABRWARRERH D £3, 2L 201E, Xy NI —210.1.1.024 7RI L, ZOH TRy
FEDEAN101LLIS D NT 7 4 v 7% Ray 7T 25845, 10.1.1.15 57 5 ACE X
10.1.1.0/24 #FFA[ 9% ACE OFINCE < LEXH Y £, 10.1.1.024 %779 % ACE % 5EICT
e 101115 FFFRT &, ER ACE IFR L T L ER A,

PEEE ACL Tlid. access-list =~ > N T line number /X7 A — % Z{# L ClEl 2z —1
EEALET, EORGEMEHTIVUIIVDHEBITELLIICACL = MY L Z2DITRE%
FRT HITIE, show access-list name =~ > REMEH L ET, £OMDZ A 7D ACL DIGH
I3, ACL ZAFp (TEHIXASDM %#fE/H]) L TACEDIEFZZEELET,

B/FA—H

TI¥Aarybo— T N TR, V=& TDE T 70 v 7% TR £720F THH
Bl LET, =T 0B8R N— N B —T A AT T RBAN—LIRE, NTT 4
7 DN ASA OB AEFFAIEND0, Ry T END0ERET HHEEEIC ACL i H T 2545,
[FFe) & THER 3T ERV0ERERLET,

F—ERARY = =Nl EOZOMOEEDE . [3FA) & THERG ) XERICE 3y
F0F A~ 2BWLET, ZOEA, ACLTIE, 77V r—var A Ar gy
XM —ERET 2= NNA~DYFA LT Nl TOBKEOY—EREZTDHNT 7 4 v &k
RLTWET, HEGRSND] bT 74 v 271F, BICACLIC TP, Lih->TH—ER
EZTRWNT T 47D L TY

fO—)LIZ K BEEEMGIER

through-the-box 7 7 & A /L — L3 2% ACL IZIZKRBIZHEERD deny A7 — R AV E3H D
FT, LEBoT, AV X —T oA ATHEHINDACL72ED N T 7 ¢ > 7 Hilffl ACL T,
HLHLEATDINTT 4y 7 BEWRINZHFLRWGES, £O N7 74 v 7Ry SV
T, 2, 1 OFERITEBOBEDT FLALUSADT RTOZ—H7N ASA FH T v |k
T2 T VB ATED LT BT, HEDT RLRAZEELTHDL, £OMOT T
7 RUVARAEHATHLERH Y 7,

B (o bhr—/L FL—2) O ACL i to-the-box FT7 7 4 v 7 ZFE L TWETHA, A
B —T A ZAD—HDOEH/L—/)LDRBITIIFEERD deny 23D VY ¥ A, ORI, EH
T I A =N —E LR W EER ISl R O 7 7 2 AFIEL— VTRl S L E T,

P—EARGRO b T T 1 v 7 ORFUM SND ACLORAEE, PRI FT7 4 v 2 % T3
) TAOMLERHY ET, (] SRTWARNWEFT 7 4 v 7 13— 202D £8
ho HEGRENTZ) FT 74 v 73 —ERENNAL A LET,

EtherType ACL D356, ACL DRBIZH HIFERAIREL L, IP N T 7 ¢ v 7 <° ARP (TIT &
LEHA, 72k 2L, EtherType 8037 Z 7l 5451, ACL DREBIZH HIEFEA R ERIZ L -
T, LR ACL TLARTFFA] (FIE3EMot X2 )T 4 A v 2 —T =24 ANLEKMOEF 2V
T A AH—T oA ANKERZFFR) LEZIP v T 7 4w/ BT uay 7352 i3d0
WA, 7272 L. EtherType ACE THI/RIIZT RTDO RNT 7 4 v 7 BEGTH L IPE L UARP
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NAT eIy AL AT AP 7 KL

N7 4w PHEREINET, FrENnNd0ik, BEIxIvo—v a2 lopira han
NFT7 4 v 7 ETFTY,

NAT & FAFIZ355E ACL TERTAIP7 FL X

NAT F721X PAT 245 L. 7 RLUAELITAR— RS, @EIINET KL A L4k
W7 RLAR<w w7 ESnEd, BfanA— MERET R RZ#EH & 55 ACL
AR T 2 BN H D561, EBEO (BRI THRY) 7 RUVAEEFR— haEAT5
#\V/E/ﬁéhKTFVXitiT*F%ﬁ%Téﬂ%&ﬁTé%gﬁ%UiToE@ﬁ
EREIC L > THEZR Y F4,

EEOT RLALR— " MEHAENEIDT, NAT2ZL 7 4 Fal—a URAEBEINTSHACL
EETDHMBENIRL 20 9,

EBRDIP7 FLRAZERT 5HEE

WDa<wy REXOBBETIE, /1 v F— T2 RIEREINABT RLART v EL 7T KL A
ThHAHABRETH, EEOIP 7 RLAZFEHLET,

« 77 EA —/b (access-group 2~ N THM I 5Lk ACL)
e h—bERARY— —b (FV=2T KY— 7 b—AYU—7 O match access-list 2~ >
)
ARy bRy N NTT 4T TUNED T T 47535 (dynamic-filter enable classify-list
a< k)
* AAA )L—)L (aaa...match 2~ K)
« WCCP (wecp redirect-list group-list =2~ > R)
7oL ZFE EY—310.1.1.5 O NAT 2% E LT, T Y » ZIZ—T 1 7 RBE7RIMER
DIP T R 209.165201.5 &2 Z DY — NI G 55813, ZOREF—"~D7 7t 2%

%%k??4w&ﬂ%ﬂ#é77ﬁx»ww@$f‘#~A®7yﬁyﬁ7va
(209.165.201.5) TiI7e< EEOT KA (10.1.1.5) 2RI IHILERH D 7,

hostname (config) # object network serverl
hostname (config-network-object)# host 10.1.1.5
hostname (config-network-object)# nat (inside,outside) static 209.165.201.5

hostname (config) # access-list OUTSIDE extended permit tcp any host 10.1.1.5 eq www
hostname (config) # access-group OUTSIDE in interface outside

IVEVSIPT FLREERT H14%6E

WOMEREIX, ACLEZHHLET2., ZTHDOHDACLIZ. A F—T A A LTH#IhE~y
v EnlEFERLET,

e [Psec ACL

e capture =~ > KD ACL

T7OEXarvka—)L YR+ II
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o L—HHAL ACL
e —F 47 71 h=aLd ACL

s DT TORERED ACL

BFfEl ~— X ACE

= VIn—EMITET T 27 4 717 D K 91T, $EHE ACE & Webtype ACE (ZRFfHIEH A~

Vel FElMT O ENTEET, ZOXATON— NV EENT D L FEORRAFICIERT
KATEHH00, TALUAOKHIICHFFATERNT /74 ET 4 #RKJITEES, Lz
X B PISBIMOBIR A3 T, SRR £ IXB BRI ZORIRAED H Z LN TE
T4, W, BEBERSMIFRINCR Yy N =2 &2y N UTHZ L TEET,

HETEA 7 =7 PR EEN TV ARWIL— L TIX, 7a bz, #E, sk, BL O —
B R FLHEDS EMEIC R CHER— A DN — VB BT 5 Z L3 TE EH A, FFEIN—Z2TiT7e0n
=L, BELEZKHAR—ADNL—VE2EIlL—""—F 4 KLET (TETHDHD) ,

\)

GE)  ACL%ZIET 7T 4 72T DO DIREDK TR D%, £ 80 ~ 100 B OIRIENHAT D554
NHYET, 72&21E, FBEDKRTEZIN 3:50 DA, 2D 350 TR THANIZEEN TN D
728, a~r Rk, 3:51:00 ~ 3:51:59 ORI SN E T, a~2 KRR SN,
ASA IFHEEITEINTWNAETRTOX AT %4 T L, 2+ NIZACL #EhlcSEE T,

ACLDFHA RS54

2747 94—ILE—F

o FEUEACL CPEIEACLIX, VT v R 77 AT U4 —IVE—KRERT VAT LU RN T 7
AT T4 —)LE— RKRTHR—bENET,

» Webtype ACL 1%, /V—7 v K E— ROKTHHR—bILET,
¢ EtherType ACL (X, FT7 AT L > h = ROARTHR—FEINET,

TJx—)LA—nN—¢55248)245

Ay 74 Xal—Yartyiavid, ToANF—N"—F1F 7 T AKX 2= N TR
SNFERAL, BIEYa Ly TEFEEZaIv FTHE BEEBYTNTOT oA VA —/3—
BLIONITAZ 2=y NTCEOEERRKBEINE T,

IPv6

« §L3E ACL & Webtype ACL TliZ, IPvd 7 KL A & IPv6 7 R L A&l G b T T
iﬁ‘o
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ACL DERE .

« JE%E ACL CTlE, IPv6 7 L A I TE 8 A,
« EtherType ACL Ti, IP 7 FL A IXEHA L £H A,

ZOMOAA K542

s Ry NI =7 R ERET D & X1E, FBEHED CiscolOS Y 7 b = 7 D access-list
av U REFRRLZEITHEELTIEIN, ASA T, *y NU—7 w7 (Jokx
IX. ClassC~ A7 1 255.255.255.0) 2MEH &4V ET, CiscolOS~¥ A7 TlL, VA /L KA1 —
FEyh (72&20E, 000255 NMEHSNET,

B, ACLERIFAT V=l b IA—TIHFELRNA TV =r FEBR LY, BE
ZRLTWOLA T V=7 FEHIBRLIZD 352 LI TEEHA, £/, access-group I+
VRTHELTWARWACL #2R (T7/7®8A v—)L%&El) +52¢TEEFA, 72
L, ZOT 74N NOMEEER L, &7 Y=/ MEILACL ZERLT DRTIZENDS
Z i) CEHL210T52E&MTEET, A7 V=2 MEIZACL #1E%T 5
FTIH, ENLEBRITHL—ART VAT N—T IR EINE T, FRizRE A 1 —
TN BHITIE, forward-reference enable =~ > R & H L £,

o (JHEACLDH) WOMEEETIX, ACLEMHLETN, 74T 7474 77 AT Ut —
v (BANEINZTN—T4%F6E) . FQDN GEER N A A > 4) | F721% Cisco TrustSec
fiZ&Te ACL IIMEHTE EHA,

* route-map I~ KN

* VPN @ cryptomap 2~ > R

* VPN @ group-policy =~ > N, 7272 L. vpn-filter Z &<
* WCCP

* DAP

ACL DL TE

KDOEE 7 a TR, SFEXFERZA 7D ACL DFEEFECHOWTHALET, 4 ACL
DOHARIZETHE®I v a v ERATEREEZITR L, WICHEDX A 7D ACLIZET 57
va kil THMERER L TS0,

EXRHGEACLERES L UVEEAF T3y

12D ACLIZ, AU ACLID £7/2I1X ACLAZFHF> 1 >F/I3EHOT7T /A ar vn—1r
> FYU (ACE) THERESHEJ, #H LW ACL Z1ERd 5121, # L\ ACL 4 C ACE % 1ER%
LET, fEK L7 ACE 1Z. L\ ACL OEHIDNL— 72 T,

ACL DAETIE, RO L2 EITTEET,

T7OEXarvka—)L YR+ .



7oERavra—-L YR+ |
B zsvnaasessvemtroay

ACL DRBEZHERL., TESLEY MRERET D

ACL ODNEZF T 521X, show access-list name =~ R&MHHA L E£9, %1713 ACE
T, [THEFEEHAET, ITHEFIX, LR ACLICH L= ) 2EAT 5412 m->C
BLMERHY £4, BEHRITIE, FACEOE Y N v by EENET, By M
MI. 8774 v 7 B—UZ—E LRETT, wIhlZRLET,

hostname# show access-list outside_ access_in

access-list outside_access_in; 3 elements; name hash: 0x6892a938

access-list outside access _in line 1 extended permit ip 10.2.2.0 255.255.255.0 any
(hitcnt=0) Oxcc48b55c

access-list outside access in line 2 extended permit ip host
2001:DB8::0DB8:800:200C:417A any (hitcnt=0) 0x79797£94

access-list outside access in line 3 extended permit ip user-group
LOCAL\\usergroup any any (hitcnt=0) 0xb0f5blel

ACE #:Bm¥ %

ACE ZiBINT 57280 2~ R aceess-list name [line line-num) type parameters T3, 1T
FFol X, YERACL COAEHTEET, 1THSFZIEET S &, ACEIZACL DX D
FricfASNE T, TOLAICH 72 ACEIX, FHVDACE L EHIZTFICBEILET (2
EFV., HOTHEFTOMNMBIZACEZIFALTH, TDOITIZH TV ACEIZEE#Z b
FHA)  ATHEFERE LRSS, ACE X ACL OREIEMSES, #HTREZR X
TA=HE, ACLOFZ A ST Lo THERY 7, FEIZONTIE, FACLXA T D ME Y
JEZEL TN,

a4 h%& ACL IZEMT % (Webtype USNADTRTDE A )

ACE ® By & LA 2 DR SFER 2 ACLIZIBIT BI21%.  access-list name [line line-num]
remark text 2~ FEEHALET, XA~ 775 ¢ AL, ACE OHIZIERZFHAT S
Z&TH, ASDM TRIEZZRT D &, HERIE. ZOERICK < ACE ICBEM T Sk
4, ACEDRNIHEIDIERA AN L Ta Ay FaBETE £4, AR 100 3272 HIFR
SNFET, EHHICANR—=ZAZEWCTHEREMHT LN TEET, THEFEREL WV
it ERIXACLORREIZBMSNE T, 72& 2IE. % ACE ZBI3 2 Al iER &80
T&EET,

hostname (config) # access-list OUT remark - this is the inside admin address
hostname (config) # access-list OUT extended permit ip host 209.168.200.3 any
hostname (config) # access-list OUT remark - this is the hr admin address

hostname (config) # access-list OUT extended permit ip host 209.168.200.4 any

ACE £ IEFREHRET-1IBHTT S

ACE 723N EREE - IIBETH 2 LI TEEHA, DV, HHOEZRSH L
UNACE £7213FER%Z (P& S LA L C) MURGITIT/ER L T b, i ACE £721%
HEREZHIFRL 7, ACE ZfiATE 5 DIFYEHE ACL 7217 72D T, FEHE, Webtype, F72
I% EtherType ™ ACL @ ACE Z i £ 72 IIBE T2 MLERH L 551T. TRoD X AT D
ACL Z HER T2 HENH Y £4., ZHILASDM 2 L TEWACL Z HfFEM T2 L v
HIL D NI T,

II TOEXarvkOo—IL YR+
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mracoiz ]

ACE F=(XFR=HIRT 5

ACE F 723N A HIBRT 511X, no access-list parameters 2~ > REEH L3, AT
DMEING HNT A — 2 LT RKART HITIE, showaccess-list 2~ > K& L £,
ZOXFANE, HIERT D ACE £/ I3 RICIERIC BT 2 0ERH Y £4, 7272L. line
line-num S1EIBREZ 9, ZD5IEIE. no access-list 2~ KOAF 7T a3 L TT,

ERESD ACL 2% 4IB335

clear configure access-list name 2~ > R LET, HELTIEZE, ZOa~v R
T, MEGBIIROONEF A, AFIEZEORVE ASADTXTOT 78R U R R)E
PrENET,

ACL D&RIZZEET S
access-list name rename new name 2~ > R&fiH L £,
ACL /R o—ITERT S

ACLZERR L7Z720 Tk, b T 7 4 v Z I MO L EITE N E A, HY U —IZACL
AT AMENH Y £9, 72& 21X, access-group Z~v L REMFHLTA ¥ —7 =4
ANHLIE ACL Z# T 5L, 2O F—T oA AZ@RTH T 74 v ZHERE
[ G = e S

5k ACL DEXTE

JEBE ACL 1Z, [RIU ACLID £7-1% ACL 4 %2 >3 _XT?D ACE TH S £ ¥, HEIE ACL

I, OBEMECHREEERACL X A 7 C, S IEHEICHEHATEET, ERACL Db
FEHITREHARIL, Fa—UZ, FRFA LV Z—T oA ATHEA I, TN A2 @ild 5
DEEGEIZITHFAIEND N T 74 vV EBRETDHT VBRI N—TFE LTCOEHTT, =72
L. #£iE ACL 1%, 20OV —E 2DOBHMRDO N7 7 ¢ v 7 ZRET D20 I E
T

PR ACLIZHEMETH A 720, IRDO%E 27 2 3Tk, ACE #1ER L THEDZ A TD T

T4y VBEERMET A LICEREY TET, BWOET v a T, EANRT KLA

~N—2Z® ACE & TCP/UDP ACE [Z oW TCRHBI L, KV D&/ > a v OREEEZIEY £,

IP7 FLRAERFTEEEM EA A VRAN—ZADBEIZFEAT S5k ACE MDiEM

Je

FEARM 724558 ACE Tl IPv4 B L ONIPV6 7 R L A<, www.example.com 72 £ D522 EHf N A
A >4 (FQDN) #&0(E07 KL A ST RLARIZESNT NI 74 v 7 ZBRAELET,
TR, EDZ A TOPEHE ACEIZ Y, FEILT LR LT N RIZHET 2582 50 54
EWRHY E9, LEN->T, 2O M7 T, f/ROYEE ACE (C>W TR L £,

Bk

tY b i FQDNIZEASWT 7 7 4 v 7 2BAETL25E61F. FFQDN 2R T Xy NU—7 F
TVl NEAERRT DHERDH Y T,

IP7 KL A F 721X FQDN BAICHHT 5 ACE Z BT 51213, ko< R LET,

T7OEXarvka—)L YR+ .
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access-list access _list name [line line_number] extended {deny | permit} protocol argument
source_address_argument dest_address_argument [log [[level] [interval secs] | disable | default]]
[time-range time range name] [inactive]

1l

hostname (config) # access-list ACL_IN extended permit ip any any
hostname (config) # access-list ACL IN extended permit object service-obj-http any any

WOFT v a b ET,
* access_list_name : FHLE T2 IIBEAED ACL D4 HIL,

« 1785 : lineline line_number 7' a2 > Tl, ACE AT ANEDITESZHELE
T FE LRWEAIT. ACL ORBICEMESNET,

FFAME T IXIER - deny ¥— VU — RERET D &, FHEC—ELIEGLAEIC T vy EBER
FIBRSNET, permit¥F—U— REZIEET L L. FMHIC—HLESEIT Ty bR
FFATE UG SNET,

« 7’1 k3L : protocol_argument TiX, IP 7’1 h a/VERRELET,

s name £ 7213 number : 7012 N ANVDLBITETITEFERELET, ipBIEET S &
TRTOTm haVICEASNET,

« object-group protocol_grp_id : object-group protocol =~ > N& i L C{Efk S i~
B AT b I=TEEELET

« object service obj id : objectservice 2~ K& H L TIER SNV —E A 4TV x
JRERELET, A7 V=7 MIX, A— MELIXICMP ¥ A 7L a— NMiEE &
WHZENTEEST (WMEIZSLT) .

+ object-group service grp id : object-group service =~ > K& fl L TIER S iz —
LA ATV N AT ERELET,

EFZILT RV R, ZEHT RV R source address_argument Ti3/37 v hOEFILOIPT K
L AE 721X FQDN Zf587E L. dest address argument TIZ/37 > NOFEEHLDOIP 7 KL A
F721Z FQDN Zf5E L 7,

* host ip_address : IPv4 RA N 7 RLAZIBELE7,

* ip_address mask : 10.100.10.0 255.255.255.0 72 E D IPv4 > hU—27 7 RLZAEB LW
YT xy b AT ERELET,

s ipv6-addressiprefix-length : IPv6 IR A N E 23Ry NT—27 T RLRET VLT 4w T R
ZHRELET,

sany, any4, 3L any6 : any|LIPv4 & IPv6 N7 7 4 v 7 Ol FZfE L 7, anyd
IZIPvd b T 7 4 v 7 DRHEFREL, any6 (X IPv6 T 7 4 v 7 DB ERELET,

. TOEXarvkOo—IL YR+



| 79€xavrp—Lyz+t
R— hR—2OE&I<EAT 2R ACEDEm [

« interface interface name : ASA A 42 —7 = A ADLRIAEELET, IPT RLAT
BRA L F =T =2 A AL EMEH LT, FT7 74 v 7 OFEILERITILIRDOA o F —
T2 A AIEASNTE T 74 v 7 ZRELET,

« object nw _obj id : object network =~ > K& L TIER SN F v hU—27 7
V7 baEELET,

+ object-group nw_grp _id : object-group network =~ > K& fli fj L TIER Sz % v b
I—J AT b TN—T%BELET,

e F T 1 log BIFTIE, ACERN Ry NU—2 T 7w AHOERIC—HT 5L &
(access-group =~ R TACL A EHINET) ouX oV A7 a 2R ELET,
FIEARESE T log A7 v a v B AT D & syslog A v E— 106100 (X7 7 4 /L b
Loyb (6) EF7 740 MG (300 ) TA X —T7 M0 3, vl A7 a TR
DEBH T,

slevel : 0~7TDEKE, T7x/LMI6 (W) T
DL~V EEFT DA H L L -b 3 5
XpioLr~_ X ranEd,

4, T T 477 ACEIZH L TCZ
Gl A, BEfF OB E] & it

« interval secs : syslog A vt — ORI ) . 1~600 THRELET, T 7+
U ME300 T, ZOfEE. Fe oy TREHERODEICHEMR T 5% v v 2 bIET
IT 4 77 a—%HIRT 500X A LT T MEE LTHEHAIET,

edisable : TXTCHOACERX L7 2F 4 k—7 M LET,

e default : EHF I X7y MIET LA vE—106023 DX 7 %A X —T VI
LET, ZOREIE, logd 7L a v ZEELRVDO LR TT,

o FFM%iPH : time-range time range name 47 2 ClX, ACEWXT 77 4 727> T 5
R[4 & R R 2R E T DI A 7 2 = 7 M &EE L £ 7, REH#EHE A EE L2 0ni
&, ACEIX®IZT 7747 T¥,

T T 4 _X—3 3 ACE ZHIRETICT 4 B—7 T4 51T1E. inactive 47 3 %
FEALET, BEA X— 7T 52, inactive ¥ — U — R&2 1 HE912 ACE &K% A
HLET,

R— FR—XDBEIZ{EAT %4558 ACE D EN

ACETH—EAA T V=7 FEEETIHAIE, VY—EA4 TP =7 MITCP/R0 72 & DR —
FREEESNZT e harzgd b bR TEET, F2E, ACEIZAR— M EHBERETEE
T, K= _R=2OBEEHEHTHE, 72 halOTRXTONT T 4 v 7 TiER, A—Fh
R—=ADT v FAIVDORFEDEATDNT T 4 v 7 MBI THIENTEET,

R— h_X—Z2D JE3E ACE 1%, 7 ua h=a/Lh tep £721F udp TH D EEAN T KL AHA ACE
TY, A— MEREZBINT 212E, ROa~v REEHLET,
access-list access_list name [line line_number] extended {deny | permit} {tcp | udp}

source_address _argument [port_argument] dest_address_argument [port_argument] [log [[level] [interval
secs] | disable | default] [time-range time-range-name] [inactive]
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i
hostname (config) # access-list ACL_IN extended deny tcp any host 209.165.201.29 eq www
port_argument 77 2 Tl HEEILAR— MELIFSER—-FNERELET, A— MEHEEL
RInSTEEIE, TNTOR— MAREG SN ES, EHTRERFIEITKRD LB Y T,
« operatorport : port1X, B EIZIIAR— FOAFNZTEET, operator ZITIRDWT %
fRETEET,
et : XY/
egt: O REW
ceq: FHELW
emneq : FL 2N

e range : [EO R eHEPH, Z OB T ZHEHT2561%, 200K — NEFEZEE L
£ (5 : range 100 200) .

N

GE) DNS. Discard. Echo. Ident., NTP. RPC., SUNRPC, # X O\ Talk
. FNFHIT TCP DEF & UDP O EFED M ST AT,
TACACS+ Ti%, &™— F491Z% LT 12?D TCP EFHNMLE T,

« object-group service grp id : object-group service{tcp | udp | tep-udp} =~ > KZ{HH L T
ERR SN —ERA AT V27 b IA—TEEELET, ThoDFT7V=r b AT
FHERIN RV ELE,

A—1r5EE L TTr balBLOR— IR AT V=27 PNTERINTWBEEHEAIL., HE
WINLG WY —ERA A7V MIBETEETA, IP 7 N RAEITEREAM
RAA B _R—=2ADOBEITEHT 2950 ACE OB (9 <—) THHIN TS L

I, TNHOAT V=7 M7 e hals$o—ie LTRELET,

FOMDOF—U—ROFEME, —E 2 AT V=7 LT r ha LB LOR— &R
ETDHEIZOWTIL, IP T FLUAF IR EEH N A A v A_X—2ADOBAITHE T 5 455E
ACE @iBh1 (9 X—2) #ZML T EE,

ICMP R—X DI EIZ{EAT 555 ACE DB

ACE TH—ERA A7 V= bafaET 2%HE1E, —EX A7 V=2 MZICMP/ICMP6 7' 1
FaLVDICMP % A 7L a— Rz EDH 2 LN TE T, £/01E. ACEIZICMP ¥ 1 7'k
a— RAESEETCEET, & 21FE, ICMP =2 —25K (ping) hF 74 v 27 %X —4 v bk
WZTEET,

ICMP 535 ACE 1Z., 71 k =LV iemp £ 7213 iemp6 TH 5 A 727 KL AMAE ACE T,
Inoo7a Falid A 7B L a— MERH 5720, ACEIZF A B L Na— NMigk%x
BINCTEET,
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7a k3L ICMP £ 7213 ICMP6 TéH 5 IP 7 KL A %7213 FQDN &I i+ % ACE %8
M A2, koa<y REFERHLET,

access-list access_list name [line line_number] extended {deny | permit} {icmp |icmp6}
source_address _argument dest_address _argument [icmp_argument] [log [[level] [interval secs] | disable
| default]] [time-range time range name] [inactive]

il

hostname (config) # access-list abc extended permit icmp any any object-group obj_icmp 1
hostname (config) # access-list abc extended permit icmp any any echo

icmp_argument 72 2 L TlE, ICMP DX A & a— REBELET,

e icmp_type [icmp_code) : ICMP % A 74 Hi £ T2I3FZTHEL, DX A 7D ICMP = —
N (Al WEE) ZfELE Y, a— FEZBRELRWEEIE, I XToa— Pl EnE
R

« object-group icmp _grp id : (BEILTE) object-group icmp-type =~ > K& ff ] L TIERk S
72 ICMP/ICMP6 DA 7V = 7 b T A—T 48 E L £,

ICMP 5l LT r ha Bl ORF A TR A T V=7 NNTERSNTWDLEAT, H
BENDMARF—EA AT Vx 7 MNIEETEEEA, IP T NUREI5LEM
RAA U _R—=ZDREIHE T HI5E ACE OB (9 X—Y) THHIN TS &
NI, INHDOFT Vs NI a haAdko—EE LCTHEELET,

D F—U — FOFIIZHOWTIE, IPT F LA EITZEREM B A A 44— X DA IZE
T 5HL5% ACE DB (9 ~—) ZZHL T Z3,

A—HYR—RDBE (FATUoTATAIT7ATO4A—IL) IZERT S:5RACED BN

2 —PR—2DYLIE ACE 1%, 22—V £ da—Y VL —T %2R E 00 —BE&MEICED 53
AH)72 7 RLUAMA ACE T, 2—HFIDICESS NV— LV ZERTHE, L—INRAEZT (v
JIRRARNERRIER Yy NU—7 T RLRIEONDDOEERECTEET, 72& 2I1E. userl DL—
WEEFRL., TAT T AT A T 7 AT T4+ —EBEIZ L > TEDOZ—FRHERA MI~v
EUENTWSELET, 512, ZOKRZXMIHHH10.100.103 03D B TH, FDE
HIZ192.168. 1.5 3F 0 4ozt LET, ZOHBATYH, 22— =20/ —/LidiEH &
7,

EEILT RUARESEET LRI EMEET HALENH Y 3, 207D, H#ELT FL
AlE, =PI GAFILIDHCPIREHT) BV U CTOHONDAREMENRH DT RLAREGEEND LD
WASERELTLZS, 722X, =—¥ TLOCAL\serl any| (%, FV 4 THATNDT
R L 212 %7 < LOCALwser] =—H 12— L £97%, [LOCAL\wserl 10.100.1.0255.255.255.0]
X, 7 FL22310.100.1.024 % v U —72 LICH 2 HAICOHRL—FIZ K LET,
TN—THEFERT DL, FHE, #il, ~F—Vx, 2o U=TRE—FDT T ALEKITHE
ST —LEEETXET,

A—=WELF TN —TREIMENT D ACE 2B 51213, ko< FeHLET,
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. X)) T4 YIL—T R—XDEE (Cisco TrustSec) (AT SL3k ACE DB

access-list access _list name [line line_number] extended {deny | permit} protocol argument
[user_argument] source_address_argument [port_argument)] dest_address_argument [port_argument]
[log [[/evel] [interval secs] | disable | default]] [time-range time range name] [inactive]

Bl

hostname (config) # access-list vl extended permit ip user LOCAL\idfw
any 10.0.0.0 255.255.255.0

user_argument 7> 2 LV TlE, HEILT RLAICMA T, "7 74 v 7 #lBAETH2—0F
TZ 7 N—T2fE LET, EHATRERGIBITKRD LY TH,

« object-group-user user_obj grp id : object-group user =~ > K& L TER S iz —
P AT N IN—TEEFELET,

s user {[domain_nickname\lname | any | none} : T—VHLERELET, =—F /LT vy
NEGHTRTO2—YFERETHIZany ZfHEL, 22— PRIy B 7 I TN
W7 RLREZBET HI0Enone ZHEEL T EESV, ZIHDAT Y a U RRFHCENLD
DX, access-group & aaa authentication match O7R Y > —&fEST 554 TY,

* user-group [domain_nickname\|user group _name : =—Y% ) —T X Ef{ELET, WL R
AL T N—THDOXGIY) TT,

D F—T — ROFBUZOWTIE, IPT R LA LT IXELRER K A A L A_X—2DOBEIZHH
T 59LE ACE OB (9 ~—) 2L TIIZ3V,

Eb HEEDACEIC=Z—HW & CiscoTrustsec Ex 2 VT 4 Z—TF O FE2EHHZ ENTEXET,

tXxal)T4 JIL—T R—XDHEE (Cisco TrustSec) (Z{FHT 5 ¥isk ACE DB

X2 VT 4 FV—TPERACEIX, X2 VT 4 I N—TE3 ¥ VR GnE i35 ko
— BT ED DA T FLUABAE ACE T, X2 U5 Z—F 23— %
BT DL, W—IVIRAXT 4 VIR ANEITR Yy NT—2 7 RLRIZHE LD D % A5
TEET, BMEILT RUARAESET FLRATBIEMEBET L2LE NS £3, 207D, T
KU 21E, == GEFIIDHCPIRHET) IV U TONDIAREMERH LT RLAREGEND
LOITALEELTLEEN,

EYh ZOXA 7D ACE BT BHIIZ, Cisco TrustSec i€ L TL 72,

X2 VT 4 ZTN—TREIMHNT S5 ACE 28T 51213, RO~ FeHLET,

access-list access _list name [line line_number] extended {deny | permit} protocol argument
[security_group argument] source_address _argument [port_argument] [security _group argument)
dest_address _argument [port_argument] [log [[level] [interval secs] | disable | default]] [inactive |
time-range time_range name]

11
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hostname (config) # access-list INSIDE IN extended permit ip
security-group name my-group any any

security _group argument 7> 2 Tl BEILEITET FLRITMAT, N7 74 v 7
ERETOEX 2V T4 TV—TEEELET, MHAFRERGEIIRDO LB TT,

« object-group-security security obj grp id : object-group security =~ > K& L TRk =
NizeXa2)54 A7V=27 b ZJA—FZ2EELET,

* security-group {name security grp id | tag security grp tag} : ©X = U7 ¢ 7 )—T D4R
FTZ T REELET,

D F—T— ROFBUZOWTIE, IPT R LA LT IXERERM K A A L A_X—2DREIZHH
T 5HL5E ACE DB (9 ~—) ZZHL T Z3V,

$.5E ACL (D151

¥ E D ACE (IZ2—W & CiscoTrustsec X = VT 4 JNA—T DMl A2EH D ENTEET,

WIZRT ACLIZASAZ AT _XTCHORA N (ACLEZEHATAA X —T A A LED) ZFHFA]
L/\i‘a—o

hostname (config) # access-list ACL IN extended permit ip any any

WD ACL (X, 192.168.1.0/24 DR A K3 TCP X—AD KT 7 4 7 T 209.165.201.027 D%
FNI—=2ZT7 78R D LR LEYS, TOMOT FLATTXTHFASLET,

hostname (config) # access-list ACL IN extended deny tcp 192.168.1.0 255.255.255.0
209.165.201.0 255.255.255.224
hostname (config) # access-list ACL IN extended permit ip any any

BIRUTCARR NETIZT 7 v A ZHIRT 25608, BRENRFFTACEZ A LET, 77+
VT, BRBICEFAT L2RWVIRY | D b T 7 4 v 7 3T S TIER SR E T,

hostname (config) # access-list ACL IN extended permit ip 192.168.1.0 255.255.255.0
209.165.201.0 255.255.255.224

WD ACL TliE, 9 XTCHORAL (ZOACLEZBEHATAHIA X —T x4 A LED) M7 KL A
209.165.201.29 ® Web A h~DT 7B AZEIE L TCWET, D T 7 4 v ZI1TT_CEHFA]
INFET,

hostname (config) # access-list ACL IN extended deny tcp any host 209.165.201.29 eqg www
hostname (config) # access-list ACL IN extended permit ip any any
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T2 b TN—TEHHTARD ACL Tid, Wy hUV—7 OIS EFEERA AR M
DONT, ZFIFERWeb b—R"~DT7 7B AZEELTCWEST, DO NTFT T 4 v 73T T
S ET,

hostname (config-network) # access-list ACL IN extended deny tcp object-group denied
object-group web eq www

hostname (config) # access-list ACL IN extended permit ip any any

hostname (config) # access-group ACL IN in interface inside

WOBTIX, 2%y VT —27 FT =7 F T —7 (A) DORORXY NT—0 TV =
IR ITN—TF B) ~DNTT7 4w EFFATDHACL &R T =7 M LET,

hostname (config) # access-1list 104 permit ip host object-group A object-group B inactive

R~ — A ACE #3249 5 121%, time-range =~ > FAZHFH L T, B L1 HOFORE
DL 2 E#H L £ 9, KIT, access-listextended =~ > R & L C., WfEHiPH % ACE (/3
Y RLET, koFITix, [Sales] ACL @ ACE % [New York Minute] &9 BfEIHiPHIZ S
A RLTWET,

hostname (config) # access-list Sales line 1 extended deny tcp host 209.165.200.225 host
209.165.201.1 time-range New York Minute

WDOFITIiL, IPv4/IPV6 {BTE ACL NERENTVET,

hostname (config) # access-list demoacl extended permit ip 2001:DB8:1::/64 10.2.2.0
255.255.255.0

hostname (config) # access-list demoacl extended permit ip 2001:DB8:1::/64 2001:DB8:2::/64
hostname (config) # access-list demoacl extended permit ip host 10.3.3.3 host 10.4.4.4

7 FLRZRACLOA T 9 MMIEHRT 5451

WRITRT, 727 b PN —T 2R L W0ETEO ACL TlX, Ry hNU—27 FO S F
XERBRARMZONWT, SEXERWeb —R"~DT 7 EZEZZELTWET, fthd 5
T4y 7T TR THTENET,

hostname (config) # access-1list ACL IN extended deny tcp host 10.1.1.4 host 209.165.201.29

eq www

hostname (config) # access-list ACL IN extended deny tcp host 10.1.1.78 host 209.165.201.29
eq www

hostname (config) # access-list ACL IN extended deny tcp host 10.1.1.89 host 209.165.201.29
eq www

hostname (config) # access-1list ACL IN extended deny tcp host 10.1.1.4 host 209.165.201.16
eq www

hostname (config) # access-list ACL IN extended deny tcp host 10.1.1.78 host 209.165.201.16
eq www

hostname (config) # access-list ACL IN extended deny tcp host 10.1.1.89 host 209.165.201.16
eq www

hostname (config) # access-1list ACL IN extended deny tcp host 10.1.1.4 host 209.165.201.78
eq www

hostname (config) # access-list ACL IN extended deny tcp host 10.1.1.78 host 209.165.201.78
eq www

hostname (config) # access-list ACL IN extended deny tcp host 10.1.1.89 host 209.165.201.78
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eq www
hostname (config) # access-list ACL_IN extended permit ip any any
hostname (config) # access-group ACL_IN in interface inside

2O0DFy NU—7 FT7 V2l b I—7 (NEHEAMHIZL D, Web b —HIZ19) %
BT DL, a7 4 X2 b—a U LS, fRICBIELTHRA MEBINTES X9
2720 £,

hostname (config) # object-group network denied
config-network) # network-object host 10.1.1.4
config-network) # network-object host 10.1.1.78

config-network) # network-object host 10.1.1.89

hostname
hostname

hostname
hostname (config-network) # object-group network web

config-network) # network-object host 209.165.201.29
config-network) # network-object host 209.165.201.16
config-network)# network-object host 209.165.201.78

hostname
hostname

hostname
hostname (config) # access-list ACL IN extended deny tcp object-group denied object-group
web eq www

hostname (config) # access-list ACL IN extended permit ip any any
hostname (config) # access-group ACL IN in interface inside

1R4E ACL DERTE

FEHE ACL 1%, ACLID 72134 BI23F U4 _T?D ACE THEL SN E9, BE%E ACL X, L— |k
<~V IRVPN 7 4 VA2 IR EORONT-H ORI S 3, % ACL TiX, IPvd 7 K
VADREFEH LT, 3857 RLADAEERELET,

7782 VA b =2 M) 2B 5123, koa<wr FefHLET,
access-list access _list name standard {deny | permit} {any4 | host ip address | ip_address mask}

1 -
hostname (config) # access-list OSPF standard permit 192.168.1.0 255.255.255.0

WKDOF T arNHY £,

« £ 11 : access list name 518I21E, ACL DARITERITFEFEZHBE L ET, 24 ACL DR
DFAEIE T ~99 F721F 1300 ~ 1999 T2, EEOARTEITEMELZEM T E4, ACL
MEIAFELRWIEGATX, HTLWACL Z1ER L 7, ACL BWFET D856, = MU
ACL OKEIZTEMENET,

FFATE/2I3HER deny F— U — REFEET L5 &, R LSBT v FBMES
FIFRBRSNET, permit ¥ —U — FZ2fEET L& KM B LIEGEITAT v B2
AR ITUESNET,

BT RLU A anyd ¥ — VU — RiX, ¥ XTCOHIPv4 7 KL AIZ—E LE7, hostip address
SIEIE, FANDIPVE 7 RUAIZ—EH LE T, ip_addressip mask 51501%, IPv4 %7 % v
; (10.1.1.0 255.255.255.0 72 &) IZ—&H L £,
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Webtype ACL D% E

Webtype ACL (%, 7 74T hLASSLVPN N7 7 4w 7 DT7 4 NVEZ Y T KFEOR Y b
T—7 7 Fxv b, FAL BEOWebY —_~Da2—% 7 72 AOHIRIZHEH S ET,

T ANVH B ER LIBRWGAIR, TR T ORI FF Al SvEd ., Webtype ACL (%, Al U ACL ID
F721X ACL 4 % F529 TP ACE TR S E T,

Webtype ACL Tli&, URL 72135657 RLAIZESNWT 7 7 4 v 7 ZRETEET, H—
O ACE TINDLDOMEREEMAGDOEDL Z LT TEERA, KOKEEI > a T, £447
® ACE [ZOWTHH L £,

URL B & IZfEF 9 % Webtype ACE D 3E NN
2—PRT 7 EALLEIELTVWD URLICESNT T 7 4 v 7 2 RAT DR, kD=~
YRR LET,
access-list access_list name webtype {deny | permit} url {ur/_string|any} [log [[/evel] [ interval secs]

| disable | default]] [ time_range time range name] [inactive]

il

hostname (config) # access-list acl_company webtype deny url http://*.example.com

WRDOAT > arnd £,
* access _list name : FM F72I1ZBEAF D ACL D4R, ACL 239 TICIFET 285A81E. ACL ©
KJIZIZ ACE 2HBMENE T,

FFATET2ITHER deny F— U — FE4EET D & FFIC—ELEESLEIT T v FRMER
FloiFREnET, permit ¥ —U— FE2FEETDH L, R LIEEIC T v B2
PPl ECideE SnET,

URL : url ¥—V— K TlE, METLURLEZRELET, T XCTOURLRX—AZAD 7
T4 v Il EEE5I2E, urlany ZFEH L E 9, £ 5 TRWEAIX, URL XF5% A
F1ILET, URL LFHNTIE, VANV KRI—RE2EHDDHZENTEET, LLFTIL, URL
DOIFREICET 5 e v b EHIRFEZ N DHVRLET,

¢+ R_RTPO URLIZ—HSH 52, any 25 ELET,

o [Permiturlany] LH5ET DL, 7w ko — 1P/ Z ] OEAD URL (3T
NRTHFIEN, ZORZ—= N LW b T 7 v 7 (R—MREREY) T7ay
7 ENFET, BRIORIESHREA LRV 5, LB RKR— b (Citrix DEFEILFR— bk
1494) ~DOERi AT AT D ACE 2 L TL 72 &0,

e Aw— bk bRV E ica 7T 7 A i, smart-tunnel:// & ical// DF A TITDOIH—ET
578, Tpermiturlany] ZfEH L7Z ACLICX » THEBEZZITHZ LIIHY FHA,

fEHTE 57 m bV, cifsy//, citrix://, citrixs:/, ftp:/. http://. https://. imap4://.
nfs://, pop3:/. smart-tunnel://, 33X Osmtp:/ TF, 7'B ha/LTUA )L NI — RN&ff
ATz tbTEEd, 28 20E, htt* (X http BL W https (2—FH L, TAX U Y
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IP7 KL REEAIZERAT 5 Webtype ACE Digin ]

X RToOT e baz—gHLET, & 2L, *//* example.com |E, example.com
Ty bU— 7A@¢“T@547@UMJN~X%774/7 =B LET,

e smart-tunnel:/ URL 45 E T 5 &, =G ETE2EHDH T LN TEET, URL TN
AEEHDH T LT TEERA, 72L& 21X, smart-tunnel://www.example.com |35 17 AL
FRETI A3, smart-tunnel://www.example.com/index.html {352 1} AL AT,

e TAZY AT (*)  ZEOLFINEFUAEOLFINC—H L ET, T X3TDhttpURL
WS BITiE, http//x* EATILET,

BRI 1B D 1 SRR L,

Ay a ([)) : XFOHMALIRET HBRIENT AT, ALy aNITRHE
SNEPHIBTHEED | XFIC—FKLFET, 72L& 2, http//www.cisco.com:80/
& http://www.cisco.com:81/ D 12— S5 1Z1%,  Thttp://www.cisco.com:8[01]/]
EANTLET,

X log BB TIE, N7y RSACEIC—E LIS ADa Xy 7/ A F v a v aRiEL
F9, SIBEREE T IClog A 7> a B AT 5L, syslog A vE—T 106102137 7 +
Vbbb (6) LT 740 MR (300 F)) TA RX—T WV ET, n s AT ar
ITRD EFBY TH,

slevel : 0 ~7 DEKE, T 74 /V MEIL 6 TT,

s interval secs : syslog A v&— M ORRIME () . 1~600 THELET, 774
JU MiE 300 T,

edisable : T _XTHACLEX L 752 F 4 B—7 M2 LET,
sdefault : A > E—106103D0FX > VA5 A RX—T/MILET, ZOKEL, log A4~
YarEEELROVDO LR T,

o IR &GPH : time-range time range name 7> a2 > ClX, ACEWNT 77 4 7IZ/> T\ 5%
FFEE SR H 2R ET ARFEEEA 7 U7 M aE L F 3, BFEEAZEE LW
A, ACEIXEIZT 77 47 TY,

T T 4 _X—3 3 ACE ZHIRETICT 4 B—7 T4 51T1E. inactive 47 3 v %
AL ET, HEAX—7 T HITIE, inactive F— T — K& 8912 ACE £&{K% A
JILET,

IP7 FLRBEIZERT % Webtype ACE D 3ENM

2—YPRT I EALLY) ELTWVBIET RLRZESNWT T 7 4 v 7 #BETHITIE, &K
Da~xy R LET, Webtype ACL (21, URLAARIZINZ TIPv4 7 KL AL IPv6 7 R L
ADMPEDREEEZDDLHZENTEET,

IP 7 FL ARG T 5 Webtype ACE ZiEBIIT 221X, kOa~ > REEHLET,

access-list access_list name webtype {deny | permit} tcp dest address_argument [operator port] [log
[[level] [interval secs] | disable | default]] [time_range time range name]] [inactive]]
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il

hostname (config) # access-list acl_company webtype permit tcp any

ZIZTHHLTOARNF—TU — ROGRBAIZ OV TIX, URL BA I 4% Webtype ACE D5
M A8~—) 2L TLEE, ZOXATDACEIZEAEDOF—TU— REGIHBITKRD &
B TT,

etep : TCP 7’12 h =)L, Webtype ACL Ti&, TCP T 7 4 v 7 OHERELET,

« 54T R LR : dest address argument TIL, 737 > NOEEFEHLEDIP 7 RUAZIE L £
R

* hostip address : IPvA R A N 7 RV AZFREL £ T,

s dest_ip_address mask : 10.100.10.0255.255.255.0 72 £, IPvd x> b U —27 7 RL AEB K
N7 Ry b w27 &BBELET,

s ipv6-addressiprefix-length : IPv6 1R A hE 72Xy NU—27 T RLARALET LT 4 v T A
ERELET,

+any, any4, 332 Nany6 : any (XIPv4 L IPv6 N T 7 ¢ v 7 Ol S #EE L £T, anyd
IZIPv4 b T 7 4 v 7 DHEFEE L, any6 (X IPv6 N T 7 4 v 7 DB ZERELET,

« operator port : SRR — L, RN— NEFRE LR TGEIL. TXTOR— FRRESN
£7, port \IZiE, TCP AN— hDF 5 (FEH) FIX4RIZIEE TEET, operator |ITIRD
WFRNTR Y T,

It Lv/hsn
cgt: LD KXW
ceq: FELW
eneq : HFL L2

e range : [EQOCIEH 2, ZOEBEFZ2HEHT2581%. 220K — MEFEZHEL
3 (#1 : range 100 200)

Webtype ACL M5
WOFNL, FEEDMRZED URL ~DT 7 B AZELT 5 HEEZRLTOVET,

hostname (config) # access-list acl company webtype deny url http://*.example.com

ROBNT, FFED Web N—~DT 7 ¥ A& EET 5 HEAZR L TWET,

hostname (config) # access-list acl file webtype deny url
https://www.example.com/dir/file.html
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N

webtype AcL 51 [

WOFNL, BrEY— 1 EI2Hh BEED URL ~DOR— |k 8080 #XH D HTTP 7 7 B A& E&HT 5
FEE R L TONET,

hostname (config) # access-list acl company webtype deny url http://my-server:8080/*

WDOHNL, Webtype ACL TU AV KA— REMEHAT L HIEEZRLTWET,

WIZ., http://www.example.com/layouts/1033 72 & URL {2 —E S H 5412~ L £7,

access-list VPN-Group webtype permit url http://www.example.com/*

WIZ, http://www.example.com/ <° http://www.example.net/ 72 & D URL (Z—E I 2 ] & /R~
L/ i ﬂ—o

access-1list test webtype permit url http://www.example.*

AT, http://www.example.com < ftp://wwz.example.com 72 £ D URL {IZ—EH I E 54| %2 R~ L
\i ‘g—O

access-list test webtype permit url *://ww?.e*co*/

WOFENL, http://www.cisco.com:80 <2 https://www.cisco.com:81 72 £ URL {IZ—E L £,

access-list test webtype permit url *://ww?.c*co*:8[01]/
FELOBOFPRFEE 1 T[] 1%, XF0 £ 1 N2 OGFT CHBLT 2R S5 2 &
AR LTWET,

WIZ, http://www.example.com < http://www.example.net 72 & D URL (Z—E X 5 %27~ L
ES ‘j—o

access-list test webtype permit url http://www.[a-z]xample?*/

EREOBNAR Lz range EE 7 [[]) 1. a~z OFPHNOIEED | SCFNHBLTEETH D
TEEBEELET,

WIZ, 77 A NGB ETNIRADOE T Tegi) BEE5 http F 7213 https URL 12— S
HLHERLET,

access-list test webtype permit url htt*://*/*cgi?*

GE)

FXTO http URL IZ—FH SH5H121%,  [httpe//*) TixZe < Thttpa//*/*) & AT 208 R1H
D \i‘d—o

T7OEXarvka—)L YR+ II



F7oERavra—Lyz |
. EtherType ACL (D E%7E

WOBE. Web-type ACL 23l LT, #ED CIFSHH~DT 7 v 2% T 4 B—T T 50
HEETRLTWET,

ZOTF Y ATIX, Tshares] &9 b— K 7 4L Z 2 [Marketing Reports] 35 LT
[Sales Reports] &9 22D T 7 4 /L XA S LTV ET,  [shares/Marketing Reports |
THNENDT 7 AP RINCIER LE 9 L LTWET,

access-list CIFS Avoid webtype deny url cifs://172.16.10.40/shares/Marketing Reports.

7272 L. ACL OFKZICH B 7e Tdeny all) BdH D728, EFid ACL #fEET 5 &, /L— L
74 ( Tshares] ) &3 _XTOY T 74/ 4 ( [shares/SalesReports| & [shares/Marketing
Reports] ) IZ7 7 BATER 72D £,

CORMBEEEET DI, V= TN E LDV T TV E~DT I A TR HH L
WACL 2Bl £9,

access-list CIFS Allow webtype permit url cifs://172.16.10.40/shares*

EtherType ACL D E& &

EtherType ACLIZ, R TV AXT VLU N T 7 AT U4 —VE—RDT Y T T N—TF X R—
DA B —=T A ADI P LATV2 T 74y 7ICHEHASNET, ZNHDL—V ML
T, LAY 2,37y NNO EtherType fEIZHESWT b T 7 ¢ » 7 ZFF Al 2 I3EECTE £,
EtherType ACL TiX, 7V v ¥ N —7%RMT 2P M T 7 4 v 7 D7 v —%HlETE £
T, 8023 7 L — A TIL, type 7 4 —/b KT < length 7 4 —/V RMEH SN D720,
ACL TIFFE S nEH A,

EtherType ACE Z:B/19 2 121%, kD=2~ FEFEHLET,

access-list access_list name ethertype {deny | permit} {any | bpdu | dsap hex_address | ipx | isis |
mpls-multicast | mpls-unicast | hex_number}

il

hostname (config) # access-list ETHER ethertype deny mpls-multicast

WKDOF T arnNHY E9,

s access_list_name : P FE 72 I1ZMEAF DO ACL D4 I, ACL 239 TICIFET 28561, ACL O
REBIZACE MBS ET,

c A EIIIIESR cdeny ¥ — U — REZHEET D & R —HLIEGEIT Ty FRES
INET, permit ¥ —U— RiE, FER—HLEGEINry hEFATLET,

e hI T 4w —EEM ROF T a v EERHLTC NI T v s EBRETEE T,
cany : TRXTOLAY2 NI 74w 7 &—HLET,

ebpdu: 7 74 /V FCHAIENDH TV v 7r has—H 2=y | (dsap0x42) ,
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* dsap hex_address : IEEE 802.2 imBR U o 7 filffl /S v b Dt — X 7 72 X KA
YEOT RUVA, a—PRFAELITEST L7 FL 2% 16 #5 (0x01 ~ 0xff) T
EHET,

« ipx : Internetwork Packet Exchange (IPX) .

« isis : Intermediate System to Intermediate System (IS-IS)
* mpls-multicast : MPLS < /L% ¢ X |,

* mpls-unicast : MPLS = =% ¥ A |,

* [hex_number] : 16 £ > bk ® 16 #E 0x600 ~ Oxffff THHE T & H{LE D EtherType,
EtherType ® U A MZ-DW\W T, http://www.ietf.org/rfe/rfc1700.txt (27 7 £ A LT, RFC
1700 TAssigned Numbers] =& L T 7230,

EtherType ACL D45
WROBIL, EtherType ACL DFXENE (4 X —T = A A~Oi )ik EGTe) R L TWE
7
=& 21X, MOY 7V ACL TIiE, WA v ¥ — 7 = A A THAF S 15— %172 EtherType 73
HASNET,

hostname (config) # access-list ETHER ethertype permit ipx
hostname (config) # access-1list ETHER ethertype permit mpls-unicast
hostname (config) # access-group ETHER in interface inside

WORFITIL, ASA Zi@id 5 —H O EtherType 283F ] SN F T4, THLSMIT R THE SR

iﬁqo

hostname (config)# access-list ETHER ethertype permit 0x1234
hostname (config) # access-list ETHER ethertype permit mpls-unicast
hostname (config) # access-group ETHER in interface inside

hostname (config) # access-group ETHER in interface outside

WOHITIE, WIFDA 2 H—T = A AT EtherType 0x1256 D b7 7 4 v 7 BMEA S FE 73,
N7 7 4y 73T _NTEHAISNET,

hostname (config) # access-list nonIP ethertype deny 1256

hostname (config) # access-list nonIP ethertype permit any
hostname (config) # access-group nonIP in interface inside
hostname (config) # access-group nonIP in interface outside
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B mecnroroxa—sartyvravcoalnfs

friE ==

DS

ATy T

V4 FxXxalL—a3 vty g TOHOACL

TR N—LE IO BHIHER TS5 ACL 2fRET S &, TOEE T ICFESN,
NI T 4o TR EZET, L= RT 7T 4 TR DTN —IL D 3 L 23 JLR
FETLIEHBORE L, TDa /3 V3% ACE ZiRE LIRS ETDH a2, FT Uy
Yaraly hBTIMILS TRIET D720, 77 BRA — L EEHTEET,

ACLfREEDHE L S ST 21212, Tav 74 F¥al—varvyiay] TEREAZLT
HIENTEET, 2oy varid, EENRFEZV RN v M 501, #ED ACE
ATVl NERETEDREESNTZE—RTT, Z0d, T3 ZAOEMEEZET T DHHI
W2, BOTRTOEENRET LI L2l TEET,

1R BHHIIZ

e access-group 2 v 2 NiZ X o TN a~vy NIRETEETN, 2ofioa~ R
L > TBHEND ACLITMETE EHA, ZRENRWVACLERELZY, FrL A
TVl NEERR LI 52 L TEET,

AT N F T2 N ITN—T A ERE T IIRETEETN, HDHEYIa LTI
OPF T2l NEFIFIA T2 N INA—TEERT AES, FULkyya s TEOL
TVl NETIFZAT V=7 N ITNV—TERETHZ LI TEERA, A7V =7 MOFA
BEBVIZERINTWARWESE, 2223y L ThoA 7V =7 NERET S
2, By va v BREREELTL ) ERYVETHLERDHY £,

e access-group 2~ K (7 7R )L—)) Lo THMEND ACL #fRET 255 1T
?yVHV%ZiyF?é&%ﬁ%?yﬁ7/a/ﬂ:y%%Twﬂﬁ%éhiﬁoC
DIz, ACLIE, HWACLAH LWACLIZE S HZ DN DENCERIC T A LS E
R

*ACL L A7 V=7 NADRIF B E A F—TWZT 5 & (forward-reference enable =~ >/
K) | access-group 2~ > K (7 7R )L—)) ([T TEHED ACL ZHIFR L THh
O, TOACL ZFERTEET, BRAZ Iy T2 &, AL /A NRET LIEITH
LWWA—=Ta O ACL MER SNE T, FIELRNWAT V=2 M2 RT 51— %1E
Lz, 778 A L=V THERATOL 7V =7 bEHIBRLIEY T2 b TEET, 72
7ZL. NAT e EOMDONL— L THEASNTWD A7 V=7 FEHIBRTZSE, aIy b x
T—RREAELET,

FIE

tovarERBLET,

hostname#configure session session name
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ATy T2

ATvT3

W Enar 7 ¥aL—vavtyvavcoaclofE i

hostname (config-s) #

session_name 3 CILFIET DHEIX. 0y v a v EREET, FELRWEGAIEL, #il
Wy g CEERLET,

BEfFDO® v v a v &2FKRT 521X, show configuration session =~ > RAfH L £3, —EIZ
TITATICTEDLE Yy v a VIRKRTIHDTY, HWREAOE Y > a VEHIBRT 2 0LER
58541, clear configuration session session name 2~ > R&fH L £,

MO —FRRET THLI-DIHEFEDOE v a V2 ZENRTERWESIT, By g
PIRETTHD L E2RT 77 7% 7 V7 CEET, ZOBRET, &y a URNEBRICITRE
FHCRWIZ ENRHERRIGEIZORTHTLTEEN, 77 7% Uty b3 5I21E, clear session
session_name access 2~ > K& L7,

(2Iv hENEEy I arORh) BEEATOVET, ROEAI L REFNLD/RT A—H
DOWT N EFEHTEET,

* access-list
* object

* object-group

Ty alrTEITTLIEEZRELET, HHTE a2~ NI, filckyrarygaly b
EHMEI DL TR T, HTEIEERSH L a~2 RiZkoO B T,

cexit : Ty a VAR TL, AEOI Iy MREEIIMTORWVWEED, TR Z LN
TEET,

 commit [noconfirm [revert-save | config-save]] : (Z I v F STk Yy g DH)
BRAERIFELET, By va 2R ETINE Y ahbhEd, V3—rkyviark
R1F (revertsave) L TH< &, revert 2~ RCEEZTIZET Z N TEEI, Fiz,
a7 4 F¥alb—rarktya a2k (configsave) LT &, DYy 3T
EHLIETRTORNFE, REIOSUTHEa Iy b TEET, U=ty varEi
FarzaFalb—vartyra ZRELEGAIE. ZE T Iy FSNETH,
Ty ar@3T T4 T7DOELECRVET, By v a rERWT, AEEZTICRLEYE
CEFEEZHaIy LY TEET, noconfirm 473 3 v EAEEDEY 72 save 472 =
VERETLE, T IRERREINBNEIICTHIENTEET,

cabort: (T Iy hENTWARWVWEY Y a v DR) BEEAREL, Byar2HBRLE
T, By v a v EREETLHAX. By v a &K T LT cear session session_name
configuration =~ > FZEMA L E3, Zoa~vr NI, By gy ZHRETICEICLE
R

erevert: (I3 v hENeky v aroRh) BEEEZTICKEL, kyvarzaly bt
By 74 Xal—2a lE@Z LT, #FOyya 2B LET,

« show configuration session [session_name] : ¥~ a2 CI{To 2B EEFRLET,
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ACLOE=HR1) Y
ACL ZE=4F 2521, ROWTNrOa~xr Re A LET,

« show access-list [name] : % ACE DIT&E S L by M U bEEFLT 7R VR NERR
LEd, ACLAZIFEL TIZS W, £HLARNE, I_XTOT7 78R U R MRFIRS
ET,

« show running-config access-list [name] : BUEFEITLTWDLT7 78X VAR a7 ¥ =
L=y arzfoRLET, ACLAZHRELTIEE N, £HLARVE, $RTHOT7 7 &R
VA RMPBERINET,

ACL O f&E &

HaE

Y

1)1)—R Bl

P PLiE, Webtype ACL 7.0(1) ACLIEX, *y NT—2 77 AZHIH LD, SF I E 28
BEEHTL N7 74 v 72 BELLLV T2 ENE
T, JRE7T 78 A 2 hr—L U X ME, through-the-box 7
IR arbha—nEZOMDON ORI S E
T, fEHEACLIE, V— bk vy 7 & VPN 7 4 VX THEH &
F£3, Webtype ACL (X, 774 7> F L ASSLVPN 7 ¢ /L ¥
Vo7 SvE T, EtherType ACL 1%, IP LISAD LA ¥ 2
N7 4y 7 EHIEILET,

access-list extended. access-list standard. access-list webtype,
access-list ethertype D42~ R2NEAINVE L7,

VLA ACL TOEEEDIP 7 FL2  [83(1) NAT £721X PAT 325 & =X, S E I EBERET, ACL
TO~ BT 7T RFLABIOR— FOMHNAREIZ/R D £
To ZHDHDOERRIZOWTIE, BHIN TV ZRWEREOT L
ALR— R NEEATHILERDHY £7, FEEOT RL A LFR—
FAMEAENDDT, NAT 2V 7 4 F 2 b— g UNEEX
NTH ACL Z2EE T 50BN 20 £7,

JEHEACL COT AT T 474 |84Q2) TATYTATA T77AT UV —ND2—HFEBLIOT L—7
T AT T A= DY IR— b ERIGILESIIHERH T e E Lz, TA4T T«
T A4 77AT U —I/LACLIET 7 &R L—)L° AAA L—)V
EEBHIT, BLOVPN IR TE £,

access-list extended =~ RRZLH I E L7,
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accomEE i

IJ IJ — X

Bl

EtherType ACL 23 IS-IS N7 7 1 »
7 e R— b

8.4(5). 9.1(2)

FNTUAXRT L N T7AT U4 —/LE— RFTIHL, ASA D
EtherType ACL ZfEf L CIS-IS 77 4 v 7 ZHIfHI T& % k
2Ty F LT,

access-list ethertype {permit|deny} isis =~ > R2zVET Ik L
7o

YEAE ACL T Cisco TrustSec D
A=k

9.0(1)

Cisco TrustSec TF¥ = V7  F)—TF % EETT L SuIfEH T
XBHXCRVELE, TAT T AT 4 77 AT T4 —)b
ACLET 7R L— L It TEET,

access-list extended =~ > RO I vE L7,

JE3E ACL & Webtype ACL C® IPv4
7 KL AL IPV6 7 R L ADHA

9.0(1)

JBE ACL & Webtype ACL CIPv4 7 KL A L IPv6 7 KL AR
PR—=bEND LR E LT, EETB I U%EICH LT
IPv4d BELOIPV6 7 KL ADFAAEDE LIEETE 7, any
F—TU— L, IPVABLNIPV6 T 7 4 v 7 BET L HICE
HINFEL, IPVADHD T T 47 %KY anyd F— U —
K&, IPv6 DHD NT 7 4 v 7 %3 any6 ¥ — T — RANEN
ShE L7z, IPv6 [EA O ACL IZIEHERE T, BEfF D IPv6 ACL
FHRERE ACL IZBA TSN E T, BITOFEMICOWTIE, VYU —
A ) —=hEBZRLTIZIN,

WD a~ RRETIFLE L7, access-listextended. access-list
webtype

ipv6 access-list, ipv6 access-list webtype, ipv6-vpn-filter D45 =1
~ Y RPHIBRS N E LTz,

ICMP =— RIZ X > TICMP 5
TU T HTANE Y T B0
DOYRIE ACL & A7 Y = 7 MghEdL
iR

9.0(1)

ICMP =1 — RIZESWTICMP R 7 7 o v 7 OFF A £ 72 13HEE
DTEDLLIITRY E LT,
access-list extended . service-object, service D4 =2~ RV

ANFFERSNE L,

ACLBEIOA T V=7 NEiRET
HibDary 7 4 Falb— g
Ty iay
TIRBAN—=IVNTOLT T =l
r B XN ACL ORI &M

9.3(2)

ML Lizar 7 4Falb—varyyiaryTACLEBLIUA
T2l NERETEXALIIRVEL, A7V B
U ACL ZRIABMT 5 2 L bAETT, D%V, ERMFEL
TORNAT V=7 h R ACL KT 5L — LB LT 7 2
IN—THBRET D ENTEET,

clear configuration session, clear session, configure session,
forward-reference, 5 J: U\ show configuration session D4 =~

Y RBREASHE L,
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