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Wik v b U —727 BIZBlONV—2 ZElET 2550, FEENTOMICV—T o 7 TE %
T, ZO8%A1E. (ASAFirePOWER EV 2 — /L 7 RLZLEIUXy U —27 ETO) EEA
VHE—T 2 A ADASALBLOIP 7 FLUADHRER EOMYIRRELFEAZHEMN LT, EHA
VB —T7 xA A LD ASA & ASA FirePOWER £ 2 — /LDl 2 T& £7,

FSUARTZLU M E—F

FSURARTLU b E—FDASASS85-X (/N\— K7 EVa—)L)

ASA FirePOWER & ¥ = —/ U2, ASA CIIHOER A VX —T =2 ANGENE T,

ASA 5585-X ASA FirePOWER SSP  ASA FirePOWER Management 1/0

D[ Tensnl 100 = g

4
ASA Management 0/0
Default IP: 192.168.1.1

AT 248

ASA FirePOWER €V 2 — /L E DO TRTOFEL N T 7 ¢ v 71%, FHU0A X —T = A
AETTEBRIIA X —T oA ATAH N ESNDMENH Y £7, ASAFirePOWER E ¥ = —
MZE, AV EZ =X N T 7 BALMRETT, O Z—T oA ZATASAT —H A L H—
T oA ATIERNZD, NI 74 v I RNy 7 T L—r ETASAZEIRT HZ ENTERA,
L7zl o T, MEMICEEA >V X —T 2 A A% ASA A U H—T = A AT —T NVTHERT D
VBB Y EF, ASAFirePOWER 2 ASAWNE A # —7 = A AFHTA U F—F v MTT 7
TEATEDL LT HITIE, ROBEEN 2 —T7 0V 8y 8T v 7E2SRLTIEIN,
ASA FirePOWER Default Gateway
Management Router

.-'l. L
Internet

. Layer 2
Switch

@ Module Management 140
5 Sel IP lo be on same network as MO0

Firepower
Management Center

ASA FirePOWER €~ 1 —JL .



ASAFirePOWER E¥2—)L |
B 5 2x<7L> kT 0 ASAS506-X ~ ASASEEE-X, ISA3000 (VT kD TP ESa—))

WHEBL— & 2 L7254 1. Management 0/0 A > % — 7 = A AZfEH L7220 THNEA >~
H—T 2 A% LTASA ZEHTEET BVIIPT FLAZMHH) ,

ASAFirePOWER Default Gateway

ASH 5565-X
Managemernt BVI IP Address for management
Computer = :
. Internet ™
—_
——

. Layer 2
Switch

| @ Module Management 140
e Sel P o be on same nelwork as BYY
Firepower
Management Center

GE) (V7 N AL vF) BRETDHEOICNEHT Y vV TA—FIZED LB THENTELHZED
oA o2 —T A ARHLGE, INFEAAL v TFE2ERTLIOZRT L ENTEES, T
TOTN D ITN—TDA B —T 2 A AR EXF2T 4 LYLIZHREL, RALtExa
V7 4 DWEEFHAIL, 7V v I NA—7 AL N—=DONAT Zi%E L T E S0, sEfllc
WTIE, ASAA VX —T oA ADRERATA ROFEESRL TS0,

FSURRF7 LYk E— FOD ASA5506-X ~ ASA 5555-X. ISA3000 (V2 b7 EDa—IL)

TNSDOFEF AL, ASAFirePOWER V2 — %Y 7 h =7 BV a—/L e LTETFL.
ASA FirePOWER & = — /U TEF 00 /- I13FH I/ A v X —T =24 A (BTG LT) &
ASA LHBF L ET,

ASA FirePOWER EY 22— /L D OT R TOEBRNT 7 4 v 713, BHA L XA —T = A AT
AR ENDHERH Y £9, ASAFirePOWER BV 2 — /L3, A1 v Z—%vy h T 78R
%‘gf‘j‘o

DXL, ASA FirePOWER £ = —/L & L 72 ASA 5500-X F 7213 ISA 3000 DHELER »
U—JREERLET,

. ASA FirePOWER £ 2 1 —)L



| ASAFirePOWER €2 2—)L

Management Center ~( ASA FirePOWER € ¥ 1 — /)L D&% .

ASA FirePOWER Default Gateway
Managemenrt Router ASA

B

e [ M oo @ o
L

management

| Management 1/1
-— ASA IP address: 192.168.1.1
Firepower ASA FirePOWER IP address: 192.168.1.2

Management Center

L

WNERL—Z A LRSI, ASABEHAOEMA L X —T7 oA ZAZfEA LR W THERA v~
B —T oA A% LTASA ZEHTEET BVIIP T RLAZMHH) .

Management

Computer ASA FirePOWER Default Gateway
ASA 1921681 %

BV IPAddress 192.168.1 1
\ F{nuter
outside —

G igabitEthernet 11

(May be required)
Firepower Management 1/1
Management Cernter No ASA IP address

ASAFirePOWER IP address: 192.168.1.2

A\

GE) (V7 N AL vTF) ZRETDHOICHNET IV v FNA—FIZEN Y THZENTEHED
DA H—T A ANRHDHGE, AL v TF AT HOEBTHZENTEET, T
TOTV Y IN—TDA L E—T 2 AR LEF2V T 4 LYULIEHREL, AILEX=
V7 4 OEEEHFAIL, K7V vy I —TF A N—=ONAT Zi%E L TL &, FHHC>
WTIE, ASA A U X —T oA ADRERATA ROFEESH L T 7ZE0,

Management Center ~0) ASA FirePOWER £ > 1 — /)L D& £%

Firepower/FireSIGHT Management Center |Z € 3 = — /L & %45%9 521X, ASAFirePOWER € 3 = —
NVCLIILT 78 AT 20N H Y 4, CLICHIOTT 78 AT 5 L, WARENTA—FZD
AN %R BIET, £72. Management Center |ZF ¥ = — /LA BINTHLENH Y £97,

i

*ASDM ZHEA L CTEY 22—V ZEHT AL, Z0® 7 a v ZHK LT, ASDM &
B @ ASA FirePOWER 2 2 —/LOHTE (16 2—) ZHBBL T EE0,

ASA FirePOWER €~ 1 —JL .



ASAFirePOWER E¥2—)L |
Bl AsariePower L~ 7 5 £ 2

s BV a—/LOEE % 1 50 Management Center 7> & 51/ Management Center (258192 M3
N LHEAE. £3F DT /XA A% Management Center D1 > X2 kU MNSHIERL £,
RIZ. configure manager add =~ > FZ4fli[f] L T, #7 L\ Management Center Z 5 L %
7, RIZ, #H LV Management Center 7 BB EkAE T CEET, 207 akRIZLD, 7
U= 7oy A== ER I NE T,

ASA FirePOWERCLI ~D7 VU X
ASA FirePOWER CLIL (27 7 B 24 512i%, IROWTNDHFEZER L £,

FIE

ATFYT1 ary—KR—F:

+ ASA5585-X : ZDETFT/LITIX, ASAFirePOWERE Y 2 —/VDE =2 Y — /L iR— Mg
FRTWET, (TEDDB9toRI45 U T r—7LLMEDUSB Y YTV T HETH
AL TS &0,

« ZTDMDTRTDET IV : fHED DB-9toRI45 2V TN —T N E D USB v 70
THETHEHEHLTASA 222 —)LiR— MMZEEGE L £ 9, ASA 5506-X/5508-X/5516-X (Z
i, I=USBarV— AR —FrbdHYET, USBaV— /L K— FOFEHFIRIZONT
X, N— R =7 A4 RESRLTIEIN,

ASA CLI T? ASA FirePOWER £V =2 —/L~DE v g
session sfr

ASAMNBY 7 MU x2T BV a—b~DEyary (1—=) 4R LTLI I,

ATwv T2 SSH :
ETV 2= VDT 7V MIPT KA (ASA FirePOWER OF 7 /v b (8 X—) % HMR)
BT 50 . 721X ASDM % ASA T L CTEHELIP 7 RLAZZEE L TH 5, SSH &1
AL THERLET,
ASDM T, [Wizards] > [Startup Wizard] DJIEIZEER L, 7 ¢ #— KT [ASA FirePOWER Basic
Configuration] (ZH#EAFE T, ZOX—I T, IPT7T RLA, ~R7 | BIOFT 74/~ F— |k
VoA ERETEET,

ASA FirePOWER ) X A% 5F

ASA FirePOWER € ¥ =2 —/L® CLUCERHNZ T 7 B AT 5 L FERRENRT A—ZDAT) %K
HDHNET, /2. ASDM ZfEH L TW2RWEA X, £ 2 —/L % Firepower/FireSight
Management Center |ZiB 13 2 MERH D F 77,

. ASA FirePOWER €2 1 —)L


http://www.cisco.com/c/en/us/td/docs/security/asa/hw/maintenance/5506xguide/b_Install_Guide_5506/b_Install_Guide_5506_chapter_011.html#topic_E8E7F99A8291432C975F86C1A16753B7

| ASAFirePOWER €< 1—)L

ATy T

ATvT2

ASA FirePOWER DE A% .

1R BHHIIZ
ASA FirePOWERCLI ~D7 7t A (14 %—2) IS L TEY 2 —/LCLIIKT 7B A LET,

FIE

ASA FirePOWER CLI C, =—%4 admin T 7 A > L ¥ 7,

MOTRTA T D551, T 74N bO/RAT— REMIALET, ASAFirePOWER DT 7 +
Vb @—=Y) ZBRL TSN,

T NS TV AT AREXITVET,

Wl x Ay NU—ZEE (Xv T —27 TO ASA FirePOWER & =2 —/LDE A (9 ~—
) ) IZ ASA FirePOWER ¥ o2 — /L DRDF > NI — V7 ZEEFEHLET,

cEBHIA LV H—T A A :192.168.1.2
EHYT Xy kA7 :255.255.255.0

« F— Rz A IP: 192.168.1.1

51

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: <new password>

Confirm new password: <repeat password>

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [yl: ¥y

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.86.118.3
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.252.0
Enter the IPv4 default gateway for the management interface []: 10.86.116.1

Enter a fully qualified hostname for this system [Sourcefire3D]: asasfr.example.com
Enter a comma-separated list of DNS servers or 'none' []: 10.100.10.15,
10.120.10.14

Enter a comma-separated list of search domains or 'none' [example.net]: example.com
If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

(Wait for the system to reconfigure itself.)

This sensor must be managed by a Defense Center. A unique alphanumeric
registration key is always required. In most cases, to register a sensor
to a Defense Center, you must provide the hostname or the IP address along
with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'
However, if the sensor and the Defense Center are separated by a NAT device,
you must enter a unique NAT ID, along with the unique registration key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Defense Center, you must use the same

registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.

ASA FirePOWER £ 1 —)L .



ASAFirePOWER €2 1—)L |
B Asom =m0 ASA FirePOWER £ U 2 — LR E

AT w73 ASA FirePOWER £ ¥ = —/ L % Management Center (2 %46% L £ 97,
> configure manager add {hostname | [IPv4_address | IPv6_address | DONTRESOLVE} reg key
[nat_id)
R D LB Y TT,
* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} (X, Management Center O 54 f&

filfi SNToARA R EZILIP 7 R A%FE L £9, Management Center 2S[E#%7 K L A5
ETE 251X, DONTRESOLVE A/ L £,

s reg _key X, ASA FirePOWER £ ¥ = —/L % Management Center (2% 8k 3 5 DI ML/ —E
DFFTN X D8 — T,

* nat_id 1%, Management Center & ASA FirePOWER & ¥ = — /L] DGk 7 1 & AH i H &
NDFA TV a r OFETFILFH)TT, hostname 73 DONTRESOLVE IZ5E STV S HE
ICHET,

ATV T8 ary—nNEREACET, Y7 b U =7 EVa—AORE WEANLET,

> exit

ASDM E¥EF M ASA FirePOWER € ¥ 1 — L DEETE

FTRTON—=2aVvELVETILOHAELENYR— S DdbITTESHY FEA, THER
DETILELUN—2a VD EHEMEHERLTLESL,

ASDM 1%, ASA Nv 7 7L —2 %4 LT ASA FirePOWER £ = —/LD IPT7 KL AZEFE T
XFTN, TRTOEMOEFRICIT, TV 2 — LPBELERFE/R, ASDMA v Z— 7 = A A L1
HA L H—=T oA RAEDOBINZHRY NT—7 T 7B ANMETT,

ASDM Zfifl L CE Y 2 — /L2 EHT 521, ASDM Z#EE L., BEHY 4P — FE2EITLF
7,

FIE

ATV Tl ASAICHEISNTWH AL Ea—HF T, Web 7T U Haid) L4,

AT w72 [Address] 7 4 —/v KiZ URL https://192.168.1.1/admin % A/ L £, Cisco ASDM Web ~2—3
MEREINET,

ATw 73 fHAEE/RA 7> 3 > ([Install ASDM Launcher] . [Run ASDM] . [Run Startup Wizard]) D\ 3
ks Uy LET,

ATy T4 EEOERIIES TAH 7> a 2R, ASDM Z 8 L %3, Cisco ASDM-IDM Launcher 7%
FrRINET,

. ASA FirePOWER €2 1 —)L


http://www.cisco.com/en/US/docs/security/asa/compatibility/asamatrx.html

| ASAFirePOWER €2 2—)L

ASDM EZEF D ASA FirePOWER £ 2 1 — L DELE .

(G¥)  [Install ASDM Launcher] #7 U v 7 L7256, A2 X > Tk, [nstall an Identity
Certificate for ASDMJ 29> T ASA @ ID ZEBHZE & ASA FirePOWER & = — )L DiE
HELZZNENA VA N—LT 52 ERNEITR D F7,

ATYTE 2—VLHERRT—ROT7 4 — )V REZEOEFFEHEL, [OK]Z27 VUV v7 LET, A1 ASDM
Uy RUBRFERINET,

ATFvT6 A LAL—/LT% ASAFirePOWER EL 2 — /LD IP 7 RLAEZFEET L L IRk S-S
X, XA T el Ry Akxy L LET, [Startup Wizard]| ZfFEH LT, £9, EV=2—b
DIPT FLAZIELWIP 7 RLAICHRETALEND Y £7°,

AT w1  [Wizards] > [Startup Wizard] %33R L £,

ATvT8  WMEIZS U TEMD ASAGKELTT 9 ». F721X. [ASA Firepower Basic Configuration] [Hj[fi /3%
RENDET, BmztERE T,

— —
[ Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard [

¢ Startup Wizard ASA FirePOWER Basic Configuration (Step 9 of 12)

In order to establish proper connectivity with the ASA FirePOWER service blade, please enter
all necessary information,

Mote: ASA FirePOWER-related configuration is intended For bootstrapping. Modifyving an
existing ASA FirePOWER. configuration may lead to undesired results,

[] Eelect to Bypass ASA FirePOWER Configuration.!

Metwork Settings
IP fddress: | 192.168.1.2 I

Subnet Mask: |255.255.255.0w

Gateway: 192.168.1.1 I

Please read the following license agreement. You must accept the terms of this agreement
before continuing the wizard.

End User License Agreement -
| ==
IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT

|CAREFULLY. IT IS ¥YERY IMPORTANT THAT YOU CHECK THAT YOU ARE
PURCHASING CISCO SOFTWARE OR EQUIPMENT FROM AN APPROVED

| SOURCE AND THAT YOU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,

| THE "CUSTOMER") HAYE BEEN REGISTERED AS THE END USER FOR THE 1]
PURPOSES OF THIS CISCO END USER LICENSE AGREEMENT. IF YOU ARE NOT
|REGISTERED AS THE END USER. YOU HAYE NO LICENSE TO USE THE |

SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE

; AGREEMENT DDES NOT APPLY. ASSUMING YOU HAYE PURCHASED FROM AN
| APPROYED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR

| CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS

| AGREEMENT.

| CISCO SYSTEMS, INC, OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF « N
BN (1] b

() I accept the agreement

([<Bock | ext> ) (Eish | ((Goneel ] (0 )

ASA FirePOWER €~ 1 —JL .
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ASAFirePOWER E¥2—)L |

B asariePower €2 —LogE

ATvT9

ATy 710

T 74N MREEHHATHITIE, ROEEZHRELET,
* [IP Address] : 192.168.1.2
* [Subnet Mask] : 255.255.255.0
- [Gateway] : 192.168.1.1
[T accept the agreement] 227 U ~ 2~ LC, [Next] 72X [Finish)| #27 Vv /35L&, 4P —F

BRETLET,
ASDM ##& T L. FiEI L £, R—L~—IZ ASA Firepower D ¥ 7N F RSN ET,

ASA FirePOWER € 1 — )LDEXTE

ASAFirePOWEREY 22— /L TEFXF 2T 4 R —EFHELTHD, "I T74 v I HFV a—
JWIZERET DL O ASA R ELET,

ASA FirePOWER £ 21— /)LTODE X1 Y T4 RY —DHF

X2 VT ¢ AU —iL. NextGenerationIPS D7 4 V2 Y o TRT7T TV br—a D7 40
BV TRE, BV 2= LVTREEINDAV—EAZHE L ET, ROWTLDHFELEHEHRL
T. ASAFirePOWER £ 2 — /L TEx 2T 4 R —2RELET,

FireSIGHT Bt > 42 —

Web 7" Z ¥ ZAdi [l L T https://DC_address B & £3°, Z ZTDC _address 1%, ASAFirePOWER

DHAHE (143—) TEHRLIEZR =YY DDNSLFEZIXIPT RLATYT, =& 23,

https://dc.example.com & L £ 97,

F£721%. ASDM T [Home] > [ASA FirePOWER Status] Z3#R L, % v 2R — RO FED Y

Yo uRIY v LET,

ASA FirePOWER D% EIZBIT 2 FEMIIZ DU Tid, Management Center D42 7 A L~V
[FireSIGHT System User Guide 5.4] & 7213 [Firepower Management Center Configuration Guide

6.0] (http://www.cisco.com/c/en/us/support/security/defense-center/
products-installation-and-configuration-guides-list. html TAFFHE) Z B L T Z X0,

ASDM
ASDM T, [Configuration] > [ASA FirePOWER Configuration] % 8&4R L ¥ 7,

ASA FirePOWER O EIZBT B 5EMIZ OV TIE, ASDM CTEY a2 — VDAY T A 2 ~)VT |
[ASA FirePOWER Module User Guide 5.4) % 7-1% [ASA FirePOWER Services Local Management

Configuration Guide 6.0]  (http://www.cisco.com/c/en/us/support/security/asa-firepower-services/

products-installation-and-configuration-guides-list.html TAFFHE) ZZH L T I,

. ASA FirePOWER €2 1 —)L
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http://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
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| ASAFirePOWER €< 1—)L
ASAFirePOWER E 2 —L~D 571 w0y g4Ls + |

ASAFirePOWER E2 12— I)LAD ST 4 v D) FA LY k

4V?4V%—P&4V§4V&y7(% ZER) E—ROHE, N T T4 v T EEV a—
WCUHEA VT b THECH—ER R —%FHE Li@“o Ny 7 FoXEHE— RIZ
ﬁéﬁAi<MAKUV~%N4NXT5%§74V7U§4V773V4V5~7142

ERELET,

ZITEH, INHDE—RERET D HEZOWTHBALET,

A4V EF—FFELEEFAVIAV 8y T EZIERE—FDET

EETHEED NI T4 v 7 EHATHEF—E 2 R —FERR LT, T 71> 27 % ASA
FirePOWER €V 2 — /N ~U XA L7 FLET, TOF—RFRTE, 727EFANL—L7RED ASA
RYV—iX, T T4 I NET2a— N~ E AL NENAENCEAENET,

48 HREIIC

e (ASAFirePOWER L AZHa L7-) IPSE/IZCXEY 2a— LI T T4 v 72U XA LT |
#577747%—EXTJ/—ﬂ%5 A1, ASA FirePOWER #"—E 2 R o —%
RETHHNCZEDRY /~%ﬁﬂﬁf£?‘éﬁ%75>&;@ F9,

« ASA B L INASA FirePOWER £ = —/LIZIE, T —EBEMHOHEZRY O —52HBELTLE
XV, MFORI—1F, F I 749 I DAL TA L EFT—RERIFA L TFTA L By T E—
RENKMT BMNERH D F9,

eI NTF ALTFXFARNE—RTIL, X2V T4 avTFFANCIOFRIBEEFETLET,

FIE

AT 71 [Configuration] > [Firewall] > [Service Policy Rules] DJIE|Zi&R L %9,

AT w72 [Add] > [Add Service Policy Rule] % &R L &£ 7,

ATV T3 RV V—%BEDOA U F—T oA AZHEHAT D0, EITEEMICEAT 500 %8R L, [Next]
7 Vv LET,

ATYTE I T7 490 D—HERELET, XX A VAU ROT 7B A)L—)LEEE LTz~
TDORT T4 I NRET2a—~NUXA LT NEND L HIT, —EF% [Any Traffic] IZFRE T
F9, £/o. A—bF, ACL GEEILE%EOENE) | FTITFDO N T T 4 v 7 7T RITHES
W, KIVEEREEELZERTHZLELTEET, ZORY —Tik, ZoMmOFT T a %
bEVAEHATELVERA, NTT7 4 v 7 IV TADERNBET LIz, [IR~ (Next) | &7
Vo7 LET,

ATY TS5 Jb—/L 77 3 (RuleActions) | ~3—C [ASA FirePOWER A > A7 3> (ASA
FirePOWER Inspection) | % 7 %27 U v 27 LET,

ATY 6 [ZD7 1 —I(Z ASA FirePOWER Z %027 % (Enable ASA FirePOWER for this traffic flow) ]
Frov IRy I AEF AT LET,

AT 71 [ASA FirePOWER Card Fails] 81 T, koWInnz 27V v 7 LET,

ASA FirePOWER £ 1 —)L .



ASAFirePOWER €2 1—)L |
B oo sovraRons

e [Permittraffic] : €Y a2 —AREHTERWEE, T XTO NI 7 4 v 7 O@imZ &7 L
THFAT2EIICASA ZHRELET,

* [Close traffic] : EV a2 — ABMEHTERWEE, T XTONF 749727 vy 7 T5 K
DI ASA R ELET,
ATvFT8 (TR b7 74 v/ OHRARVEHOaE—2FET2a—VCEETDL T4 Xy
£— RiZ9 %) 2%, [Monitor-only] %412 L %9,

TI7ANVENTEH, FTF 74971340 T4 T—RTHEEINETT, ASABLNASA
FirePOWER (213, T —BMHOHERY o —Z2RELTL &N, WHFORY —ix, b7
TAU T DATAERITT=XAFEHERMTAIMLENH Y F9,

ATy 79 [T (Finish) 1. (@A (Apply) 1DIEIZZ V7 LET,
ZOFNEEEVIELT, BMO T 7 v 7 7a—%REIOECTHRELET,

Ny T b3 T74vIEEDHRTE

EFVa2— NI T T4/ Dat—FRELTEY2—/LH ASA bRy NI —7 ICEEL 5
ARV VT Em A EFAE— R TEY 22— VA EHTI58IE. N T 7 4 v ok A v ¥ —
T2 A AR ELTEDA L F—T A A% AA vFOSPANR— MIHEHEL 7, FEMIZD
WX, ASAFirePOWER /Ny V7 E=XEH N7 7 4 v JHEE— K (4 X—2) 25
LTLEEW,

WKOHA RFTA4 L TiE, ZOEAE— FOBELIZHOWNTHEALES,
CASA T VI N avTFEANBIRN I VAT LY N BE— R THAVLERHY 1,

cHRAODDA L E—T = A%, "I T4 v IHEA L H—T 2 A AL LTHRETEE
T, TOMD ASA A v F—T = A AL, @EEBVHEHATEET,

e NI T 4w IHEEA L HZ—T = A AT, VLAN E/-IEZBVITIEARL . WA L F—T =4
ATHHUENRHY T, £/, WA L Z—7 oA A2, FHICEERT S 72 VLAN
FRETHZLITTEEREA,

e NI T 4 IHRIEA L H—T A AL, ASA R T T 4 v 7R TEERA, 2D
i T2, 7o A N OF B 2 ST ASABEREMITICERE L2V T5 2
LITTEERA,

e NT T 4 VHEEA L E—T oA ALY —E R RY —D 5% ASA FirePOWER | 5
T4y 7 HIZRETEERA,

FIE

ATVl NI T4 v VBRI T AW A —T 2 ADA L HE—T 2 AT fFal—g
v E—RERBLET,

. ASA FirePOWER £ 2 1 —)L
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ATy T2

ATy T3

ATv74

7o7 4 IRIEREY T4 7 K—aroant [

interface physical_interface

51

hostname (config) # interface gigabitethernet 0/5

4V& 7:41_uﬁéht%%%mﬁbifo:@4V&~7I4xﬁwfh#®A$\
BRETHEHAINTWGES, TOREITHIBRENET, BELIEA Vv X¥—T7 =2 A LT
74/7%£% ﬁf%iﬁh

no nameif

NI T4y 7EREEAF—T M LET,

traffic-forward sfr monitor-only

GE)  bF 74 v EERICHET A ERE, TEVA ML=V a VHNTOAEETE ET,
ZE, BAR—F SN TWHAEE—FTT,

/]"‘/5—73:/1)2%/]);?\‘—7\/1/&: Li‘a—o

no shutdown

BIOA v HZ—T oA ZZHONWT, ZOFIEZHEY IR LET,

i
WOBENE, GigabitBthernet0/5% N7 7 4w VHisikA U H—T =2 A AL LTEHELET,

interface gigabitethernet 0/5
no nameif
traffic-forward sfr monitor-only
no shutdown

T7OT4RMBXYTT4 T R—2ILOEE

ASA FirePOWER (21X, ==— W ID {FHMENET LN TELT AT T 474 R —n
GENTVWET, 2—F IDEHERENETDHZ LT, 77 BAHEA—VEHEDOZ—FI L
Ra—H Z—TIChbET, 2—PIZESWTT 7 B R 2 BRI B L OGS T %
T, Fo, 2=V IDICESWT T 74 v 720752 L TEET,

HTTP/HTTPS Bt DA X, 77 T 4 7T 7eiibk e It L C2—VIDZWNET DT AT T 4T 4
I— V% TE T%i# TIT A TRIET AT T 4T 4 V—VERBETZEEIT. BT o
FUR—PME L THETHALIICASA TX Y 7T 4 7 R—Z NV EHAINIT HMERH D F
T, BN T VT 4 TRGEEBERT DT AT T 4T 4 —Z—%T % &, ASAFirePOWER
TV a— i, BIEERE ASA A VA —T 2 Af ADIPT RV R/Fx T T 47 R—Z NI
XAV NLET, T 740 b BF— L85 TTN, THIIELHEAHETT,

ASA FirePOWER £ 1 —)L .



ASAFirePOWER €2 1—)L |
Bl AsariePower 02— LoEE

AL XL DX ST 4 T HR—F NN A =TI LR WA, 2Ny o T EREED A
TEFET,

IR B I
o Z DOFEREIL. ASA FirePOWER 6.0+ B D/ —F v K T — R CORHHTHE T,
N F AT HFAPNE—RTH, X2V T4 23V THFANCIOFIBELEITLET,

FIE

AT v 71 [Tools] > [Command Line Tool] %z &R L 9,
ATFYT2 T T 4T R=2VEHFNNILET,
captive-portal {global | interface name} [port number|
ENENOBHTRDO LBV TT,
sglobal T XTDA U H—T =2 AA ATXY T T 4 T HR—HF )N & T a—r Uil 3x—7 NI L
£7,

s interface name L. FEEL72A v H—T 2 ADHBTXX T T 4T R—F V& F—T L
WCLET, a~vr FEEEAN L TEEDA VX —T 2 ATA RX—TNMITEET, =
DIFEX *%®4V& T2 A ADIHD NT T 4 v 7 % ASA FirePOWER £ ¥ = — /L
)&4V7b¢5 WERLET,

e port number T 5 & EETHRIEA— FEHETEEST, I—UV—FREGENLTH
ROVEATE, R— 88 ENE T, F—U—FEEDIHAIFE, A— FESE 1025
PLEZT 208 RHD £97,

1 :

72 zlE, R—F85TXY I T 4 T R—FNE T a—rJLIZENCT BT, RO X IITA
HLET,

ciscoasa(config)# captive-portal global
ciscoasa (config) #

AT w3 ASAFirecPOWERT AT o T 4T 4 RY > —T, T T 4 TRIAFRETEY ST 4 7T R—F )L
%k&ib# SR ERICAR—IRBEINTWDAZ 2R L. T T 4 7TRiE 2 a0+
DI DI B ZFDOMOBRTEEITVET,

ASA FirePOWER EL 21— )LD EHE

ZOHEIZIE, BV a—VOFEBRIZEOFIENEENE T,

. ASA FirePOWER €2 1 —)L
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EC1-L0A VR b—LEREEAA—00 5 ||

EDA—IMWNDAAC=IFEEETFBEA A=V

TOHETIE, VI NI T ERIFI N R T 2T ED 2= DA VA NV HFEFFIEHA A—
DU T FHIEIZOWTERALE T,

YIRYDTT7 ED2A—ILDA VA M=ILFLITEAA—D0T

ASA FirePOWER EV 2 —/L L L BIZASA ZEA LTS E, EVa— L V7 MU= T BIW
WF2Y Uy KR AT —K KT7A47 (SSD) IFHFHFNIA VA h—LInNTEY, T <ICHRET
xF9, BEFED ASA IZ ASAFirePOWER V7 b U =7 £V a—VEBINT 5546, 720X
SSD % AcHad 2 BN & 54 1%, ASAFirePOWER 7 —F Y 7 "7 =7 %A A h—/L L,
SSD # XAk LT, ZOFEICH STV AT AL YT v 2T A A =L LET,

AT ASA FirePOWER £V 2 — L& T VA VA M— LT ANERH L S5 RNT, TV 2—
NDA A=V OFMERITZNE R CFIETY, SSDEZHTHIH/IT. VAT LEFHA A=Y
NEZA D=3t

SSD ZMERHINZA A b=/ T 5 HIEIZOWTIE, ASADN—Ku =T HA RESRLTL
72X,

18D HHEIIZ

e 77 vwia (disk0) ZEEEICIE, AR EDL, T YT 2T DY A XIZ3GB &
MR TZRE ENMETT,

XN F AT HRARNET—FRTIE, ITFANEFTAR—ZATZIOFHEEFITLET,

e A—PRETLTCWDAREMEOH MDY 7 F =27 TV 2a— Va2 T _RTU vy v hE T
THMLENHY 9, ASAIL, FEHZ1 2OV 7 b 2T £V a2a— /L INETTEEHE
Mo TOMELEX ASA CLI B ETTHMERH Y 9, & 21X, kO~ FTIPS
VIR 2T BV a— NV Ev Yy MU UVBIORT A A=V L, ASAZURr—F
LET, CXEV 2—LZHIBT 570D a~<r REE LTI, ips D 0 1T cxse F—
U— RZfHT 10880 9,

sw-module module ips shutdown sw-module module ips uninstall reload

ASA FirePOWER £ 2 — V& HA A=Y 7T 5551, MLy yy MU avwr R
ET A VA= av s REERALTHEWA A=Y EHIBRLET, /=& 21X, sw-module
module sfr uninstall 2 L £9°,

IPS E/IECXEY 2= M N T T4 w0 B VXA VI NTDT 7747 —ERA R
R LGE, FOR) —EHIRTOIMLERHY T, LT, RV v—nra—
2V R —DHA | no service-policy ips_policy global Z il C& 9, h—E A K
IRFFT D MED B HMON— LR EFITNDEEIL, HRORY v—~ v T hb
VEA VI varyavy RERMICZHIBRLET, ERIXVEA LI a v BeDr 7 A
KT HME—DT 7 aDEEIXNT T 4 v 7T ARKERIRLET, CLI £720%
ASDM #fEfI L CAHR Y v —ZHIfRCTX £7,

» Cisco.com 2>5, ASA FirePOWER O 7 —h f A=V BI NV AT A YT hy=T Ry
TV O ERGLET,

ASA FirePOWER £ 1 —)L .
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B o oroz7zva-nororxr—ngtrEA—DY

FIE

ATYT1 T—= b A A=VEASA~Z Y a—RLET, VATA Y7 b= TIHRELRNTES
WV, ZHIFETSSDIZF Y rm— RENET, ROBIRENRH Y £7,
«ASDM : HNZ T — b A A=V E V= AT —va iy vra— RT5n, 7237 —
I A A—% FTP, TFTP, HTTP, HTTPS, SMB, F72i% SCP #— NZEE L £7, K
\Z ASDM T, [Tools] > [File management] Z &R L, 1#YI72 File Transfer 2~ N & LT
[Between Local PC and Flash] & 72| [Between Remote Server and Flash] DU 71032 SR L
F79, 7— b Y7 hU =T % ASA EO disk0 ([ZH5E L £,

« ASA CLI : I 7— ~ A A—% TFTP. FTP. HTTP. *721% HTTPS ¥— R LIZHLE
L. KiTcopy A~ REMFALTCTZ7 I va~F v ra— RKLET, ROFITHE, TFTP
AL £,

ciscoasa# copy tftp://10.1.1.89/asasfr-5500x-boot-5.4.1-58.img
disk0:/asasfr-5500x-boot-5.4.1-58.img

AT w72 ASAFirePOWER BHl A L & —7 = A ANS T 7 & AA[RE7Z HTTP, HTTPS. F£7-1X FTP ¥—
23T, Cisco.com 7>5 ASA FirePOWER AT AL V7 b =27 2 X yra—KRKLES, F0OV
7 R =T % ASA ED disk0 (X 7 — RLARAWNWTL 7ZE0,

AT9 T3 koa~<wr RuE A LT, ASAdisk0 T ASA FirePOWER £ 2 —/L 7' — | A A=V DT %
%QH/E_‘ I_/ gi ‘é‘o
sw-module module sfr recover configure image diskO0: file path

1 -

hostname# sw-module module sfr recover configure image diskO:asasfr-5500x-boot-5.4.1-58.1img

IERROR: Another service (cxsc) is running, only one service is allowed to run at any time,] @ X 9 72

A=V RFRINTEHEE, MOV 7 b 2T BV a—ARTTICRESN TS Z %
BWLET, ZOYT7 =7 FEVa—NET Yy FF U LTHIBRL, LORHRSFE Y
Ta ORI TH LWEY 2 —LE A VA M= TELERDHY £3,

ATv T4 ASAFirePOWER 77— F f A=V %o —RLET,
sw-module module sfr recover boot

AT v F5 ASAFirePOWER € ¥ = — LN ENT 5 FTH S ~ 15 0FF > T b, BUEFEITH D ASA
FirePOWER 7 — b f A=V ~DarvV— )Ly aZ&Ed, Byvarazflnce s

AT NeERRLEE T, Enter ¥ — 2 IR T IUER LR WEAERHVET, T 74
)V b —H4 1% admin T, T 7 # /L DO AT— KX Adminl23 T3,

hostname# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

. ASA FirePOWER £ 2 1 —)L
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ATvT6

ATy 17

YT rIIF ES1—LOA VR F—LEREES A—Svy

Cisco ASA SFR Boot Image 5.3.1
asasfr login: admin
Password: Adminl23

TV a—DT— ERET LRWEAF, ttyS1 20 L TERTE RN E NI X v —UNRE
TRENTsession A< RBREKBELET, LIESL FoThHEHRAITL T IEE N,
VATAE TN 2T Roylr—ChE A VA=V TELLIICV AT LERELET,

asasfr-boot> setup

1 :

asasfr-boot> setup

Welcome to SFR Setup
[hit Ctrl-C to abort]
Default values are inside []

WDOTa T SRR RENET, BT FLALH— 7oA, BLONDNS [HRNSEE/
ETHDHIEIHEELTLIIEEN,

» Host name : fix K 65 LTF-OHIT T, AX—RA[IfEHTCEFHAL, " 7 ITEHTEF
j—o

* Network address : AZ 7 (v 7 IPv4 £721XIPv6 7 KL A &R ET 57>, DHCP (IPv4 @
BE) . FIEIPve AT — ML AHBRREEM AL E T,

* DNS information : »72< &5 1 DD DNS 4 —NZHRHFETHMLENDH N FT, FNAAL U4
ERELTRAAL VERETDHELTEET,

« NTP information : > AT LA 2R ET 572012, NTP ZH NI LT NTP — %2R E
TEET,

VATL VTN 2T A A=A A =L LET,

asasfr-boot> system install [noconfirm] ur/

TR A v — I EE L=< WA 1E. noconfirm 473 3 246 E LE4, HTTP. HTTPS.
F/IEFTPURL 2 LET, 22— WL L2 U — RBRMLELREASIZ. T2 AT AL
IRENET,

AVAN=ANETTDHE, VATAPHEBLET, 7V r—vararR—xr oA
yxk—kaMImmmmR#~Exﬁ%#¢éif*ﬁ%ﬁﬁﬁﬁk@ﬂﬁﬁ@iﬁoA
AT RT Ty b7 —LTIHI0GU LD EAERH D FTN, oa— 2 R 7Ty 74—
LTIE60~80 LA LB Z ENRH Y F9, (ﬂmwmmhhﬂ?@ﬁﬁﬂi\?”QTJXfD?7~
ZUp &L LTRLET) o

W 2R L ET,

asasfr-boot> system install http://upgrades.example.com/packages/asasfr-sys-5.4.1-58.pkg
Verifying
Downloading

ASA FirePOWER £ 1 —)L .
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Extracting

Package Detail
Description: Cisco ASA-FirePOWER 5.4.1-58 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: y
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading
Starting upgrade process ...
Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system.
(press Enter)
Broadcast message from root (ttySl) (Mon Feb 17 19:28:38 2014):

The system is going down for reboot NOW!
Console session with module sfr terminated.

AT T8 ASAFirePOWER TV a—~Dt v a L 2HEXFET, 7VBEOTE 2 —1lca A 4
L0, Bloa s A4y a7 RRERINVET,

ciscoasat session sfr console

51

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

Sourcefire ASA5555 v5.4.1 (build 58)
Sourcefire3D login:

AT REZTETTHITIE. ASA FirePOWER O EEAHE (14 2—) 2B L T &V,

5685-X ASA FirePOWER /\— K 7 ELa—J)LOFA A —2 U4

il 5 7 DOELH T ASA 5585-X @ ASA FirePOWER /N— R =7 ¥V 2 — /L DA A — T % FER
TAHOLERDLIHETE, T—F A A= AT A VT =T Ny — 0% Z OlE
FCA YA RN—NTHLENRDHY T, VAT LAPEIET DI, MFORyr—T% A A
M= HRERHY ET, BEORITIL, Ty T T L=y r—V% A A F—LT5
72DIZ, VAT DA A=V EFERTH2MEITIH D A,

T—hr A RA=TEA VA= TBIE, FEVa2—Dary Y — L R—hza s AL,
ASA FirePOWER SSP @ Management-0 " — k735 A A—% TFTP 7 — M 5L E R H U £

7. Management-0 78— MEISSPDHEAID A v MId 5H7-8, Managementl/0 & b FFIXIVE T
73, ROMMON T/% Management-0 ¥ 72 /X Management0/1 & U CRBik I E 7,

. ASA FirePOWER £ 2 1 —)L
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5585-X ASA FirePOWER /\— K 17 21— LoEA A -5 |

\}

(GX)  ASA 5585-X ASA FirePOWER ®O/n— R =27 £V 2 — /L TCld, TV a—LDOFA A=V L7
FRCRAETAY T —hE2EDTEY 2a—LD ) 77— M, HRRI3OBEDO T 74 v 7B Ky
FLET,

1R BHEIIZ
TFTP 7' — FZAT 5 12iE, ROFIEEZFEITLE T,

T = A A=VBIOPY T FU =T A A=V %, ASAFirePOWER ¥ 2 —/L D
Managementl/0 { > % —7 = A A/)57 7 & AA[EE7: TFTP H— NZELET 5,

* Management1/0 & % v N U — 7 \ZHHiT D, DA F—T = AEMEHL T, 7—FA
A=V % TFTP 7 — T 20 ERH Y £,

FIE

ATFYT1 EFVa—nrOary—)FR— N NEEELET,
2FvT2 RATFAEYVo—RNLET,

system reboot

ATy T3 Tur T InERENES, Ese ¥F—EFH LT — b bkiFHLET, GRUBR VAT L%
T — T HEOICEIT2ONRETRENZHERIT. BHTETT,

ZHIZE D, ROMMON Y o7 MZl v B 4,
AFvT4 [ROMMON] a7 Tk AN LET,

set

WRDONT A—=Z EFELET,
« ADDRESS : ¥ 2 —/LOFELIP 7 KL A,
* SERVER : TFTP $—/3D P 7 F L X,

« GATEWAY : TFTP — D47 — s =4 7 KL A, TFTP #—/37% Management1/0 [ZTE
B SN TV AEAIE, TFTP H— "D IP 7 RLAZHEH LE4, TFTP — "B LW
BETY RUARRI LY 72y b EICHIGEIE. F— b oA R ELRNTLL SN,
RETHE, TFTP 7 — F VR L £,

« IMAGE : TFTP 4 — R ED T — h f A=V DRRA LA A—=V4, T2 & z2IE, TFTP —
O /tftpboot/images/filename.img (2 7 7 A /L % B\ =354, IMAGE D11 images/filename.img
LD ET,

1 :

ADDRESS=10.5.190.199

ASA FirePOWER £ 1 —)L .
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. 5585-X ASA FirePOWER /N\— KO =7 EDa—ILDFA A —P 5

ATy TH

ATvT6

ATy T1
ATvT8

ATvT9

ATy 710

ATvIN

SERVER=10.5.11.170
GATEWAY=10.5.1.1
IMAGE=asasfrboot-5.4.1-58.1img

REERGELET,

sync

Fyrao—RBLIOT7—k a2 &2Bt5 L 9,

tftp

HATRNZ R TN~ — I DERRINET, MOBIZT—EDBETTDHE, vr/Afr 77 b
NEREINFET,

/XAY— K Admin123 Z{#EfH L Cadmin & LCua /A LE7,

VATAIY T NI 2T R —CE A VAR ALTEDLLICV AT LAERELET,
setup

WKDOTa T NRFRENET, BEHT RLAEA— Mo A, BLUODNS [FHRATEE 2 H
ETHDHIEIHERELTLIEE N,

* Host name : fx K 65 LFDOFHTFT T, AX—RAIHHTEEHAL, N 7 UITEHATE E
7,

» Network address : AZ 7 v 7 IPv4 £721XIPv6 7 KL A ZZXET 57>, DHCP (IPv4 @
BE) . £ IPv6e AT — F L AHBREAHFEMR L £,

» DNS information : 272< & 120 DNS v —RE M ETANLERNH Y £9, RAAL U4
ERELTRAAS VERFETDHEHTEET,

« NTP information : > A7 AL 2R ET D721, NTP A% LT NTP — " Z 3%/ T
TxET,

VATAE TN 2T A AT EA VA =L LET,

system install [noconfirm]| ur/

51

asasfr-boot> system install http://upgrades.example.com/packages/asasfr-sys-5.4.1-58.pkg

FERA v =IO E L2 WA 1T, noconfirm 472 g U EHRE L £,
AVAN=ANETTDHE, VATLANFHE#SLET, 77V r—varyarii—xr DA
v A h—/L & ASA FirePOWER H—E 2 OFENTIT 10 55784 B0 3,

T—IRRET LIS, T74/VEONRRT—REEHALTadmin & LTr 7 (2 LET, ASA
FirePOWER OF 7 /L b (8 X—3) ZZHML T ZE0,

REZFET T HI21E. ASA FirelPOWER OEEAFRE (14 X—2) 2R L TL &V,

. ASA FirePOWER £ 2 1 —)L
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rzo—routyt ||

AV SYESRNOR L AVE S
BHI—YPDONRRAT — FEENTZHEAIT. CLIREHEREZE OB Oa—FnNa /1 LT,
AT — REERETEET,

WL HER 2 FEORI D L — Y BIFLE LR WG AL, ASANDERE ATV — K&k N TX
FT, FTIFATFONRRAT— KL, Y7 by =7 VU —R S0 THERREY £9°. ASAFirePOWER
DT 7ANE 8X—) ZZRL TSN,

1R AR
ewNTF ATHRANE—RTIE, a2V TFANFITAR—ATZOFIHEZFITLET,
+ ASA ® hw-module 33 & O¥ sw-module =< > K@ password-reset 47" 3 > 1L, ASA
FirePOWER Ti3#6E L £ A,

FIE

a—H admin DEL 2 — )L XAV —REF 73/ MUty FLET,

session {1 | sfr} do password-reset

=R T TV a—VOEGEIF1, Y7 b7 B a—LOGEEITsr ZEHALFET,

EVa— )Ly —FrFEREIEFVEY F

ASADDHEV2a—NZ)ua— KL, Uty bLTBIr—=RLEZDTH5ZLNTEE
D

1560 HHIIC
VAF ALTHRARNET-RTE, 2T HRRPETAR—ATIOFIAZETLET,

FIE

KOWTRpOa~wy ReEATLET,
e N—RU T EYa2—/L (ASA 5585-X)
hw-module module 1 {reload | reset}

(GE)  ASA 5585-X ASA FirePOWER DN— R =27 FVa— )L FDA v F—T oA A
T, Y7 ho=TOT7 v 77— FRRIZRAETDII 7 — b2 E50EY 2—1D
V7 — R, R3OBREIO T 74 v RN Ry 7 LET,

V7T EVa—b (ZDOMFTRTOET L)

ASA FirePOWER £ 1 —)L .
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. EVA-LOYYY REIY

sw-module module sfr {reload | reset}

ED1 LDV Y REDY

AV k44

ATy I

EVa—A YT YT EV Yy NEUVTEOE, ar 74 Ral—vay F—aEKD
TERL BRI 2~ VOBREA ZICTE D L )ICHERT 5720 TT,

1R BHHEIIZ
eI F ATHFARNE—KRTIE, AV THFRANETAR—RATZIOFIELFETLET,

cASAZ VU B— RT BG4I, TV 2—WIEBHICIE Y v FE DSR2V OT, ASA
DY a—RENZEY2a— V&V Yy NI UTHZ L EHLELET,

FIE

KOWTNNDOa~vr KA LET,
« =R xT EVa—/L (ASA 5585-X)
hw-module module 1 shutdown
VT hUxT EVa—)V (ZOMTRTOET L)

sw-module module sfr shutdown

FEoaA—ILAA=DDTIOA R =)L
VTR 2T TV a— VA A—VEBIOEETLI 2 74 F2b—val &7 A A M—
ITEET,

IR& HHIIZ
VNF AL TFFARET—RTIL, IV TFANETAN—ATIOFELYFETLET,

FIE

V7 PMUx2T BEVa— NV AA—VRBIOEET a7 4 X2 b—a BT A A M—
L LUET,

sw-module module sfr uninstall

1 -
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ATy T2

ASA ™5 D

ASADSY T kY7 ESa—LAntyiay |

ciscoasa# sw-module module sfr uninstall

Module sfr will be uninstalled. This will completely remove the disk image
associated with the sw-module including any configuration that existed within it.

Uninstall module sfr? [confirm]

ASA #Vu—FRLET,

reload

HLWEY 2—NLEA LA M—/LTBHNT, ASAZ ) o— RTHXERH D F9,

Oz 7 EDaA—-ILADEYI TV

ASA FirePOWER CLI 2l L C, ARy NU—JERELHR L, TELa2a— LD NTT
2 —F T ETWET,

ASA 775 ASA FirePOWER YV 7 N7 =7 FV a2— /L CLIWZT 7 AT 41213, ASA ISk v
vargmRTEET, (5585-X TEITLTWAN—KRT =T TV a—~DOt v g i
MTEEREA)

TV a— N~y g rEBTAZEL (TehnetZfEH) KoY — LBy a %
BT AZ b TXFEd, avV— N Eyiarid, arhbe—NL L —rBE T L,
Telnet & v 3 a v HFES. CX WA IZERITE, v LF 2o FF A KN B— RNTlE, VA7
AEFAR—ZANb Yy a v EBEXET,

Telnet £72iF=a> Y — Nty v arTE, 2—PAHERRT—ROANZRDOHILET, ASA
FirePOWER ICRE SN TWAEEDOZ—PATr /A o TEET, HAIL. admin 23HE—D
REFHFL—VFLTT (ZO2—FLRIIFIHEHATRETT) . &WOT 74/ hDO/RAT—FR
WE, A A—VDXAT (BEBPAA—TVERITT " A A=) VT ru=T VU —X|Z
U TCTHEZ2 Y £4, ASAFirePOWER OF 7 /L b (8 X—Y) AZBRL T &,

eTelnet &y 3
session sfr

ASA FirePOWER CLI iZ\V 5 & &2 ASACLIWZE DI, EV a2a—Ahon /7T U hT5b
A< R (logout X exit 72 &) & AJj$ 57, Cul+Shift+6, x Z#i L £,

e Y —)LEvyg L
session sfr console

oY=y arhbun T NTAME—OFEL, Cul+Shift+6, x 242 & T
T, BEVa—hbul 7T RNThE EVa— ol A Tar7 MIRED £9,

ASA FirePOWER £ 1 —)L .
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B ox72votvz70orvisL—¢

A\

GE)

session sfr console =@~ o R, Ctrl+Shift+6, x N Z —IF /L $— D7 a7 MIRERDHT A

=T =V ATHDLE—I T =N E L HIZEHA LT E S, Crl+Shift+6, x
IZ. ASAFirePOWER 22 Y — /L2 T A /r—7 L ASA7 0 V7 MIRDHV =7 ATHH Y F
T, Lo T, ZOIRIM T ASAFirePOWER =2 Y — L& K T LE 2 Ed5L, fbvic

H—=3IF )P =R Tuar 7 MIEY £3, ASAICH —I L —_"E2EHEE T 5L, ASA
FirePOWER 2> Y — /Lt wv v a b BEET I T4 T7REETHY, ASATr VT MNMIREDZ
ENTEEHA, ASATBEY T NMZay Y — LEZRETIE, BEV Y T AEGRZERT 5465
NHO £, ZOWRMMBFEAELTZHEIL. console T~ 2 ROV IT sessionsfr 7~ > K& fif
FALET,

AFLYIVITINYTTFTOTYTHL—FK

T L— REMEAT DN, ASARH LW N— g NIR/NBYLER DV —RX %2 FITLT
WHZEEHRLET, HACE T, TV a—ET v 77 L — RTHHICASA 27T v
T V= FRTH50ERHYET, Ty L— FOmE MBI 25OV Tl Management
Center DA > T A >~V [FireSIGHT System User Guide 5.4] & 7213 [Firepower Management
Center Configuration Guide 6.0 %2R L T 2 &0,

ASDM EHE T, [Configuration] > [ASA FirePOWER Configuration] > [Updates] % fli ] L T,
Ty T TV —=REVAT LAY 7 by =T BLOayR—3x> MIEHTE 9, sV T
IZ. [Updates] ~X— @ [Help] 227 Vv 7 LET,

ASAFirePOWER 12 —JILDE=4 ) U5

ROKE Ny 7T, EVa2a—NVDE=F ) TIZHT LA X A %R LET, ASA
FirePOWER B# D syslog A & — 22\ T, syslog A vE— A4 REZRLTLEE
VY, ASA FirePOWER @ syslog A v &—U03%, A v EB—U%F 5 434001 2600 F 0 77,

F=X Y7 avy ReMHT 5IZ1E, [Tools] > [Command Line Interface] Zffif L £,

EOA—IL RAT—RADRT

[Home] ~4— " C [ASA FirePOWER Status] % 7 %8R9 5 &, €2 2 —/LIZET D E#RAER
INFET, ZOFRITIFE, T, YITAES, V7 My T A=V arhEDEY 2 —)L
e, 77V r—vark, THVr—var AT —H R, FT—F FL—r AT —H R,
BERDAT =B AR EDEY 2a— )V AT —F ANEENET, £ =2 —/L2) Management Center
WCEGERESNTWDEARE, V22270 v LTCT 7 r—var2BE, dElleoiret

— =

Va—)VOBREEITO I ENTETET,

ASDM ZH#1fll L7=E ¥ 2 — /L & Y B, [Home] > [ASA FirePOWER Dashboard] ~<— & % fi
LT, #Pa—ACEAHOY T by =T, WhOT v TF— b, T4 2 T VAT
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zva—rotitEnozs |

LDETT, T4 A7 OFH, VAT LR, BLXOA v H—T 2 ADAT—HZ A ZONTD
BEEHREERTHIELTEET,

TV a—LOMERRDOERT

sfr 2~ FE2FLAY—E2 R P —OREHERE LA T =4 A2 F&RT 5121, show
service-policy sfr 2~ > RZEHLET, WU 4% 27 U7 35121, clear service-policy % i
ﬁH l—/ \i @—O

RIZ, ASAFirePOWER #—tE 2 RV o — L BIEORMEHERBLIOPE 2 — VDA T— X 2%
For T AR R LEST, EoXHEAE—FTIL, AW o2iZPeoftE T,

ciscoasa# show service-policy sfr

Global policy:
Service-policy: global policy
Class-map: my-sfr-class
SFR: card status Up, mode fail-close
packet input 2626422041, packet output 2626877967, drop 0, reset-drop 0, proxied

EFREED S (ASDM )

ASDM % {# ] L7~ ASA FirePOWER £ 2 — L 2B+ A, ROX—IJE2FH L TEY 22—
NOERFREFR R TEET,

* [Home] > [ASA FirePOWER Reporting] : L' 7"— MEEDOX—II21F, Web 7 Y| =—
P RETL, EV2— A EZBLTR I 70 v 7R ESNDMERE, SEIEREV 2—
NOFEHIR LT AL 10D X > v ah— KBRS ET,

* [Monitoring] > [ASA FirePOWER Monitoring] : €Y = — /L& E =X T 572DV DD
R=URHY | syslog, ¥AY AT —H A EFVa—/Ufiit, VT IVEZA LDA R B
Ea—T7TREENTWVET,

EDa—ILEGEOE=2) T

ASA FirePOWER &2 = — V&2 BB T A8k = FKorT 51213, kOWThuroa~<y Kae AT
L/iﬁ‘o

 show asp table classify domain sfr

~5 7 4 v 7 % ASA FirePOWER E ¥ 2 — VIZEET AT DOIT/ERR S 472 NP L— L5
~LET,

* show asp drop

ey ranfry baRRrLET, Fry7OX A Ao TE, LT Tt LE
9,

* show conn
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ASAFirePOWER E¥2—)L |
EDa—LBEROE=FYY

[X - inspected by service module] 7 7 7 A KR T 252 LITXD | HRNAEY 2 —/LITHRE
SNTNDENE I MERLET,

show asp drop =~ > RiZ, ASA FirePOWER & ¥ = —/VIZHHET 3RO Ku v 7EHEEZE 0 5
ZENTEET,

JL—L FOovF:

o sfr-bad-tlv-received : ZINFAET S DL, ASA 7 FirePOWER 72555 L= v MR
U —IDTLV N7 & & ¢F, R hoT 7> 3> 74—/ KT Standy/Active
Ey FARESNTOARWEAIE, 2O TLV BMEEL TWALERH Y £,

s sfr-request : FirePOWER LD R Y & —0NEH T, 7b—2A% Na v 795 & 5 FiePOWER
MHERENE LT, ZORY —I2X 5T, FirePOWER (X7 7 ¥ 3 > % Deny Source,
Deny Destination, F72/ZDeny Pkt IZEXE L E T, 7L — LN Ka v I RETRPSTHE
I, 7 —%2EE LTV ES2a—LORY U—%2EB LET,

s sfr-fail-close : /X7 > b3 Ra v 77 ENT=DIE, 7— RPREMEFR TR, REFADORY
=% Tail-close)] THo7=nHTT (XA, [Tfail-open] OLGAIL. I— RBX
YLTWTHAT Y FOBIEPFFAENET) o I—FOAT—ZXZfE@ L, —v =%
BT 50, HEBE L £,

o sfr-fail : BEfED 7 2 —1c%t4 % FirePOWER 22> 7 4 Fa L— g UNHIBRENTEBY .,

FirePOWER CHLEE CE 2=, FuvENFET, THUNRRETDHIZ LE, 1TEAL
HEFA,

» sfr-malformed-packet : FirelPOWER 7> 5 D37 NI e~y X —NEENET, =&z
X, A~y X —RNELIRWATRRERH Y £7,

e sfr-ha-request : ¥ ¥ =2 U7 4 777 A 7 2 AN FirePOWERHA R N7 v b &2ZEL, £
NEBETE o268, ZOA T EZREML, oy MR Fay 7S ET,

e sfr-invalid-encap : EX =2 V7 4 7774 TV AREG IR A v—T ~v X —%FFO
FirePOWER /X7 > hEZ[ET 5 &, ZOH U EZREIML, 7y v ke y7SiE
7

« sfr-bad-handle-received : FirePOWER £ = — /L) 58 N CRIETZ B — N> RV EZE
L., 7a—% Rr vy 7 L% L%, FirePOWER 7 2 —O/ > KL 7 o — R 28 HT X
NoE, ZOATERHEIML, 7r—L7 Yy R ASA TRy 7ENET,

s sfr-rx-monitor-only : €X¥ = U7 4 77 T4 TV ANRE=FEHE— RD & Z|Z FirePOWER
Nry VaeZETLHE, ZOATCEBRHEML, Ty PR Rey I ET,

PA=E N =R

o sfr-request : 7R —% KT IS5 Z &% FirePOWER 3 ER LE LT, 77 a Ev o0
DREINET,

s reset-by-sfr : 72 —DFK T & Ut b % FirePOWER AER LE L, 77V a v By b
1 BERESIVET,
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« sfr-fail-close :

Tu—=R T SELNTZD

ASA FirePOWER £ 2 1 — L DEFE .

. I—FRZTRETHY . REFHDRY

v— Tfail-close] THo7=05HTI,

ASA FirePOWER £ &

21— ILDERE

Ty bT+—
HRe L)) —2R il
ASAS5585-X (T _TCHET/V) Tillierd 5 |ASA9.2(24) | ASAFirePOWER E ¥ = —/Li%, KA IPS (NGIPS) |
ASAFirePOWERSSP /"— R 7 =7 &Y 2 — | AQA TV r—va ottt ar hr— (AVC) |
NV Y AR— b, FirePOWER  |URL Y 4 L5V 7 @i~y =T % (AMP) 72
N N S - N =] ZH: -
ASA 5512-X ~ ASA 5555-X T ASA 531 ézﬁﬁﬁZ;4T?;u;:miiiﬁekizﬁg
FirPOWER ¥ 7 |7 =7 &2 —L &V Co s s ey S T
Fe k T—FEN—T v FELEF N7 AT L P E—RT
’ fEHTE £,
WOBEAEAZIVE LT,
[Home] > [ASA FirePOWER Status] [Wizards] > [Startup
Wizard] > [ASA FirePOWER Basic Configuration]
[Configuration] > [Firewall] > [Service Policy Rules] > [Add
Service Policy Rule] > [Rule Actions] > [ASA FirePOWER
Inspection]
ASA 5506-X T ASA FirePOWER ' 7 | 7 = | ASA 9.3(2) ASA 5506-X T ASA FirePOWER ¥ 7 b =7 ¥ 2 —
7 ®Va— L&Y A=K (ASDM TOE | AspM73(3) |/VEFEITTE £ T, FireSIGHT Management Center % {# 1
Va— VOREDOYR— N EET) ASA LCEYV2—LEEHLIZY, ASDMEZEH L2 3%
FicPOWER | - S CEET.
5.4.1 ROWEPNEANSE Lz,
[Home] > [ASA FirePOWER Dashboard]. [Home] > [ASA
FirePOWER Reporting], [Configuration]>[ASA FirePOWER
Configuration] (¥ 7 _X—I%ETe) | [Monitoring] > [ASA
FirePOWER Monitoring] (¥ 7 X— % &1e)
N7 4w VALV ay A4 — |ASA93(2) Y= ARY v—&EHT 2ROV, FTT4 v E
7 = A A% ffiH L7 ASA FirePOWER /3> | ASA FV 2 MIEETDEIC T T 4y I HREA o F—
7 E'=SEME-F FirePOWER |7 =A AZRETEDHL TRV ELL, ZOF—-RT
5.4.1 I, EVa— Vb ASA S N T T 4 v 7 ICREBE 5 A F

A,

traffic-forward sfr monitor-only =~ > RS 5282V R —

MERNTWET, Zhik, CLI TOARRETE E£7,
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ASAFirePOWER E¥2—)L |

TS5y bT+—
HERE L))y —x  |FEA
5506H-X, 5506W-X, 5508-X, LT ASA 9.4(1) FireSIGHT Management Center % i F§ 9~ % %40 0 |Z ASDM
5516-X [fliF @ ASDM Z T L7=E Y 2 —/b | AspM 7.4(1) | ZBML T, E¥a— A 2FHTEET,
s 7. f—‘ v N
REOYH— | ASA FLOVEmE T~ RGBS TOhERA,
FirePOWER
5.4.1
5512-X ~ 5585-X [A]i} @ ASDM %4 L 7=E | ASA 9.5.(1.5) | Firepower Management Center (IH4; FireSIGHT Management
Vo — VEBOVR— h ASDM Center) ZfEHT 5DV IZASDM AL T, £V a2 —
7.5(1.112) NEEBTEET,
ASA FLVEEE - Za~y RIGBEMESh THhEEA,
FirePOWER 6.0
ASA FirePOWER 6.0 TOT 7 7 ¢ 7 #GiE1] | ASA 9.5.(2) X v 7T 4 7 R— X VHERETIL. ASAFirePOWERG6.0 T
BEXTTAT H=S ASA WEHTAF YT 4T 4 K S~ 2 LTT 27 47
FirePOWER 6.0 | i8GEZ AN T 20BN H Y £F,

WDz~ RPREANEIIETEENE LT,
captive-portal, clear configure captive-portal, show
running-config captive-portal,
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