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=MWV EIE, AV H—T oA AT LIRS ODHEIARNDAFT 4 v 7 — b EE
I3 AAF I v N—bEaRETEET, 22X ROLIICERLF— b U =A BfET
HINEA L H—T 2 RT3 ODT TN — FERETEET,

route outside 0 0 10.1.1.2
route outside 0 0 10.1.1.3
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route outside 0 0 10.1.1.4

ZO%E. 77 4 v 7%, 10.1.1.2, 10.1.1.3 & 10.1.14 HDOHNEA v A —T = AT — K
NRGUZAENET, FF 749 21F, FRETIPT FLABLOSEEIP 7 FL2E2 Ay ad
BTN ALIFESNT, BELEY— by oA BIChBL SN ET,
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N— MIESSNET,

route outside2 0 0 10.2.1.1

J—UREE Ntz ECMP H7R— b

V= BNHDHHERNE. S NDOEBRKRKEODA v H—T 2 A AWK ODDHEI A NDAX
TA I = R ERESAF Iy - FERETEET, 2L ROLIICY—VH
D3ODA L E—T o AIZ3 ODF 7+ R L— "NEBRETEFET,

route outsidel 0 0 10.1
route outside2 0 0 10.2
route outside3 0 0 10.3
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B 7 o —1E, BRVIDODAE A v Z—T 2 A RATHESWTHEREINE T, ZhbDA ¥ —
TxARE, TIA~) A F—T A4 ATT,

N— NEBFE TN —T 4 7LD HILOWHE A v F—T oA APMERH SN TV D
AT, LA L H—T oA ANEIEDA v Z—T = A A0 £,

V—2OEMFE (XA

=N H =T 2 A RAEBN VY TCEHHE, O X —T =24 ADT X TOERFRIHIBR S
NET, BT XNERD Y 9,

=N A E—T 2 A AEHIRT AGA. DA E—T A AETTATY L H—
Tz A AL LT DTRTOERNPHIBRSNE T, SR HMLT 20 ERHY £3, TOA
VR =T 2 A ANBUEDA VX —T = A ADYE ASA T iE 774~ ) A v H—T A
AZRLET, Y—ron—h T—=7 AL EHINET,

J—CRES T4

NI T 4w I RoDHA L E—Tx2ARZAD, ALY = DRIDA U F—T oA APHHDZ
LR TE B X 91T 5ITiE. [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] >
[Enable traffic between two or more hosts connected to the same interface]# 1 *— 7 /MIZ LT T
T4 IBRICA L E =T A AL MADTELHL9ITL, 5HIZ, [Configuration] > [Device
Setup] > [Interface Settings] > [Interfaces] > [Enable traffic between two or more interfaces which are
configured with same security level]% A & — 7 /L2 L T same-security f > % —7 = A A D k7
T4y @A LET, ZOXITHRELRWGS, 7 —XFR LY =D 20D 7 —
T A AWEN—T 4 T TEEE A,

To-the-Box & & U From-the-Box 5 7 1 w ¥
* management-only -f > &% — 7 = A A % 72| management-access 1 > ¥ —7 = A A% — T

B2 Z &3 TEEEA,

SV DEEDA L H =T 2 A ATOEBRNT T 4 v 7 T BEHFO 7 v —OIERFRL—
T A YT DHBPYP A= ENES, ECMP FA— hMIdH V) A,

DDV =y A B =T = AZOBEE—E A RRETE ETN, A —T 4 v
7T HR—=NEFHTHICIE, TXTOAL U F—T oA ATENERET HLERDHY F
T HRATATOAS L F =7 2 f ATRILATHSHHETH, ECMPIZHR— k&R
A,

¢ ASA IX. V' — T D To-the-Box ¥ £ U! From-the-Box —E X & ¥R — K LF T,
* Telnet

* SSH
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*« HTTPS
* SNMP

* Syslog

J—VADIPT7 FLRADFA—IN—F v T

V= BEIEN TV WA U H—T = A ADEA. ASA TIE, NAT P ELLSBREIN TV
. AVE—T 2 A ATDIPT RVA Ry hT—T DA —NR_"—F TP R—FLET, 7=
7L, RILY =0 DA H—TxA ATHH, Xy FT—T7 DA —1N"—=F o T3 R — I T
WEH A,

— \“_\ Sl Ex
kSO0 vH V—2DRIREHR
LA, IPT FLA, BIXOEXF 2V T 4 LXLVEELRTRXTOA U H—T o Af AINT A —
HERELET, V=0 DFTRXRTCDODA L H—T2A ATEF2UT 4 LN —ET BN
ERHDHZEICHEBELTLEIN, FREL LML LA F20 70 37 41220 T,
AVHE =T 2 AADL T N—T HHMENSTHILERNDH Y 7,
ROV —ERAE S =0 DT _XRTCDA B —T 2 A AT—HTHLIEHRELET,
T I A NL—I FRULTIZIEAN—NE S =2 DT R TCDALN— B —T A
ANWHWAT 50, Za— 2L 7782 L— LB ERLET,
Wil ZR L ET,

access-list ZONEl extended permit tcp any host WEBSERVER1 eqg 80
access-group ZONE1l in interface outsidel
access—-group ZONE1l in interface outside2
access-group ZONE1l in interface outside3

eNAT : V=0 DT RTCDALN— AL H—T 2 ATHEUNAT R > —%RETD
. 7 —sS U NAT V=V LES (0F 0, Tanyl ZfH L TNAT L—/b
T = DAV E—T oA AERLET) .

A B —T 2 A APAT 1TV R —FINTWEREA,
WRIZH R LET,

object network WEBSERVERI
host 10.9.9.9 255.255.255.255
nat (inside,any) static 209.165.201.9
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T2 A AZRERY —%ZEFD Y TES,

QoS NI 7 4w RY U TIEYER—FENTWHERA,
Wz &Er L ET,

service-policy outside policy interface outsidel
service-policy outside policy interface outside2
service-policy outside policy interface outside3

N

GE) VoIPA v AT a Tk, Y—=rou—RK AT 027tk
0. NEFENIELL 27y RBMEINT A REMERN DD £4, 2
OWRPUNT, B D RRAE®@DH AT/ v FOENIEIT X7 v bR
ASAICEIZET HAREMNH D T-DIZETHZERHV ET, A
FERIELL RSy MM, RO K 5 ZRIERBH Y 97,

e X a— AT EERLIEEEIC, TH/ —F (AT U4 —
LEIDS) BLOZEZ L K/ — RTAEVHEHARNGE,

P BT R AE DR,

NS DB T AIZIL. VoIP T T 4 v 7 Du— RaoEIT
DIHIPT RUAZEMBHTHZ EE2HERLET,

cECMP V' — U HfEZZEE L TV —T 4 v V2R ELET,
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LIXTEEHA, AVTXFAMICY -V ERELESGA, EOarTFAN A V¥ —
Tz AL ASR VT NV—TIZEDDH T LT TEEH A, ASR Z—TIZET HREMIIZ O
TIE, ERRICN—T 4 T ENT Ty OV R— ORE (T I TATIT 7747
ET—FK) 2R LTIZEN,

B DT TA~Y AL B —T 2 ADIHRINAKX A HEEICERENE T, BIEDA
VH =T oA ATERENFE A, RAFUNRALIEBNT VT 4 7B L FOMEEIC
Ko THEIS L TEEDOF LA U H—T oA ANEY Y THNET,

DS RA
« VT AREIRY L E S —NGEMT A LITTEXERA,

ZTOMDIA 4>
« XK 256V — U ERAERTE £7,
cRDEAT DA B —T oA A% — BT EET,
. 3
« VLAN
« EtherChannel
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cRDEATDA B —T A ATEBMTEXFERA,
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BT A
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7T ALY o

e EtherChannel f > % —7 = A ZAFEIITNEA V=T =2Af ADA L N—A X —T =
s

I (SBiZ, BEDT—F A F—T A AP wve FHL L Tv—27 SN TND5%
é\y YDAUN=ITH I EIFTEEREA)

*BVL, £/137 YV vV N—T A NR— A B —T = Af R,

1 DODA L E =T 2 A APA NIRRT ENTEL Y =1 DT TT,
=V T EITRKREODA UV E—T 2 A A FODH LN TEET,

cECMP DA, V' —r DT RTDA L F—T oA AT, V=0 T LITHERKEHDEa R
Mb— hEBITEET, £/, 8 —MIBRBO—EHE LTI O2OA ¥ —T =4 R TH
BDON— NEHRETHIELTETET,

o =N V=T 2 A AFBBINTHE, TNHEDA L H—T 2 ADTXTDAXT £
7 N— SHHEIBRESNET,

« S —VNDA U H—T =2 ATDHCP Y L— 2N TEEH A,

kS04 v 0 JV—2DETE

&

ATy T2
ATvT3

ATy T4

LEIHT T =V BREL, AV E—T oA A ZD — 28 B TE9,

FIE

[Configuration] > [Device Setup] > [Interface Settings] > [Zones] DJHIZI®IR L, [Add] &2 U v
7 LET,

F 721, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] > [Add Interface] 4
Tl Ry I ADS =N A =T 2 A AEEVYTHZ L TEET,

V= TN A8 U TCARTE AT £

1 2L bEDA B —T = A A% [Member] FHIRIZIBIMLET, T XTCHOA L H—T A 2D+
F2UT 4 LNARRICICR> TS Z 2R LET,

[Apply] 22 U v 7 LET,

kS TJ49D IV—2DEFEZRY DY

COHETIE, NI4T S RE=ATAFECOWTHALET,
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* show zone [name]
V= ID, 2UTFAL, EXa VT4 Lb BEXORAUAN—EFRLET,
show zone =1~ > FIZOWTiX, RO NESRL T 7ZE 0N,

ciscoasa# show zone outside-zone

Zone: zone-outside id: 2
Security-level: 0
Context: test-ctx

Zone Member (s) : 2
outsidel GigabitEthernet0/0
outside?2 GigabitEthernet0/1

show nameif zone
AV H =T a2 A RALEBINY — A %2FRLET,
show nameif zone =2~ NiZOWTIE, WOHNEZBZRL T I,

ciscoasa# show nameif zone

Interface Name zone-name Security
GigabitEthernet0/0 inside-1 inside-zone 100
GigabitEthernet0/1.21 inside inside-zone 100
GigabitEthernet0/1.31 4 0
GigabitEthernet0/2 outside outside-zone 0
Management0/0 lan 0

Y — Utk

show conn [long | detail] [zone zone_name [zone zone_namel] [...]]

show conn zone =~ > NiL, YV — U DHfia KR LET, long ¥—7 — N & detail ¥—
U— NI, B EIN T IA VA =T oA AL T T 4 v T OEREICHH
ENDHEDA v H—T A A RRLET,

show conn long zone ==~ > KOWRDOH 1 E S L T 7230,

ciscoasa# show conn long zone zone-inside zone zone-outside

TCP outside-zone:outsidel (outside2): 10.122.122.1:1080
inside-zone:insidel (inside2): 10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

show asp table zone

TRy ZTANTEREF 2 T4 NA T =T NEFRRLET,

show local-host [zone zone name [zone zone _namel] [...]]

Y=rWNOB =R RARDF Y MU= REE TR LET,

. bSO vH =2
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showlocal-hostzone =~ > RIZOWTIX, ROWHESHRLTLLEEN, 7794~V A
B —T 2 A ANRPNCEREI, BIIEDA U F—T 2 A ABRT y 2 AENTNET,

ciscoasa# show local-host zone outside-zone

Zone:outside-zone: 4 active, 5 maximum active, 0 denied
local host: <10.122.122.1>,

TCP flow count/limit = 3/unlimited

TCP embryonic count to host = 0

TCP intercept watermark = unlimited

UDP flow count/limit = 0/unlimited

Conn:
TCP outside-zone:outsidel (outside2): 10.122.122.1:1080
inside-zone:insidel (inside2): 10.121.121.1:34254, idle 0:00:02, bytes 10, flags UO

J—y b—T129
* show route zone

S A B —T 2 A ADN— " EFR LET,
show route zone =~ > NiIZOWTIX, IROHETIESHRL T E I,

ciscoasa# show route zone

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.168.105.1 255.255.255.255 [1/0] wvia 172.16.1.1, outside-zone:outsidel
192.168.212.0 255.255.255.0 is directly connected, lan-zone:inside,
172.16.1.0 255.255.255.0 is directly connected, wan-zone:outside2

10.5.5.0 255.255.255.0 [1/0] via 172.16.1.1, wan-zone:outside?2

10.2.2.1 255.255.255.255 [110/11] wvia 192.168.212.3, 2:09:24, lan-zone:inside
10.1.1.1 255.255.255.255 [110/11] via 192.168.212.2, 2:09:24, lan-zone:inside

OO nOOQwn

show asp table routing

TRy THIETEEREREX 2V T 4 RAT—TNEFR L, £— MIBEEM T Bz —
VEFRRLET,

show asp table routing =~ > RIZOWTIIROH N E SR L TS0,
ciscoasa# show asp table routing

route table timestamp: 60
in 255.255.255.255 255.255.255.255 identity

in 10.1.0.1 255.255.255.255 identity
in 10.2.0.1 255.255.255.255 identity
in 10.6.6.4 255.255.255.255 identity

cS2499 =2
I
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in 10.4.4.4 255.255.255.255 via 10.4.0.10 (unresolved, timestamp: 49)
in 172.0.0.67 255.255.255.255 identity

in 172.0.0.0 255.255.255.0 wan-zone:outside?2

in 10.85.43.0 255.255.255.0 via 10.4.0.3 (unresolved, timestamp: 50)
in 10.85.45.0 255.255.255.0 via 10.4.0.20 (unresolved, timestamp: 51)
in 192.168.0.0 255.255.255.0 mgmt

in 192.168.1.0 255.255.0.0 lan-zone:inside

out 255.255.255.255 255.255.255.255 mgmt

out 172.0.0.67 255.255.255.255 mgmt

out 172.0.0.0 255.255.255.0 mgmt

out 10.4.0.0 240.0.0.0 mgmt

out 255.255.255.255 255.255.255.255 lan-zone:inside

out 10.1.0.1 255.255.255.255 lan-zone:inside

out 10.2.0.0 255.255.0.0 lan-zone:inside

out 10.4.0.0 240.0.0.0 lan-zone:inside
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interface gigabitethernet0/0
no shutdown
description outside switch 1
interface gigabitethernet0/1
no shutdown
description outside switch 2

interface gigabitethernet0/2
no shutdown
description inside switch
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zone outside

interface gigabitethernet0/0.101
vlan 101
nameif outsidel
security-level O
ip address 209.165.200.225 255.255.255.224
zone-member outside
no shutdown

interface gigabitethernet0/0.102
vlan 102
nameif outside2
security-level O
ip address 209.165.201.1 255.255.255.224
zone-member outside
no shutdown

interface gigabitethernet0/1.201
vlan 201
nameif outside3
security-level O
ip address 198.51.100.1 255.255.255.0
zone-member outside
no shutdown

interface gigabitethernet0/1.202
vlan 202
nameif outside4
security-level O
ip address 203.0.113.1 255.255.255.0
zone-member outside
no shutdown

interface gigabitethernet0/2.301
vlan 301
nameif inside
security-level 100
ip address 192.168.9.1 255.255.255.0
no shutdown

interface gigabitethernet0/2.302
vlan 302
nameif dmz
security-level 50
ip address 10.3.5.1 255.255.255.0
no shutdown

# Static NAT for DMZ web server on any destination interface
object network WEBSERVER

host 10.3.5.9 255.255.255.255

nat (dmz,any) static 209.165.202.129 dns

# Dynamic PAT for inside network on any destination interface
object network INSIDE

subnet 192.168.9.0 255.255.255.0

nat (inside,any) dynamic 209.165.202.130

# Global access rule for DMZ web server
access-list WEB-SERVER extended permit tcp any host WEBSERVER eqg 80
access—-group WEB-SERVER global

# 4 equal cost default routes for outside interfaces

cS2499 =2 .
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route outsidel 0 0 209.165.200.230

route outside2 0 0 209.165.201.10

route outside3 0 0 198.51.100.99

route outside4 0 0 203.0.113.87

# Static routes for NAT addresses - see redistribute static command
route dmz 209.165.202.129 255.255.255.255 10.3.5.99

route inside 209.165.202.130 255.255.255.255 192.168.9.99

# The global service policy
class-map inspection default
match default-inspection-traffic
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
dns-guard
protocol-enforcement
nat-rewrite
policy-map global policy
class inspection default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225 default h323 map
inspect h323 ras _default h323 map
inspect ip-options _default ip options map
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp _default esmtp map
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
service-policy global policy global
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[Configuration] > [Device Setup] >
[Interface Parameters] > [Zones]

[Configuration] > [Device Setup] >
[Interface Parameters] > [Interfaces],
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