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hostname (config)# object network myNatPool
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hostname (config) # object network FTP SERVER

hostname (config-network-object)# host 10.1.2.27
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hostname (config-network-object)# host 10.1.2.29
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hostname (config) # object network myInsideNetwork
hostname (config-network-object)# subnet 10.1.2.0 255.255.255.0
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hostname (config) # object network TelnetWebServer
hostname (config-network-object)# host 209.165.201.11
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hostname (config) # object network PATaddressl
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hostname (config) # object service TelnetObj
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hostname (config) # object network PATaddress?2
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hostname (config) # object service HTTPObJ
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VERMT D7D, ASA IZEAE Telnet r— AR ETE 9, HED HAIE Telnet 7 K L

AT VAT LG, TrX T ARPHREFHHT RLADT AT T 47 4 NAT L—/L %
RETHMLENH D 3, (AR Telnet DNER 7 1 22X Y, 7% ARP Tl ASA 1T NAT
=L CTCHEEITLA V F—T A AB 8T 7 4 v 7 ZEET 5O TIEAR L, A8 Telnet
T RVABTCO NI 7 4 v 7 2R TEET, KROKZZBL TSN |

11: 7O0x < ARP & {78 Telnet

Virtual Telnet:
209.165.200.230

209.1685.201.11

.

|m)

k.

Server
Identity NAT for Telnet o 209.185.200.230. | (1)
209.165.200.220
between inside and outside
with Proxy ARP Authenticate. @

Communicate with senser. @
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| NAT DfIE SR
UE—F Fy hT—2DFSVRRT LYk E—ROL—7 1 v EH ]

JE—FRYET—IDESVRRTLY N E—FDIL—T 42T
=14

oo AXT LY N E—RNTNAT 2EHT 256, —HOXATDONT 7 4w 7121F, AH
T A 7 — BB 9, FERICOWTIL, —RERBEORTEN A R 1L L
720N,

HAOA 3 —T A4 ADRE

NAT L TCWT, ASANS Y BV T T RLAD NT T 4 v 7 %5+ 5845, ASA X
NAT /L— UIZfE - THET RUAZWZEH L, FEEOT RLRIZATy FEEEFELET, ASA
WX, MOFETRTy NOWIIA v F—T oA ABWRELET,

e NTUART LU N = RFEREFA—T y FE—=FOUT VoY IN—T LV H—T =
A A ASA I NAT L— L2 L CERBEOT RLAOH A v X —T oA ZAZRELF
To NAT L—/LD—HE L TEEIT, SAEDT I vV INV—T A N—f X —T A
AERET HHLERDH Y 77,

I—F vy RE— ROEFA L Z—T x4 A ASAIZ. IROWTINDIDFIETH A v & —
Tx A AEPELET,

eNATL—NVTA LV H—T oA A% ETH : ASAIINAT V— L Z2EH L THA
H—T A RAEPRELET, L, bictr7rva s LTHICV—M Ly
Ty TEERTLIZEbTEET, O F UL TR, =Ry I T 7D EE
EDRRBIZRDGERHY T,

eNAT V=L TA U F—T 2 RAEFRELRV : ASA TNV — R Ly T o7 &AL
THHA X —T =2 A ZAERELET,

WO, V=T v RE—RTOHNA X —T oA AOFTNFEEZRLET, ZEAEDY
B NV—b Ny I T TIENAT V=V DA v F—T =2 ZALFEILTT, 72720, —EORERK
TIE, 22D HFERRLRDEERH Y £7°,
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B venonar

12:NATIZ&LBIL—Tv R E—FTOHAM VB2 —T 4 ADFEIR

Real:10.1.1.78
Mapped: 209.165.201.08

I:' — Inside —8

Packet
< Dest. 209.165.201.08

| ousice -

¥ '

<Send packet out Inside interface. 209.165.201.08 to 10.1.1 .?E'-|
A LIntranslation

L5

—

¢ Where to send 10.1.1.787

(;\/ MAT rule specifies interface?
Yfes
Mo

MNAT rule specifies route lookup? Look up 10.1.1.78 in routing table.j L
Yes | 2

£

Lo}

(3

VPN @ NAT

WD Ry 7 TlE, SE8FERZA 7D VPN Z 7= NAT OfF BN DWW TEH L £,

NATEUE— K72 EXVPN

WOz, WNEY—N (10.1.1.6) A F—Fy NZTZ7EBATHVPNZ A7 b
(209.165.201.10) DOz~ LET, VPNZ FA T "HDOAT Y v b horxlV 7 (BE
L7 hT7 747 DHBVPN Fr L ETROD LY b)) ZRELRVIRY, £ ¥ —F vy
MARAL U RENIZVPN T 7 497 H ASA ZREBTHXLERHVET, VPN T 7 4 v 7
DASAICHESND &, ASA TNy FEEFLL, /o737y MdxEErs LTVPN
7747 ha—ALT KLA (1033.10) BDEENTHET, NExry RV —27 & VPN 7
TAT b= Ry NT—=T DT, A2 —Fy MIT 7 EATHT2DITNAT IZ
KXo THRESND ATV v 7 IPT RUARKETT, ROBITIX, A X —7 = A A PAT
N—NVEFHLTHWET, VPNF T T4 v I B, AoTERA L F—T oA RALRTA U Z—
T2 A AN TITIT DL 22T DI, A& —T7 =14 ANlE Bl [~78Y xv b
=X 7)) ZARX—T VT EHELERDHY £,

B NATosiEsE
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nat s yE—+ 7522 ven [l

B:AVE—FRYREVWN S T4 IDALAB—TTARPAT (A V3 —T 24 RA)

now loc

2. ASA decrypts packet; src address is 1. HTTF request to www.example.com
al address “.
. S suc 209.165.201.10
209.165.201.10 = 10.3.3.10 i
| ) i
| )

VPN Client

ASA Cutside |P: 203.0.113.1
o~ -,
' — 209.165.201.10

A HTTP to
www.example.com

3. ASA performs ||'|t-—|f:|, PAT for outaoing traffic.
Intra-inte face config req'd. wmu.example.ccm

'Src 203.0.113.1: ﬁnru )4 HTTF"F-ILImH

S~ w.example.com

‘ 6".‘: 203.0.1131 :60?9

|1ﬂ.l.1.6 —» 203.0.113.1:6075 |

B. ASA performs interface PAT for
outgoing traffic.

JTIHE2

C. HTTF request to www.example.com

WODKNZ, WEHD A= =T 7 8ATHVPNI T4 7 bERLET, ASAIL, W
Fy hNT—=2 LRy NI ORI RNT 7 4 v IR, A2 —Fy N T 72 AFITHEL
oA VB —T 2 APATV— /T HZ L2 MfFT 25D T, VPNZ 747k (10.3.3.10)
25 SMTPH—8 (10.1.1.6) ~D R T 7 ¢ v 7%, U AN—R RAEENFEKNCHERINET,
103.3.10 725 10.1.1.6 ~D s T 7 ¢ v 7%, NAT L—/MZ—F L EHAM, 10.1.1.6 75 10.3.3.10
~NDOVH—2 T T4 PF, BENT T4 v I DA HZ—T A APAT L—LIZ—ET 5
VERBHY £9, EFRBLOW RO 7 0 =03~ LW d, ASAITZERIC Yy b &
Fay 7 LET, ZOREZERET DT, TNOD0FXy NU—JBOT AT T 47 4 NAT
N—NEHEHL T, A Z—T A APATL—LANE VPN Z IS4 T NRNEDO T 7 47
BT HOMLERHD ET, TAT T AT A NATIZRILT RLAIZT RLVAZEBRLET,

NAT O & S8R .
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B vt sEUYA Fy—y o b pN

4:VPNI S AT DT AToT4T 14 NAT

nacket; src address is

209.165.201.10 = 10.3.3.10

3. ldentity MAT between inzide and VPN Client NWs
Src: 10.3.3.10 - 10.3.3.10 1. SMTP request o 10.1.1.6

Dst:10.1.1.6 —> 10.1.1.6 (o i 11:-.' \

4. SMTP request fo 10.1.1.6 ) P
'.xl:.-‘frc. 10.‘3.3.10.. J ‘ -_f‘_"f:-——-—p_,,,

LS &

—— VPN Client

_____-,"_-1'-'"""”_‘; 209.165.201.10
Inside !— it _:'@st: 209.165.201.10)
T 8. SMTP responze to

VPN Client

Sre: 10.1.1.6 —» 10.1.1.6

Dsi: 10.3.3.10 Dst: 10.3.2.10 =+ 10.3.3.70

5. SMTP responseto 8- |dentity NAT
VPN Client

| 10.3.3.10 — 200.165.201.10 |

303453

7. ASA encrypts packet; dst address is now real address

FEORY NT—7 DI DOWDY TV NAT OREZZR LT EE W,

! Enable hairpin for non-split-tunneled VPN client traffic:
same-security-traffic permit intra-interface

! Identify local VPN network, & perform object interface PAT when going to Internet:
object network vpn local

subnet 10.3.3.0 255.255.255.0

nat (outside,outside) dynamic interface

! Identify inside network, & perform object interface PAT when going to Internet:
object network inside_nw

subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic interface

! Use twice NAT to pass traffic between the inside network and the VPN client without
! address translation (identity NAT):

nat (inside,outside) source static inside_nw inside nw destination static vpn_local
vpn_local

NAT 5 KUY A bY—H 4 VPN

WOKNZ, R—NE =P ) BDFT 4 AT DA MY —H A b V& RLE
T A F =%y MIET T 7 4 v 71I2o0WT (728 2IER—LZ—D 10.1.1.6 7> 5
www.example.com ~) | A LV H—F v h~DT I EHADZDIINAT (2L » TRt SN 587
Vo Z IPT7 RLVABRKETT, ROFITIE, /> F—T = APAT L—/LEEHLTNE

B NATosiEsE
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NAT & U A by—44 ~ven [

9, 7272L. VPN h o 2V ERBTH T 7 4 v 7i2o0nTik (& z2iE, R—AF—n
10.1.1.6 2B /B 102278 ~) | NAT #FEITLERA, TOD, TAT T 4T 4
NATV—/VEAERR LT, DT T 4 v 7 BN T HRERHY £T, 74T 7T 47 1 NAT
FRILY RLAIZTY RLAZEHRLET,

B 15: 94 FY—HA FIPNDT-ODA L E—T A X PATEEUVTATT 4T 4 NAT

2. |dentity NAT between NWs connected by VPN

| Sre:10.1.1.6 —» 10.1.1.6

Dst: 10.2.2.78 — 10.2.2.78
3. IM recened

e B
 Sre:10.1.1.6 )

e § é‘L; - | - ;ﬁ

P : [T T KSan Jose [ ==
FirewaIHT-.\S'tE't Site VPN Tunnel .FurewaIlE e 102278

1. IM to 10.2.2.78

T
(Sre: 1011 .ﬁ:‘l

FW Outside |P: 203.0.113.1

| 10.1.1.6 —> 203.0.113.1:6070 | www.example.com

{ Bre: B '
\Sre:10.1.1.6 | B, The firewall performs interface PAT for
AHTTPto outgoing traffic.
www.example.com

.l'/- - : By
"*?_”:' 203.0.113.1 .BD?_'D/,I

C. HTTP request to www.example.com =

]

WODOKIZ, Firewalll (R—/V & —) (T8 d 5 VPN Y 74 7 b & Firewalll & Firewall2 (3
v 8) WOV A R —H%A b FrR ETT 7B AFRERY—N (10.2.2.78) 2% 5 Telnet
FERERLET, ZHEATEVERTHDLZD, VPN I FTA T ENHEDIEATT v b b
VANDAE—=Fy NE ST T 4 v ZICORER, A F—T oA ANBEEENMET DL
BWRNHD F9, FBIENAT LV—ILINSEZD T 7 4 v 7 RIS D720, VPN IZERG S i=45
Xy NU—JMBTITODLREERIZ, VPN FA T bR — N A —BIOr /EDRy b

TU— M TT AT T 4T 4 NAT ZiRETHVELH Y 1,

NAT O & S8R .
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B wssvss ry—va rven

16: 94 bY—H A CVWPN~DVPNY SAT7 U TOER

10.1.1.6

2. Firewall decrypts packet; src address is 1. HTTP request to 10.2.2.78
now local address

| 209.165.201.10 > 10.3.3.10 |

.-/-
Inside a
Boulder = T TH

- ™
(Src: 209.165.201.10 )
% /

£ Theige Y

——Intermet "——

 — . mmm® San Jose
—~__ Firewally Steto-Site VPN Tunnel i i /102278
Sre:10.3.3.10 - 10.3.3.10 - -
i B
Dst: 10.2.2.78 & 10.2.2.78 k\-srl.'.!: 10.3.3.10 )
iy
3. ldentity NAT between VPN Client & 4. HTTP request received

San Jose NWs; intra-interface config reg'd

2 % B OFIO Firewalll (R—/v4—) 12O\ TIE, RO NAT O%EFIZZH L TS 7TE 30,

! Enable hairpin for VPN client traffic:
same-security-traffic permit intra-interface

! Identify local VPN network, & perform object interface PAT when going to Internet:
object network vpn local

subnet 10.3.3.0 255.255.255.0

nat (outside,outside) dynamic interface

! Identify inside Boulder network, & perform object interface PAT when going to Internet:
object network boulder_ inside

subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic interface

! Identify inside San Jose network for use in twice NAT rule:
object network sanjose_inside
subnet 10.2.2.0 255.255.255.0

! Use twice NAT to pass traffic between the Boulder network and the VPN client without
! address translation (identity NAT):

nat (inside,outside) source static boulder inside boulder_ inside

destination static vpn_local vpn_local

! Use twice NAT to pass traffic between the Boulder network and San Jose without
! address translation (identity NAT):

nat (inside,outside) source static boulder_ inside boulder_ inside

destination static sanjose_inside sanjose_inside

! Use twice NAT to pass traffic between the VPN client and San Jose without
! address translation (identity NAT):

nat (outside,outside) source static vpn_local vpn_local

destination static sanjose_inside sanjose_inside

Firewall2 (> / B) 12250V Tid, D NAT OFEBRZ S L T 7ZEW,

! Identify inside San Jose network, & perform object interface PAT when going to Internet:
object network sanjose_inside

'—IHPN Client
4-’/) , 209.165.201.10

303260

. NAT O & S8R
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NAT 5 £ U PN g7 s w2 ]

subnet 10.2.2.0 255.255.255.0
nat (inside,outside) dynamic interface

! Identify inside Boulder network for use in twice NAT rule:
object network boulder_inside
subnet 10.1.1.0 255.255.255.0

! Identify local VPN network for use in twice NAT rule:
object network vpn_local
subnet 10.3.3.0 255.255.255.0

! Use twice NAT to pass traffic between the San Jose network and Boulder without
! address translation (identity NAT):

nat (inside,outside) source static sanjose_inside sanjose_inside

destination static boulder_ inside boulder_inside

! Use twice NAT to pass traffic between the San Jose network and the VPN client without
! address translation (identity NAT):

nat (inside,outside) source static sanjose_inside sanjose_inside

destination static vpn_local vpn_local

NAT 5 KU VPN EET7 I £ X

VPN 2T 256, ASAZBMA LT A v F—T = A RUSNDA U B —T = f A~DEHRT
Y ABFFATH I ENTEET (management-access 21~ REZRM) | =& 21E, FMEA
VE—=T A XD ASA ZBIET D56, BT 7 £ ABRETIZ. ASDM. SSH. Telnet,
721X SNMP Z i L CHNERA > #—7 = A AT D 2 LA A[RE T, E720E, WNEA v
H—T7 A AT ping ZEITTEET,

WD, ASA DWNHERA o H —7 = A AT Telnet #55¢4 5 VPN 7 A4 7> b &R L £, &
BT 78R A F—T oA AZFEHL, NAT L VE—F 727 A VPN (18 X—Y) F£71%
NAT B X OV A FY—H% A F VPN (20 X—) XS TTAT T 47 4 NAT 2% ET D
BE. V= by T T AT a B EHLTNAT 2R ETHHERHY 7, L—h
W I T TR WEE, ASA IR, V=T 4 7 T—TNLORRFICERRL, NAT a~v 2 K
THEESINTA LV E—T A AN NI 7 4 v 7 E2EEFELET, ROBITIE, 1A% —
T oA AINEHA X —T A ATT, ASAT, WHiry NT—ZIZEBNT 7 4 v 7 %2i5F
LEBA, ZHIE. WA X —T 24 ZADIP T FLAIZIIRY 8 A, L—h Ly I T v
T F T a v EERAT L ASAX, Wy N =2 OOV ICNEA v —T = A 2D
IP7 FLRICHEE N7 7 4 v 7 HRETEET, VPN A7 bRy hU—2 |k
DHRARNDRNT T 4w DGE. V=RV I T T 7 arDNhHoTHIELWHIIA
VHE—=T A A (NER) 22D, WEDONT 7 4 v Tu—3wEEZibEE A, A— b
NN 7T AT a ORI OWTIE, A 757**714'2@6‘%& (17 ~—) &%
LT EEN,

NaTosie 3R ]
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B wevwnorsonea—sr0y

17:VPNEET7HE R

-

2. ASA decrypts packet src address is now local address

209.165.201.10 —» 10.3.3

3. |dentity MAT between inside &
VPN client NWsz: route-lockup req'd

Src: 10.3.3.10 —» 10.3.3.10

Dst: 10.1.1.1  —2 10.1.1.1 Slc 209.165.201. Il}
4. Telnet request to 10.1.1.1
(Sre:10.3.3.10 )

\

ASA Inside IP:10.1.1.1 N | '

— '__'-_._.____———-" K" ".FP‘N Cllent
: : — 209.165.201.10
Inside . I_ Internet

e : @51 209.165.201. w)

T E 8. Telnet response to
VPN Client

Sre:10.1.1.1 = 10.1.1.1

Dst: 10.3.3.10 ;
Dst: 10.3.3.10 & 10.3.3.10

5. Telnet response L
io VPN Client 6. |dentity MAT

| Dst: 10.3.3.10 > 200.165.201.10 |
7. ASA encrypts packet; dst address is now real addreas

303461

FEORY NT—7 DD DY TV NAT OREZZR LT EE N,

! Enable hairpin for non-split-tunneled VPN client traffic:
same-security-traffic permit intra-interface

! Enable management access on inside ifc:
management-access inside

! Identify local VPN network, & perform object interface PAT when going to Internet:
object network vpn_ local

subnet 10.3.3.0 255.255.255.0

nat (outside,outside) dynamic interface

! Identify inside network, & perform object interface PAT when going to Internet:
object network inside nw

subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic interface

! Use twice NAT to pass traffic between the inside network and the VPN client without
! address translation (identity NAT), w/route-lookup:

nat (outside,inside) source static vpn_local vpn_local
destination static inside nw inside_nw route-lookup

NATEVPND ST a—Ta4290

VPN 2 L7 NAT OFfEZ b T TNV 2 —T 4 7 T57-D12i. IROEHRY — L2
LTLEENY,

B NATosiEsE
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Py k7—s 0z ]

e Ny b hb—H ELLERH LGS, N7y b bb—iE, Ty EREELTW
BHNAT L—/LE2F R LET,

s shownatdetail : FFEDONAT /L—/L Db v F By FBXOEHfEGRISNTEZ T 7 4 v 7
AFRRILET,

eshowconnall : R 7 A NT77 4 v 7 LOMOERiEELT 77 4 THic T LET,

EMEICBRD R WRE L BMET D720 DR EZE K S ERT 51213, ROFIHEEZFATLET,
1. 74727 47 14 NAT 2 L72v VPN Z3%E L £7,

2. show nat detail & show conn all Z AJ] L $7,

3. TATYT 4T 4 NAT DRREZBMLET,

4. show nat detail & show conn all Z#¢ V) K L F 4,

IPv6 v kD — 0 DEHA

IPv6 DI & IPVA DHDFRy NI —JTRT 7 4 v 7 @RS LERH LS, 7 FL
A B AT DOEHINAT 2 FEATIHIMLENDHY £, 2 O0DIPv6 Xy NI —27TH, Sy
NI =7 WENET RUAZIEFRRIZTOILERNHIGELH Y £,

IPv6 %> N T —2 TIROEHY A T HFHTEET,

« NAT64, NAT46 : IPv6 /37 K% IPv4 /37 > MZ (F7213F0WIZ) BHLET, 2D
DRV — IPv6 5 IPv4 ~DZH, I OVIPv4 705 IPv6 ~D % EFeT D M TN
HYFET, ZHIT 1 OD twice NAT b—/L TEITE F34, DNS — 0355+~ b
T—7 D561, BZLIDNSIWEEZY 74 NTHXERHY £7, sz ET
% & X twice NAT L— /L TDNS U 74 NEBAICTHZENTERNZDH, 25D
Network Object NAT /b— LV &AERKT D Z EN X VIR Y ) =2—2 3 T,

A\

GE) NAT461IZAZT 4 v 7 v v LT OHREYR— N LET,

NAT66 : IPv6 /X7 R &ERIDIPv6 7 RLAICEBLET, AXT 4 v 7 NAT =T 2
TEEWRLET, FAFT I v NAT 721X PAT ZEH TE 425, IPv6 7 R L A TR
BICH DD, XA FI v 7 NAT 2T 20ERH D 5 A,

N

GE)  NAT64 B I UNAT46ITEHENL—T v R A VX —T = ATOHARNTT, NAT66 TV —T v
RBLINTY v T—T A N—D A B —T = ADMEHFTHLTT,

NaTosie 3R ]
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. NAT64/46 : IPv6 7 K L X D IPvd ~D %2

NAT64/46 : IPv6 77 kL A D IPv4 ~DZ

N7 49 7BIPv6 ry NT—T B IPVA DHDF Yy NT =TT 7 BATHE XL, IPv6
T RUVAZIPVA T RLAIZER L, IPVA NS IPV6 ~h T 7 4 v 7 INIESNDMERD Y F
T, 2O0F7 RVA P —NVEERTLHULENSHD T, IPvd Xy NI —7 TOIPv6 7 KL A
BNRAVRTLIPVET RLA =)Ll IPv6 X v hT—7 D IPv4 T KL A% NA 2V KT 5
IPv6 7 KL A F— /LG9,

e NAT64 L — /LD IPv4 7 RL A F— Ui H /NS IPv6 7 94T N T RLZED 1
K1 DO~y BT EIT)DICH372T RUVARRWAREERH Y £, ¥ A5 v 7 PAT
WEZ AT I v T ERITATT 07 NAT L LT, K OHEIZEEDIPv6e 7 T 1 T >
b7 FLRIZHRHIETEE T,

e NAT46 /L — /LD IPv6 7 RL A T —)LE, vy B 7 EN5HIPvd T RLADHEEFLW
N FRFENEBILDENARETT, UL, K 1Pvd T FLAZ R D IPv6 7 F
LAy B T TEDLLICRDET, NAT46IIAZ T 4 v 7 =~ v B T OB %Y R—
c2720, AT IV PAT AT HZ L IXITEERA,

EEILIPV6 Xy NU—7 HE | 5EEIPva Xy NU—T HO 2 DORY o —%EHKT HMLEN
HYFET, ZHIT1OD twice NAT b—)L THEBLTE E9 3, DNS =034 x v hT—2
WZHDHHEEIT. BELIDNSEEE Y T4 NTHOMERHY £, SWAEEETT D EXIT
twice NAT /b—/L'CDNS U 74 b 2N 2 2 ENTERNZH, 2 DD Network Object
NAT V— 1V aAERRT D Z RN L VYR Y ) 2— 9 TY,

NAT64/46 D5 : RERIPV6 =~y T —0 ESERIPVA A B2 —F Y

IR T OITEMR BT, IPV6DAHADONER Y hT—IBHD ., A X —Fy MIEEFETD b
TT7 4 TIZOVWTIPV IZEBRTAVNERH D £9, Z OB TiX DNS ZBHDOMIENRN 7202 &
FRIEE LTWET, 2070, H—0 twice NAT /L—/L T NAT64 & NAT46 D i )57 DR %

= =37y
FITTEET,
=
\Web server
| | 200.185.200.225/27
autside
IPvd | 200.165201.1/27
@-
2001:dbS:: 100 — 208.165.201.1 F)
209.185.200.225 — 2001:db3:01A5:CBE1 E
inside
1PV 2001:db8::1/88

E Inside client

2001:db3::100

—

B NATosiEsE
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NAT64/86 (O] : 515 1PV 1 8 —% v k& DNS T %A L=ps e 2y k7—2 [

ZOBITIE, A E—T 2 A ADIPT RLAEFEAF IV PATA L Z—T = A A%E
HALT, NELIPV6 * bU— 27 % IPVAICEB L E T, HELIPvA N T 7 ¢ » 713 2001:db8::/96
Fy NU—7 D7 RLURITHIICE#E S L, NERy U —27 TORENRFRIEINET,

FIE

ATV T1 NEFIPV6 X NU—2 DDy NI —27 727 NEERLET,

hostname (config) # object network inside v6
hostname (config-network-object) # subnet 2001:db8::/96

AT T2 IPv6 %y NU— 7 Z IPV4 IZEH L THORT 720 Twice NAT /L— /L ZAERR L £1,

hostname (config) # nat (inside,outside) source dynamic inside v6 interface
destination static inside v6 any

ZON—T KD NERA B —T = A A0 2001:db8::/96 BT F v R MBI A X —T = A
AP IT_XTCDRNT T 4 v 70, A H—T = A ADIPv4T R L A% L T NAT64
PAT B Z i ET, WlZ, WA v ¥ —7 = A AZADINBR Y RU—T7 D 1Pvd 7 KL A%
T _C, AR IPvE T R LA SR A L C2001:db8::/96 % hU—27 LD 15DT R
ANCEWSNET,

NAT64/46 D15 : 5V &R IPvA 4 >3 — <y & DNS ZH#Z{ERAL=NER IPv6 v kD —%

LRI, IPVODHRDNES Ry NU =T B0, HERDA X —F v MIWNE L —FNME L
5 IPv4 DB DY — Y AN H DA DR 2H T,

NaTosie 3R ]
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B natesiss ol - shEBIPV £ L2 —F o k& DNS ZHRE R LI-RE IPVG Ry kT —2

=
Web server
209.165.200.225/27
EJ 1
: Y =l DNS server
@ . 209165202 129/27
\'—oﬁtside S
IPvd 209.165.201 1/27
@ DNS: www . example.com
Aho. = A 209.165.200.225 — AAAA 2001:db8:D1ALCEEN
333112282016}22_5’ iugal[]{ilsﬂzt?;&&&c&ﬂ gﬁ 209.165.202.129 — 2001:DB8::D1A5:CAS1
R B . 209.165.201.1 — 2001:db&::100

inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
\ 2001:db8::100

ZOBEITIE, AN A v BZ—T A ADIPT RLAE XA F IV I PATA VB —T = A A%ff
LT, WEBIPV6 r > b T —27 Z IPv4 IZE# L E3, SN IPv4 T 7 4 v 713 2001:db8::/96
Fy NU—=27 D7 RUAIZHIICEBIIL, WER Yy N —7 TORFERTFTINET, SN
DNSH— "B DIRENRA (IPv4) 725 AAAA (IPv6) L a— RIZAHSIL, 7 KL AR IPv4
ME IPVE ICEH SN D L 91T, NAT46 /L—/LDDNS V74 FaARNIZLET,

PUFIE, WHEBIPV6 %~ N U —2 @ 2001:DB8::100 D7 Z A 7 > b 7% www.example.com % B Z
9L LTWDHEAED, Web ERO Ry —7r o 2 TY,

1. 79472 2 2—%32001:DB8::D1A5:CA81 @ DNS H— 3|2 DNS Bk A %E L
F 9, NAT /L—/ L DNS EROE[E 7T &SI x L TROEBHEZITNET,

+2001:DB8::100 7> 5 209.165.201.1 D—FE DA — k~ (NAT64 1 > % —7 = A A PAT
JL—)L)

«2001:DB8::D1A5:CA81 75 209.165.202.129 ~ (NAT46 /L—/L, D1A5:CA81 /%
209.165.202.129 (ZFHY 55 IPv6 T9)

2. DNS ¥ — 3%, www.example.com 7% 209.165.200.225 TH D Z L ZRT A L a— R&fiH
LTSELET, DNSU T4 AR NAT46 L —/L1E, AL a— K% IPv6 S D AAAA
La— RIZE# L, AAAA L 22— KT 209.165.200.225 % 2001:db8:D1AS5:CSE1 (24 #a L £
T, F£72, DNSIGEDEEITLE5ET FL AR, BINERE A,

*209.165.202.129 7>5 2001:DB8::D1A5:CA81 ~

*209.165.201.1 7>& 2001:db8::100 ~
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ATy T

ATy T2

NAT66 : IPv6 7 K L XM 531D IPv6 7 K L A~DZEH .

3. IPv6 7 74T > ME, Web ¥ —"DIPT KL A&FFHOZ L2720, 2001:db8:D1A5:CSEL
® www.example.com ~® HTTP R ZEpk L £9, (DIAS:C8E1 I 209.165.200.225 (Z4H
W92 IPv6 T9) HTTP ZRDZHEEIC ESEENBRD L S ITEB|SLET,

*2001:DB8::100 7> 5 209.156.101.54 D—F D HR— k-~ (NAT64 A > Z—7 =1 A PAT
JL—)L)

*2001:db8:D1AS5:C8EIL 75 209.165.200.225 ~ (NAT46 /L —/L)

ROFIATIE, ZOBFIOIREGIEZHOWTHILET,

FIE

WNESIPV6 Xy N —Z DRy NI —27 77 N EVERK L., NAT64 L—/L &2 B L %
j—O

hostname (config) # object network inside v6
hostname (config-network-object)# subnet 2001:db8::/96
hostname (config-network-object)# nat (inside,outside) dynamic interface

ZOL—MTEY, NE A v HE—T = A AD2001:db8::/96 T Ry RINBAEA o H—T = A
ANDRNT T 4w 71T WA F—T oA ADIPv4 7 F L A% L7z NAT64 PAT Z5#i%
&L £,

NEIPvA Ry U — 7 HICEBEINTZIPV6 Ry NT—T DRy NT—7 TV =7 EVER
L. NAT46 L—/L%&58ML £,

hostname (config) # object network outside v4 any
hostname (config-network-object) # subnet 0.0.0.0 0.0.0.0
hostname (config-network-object) # nat (outside,inside) static 2001:db8::/96 dns

ZDON—IZED, WEA v F—T = A AN ISRy NT—7 DT XTOIPv4 7 KL
A1, MIAIIPvA 7 R L AR & L C 2001:db8::/96 %~ U —27 DT KL A IZEH X
NE4, 72, DNSIZEIZA (IPv4) 75 AAAA (IPve) L a— RIZE#H S, 7 R A
IPv4 725 IPv6 I Sk,

NAT66 : IPv6 7 KL AL RID IPV6 7 KL ANDEHE

IPv6 > R =T MBRIDIPV6 Xy hT—7 ~BEfTHE X, 207 RLAZINTR Y b T —
T DRIOIPv6 7 RV AICEMTEET, AX¥T 4 v NAT2MERATHZ LR LET, &
AF I v 7 NAT £721E PAT ZEH TEET 25, IPv6 7 RLRIIREICH DT, AT Iy
7 NAT ZEHT 2L ERZH Y £ A,

BIRBT RFULA XA TORTEBRIN T2, NAT66 ZHHD 1 DD/ — /LSBT
T ZAHD/L—/LE, Network Object NAT Z i L CRIHLICET Wb D5 2 LN TEET,
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B weson. xvro—sMOREF (v TH

e, VE—=U b7 4w 7 &7 LIRWIGEIE, twice NAT DA EZHEA L TAZT v
NAT L—/L & B I TE £7,

NAT66 D, *v FT—OBDRE T4 v EH:

Network Object NAT Zf#i ] L T, IPv6 7 KL A — VDA Z T 4 v 7 EMarikETE 7,
WORFNE, 2001:db8:122:2091::/96 % v b U —27 OWNIELT KL A%, 2001:db8:122:2999::/96 %
FU =7 DT R ANER D HIEITHOW TR LTV E T,

En

IPvE web server

oﬁtside
IPvE 2001:db8:122:201b::1/96
S 4

2001:db8:122:2091::121 — 2001:db8:122:2399::1

IPvG 2001:db8:122:2091::11/96

Inside client
\ 2001:db8:122:2091::121
—

F

FIE

WIEBIPV6 %2y NU—2 DRy NU—7 77 FEER L, AZT 4 v 7 NAT D)L—)L %
BINLET,

hostname (config) # object network inside vé6
hostname (config-network-object) # subnet 2001:db8:122:2091::/96
hostname (config-network-object)# nat (inside,outside) static 2001:db8:122:2999::/96

D=L NEA v F—T = A AP 2001:db8:122:2091::/96 H 7 % v F MBI A

=T 2 A ASNDTXTO T 7 (v 7%, 2001:db8:122:2999::/96 1~ T —27 DT KL A~
DART 4 v 7 NAT66 24 Bifs L £,
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NATes DI, &> Tz 1P A 5 —7 x4 2 PAT ]

NAT66 D, > TIL7iEIPv6 1 > 2 —T =4 X PAT

NAT66 % EHET DO O 72T 7a—F%, A X —T = A AIPv6 7 KL ZADRID KR —
MZIWNET KL AZ@EFNICEID ¥ CTHZ & TT,

NAT66 DA X —T 2 A APAT V—VERETDHE, TDA X —T =4 AIFRE ST
HFTR_RTCOTa— L 7 RLRAZ, PATO v IR ENET, A2 F—T A AD
Vo rza—HhLEFIEYA Fr—HL 7 RLARIE, PATIZERHEINER A,

AT—
=

IPvG web server

ol;iside
IPvE 2001:db8:122:201b::1/96

F. b

2001:db8:122:2091::121 — 2001:db8:122:201b::1

inside
IPvG 2001:db8:122:2091::11/96

Inside client
z 2001:db3:122:2091::121
—)

FIE

WEIPV6 Ry U —27 DRy NU—2 7T =7 FNAER L, 47> 7 PAT V—/V4&iB
mLEJ,

hostname (config)# object network inside vé6
hostname (config-network-object) # subnet 2001:db8:122:2091::/96
hostname (config-network-object) # nat (inside,outside) dynamic interface ipvé6

ZDO—L T, NEA v Z—7 = A A 2001:db8:122:2091::/96 subnet ¥ 7 % » k2> 5 40 ERA

VHE—T 2 A AND ST T 4 v TiE, A X —T = A AFIZERE SN2 IPVv6 7 — N )L
T RLZDOWFhr~D NAT66 PAT ZHaza S L ¥4,

NaTosie 3R ]



NAT Ol & B 1
B vwrzsmLrons sy emEoBSBA

NAT ZfER L7=DNS V T ) LIGEDSETHZ

WWENOT RLAZNAT 27 4 Fal— g b— ﬁtTé?M/X BEEH#iz T, DNS s

BrRELETDIIICASAZRET D ENNEI 258 HYFET, DNSEEIT. £ T
AlL—3 gy b— )L %3 m?é&%uﬁﬁféi?om&@Eim&&éhk%@iﬂi
@—o

Z OFEEEIL, NAT b—/UiZ—8 T A DNS 7 = U LInEDT KL AxEE Bz £4 (L2
X, IPv4 D A L z— K, IPv6 D AAAA L o2— K, £72135|*DNS 7=V D PTR L 22—
R) o OB T AU F =T o ADBMODA o H—T oA ATHEENT D DNS A TlE, A
La— RiE~y 7 ENTENSFEEOHE~Y 74 bk d, i, EEOA U H—T AR
MHbw BT A H— 7I4x_%@¢émﬁméfi\AV3~F1%W®4ﬁ%V/
TENTE~EERmZONET,

NAT /L —/VIZ DNS DEXHZ 2R TET HVLENAE L L FRRNERISRLET,

o JL—/L 2 NAT64 F 721% NAT46 T, DNS V— 039 5% v b U—2712H DH4E, DNS A
La— R (IPv4[F) & AAAA L 2— R (IPv6 [A1F) RIDZEHLD7- D2 DNS A E X #iz
5 %/E[\O

¢ DNSH— R"NNERIZ, 7 TA4T v FRNEIZHY . 7 74T > baMERT 5 588E0i B A
A VR E TR B LM ONER R M BIEE,

¢ DNS —NHNEIZHD, TTARX—=FIPT FLAZFEHALUOSEL, 794 T2 R
NERZDHY . 7 TFA T "IN REM N AL A EZBEL THEICAZA FERTWASH—
/\%77’[2;{—’9,«%)7ﬁ|:|0

DNS DE = X DHIR
RIZDNS U 74 FOfilRFEZ R L ET,

°@ﬁ@AVﬂ%PitﬁMMAV:%F’@ﬁ@mﬂw%w%megé’kf £ H
425 PAT /L— VIS RBAREIZ 2 572, DNS U T4 MIPATICITEA SN TR A,

s twiceNAT L— VAR ET D6, %6887 RUABIXOEGELT FLAZET S L. DNS
BEZHECEXEHA, JNLOFEEONL—LTIE, AL BIZANSTEAIZ1IDOT R
L AR L TR D EBPTOND AREMEN H Y £9°, L7243 -> T, ASA (X, DNSJHE
WO IP 7 R L X %57 Twice NAT Lb— /W —H EFAZ LN TEXFH A, DNS IBEIC
X, DNSERAZRDT- 7y NHNOEFITLT KL A LT KLU AOMAGOHEIZET S
HHRPEENEE A,

eDNS 7 U LS&E LA EXH X 5H121T. NAT D/L—/LZ%F LT DNSNAT U 54 & H%)
ICLZEDNS 7T F U r—sa v A VAT a AN T HHLENRS Y £3, DNSNAT
DYVITA FEAEMMILIZDNS T 7 U r—vary A VAT a 3T 74V T/ a—
PVZHERHEN DT, A VAR T a VOREEZERTHMLEITETEH D £H A,
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DNS /& EE1E

DNS iS55 : Outside £> DNS 4 —/3 [

o EEXZIL, DNS OE X Hi 2 |3 NAT L—/LTiE7e< xlate = b U TEITENET, L=
MNoT, XA FI v 7 —iZxlate N2 W0EES. VI MRELLFEITEINERHA, %
2T 47 NAT DA, U XD RBEPEELEEA,

*DNS DEXHZIZL ST, DNSH¥AFTIv I T o7l T—r DA vE®—Y (AL —T37
v a—FRs5) FEXBIONETA,

WD Ry 7T, NAT/L—/LDO DNS U T4 FOfl 2R LET,

- Qutside _£ @ DNS H—/©\

WO, A v F—T = A ZABT 7B AA[EE/R DNS — & R LE ¥, fip.cisco.com &
W)= NBNERA v H—T = A A LIZH Y T, fip.cisco.com DEFEDT KA (10.1.3.14)
B.ANE Ry RU—27 ETRIEO~ v B2 7 R A (209.165.201.10) ([CA X T 4 v 7 T4
Bad D X DI NAT 2% E L ET

ZOWE., TOARET 47 L—/LTDNS JEBEEEZ A F—T MITHMERHY £, 2
LD, BEOT RLUAZMAH LT fip.cisco.com (27 7 A9 25 Z & &F] INTWDHNER
a—HF, v LS T RLATIIARLS EEDT RLAZE DNS — W52 ETEX 5L 9T
7 FET,

WA A K23 fip.cisco.com DT R LA %K 5D DNS BRAZXET 5D &, DNS — N FIHE T
<o B T R A (209.165.201.10) 2 RLET, VAT A%, WEH—"OREZT (v
N— Vv EZH L, DNSIEENOT R A% 101314 18 L £7, DNSJSBEEEZ /L
IRV, NERAR A M fip.cisco.com IZIEHET 7 £ 24 AV IZ, 209.165.201.10 12 kT
T4 v OEFEERAET,
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B ons T - outside £ DNS 4—/%

DMNS Server

Security
Appliance

DM Reply Madification
209.165201.10 —10.1.3.14

User ftpcisco.com
01314
Static Translation
on Qutside to:
209165 201.10

®

FTP Request
101314

130021

FIE

ATV TN FIPYV—"DOFRy hU—27 7V =7 b EERLET,

hostname (config) # object network FTP_ SERVER
hostname (config-network-object)# host 10.1.3.14

ATy T2 DNSIEELZHRELT-AZT 4 v 7 NAT R ELET,

hostname (config-network-object)# nat (inside,outside) static 209.165.201.10 dns
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DNS iSE&BEE : Bl2D®y bT—5 LD DNS H—/X, & b, 8&£U5—1 [

DNS/ICEEIE : AlRDRy bT—9 EDODNSH—/\ RX k. LUV

H—/\

DNS & EE1E

ROBNZ, FMEB DNS —3726 DMZ * v MU —27 2% % fip.cisco.com D IP 7 K L A & 23K
TONMA Yy =7 Oa—P 2R LET, DNSY— N3, 2—FNDMZ x v hU—7 ki
FAELRWEATH, SMBEDMZBID A X T ¢ v 7 L=t > TUEE T v BV 7 7 R L
2 (209.165.201.10) %7k LE T, ASAIL. DNSISENODT KL A% 10.13.14 [ H# L £,
ZI—PREEOT KL AZMHEH LT fip.ciscocom (ZT 7 Z AT HEMENSD5E. 2Ll ED
RETLED Y A, WEEDMZEICH AZT 4 v 7 V=AD& 55EIE. ZON—ViZ
%L TDNSJSEEES A R—T7 VT 20ERH Y £9, DNSIEIL, 2HERINET,
ZO%E . ASAIINEE DMZ DA X T 4 v 7 b—/UUZHE>Th 5 —E DNSIHEND T K
L A% 192.168.1.10 (2 #2 L £ 9,

K 18:DNSFEEBLE : Bl2Dry b T—45 LD DNSH—/3, KRR b, HLUH—/

DME Server

o
- [

Static Translation 1
f DN_SDUEW? on Cutside to:
tp.cisco.com? ser 209.165.201.10
Outside}

Static Translation 2
on Inside to:
Security Device  192.168.1.10

s ftp.cisco.com

1 Cisco.

= LR = Eerer
Translation

192.168.1.10 —= 10.1.3.14

FTP Request
192.168.1.10

: IRA b Ry bT—2 L@ DNS H— /N

WORNZ, FMBO FTP H—/3% DNS r—"Z /R LET, VAT A, MY — oA ¥
T Ay EHRNBY 9, ZDOHA. fip.cisco.com DT KL A% DNS H— N ZHRT S L
DNS H— NZIEETHEEDOT R LA 209.165.20.10 27~ L £, = —HIZ ftp.cisco.com D
~ v B T RLA (10.1256) AT, AZT 4 v 7 E#HAO DNS IGEELEE
RETHVLENRDH D £,

DNS Reply

209.165.201.10 o

DMS Reply Modification 1
209.165.201.10 =5 10.1.3.14

® \

DMS Reply Modification 2
10.1.3.14 = 192.168.1.10
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B onssssser

ftp.ciscocom
20916520110

Static Translation on Inside to:
10.12.56

Dest Addr. Trans|ation
101256 20916520110

DME Reply Medification
209.165.201.10 =»10.1.2 56

@

DMNE Reply
101256

FTP Request
101256

13002z

FIE

ATV T1 FIP Y —1DFy NI —7 TV MEERLET,

hostname (config) # object network FTP_SERVER
hostname (config-network-object)# host 209.165.201.10

ATw T2 DNSIEEEXZRELI-AZT (v 7 NAT % ELET,

hostname (config-network-object) # nat (outside,inside) static 10.1.2.56 dns

ry K

DNS64 [ Z S 1E
WO, HED IPv4d % T —2 F@ FTP — 3¢ DNS B — AR LET, VAT A
X SN — SO A Z T 0 VEBPH Y £, ZOGEIT, WEBIPVE = — 17 fip.cisco.com
DT R A%ZDNS Y — NZHERT D L DNSYV— NHRE L L TEEDOT KL A209.165.200.225
ZIRLET,
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onses i E |

ftp.cisco.com O~ v B> 7 7 KL A (2001:DB8::D1AS5:C8E1, Z Z T DIAS:C8E1 %
209.165.200.225 (ZFH24 95 IPv6) M —HFIC Lo TSNS LI 5HITiE. AET 4 v
7 MUK L C DNS ISBEIEZRET 20BN H Y £, ZOHNZIL, DNS h—/D A%
T4 w7 NAT 22, B L OWEL IPv6 AR A D PAT b—/b b & ENTWET,

. S, GO
208 1655200 235
5 Server Siatic Transision on side o

209.165.2401.15 06 - . CRET
Sfatic Trenslalkon on Inside (o 4 Mﬁ g

2001 :DEbDTARCIOF

DS Cuany
lip.clscoucom?

st Acddr. Transiadion
2001:DE8:0TAS:COE T3 209.165.200.225

. @ /
NS Reply Modilicalion .,L
il

200,765 200,22 6—= 2001 DE6DAASCEET

P Reogued

ATy I

ATvT2

S 4 o Nt b (2001:DBR:DASICEET
i

iz
o DEa:
F&T Tresslalbon on Oufsids to; §
200165200230

FIE

FTP — Dy NI —2 7=V MEAERK L TDNSIEEZRE LT AX T 1 v 7 NAT
PERELET, 2T 141 BHTH AL, NAT 46 O net-to-net 7> 3 L ZE&dHE T,

hostname (config) # object network FTP_ SERVER

hostname (config-network-object)# host 209.165.200.225

hostname (config-network-object) # nat (outside,inside) static 2001:DB8::D1A5:C8E1/128
net-to-net dns

DNS =Dy NU—7 A7V =7 NEER LT, A¥ T 1 v 7 NAT Za%iE L £ 7, NAT
46 @ net-to-net 47> 3 L EEGHDET,

hostname (config) # object network DNS SERVER
hostname (config-network-object)# host 209.165.201.15
hostname (config-network-object) # nat (outside,inside) static 2001:DB8::D1A5:C90F/128
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B rrozE. wxrxy ro—sDDNS 511

net-to-net

ATY T3 WEIPV6 X T — 7 B3 572D IPv4 PAT /' — V&R ELET,
5 -

hostname (config) # object network IPv4 POOL
hostname (config-network-object) # range 209.165.200.230 209.165.200.235

RT9T84 WHIPV6 ry NT—7 DFy T —0 7=/ MaERL T, PAT 77— VERE LIZF A
FI v NAT X ELE 7,
hostname (config) # object network IPv6 INSIDE

hostname (config-network-object) # subnet 2001:DB8::/96
hostname (config-network-object) # nat (inside,outside) dynamic pat-pool IPv4 POOL

PIROZERE, RA kY FT—2®DNS H—/\

WOINZ, IBOFTP H—s3& DNSH—Z R LET, ASAIZIE, MBI —"HORAEZT 1 >
TR H Y 9, ZOHAE. WEO—H 0 10.1.2.56 Difig| & DNS /v 7 T v 7 & Fi74
%6, ASAITEREOT FLAZEM L THig|EDNS 7 = —% &% L, DNS H— (3T —
7ML fip.cisco.com ZfEH L TIRE L £,

B NATosiEsE



| NATOflE B

PRROZE. K2+ xv k7—s00Ns5—3 [l

19:PTROEE. KRR b Ry FT—9 D DNSH—/\

fip.cisco.com
209.165.201.10

Static Translation on Inside ta:
1.2.56

209.165.201.10 i !
Device

Reverse DNS Query Modification
10.1.2.56 — 209.165.201.10

Reverse DNS Query
10.1.2.567

b
=
o
ro
fa
|
304002
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