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TLS 7' v % v O#lfRiX, tls-proxy maximum-sessions =~ > N % 7= (% ASDM T [Configuration]
> [Firewall] > [Unified Communications] > [TLS Proxy] XA > Z{#H L CTHENIIRE T T, €
TIVORIRZ FKxT HI21%. tls-proxy maximum-sessions? =~ > K2 AN LET, T 74/ b
DTLS 7u X HIRED bENTLS 7 rX v T A U A &u AT 245G, ASA TlE, £07
AR ETH LT TLS e D ORRPSBBRIICRESNET, 712 ZADOHIR
FVHTLS 7 e ¥ RSB S ET, TLS 7rX UHillRE2 7 M 2 L0 b7 RE
ToHLE, FABVATIRTOEy v a VEEHTEETA,
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\}

van, 81 [l

G¥)

\)

K8 TH2DTA L AMILEE (72 & 21X —VEN 250 KD 7 A &) Tk, TLS
TaxT oty CHIE1000 £TICHIBSNET, K9 THKRDDL T A& 2ABEEKS (2
EXIF—FEN250LL EDT A B R) TIE, TLS 7o X Ol 7 4 Falb— =3
VNRIEL, BT VOBIRARRIBUC/2 0 3, KBEKIIE, =7 AR — R MIOWNWTEDT A
BUABGIREND0E I ERLET, K8 IFHIRENT, KO ITHIRINET,

(7= & 21X clear configureall =~ > RZEHLC) a7 4 Xal—ra a7V 795L,
TLS 7’0 & VHlIRNETNADT 7 4V MIRESNET, ZOT 74N FBRT A ZOHIR
X H/hE Ve | tis-proxy maximum-sessions 7~ 2 &2 L7- & &2, HOMWHIREZ ED D
Il T— A ve—URERENET (ASDM O [TLS Proxy] <A > & H) , 7 =—/
F—N—ZAEH LT, writestandby =2~ > &2 A)$ 57, £/2ILASDM TF' 7 A ~ U &
\Z%f L C [File] > [Save Running Configuration to Standby Unit] % L CH&HIIc 2> 7 4 ¥ =
L—ya v ORMIZITH & B h & U EEET clear configure all =~ > 2% H B AR <
N, B VEBIZEER v —VURERRINDIERHVET, a7 4 Falb—va
DRI LY 7T A = VAED TLS 70 F LHIROBRENE L SN D2, T OBETHER
TEET,

Pl SRIP B b v > a v 2 FEATH2HE50H 0 7,
e K8 T AL ATiX, SRTP & v 3 1% 250 £ TIZHIRE L ET,

c KO T A AT, #HIRIZHD £H A,

VLAN. &=X

GE)

AT 4 T OB B b Z NE L 45 a— 72328, SRTPHIRIZR LT FENET,
IR L TANAZL—PERE SN TN DG EIE, O Ly Z23SRTP TH - TH, SRTP
HIBRICXI LT v FEREE A,

VLAN #IfEORRE L TH T " HA 2 —T A A2, VLAN ZEI 0 B TES, &IiTH)
i LET,

interface gigabitethernet 0/0.100
vlan 100

RYRRYE FST499 T4 42V R

HAF I T—=HR=REF 70— 520, 875/t 3DES/AES) 7 A &L A&
LB T,
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B o= r—r—zraasas528 51€02

TI—)IA—N—FF=IEASA U S RE SA4EUR

ASAVD D T —I)LA—/IN— 542X
AR N A=y MLFTTIA~) 2=y FeFLET NV T4 8 ANBETT,

Firepower2100 D 7 = — LA —/\— 514X

4 Firepower 2100 /%, License Authority £721X%7 74 b — RIZHEE SN TOWDHLERH Y
F9, B XY 2=y MTBMERIEDY S8 A, K74 A2 TRTHIZIE. vy —
VL@ DT A B AEBATAELERHY 9,

BER S LT A AT, BEEN—7 U EBEAT D L 5L BEEOLA AENICE )
fbEihEzd, h—2 EZFEHLTWDIEHA, FASAICF UK ST A B ANRKLETT, ASA
RIETHMNI > TWDA TV a OFEERS{L 3DES/AES) HERED 7 A & o AT DWW T,
PITFESRLTIIEE N,

TITATIAZ N, T 2=V F—=R—TIL, T T 4 TEEBIIODBA— TL BV
TERETCEETY, TITA4TI/ 70547 72— )VFA—R_"—TlL, 7 =— /LA —"— J)L—
TNMT 7T 4 TR TWAEBIZOBAY— "N TA BV VT EFRETETET, HTITA
BN 2=y MIERIENETH, AX N, 2=y MIREEZHALEEA, ZORE
EFX Y vy Va2 DREOEFIZRVET, 77T 4 7 REBEBOHRY—N"IND T4 ABHRL
FT, T BV RAFE DT 22— N F—NR—=TFG AL RAZELDOBI, T z—/bF—/3—DX
TTHAEENET, TOENTA B RTRAZ A, 2=y MIbFr v a S, kT2
T Tlamy ol bXIERHENET, FT7A4A BV A XA FITRO LD IZABLES N E
KR

eStandard : 77 T A TREEBOLNY—NZZDTA B RABZERLETN, ZAZ 34
EIZIIT 7 4V N TEINZ > TW5 Stardard 7 A B ARV £, FOFHAOT-0
WZH— NI EITHOLETIH D THA,

sContext : ZDTA VL ARIT V7 4 TRBEEOHDPERLET, 7ZL, 774/ KT
Standard 7 A £ RZFE2 D a T XA MREEN, ZNEHFO=y MZHD £,
Ka=v h® Standard 7 A B ADIEE, T 7T 4 7 72¥EE D Context 7 A &2 ADJHIZ
7Ty N7 =D ERETINEINET, KRICHEZRLET,

s Standard 7 1 £ RIZIF 2502 T H A MREEN TV ET, 22D Firepower 2130

2=y FOBAE, TNHDTA B AIRK4ODOa L THFANEEBMLET, 77
T A TIAR L INAXT DT 7T 4 77035 EIZ30Context 744 B AERELET, 2
DEE., EBRENTFE 72— LA —N"—F 4L AL DAL THF A NREENT
WET, LhL, 2=y hTEDT T 74 —LOHIRMR 30 THDH-D, fEES
NieT7A BV ATIIRRIODAL T XA NBHERINET, ZOHATIE, 777+
772 Context 7A B AL LT25DaTHFA DR ERETETET,

Standard 7 A4 B AIZIE 20D T F A RBREENTWET, 2 D0 Firepower 2130
2=y FOBE, INLDOTA B R IRK4ODODa L THFANEBNLET, 77
TATITIT 4 TXT DT T4~ 2= MZ10Context7 A &L AZFHELET,
ZOBE, BRENE T 2 AR =T AR R 4D TR A MR EER
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Firepower 4100/9300 &+ — > D ASAD 7 = — LA —i— 51>z [

TWET, 2L 20F, —FHFDa=y FR9a TR A ME2FEHL, hFns5arT%
ANEMBHLET (B4 O5EE) . 2=y FZTEDT T v b 73— LOHIRA 30
ThHIED, EINTETA B ATIEHERIODOI L THRAINBFEINET, 14
a7 XA MIHIROFEFAN T,

s HERF B (3DES/AES) (7= & x0E. 2.3.0 £ Y LARI® Cisco Smart Software Manager 7
FTAMDEAR RN T X T DIDRE) T T 47 2=y NETRZDOITA B A%
FRL, 4BV ADEMICL VT FDO2=y "BZEDTA B AEMHTEET,

Tz VA= =D RITIE, HILWT 7T TEBEITEN T A ARG EEAEHLET,
Xv v aINETARVAREEHEH L, V—NIHERM G 2FERLET, 0T 7T 4
TAEBENRTIZAZ AL E LTI LTS E, T4 B AMEIREZBMLES, THhU v M
TR TA B ANIRNG S AZ N LEBEPMHERZ T D02, LT 77 ¢ 7AEE
DIAVLANALTTAT UV AEREIZRDZ ENH Y T, 72— LA —"—DXT (%
HERTA B 2230 HREATE XTI, COMTHBLE LTI T RERERD
e, BRI A B A NE L T HMBBORELE (DE0, Bz 72X hoiEn)
AT AR R0 T, IIEICITEEBLELA, FILWT 7T 4 7HEEIL /82D
TIAT VADHR SN D ETISH T EITHERARBEHERZEFLET, 72— d—3—
DT B LI2G8E., 7277 4 TREBEIIHEREME L, MFOx=y NMITA B A
ErXy v valRBICLTREELET, 948V AE2H T 77 4 _X— T 51201%, F=2=v k
DEEZZ VT L, BXETHILENRNHY £,

Firepower 4100/9300 > ¥ —> D ASAD 7z —)LA—NN—S4 R

£ Firepower 4100/9300 > % — /{%, License Authority £721Z%7 T A b — NIZEEIN T
LDRENHYET, B FY 2=y MIBIMERIEDND EEA, KT A B 22 THT
DI, vy T EIER DT A B AEEAT HZMLERH D T,

FERBLT A B AL, Bk h—2 U EEHT D L. X ERDBEROLS BEBNICHER)
fbsinEd, P2 ZFEHLTVWIEHE. £ v —VICR UK ST A B ARMNETT,
ASABRTETEHIMNI > TWND ATV a O EER S/ (3BDES/AES) HERED 7 A & R {ZH5W»
T, UTFESRL TN,

TIT 4 TIAR LN T o=V —_R—DASA TA BV ARETIH, 77747 2=v b
WCDIRAT—K FTA VLV RAERECTEET, 77T 4TI7 7T 47 7 x2— /LA —/—TIL,
T 2=V —=R—=TI—TF1INBT 7T 4 T TWAREBIZOAAY— TV Tk
RECTEET, REFAZ NS o=y MEREINETH, AFZ NS 2=y MNIREE
HLERA, ZOREITF Y v a2DREBOEFIZRVET, 77T 4 TREBOF—N
MHETA B AEERLET, T4 BV AFTHR—D 7 =2— VA —N"—=F 4B RZELDL
. 72— A —N—DXTTHFINET, ZOENT A B RTAZ AL 2=y MTH
Xy vradh, N7/ T 4 7oy beholcbXiIiHENET, £T7148 A XA
TIIRDO L D IS E T

eStandard : 77 T 4 T REEBO LB —NIZZDTA B AZTERLUET N, AFX LA
PEEICITT 7 4V P THENCAR > TCWb Stardard 7 A B AR H D 9, ZOMFHOTD
W — IR AT O MLEITH D FH A,
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. Firepower 4100/9300 > v —> FMDASADASA YV SRR S4 VR

«Context : ZD T AL AIT 7T 4 TREBEBDOHNERLET, 2L, 774/ T
Standard 7 A £ AT 10D 2> 7T HF A MR EEN, ZHULHGFO2=y MZHY £7,
K= b® Standard 7 A B ADEE . T 7T 4 T7REEE O Context 7 A & AD(EIE
7Ty N7 — L0 ERETNHEINET, KICHERLET,

e Standard 7 A B RZIZ10 D2 THFAMRHY, 202=v FBH D7D, AFT

0D THXAMRHYET, TIT A TIAZLINAXT DT 7T 4 7 IR3EEIZ250
Context 7A TV AERELET, ZOHA, ENINZT7=—N A —NR—F 4
AZII2700 a2 T XA IR EENTHET, L, 2=y hIEDT Ty 75—
ADHIREN 250 TH DD, fEESINTZTA | ATIERK250 D27 F A FRFF
REINET, ZOHATIEH, 7277 477 Context 744 B AL LT230 2T F A
NERETDHVLERDY T,

e Standard 7 A B RIZIZ 10D TXFAMRHY, 202=v bBH DD, AFH T

2002 TFXFANROODET, TITATITI7T4TXTOTT74~v) 2=y MZ
10 Context 7 A B AERELET, TOHE, BHEINTZT7=2— N F—1R"—F 1k
VAZIFIODA L TXFAIREENTWET, LI, o=y PR 173y
TXANEHFRAL, MEN 13 a7 AMEMHLET (BH30054) . 2=
NTEDT Ty N7+ —LDOHIRI250 TH H1=20, A INZTA B ATIHERK
250 DT XA RBHFEINET, 30 27 F A MIFIFROFIFHANTI,

XX VT T ITATOBNRIDIFTA L AEZFER L, T4 BV AOENCL VT D=
=y MR INEMEHTEET,

« BER 5t BDES) (72 &z, 2.3.0 £V LLATO Cisco Smart Software Manager 7 7 A
FDOEBARL T v X7 DIlpl) (7074 72=y METRIDTA B ZAEHER
L. 74 B AOEMCE VT FDO2=y FRZEDOTA B AEZBEHTEET,

Tz VA= R—=DH%IIE, LT T TEEIIEN T A v A & EEALET,
Fr o adINETA BV ABREEFEAL, V—NITHERMGE2FERLET, TWT 77 4
TAEENRT WA Z AL E LTS LTS E, T4 B AMEIREMBMLES, ThU v MZ
Fa7e T A B ARG S A N EEEPHER Z T AR, LT 7T ¢ 7 A
DIABV AN TTA T ZERREBIZRDZENHY ET, 72— A —_"—DLT L
ERTA L A% 30 BREA T £, ZOMTHBUERL 2 77947 0 2ERERD
LA, BRI A B AR VB LT HMEORELE T 21T 2 70< 720 £7, BIfEICITEE
LEHA, FILWT 7T 4 THEIT, SA B A0 TFI5AT UV ARHIEENDE TS
TLITHERR AR E R ER A EELE T, T AN —DOXRT AR LTS AE. T T+
TIRAEE MR A MR L, W D=y MITA B AREEZT ¥ v V2 REEIC L TRFFLE
T, FTARVAE/T 77 4 _X— 51213, 2=y FOEREEZZ VT L, HEETHHE
N 9,

Firepower 4100/9300 > v — LD ASADASA YV S RA SA4 VR

£ Firepower 4100/9300 > % — /{%, License Authority £721Z%7 74 b — NIZEEIN T
LHZRENRHY ET, AL—T 2=y MUBEMERIT»Y A, K74 A2 THT S
Wik, vy = TR RO T A B AEEAT HZMLERH Y T,
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Firepower 4100/9300 v —< EMDASADASA U SR A2 A4 R .

EERSLT A B AL, Bk b—2 U EEHT D L. MR ERDBEROLGE BEINICHER)
fkEnEzd, b= ZHHLTWDIEA, v — VIR UK B(LT A B ARNETT,
ASABRETHNDZ > TWVWDBA T v a v OEER 51 (3DES/AES) HHED T A & R IToW
Tix, UTFESHLTIESN,

ASA TAE UV ARETIE, v A4 — 2=y MIRHTHAV— b T LU ADREDHEITZ
T, REFAL—T 2=y MNCERSNETH, —HOTA B ATHLTEL, AL—7
2=y MNIZOREEZFHLETA, ZOREFTF ¥ v REBOEEIIRY, vAF— =2
=Y NOHBNZDTA R AZERLET, FA BV RAFHE—-DI TALZ FTA B AIZE LD
biv, 7 7AZ DK =y NCHFEINET, ZOENTA B A FTAL—T7 2=y MZH
FrvaIi, TOFOIOPFR~vAF—a2=y Moot XEHlSNET, 74
TR A TIIRDO LIS ET:

JEUE . v AH — 2=y NOBRBY— NP LIERET A B REERLET, AL—T 2=y
MIIET 7 44 ETHZ /> TWDIEHET A ARBY T, TDOTA v AEMEH
TAHD, = NIBEEITOMLEITH D A,

CAVTHXARN v AF— 2=y NOBRBY— "D T XA N TA R AEZERLE
T TIFNFTHEET A AFXI0DIT L THRANEER, TRTDYT T AL AL 78—
FICFEELET, K=y NOEHES AL ADfEE, vAX—a2=y FOILTF R K
TA VL ADEIL, BRENTI TAZ TA R ATOT T v b7 —LHIRE THA S
NnNET, Wiz rLE7,

o 7 T AKX 6B D Firepower9300 EY 2 — AN B L5852 E 2 E T, EHET AR

X102y TFHANERET, 6 02=y FDOEAE. BEFT60D 2 FTF A MR
MEESNET, ~2AZ—=2=y F ETBEMD202THFA N T4 AEHELE
T, Lo T, BRENTI TALZTA B AT DAy THFAMNERLET,
EV 2= VI EDT Ty 7 —AHIRIZ250 TH DD, HEINEZT A BRI
BR250Da T XA MBRERINET, 8002 T F A MMIKIRFEHNTY, Lz
MNoT, vAX— 2=y h L TRRKEOILVTHFANEHRETEET, HFAL—T =
=y bbb, AT AF 2L =T arOBERENTL TR 2 TFA MO &ITh
nEJ,

7 7 AKX |Z Firepowerdl10 33 55 L LET, EHETA B AFI00a T FHA B
EahET, 3o02=y FOBRE, AHTI0OarTIFAINRMESINET, v A
H—a=y N ETEMD250 2T HFAN T4 AERELET, LEN-T,
ERENTZI TAZTA B AT280D AL THRANEERET, 2oy FTEDTS
T 87+ —ALDHIRN 250 THH-D, MEINTZTA B ATIEHHEK250 D=2
TXARNPHFEINET, 280 27 F A MNIFIBREBEL TCWET, LEBR-T, =
2 —a=y s FCRR250DALTHRANDLERETEXET, FAL—T a=y
Fh, 74 F2b—varOBRENLT2500a > TH A NERFOZ EI2R2Y
FT, TOLETIE, AX—DarTHFANITIA B AELT20Da T XA |
DIHEHRETHMLENHY 77,

3

e Xy UT  SEIAISISVPN ICKE, ZOT7 A Alda=y 2 & OWHERMNE5THY
o=y NIV —OLEEDTA B RAEZERLET, TOTA B ADREITAL—
7 o=y MZERSET,
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B x=-t+rvorvz7sqterzomzses

s HERF B (3DES)  (2.3.0 LARI® Cisco Smart Software Manager %7 7 4 M EADEE
FITEHBRNOSE)  ZOTA BV AlTa=y T EOHERMETHY , K= b
T —"NOEHFEDTA B REZERLET,

HLWv A —a=y FRBBESINDE, ZO0O2=y FBREKNTA B AEBI &R LE
T, T, YAX—TA B AEFERTHEDIZ, Fr v a SN TA B ARELHEA
LET, WA —a2=y MRAL—T 2=y b LTI TAXIIHESMT S L, A
H—a=y hDOTA B AR GBI SNET, ThH Ty MIFRARER T A B A0k
WIEE, AL —T 2=y MRATA B AERUT DN, v AF— 2=y FDTA AN
AT TAT UAESREIZR D ZERHY T, RSN T A B AL 30 HAEZTT
B, ZOMTHIRLEL 2> T T4 TV RERK ERDGE, FilR T A A LB LT D%
BEORELEHELZTRAEE AL, L, BIEICIIREL Y FHA, FILWT 7T 47 2=y K
. T4 ADI T TA TV ADHER SN D E T 12 B & & ITHERRAGE Bk 2 1415
LET, T/ B ABERPZERICUBEEINDE T, REODEFEELZTLLEIY, 2=y MR
T AEDBEENT-BE, v v a &N A —REITHIRENET, —HF T, 2=v b
TEOMEBRIIRFFSNE T, ZOHE. VT AXNDZ=y O UTHRAN TS B U AEF
FERTHMLERDH Y 7,

AYX—bFYITFOTT7 A4 ADAHREH

* ASAv, Firepower 2100 : T /354 ANLDA V' H—F v 8T 7B A, £I2ITHTTP 71 &%+
TIRA, FEVTIA M —R"ADOT VB RAEMELET, £, KT B AD
TREEHRTHIZ LB TEET,

» ASAv, Firepower 2100 : 7 /31 A} License Authority D4 i & ik T 5 X 9 |2 DNS ¥ —
NaRE LET,

« ASAv, Firepower2100 : 7N AD 7 0y 7 #RELET, 7T v N7+ —LFE— RD,
FXOS T/ v v 7 2 ELET,

* ASAV : KT A B ADTHINT Azure NA RX— A P TIIYR—FInFEHA,

» Firepower 4100/9300 > ¥ —3 : ASA 7 A & A& EZHET HHIIZ, Firepower 4100/9300
VXY TAY— M YT R =T FARVAA VT TARNT I F X ARELET,

+ Cisco Smart Software Manager C~ A% — 7 17 h&{ERR L £7,
https://software.cisco.com/#module/SmartLicensing

FEETHT L FeBRLTRWESIE, Vo222 v 7 LTHLWT AV bEREL
TL &V, Smart Software Manager Cl&, MO~ AZ— T o MEERTEET,

c TABUVAIZ, VAT FELIFRERBENST ASA ALZHEA LRI, Av—F V7 K
V=T TART T THV MY T SRTWET, EL, EETIA U A%
BT BHENRH HETE, Cisco Commerce Workspace C [Find Products and Solutions] &
BT 4=V REEALET, KOTA B APID 2B LET,
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23—k VI kY17 SAEvR0H1 kS ||

1: 54V ABR

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

ASAv PID :
* ASAv5—L-ASAVS5S-K9=
* ASAv10—L-ASAV10S-K9=
* ASAv30—L-ASAV30S-K9=
* ASAv50—L-ASAV50S-K9=

Firepower 2100 PID :

o FEHET A A . L-FPR2100-ASA=, 1EHET A & A3 CT N, A~v—hK Y7k
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5T FA R T A LA L-FPR2K-ASASC-5=, 2T F X h T4 & RILIBHHY
THY, =—XIEDLETHEDOTA B AZBALET,

c10z2 T F AN T AL A L-FPR2K-ASASC-10=, 2T F 2 k T A & A LB
HWThHY, =—XEbETHEEDT A AEBEALET,

« 38771720551t BDES/AES) ® 7 A & > A : L-FPR2K-ENC-K9=, Z D7 A & A3 Hk}
T, ZOITA BV ATBEEIFTVNEL Y EEANR, VT X TOEDIZHSDOT
Ty MOBMTAMLERHY £9, 20T B A F, EWTT T4 b= R—
Yay (3.0 L1 ZEMT D ASA 7 SIS ETT,

Firepower 4100 PID :
Firepower 9300 PID :

AR—bF VI rDIT A CVADAA RZA4 Y

e Aw—hK YT MU 2T TA BV ADIHEDBPYHR—FINET, ASAvVOEWNY 7 h 7 =T |2
DNTIX, PAK 74 B ARG SN FDOASAVE T v 7 7 L— RT3 54845 RilcA
VARN—NWLTET VT 4R gy T ER IS NE TR, TS RCREEESNET,
ASAVEZ A DT L—RTHE, 777 4= a F—NEIELET,

c KiE T A B ADTRINTONWTUL, T, AZBEETDANCTA B A2 BT LERD Y
i_g_o ?/]’“IZ‘/X%EKG:E%%OEU\&\ ’7/(“12‘/X7§>{f)5ﬁq3@35(ﬁ§@ii§:f£@\ %ﬁbl/\
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AYX—bFYIFDTT7 AV ADT 7L F

ASAv

« ASAV OF 7 4 /L FEREICIT. FREE/HD URL 45+ 5 Smart Call Home 712 7 7 A JL73
GENTVET,

call-home
profile License
destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

cASAVZE AT D L X, HEEE A L—Ty b LULERE LT, BIRS T, R
LV DBEFERTEET, K T7A B ATROBE, TNODNRTA—XERETDH
VEITH D FH A, KETA B ATREAEDICTLE, ZhbDavr NiEar 7 g
Fal—TarPbHlRInET,

license smart
feature tier standard
throughput level {100M | 1G | 2G}

e Fm, WMAIRIEE CTHITP X  2RETEET,

call-home
http-proxy ip address port port

Firepower 2100
Firepower 2100 ?OF 7 # /L b E121%. Licensing Authority ® URL ZF8E T % [License] &>
5 Smart Call Home 7’2 7 7 A LR EENTWVET,

call-home
profile License
destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService

Firepower 4100/9300 > v —3 L@ ASA

TI7HNVIRETHY EFRA, BET A AME, BXOFOMOF T3 T4 AT
FETHEMETDLERDH Y £,

ASAV : AX— YT RYYTT7 SA4ALUIUVTNDEERTE

DB arTIE, ASAVIZAS— K V7 v 27 IA BV AERETDHHEEZHPALE
T, WOTFTEDOHRINS 1 DEEIRL T IEEN,
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ASAv: EHIRY— R VT ky 7 Stvvv e [

FIE

AT 1 ASAV: EIA~—K VT =T TA BV TOBRE (19 2—)
ATYT2 ASAV: VT T4 M A=K VT b7 T4V TOFRE 23 2—)
ATY T3 ASAv : KT A B ATRIOHRE 24 2—)

ASAv : EEIRY— MY DI D7 SA4AEDOVTDHRTE

ASAv Z BB 25 61E, 735 A FANIEE L, License Authority |28k 25 72 DI 88k
h—2 %A LT, A—F VY7 T=2T7 T4V TERENCTHZENTEET,
HTTP 7'u % — T4 v AHERMN G2 EET L0ENH D56, F721X ASAv % Bk
THVERSHHEE Dayd 2 7 4 Fab—a  lID b—27 v 2 ahlho - Band)
X, TOX R BFATLET,

)

CE)  ASAv ZRFIL7- & &I, HTTP 7'u v & T A & o AMERM GV FRNCEE STV 2% IRE
PERHY 9, F7o, ASAVEZEB L7 L XIZDay0 =27 4 X a b —3 3 VTCBERN—2
PEENTOD RN DY £9, ZOHEIE, ZOFIRZMEH L THRET 24EIH Y £
A,

FIE

AT 71 Smart Software Manager (Cisco Smart Software Manager) T, Z D7 /NA AZBINT 5 /3—F %
WT I SO —7 o EERLTaE—LET,
a) [Inventory] %7 U v 7 LET,

B2:40~V R

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts Inventory License Conversion Reports Email Motification Satellites Activity

b) [General] # 7 C, [New Token] #7 U v 7 L¥7,

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .


https://software.cisco.com/#module/SmartLicensing

S{EUR
B ossav mmz<—t v byz7 SqEL v T0RE

CRAY—b YT +DT T4+ X (ASAv, ASA on Firepower)

3FLLWEF—o

General Licenses

Product Instances Event Log

Virtual Account

Description:

Default Virtual Account: No

Product Instance Registration Tokens
he registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [Create Registration Token] % 7 12 77K v 7 AT, LLF OB EM%Z AT L TH 5 [Create
Token] %7 V v 7 LET,

* Description

« Expire After : #53EIL 30 A TY,

* Allow export-controlled functionaility on the products registered with this token : #ifi = >~
TAT VAT T T NI LET,

4: 3B =D DDER

Create Registration Token

This dialog will generate the token required to register your preduct instances with your Smart Account.

\firtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

h—2 3 A o _ MU ICBMENET,

d) F—2 OFMZHDIRENT A a2 %27 U2 LT [Token] XA T TRy 7 AZRE,
=22 ID%EZ7YyTR—=RIZIE—TEDLIICLET, ASA DBGEPMLELR E X
BOFETHERTH-DIC, 2O =7 U 2HHELTBEET,

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)




FAEVR  RAYX—F VYT b7 541X (ASAv. ASA on Firepower)

ASAv: EHIRY— R VT ky 7 Stvvv e [

5: =9 DERT

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlied
M]MlZJIhYTITZGOdOSDDY]KZU@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed

R6: b—H > DaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cirl + ¢ to copy selected text to clipboard.

ATvT2 (EE) ASAv T, HTTP 7% URL {5 EL £,
call-home

http-proxy ip_address port port

Ry NT—TTAVHE—Fy N TIZEBAZHTTP Yu X 2 HT 5854, A~v—K V7 |

Created By

T2 TARBLADTOXY T RUVAZRETHVLENHY T, 207k vid,

Smart Call Home {Z b H S E 7,
1

ciscoasa (config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

ATV T3 TA ARG EZHELET,
Q) FA B AAY—har74Xal—var E—RNEMBLET,
license smart

51

ciscoasa(config)# license smart
ciscoasa(config-smart-1lic)#

b) HREEZRE L ET,

feature tier standard

Actions

Actions

—fxi

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .



SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |

B ossavc mizc—rvo kw7 SEL LU T0RE

ATy T4

FERHTE 20 IERERE T T,
AN—T > F LNV EFRELET,
throughput level {100M | 1G | 2G | 10G}
51

ciscoasa(config-smart-1lic)# throughput level 2G

FAR LA AT—FE—REKTLC, BEEZHEHALET,
exit

HRBIIZE— REKTT 25 (exit £721Z end) 7>, BIOET— RIIBITTHa~r e Al
TAHZLIZLESTIA B ARAY— AT 4 Fal—ary T— REKRTTHET,
EBENFIIN 720 FHA,

1 :

ciscoasa(config-smart-lic)# exit
ciscoasa(config) #

ASAv @ License Authority <~ % §k.

License Authority |Z ASAv Z%#k7 % &, ASAv & License Authority O E]OIE(F 2 H 3% 1D
REFAENRITINE T, Fio, U THEET I T2 MTASAYREID ¥ ToHiuEd, W,
ZOFMETIEITHEARET, 7220, BEORERENFERTY A7 7 4 7 1 i EDOHIR
WU G 1, ASAV O BRGNS MLEIZ/R ) 7,

a)

ASAV DEGE h—7 B AT LET,

license smart register idtoken id_token [force]

1 -

force ¥ — 7 — KZfEfH9 % &, License Authority & [FIH] &40 CUNRWVATREMED & 2 B i
HD ASAv ZEERTEX FEF, /=& ZI1E, Smart Software Manager 2> 5% > T ASAv ZHIFR L
7235412 foree R L £,

ASAv (X, License Authority ~DX k25l A, REINTCT A & AEOFFEL ER L E
ﬁ‘o

1 -

ciscoasa# license smart register idtoken YJE3NjcSMzYtMGQzMi00OTA4
LWJIhODItNzBhMGQ5NGR1YjUXLTEOMTQS5NDAY$0AODQzNZz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS 0Ac2NnMDO%$3D%0A

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)

ASAV: H754 F 2X—k VT rHz7 Sk vingE ||

ASAv : Y754 P RAR—FYIrHDTT7 SAEODVTDHRTE

ATy
ATvT2

ATvT3

ATy T4

ZOFEX, YTIA N A=V T =T TARLV T B—REHHT D ASAv (T
Aanxd,

1R BHHIIZ

Smart Software Manager 7 7 A ~ OVA 7 7 A /L% Cisco.com 2> 5 Z 7 > — K L, VMwareESXi
=N A M=V BLORELET, FEHIZ OV T, [Smart Software Manager satellite ]
ZZRLTLEE0,

FIE

YT T4 b —"TEE N7 2HERLET,

(&) ASA T, HTTP 72 %> URL & L £,
call-home
http-proxy ip_address port port
Xy NU—0TA B =%y b TR ACHITP 7 XL 2+ 58546, A~v—F Y7k
VT AR ADTuX T T RLRAEZRETDILENRDHY £T, ZO7mXE, —KIZ
Smart Call Home (Z b H X1 E 9,

% -

ciscoasa (config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

TAEL AP —=NOURLEZER LT, ¥7 74 M H—IZBEHL 7,
call-home
profile License

destination address http https://satellite_ip_address/Transportgateway/services/DeviceRequestHandler
11

ciscoasa (config)# call-home

ciscoasa(cfg-call-home) # profile License
ciscoasa(cfg-call-home-profile) destination address http
https://10.1.5.5/Transportgateway/services/DeviceRequestHandler

FME1 TERLZ b—27 &AL TASA 288K L£7,

license smart register idtoken id token

% -

ciscoasa# license smart register idtoken YJjE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUXLTEOMTQS5NDAY$0AODQzNZz18NXk2bzV3SDEOZkgwQk

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .


https://software.cisco.com/download/release.html?mdfid=286285506&softwareid=286285517&os=Linux
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html

SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |

B asw: ks 1oz 3nonE

dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS 0Ac2NnMDO%$3D%0A

ASA L, BT T4 b = NITRER L, BREINTT A & AR G- OFBFEL R L E T,
YT IA4 b= NE, ZTEHOT Y s FFFRT X EER St BDES/AES) A kR
bEHLET, 4BV ADRT—FZ X LR AE T = v 7T 5121, showlicense summary
avy REFHLET,

1 :

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (FP2110-ASA-Std) 1 AUTHORIZED

ASAv : koS4 U RAFTHDERTE

ATy T
ATy T2

ASAV ICK#E T A B RAZBEIV B THILENTEET, 2Dk T3 Tit, ASAv DEEFER
ETFNVEOEFEREICEIVFLNTA B ANRKEL 2R8B80, 948 A% KATS
HEIZOWTEHBHLET,

FIE

ASAV S—< R N A BV ADAL A F—/L (24 2—)
(EE) 7 ar) ASAVDO/R—< R b T4V ADEE 27 =)

ASAV/ A—IX R b ZAECVADA VR =)L

AHE—Fy N T 7B AEFFZ/20 ASAvs DA, Smart Software Manager 7> 5 /73— R >
b IA B ABERTEET,

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)

\}

AsAv $— 42 b S vRD1 VR =L [

G¥)

\}

R P2 b TAR U ADFRINCONTIL, ASAV ZEHET HHNCT A B A2 BT HER D
DET, T4 22 ERITESR2WE, T8 AREATOREOE FICRY, HLW
ASAVICHEHCE VA, (F7var) ASAVD/R—<X 2 b TA B ADEE (27 2—
V) ESRLTLIEEN,

G¥)

ATvT1

ATvT2

KATA VL ABA LA M=V LERIZEREEZZ VT LI2GE (writeerase ZEHT 572 ) |
2Ty PR T L 512, B ZIRTE T license smart reservation =~ > 28 ] L Tik/A
FTAB L ADTPREHEANITAILERSY T, ZOFIEOEY Oy &5 T 508X
HFEEA,

1R BRI

e X=X N TA B AEMEAT S & Smart Software Manager TZIL D 2 T& £,
FTRTDTH T BN —=<F 2 TA B ADFRINTOVWTERE SN TWHE DT TiEdH
DEWA, RELZFETDANCZ OBEEEICOWT Y A3 OERBRH D 2 L AR LET,

¢ ASAv DEFNIHIZ/S—< R N TA BV RAZBERTALERHLDVEST, FO0H= 7 4
Fal—rarDO—EELT—~R L N IA BV REBAS VA=)V T BRI ELIITEEY
/\Jo

FIE

ASAVCLI T, X"—~ %2 F A4 BV ZADFHEZKRD LI ITHZLE T,
license smart reservation

&1

ciscoasa (config)# license smart reservation
ciscoasa (config)#

WD a<r RRHIRESNET,

license smart
feature tier standard
throughput level {100M | 1G | 2G | 10G}

BEDAT— N FA BV AEFHTAICE., Z20a~r Ron EREFHL, Liioa~y
KEZBHANLET, FOMD Smart Call Home iR EIXF D FE FHEFINET 2, EHI AW
720, FNboa~vy REFANTLAIVNETH) FHEA,

Smart Software Manager (CA )T 5T A A a— RE2RO LI ICERLET,

license smart reservation request universal

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower)




SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |

B ssavi—=xorsqevz0rozb—n

ATvT3

ATy T4

ATy TH

1 :

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
ABP:ASAv, S:9AUSET6UQHD{A8ug5/1jRDaSp3w8uGlfeQ{53C13E

ciscoasa#

ASAV E AT 2T /L LUl (ASAV5/ASAVIO/ASAV30/ASAVS0) %8R4 % LB
HVET, ZOET N LU E ST, BRTDIABVABRED ET, B TET L LA
NEEELEWEAIE, BIEOTA B AZBEAI L, BFEEZDOET IV L-UUZHET D BT T
AV AEZBERTDHMERDY 79, BEICEASNTWVD ASAY DET IVEELT T HITIE,
A IR= 34 Fn5 vCPU & DRAM O EZFH LWET VEAICEDOE TEETEET, Zh
5OEIZOWTIE, ASAVZ A v 7 AX— A REZR LTS, BEOET VEER
T 521X, showvm 2~ R&EH L FI,

Zoav y REHFANTLE, Ve—RRICLRILa— RBARRINET, ZOa—RE2EE
Smart Software Manager [IZAJ) L TWR WSS BRZ F v AT 21201%, UTE2 A LE
—é—o

license smart reservation cancel

W= R N TA B ADTRET 4 =TT DL, REFOTXTOEREF ¥ BV
SN FET, $TIT Smart Software Manager |Z2— KZ AN L TCWAEAIE, TOFIEEZET L
TASAVIZ A B AZBHT20BERH Y £, ZORENL, LRBIISLTIA B A%
R ZENFRRIZRDET, (A7 ar) ASAVO/ =R K T4 ADEA (27—
V) R TLIEEN,

Smart Software Manager 4 > X kU B IZFEE) L C, [Instances] ¥ 7% 27 U v 7 LET,
https://software.cisco.com/#SmartLicensing-Inventory

[Licenses] # 7\Z7 17 MIB#HT 2T XRTOEGFDO T AL AN, BEELIOVN—v R
FOWM T E bFRRINET,

[License Reservation] 2 U v 7 L C, ASAvD a— K&K v 7 AIZ AT LET, [ReserveLicense]
27 )y 7 LET,

Smart Software Manager 23K = — RZ AR LET, =2 —Fa24vrn—RERLEFZ Y v 7 R—
Nzab—T&Ed, ZORFRT, 74 2 AL, Smart Software Manager (2> TEHH T
T

[License Reservation] 78 % U BNFE/R SR W E, BEWOT Y MIN—~vxo b 74 E
YADTANIDWTHRBENTWEE A, ZOHRE, N—vFx 2 b T 2D TR ZEHIC
LCHEEDA~—F T4 R a<vw 2 REEANTALERDH Y £,

ASAv T, KB A—REZRD LA LET,
license smart reservation install code

1 -

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwWS

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)


https://software.cisco.com/#SmartLicensing-Inventory

I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)

FTvav) ASAvDi—vro k54 o 20ED |

ciscoasa#

ZHT, ASAY S A B ANERIGERINE LT,

(FTar) ASAVD/IN—I R b 5S4 RDREN

ATy T

ATy T2

ATvT3

NR==R N TA B ARREZ 257256 (ASAV ZBEFET 256X° ASAV DET /L L)L
DEFIZES>THLWTA B ARME o 728567 ) . LFOTFIEICESTTA B A
Z 1T Smart Software Manager (ZFR TN H D £, T XTOFIHELFETLRNE, T4
BUABMMERPOEEICRY OB THEHT 272 DICES IR TERLI R £7,

FIE

ASAv CIEHIZ— FZRO L AR LET,
license smart reservation return

51

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg{uXiTRfVrp7M/zDpirLwYCaq8oSv60yZJuFDVBS2Q1iQ=

TZIEHIZASAY DT A B 23 e <72 ) | FHIRIEBICBATLE T, ZOa— FEHERRT S
VERHLGEE, ZOa~r ReBANLET, BiLWW—vX U b T4 B A ZERT D
(license smart reservation request universal) 7>, ASAv DET /L L-)LE AT 5 (BZY)
D VCPURAM 2ZH$ %) L, ZOa—Fa2FRRTER<2n I LITERLTIZEN,
M, a—Fzexy 7 F¥ LT BRIEEZTT LTIIEEN,

ASAv L =/N—H )L TN R (UDD) %375 LC. Smart Software Manager PN C Z @ ASAv
A VAL AEROTET,

show license udi

&1

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJBEKE
ciscoasa#

Smart Software Manager f > X2 kU M2 %) L C, [Product Instances] ¥ 7% 7 U v 7 L&
R

https://software.cisco.com/#SmartLicensing-Inventory

[Product Instances] % 712, T A BV APFHEINTND TR TOREN UDLIZE > THRRS
AVET,

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .


https://software.cisco.com/#SmartLicensing-Inventory

SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |
B 7030 asnvozsgr EREEUSTSCH)

ATV T4 T4 AEMET 5 ASAv ZHER L. [Actions] > [Remove] Z 3R L T, ASAv DKz — K
ZR v 7 ZZ A LET, [Remove Product Instance] %7 V v 7 L£7,

NR=<R2 b TAB U ANFEHARERTA B ADT—NVIZEEINET,

(T av) ASAv DEGFER (EHELUVY T4 )

ASAv DBEREFEIRT D &, TH DY R D ASAv BHIBRS I, ASAV DT RTOT AR
BR L GEERHIBR SN E T, BEREMIRTHZE T, T4 BV AEZH LW ASAVICFIHT S
e TEET, HDHUE, Smart Software Manager (SSM) 75 ASAv ZHIBR T £,

FIE

ASAv DB G fRR

license smart deregister

ASAV N m— RENET,

(AT a3>) ASAVIDEERRZEF-IEZS5 A4 O RERMENDEE (F
HEXUVYTSAF)

FIHNVEITIE, TAT T AT AEAZEZ 6 » AT E, T4 ABEKIZ30 HZ L ICHES
BINCEFH SNET, A1 F—Fy § T 7 2AOHENRRE LN TV AHEEX, Smart Software
Manager T7 A B AZER LIEGHEREIT. ZNUOLDOREREFETERTLHZ2 L TEE
7,

FIE

ATYTIN TAT U T 4T 4iEAEEZTH L ET,

license smart renew id

AT w72 Renew the license entitlement:

license smart renew auth

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)
Firepower2100 : R¥—k~ VI b7 54V VT DHRE .

Firepower2100 : A¥—+ Y7 b7 4200
DEXTE
Z DOIETIX, Firepower2100 (A~ —F Y7 b7 =T TA VU T HFETDHHIEEDAL

F7T. WOTEOHTND 1 D& RN TIZS0Y,

FIE

AT w F1 Firepower 2100 : EHA~—F VY7 b =T T4V TORE 29 —Y) ,

(A7 a ) Firepower 2100 DBEKfEER (EWB L O T F74 ) (B9<—) £
(A7 2 ) Firepower 2100 ID GEBAEE 72137 A & o AR 5O FH (EHB L0 TZ
AR (40 4—) HLATRETT,

Ea==4

AT w T2 Firepower2100 : 774 h A~v—h V7 hvxT FA48 UV TORTE 335—) ,

(F 7' =2 ) Firepower 2100 DB EREER (EWIFB L OV T T4 F) (39 ~<—) FiZ
(A7 2 ) Firepower 2100 ID GEBE L 72137 A & o AMERM GO FH (EHB LY TZ
A4 k) (40o~—v) HLHEETT,

AT 73 Firepower 2100 : 7kt 7 1 £ A TRIOHKE (36 <—) .

Firepower2100 : TR — b+ VI rD 7 SA4 VPV TDEE

ZOFJEIL, License Authority 2/ L 7= ASA IZH#H S E T,

FIE

AT 71 Smart Software Manager (Cisco Smart Software Manager) T, Z DT /NA AZBINT 5 /3—F %
VT HT Y SO =7 U EBERLTaE—LET,
a) [Inventory] #7 VU v 7 L7,

B7: 42~ kY

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory License Conversion Reports Email Motification Satellites Activity

b) [General] # 7 C, [New Token] #7 U v 7 LE T,

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .



https://software.cisco.com/#module/SmartLicensing

ZA4EVR

. Firepower2100 : TR Y —F VI L7 SA VO VT DERE

CRAY—b YT +DT T4+ X (ASAv, ASA on Firepower) |

:FHLULWE—Y

General Licenses

Product Instances Event Log

Virtual Account

Description:

Default Virtual Account: No

Product Instance Registration Tokens
he registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [Create Registration Token] % 7 12 77K v 7 AT, LLF OB EM%Z AT L TH 5 [Create
Token] %7 V v 7 LET,

* Description

« Expire After : #53EIL 30 A TY,

* Allow export-controlled functionaility on the products registered with this token : #ifi = >~
TAT VAT T T NI LET,

9:8Fb—U DR

Create Registration Token

This dialog will generate the token required to register your preduct instances with your Smart Account.

\firtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

h—2 3 A o _ MU ICBMENET,

d) F—2 OFMZHDIRENT A a2 %27 U2 LT [Token] XA T TRy 7 AZRE,
=22 ID%EZ7YyTR—=RIZIE—TEDLIICLET, ASA DBGEPMLELR E X
BOFETHERTH-DIC, 2O =7 U 2HHELTBEET,

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)




| FAEVR  RAYX—F VYT b7 541X (ASAv. ASA on Firepower)

ATvT2

ATvT3

Firepower2100 : TR Y —F VI b7 SA VO VT DERE .

10: +—5 D ORTR

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlied Created By Actions
M]MEZJIHYTITZGOdOSDDYJKEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =

K11: b= >DaE—

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press cirl + ¢ to copy selected text to clipboard.

(f£&) ASA T. HTTP 2% URL ¥ EE L £,
call-home

http-proxy ip_address port port

Ry NT—TTAVHE—Fy N TIZEBAZHTTP Yu X 2 HT 5854, A~v—K V7 |
2T TARADT XY T RVRAERETHLENLY T, 207k, —KIiZ
Smart Call Home (Z & S vE T,

1 :

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

ASA TT A B AR HEZER L ET,
a) AL A AY—har74¥al—ary E— 2B LET,
license smart

51

ciscoasa(config)# license smart
ciscoasa(config-smart-1lic)#

b) HREEZRE L ET,

feature tier standard

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .



SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |
. Firepower2100 : TR Y —F VI L7 SA VO VT DERE

HHTED2DITFEERTZT TT, 747 74 B RE, thoOBRET A B 22BN 57
D ORIRFIME T,

) EXaVT4arTXAMNDTA R AZERLET,
feature context number

F 74 T, ASAIZ2OD I THF A REYR—FLTWEHED, LERIVTFA
FOENE2O0DT 740 s A THRANEELSIWELDOEERTAILENH Y F77,
AT FHA NOBRKREIT, BT S TRRY F9,

e Firepower 2110 : 25 27 % X |

* Firepower 2120 : 25 227 ¥ X |k

» Firepower 2130 : 30 = > 7 F A |k

» Firepower 2140 : 40 = > 7 % A |k
7= & Z1%. Firepower 2110 THRAR25 D37 F A FEMHATHI21E, a0 7F R oL
LT2BE2ANLET, ZOMEIF, 7740 bO2ITBMENET,
i

ciscoasa(config-smart-1lic)# feature context 18

d)  (EE) mERF St 3DES/AES) 74 tr AL, @HIILEDHY FHA, & 2E &
WHT T A RY—_OR—T 3 (23.0 LVAED ZFEHTS ASAIZIZZOT7 AV AN
MEETER, ZOMERIL, RERGA. £RIEESOT I MIBTFLZ DT AR
ORI A BT 258 1A TE £ T,

feature strong-encryption

1 :

ciscoasa (config-smart-1lic)# feature strong-encryption

ATy T4 FE1 Tavt—LE =27 % FHLTASA 288 L £,

license smart register idtoken id token

1 -

ciscoasa# license smart register idtoken YJjE3Njc5MzYtMGQzMiOOOTA4
LWJhODItNzBhMGQ5NGR1YjUXLTEOMTQ5NDAY%$0A0DQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS 0Ac2NnMDO%$3D%0A

ASA X, License Authority (2% 8k L, 5XE 472 7 A & 2 AHERM 5 ORGEAE ER L E T,
License Authority /£, ZEEH DT 7 7 > M SFFAT I 4ULR T 725 51t (3DES/AES) 74 & A
b#EHLET, T4 BV ADRT—FZ X LMHRRNEZ T = v 7§ 5121, showlicense summary
a~vy REfHLET,

1

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)

Firepower2100 - 4754 k 2¥— bk Y7 k17 S1tvovrngE ||

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (FP2110-ASA-Std) 1 AUTHORIZED

Firepower2100 : Y754 F AX— kY I LD T7 5S4V TD

=L ==

ax AE

ATy T
ATvT2

COFEX, YTIA N A=V T NI 2T T4 =BT 5 ASA ITiE
AEnEd,

JR 8O HHIIZ

Smart Software Manager %7 7 4 k OVA 7 7 A /L % Cisco.com 7> 5 # 7 > i— K L, VMwareESXi
PN A M=V BLOHRELET, IOV TIE,  [Smart Software Manager satellite ]
ML TS Z3N,

FIE

YT I74 b= RTEEEN—T U EFERLET,

(f£&) ASA T, HTTP Fm ¥ URL Z#5FE L £,
call-home
http-proxy ip_address port port
Fy NIT—=ITA L H—Fy b TIZ7EBAZHITP 7a Xy aEH+ 5545, A~—hK V7 b
V7 IARADT R T T RLVAZRETOHLENHY £, Zo7mxid, —HKIZ
Smart Call Home (Z b H S v E T,

&1

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .


https://software.cisco.com/download/release.html?mdfid=286285506&softwareid=286285517&os=Linux
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html

SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |

B rrepover2100: 5554 23—t VT RHIT SAEVLUTORE

ATvT3

ATy T4

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

TAEL AP —=NOURLEZERE LT, ¥7 74 M H—IZBEHL 7,
call-home
profile License

destination address http https://satellite_ip _address/Transportgateway/services/DeviceRequestHandler
11

ciscoasa (config)# call-home

ciscoasa(cfg-call-home) # profile License
ciscoasa(cfg-call-home-profile) destination address http
https://10.1.5.5/Transportgateway/services/DeviceRequestHandler

ASA T A B AR HEEZER L ET,
a) A B AAY—Far74F¥al—rar E— FEBLET,
license smart

1 :

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic)#

b) HEEEEZHRELET,
feature tier standard

EHTELDIIEREELET T, 747 T4 A%, MOWRET A X &2BINT 57
D ORIRFME T,

o) EXaVT4arTXAMNDTA R AZERLET,
feature context number

F 74V T, ASAIZ2OD I THF A REYR—FLTWAHED, LERIVTFHFA
MO MNL2ODT 74V a3 THFAFNEELIWELDOEZERTIHIVLERH Y 7,
IUTFXRANOBERET., ETFAICL - TR Y 9,

s Firepower 2110 : 25 2> 7 % A k
e Firepower 2120 : 25 27 % A |
* Firepower 2130 : 30 = > 7 % A |

* Firepower 2140 : 40 =7 % X |

72 & 21X, Firepower 2110 THRK 25 DA TF A MNeFHT 512X, a0 TF A oL
LT2EANLET, ZOMHEIZ. 774V O 2ITBMENET,

&1

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)
Firepower2100 - 4754 k 2¥— bk Y7 k17 S1tvovrngE ||

ciscoasa(config-smart-lic)# feature context 18

d) (EE) ESERS{ (3DES/AES) T4 o A%, WHIILELY EHA, T-E2I1E.
WHTF A4 R — D=3 (23.0 KLVAED ZHEHT5 ASAIZIZZOT7 A BV AN
VBETTR, ZoMEIL, VERGA, FREESOT IV MIBTLAZ0T7 48R
OEERRILE BT A5 &I TEET,

feature strong-encryption

&1

ciscoasa (config-smart-1lic)# feature strong-encryption

ATy TS5 FIE1 CERLE F—2 &L T ASA 288 LE7,

license smart register idtoken id token

B -

ciscoasa# license smart register idtoken YJjE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUxLTEOMTQS5NDAY$0A0ODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4ws0Ac2NnMDO%$3D%S0A

ASA VL, 7 T7A4 b = NIZRERL, REINTZT A B AR G ORGEEZ TR L E T,
VT IA MY —NE ZHEHOT B T FAFFRT UL EER 5k (B3DES/AES) T A kA
bEHLET, 7ML ADRT—F2 A LHERHKIAE T = v 27 3 5I21%, showlicense summary
axy RaHLEd,

51

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (FP2110-ASA-Std) 1 AUTHORIZED

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .



SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |

. Firepower 2100 : 5kt > 1 t > X FHIDEKTE

Firepower 2100 : kit 5 1 £ > XA FHRIDEETE

ATy
ATwv T2

Firepower 2100 {ZKFi T A B AZE VS THZ LR TEET, ZOHETIL, ASA #FEIET S
GETA B AR HFIECHOWTHHALET,

FIE

Firepower 2100 K#t 7 1A B ADA A h—/b (36 X—) ,
ULE) (A7 =) Firepower 2100 Kt 7 1 & ADERA (38 ~—) |

Firepower 2100 X#t 514 2 ADA VX k—JL

\)

A B =Ry b T 7 BREFZ2 ASA D355 1%, Smart Software Manager 7> & 7k it 7 A &
AHBRTEET, K74 B ATIE, TRXTORERANCRY ET (X207 13
T XA NI KROIFHET 4 7)

GE)

ATy T

ATy T2

Kie 7 A B ADTRINZOWTIE, ASAZBEIET IRNITA B AZEITHERHY T, 7
A AEERICEI NS, T4 ARHEHATOREDOE FIT/2D, B Luv ASA [ZHEAE
HATxEdA, (FFT =3 r) Firepower 2100 kit 7 A & ADEHE] (38 ~—) ML
TLTIEEWY,

JR 8O BRI

N X b T AZEANT S &L, Smart Software Manager TN O Z#EHTE£3, T
RCDOT AT IBPNR—=< R N TA B ADTRIZONWTRKRIN TN DH DT TEH Y £
lo REZHGT OIS OBEICOWNWTY RAIDRBELRH D Z L 2/MR L ET,

FIE

ASACLI T, Kt 74 B ADTRERD L IZHMIZLET,
license smart reservation

51 :

ciscoasa (config)# license smart reservation
ciscoasa (config)#

Smart Software Manager (ZA/J T 57 A B A a— FEZRO I HIZHERLET,

license smart reservation request universal

1 -

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)

ATvT3

RTv74

ATy TH

ATvT6

Firepower 2100 k%5 1 £ > 204 v 2 b—L ||

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
BB-ZFPR-2140:JAD200802RR-AzKmHcc71-2A

ciscoasa#

Zoav y REHFBANTLE Ve—RRICBRILa— RBRRINET, ZOa— e FEE
Smart Software Manager [ZAJ) L TWRWE G| BRZ F v AT 2121, UTE2 A LE
ﬁ—o

license smart reservation cancel

W= R D TARCADTRIET 4 =TT DL, RETOTRTOERNF ¥ L
SN FET, $CIT Smart Software Manager |2 — KZ AL TCWAHAIE, TOFIEEZET L
TASAIZTA B AZWHT DLENRDHY £, TORRNPDL, BEIELTIA B A%
R ZEMNAREICR Y £, (A7 3 >) Firepower 2100 Kt 7 A &2 ADiRHEI (38 ~<2—
V) ESRLTLIIEIN,

Smart Software Manager f > X2 kU i (8 L C, [Instances]| ¥ 7% 27 U v 27 LET,

https://software.cisco.com/#SmartLicensing-Inventory
[Licenses] # 77 A MIBET LT RXRTOEGFED T A o AN, EHEL IO —v R
FOWS &EbRRINET,

[License Reservation] 227 Y v 7 L C, ASAD a2 — R%& R v 7 AZAJILET, [ReserveLicense]
27 )y 7 LET,

Smart Software Manager SRR 2 — RAEK L ET, a— REXvra—RELEFIZ U v 7 R—
Nlcabe—CxFEd, ZORNT, 742 AL, Smart Software Manager |29 > CEHH T
D

[License Reservation] 7N % ' NER R S NRWEE, BEWOT T MIN—~vF U~ 74k
VADTRINCOWTHEGFE SN TWERA, ZOGEE, N—vXR b TA B 2D TRIZ TN
LTHE¥EOARA~Y—K T4V R av REFBANTALERH D £,

ASA T, HKRI— RERDO L HIICATILET,

license smart reservation install code

51 :

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwS
ciscoasa#

ASA TTA & AR EZERLET,

ASA DFRE THEIRMN G2 ZRT D LICE D ASA TENLZMTE S X HI2T D450
&) D \jz‘j_‘o

Q) IA BV A AT—bh ar7 4 ¥al—var E—FERBLET,
license smart

51

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .


https://software.cisco.com/#SmartLicensing-Inventory

SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |

. (7 3 >) Firepower2100 kiS5 1 £ > A DR

b)

d)

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)#

HEEEZRELE T,
feature tier standard

EHCXADIIERE ST T, T4T7 T4 AT, MOBERET A B 25 BINT 57
O DOFHESMTT,

X2 VT4 TXFAINDITA B ARERLET,
feature context number

T 74 M TliE, ASAII2OoD 2 THRA MY R—FLTWVWDHTZ, HERIVTHA
FOENE2OOT 74N N arTHRANEELSIWELOERERTALENDH Y £77,
AT XA NORERKIT., BEFAMCE TR F3,

» Firepower 2110 : 25 2> 7 % A k

» Firepower 2120 : 25 2 7 ¥ A |

» Firepower 2130 : 30 = > 7 % & |

* Firepower 2140 : 40 = > 7 % X |
7= & 21X, Firepower 2110 TR 25D a7 XA NEMEMAT HI121E, 2 TF A FO L
LT23 AN LET, ZOMEIF, T74V O 210EBMENET,
i :

ciscoasa(config-smart-lic)# feature context 18

L) EErs =t (3DES/AES) At A%, BEEMLELHY FHA, 7-& 215, i
WHT T4 =D N—=TU a3 (230 LVAED ZFEHTDASAIIZZOT 4B AR
VEETTR, ZOKERIL, RERGA. $RIEESOT IV MIBFLAZZ DT AR
OEERRILE BT 25 & AN TE £ T,

feature strong-encryption

1

ciscoasa(config-smart-1lic)# feature strong-encryption

(7 3 >) Firepower2100 K55 1 2 X DA
KT A & RAINARBEN I o726 (ASAZBEILT 25672 L) 13, ZOFIEZMEM L TERX

Iz

Smart Software Manager |27 A ¥ A ZIRAT HME R H Y £, T XTOFNEEFAT LR

WE, TABUANERFOEFIZRY, MO CHERT A ZDICEGIHERTE <72
F7,

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)

ATy

ATy T2

ATvT3

RATv74

(£ T a>) Firepower2100 DEEME (EHssU9751 1) [

FIE

ASA TIRHIZ— REZRO XD IZHEKRLET,
license smart reservation return

1

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg{uXiTREVrp7M/zDpirLwYCag8oSv60yZJuFDVBS2Q110=

TZIEHIZASA DT A B AR 0 . AHBRIEICBITLES, 20— ReBERTTD
VENRHLGEIE, Z0a~vy REFALET, FrLWKFETZ A 22 (license smart
reservation request universal) ZZRT 5L, ZOa - FE2HFRRTERIRDLILITEEREL
TLIEE, 4T, a—FEX ¥y 7F ¥ LT, BRIEEEZTETLTIEIN,

ASA =/ N—H L TS, ZFAIF (UDD) MFERID DT, Smart Software Manager T ASA
A VAR A RODLZENTEET,

show license udi

51

ciscoasa# show license udi
UDI: PID:FPR-2140,SN:JAD200802RR
ciscoasa#

Smart Software Manager f > X> | U B (ZFEE) L C, [Product Instances] # 7% 7 U v 7 L&
T

https://software.cisco.com/#SmartLicensing-Inventory

[Product Instances] # 712, 7 A BV AP HEINTND TR TOREN UDLIZE > THRRS
AET,

TA U RERERT % ASA A HERE L. [Actions] > [Remove] Z 3R L T, ASA DEH =2— K%
Ay 7 AZAFILET, [Remove Product Instance] #7 U v 7 LE T,

W= R b TARCAPERRERTA R ADT—VICRSNET,

(72 3 ) Firepower 2100 D& %R (RHE LUV T4 K)

ASA DBRGEHERRT DL, TH 72 bvb ASADHIBRENE T, ASADTRTDT A LA
MEMRAT 5 L GEIEDNHIBR SV E T, BEEZMRERT 52 LT, 748 A& LV ASA IZFIH
TH5ZLEHLTEET, HDWE, Smart Software Manager (SSM) 75 ASA ZHIFRTE £7,

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .


https://software.cisco.com/#SmartLicensing-Inventory

SAEYR: AR—F YT FHTT7 542 R (ASAv, ASAonFirepower) |

. (7 3 >) Firepower2100ID SEBAZE F - 1E5 4 t U RAERMEDEH (ERELUVHTSA H)

FIE

ASA DXFEFRRER
license smart deregister

FD%., ASAIZYV v—RKLET,

(< 3 >) Firepower2100ID SEBAZE F /- (X514 £ RERFFESD
B (BFEABELUVYTSAH)

ATy T

ATy T2

TIANENTIE, TAT T 47 4l EIZ6 y HZ L, A48 AEKIZ30 BT LICHE)
BINCETR SNET, A F—FRy b 77 E2OBENE SN TV AEEEX, Smart Software
Manager T7 A B AZEHT LIEHEREX. INOOREETEITHEHTHZLHTEE

T

FIE

TATUT AT AEAEEZTHLET,

license smart renew id

Renew the license entitlement:

license smart renew auth

Firepower 4100/9300 v —3 : AX— kYT b7 3
1ALV UTDERE

ZDOFNEIE, License Authority #fEH+2v v—3 774 h h— "2 —H FiTkk
TAB L ADTRINCEM S NET, TEZHHRESRMEE L TRET 5121, FXOSREN A Nz
ZRLTIZS,

KET A X ATFROGE, T4 ATT_XTOMEE, $hbbeFaUT 0 arTF 2L
DIEKROEUR,ET 4 TEBIOFY VT FA B AZHAMILET, 72770, ASADB IS DOk
RBEMEHT 2% FRMT 5] 72DIZiE, ASA TENLZHNCT DMERH Y £7,

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)

\}

Firepower 4100/9300 > v —2 : AX— b+ YT b7 SA4 2V VT DEE .

G¥)

ATy T

ATy T2

ATvT3

2.3.0 £ Y Hii® Smart Software Manager 7 7 4 b = —HOHE - JER 5t (3DES/AES) 7
A B RIEIT 7 4V N THIZ > TR D, ASACLI 2 H L CREERBILT A 2 A
ZV 7T ANTHET, ASA DFEIZASDM #3252 Lix T EHA, VPN 25 Teftho
AR BALEERE L. 2DV VR R AT EFTIIHAHTE THAL

B8 BRI

ASA 7 T AL DA, REMERDTCOITFEEL T AT 7 B AT 0 M0ERH Y £
Firepower Chassis Manager C, fRH¥EHMTHN 2R L ET, ZOFIEIZRT L 212, ASACLI
MO LR TEET,

FIE

Firepower 4100/9300 v —  CLI (2> Y —/LE£721X SSH) ¥ L. RICASAICE Yy v =
vEHR L ET,

connect module s/ot console connect asa

1 -

Firepower> connect module 1 console
Firepower-modulel> connect asa

asa>

WIE ASA =1 Y — )UICHEE T4 & X3, ASA ICEFEBE) L £, connectasa A ST 544
Hixb FH A,

ASA 7 T AZ DS, TABVAREREDEEEZITOLGERIZOHR, v AX— 2=y MIT
JEATHMLERHY T, BE, vAX¥—2=y IR AB Yy MDD, ZOFTV 22—
MCETHRTHDLERH Y T,

ASACLITC, Z7a—RLay7 4 F¥al—YaryEf—RFREANLET, T 740 FTlEA X—
T NAT — RI3ZEH T A,

enable configure terminal

1 -

asa> enable

Password:

asa# configure terminal
asa (config) #

ASA 7 7 AZ DAL, LEITNL T, Z0x=y MNPEERGEAL THDH Z L2 MR L E
ﬁ‘o

show cluster info

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .



B Firepower a100/9300 & v —

ATvT4

ATvTH

ATvT6

FAEVR AT —F YT b7 541X (ASAv. ASA on Firepower) |
CAR—bVYITLIIT AUV VTDRE

1 :

asa(config)# show cluster info
Cluster stbu: On
This is "unit-1-1" in state SLAVE
ID : O
Version : 9.5(2)
Serial No.: P3000000025
CCL IP : 127.2.1.1
CCL MAC : 000b.fcf8.cl192
Last join : 17:08:59 UTC Sep 26 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-2" in state SLAVE
ID : 1
Version : 9.5(2)
Serial No.: P3000000001
CCL IP : 127.2.1.2
CCL MAC : 000b.fcf8.cl62
Last join : 19:13:11 UTC Sep 23 2015
Last leave: N/A
Unit "unit-1-3" in state MASTER
ID : 2
Version : 9.5(2)
Serial No.: JAB0815R0JY
CCL IP : 127.2.1.3
CCL MAC : 000f.f775.541e
Last join : 19:13:20 UTC Sep 23 2015
Last leave: N/A

Bl =y FOEREHF A OB AT, #iaK&T L, ELbna=y MOERELET, o
ETIZOWTIEL, LFEZRLTZ30,

FA LA A —h a7 4 Fal—arE— ReRBLET,
license smart

1 -

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)#

HreErsRE LT,
feature tier standard

HFHATXADIIMEERB T T, T4T7 T4 B2, MMOBET A B A Z2BINT57-HD
ARSI T,

ROMRED 1 DLl EZ Y 722 N LET,
« ¥+ U7 (GTP/GPRS, Diameter, 33 LN SCTP A AT v 3 Y)
feature carrier
e X2 VT I THRAR

feature context </-248>

. FA4EVR: AYX—F VYT rDx7 54+t X (ASAv, ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)

ATy 71

ETILCEDSAER

ASAv

zFncensqerz |

KETA B ADTFRTIE, mRKarTF A2~ (248) ZHEETEET,

230 KYFIDYTSA b =N\ 21—HFDHDBHE : &ER =/ (3DES/AES)

feature strong-encryption

&1

ciscoasa(config-smart-1lic)# feature carrier
ciscoasa(config-smart-1lic)# feature context 50

ASA a2 V=L ERT L CTelnet 7 7Y r—a VITEDIZE, a7 T I~ EASL

FT, A= S W CLIIZRE DT,

quit] & ATTLET,

ZDE 7 v a s TiE, ASAv B L O Firepower 4100/9300 + ¥ —ASA X =2 U T 4 EV =2 —
JNHERFRER T A B A E R LET,

WDFEIZ, ASAV ¥ ) — XD T A & AHkE

ALET,

4t R

Standard 51/ > X

T7AT7 04— 4L VR

Botnet Traffic Filter

A R—=T )

T AT U — VO, [

ASAvS : 50,000

i ASAv10 : 100,000
ASAV30 : 500,000
ASAV50 : 2,000,000

Xx U7 A RX—=T )

AETLS 7r ¥ k& v 3 > | ASAV5: 500
ASAVI0 : 500

ASAv30 : 1000
ASAv50 : 10,000

VPN 5S4t 2R

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .



B asa

FAEVR AT —F YT b7 541X (ASAv. ASA on Firepower)

42V Standard 51 X
AnyConnect &7 T 4—=T N A7 a D AnyConnect Plus
FlolE dpex 714 B A, K&
x:
ASAV5: 50
ASAvIO : 250
ASAv30 : 750
ASAv50 : 10,000
Z D> VPN ©' 7 ASAVS : 50
ASAVI0 : 250
ASAV30 : 1000
ASAV50 : 10,000
AFFVPNET, &% A4 7 DA | ASAVS : 50
#t ASAVI10 : 250
ASAV30 : 1000
ASAvV50 : 10,000
— SR
Z)—7"> kb L ASAvS5 : 100 Mbps
ASAV10 : 1 Gbps
ASAV30 : 2 Gbps
ASAV50 : 10 Gbps
5k TATY FNDOTZIAR—h AT IAT UV AREIZL ST,
Base (DES) 7213 Strong (3DES/AES)
7z )L — TIT A TIAB A
X270 arTXAL [HAR—RRL
7T AL HAR—FRL
VLAN, K ASAVS : 25
ASAVI0 : 50
ASAV30 : 200
ASAV50 : 1024

. FA4EVR AX—F VYT DT A4

X (ASAv. ASA on Firepower)



I FAEVR  AYX—F VYT b7 541X (ASAv. ASA on Firepower)
Firepower 2100 > ') —X .

SA4ER Standard 51/ £ X

RAM, vCPUs ASAvS : 1 GB, 1vCPU

(A7 a) ASAVS : 1.5GB, 1vCPU (9.8(2) LLK%) .
ASAVS TAE Y OBRRAET LA, BIND AT 2EH|
NUTHZENTEET,

ASAv10 : 2 GB, 1vCPU

ASAv30 : 8 GB, 4 vCPU

ASAv50 : 16 GB, 8 vCPU

Firepower 2100 ') — X

IRDFIZ, Firepower 2100 >V — A DT A & AreZ R L ET,

A4t R Standard 514 > X

T7AT7 04— 4L VR

Botnet Traffic Filter HR— R,

77 AT U+ —/VOERE, [F |Firepower 2110 : 1,000,000

s Firepower 2120 : 1,500,000
Firepower 2130 : 2,000,000
Firepower 2140 : 3,000,000
WIS FRE PHR—F LRWSCTP A v AT gy vy TEHR— &

NTWEEALNR, ACLEZHEHL~ZSCTP AT —F7/L A R
X7 va B AR— I TWET,

AFTLS 71 %+ ¥ w2 = o | Firepower 2110 : 4,000
Firepower 2120 : 8,000
Firepower 2130 : 8,000
Firepower 2140 : 10,000

VPN 54t 2R
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. Firepower 4100 > ') —XASA 7 Fsr— 3>

4tV R Standard 5 1 X
AnyConnect &7 T 4—=T N A7 a D AnyConnect Plus
FlolE dpex 714 B A, K&
K
Firepower 2110 : 1,500
Firepower 2120 : 3,500
Firepower 2130 : 7,500
Firepower 2140 : 10,000
DD VPN 7 Firepower 2110 : 1,500
Firepower 2120 : 3,500
Firepower 2130 : 7,500
Firepower 2140 : 10,000
BFVPNE T, &% A 7DA |Firepower 2110 : 1,500
#t Firepower 2120 : 3,500
Firepower 2130 : 7,500
Firepower 2140 : 10,000
—S1teR
b THYY DT ZAR—F ar T 74TV AREICL T,
Base (DES) #7213 Strong (3DES/AES)
X2 UT 2 THRRE |2 FTary IR, BK
5EIT 10 DSy -
Firepower 2110 : 25
Firepower 2120 : 25
Firepower 2130 : 30
Firepower 2140 : 40
7T AL PAR—F L2
VLAN, fk 1024
Firepower4100 ') —X ASA 7 Jy5r— 3 >
IROFRIZ, Firepower 4100 'V — X ASA 77V r—a D74 v Aea s LET,
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Firepower 9300ASA 7 70— 3> ]

A4t R Standard 51/ £ X

T77AT7 94— SM4EUR

Botnet Traffic Filter HR— R L.

77 AT U+ —I)VOHHE, [Fl | Firepower 4110 : 10,000,000

s Firepower 4120 : 15,000,000
Firepower 4140 : 25,000,000
Firepower 4150 : 35,000,000
Wi FEEE TAE—T FTFvar T4t R @E
HEHR
AFFTLS 7% ¥ & v ¥ 3 | Firepower 4110 : 10,000
D3 : 15,000
VPN 5S4t 2R
AnyConnect &7 TAE—T 7' a @ AnyConnect Plus

Fold dpex 7 AR
Firepower 4110 : 10,000
Z O3 =T : 20,000

DD VPN 7 Firepower 4110 : 10,000
Z DAf3~T : 20,000

AFFVPN YT, @4 A 7 D4 |Firepower 4110 : 10,000

At Z DA ~T ;20,000

—BSIEUR

a9 THY Y "D AR—k av T T4 TV AREICEL - T,
Base (DES) %7213 Strong (3DES/AES)

XaUF 4 arsxax bk |10 FFvar TR D RKR

250, 10 HApL
7T AH A X —T )V
VLAN, K 1024

Firepower 9300ASA 7 J!) r—< 3 >

ROFRIZ, Firepower 9300 ASA 7 7'V r—a D74 v Afea m LE T,
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. Smart Software Licensing DE=42 1) >4’

A4t R Standard 51/ £ X

T77AT7 94— SM4EUR

Botnet Traffic Filter HR— R L.

T 7 AT T A — VO, [F | Firepower 9300 SM-44 : 60,000,000, # K 70,000,000 (32—
152 NEEHR LYy —)

Firepower 9300 SM-36 : 60,000,000, Kk 70,000,000 (3E = —
WEREEH LY vy —)

Firepower 9300 SM-24 : 55,000,000, #¢ X 70,000,000 (3 E = —
IEEH Ly —)

Fx T IS FTFvar T4t BE
L

AETLS 7r X v a2 |15000

VPN 5S4t 2R

AnyConnect &7 TAE—T Z 7' a @ AnyConnect Plus
FolTdpex 7 A B A L K
20,000

Z D> VPN BT 20,000

BEFVPN BT, 2% A 7 D4 | 20,000

it

—SA R

B, THI Y NOZITAR—h arT 747V AFREIZL > T,

Base (DES) #7213 Strong (3DES/AES)

¥ VF 4 arTFEAL |10 FTFvar IR KRR
250, 10 HAL

7T AL A 3 =TI

VLAN, K 1024

Smart Software Licensing D E=4% 1) >4

TRy T Ay =V hAX—=TMIT DT TR, T4V ADH R, AT —F% A, BILV
AEHEZ T =452 LB TEET,
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gans1t 20gx I

WEDSAEVADERT

TAV U ABEFRRTHIZE, RO a<w RERRLTLEIN,
* show license features

WIZ, AT AV ADHD ASAY DFIZ R LET GREOTA o AMHERRL)

Serial Number: 9AAHGX8514R

ASAv Platform License State: Unlicensed
No active entitlement: no feature tier configured

Licensed features for this platform:

Maximum Physical Interfaces : 10 perpetual
Maximum VLANSs : 50 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Standby perpetual
Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual
Security Contexts : 0 perpetual
GTP/GPRS : Disabled perpetual
AnyConnect Premium Peers H perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 250 perpetual
Total VPN Peers : 250 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions H perpetual
Total UC Proxy Sessions H perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Disabled perpetual

AVX—krSA VA RART—RRADRT
TAV A AT —=H AEFRRTHITNE, ROa<w 2 FESRL TS0,
T RTDSAEVADERT

2Aw— KNV T NI=2T S48V, Aw—h 2=V hONR—T g UDLE
W OAw— b=V FOWEE, T — N aL T IGA TV ART—H A BREAT —
KA R EBEB IO TPTEDA~Y—F 2=V N XA AR R LET,

WDOBITIL, ASAv 74 B R EF R LET,

ciscoasa# show license all
Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users

FAEVR A=k VYT +I27 541X (ASAv. ASA on Firepower) .
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B <~ t51tr2z257—5z0%%

II FJA4EUR:

Export-Controlled Functionality: Not Allowed

Initial Registration: SUCCEEDED on Sep 21 20:26:29 2015 UTC
Last Renewal Attempt: None

Next Renewal Attempt: Mar 19 20:26:28 2016 UTIC

Registration Expires: Sep 20 20:23:25 2016 UTC

License Authorization:
Status: AUTHORIZED on Sep 21 21:17:35 2015 UTC
Last Communication Attempt: SUCCEEDED on Sep 21 21:17:35 2015 UTC
Next Communication Attempt: Sep 24 00:44:10 2015 UTC
Communication Deadline: Dec 20 21:14:33 2015 UTC

License Usage

regid.2014-08.com.cisco.ASAV-STD-1G,1.0_4fd3bdbd-29%ae-4cce-ad82-45ad3db1070c
(ASAV-STD-1G) :
Description: This entitlement tag was created via Alpha Extension application
Count: 1
Version: 1.0
Status: AUTHORIZED

Product Information

UDI: PID:ASAv,SN:9AHV3KJIBEKE

Agent Version

Smart Agent for Licensing: 1.6 reservation/36

show license status
A<=k TA VL ADAT—H A EFRLET,

WIZ, BEDA—KN VT N7 x2T A T T 5 ASAV DR T —F 2 D]
R LET,

ciscoasa# show license status
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Initial Registration: SUCCEEDED on Sep 21 20:26:29 2015 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:28 2016 UTC
Registration Expires: Sep 20 20:23:25 2016 UTC

License Authorization:
Status: AUTHORIZED on Sep 23 01:41:26 2015 UTC
Last Communication Attempt: SUCCEEDED on Sep 23 01:41:26 2015 UTC

Next Communication Attempt: Oct 23 01:41:26 2015 UTC
Communication Deadline: Dec 22 01:38:25 2015 UTC

WIZ, KT A B ATFREHEHAT D ASAY D AT —F Z0H1% R/ LET,

ciscoasa# show license status
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22—t 542>z 27—4520%% i

Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jan 28 16:42:45 2016 UTC

License Authorization:
Status: AUTHORIZED - RESERVED on Jan 28 16:42:45 2016 UTC

Licensing HA configuration error:
No Reservation Ha config error

show license summary
Aw—h TA RV ADAT—Z A LEHEOY~ ) —%FK R LET,

WIZ, BEDA—KN VT o277 A48 2T 5 ASAY OV~ U — D] %
RLET,

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2016 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2015 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (ASAv-STD-1G) 1 AUTHORIZED

WRIT, K7 A B ATPRIZHNT D ASAV O~ U —Dfl R LET,

ciscoasa# show license summary

Smart Licensing is ENABLED

Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION
Export-Controlled Functionality: Allowed

License Authorization:

Status: AUTHORIZED - RESERVED

* show license usage
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Av—F IA B ZADERELZFR R LET,

FAEVR AT —F YT b7 541X (ASAv. ASA on Firepower)

RIZ, ASAv DIEHBEOHIZ R L E T,

ciscoasa# show license usage

License Authorization:
Status: AUTHORIZED on Sep 23 01:41:26 2015 UTC

regid.2014-08.com.cisco.ASAv-STD-1G,1.0 4fd3bdbd-29ae-4cce-ad82-45ad3db1070c
(ASAv-STD-1G) :

Description:

Count:

Version:

Status:

UDI D &7~

1.0

AUTHORIZED

This entitlement tag was created via Alpha Extension application

A= AN—P - (UDD 2381201203, ROa<> FEZR LTI ZEN,

show license udi

&Iz, ASAv @ UDI O &= L ¥,

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJBEKE

ciscoasa#

AR—F YT DT SAECVADTINYY

TIGARZYN T DTNy TIZHONWTIE, ROa~vry RESRLTIEIN,

* debug license agent {error | trace | debug | all}

ZAw—F 2= N DOTF RNy T EF I LET,

* debug license /evel

Smart Software Licensing Manager D7 /3> 7 DFFE L~V &2 A 2 LET,

AR—b VI b+ 7 A ADERE

tHrE

iy

TSy bITA—LY)—R

B

Firepower 4100/9300 ¥ ¥ —3 D~V = —
NE—=N= T DT ADER

9.7(1)

TIT 4 TIgAa=y NOBNT A
AHEMRZZLR U E9, DAL, W5 o
2=y bR T A ADHERRMS 54 E
RLTVWE L7z, FX0S2.1.1 THAHR—
FEhET,
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23—t vItyz7 542 20BE [

HERER TS99 bTAH—L))—X EREA

ASAV DFLNICFFI DI ERERERT (9.6(2) Av—h =Yz b (1.64~D)

DT A 2 ATH DOEFNZ LY, BREFRFE=— FITiX
BOWICFIBMER SN E T,
ERINZa~vr RiEdbh A,

ASAV DYV T Z A Kk =D R — | 9.6(2) TNRAZAREF 2T 4 OB TA
VE =Xy NMIT 7B ANTE RN
B, AT arT, vy (VM)
& LT = — /L Smart Software Manager
Y774 P =" Af A=/ TE
i‘a—o
EoEInlza<r RiIdbv 8o,

Firepower 4100/9300 > ¥ — 3 | ASA [9.6(2) Cisco Smart Software Manager & 3#/3

DKL T A T ZTFH

WHFAENTOARWIEFICEXF 2T 7
BR % TlE. FirePOWER 9300 3 & 8

FirePOWER 4100 ™ ASA 2 K#t 7 A
BUREERTEET, KT A B
AT, R, mERS L G2
DHE) L EX2 VT4 arTHR
F, FX VT T4 2%F L0, ff
RFRE7R T _RCDOT A & v AERNE
EFHET, FXOS2.0.1 NSLETT,

F_TDOFRE IXFirepower 4100/9300
VY — Y TCTEITEN., ASA DRREITIAR
C QI

ASAv DKHE T A & ATH

9.5(2.200)
9.6(2)

Cisco Smart Software Manager & D ii{F
MEFFAI SN TV RWIERICEF 27 72
BREETIE. ASAV Tk T A A

ZELRTEET, 9.6(2) TiX. Amazon
Web #H—E 2D ASAv [MIFIZ, Z DO
RROVR— FREBIMSNELEL, 20
FEHE X Microsoft Azure TIEH AR — h X
EE A,

WOz~ RPEAINE LT,
license smart reservation. license smart
reservation cancel, license smart
reservation install, license smart

reservation request universal. license
smart reservation return
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HaE

iy

TS5y R Th—bY—R

B

AY—bF =V FOVL6~DT v
T L—=F

9.5(2.200)
9.6(2)

Aw—h =V MINRN—V g
LINHAR=T g 1.6~T v 77—
RENFELE, ZOT7 v 77— R
K7 A B A PR ESR— T 51T
N, TABVAT AT MIRESH
ToHERRIZHE > T, mER =1t
(3DES/AES) T A & ZMERDHEE
LYy HR—hLET,

GE) RN—=T3:95 (22000 725
B o7 L—RLUERA.
ASAV 1T T A & ABERINEE
ZIRFF L FH A, license

smart register idtoken id token
force =~ RAfEHL,
BET HMERH Y £,
Smart Software Manager 7> 5
ID =2 & BFLET,

WDz~ FPEASHE LT, show
license status. show license summary.
show license udi. show license usage

WD o< RINVER IiLE L7z, show
license all, show tech-support license
WDz~ RINFEHELEIC 720 £ LT,
show license cert, show license

entitlement. show license pool. show
license registration
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23—t vItyz7 542 20BE [

HaE

iy

IS5y kTA—bY—R

B

FirePOWER 9300 ® ASA 125 ERE21L,
(3DES) T A &2 A% HBIIZEH

9.5(2.1)

1B @D Cisco Smart Software Manager
(SSM) = —H# D4, FirePOWER
9300 THGk h—7 v EWEHAT D L xf
G L R D BRI IR BAL T A
LU ARAEBICE IR FT,

GE) A—hKM VT =T <
=Ty BT T A NHREA
SNTWDH5E. ASDM X
ftho> = R SHgRe 2 %
[Z1%. ASA DEBAIZ ASA
CLIZ{EH LT, mER =k
TA B AERNCT DL
NH0ET,

Z OREREICIE, FXOS 1.1.3 NLBET
_é‘o

BT T A NUSNDOHERTIZ, RO a~<
V RBREINE L7z, feature

strong-encryption

P NGEHE ORI TR A AR S
%40 Smart Call Home/ A~ — 7 A
& 2 AFEHEDORFIE

9.5(2)

A<— bk FA ¥ ATiL, Smart Call
Home A4 > 7 7 A NT 7 F v PMER S
NET, ASAIFNNv 7 7T KT
Smart Call Home [E4 L 7R — R Z i #)IC
BET H L X2, Call Home H— 3G
BAE A 31T L7z CA OFFHEEZ & T b
T A MKRA VN &2 HEIWISHER L E
o ASA T Y —/FEBE ORI TREE D
EWINTHA O EDORGEE Y
AR—brLET, FTFARNS—L R R
NOEMN R BB E AN TEE
R

WDa~<y RREAINE LT,

auto-import
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HaE

iy

TS5y R Th—bY—R

B

FLnxFr V7 I8

9.5(2)

FHLnxx U7 748 REEGFD
GTP/GPRS 7 A L A& X #ix |
SCTP & Diameter f » AT 3 4
#AR— K~ LZE9, Firepower 9300 LD
ASA DY;{ ., feature mobile-sp =~ >
K13 feature carrier =~ > F|{Z H#IAY
CBATLET,

MO~ RPEANELIFEREINE
L7z, feature carrier, show

activation-key. show license. show
tech-support. show version

FirePOWER 9300 @ ASA O A= A
="V T7 I NTT TARUT

9.4(1.150)

FirePOWER 9300 {Z ASA D A3 A
~v—hY T NTT TS
NEAINE L,

WD~y RPREAINE L,

feature strong-encryption. feature
mobile-sp. feature context

ASAV DI Aa A~v— K V7 T
T4 T

9.3(2)

Smart Software Licensing TliZ, 74 &
VADT—NEFEALTEHRTHZ L
MNTEET, PAKTA B RE TR
D, A~v—h T4 RIIFFEDTY
TNEGICEEMTbNEF A, £
=y hDTA B AF—EFH L2
T, fEHIC ASAV 238 A L= 0 EA
BRETLIEDTEET, Av—F V7T
co =7 T4 AEFIRATNE. T
A B AOMERRI & B A O E BT
WRTHEHLTEET,

clear configure license. debug license
agent, featuretier, http-proxy. license
smart, license smart deregister. license
smart register. license smart renew,
show license. show running-config
license. throughputlevel %=~ > R
BAIIE LT,
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