95A4ATF72RLASSLVPND KST)L
a—Ta4 Y

« Application Access i I hosts 7 7 A /L =7 —/nbOEE (1 2—)
* WebVPN (S & 7 /3y 77 (4 =)

cTF—EDX Y TFx (58—D)

« 7747 FLASSLVPN Y a vy 7 v —0DkKi#E (7 3—)

Application Access {FFFD hosts 77 1L TS5 —H 65D

[E]1&

Application Access DFEITDRHTIT/2 % hosts 7 7 A /v =7 —z [Nk % 72012, Application
Access il L#& %725, ApplicationAccessV 4 > RV ZMLTALH L O LET, v
UEFALZITIE, [Close] 74 a2 a7 Y v LET,

Application Access 23 1E L < #& T LR > 7253813, hosts 77 A /ML, 7747 F LA SSL
VPN I A X~ A RSNTZREED F F 1272 > TV ET, = —F2KIT Application Access %
feET 5 L X2, 7T A7 > kLA SSL VPN I3 hosts.webvpn 7 7 A L E T 5 Z & T,
Application Access DIRHER F = v 7 L'E T, hosts.webvpn 7 7 A L3R S5 &L [Backup
HOSTS File Found] &9 LT — A w¥—UNEKRE4L, Application Access 28 —HFIIC A 712
U EDLY £,

Application Access NERFK T LA, VE—NT2RRA I IAT LV MNYP—R_"T TV r—
Ta VINREERIRRRIZAR D £9, 7T 4T L ASSLVPN ZHEFIc b T 7Y
r—varEREL L) EeT5L, ELKEELRWEERH D £3, B OBRLOR A K
IMEATERLRDEAENHY ET, —RIZZDO LI Rk, HENSYE—FTTFY
r—3a & FLT L, ApplicationAccess 7V 4 ' RU A THFICa v Ba—F a2 vy hA T
YL, FOBBBTEOT IV A — gy B2FETLEI E LEBAICRELE T,

ApplicationAccess 7  » RV ZIELLS P LRWE | RO T =03 FAET L alaEMERH Y £77,

* IRIZ Application Access BN L L 5 & L7z & 12, Application Access 234 712810 B -
TWABAREMNH U . Backup HOSTS File Found] &7 — A v —UNFERIND,
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. Hosts 7 7 1 JLDHLE

T U= arEu—ANTEITLTWDAEAETYHL, 77U r—ya VHERR A 7128
DS TWDD, ETFEEL R,

ZD X H 7T —(X, Application Access 7 A > KU &R /2 JFiE TR T L= Z EBNRINT
T WICHIEZRLET,
« Application Access D HHFIZ, 7T UHFNRT T v a Lz,
* Application Access D HHHIZ, EEBEELIZT AT A vy N T UBRAELTZ,
« YEZEHIZ Application Access 7« &~ RV Zg/IME L, ZDY 4 RUNRT 77 1 770ikEE
(I LB/MESHTnD) Tavba—Fai vy hEU LT,

Hosts 7 7 1 LB E

a—J ) AT A EDhosts 77 AL, IPT RLAERA MRy BV 7 INTNE

9, Application Access ZHLENTH &, 7T A4 7> h L ASSLVPN (T hosts 7 7 A /L EEIE L,
7747 MU ASSLVPN EHADOT N U ZBM L E9, Application Access 7 1 > R % IE
L < PA L T Application Access Z#& 179 % & hosts 7 7 A /VIFITEDOIREEIZERE Y £,

Application Access O FLE i

hosts 7 7 A /VIZTLOIKEETT,
Application Access O LB

e 7747 sL A SSL VPN (3 hosts 7 7
A V% hosts.webvpn ([ E"— L T, v
T TEAERLET,

e RIZ, 7 FA 7> kL ZSSLVPN |Z hosts
TrANEREL, 7747 L ASSL
VPN [EA OFREFHFAL E7,

Application Access D& T If ¢« 7747 NUASSLVPN Iy 7 7
777 A IV hosts T AMZa—L

T, hosts 7 7 A /L ETLOIREIZE L F
KR

« 7747 hLASSL VPN (%,
hosts.webvpn Z HIfR L F 5,

Application Access D& T 1%

hosts 7 7 A WI L DIRAET T,

Y

G¥)

Microsoft D7 o FANRAL T =T V7 by =7 d, A— M5k Java 77 L v M X D hosts
TrANDER>T a7 LEd, ToFRARAL =T V7 M7 7 O T hosts 7 7 A
VOB 203 5 FIEOFEHIZ OV TIE, www.microsoft.com Z 2 L T 72 &0,
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55472 FLRSSLVPN 2 & % hosts 77 1 Lo eBBERE |

9S5A4AF7>2RLRXSSLVPNIZX B hosts 771 LD BEENEERTE

ATy

ATy T2

VE—K 7 78R —NIHRECTE 585G, hosts 7 7 A /L& FREXE L. Application Access
RT TV =y a v EHEARZ—TMIT L0, ROFIEEZFIATLET,

FIE

75347 FPUASSLVPN ZiE#I L Cr s A LET,
[Applications Access] V > 7 %27 UV v 7 LET,

WONTNINDOLT T g 2@ LUET,

* [Restore from backup] : 77 7 A 7> h LA SSL VPN [FHEHIICE L ¥ v hF TS
¥9, 7747 LA SSL VPN |Z hosts.webvpn backup 7 7 A /L& hosts 7 7 A /L2 =
E'— L. hosts 7 7 A /L& JTLOIRFEIZERE L TH> 5, hosts.webvpn ZHIBR L £, D%,
Application Access Z FHEEIT 2 LN H VY £77,

« [Donothing] : Application Access [ZEE) L FHA, VE—FT 7 EADR—LX—=URHNR
FRINET,

* [Delete backup] : 77 74 7 > b LA SSL VPN (& hosts.webvpn 7 7 £ /L ZHlIEE L. hosts 7 7
AN TAT MU ASSLVPN FICH A X~ A4 RENIDRIBIZ L TR E T, 1D
hosts 7 7 A ViR TIX DI E T, Application Access (£, 7 71 7> kLA SSL VPN HIZ
HAZ A XSz hosts 77 A VEFH LAY UF e LTHEMLTESLET, 20
A7 a U E, hosts 7 7 A VERENKDILT SRR RWGEICIETRIRL TS 7EE 0,
Application Access B ANHENC > ¥ v M F T o IS, 22— EiZa—FRERT 5
70 7T KL o Thosts 7 7 A VDM SNV FREMEN B D5 E 1T, D2 oDA T v =
YOELBLNEEIRT DM, ol hosts 7 7 A VA TFEICHREL £

FEIZLBhosts 77 ILDBERTE

ATy T

ATy T2

BIEOLF PO U E— b7 7 BA = NICHERHR TERVGER, WAX~A X LT hosts 7 7
A IVOFRENE Z RN R WEESIE. IROFENEIZHES T, hosts 7 7 A L2 FHHRE L.
Application Access &7 7V r—va v EFEA X —T I LET,

FIE

hosts 7 7 A V& HOT CTiRE L E T, b —MEAZREITIL, c\windows\sysem32\drivers\etc\hosts
T,

# added by WebvpnPortForward &) L FFINEENTWAITRHDINE I ET v I LE
T ZOXFINEGTAITR DDA, hosts 7 7 A NMEZ T AT > b LA SSL VPN FIZH A 4
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B webven spftE TNy s

<A RZINTWET, hosts 77 A NVINT T AT ML ASSLVPN I AZ <A XZTU
LA ROFD X H T3> TWET,

serverl # added by WebVpnPortForward
serverl.example.com invalid.cisco.com # added by WebVpnPortForward
server2 # added by WebVpnPortForward
server2.example.com invalid.cisco.com # added by WebVpnPortForward
server3 # added by WebVpnPortForward
server3.example.com invalid.cisco.com # added by WebVpnPortForward

# Copyright (c) 1993-1999 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to hostnames. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding hostname.
# The IP address and the hostname should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
#
#
#
#
#
#

lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 cisco.example.com # source server
38.25.63.10 x.example.com # x client host
123.0.0.1 localhost

AT YT 3 # added by WebVpnPortForward & W9 FEHNEENTWDITEHIRL £
RT9T4 77 ANVERFLT, ALET,

RATYTFS 7747 MLUASSLVPN #ZEIL T/ A v LET,

AT 76 [Application Access] V> 7 %27 U v 7 L%,

WebVPN &t ET/N v 5

UE—hK T727EAVPN LT Oty a v 2FT7T5L, v/ O X&EETLHE LT
TNy a—T 4 VT INNEEZ/e D Z 13D £9°, debug webvpn condition =2~ > RZ{HH L
T, Ty 7 Tat A% LV IEMICKRYIALTZDD T 4 VE EZRETEET,

debug webvpn condition { group name | p-ipaddress ip_address [ { subnet subnet_mask| prefix length} |
| reset | user name}

FTNENORBIZKR D LB T,

e groupname X, 7 NV—T R — (MR TN—TFE 3707 7 A4 )L THERW)
TT 4 NVH B EATNET,

* p-ipaddress ip_address [ {subnet subnet_mask | prefix length} 11X, 7 7 A 7> hDO/RTV v
IP7 RVATT A NVZRBZETWET, B 7Ry b A7 (IPv4) E37v7 497
Z (IPv6) (T4 T a T,
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sreset (XTXTDHOT7 4 V¥ % U+t s LET, nodebug webvpn condition =~ > K% fifi ff]
LT, BEDTANEEFTIZTEET,

o user name 1%, 2—YVL4 TT7 4 IV EZ R EITNET,

BEORMZREST D & FEPHRE (AND TERE) Siv, TN TORMENHTZ SN2 E
WZCDBT Ny TRERINET,

ST A NE BRRE LD, EAD debug webvpn 2~ > REMHA L CTF Ny 724 I L&
To FUERET DT TIET ANy ZJITEDN 0 A, Ty 7 OBIEORELZERT S
(\Z1%. show debug 35 X O show webvpn debug-condition =~ > RZ{#fH L £,

WRIZ, =Y jdoe TR E TN T2 T 2612 R LET,

asa3 (config) # debug webvpn condition user jdoe

asa3(config)# show webvpn debug-condition
INFO: Webvpn conditional debug is turned ON
INFO: User name filters:

INFO: Jjdoe

asa3 (config) # debug webvpn
INFO: debug webvpn enabled at level 1.

asa3 (config)# show debug

debug webvpn enabled at level 1

INFO: Webvpn conditional debug is turned ON
INFO: User name filters:

INFO: jdoe

T—3DFyTF¥

CLI capture =~ > RZf+5L, 7747 ML ASSLVPNE v g v TIHIELLS FRE
72 Web A MCBET 2EMATSKCEXET, ZOT—XIL, VA3 B AX~v— HKR—h
TV TICEAMED NI TN a—TF 4 N B E T,

AR S H

7734 T PVASSLVPN v 7 F v &4 X—TNZTDE, EX=2VT 4 TTITA4T A
DRI —<L ACHELET, NI TN a—TF 4 NN E Xy TF ¥ 77 A VEAER
L7=b, ¥ 7 F v 2472y B2 F7,
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B =77~ 771106

XY TFxv 774 ILDER

FIE

ATFYT1 7547 FLASSLVPN DX % 7F v 2—F 4 VT 4 ZBB LT, use2 D N5 7 4 v 7
BT ANMIF Yy TF T DHh EWOILFTIOF ¥ I F ¥ 2ER L ET,

capture capture_name type webvpn user webvpn_username

capture_namel¥, ¥ ¥ 7T ¥IZHIV YU THARITT, LT 7 F v 77 A VOARITOFEH
WhmEiEd,

webvpn_user X, ¥ ¥ T v ORHR LD I—FLTY,
il -

hostname# capture hr type webvpn user user2
WebVPN capture started.

capture name hr

user name user?2
hostname# no capture hr

ATvFT2 (EE) a2—V»Pel A LTI IAT MLV ASSLVPN Yy v a Vv EFGLEL, v 7
Frv 2—=T 4 VT 4ICED7y hORGEEFELEY, FYT7Fvr 2—7 1 VT 47
capture_name.zip 7 7 A WEAFR L E T, TDT 7 A TN A T — Rkoleso T ok S E T

no capture capture_name

ATV T3 zip 77 A NEVAIZEFET HH, CiscoTACH—ER U7 A MG LET,
ATV T84 /NAT— K koleso L T7 7 A VONEEFRHR L E7,

TS9Ok BXvTFv¥ T—2DRT

FIE

AFYT1 7547 FLASSLVPN OF ¥ 7F ¥ 2—F 4 U5 4 BB LET,
capture capture_name type webvpn user webvpn_username

* capture_name (X, F ¥ 7 F ¥ ([TEHD B TOHLAITY, ZULF XY 7F v 77 A VDOLARID
SEEHIC B E T,

s webvpn_user 1X. ¥ % 7 F ¥ OxR LD -4 TT,
ATFvT2 (EE) 2—I0al A LTI IAT L ASSLVPN Y a U EBRBLEZS, v 7
F¥ =T 4 VT I LD Ny hOREEEIELET,

no capture capture_name
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5547 FLRSSLVPN £y 3> 2 v3—nkE [

ATYT3 TIUFEHNT, hr LVOARIOF ¥y 7Y Fr a2 A=7 7 BATERLET,
https://asdm_enabled_interface of the security appliance:port/admin/capture/capture name/pcap

51

https://192.0.2.1:60000/admin/capture/hr/pcap

— -~ N -~ =
54T RLASSLVPNE Y 32 Uy —NDFRE

Flash7 7'V r—v g roRRJava7 7Ly N EOMAIARLTT V= b, BLOSNET 7V r—
varik, BEIEEEFEOEy a0 o F—IURFEL TH— R LEE L TWET, ZhbHD
MIAIAT Y =7 MiE, FIHERFIZW < 2O Javascript ZHEH L TT 7 0N 7 v —
ERASLET, 7747 MU ASSLVPN > v 3> 7 v —I(C httponly 7 7 7 %3819 %
L. By ar Iy =BT T UVTORTHEEIIN, 7T7AT 2 MIOAZ V7 R TIEFEik s
N, By a rOIEFIIARAREICAY 9,

1R BRI

*VPNEY T a D7 vX—REF. 777477877447V ASSLVPN v g
DIRNGARIZTE T AT LT &N,

« 7 TAT 2 FLASSLVPN ¥y a L DAT—H AZERT 5121, show vpn-sessiondb
webvpn 2~ R&EEH L ET,

« vpn-sessiondb logoffwebvpn =~ > R&AfEH LT, 7 XTHD7J7 47 ML ASSLVPN & v
aripbrZTrTURNLET,

ROV Z AT > kLA SSL VPN #HEIL, http-only-cookie 2~ > K3 A F—T7 /L DIGAEIZ
ELEH A,

sJava 7T 7 A v

cJaval 74 &
cAR—hTHT—=T 4T,
Ty AN T T Y

T AU Ny T TV r— a3 (MicrosoftOffice 7 7'V r—a Uig ) B LT
% Sharepoint #£5E

+ AnyConnect Web #2 )
« Citrix Receiver, XenDesktop, 3 & TF Xenon

cEOMDIETTZ O R=RA TSV =2 a b BLOT IO T T  R—=ADT
TV r—var
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B /s 7 riassiveneyvas v ur—ogE

77 A7 > kLA SSLVPN t v 3 Cookie 2% JavaScript 2R ED 7 Z A4 7 v MAlOAZ V7
et LT = RAA—=T BT 7 BASN2NE D IZT5I121E, ROFIEZEITLET,

FIig

7 AT NUVASSLVPN > v a D7 v¥F—"Thttponly 7 7 7= HFhc LET, O
ENXT 7 4V FTA R =T W75 TWET,

http-only-cookie

&1

hostname (config) # webvpn
hostname (config-webvpn) # http-only-cookie

GE) ZDa<r Rt Cisco TAC Ol HER SN ZIGEORFER L T ESn, 20
A REAX—TWITDBE, THARITA ] IR EINTWbEI7I34 7 ML
A SSL VPN BRENE L 72 L CTEWEL 72< 72572, BX=2UT 0 LDV AT 3 FAE
]\/i—é‘o
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