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) BEMIORTWda— L ==V MZEsTHIBEEND AT AT 7= U =A D IP
7 R RZTZN—TIZBNT 512X, 6O IP 7 KL A % [Gateway to Be Added] (Z A )
L., [Add>>] %272 Vw7 LET, RS Rofc— by oA ZHIBRLET,

AT AT 7= U= A T/, E@uﬁ@ﬁ’i’Lbﬁ FlEE e, A ¥—Fy NERITM
DOy N Ry NI =7 BB LT —% N7y hEDOMOEBREITO F*y NU—27 BEHR
T, @E., Yr—hvzAiFavr Kz, a— L =—Yx FOT 7 4/L k MGCP R —
I (UDP2727) IZiXfELET,

d MGCP AT 47 F—hU=A%HIHTLHa— N ==V FDOIP T RLRAEZBMNTHIC
L. ZNHDIP 7 KL A% [Call Agent to Be Added] IZ AL, [Add>> %7V v 7 L&
T, RERolmo—V o FEHIBRLET,

W, - T—Yxr MIavy FE, Y= b= OF 75/ N MGCPAR— bk (UDP
2427) \ZHEEL X,

e) [MGCPGroup] ¥4 70 ZRy 7 ATOK|ZZ7 Vv 7 LET, LEIULLTT BB R E
DKL, o7 V—TZBML £7,

[MGCP Inspect Map] XA 702 Ry 7 AT[OK] %7 Vv LET,

P EFLETAOTORANDA VARG Y3y
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RTsP A v 25 v ay [

INT, ZOA AT ary <y TEMGCPA VAR gy —ERARY —THEHAT
DL FET,

RDEZRY

2y T EHEATEEDDA AT g R —ERETED LRV ELZ, 77V
re—a A Y TR NN AL AR g DRTEESZR LT A I,

RSP VAR 3y

RTSP A VAT g I T 7 4V b TA R—=T M2 > TWET, T 7 2V b USOALEL)
VBRI OLRETHMERH Y £, ZZ2TIE, RISPT U r— g f VAR
e T L

RTSP £ VAR L 3 VOBME

\}

RTISP A VAN Vg 2P a4 52 L1280, ASAIZRTSP X7 v h @i S 2
ZEMNTEXFEJ, RTSPIE. RealAudio, RealNetworks, Apple QuickTime4, RealPlayer, 35 J O
Cisco IP/TV D& THEM SvET,

GE)

Cisco IP/TV Ti%. RTSPTCP " — k 554 B L 18554 L £,

RTSP 7 7'V /r—y a i, #iliHlF v x/L & LTO TCP (FISMAIZ UDP) & & HITTFHRIFE A
N— b 554 M L9, ASA L, RFC2326 ([ZH#EMLL T, TCP 22V HR—rLET, 2D
TCP T ¥ XX, 7 74T P ETHRESIN TS R T AR— K E—RISLT, &
FIETA NI 7 4 v 7 ORBIEHINDGT —4% Fy ORI vm—a I E
7

PAR—KI TS RDT k7 > AR — NI, rtp/avp, rtp/avp/udp, x-real-rdt, x-real-rdt/udp.
x-pn-tng/udp T,

ASA X, AT —H% A 32— K200D SETUP LA A v — T %fENT LET, SETUPIGE A vt —
DN, BEITAICBE L CTW DA, — NE ASA & ORI EBIR THMEBICHFIET D 2 &
W72 5720, Y=L ERTIEFICH L TCHAA T I v I Ty EH< 2 EBRMEITRDY
FT, ZORBEAE—YNT U INNT Y RERTH LS. ASAIX, ¥4Iy 7 Fxx
NERLSBEEIH D A,

RTSP A AT g d. PAT 72137 27 /U NAT R —F L TWERHA, £7-. ASA
IZ. RTSP A v EZ—UBHTTP A v —VHNIZESNDHTTP 7 v —F U 7 285 CE £8¥ A,

gELETHOTorarns o zRsvay ||
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EELETADTARALDA YRRV a Y |
. RealPlayer 2 E &4

RealPlayer % € 24

RealPlayer Z i 9% & X%, SmEE— RZEL<EETDH I ENEETT, ASA TiE, ¥—
INING T T4 T > MZ, £72013%F Ol access-list 2~ > KZ&iBJI L £ 7, RealPlayer D355,
[Options] > [Preferences] > [Transport] > [RTSP Settings] # 7 U v 7 L CHzibET— RE2EH L F 7,

RealPlayer C TCP & — RZ& 3 5355 1X, [Use TCP to Connect to Server] = v 7 7R v 7 A
L UV [Attempt to use TCP forall content] = v 7 AR 7 A% A N2 LET, ASA T, A LAY
Var TV ERETDHLETD ) A,

RealPlayer C UDP E— R &9 %454, [Use TCP to Connect to Server] 35 & UY [Attempt to use
UDRP for static content] = v 7 R v 7 A% AN LET, v /ALTFF¥ A N TOFHANTE 20
FAT AT VIOV TIL, ASA T, inspectrtsp 2 REZBIMLET,

RSTP 4 VAR 3 VDFHIEEIE
RSTP A > AT 2 g TR OFIBREH S E 4,
cASAIX, ¥/ FF ¥ A FRTISP 721X UDPICLARISP A v —V %Y AR—F LERA,

cASAIZ1E. RTSP A v E—U2HTTP XA v B —VHICBENTWS HITP 7 u—XF o /%
AT AEREILH D AL

HDIAGIP 7 RLVANHITP A v E—YF I RTISP A vE—YO—# & LTSDP 7 7
ANHNIZEENTNDZ0, ASAIL, RTSP A v E—JIINAT LT TE EHA, X7y
M7 T 7 A METEETA, ASA TIET7 77 A2 MEERT=Z37 » BTk LT NAT
EFATTHILILITEERA,

Cisco IP/TV TlE, A vt—? SDP #B43I12%F L T ASA NEATT 5 AW D% L, Content
Manager [IZH 27077 5 U A MOEIZHBILET (B v r T 0 R ML 27<
CHL GHOHDARIP T RLRAEZEHHZ ENTEXET) |

* Apple QuickTime 4 ¥ 7= (% RealPlayer /1 NAT Z#%E C& £9, CiscoIP/TV X, B a—7
& Content Manager 23N v hU—271ZH 0 | F—"RNEHIR Yy NU—271ZH D & X
72U NAT 2l T& £75

RTSP £ VARG 3 R)O— Ty TDHETE

Py NT—=JIWZKLTT 74V bDA AT g VEWER > TRWIEATL, RTSP A A
Ryvary R =<y T EERLTRISPA VAR v a DT Vv arw AL~ AR
TEET,

FFvart LT, RISPA VAR v ay VT A<y T EIERL, RTSP A VAT g v
DT T 490 IV TAEEFRTEET, o4 7 a & LTE, RISPA AT g ViR
Vo=~ ThI T4 7 VITRREBERTDHIEHTEET, 77 A~y T 2ERT
LA AR ary vy TRI T4V OREFEBEERT LI EOENE, 7T A
~ v TCIIHEMERREEERZER CE, V7 A~y TEHAHTE LV RTT, ZOFIA
TEHA VAR v ar=y AZOWTHALETR, 77 A~y 7 THEAIND —EHEYE,

P EFLETAOTORANDA VARG Y3y
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RISP 1 v 2 X5 a3y Ky v— vy 0%z |

[Inspection] # 7' \ZB3 2 FIH TR S TS 6D LA L TY, [Configuration] > [Firewall] >
[Objects] > [Class Maps] > [RTSP] Z &N T 20, E2idA VAT Vg v <= v TORERIC
BT 52212k > T RISP V7 T A vy FAHRETEET,

ATy T
ATvT2

ATvT3

ATy T4

ATy TH

DT THATAFIEIMZ T, =2 RY —DFERFICA VAR Vg vy TEHRE
TExET, v v 7TORNFIL, 1ERFIECERZRFE T TT,

1R BHHIIZ

—¥DO T T 4 VBREAF TV a T, BADTEDICERERZHEHALET, b7
=IO 1 DEFEATIHER. RINCERFRRELIZERKRE O 79X v 72 ERLE
T,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [RTSP] Z & L £,
RONTNNEFITLET,

c[Add] %7 UV v 27 LT, HriLnvwy 7 ZEMLET,

ey SEEINL, [Bdit) 227 Vv 7 LET,
L~y 7ORE, Al (kK40 XF) EHEZ AN LET, vy 7 EwRET D L XL,

EHETELOIEHHDOZRTT,
[Parameters] ¥ 7 &7 U w7 L, %A T a 2R ELET,

» [Enforce Reserve Port Protection] : AT 4 7 Ah— h 22— g VHOFRIELHR— FD
FEAZHIRTD0E 9 D2,

* [Maximum URL Length] : A vt — T T& 5 URL O KE (0~ 6000) .
[Inspections] ¥ 7% 27 Vw7 L, N7 7 4 v 7 ORHEICIESWNCEET HREDA L ALT Vg
CEEHRLET,

o7 4o —BEHET, RISPV T A~ T Ho_X—R T 5 A VAT ary~<wy T
— WA EBERTET 0, FRIEZOMAFIC Lo TEHRTXET,

a) WOWTNNEIATLET,
c[Add] 27 U > 7 LT, FILWEHEZBMLET,
« BEfFORMEZERIR L, [Edit] %27V v 7 LET,

b) [Single Match] ZJE4R U THREZ EHERT 57>, F£7213 [Multiple Match] %2 L T 54
ZEFRTDHRISP 7 7 A <~y T HFRLET,

gELETHOTorarns o zRsvay ||



B srozxxsoay

ATvT6

EELETADTARALDA YRRV a Y |

c) HUMERZ I TERLEGAIE, REO-HZ A 7L LT [Match] (T 7 4 v 7 3HUEL
—HTHMENRDH D) F7X[NoMatch] (FT7 7 4 v 7 I3HEMEL BV ERDH D) =ik
WLUET, 7=&z01E, 55 lexample.com| T[NoMatch] 2% L7254, example.com]
EEDNT 74 v 73T _RTCI T A~y TOMGIMNTR 0 £, kic, KEZLUTO LD
WCRRE L £,

* [URL Filter] : #eR L 7o IEMIRBLE 721X IEHREBLZ 7 212 LT URL G LET,

* [Request Method] : announce, describe, get parameter, options. pause, play. record,
redirect, setup, set parameters, teardown DT IO FER G LA L ET,

d) "7 74 v I DORETEITTHT 7 v ara@RLET, URLOBEDOEEIT, Bkt R
0y 7THhuaX s L, Rey Lo Xy Va4 Rx—TMITHIENTEE
T BRIFXOMEOLAIX, L— MR N7y M) ZEHTEET,

e) [OK]2#Z7 Vw7 LT, A AT varaBilLlEd, LEUSUTTa A2 L
e

[RTSP Inspect Map] ¥ A4 702 Ry 7 AD[OK] =27V v 7 LET,

INT, RISPA VAT gy b—ERARI)—TA VA vary vy T2l TES
X2z 4,

RDBERY

v T EFERHTBEIZODA AR g R —ERETEDRLHICRVELE, 77V
—ay bAY IR AL AL AR a DR TEESERLTLE I,

SIPA AR 3Y

SIPIZ, A v Z—Xv b, TV 74=—, FLEBUVA, AV MBEHA, BLOA L RAZ
F A o= AR FEREN TS T r ha LT, FF% A hR_—ZDOME L Z Ot
Wk, SIPFRy hU—2 138 E< DXV T4 BBICELENET,

SIP7 7V r—val AV AT vary T, AvE—V Ny X —BIOALOT KL A%
e, R— oW A—T7 0 BLOEAWNREEET = v 7 B3MThivEd, SIP A vE&—Y
DOREEMZFEBTLHT7 7V r—rartXxa V7 0B8R0 0 hab~OHfLE | SIPR—2A
OEEORH bR — NS ET,

SIP A Y AT 2 a ANIT 74V FTARX—=T NI >TWET, ZHUE, 7744 PSSO
WS LEISE, ERRR LSRN N T T4 v 7O U ART v a v kA =TT S
TOIZTLS 7 X L aRET DL EICDARET DHENDH Y £+, T I TIE, SIPA AN
7 g ATHONT R FEICEI L E T,
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sip1oz2xsvavonz [

SIPA VAR 3 VOBE

IETF TERINTWVWDHSIPICL Y, FRC2 FROBFTFRFH R EOa— VAl y v a v
W Ta— ) BMEHAAEEIC72 D £4°, SIPIESDP & i U CEGELF 24TV E4, SDP I, A
FTA4T AR —bHOR—FEEELET, SIPEZHEHTLZ L1250, ASA L SIP VoIP 7 —
F72ABLORVoIP a2 — %P R— hTXEJ, SIP & SDP DEFKIL, KD RFC
IR S TVWET,

 SIP : Session Initiation Protocol, RFC 3261

» SDP : Session Description Protocol, RFC 2327

ASARRHDSIP 2 — V&P R— b T 258K, 7V 7 X ve— I PRE RO R—
I (UDP/TCP 5060) fEH CEEIIN, AT 4T ANV —A@FXAFI v 7I2EDETHERD
72D, AT ATHERT RLAOY T F VT Ayt— AT 47 A—b, BXOAT 4T
OB AR TA2LERH Y £9, Fiz, SIPIL, IP X7y hO2—FF —HEHZIP T
RUL R ZHDIARLET, ASA Y R— h9°5 SIP B3R URI D KEIL 255 THHZ LICHEE
LTLEEWN,

AVAB N A= (M) 77V r— 3 Tk, SIPYLIEMEEE (RFC3428 CEFE S
NTWn3) BIOSIPEADA X @ (RFC3265 TEFESNTWD) bEHLET, =—
YRFry bhtvviay B T2R7)Fay) B LEE, 2a—FRAEWITF ¥ v
25 EXIZ, IMT 7Y r—3 3 > CTlk, MESSAGE/INFO J53X 202 Accept Jitn& Z i L %
T, T2 2R, 2ADZ—PFIXNDOTHA L T A TR D AR H U T4, R L T v v
et L0 EHA, TDED, SIPA VAT vary moPuid, RESNTNHD
SIP ¥ A L7 0 MEIZWES THA LT U R THEAR—AEZHREET, oM, Bk
MLV LS DU ERESEET DLENH D 9, BEMFHERFMH X Contact Expires fE TEFE L .
HWHE 30 50 TT,

MESSAGE/INFO Z3Rki%, % . A— bk 5060 LA OEIJIZEID 4T HAL7eA— M &2EH L T
BENDTD, SIPA VAR gy oD@ o 0ER™H D £3,

G¥)

SIP A VAT v ait, Fv v MERBODHEZYR—FLET, mUA FAR—F, 77 A /L5
R, TV =g AEHEFYR— FERTWER A, RTC Client 5.0 1ZH AR — RSN TWE
A,

SIPA U ARY S 3 VDHIEEIE

SIP A > A7 Iz X, Cisco Unified Communications Manager (CUCM) 7.0, 8.0, 8.6, &
V105 TT A F&f, PAR—=FSNTHET, CUCMES £/ 9x.THH R —FShEHA,
SIP A Y AT va U E, o) ) —2 L/ THRET 2560700 £7°,

SIP A VA7 ra vt HODIAENZIP T RLRIZNAT 2@ LEST, =70, HETE
SASEMI T DT R LA BT 5 XD ICNAT 23 E L TW A6, SMHET R ( Trying) IS
BEA Y=V DSIP~y Z—HNO [from| ) FTESMIONEEA, ZOTD, 5ET FLA

gELETHOTorarns o zRsvay ||
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B 7orrrosprozrosay

DEWZERET DL IICSIP b T 7 4 v 7 2FHLTWAHEAIT, 7Y =7 b NAT 4 H
THULERHD FT,

X2 VT4 VNABRREICAS F—T 2 A, FRHEEX2T T 40 LUV GHETL) 05
EEFa T4 Loyl (Fi) ICEBEAL U F—T oA ZZK U TIENAT 7713 PAT 2R E L
BRNTL SN, ZOREFTR—FEINERA,

PAT % SIP T 256, IROHIRFHIEHN S E T,

c ASA TIR#ESNTWAHERY FT—ZDSIP 7axiZVE—h = RiRA o M a2 &L
kLT3 L, MOLI B —EDOLRMETFTHRENKIK L ET,

*PATNUE—F = FARA > PHIZRESINTWS
SIPLYARNT =P Ry hT—T12H D,
.Iyﬁf4yb#%7n%y%~ﬂ:%FéﬂtRKﬂﬂR%wﬁ—V®%ﬁ%
T 4 =)L RIZAR— FMMTRE I TR,

« SDP S OFTEHENERSE 7 4 —/ K (0=) ODIPT RLARERE T 4 —/L K (c=) OIPT
RLRERI2 By NESIP TN ABREEFETDHE, o= 74— /L FDIP T RLANIE
LSEBEINWGERH Y £3, T, m74~wF?ﬁ~bﬁ%%ﬁbﬁw$rf
2 k2 LOFIRIZE D DT, PAT TlE, BT 57201 — MBAXLERO T, AHlE
KL ET,

-Mﬂ%ﬁ%?éﬁAi A= FEFFRVWNEBIP 7 L A2 ETe SIP ~y X — 7 4 —)L
RIZZEH SR WATREHE DN H D720, NEFIP 7 R U ADNAMTIZIRIVE T, Z ORH 28
T A12iE, PAT DS D IZ NAT 2% E L 9,

TIAIWEDSIPA VARG 3

SIP A > AT v a U NET T 4N R TA F—T Mmoo TEY, WEELT 74V hDA VA
X7 var R =~y T ERERALET,

«SIP A LV RAZ Uk AvE—Y (IM) OYLEMRE : 4 *—7 v

«SIP N7 7 ¢ 7 LIS D SIP AR— MER « 7]

e —NREZ U RRA LV MDIPT RLVADIERR : T4 8—T 1

VTR =T ON=T gL SIPLSD URIEZYRY @ T =T L

LU EDSEdeAR Y 7 I o N ERGE A R —T L

« RTP #EHL - 386 FH 581 L 72w

« SIPHEHL : A7 — h F= w7 Ly X —REEE FAT L7220
%%Méhth374/ﬁ@4yx&7yayﬁ4* TIAZI 5 TWRINZ SICHEE LT
KTEEV, kSN b7 7 4 v 7 AT 51213, TLS 7V u X e ET HMENH Y £
¥

P EFLETAOTORANDA VARG Y3y
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SIP A v2xsvav Ky v—vyInEE [

SIPA ARG g RYO—T Yy TOHRTE

Fy FT—=JICK L TT I AN DA AT g VEWED 4 TR WS IX, SIP A v A2
Iyary R — T EERLTCSIPA VAR v as DT Vark AR A A TX
i‘é‘o

A7 arvE LT SIPA VAR vay I Ay TH#ERL, SIPA VAT a0k
T4 0T VT AEERTEET, oA 7L ar & LTL, SIPA VAT a iR v—
VS TCNT T4 T VIRABEEERTHIELTEET, /7 7A T 2ERT A &
EAVARY v ay vy T ThI T4V ORAEEBEERTHILEOE WL, 77X vy
T CIIEME A EELERCTE, V7 AYy TEHAATEDL L VWO E T, ZOFIATIE
AVART T ay vy FIZOWTHHALETR, 77X vy 7Tl D LR,
[Inspection] # 7 (2B 2 FIETHBHAIN TS H D LR L TY, [Configuration] > [Firewall] >
[Objects] > [Class Maps| > [SIP] ZBeR T 57>, F72ldA VAT g v <y T ORERITHE
T HZEICE-T, SIPVTA Ry PR ETEET,

ATy I
ATvT2

ATvT3

ATy T4

DT THATAFEIEIMZ T, =2 RY —DFERFICA VAR Vg vy TEHRE
TExET, v v 7TONFIL, ERFIECERZRFE T TT,

1R BHHIIZ

MO T T 4w IV BREF TV a T, BADTEDICERERZHEHALET, b7
=7 D1 O&EEATIEAIE. RO ERZRRFEZIIERERD I 72 < 7 E2ERLE
7,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [SIP] Z 3R L £ 7,
RONTNNEFIITLET,

c[Add] %7 U v 27 LT, Ly 7 ZEMLET,

cHNEERTRT OV TERBIRLET, EX2 VT4 LNV ZEEEETLHI LD,

[Customize] %7 U v 7 LT~y 7 amETHI L HTEET, ZORDFIATIE, v > 7
EHASA XEITBINTEHH0E LET,

i~y 7OEE, 4R (K40 0F) EAEZ AN LET, vy 7 E2RET D &SI
EETEDLDITHHADILTY,

[SIP Inspect Map] # A 7 & 7" 7R v 77 A® [Security Level] = —"T, SR 7 4 F 2L —
varigbI —HETLH LIV ERRLET, T 740 bO UL [Low] T,
Tty b L OWTROREEE BT 556, LETKRTTI, [OK]Z27 U v 2o L,
BODFNEEZ Ay T LT, SIPA VAT v a DY —E AR —)L—L T~ v 7 %FH
LET,

gELETHOTorarns o zRsvay ||
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B osriozxxovavkys—<yTiomE

ATYTE REEZSBIZAAZ YA XT DHLENHDH5E1E, [Details] 227 U v 7 L, IROFIEEZFETL
iﬁqo

a)

b)

d)

g)

[Filtering] # 7% 27 ) w27 L, SIPA VAHZ 2k Avkv—0 7 (IM) HLiERREE A % —
TMZTHEID, FEIESIPR—FEDSIPUAND 8T T 4 v 7 BFFR[T 5008 9 h
IR L ET,

[IP Address Privacy] # 7% 27 U v 7 L, =L RRA L D IP T KL RAZIERRIZ
TOENEIMDERIRLET,

[HopCount] ¥ 7% 7 U w7 L, S8~DHEy THN0 LD KRENWZ EEHRTL0E D0
FEBIRLET, ZITLY, EEICEETDHETOICT D I &N TE 2V Max-Forwards

N —DERTF =y 7 SNET, £, REGRNT 74 v 7 IR LTFEITTLHT 2

vary Xy boFeyr #Exo ey Uy b, FhiEnd) L vX %
ARX—TNELZEZT AT NDOELLIZTEINERIRTIVLELHD £97,

[RTP Conformance] ¥ 7% 7 U v 7 L, ErHR—/LIZHiiLsd RTP /N7 v 37 a k au|Z
L CNWDLZ a2 TF v 7 T50EINERIRLET, £/, EIET = v 7T 5855
I, 7TV RIS TR, B — REEFEIRXE T AICRET 5008 9 0% ik
RTxET,

[SIPConformance] # 74 27 VU v 7 L, IREEBT = v 7 &~y X — T 1 —)L RORE IR
FEEA X =T MZT BN E I D EBIRLET, #RLI-A T a T8I, REAR N
T4y I LTCETT DT 7vay (RKry ho ey o Rkay 7, Uiy

b, F72iF3u ) &, eX o P2 F2—TNANFERET AT N0 ELLITT B EEIR
LET,

[Field Masking] % 7% 7 U » 7 L. Alert-Info 3 & O Call-Info ~ »» & —® SIP LI%+® URI %
BRAET 20 E 9 )& User-Agent 38 KUY Server ~v X —DH— "Lz RiRA v v Y7
MY =7 R=Ta Vv ERETLHZNEIPBRINLET, RLIA TV a T, 37T
L7 vary (FAZERLEFR RS ZBIRL, aX V24 R—TMIT DT 4

=TT B EEIRLET,

[TVS Server] # 7% 7 Vw7 L, BEMGEY —E X —_"ZHELET, EEBRGET—E
A H— 3L, HTTPS O#ESLHFIZ Cisco Unified IP Phone 237 7V /r—3 g o $— %383
TEX5L9ICLET, HRABOV—NEHHTEET, Do ~vTRULNZZIPT FLA
EANNTLET, SIPA VANT Vg B ER SNV BRI Z L IZ/ T —Ckd 2 80 A—
NERE, BT EhEFERT I ERELET,

CUCM H— " TEEMGEN — A b —"ERELE T, RETT 74V S DOR— &
T 28561, A— &S (1026 ~32768) Z AN LET, T 74/L bk R— ik 2445
<7,

AT w76 [Inspections] ¥ 7 &7 Vw7 L, NT77 4y 7 OREICESHNTREETHREDA LV ART Ve
CEERELET,
No7 47 —BHEAEZL SIPV TAY Y T HX—RTHN, A VAT ary~vwy ST
BEEERET 0. R0 FICEsTERETEET,

a)

WONTNNEFETLET,
c[Add] 227 VU w7 LT, HrLWEEEZEBEML ET,
 EFEOREEAZBRINL, [Edit) 22 ) v 7 LE T,

P EFLETAOTORANDA VARG Y3y
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ATvIT1

SIP A v2xsvav Ky v—vyInEE [

b) [Single Match] Z iR U CHRIEZ EHHEER T 5>, £7213 [Multiple Match] 4 3R L T4

¢)

d)

e)

BEFRTDHSIPV TA ~y T ERINLET,
HUEL Z T CERLEGAIE, BEO—HX 4 7L LT [Match] (F77 ¢ v 7 | 3HUEL
—HTOMENRDH D) /2T [NoMatch] (FT7 7 1 v 7 ITEMEL RRLVNERDH D) #ik
RLUET, 7=&z0E, 05 Texample.com] T[NoMatch] Z3%#R L7-854 . [example.com)
EED T 74 v 73T RTY T A~y OGN0 £, kic, BEZUTO L
WCRRE L £,

s [Called Party] : i®IR L7 IEREBH ELITEREI 7 7 Ak LT, Tor~y X —THE

SNTEFEMEREG LET,

* [Calling Party] : &R L 72 ERIRBLE 72X EMKBLY 7 216 LT, From ~» % —T
fRE S RENZRE LET,

* [Content Length] : f§EIN7=E S (0~65536 /31 b)) LDREWSIP a7 ~y
F—rBELET,

* [Content Type] : Content Type ~> % —, DF ) SDP # A 7/, BN L2 EHRTLE -
IFIEHRBLY TR —HT 524 T2RAELET,

« [IM Subscriber] : R L7 IEMEH F/ZITEREB Y 7 A LTSIPIM Y7 27 5
ARNERELET,

* [Message Path] : J®R L 7= IEBIEBL E 72T EHEKEL Y 7 A12xF LTSIP Via~vy ¥ —%
MELET,

* [Request Method] : ack, bye, cancel, info, invite, message. notify, options, prack,
refer, register, subscribe, unknown, update DV T AL SIP E R TN A BE L £,

* [Third-Party Registration] : SR L7 IEHFRBEZITERRBLY 7 22 L TH— K /3—
T A BERDOEREEZRELET,

« [URI Length] : fEESNZE S (0~65536 /31 b)) 2B TWD, BIRL=Z AT
(SIP F£721X TEL) @ SIP ~v X —® URI #B&E L F7,

—HT DT T4 I LTCHETTEHT 7 vay Oy o Rkay 7 o Ra vy
7. Uy o vY) b alEAR—TNELET AT NDOEL BT D EERIR
LE7, linvite] BEO lregister] ([Z—ET 2 ERIXOLGEIT, L— MR (X7 v K/
B) bEHTEET,

[OK]Z 27U w7 LT, A AT aryzBMLET, LEILUTTrERALZEY KL
£7,

[SIP Inspect Map] # A 712 Ry 7 ZAD[0K] %27 Vv 7 LET,

IHT, ZOA VAT ary w9 T %2SIPA VAT g O —E AR —TfHT
ERAP N R b/l S
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RDBERY

< T EEHAT DDA AT g R —2RETEL LRV ELE, 77V
r—arbAY Fabhal AR g VOREEZSRLUTLLIEE N,

Skinny (SCCP) 4 AR 3V

SCCP (Skinny) 77V /r—vay A AT g v TlE, X7y b TF—4%, BEUh—L0H)
PRI HEDIAEN TS IP 7 RLRAER— b ESEAEBRLET, £/, BT m han
WPLTF = v 7 LHEARPRAT— N T vF T HIT0ET,

SCCP A VAT 2 a U ET 74 /b hTldEA X—T7NTT, ZHE, T 7 4/ FEIAA OB
B FIIE R AL SN T T 4 v T DAV ART g A =TT HEDIT
TLS 7 XL 2R ETIABRBICORRETIHLERDH Y 4,

ZIZTIE,SCCP TN r—v g A VAR Vg T OWTEBA L 97,

SCCP A4 VAR O 3 VDOME

Skinny (SCCP) 1%, VoIP *v bV —27 Tl s 55~ m b=/ TF, SCCP =T %
Cisco IP Phone |, H.323 BREi CHEH TX £, Cisco CallManager & fff3 2% &, SCCP 7 7
A7 v ME, H.323 HEfilGR & [RIRFE A T £,

ASA [X, SCCPIZxf L CPAT & NAT #H7R—hLEJ, IPEFTHEHATEE7 2 — L 1P
7 RUALD G IPEFENZWEEIT, PAT BB T, Skinny 7 7V r—ay f LV ARY
T a . SCCPL 7 F V7 3 RONAT & PAT #HR— b4 52 LT, TTDSCCP
VIFVT Ny NERAT 4T Ny RIS ASA BB TEH LI LET,

Cisco CallManager & Cisco IP Phones [} D@H O 85 7 « » 71X SCCP #FEH L CTE Y, FhlZ
REZ LR TH SCCP A VAT v g K-> TUER SN E T, ASA X, TFTP — i
% Cisco IP Phone & % Ofth> DHCP 27 7 A 7> MIk[F$ 5 Z & T, DHCP 47+ 3 > 150
BLV66 b AR—k LE9, CiscolP Phone TiX, 77 #/b h /b— h&F&ET D DHCP 4~
Tav3IEERIZEDHIELTEET,

GE)

ASA X, SCCP7'u k2L x— 3 2 22 VAR EBE L TV 5 CiscolPPhone 75D b5 7 4 v
I DA AR g oY R— N LET,

Cisco IP Phone MY HR— k

Cisco CallManager 75 Cisco IP Phone & bR TEEX 2V T 4 A VX —T =2 A AZHD hARu Y
TlX. NAT 7% Cisco CallManager ® IP 7 KL A IR GE, ~ v B TIEAXT 4 v 7 Th
HRERHY £, i, Cisco IP Phone Tl Cisco CallManager @ IP 7 KL A% 27 ¢

XFal—a V CHRPOICHRET AV ERNHDT-DTT, AT 4w I TATVYT 4T 4 =
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scep 1 v 2xy o3 oiEEE [

YERUIWZED, X2 T 4 DOEWA U H—T = A A ED Cisco CallManager /3 Cisco IP Phone
MO DORFREZITAND Z ENTEET,

Cisco IP Phone Ti, TFTP #—/3NZ7 7 & A LT, Cisco CallManager — NZHHi 95 721
VERBREFREF T n— RTH0ERHY £7,

TFTP $-—/ 3 & L L C CiscoIPPhone D 53 F 2 UV T 4 DIRWA X —T = A A RIZH DY
AL, ACL ZfE/H L TUDP AR — |k 69 DR 472 TFTP $r— N 2 BN H D £77,
TFTP Y — N2 L CUEAF T 4 v 7 =2 MU BRMBETT R, A ZT v 7 = FUIZT
LRENTH Y FH A, NAT 2T 256, @illA2 7T v 7 = FUIEELCIP 7 KL
v~y BT ENET, PAT Z#EHT %A1, WMUIPT RLAEFR—MNIvy B 7 ENRE
7

Cisco IP Phone 7% TFTP #— 335 &2 U Cisco CallManager & b _XTEFX =2 U7 ¢ DEWVA »HF —
7 A A LIZH D56 . Cisco IP Phone 3 #ft Z B TE 5 L 12T 572D, ACLRRH

T4 v T FUVIEKEHY FHEA,

SCCP 4 VAR L 3 UDHIREEIE

SCCP A A7 + 3 &, Cisco Unified Communications Manager (CUCM) 7.0, 8.0, 8.6, 3
FO105 TTF A RS, ¥R—FSNTHET, CUCMBS 7213 9x. TlEIA—hShEzH
lve SCCP A AT vad, o) V-2 R THIET 2560360 £77,

WD Cisco CallManager @7 K L A NAT % 721% PAT HIZBID IP 7 RV ADR— N Z & E
LCWA5E. ASA X TFTP %M L CHEET 5 7 7 A L DONFITHT L C NAT F£721% PAT %
PAR—F L TWRW28, FD Cisco IP Phone I D& ERIF R L £7, ASAIZTFTP A vt&—
CONAT ZH R —1rL, TFTP 7 7 A A HICE R — A 2B X F3725, ASA (TEFEOBERT
IZ TFTP IZ K - Tt & 4172 CiscoIPPhone D27 4 X2 b — g v 77 A VIZHDIAE R
72 Cisco CallManager D IP 7 R A LR — hEEHTAHZ LIXTEEHA,

G¥)

ASAZ, a— N &y Ty 7HOa—ERE, SCCP a—/VOAT— K7V 7 x—/LF—
N—%PR—FLET,

FIAILEDSCCP A VAR 3y

SCCP A VAR v a i, WOT 75/ MEZHRALTT 74/ b TA X—T NI/ ->TW
F9,

o BGk o g TR L7

« Ayt —YDRKID : 0x181
VLT 4y I ADRISDE/ME : 4
AT 4T XA LT T b :00:05:00
S TF VT BA DT TR 01:00:00
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« RTP #EHL : w6 FH5RH] L 722w

WEILENT N T T4 v T DAV AT g o PBA F—T IR > TN ST HEE LT
LIZEW, BEEALENTZ N T 7 4 v 7 ZRET DI, TLS VXU 2R ETIHILENH Y F
ﬁqo

Skinny (SCCP) 4 VAR L 3V R)I— TV TDERE

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

AvB—=UNRTA—HIER LTZEEDT 7 v a v EET HITIE, SCCP A v AT g
VAR —w PERER LET, B LA v AT gy RY — < L, SCCP A v~
A g AR =TI T L EEATEET,

FIE

[Configuration] > [Firewall] > [Objects] > [Inspect Maps] > [SCCP (Skinny)] %8R L £ 7,
RONTINNEFATLET,

c[Add] 27 VU vy 7 LT, HLnw~y FZiBIMLET,

CHNEERFRT DIy TEBINLET, X2l T LNV EEEERETS 8,

[Customize] 7 UV v 7 LT~y 752 mETHZLEHTEET, ZOROTFIRTIE, v~ 7
BEAAZ A RETITBINT 56D LET,

B~y 7OgE, 400 (K40 30F) EaZ AN LEST, vy 72RET D & 1L
EHETZDHOIFMHADOHLTT,

[SCCP (Skinny) Inspect Map] % 4 7 &2 2" 7R v 7 A D [Security Level] £ = —"C, #Ea 7 4
Fal—ralrbRbI{—HTDH2LNEERLET, 774/ bD LT [Low] TT,
Ty b LRV DONTNPNERE =BT 556 LETKRTTI, [OK]Z27 VU v 7L,
YO OFIEE AX 7 LT, SCCPA Y AT v a DY —E AR v— b—)LTv v 7%l
HALET,

RELE S LIIH AL A AT HMENG DAL, [Details] #7 U v 7 L, IROFNEEFEITL
£,
a) [Parameters]) ¥ 747 Vv 7/ L, ROF T a UnHEBRLET,
* [Enforce endpoint registration] : = —/ /LA 3&{5 £ 721335153 2 Al Skinny =2 R7RA >
NGRS DUNERHDHE D D,
* [Maximum Message ID] : §F ] S5 KD SCCP AT —v 3> A vt—VID, 774
SV b DECRAEE 0x181 TF, 16 HEHLMEIE 0x0 ~ OxfHff T,

* [SCCP Prefix Length] : fx KB L O/ SCCP 7'V 7 ¢ v 7 A, T 7 4V h O/
flllX4 T, T 74V bOBRKEIETH Y ETHA,
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ATvT6

ATy 717

SN >zxsva> [

e [Timeouts] : AT 4 THEIN T TV U TEHDOZA LT 7 NeRETHNEI D, B
FOENLDXA LT T M, 774V MIAT 4 TOREIXS 0, 770
BAIT 1 KT,

b) [RTP Conformance] # 7% 7 U v 7 L, BV AR—/LZ{iiLDd RTP N7 v b3 m kbl
ML TNWDZ 2T oy 7T EIDEBRLET, 70, 2T = v 7 T25556
X, YT IR HE SN TR, B — REEFEIIE T AICRET 5008 9 i ik
RTxEd,

(fEE) [Message ID Filtering] # 7% 27V v 27 L, SCCP XA vy & —YDAT—a s AyE—
VID 7 4=V NIZESNT Ry 7T T T 4 v 7 2 RELET,
a) WOWTNNEFATLET,
c[Add] %7 VU v 27 LT, HrLWEEZBMLET,

WA OREELZRINL, [Edit) 227V v 7 LET,

b) HUEDFH A 7L LT, Match] (FT77 4 v 71 3L BT I20ERH D) 20X
[NoMatch] (N7 7 ¢ v 7 3HUEL BAr DV ENH D) IR L ET,

c) [Value] 7 4 —/L R, 0x0 ~ Oxffff ® 16 D AT — 5 A vE—V ID OfEIZFE SN
ThI 74 w7 %FEELET, 1 ODA v E— 1D OfEEZ AT 57, ID OO LG
BEHRTEEATILET,

d) OX TR AF—TNERET A =TT ENEIDERIRLES, 7273 3 U3H
W27y RO Ry 7T,

e) [OK]Z7 Vw27 LT, 74V Z&EBMLET, HREIZSL T e A28 ELET,

[SCCP (Skinny) Inspect Map] ¥4 72 Ry 7 AD[OK] %7 Vv 7 LET,

INT, ZOA VAT gy vy T HSCCPA VARV ay —ERARY —THHT
SR Nt/ - I

RDZRY

< TEMGATEEDDA AT g R = RETED LRV ELE, 77V
=gy A TR Al A AR g DOREXSB LTI,

STUN A AR 23y

RFC 5389 CTEF I 41T 5 Session Traversal Utilities for NAT (STUN) (X, 7T 7 A VIAARHE
DI, TIUFR—RADYTNVEA L ala=r—1a T WebRTC 7 747 >
MZEXoTHEMEIET, WebRTCZ 74 7 > MM, < DA, 777 RSTUN Y — " %&ff
ALTARTY w7 IP7 FLABIUOR— FZ5E LEF, WebRTC (X, Interactive Connectivity
Establishment (ICE, RFC5245) ZfEH LTV 74 7 MNEOEwAHBELET, oDy
TAT Y MNE, TCPRZEDOMO T m har T 5 &b TEETH, EHE. UDP 24
LET,
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T AT A —E, ZLOAE, BEUDP N7 7 4 v &7 vy 735729, Cisco Spark
ﬁkwwwmcﬁﬁﬁﬁm%mTT%ﬁw ENRBHY EF, STUN A VAT ¥ 3 T,
STUN = R4 > NHOE B —V B2 L, STUN & ICES DR 7T A 7 2 AN
HAEnFEd, kv, Wl TERT = v 7 DHERISE SNG4 7 v FOBEN
FFAlEnEd, 20, b7 IV r—rala A Rx—TWITHDICT 7 EA)L—
JLTH LWAR— B BER R £,

TNV EIDA L ART a7 TATSTUNA VAT v a v F—T/WZT 5L, STUN
N7 7 4> Z7IZBILTCTCP/UDP AR— b 3478 NEER N FET, ZDA AR g X, IPv4
7 RL A& TCP/UDP D&% ¥ AR — K LET,

STUN A > A7 ¥ 3 NZIENAT 12T 50 < OOl H Y £9°, WebRTC b7 7 1 v
TIZDOWNWTIE, AFXT 4 v 7 NAT/PAT44 3% — F S4LE T, Cisco Spark 1T & > A8 — /L% 4
T LARWD T, Spark [ZIBIND X A 7D NAT 2V R— FT&FEJ, £/, A4 FIv70
NAT/PAT % & ¢» NAT/PAT64 % Cisco Spark T4 5 Z & TE £,

By$~wﬁ@@éﬂét%\mUN4ny7yaVM7:~wﬁ~ﬂ~%ka752&

— RCHFR—bENET, 2L, FT7oF 7 v arDida=y Ml THERB I EEA,
QUN%*® Bl =y MIEENEAEL, Blo=y 2 STUNJEE ZZE LA,
STUN J&EIE Ry 7 SiE 7,

STUN A > AT > g DA F—T LDz HOWTIX, 77V A —Ta> LA Fua b
I A ART g VORTE ESBRLTLIEE N,

EELETADOTORIANA VAR L 3V DERE

HaE

Y

1)1)—2R HRETER

SIP, SCCP,

DOYHR— b

BLIOTLS e To IPve |9.3(1) SIP. SCCP, BLONTLS =% (SIP £7-1% SCCP %

) ZHEHALTWDEA, IPv6 b T 7 4 v 7 ZRAET
XBHLIThDFE L

ZEH X 7= ASDM B ILdH 0V £H A,

SIP TOEEMEEY — B %, NAT66, CUCM |9.3(2) SIP A VAT g U CIEHEMRGEY — B A Y — %3
10.5. BELOET L8831 BEFEEO YR — |, ETEDLIICARDFE LT, NAT66 bEHATE £,

SIP A A7 3 3 Z CUCM 10.5 TF A MFEHTT,

SIPA VAT g R —~y PGB —
A P —=ROYPR— RN BIMENE L,

WD 27 2 L7~ ASA TO SIP A A [9.4(1) B D a7 2 L7 ASAZ BB+ 5SIPY 7 F ) 7
Ry a DN T p—< 2 AN, Tu—N0NEEHLBEI. SIPA VAT g DN

T —~<rANmLELE L, =720, TLS, EHG. £
TZIZIMEZ X v 2T 256, N7 4—< 2 ADMA
FixRNFEEA,

R Xi7- ASDM HEHEILH V FH A,
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S P TIPS QUS|

J1y—2

HAETRR

ASA Y T AR Y T TDSIPA VAT 7
YOYFR— b

9.4(1)

ASA 7 G AR TSIPA VAT v a LV EABETCXET,
7 v —ix, fEEDO2=y FTIERTEETH (m—
RANZG o Toied) | 2017 —4% 7a—XFR T
2=y MIFETLIHERSH Y £, TLS 7 aF ik iE
T FR—FSnTWERA,

AR SNTCHEEIZH Y £H A,

B 71X B LN UC-IME 7 a2 %20 SIP
A AR g OV RE— N EHIRR,

9.4(1)

SIP A VAT L a v OBRERIC, BiF X 713
UC-IME 7 ¥ NI TE R R E L, EkS
NI NT 7 4 v 7 B2RETHITIE, TLS VX U2 H
LET,

[Select SIP Inspect Map service policy] % A 7 1 77K > 7 A
7> [Phone Proxy] & [UC-IME Proxy] 23HIBR &4 E L7z,

H.460.18 At BE#E 35 H.225 SETUP £ v~
Y — T ORNZEE T D H.255 FACILITY A v
=TT B H32IA VAT g DY
AR— b,

9.6(1)

H.225 FACILITY A v & —73 H.225 SETUP A v & —
DOHNZERETS (ZhUE, =2 RARA > F23H.460.18 12
IS DGR ETDEERH ET) 2T
HEIICH3IB A VAT varyR)v— <y T EH
ETEXHL9ICRDEL,

H323 A VAT 23 R Y v— < v 7O [Call Attributes]
BANCH T arPBMEnE Lz,

Session Traversal Utilities for NAT (STUN) 1
VAR VU a

9.6(2)

Cisco Spark % & T2 WebRTC 7 7' U 77— 3 > ® STUN
N7 74 7 ERETELLIICRVELE, A AR
7aryTix, VA=Y NI 74 v 7B E R —
VHBE £,

[Add/Edit Service Policy] %A 7 & 77~ v 77 A® [Rule

Actions] > [Protocol Inspection] # 7124 7Y 2 U B S
NnE L7,

TLS 7’1 % 3/ C® TLSv1.2 & Cisco Unified
Communications Manager 10.5.2 D% AR — |k,

9.7(1)

=L SIP FHO TLS 7' 12 % T TLSv1.2, % 721% Cisco
Unified Communications Manager 10.5.2 T® SCCP A > A
N7 varefITEL LI ELL, TLS 7 r ¥
1%, client cipher-suite =~ RO—# L L TBEMI
72 TLSVI2 Bf 5 A A — h & AR — KM LET,

ERERSINTHEEITSH Y £H A,
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