SR VPN /NS5 A —4

NR—F )L T34 _X— K Ry hU—27 D ASA DELEIIX, T IV OF&#x 7-EF] 22 Hhe
NHYET, ZOFETIH, ZNEDERED N DN O W T L E T,

 EEFHELHKFEHE (1°—)

« ACL Z /34 /XA F 57200 IPsec DRE (2 2—)

AV B—T 2 A ANKNT T 4 v T DFHFA] (~NTE=UT)  (3—)

e T T 472 IPsec By aFTILSSLVPN By g VOB REORE (4 2—)
cHFAEND IPsec 7 FAT v F UED gy LNIUERDI-OD I FGAT v N T v 75—
FOfEH (5 4—)

e X7 w7 IPEEHGEA~DNAT BN B TIZEDIPT RLADEE (73—-)

« VPN t v ¥ a VHIRORE (9 ~—)
«IDFEHEO X I = — FEEOMEH (11 =)

Wb T OF—LDFRE (11 2—)

TV T 4TI VPNE Y aOFRR (123—)

«ISER Y —iHIzoNWT (15 =)

* SSL OFEfliERE (20 ~X—2)

e KM IPSec ko kL 71— (25 =X—3)

FEFHEEFINER

COHETIEH, ZOWREDOHA RT74 2 LHIBEFHEIZOWTCHALET,

AVTHFRAFE—FRDOASARSAY

UV AVTFHFANE—RETATF ALTFHARNET— RTCHR—FENTWHET, [ASA
General Operations CLI Configuration Guidel] D@87V UV —X Tif, v/ F a7 F X h E—
RTHR—FSNTWRNE DD Y A MZOWTIE [Guidelines for Multiple Context Model) %
ZHRLTLZEW, 72 [New Features] (Zi%, VU —A %@L GBS L7z b O OBHIN R
ENTHVET,
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B Ac 251525 3700 IPsec D3

T7AT 24— ILE—RDHAFZM4 >

N—T v R 7747 T4 —)LET— RRTEIFVR—rENTWET, FTUAXXT LUk E—
RiZ¥FA—FENTWHEREA,

ACL Z/N\A INR T B1=6D IPsec DEETE

IPsec F > FAPBLIREFEINLTXTO/NT Yy MIX LT, ACL THRETA VX —T A XL
oA HE—T 2 A A% F =y JHETIFHFATHICE, ZFe—bar7 s X¥alb—a
£— KT sysopt connection permit-vpn =~ F& AJJLFE T,

IPsec NT7 7 4 v 7 DA H—T 2 A AZAACLZ A RZATHNENGH L DL, ASA D5 THI
DVPNartr bL—XEFHL, BN OASA D/RT —~< 2 A KBICT 5856870 L
T4, . IPsec /X7 v b EFF [T 5 ACL % access-list 2~ RZEH L TIERL. 2k
HETXA L H—T oA A LET, ACLEZEHTLHE, ASAZBHTEL T 70 v 7
ZIEMICIRE CTE £ T,

OB TIE, ACL T = v 7 ¥ FIZ ASA i35 IPsec N7 7 4 v 7 A F—TMILE
7,

hostname (config) # sysopt connection permit-vpn

G¥)

no sysopt connection permit-vpn 235% € SV TCW AL, SN A X —T = A ATT 78R 7
N—TREESNTWEELTH, 2747 IO\ FLSNTEiE T 7 4 v 7 HBFFA]
SHET, AL, denyip any any ACL #F-OMH L £9,

R#EINT-RXy NT—=7~D, A Y —H A  EZIZVE—F T EBAVPNRERHTDT 7
tAEZ 2 hr—/L T 5H72HIZ, nosysopt permit-vpn =~ > REANIA X —T = A A LD
TR arkep—/L URAK (ACL) EfAEDLDETHEMLELI ELTH, S FWNEER
/l/o

sysopt connection permit-vpn (X, ZDXNED 8T 7 4 v I OB E~ v THREBIIR > TNDHA
VH—=T 2 A AT DHACL (AT 0 RO L, HOTXTOA > —T = ADH
71 (77 k) ACL (A1 (A >) ACL Tid7e\) &NASALET,

DX IR TIE, WEHOERT 7 EANRA F—T Wl > TWbD & ACLIL#EH &9,
2 —FIXSSH ZEH L TASAIZh| & CE 7, WXy NV —2 EADARA F~D
N7 749 Z7IZACLICE > TELL 7 uy 7 SNETNH, WA ¥ —7 A A~DEE1{b
SNTWEB N T 74w 737y SLERA,

sshis X OVhttp =2~ NiZ, ACLEV 774 F VT 4 ™ Em< 720 £, VPNEY I 3
B v 7 A~D SSH, Telnet, £72IXICMP ~T7 7 1 v 7 Z4E49 H1Z1%, ssh, telnet, 35X
Wiemp 2~ > REFEHL EI,
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128—7x42R 571 vonxa (~A7E=LY) |

A=A RARALIT T4V IDHER (NTEZ2D)

ASA 2L, TPsec TIRESNIZ N T 7 4 v ZIZK LT, RICA U Z—T A ZADOMAY ZFFF]
THZLIZED, VPN Z A4 T 2 F2HI0D VPN 2 —W (2 IPsec TIRFEEINTZ T 7 4 v 7 &
EETEXDHWEN DY T, [~T =27 LIS ZOMEEIZ. VPNNT (ASA) %
MLTHRELTND VPN AR~ (Z T4 T ) ERRTIENRTEET,

AT LD, BEVPN b T 7 4 v 7 E2RUA v X —T 2 A A% L THEBLENT
WIRWRT 74y 7 LTUXA LY MTHZELTEET, ZOKRRIL, 2Lx1X. A7
U kb bR U U ZWRRUVIREET, VPN ~DT 7 AL Web DT T 7 XDl )5 24T 9 BN
»HDH VPN 7 747 v MIESEOA[EEMEDR B Y 77,

TORIE, VPNZ ZA T MW VPN Z TA T b 21 LTEF=T 2 Psec FT7 7 4 v
7 xFEL, ATV w7 Web F—NTx LTI SL SN TWRWR T 7 1 v 7 Z2IKF LT
WHZEERLTVET,

LATEZDTITA 8 —T 24 ANBREEERTHVWN I SA4T7 2 b

Fublic web
SEMer
.-"-H-H-FFFF-
e Client VPN
Security laptop 2
appliance . "’JI/H 1
192.168.0.0 el e,
192.168.0.11
hattlQ:ﬁ“ﬂu&#,/’ Client VPN
laptop 1

— Unencrypted traffic
—— lp=ec/SSL encrypied traffic

143170

ZOMEEERET DI, Fe— UL ar T 4 X 2 L—1 3 Y F— N T intra-interface 5#( %
fBELT same-securlty-trafﬁc av REFETLET,

a2 ROMESCIX, same-security-traffic permit {inter-interface | intra-interface} T3,

WO TIE, £V H =T 2 A AN T T4 v T A F—TNMITBHFEEZRLTNET,

hostname (config) # same-security-traffic permit intra-interface
hostname (config) #

GE)

same-security-traffic =~ > F|Z inter-interface 5| x5 &35 &, X2 U7 1 L-ULA[E—
DA B —7 = A ABOBEPTFATINET, ZOMEEIL, Psec BERICEA DD TIEDH Y
FH A, FICOWVWTIE, 2O=aT D LA F—=T 2 AA ANRTA—LZDRE| OELS
LTS IZEN,
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B sz xmrs7 0B NTOEESE

AT T ERERTHICE. A2 —T A AN T 7 4 v 7128 D NAT DS IE
ICEH SN TWA X9, WU NAT/L—/LZ ASA A v Z—T = A ZZHEATHLERH Y
F9,

AVRA—TTARRAT 7499126+ 5 NAT DFEEIE

ASANA v B —T oA 2N LTIHEELEN TN T 7 4 v 7 2R ETHITIT, FDOA
B —T 2 A RIKTDHNAT A X —T ML, TTAX—=KIPT RLRAEZNRT Y v 7 T—
T4 VT ARERT RV AICERT DIMERHY £ (2L, v—HAVIPT KL A =T
FTTIIRTY 7 IPT RLAZBERALTWAHEAIEREET) . KOBITIE, 7747 b
IP 7= I BRIESNTZ N T 74 v 712, AV F—T 2 A APAT b— /L&A L TWET,

hostname (config)# ip local pool clientpool 192.168.0.10-192.168.0.100
hostname (config) # object network vpn_nat

hostname (config-network-object)# subnet 192.168.0.0 255.255.255.0
hostname (config-network-object) # nat (outside,outside) interface

72720, ASANZDORICA VH—T =2 A ADPLEEELINIZ VPN T 7 4 v 7 BRET D
A, NAT IZEE T, VPNI~TE= 2713, NATZALTH LA ThELE3,
RCORE T 7 4 v ZIINAT ZiEA+ 51213, Eitoa~r FE&EES L7215 T9, VPN
M hT7 747 %NAT DORERT212E, RO X HIZ, VPN FT 7 4 v 7 O NAT bk %
FiETLHavr e (ERoa~wr R BmLEd,

hostname (config) # nat (outside,outside) source static vpn_nat vpn_nat destination static
vpn_nat vpn nat

NAT L— LV DEEICHOWTIE, ZO~==a27/)L® [NAT DEH] O=A2ZBBL T 7EE0,

7974 7%IPsectzyr 3 >FIZSSLVPN v < 3

VDwRARED

\}

sL =
MDEXTE
VPN & v ¥ a Oz ASA PRI 58K 0 /NS WEICHIRT 2 12i%, 7 e—r30r 2
74 ¥ 2 lb—v 3y F— KTvpnsessiondb =~ FZ AN LET,

vpn-sessiondb {max-anyconnect-premium-or-essentials-limit <number> | max-other-vpn-limit
<number>}

max-anyconnect-premium-or-essentials-limit *— 7 — R{X, 7 A & A TFFA[ &415 AnyConnect
Ty va v ORREE I DORERRBIETHELET,

G¥)

ELWIA A, ilfh BE, BLU=a2—983, Zhbooa~vry FTREShARL 2D &
L7-. [AnyConnect Ordering Guide] %% L T< 72 &V,  http://www.cisco.com/c/dam/en/us/
products/collateral/security/anyconnect-og.pdf
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BTSN IPsec V54T b UEDaY LALERDEOOS 547> b7y F5— oA [l

max-other-vpn-limit %+ — 7 — F|X, 74 2 A TIN5 (AnyConnect 7 7 A 7> b & v
aPUAND) VPN Yy v a v ORKEE 1 O RAEETHELET, i, Cisco
VPN Client (IPsec IKEvl) 33X OYLAN-to-LANVPN v a v BNEENET,

Tk vy a VEOHIRIZ, VPNu— RKAT Uy SRICE Shien— RRICEELET,
RIZ, K Anyconnect VPN & v ¥ = VEOHlR % 450 IZRXET DB E2 7~ LET,

hostname (config) # vpn-sessiondb max-anyconnect-premium-or-essentials-limit 450
hostname (config) #

HaENnbdIPsec V9 SAT7 R YED Y LRNIVEERED
DO SATF7o N7y ITT—FODER
A\

GE)  ZoHEOBEHRIT. Psec H5CDOLMEH S NFE T,

TIAT N Ty T— b MEREEFRATHE, FRICWHIEEFEIL, VPNZ I T~ V7
N =T %7 v 75— T AHEZ VPN IS4 70 b 2a—FICHEBIMICENTE £7°,

VEe—h 2—PF, BROVPN Y 7 b =T RX—=Vaq VFEREIN—RT2T 7747k

W=V a U EFHL TS AREMERH Y £7°, client-update 2~ > REEHTLHE, WOTH
IIAT NI Y a7 v I T — b aeARX—TNVILT, T/ 75— ae@lT57 74
T RDEATBIOYY BV a ryFEEEEL, Ty 7T — MG T 5 URL £721X P 7 K
L AZRRMECcEE, F72, Windows 7 74 7> bOEFEIE, A7 a T, VPNIZ IA4 7T
VEAR=Va v mT v T NTAMLERH D L —PI @ TE £, Windows 7 T
ATV ML TE, BHEFEITTIADN=RA b a—Ficifitcad 4, Zoa~vr Rk

IPsec V E—h 727 ®A bV INV—7 Z A FICOB@EHSNET,

IIGAT N T T = eETTHITE, a7 Falb—var®—FRERiE v
FIV T )v—Tipsec @It T 4 2 L— g F— R T client-update 2~ F&Z A L&

T, VEDVa v BEEDVARMNIHLY T M 72T "= g AT TICETLTCND Y IAT
OB, YT N T EEHTLMNEEHY FHA, VA NIHDLY T T A=V g
CEFITLTCWARWI ITA T NOBRRIE. YT N =T EEHTHLLENDHY £, ROF
Mi\7747/%7/7T~F®£ﬁﬁ&%bewi¢o

FIE

ATFyT1 a—N)L a7 4 Xal—aryEF—RT, RO R KEANLTIZF5AT N T v
F—brEA =T NI LET,

hostname (config) # client-update enable
hostname (config) #
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B omchapsecs5 70 UES Y LALEROEDHDISAT Yk 7y TF— kO

ATFwT2 Ja— )L a7 X2l — a3 B—RT, BEDXATOTRTCDOI TA4T > MI#EH

ATvT3

THITAT U RN T T T— b DNRTA=FEBELET, DFEV, 7 74T DXL,
T T T—=h A A=V ERETHURLEZIXIPT FLA, BIOFFEnd ) Y a o &s
FFHG T TA TV OB FERELET, &RK4ODIV BV a VFEFE I~ TR - T
fBETEET,

2—HFDITA T N VY a BN, BELLEY EYa v FronThne —8T 58
B, EDIITAT U VT v 7T — T HMEIEHY FHA, ZDa~wr Rid, ASALRIZH
o THREINTWDLLAATDOTRCDI TAT NI IFTA T T v 7T — MAZREL
E3

RO 2R LET,

hostname (config) # client-update type type url url-string rev-nums rev-numbers
hostname (config) #

FERTRER 7 AT b X A 7%, win9X (Windows 95. Windows 98. ¥ X 1* Windows ME
7Ty b7+ —2%ETr) . winnt (Windows NT 4.0. Windows 2000, 3 X OY Windows XP 7
F v N7+ —2%ET) . windows (Windows X—ADT X TDHOTFTF7 v N7+ —LxEte) T
7,

JEYa v BBDYARMIHHY T NI 2T N—V g T TIZETLTWASZ FA TV RO
BAE, Y7 =T EEHTAMNEEHY EHA, VANIGLY 7 N =T RX"—Vark
FITLTCWRRWI TA TV OBAIE, V7 MU =T ERHTILERHY T, ZhbD
TATY N T T T— b2 NUDL3IDETHRETHAZENTEET, ¥ —Y— K windows
BIETDHE, FAENDTXTO Windows 77 v 7 +—L N 3—XNF T, windows
ZIET D5 AL, 4 O Windows 7 747 > b XA FITHRELRNTLZEN,
GE) I TOWindows 7 7A 7 > FTiE, URLOT' LT (v 7 AL LTFE h=/bhtp:/
F 72T https:// HFERHT HLERH D £,
WROBITIX, VE—RNTIZER N RNV ITN—T DI FAT 2 NT v 77— kX7
A—=BERELTNET, JEVarFET461LT7 v 77— NG T 572D URL
(https://support/updates) #5&E L £,

hostname (config) # client-update type windows url https://support/updates/ rev-nums 4.6.1
hostname (config) #

HDHNI FFEDHA T DT XTDI T4 7 2 FTIERLS flxD F v T NV—T720F D7
DOITAT T I T beRETEEST (RT v 7322

(X)) URLOKRRBIZTZVr—varfaxEHnsr2eT (f:
https://support/updates/vpnclient.exe) . 77V 7r—3i 3 % BEIICE
T2 L0T I ERETEET,

FEE D ipsec-ra b ¥ /v 70— O client-update /X7 A —HX Dt v hEEHRLET,

R 7 =T ipsec BIEE— R T, h RV ITNV—=THLZDIAT Ty TT—hEN
FARA—VERAETAURLESIZIP T FLA, BERXY EYa v BRaiEELEd, o2—F
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A
),

AN

\J

==

x

ATvT4

KTy P EgE~oNTEY uTIk B P7 kLzoEE I

DI IFTAT MDY EYa EER, HEINTWVDY EYa VEEOWNTIMNE —E LT
DGE. VAT T v T — T AMEIIHY FHA, 72E 21X, Windows 7 T4 7
FOBE, ROa~ RE A LET,

hostname (config) # tunnel-group remotegrp type ipsec-ra

hostname (config) # tunnel-group remotegrp ipsec-attributes

hostname (config-tunnel-ipsec)# client-update type windows url https://support/updates/
rev-nums 4.6.1

hostname (config-tunnel-ipsec) #

fER) 7747 b OT v 77— FBRSLERIBRO Windows 7 74 7 v hEFHLTWD
TIT 47 ra—PICEMEEELET, Zho0a2—WFIFRy 7T v 7 U 4 v RUBRFER
éh\77?%%tﬁbf\m&f?ibt%%%#%7/77 rEn=y 7 v TS
vra— RTafanEitisnEd, 20X vE— U THREMRERE /2L URL 7217 T3 (R
?yf2ikﬁ3%§%)o77?4?f&w;—ﬁﬂ\ﬁﬁm7ﬁ/% BHIA v E—V %
ZELET, ZOWEHEILX, TXTO RV TAN—TFOFTXTCDT VT 47 77472 MZ
EETD. FRITED N XNV ITN—T DI T4 T MTEETEET, -2, 7
TDO R FIVITN—TDFTRCDT I T 47 7747 > MCEHMT D851, FiMEEXEC £ —
RChkDa<vr Re A LET,

hostname# client-update all
hostname#

A=Y DITAT DY) EVa rEFESHEREESN TS Y BV a & SOWTRNE—EL
TWBEHE, TDIIAT Vb aeT v 77— 258370 @HA vt — Vi3 —FITik
FEEnEEA,

RDBARY

GE)

)

dx
ax

JIAT v NEBODH A T % windows (Windows X—ADTXTHT T v b7 x—24) IZEE
L. 20, RIL=27 47 4l win9x £72iIwinnt 7 F A4 7 NEFH XA T HAN1T D4
ENECTSAIX, T 203~ FOne XX T windows 7 74 7 2 b Z A 7T HHIFRL TH
5. H L\ client-update 2~ REZHEHA L THLWI IA4 T b XA T HEELET,

IPEHEADNATEIY HTIZLKBIP7FLR

Fhiz, Wy hU—27 T, ﬁ@%f%hﬁu HIVIP T RLATIEAR<, VPN ET D3HE
B IP 7 RL ABEHT 54 HY EF, VPN TIXER. NEExry N =217 78 AT
L=z, Bl ¥ Cconkzn ~wwm7FVXWE7L? ESINET, =720, NEH—N
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B vennarky o —oxs

By hNT—27 X2V T 4N ETOEEOIP T FLAICKESSESAR LS, u—hL
IP7 RLAZEHLCETOEBEONRT Y v 7 7T RLRIZETHEARH Y £,

Cisco ASA 55xx CTl, WH/MRERNRRY NU—TDVPNIZ FA T FOEY L THNZIPT
NULRAZNRTY v 7 GEEIL) IPT RLRIZEMBMT 2 HENEASHE Lo, ZOKEIZ, N
Ay NU—7BIORy NI X2 T 4 R —DF—5 v b —s3F—E AR,
ARy FT =7 DOEID B THNTIP TiE/2<, VPN Z A4 T2 "O/RT U » 7 EFTT IP
LOWEELELTDLYF VA EYR—-FLET,

COMEREIL. P T NN—T LI OoDA B —T 2 ATA F—T T HIENTE
F9, VPNt v a URHESLEZIFUIT S NS &, A7 =7 b NAT L—/L 38BN
FOHIBRENET,

N—T 4 T OREDTD, ZOMEDLETRWEGAIL, ZOBEOHEHITHELE L 8 A,
s L#v— (IKEvl) 754 7> k& AnyConnect 7 74 7> bET YR —FLET,

*NAT RV —BIORVPNRY U —RNEHIND L O, NT Vw7 IPT RLA~DY
H—2 "FT T 4 TIXASAICA—T 4V T ESNBMLERH Y FT,

cED Y THNTIPVE B IO T Y v 7 7 RLRRETFEYR—FLET,

* NAT/PAT 7 /34 ZADHEHRIZHHEHBO T ITAR— S EtA,

B —RKANT UL TEIR—FENEEAL =T 4 V7 OREDTZ®D) |
e —IVTEF AR —FENEREA,

Fl&E
AT Tl ZJu—rLb a7 4 X2 b—3 g F— KT, tunnel general # AJj L E7,
AT T2 T RVAEMREA X—T VT DT, ROFECEFERLET,

hostname (config-tunnel-general) # nat-assigned-to-public-ip interface

Zoawy NI, FEILORTY v ZIPT FLAIE, B0 YSTHENFIP T FLAD NAT R
Vo—%HAFT Iy 71244 A RN—=/VLET, interface 1L, NAT O EZHREL T,

AT T3 T RUVALEAET 4B —T NI T B2, RO SCEFEHRLET,

hostname (config-tunnel-general) # no nat-assigned-to-public-ip

VPN NAT /K1) —D KRR

T RURAEHT, B RA3FT7V27 RNAT A D=L EERALET, 0D, VPN
NAT R U >—id, FERESNT-AT V27 FNATRY — L RFRICERSINET, ROH
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veN £y aviiRogE |

TiE, BV B THNRZIPE LT95.1.2264 %2 LT, 707U » 7 1P & LT751.224.21

2L £,

hostname# show nat
Auto NAT Policies (Section 2)

1 (outside) to (inside) source static _vpn nat 95.1.226.4 75.1.224.21
translate hits = 315, untranslate hits = 315

prompt# show nat detail

Auto NAT Policies (Section 2)

1 (outside) to (inside) source static _vpn nat 95.1.226.4 75.1.224.21
translate hits = 315, untranslate hits = 315
Translated: 75.1.224.21/32

Source - Origin: 95.1.226.4/32,

outside I3 AnyConnect 7 7 A 7 > "3t T H A L F—T7 = A AToHY | inside 13H L ko
TV TN—TIZE@HE DA B —T = AT,

GE)

VPN ©z v o

VPNNAT R YU o —=NEAF I v 7 THY, RECEBMSNRNTZH, VPNNAT A7 V=7
BIOYNAT 7R U —{Z, show run object L 78— k35 X O show run nat L 7R — k75 IEFIRIT 7R

Di‘é—O

3 VHIBRDERE

IPsec v a & SSLVPNtEy v avid, Iy b7 4—bE ASA 74 B AP HR— b
THRD, WSHOTHLIATTEET, ASADFREY v a U BExEGLT A AERERRT
HIZiE, Fa—s) a7 4F a2 b—3 g F— R Tshowversion 2~ REZAJL, T1
oA a L EELET, RO, Zoa<wr RO boa<w s RETA LR
DFERERLTVET, b9 —HOHINTHMICT H7-DITHE SN TVET,

hostname (config) # show version

Licensed features for this platform:

: Unlimited

: 500

: Unlimited

: Active/Active
: Enabled

: Enabled

Maximum Physical Interfaces
Maximum VLANsS

Inside Hosts

Failover

Encryption-DES
Encryption-3DES-AES

Security Contexts

Carrier

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
Shared License

Total TLS Proxy Sessions
Botnet Traffic Filter

100

: Enabled
: 5000

: 5000

: 5000

: 5000

: Enabled
: Enabled
: Enabled
: Disabled
: 3000

: Disabled

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
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IPS Module : Disabled perpetual
Cluster : Enabled perpetual
Cluster Members H perpetual

This platform has an ASA5555 VPN Premium license.

FAEVR ) Y—REY ZBTOXRTE

UY—=2AF HTE2RRTLHITIE, ROoa~vy R LET,

asa2 (config)# sh resource allocation
Resource Total % of Avail
Conns[rate] 100 (U) 0.00%
Inspects[rate] unlimited

Syslogs[rate] unlimited

Conns unlimited

Hosts unlimited

IPsec unlimited
Mac-addresses unlimited

ASDM 10 5.00%
SSH 10 10.00%
Telnet 10 10.0%
Xlates unlimited
AnyConnect 1000 10%
AnyConnectBurst 200 2%
OtherVPN 2000 20%
OtherVPNBurst 1000 10%

FAEVR )V —REREDRTR
Y AR RS DI, KO3 KM LET,

\}

((¥)  shresource usage system controller all0 =~ > KAH LT, 77 v h 7+ —AHIRE L THl
RBD DL AT L LNIVOEHRELRTRTH L HTEET,

ASA (config-ca-trustpoint)# sh resource usage

Resource Current Peak Limit Denied Context
Conns 1 16 280000 O System
Hosts 2 10 N/A 0 System
AnyConnect 2 25 1000 0 custl
AnyConnectBurst 0 0 200 0 custl
OtherVPN 1 1 2000 0 custz2
OtherVPNBurst 0 0 1000 0 custz2

VPN v < 3 > DO#lR

AnyConnect VPN &~ o 5 & (IPsec/IKEv2 £721% SSL) % ASA TiFal &N TWV5 LD H/h&E
VMELIZHIIRS 2 121E, Za— 3L 27 4 F 2 L—3 3 > F— KT vpn-sessiondb
max-anyconnect-premium-or-essentials-limit 2~ > KZ2EH L9, v a > OHIREHIERT
HIZiE, ZOa~vry ROne N—va v EEHLET,
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g0 T— oA ]

ASA DT A& AT500 D SSLVPN & v a VBRI ETWT, AnyConnect VPN v 2 3
R 250 IHIRT D5 A1E. ROax s Fe AN LET,

hostname (config) # vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname (config) #

o a ORIREEIRT AICIE. Z0a<vr FOne A A—Ya rEERALET,

hostname (config) # no vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname (config) #

IDEEBAED RIS IT— FRDFEA

IKEV2 k)b % AnyConnect 7 7 A 7 2 b &x A = — M T 5455, ASA IXID GEHIE 44
AT A0ERHYET, ke2 UE— R TV EZX FNFAIRA L a7 4 Fal—g300
B, Woavwy FEHLET,

crypto ikev2 remote-access trustpoint <name> [line<number>]

ZDavy REEMHT 5L, AnyConnect 7 74 7 ME, =2 K 2—HFD 7 L — 78R %

R—=FCTEFET, 22D M T ANKRAV FNERIFFIZRETEXET, RSA %2>, ECDSA % 2
O, FRIEENTN I OTORETEET, ASAIE, ZELIE M TAMKRA LN VAR MEA
Fr L, 74T RV R— T HRMD1OZFERLFET, ECDSAZFEHTLHEIX
RSA F 7 A RKRA L FORNZ, ZO T A MRSV FERETHLENDH Y £77,
ITEEA T a i, PTANKRA U FEBATITESOLEHELET, B, *@ﬁ
ZFva A, BOTEEHIBRBIOHEM LN T—F R NI X I\T%/F%?@)\Tét
EHINET, THRESNTHRWES, ASAIZY A FDOKRREIZ KT A FRA f\’i’JEJJDL
e

TICHFETDH R FARRA L FEBILED ET0 8, =7 —0RNFRrIhET, HIBRT D b
T A NRA v N EFRE L 72\ T no crypto ikev2 remote-access trustpoint 2~ > R4 % & |
FTRTCORIZAIRSA b a7 F¥alb—va VBHBRSVET,

TS aT7TDOT—ILDHRTE

R~V TF T a7 (SMP) 77y R 74— ATORSaT7OFEI0 Y TEEHL
T. AnyConnectTLS/DTLS N5 7 4 v 7 D AN—TFv M &AL S®H N TEET, 20X
HIZE 5T, SSLVPN 77— ARG b &4, AnyConnect, A~— k b x/b, BLUOFR—
MZEIZBWT, 2—FRRETE LT+ —~v AR ERER L ET, KOFIETIZ, v~
TNarrT¥FARNE—RELIEIALT a0 7TF AN = RTHEELaTOF—LEHRELE
R

WAk a 7 BOEPFIATE 201F, ROTFy 7+ —ALTT,
* 5585-X
* 5545-X
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B 7y7 75Nty avoxs

* 5555-X
* ASASM

FIE

Ws7 787 L—=4 7ty ORI L T2EELET,
crypto engine accelerator-bias

« [balanced] : BBk NN—F 7 =7 U V=R &WE 25 L £T (Admin/SSL 3 X OV IPsec =
7) o

s [ipsec] : IPsec /T2 L H 1T B b N~ R =7 U Y —2%E Y Y TEJ (SRTPH; 5
fbEFR 774y 7 28T

o [ssl] : Admin/SSL #5925 K 9 IZiE Bk N— Ko =7 U Y —2Z&D ¥ TET,
1 -

hostname (config) # crypto engine ?

configure mode commands/options:
accelerator-bias
Specify how to allocate crypto accelerator processors

hostname (config) # crypto engine accelerator-bias ?

configure mode commands/options

balanced - Equally distribute crypto hardware resources

ipsec - Allocate crypto hardware resources to favor IPsec/Encrypted Voice (SRTP)
ssl - Allocate crypto hardware resources to favor SSL

hostname (config) # crypto engine accelerator-bias ssl

7974 HVPNEY S 3 VDERR

IP7 LR A

WO ME Y7 T, VPN v v a UEREFRRT D HFIEICHO VTR LET,

A4 TRDT Y T« T AnyConnect v < 3 VDR

AN RIAL A B =T =2 A ZA&ER LT, 7277 4772 AnyConnect ¥ v ¥ 5 &2 FI/RT
HIZIX, Fi#E EXEC *£— RC show vpn-sessiondb anyconnect filter p-ipversion ¥ 723
show vpn-sessiondb anyconnect filter a-ipversion =~ > K& ASJ L E7,

T RRA L RDONRT Y o7 IPVAETIZIPV6 T RLATI 4 VE Y VT SNEZT 75«

772 AnyConnect ¥ v > a v EFERLET, TV v T 7T RLRE, ®REZL-T=R
RA L MIED B THNEZT FLATY,
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IP7 ELR %4 FHDT 5 T 1 75 AnyConnect £ v > 3 > 0%% [

show vpn-sessiondb anyconnect filter p-ipversion {v4 | v6}

c TV RARA L FOFIY B THNIIPVE £/21XIPv6 7 RLATTZ 4 VB2 ) 7 InTeT 7
7 4 772 AnyConnect £ v a VAR RN LET, F Y THEAT RLRIL, ASAICL-T
AnyConnect Secure Mobility Client (ZF| ) 24T o727 KL AT,

show vpn-sessiondb anyconnect filter a-ipversion {v4 | v6}

show vpn-sessiondb anyconnect filter p-ipversion [v4 | v6] 3 < > KD F4l

hostname (config) # show vpn-sessiondb anyconnect filter p-ipversion v4

Session Type:

Username
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx
Group Policy
Tunnel Group
Login Time
Duration
Inactivity
NAC Result
VLAN Mapping

AnyConnect
userl Index
192.168.17.10 Public IP

: AnyConnect-Parent SSL-Tunnel
: AnyConnect Premium

: AnyConnect-Parent: (1)none

: AnyConnect-Parent: (1)none

10570
GroupPOlicyissLACCLIENT
SSLACCLIENT

15:17:12 UTC Mon Oct 22 2012
Oh:00m:09s

Oh:00m:00s

Unknown

N/A VLAN

Bytes Rx

40
198.51.100.1

SSL-Tunnel: (1)RC4
SSL-Tunnel: (1)SHAl

8085

none

show vpn-sessiondb anyconnect filter a-ipversion [v4 |v6] 1< > FDH B

hostname (config) # show vpn-sessiondb anyconnect filter a-ipversion vé

Session Type:

Username
Assigned IP
Public IP
Assigned IPvé6:
Protocol
License
Encryption
Hashing
Bytes Tx
Group Policy
Login Time
Duration
Inactivity
NAC Result
VLAN Mapping

AnyConnect

userl Index

192.168.17.10

2001:DB8:8:1:90eb:3fe5:9%eea:fb29

2001:DB8:9:1::24
AnyConnect-Parent SSL-Tunnel
AnyConnect Premium

AnyConnect-Parent: (1)none
AnyConnect-Parent: (1)none
10662 Bytes Rx

GroupPolicy SSL IPv6
17:42:42 UTC Mon Oct 22 2012
Oh:00m:33s

Oh:00m:00s

Unknown

N/A VLAN

Tunnel Group

45

SSL-Tunnel: (1)RC4
SSL-Tunnel: (1) SHAl

17248
SSL_IPv6

none
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B rreLx547800755 49655470 FLRSSLVPN £v & 3 ORF

P7KLR A
a3 DRE

IP7 LR A
N

ATMDT7HOT4THI54F7> LXSSLVPN v

aAv Y RIA L AV E—T oA AEFERH LT, 727477227747 L ASSLVPN & v
va Y EFORT DX, FiHE EXEC £ — R C show vpn-sessiondb webvpn filter ipversion =~
Y RE AT LET,

NRTV w7 T RLRF, REICE->oTZ U RRA v MZEID S THNEZT RLATY,

show vpn-sessiondb webvpn filter ipversion {v4 | v6}

1

hostname# sh vpn-sessiondb webvpn filter ipversion v4

Session Type: WebVPN

Username : userl Index : 63
Public IP : 171.16.17.6

Protocol : Clientless

License : AnyConnect Premium

Encryption : Clientless: (1)RC4 Hashing : Clientless: (1)SHAL
Bytes Tx : 62454 Bytes Rx : 13082
Group Policy : SSLvé6 Tunnel Group : SSL_IPv6
Login Time : 18:07:48 UTC Mon Oct 22 2012

Duration : Oh:00m:16s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

A TRDT Y T4 T LAN-to-LANVPN v 2 3 D&

AV RTA A =T 2 A AEEA LT, 72T 4772747 b ASSLVPN &
va U EFRRT DI, FEHE EXEC £ — KT show vpn-sessiondb 121 filter ipversion =~ > K%
AN LFET,

Ty RN, EEoNT Y v 7 IPvd T RLAERITIANT U w7 IPv6 7 RLATT 4L X
VU7 ENET 7T 4 772 LAN-to-LAN VPN v v a3 VA FR L ET,

NIV w7 T RVAE, BEICESTZ U FRA U MIED S THNLT RLATY,

show vpn-sessiondb 121 filter ipversion {v4 | v6}
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sy o—amizont [l

ISER1) O—@ARIZDLT

)

Cisco Identity Services Engine (ISE) 1%, ¥¥ =2 U7 4 AU U —FHBIOHIE 7 v b7 +—
LATT, A, VAV LA, VPNEEGOT 72 ZHllit vX 2V T 4 avFIA4T A% H
#lbL, o7 LET, CiscoISE (XFIZ, Cisco TrustSec LHLEL TEFX =T 77 A &
AN T 7R RERMEL EAFET AL AFFHIAL (BYOD) A =77 4 7 AP R— b
L, EHARY >—%@HT 272Dl E T,

ISE Change of Authorization (CoA) BEREIZ, FRAE, F87], BEX YT WU T 17 (AAA) B>
VaroREkE, By va VHENITRBICERT OO AN = AL ERIELET, AAA D —
%it Ia2—H FN—TDORY >—%EETT 5L, ISEN D ASA ~CoA /37 v N EBEEE

TRAEZFHEMEL, HILWARY v—2lHATEET, 1 T4 RAF v EfiARA > b
(Eﬁ)i ASAIZE > THEMLENTZA VPN Yy v a il 7 7&8A 2 fa—L U A L
(ACL) Z#HT20ETH 0 A,

ISERY 2 —D IZ. ROVPN 7 547 FhTHR—FENTWET,
* [PSec

» AnyConnect
» L2TP/IPSec

G¥)

\}

2 AF v 7 ACL (dACL) X2 VT 4 ZN—TF %7 (SGT) RED—HDORY o —HEH#E
I AR—=FENTOETA, VLANE DL TRIP 7 L RAE D B THREDORY —3ER T
A—=hFZINTWEHA,

VAT L T7a—IRDOEBY T,
1. =2 F =—H72 VPN #i 2 Bk LE 4,

2. ASA ., ISEIZX L TCa—HE2RFEL, *v NT—T ~DRET 7 A ZiMT 52 —W
ACL =5\ THLY £9,

3. THUCT 4 THIEA v E—UNISEIZEESN, By v a UBBRERESNET,

4, fx%y?txfy%ﬁNNﬁD~9:yhkmE%@E%ﬁbﬂi¢o:@fmfzﬁ\
ASA [ZFE BT,

5, ISENMCoAD RV — T vzl ZALTASAICKRY P —DOEFREZEELET, 21
WZED, Xy NU—7 TR AMBREE O HH L a—% ACL 255 S E T,

GE)

Bl D CoABFH =L, BHROT A 7 XA LAFIZBIORY > —Fl2 ASA ([ZFEBEIIZITH
NaEER"HY £,
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B se &y o —ERIzEET 3 RADIUS H— /3 S L— T DREE

ISE/R') > —ERAIZEE9 5 RADIUS H—/ N IL—TDHRTE

ATy T

ATy T2

ATvT3

ATv74

ISEAR U 2 —DFfi & 2 A r—7 I3 512iE, ISE #—/30) RADIUS AAA H—/3 7 )L —
TEHFREL, P—"E T N—TIZBMLET, VPNIZ RV I N—T5RET DA,
TIN—TTAAA —E R Z DY — RN T L—T%IRELET,

FIE

RADIUS AAA H— 7L —F 2Bk L £,

aaa-server group nameprotocol radius

hostname (config) # aaa-server servergroupl protocol radius

hostname (config-aaa-server-group) #

AAA H—3 71— @ RADIUS #)HYiRF] (CoA) ¥ —ERZ A X —T VI LET,
dynamic-authorization [port number|

A= FOREIEETT, 7740 MEI1700 TF, fHETE Z4H1E 1024 ~ 65535 T,
VPN ko TH =N TN =T %1325 & xtie7 % RADIUS #—/3 7 /L—7"7%% CoA 1
FIHIC B GES I, ASAITISE /DD CoA R Y —HHHR— 2V v 2 LET,

hostname (config-aaa-server-group) # dynamic-authorization

FREEIZISE 21 L 72 WAL, RADIUS Y — 8 7 b— 7 12%F LERFTEHT— RE2 A L E

-

authorize-only

ZhUE, =R N—TERAIERT S L EIZ, RADIUST 7 B ABER A w2 —U 03, AAA
P NHIZRESNTNDE IR T— RERIIK LT, TRRBAEH ZokE LTHEIND Z L
Zx L TCWET, RADIUS — "D Hif/ /XA U — K% radius-common-pw =~ > R&ff ] L T
BETHL, FONRRT— NIEHSNET,

72 é X, R Z O — NI —T7TiI R FEHEEZFEHRT 256810, BaEHE— %
FEILET, VPN R RV TORBAET T T 4 T2 OY—N T —T %3 57
REMEN S D035 T,

hostname (config-aaa-server-group) # authorize-only

RADIUS 17 H O v T 4 v 7 T o 7T —h A vb—VOEMNREREA X —T NI LFE
7,

interim-accounting-update [periodic [ours]]

ISElZ, ASAZREDNAS TNA ANSLZETHETH T 47 La— RIZESNT, 77
TA4T By arOT V7 N EERELET, 2L, By a BT I T 4T THDHEN
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ATy TH

ATvT6

ISE K1) S —@MAIZET % RADIUS H— 3 S L—T0EE [

FEH (TH T T4 AvE—VFERIIRAF Y TP ay) S HEIZE LR
MNol2BE . ISEIZT —FRXR—Z2nbLZ0E vy arOla— REHIBRLET, FuiFfoE
W VPN B 3 HIFR SN WK 91T 512, T XTOT7 27747 By vra UIZHOWTISE S
EWIRNCHBT I T 4V TEHIA =R EETHIE I, IA—TE2RELET,
s periodic [fours] 1X, RBROV— NN TNVN—FITHhO T 407 La—REEETLHLD
WICRESNTEZTRXTOVPN Yy a v DT T 47 La— ROEMB AR R
KEAF—TNMILET, 7 a T, ZhOOFEHOXGERHE (BEMEA) 2595
EMTEET, T4V NI 24 FT, FRETE Z®MIT 1 ~ 120 FEE T,
o (VIXTRA—=H72L) , periodic ¥—TU— KRR LTZOa~vr REMHT5 L&, ASA X,
VPN v %5537 5 A4 7 FL A VPN By v g NGBS & X ICORPT H
TUT AT EHFA vV EBEELET, IOUBRELESS. HiRICE Y Tonz
IP7 KL A%ZRADIUSIZHBHIT 720D T AT T 4T T v 7T — "BNERESNET,

hostname (config-aaa-server-group) # interim-accounting-update periodic 12

(fEE) ¥ vy m— FA[EE ACL &, RADIUS »3% v hinb Cisco AV X7 T%Af5 L7z ACL %
e LET,

merge-dacl {before-avpair | after-avpair}

ZOFT v a siE, VPNERICOZEHN S ET, VPN —FDEE1L, ACL 13 Cisco AV
7 ACL, #7 v r— RA[HE ACL, BLOASA TRESIND ACL ORI £3, ZOF
Tva TR, Uy — RAREACL & AV X7 ACL Z#56 T 2008 9 naRE L £,
ASA TRIE SN TWD ACL IZIT#EH S EE A,

77 4V FE%EIL no merge dacl T, ¥ 1t — Ka[fE72 ACL 1L Cisco AV 27 ACL &R &
NWEH A, AVARTEBLOF v m— KARE ACL O )7 515 LIz B A1d, AV <7 MBS
L., S ET,

before-avpair 47" 3 &, ¥ U m— RA[HE ACL = | U A3 Cisco-AV-Pair = | U DHifIC
BESND X OTHEELET,

after-avpair 47> 3 %, ¥ U m— FA[HE ACL = | U 73 Cisco-AV-Pair =2 U DT
BESND X OIHELET,

hostname (config) # aaa-server servergroupl protocol radius
hostname (config-aaa-server-group) # merge-dacl before-avpair

(EE) ROV — 23S/ 7L — 7PN D RADIUS Y — N F T 2 ER O REUZ HRE L
£7.
max-failed-attempts number

X, 1 ~5T9, T 74V ME3TT,

O— NN T —=Z_XR=2ZAFRHLTCT7 = w7 FX (FET7 7 2AEHH) 2/ EL W55
AT, IA—THOTRTOYF—R_"PISE LN E X, TA—TF35E R LERREN, 74—
NNy 7 FAPRBITEINET, =T N—T"T, BMOAAABERIZEL BT 7R,
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B se &y o —ERIzEET 3 RADIUS H— /3 S L— T DREE

B L R ESNAEMMA 1000 (F 740 8) #i L, EEBICT =y 7 FHRHBME
HAENET, HFEEREMEZT 74V ML EETBHITIE, IRO AT 7D reactivation-mode
o< FESRLTLEEN,

T A=y 7 FHFAE LTERESNNTWRWEGS . ASAITFIEHE 7 V—THNOY— T 7
TALES ELET,

hostname (config-aaa-server—-group) # max-failed-attempts 2

AT97T1T (R JNV—TNTEEORE LYy —N"EBET 7T 4 70T 251 (H7 77 1 710k
V=) ZRELET,

reactivation-mode {depletion [deadtime minutes] | timed}
TNENOHRPITRD LBV TT,

« depletion [deadtime minutes] |, 7 /V—THNOTXTOYV—NBIET 7T 4 TZ/x o714
TDIH, EENBELY—"E/T 7T 4 7L LET, SR T 74V NOHT 7T 4
TE— R T, IA—THNOREDY — BT E—T > T b, ZD%TRT
DA — B FEA K —T T 5 £ TORM% 0~ 1440 ORI THETE 29, 774
b ME 10 53 TY

« timed 30 B D X 7 VRO FEENEE LY — "2/ T 7T 4 7L LET,
hostname (config-aaa-server-group) # reactivation-mode deadtime 20

ATFvT8 (EE) JN—THOTRTOYV—RITH T T 4T A=K ELET,

accounting-mode simultaneous

TIT 4T P=NETFEEA =T %T 740 MTRETIZIL, accounting-mode single =~
YR AN LET,

hostname (config-aaa-server—-group) # accounting-mode simultaneous

ATvy79 Z/—T7ITISERADIUS H— " ZBML £,
aaa-server group name [(interface_name)] host {server_ip | name} [key]
TNENOHPITRD LBV TT,
« group_name 1L, RADIUS % —/ Z /L —F D4 F]TTT,

s (interface_name) I%, T —"NEFETHDIHEHT A o F—T = ADLRITT, T
7 4V M (inside) T¥, F » TIMHETT,

* host {server_ip | name} 1%, ISE RADIUS #— "D 1P 7 KL AL I|IHRA M TT,

ckeylX, B AR S LT D10 DA T 3 F—"TF, aaa-server-host T— NIZA-7214 T
key IvY REFEHATHZIET, ZOFXF—2 LVHHICANTEET, F—FRELRV
Ll BRI B L ENERA (FL—rTFADN) o ZOF—11 127 LFEE TOHEHT)
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A—

ise Ky v—onaEmozEs [

DHERL S AL, RICFE/NCFOKAAH Y . RADIUS #—3 L% — L [R LEIZ/2 Y E
@—O

I N—TINFEROY — "2 BINTE £,

hostname (config) # aaa-server servergroupl (inside) host 10.1.1.3
hostname (config-aaa-server-host) # key sharedsecret
hostname (config-aaa-server-host) # exit

ISE 7R 1) < — i FA D 5% 7E

NAT—FRIZKBDISEZAAFT IV IEAD-ODVPN k2 RILDERTE

WDOENL, ISE H—X 7 —712, 8RR (CoA) DT v 7T — kLM Z L OEMM T
BT 4T ERETDHHEERLTOWET, ISEICLD/NATY— REBFEEZRET D b orx
NV TN—TRENEGEENTNET,

ciscoasa(config) # aaa-server ise protocol radius
ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa (config-aaa-server-group) # dynamic-authorization
ciscoasa(config-aaa-server—-group) # exit
ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3
ciscoasa (config-aaa-server-host) # key sharedsecret
ciscoasa(config-aaa-server-host)# exit
ciscoasa (config) # tunnel-group aaa-coa general-attributes
ciscoasa(config-tunnel-general)# address-pool vpn
ciscoasa (config-tunnel-general) # authentication-server-group ise
ciscoasa (config-tunnel-general) # accounting-server-group ise

(

ciscoasa(config-tunnel-general) # exit

ISE ZBRED#HD VPN k> RILDERTE

KIZ, ISE Tr— B NGEAEORGEL B HO b pv J NV —T 2% ET 5012~ LET,
e N L —FIIRERERICEH S 2728, authorize-only 2> R&EH—R F—7 a2
74X I/—“/a ANIHIIABFE T,

ciscoasa (config) # aaa-server ise protocol radius

ciscoasa (config-aaa-server-group) # authorize-only
ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa (config-aaa-server-group) # dynamic-authorization
ciscoasa (config-aaa-server-group) # exit

ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3
ciscoasa (config-aaa-server-host) # key sharedsecret

ciscoasa (config-aaa-server-host) # exit

ciscoasa(config) # tunnel-group aaa-coa general-attributes
ciscoasa(config-tunnel-general)# address-pool vpn
ciscoasa(config-tunnel-general) # authentication certificate
ciscoasa (config-tunnel-general) # authorization-server-group ise
ciscoasa (config-tunnel-general) # accounting-server-group ise
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ciscoasa (config-tunnel-general) # exit

R)O—OBHD NS TV a—T 425
WDa<r Rif, Ty IR TEET,
CoA DT 77 4 ©F 4 B 512

debug radius dynamic-authorization

U XA V7 s URL #4BEZ BB 5 121%

debug aaa url-redirect

URL U ¥ A L7 SMEBEIZKHST D NP L — V& FRIRT DI

show asp table classify domain url-redirect

SSL D EFHlIER E

ASA [, Secure Sockets Layer (SSL) 7 bk =/l & Transport Layer Security (TLS) #ffif L T,
ASDM, 77 A7 hLASSLVPN, VPN, BIOT I UHR—2DKEy a0k T
Ay —VREEZEB L ET, ASA A SSL X—AD VPN £t & B HEEHG TR — kLT
57'v haik, SSLv3, TLSvl, TLSvl.l, 33X OTLSv1.2 T9, F7=. DTLS X AnyConnect
VPN 7 747 F OEERHUAEN SN ET,

A L7ZL IS, ROBE ST AN R— b TWET,

Cipher TLSv1.1/DTLS |TLSV12
Vi
AES128-GCM-SHA256 no yes
AES128-SHA yes yes
AES128-SHA256 no yes
AES256-GCM-SHA384 no yes
AES256-SHA yes yes
AES256-SHA256 no yes
DERS-CBC-SHA no no
DES-CBC-SHA yes yes
DHE-RSA-AES128-GCM-SHA256 no yes
DHE-RSA-AES128-SHA yes yes
DHE-RSA-AES128-SHA256 no yes
DHE-RSA-AES256-GCM-SHA384 no 1
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ssLozmsz [

Cipher TLSv1.1/DTLS |TLSV12
Vi
DHE-RSA-AES256-SHA yes yes
ECDHE-ECDSA-AES128-GCM-SHA256 | no yes
ECDHE-ECDSA-AES128-SHA256 no yes
ECDHE-ECDSA-AES256-GCM-SHA384 | no yes
ECDHE-ECDSA-AES256-SHA384 no yes
ECDHE-RSA-AES128-GCM-SHA256 |yes yes
ECDHE-RSA-AES128-SHA256 no yes
ECDHE-RSA-AES256-GCM-SHA384 |no yes
ECDHE-RSA-AES256-SHA384 no yes
NULL-SHA no no
RC4-MD5 no no
RC4-SHA no no

GE)

ATy T

YUY —294 (1) TiL, SSLv3 F—U— FZT X TASARTENLHIBRINTEY, SSLv3 ®
HAR— RN ASA D OHIREE L7-, SSLv3 234 % — 7 /LT > TV A EA 1L, SSLv3d 47
VarERELEav U RS T — M T —NERENFE T, ASA LT 7 4 /v D TLSvl
IR £,

Citrix E/3A /b L —/NETLS 1.1/1.2 71 h 3Lz R — F L TWRWATREMEDRS H D £, A
BatElz oW T,

https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf

EZRLTIESN,

ASA 2N SSL/TLS #fia p v m— v 5%/ 7 o haL X—2 g UERET AT, ROF
% FAT L ET,

FIE

ASA Nt A A= — b D/ o haL "= g U ERELET,
ssl server-version [tlsvl | tlsvl.l | tlsvl.2 ]
FNFNOBMBAIZRD EBY TT,

stlsvl : SSLv2 7 Z 4 7 > h @ hello 517 Afv, TLSvl (LAK) Z#xI=— b3 51203,
IDOF—U—FEANLET,

s tlsvl.l : SSLv2 7 74 7> b @ hello 3} Afv, TLSvl.l (LIR) 22 =— T 5IC
. ZOF—U—FEANLET,
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B ssioszaz:

ATy T2

ATvT3

£MRVPN /S5 A—45 |

s tlsvl.2 : SSLv2 7 F A 7> b D hello #3215 AL, TLSv1.2 (L) ZxrITv=— F T35
X, 2OF—U—KRKEADNLET,

&1
i

hostname (config)# ssl server-version tlsvl.1l

ASAMNT FA T e LTEMETDHAICHEHAT S SSL Ve ha/ VB LONTLS 7’2 k2 Lvo
NR—=T g v ELET,

ssl client-version [tlsvl | tlsvl.l | tlsvl.2]

hostname (config)# ssl client-version tlsvl

tlsvl ¥ —U— RZHEET D L. ASAIZTLSVI 7 T A4 7~ F®Dhello #%/E L. TLSvl LL &%
Ty —hMLET, tsvl.l ¥—TU— REHEETDHE, ASAITTLSVI.l 7 7147 2 F® hello &
EEL, TLSvIA U EE2 Ty — R LET, tlsvl2 ¥ —U— RE24EET D L. ASAIZTLSvI.2

7547 hDhello#XE L., TLSVI2UL FAxrIyo— R LFET, (SSLZVTIAT v ha—
JUIZ%F LT DTLS (8 AR TT)

SSL. DTLS. BIXOTLS 71 a2 /LOKEELT LT Y XAZIFEELFE T,

ssl cipher version [ level | custom string
FNFNOBMBIIRDO EBY TT,

e version B18%. SSL. DTLS, F/-IITLS 7u hal "=V g U E2BELET, AR — b
INTWAER=T g kD ERBY T,

« default : EERHOR 51 v |,

« dtlsvl : DTLSv1 &{&H&fe 1 Dl 75,

« dtlsv1.2 : DTLSv1.2 &{E#feH O 5,

e tlsvl : TLSv1 E15 ke H DI 75,

e tlsvl.l : TLSv1.1 H{E ke OmE 75,

e tlsvl.2 : TLSv1.2 F{EHEk A DK 5,
» level BIH0IT, WEBSREAHEE L, BESNTODRBORKL VAR LET, I,
FE DA 2ot & SR OIRWIEIC R L E T,

«all : NULL-SHA Z &L X CTOMR SR EENET,

*low : NULL-SHA Z[R< TR TORBZREENET,

e medium (ZFUTTRTCOT 2 Far A= aOF 74/ METT) : NULL-SHA,
DES-CBC-SHA. 3 X U'RC4-MD5 #[&< X TOMEREENET,
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« fips : FIPS #EHLORKE 53§ X TEH EhE 3 (NULL-SHA, DES-CBC-SHA, RC4-MDS5,
RC4-SHA. 35 L U DES-CBC3-SHA %#[%:<) .

« high (TLSv1.2 [ZDOZAEH) : SHA-2 B 52195 AES-256 D13 & £V E T,

s custom string 47 2 a U EFRET H &, OpenSSLIF S EFR L THN M L T 5 A4 — b
ERERICERRCE 9, FEMIC OV TIL, https:/www.openssl.org/docs/apps/ciphers.html %
ZHL T 230,

HELERRE 1X medium T4, high 2425 &, B HIREND5HE1H Y £3, custom %
BT DL, DO SZOHRPRESNTWDLEATL, BENFIRINL ZENHY ET, 7
T AN NDOAAL MEEFIRT DL, 7T A2 Y TGO CRBERNHIREIND Z &1 H
D ET,

ASAIZ L > THAR— K ENBEEOEEIEMITKD & B TF, FHEHMZHOWTIL, a2 R
V77 LU AESRLTLITEEN,

Zoavy RiE, N—T a2 9312) b EELL S U7 sslencryption =+ > KI5 6 DT,

AT T8 1 OO B —T 24 ATHEBEDO N T A RKRA L MEREEIZLET,
ssl trust-point name [ [interface vpnlb-ip 1 | domain domain-name]

hostname (config) # ssl trust-point www-cert domain www.example.com

name 51503, FT A RRA 2 POLRIEZRE L E T, interface 51501X. M7 A FARA A
HESNTWDHAS F—T = A ADL4RTEIEELE T, vpnlb-ip ¥—V— RiE, /¥ —7 =
A AZOBBEAEIN, TOFTAIRA L "2 DA HZ—T 24 A LD VPN — K T
T T AZDOIP T KL AIZEERMT$ 9, domaindomain-name ¥ —17U — R & 5|5 DT
W, AV F =T 2 A A~DT 7R SNDEFED KA A AIZBEEMN T bz M T X b
RA L FERELET,

AE =T 2 A AHTZVRERKIGEDONT A MRA LV FERETEET,

A Z =T 2 A AETII AL VERRELRWEAIE. BT X FRA  FBARES ATV N
TARTCOA =T 2 A AHDT =3y 7 T ARKRA 2 FBMERENET,

ssl trustpoint ? =~ RZ A+ 25 & HHARERREFHAD F T A MRA » FBRFRRINE
7, ssl trust-point name ? =2~ K (72 & 21X, ssl trust-point mysslcert ?) % AJ) L7256,
trustpoint-SSLFERHE T ¥V v m—3 g VT FTRERBR EHF H DA F—T7 = A ANKRINFE
—g—O

Zoavwy REFHTLHEXE. ROTA RTA4 VIS TLTEEND,

=un==4

s trustpoint OfE|X. erypto ca trustpoint name =~ > R TRE I/ CA N T X hARA > b
® name THLHULENRH D £7°,

. interface DL, HOPUDBREINTA v Z—T = A ZAD nameif & THHLENH D F
9,

c NTADNKRA U FEHIBRT DL, 2D NT A RRA L FE2S T 5 ssl trust-point — > |
UbHIBRShE T,
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e ssltrust-point =2 kUL, £ o F—T A AT LIZ1 DL, A X —T oA AERELR
WHD 1 DZRETEET,

*FU TR RS bl M) THAHATE £,

edomainF¥—"U— R TCRELIEZF T A RRA LV MI, BEOA L F—T 24 ACEHAEND
ZENDHY FET EERITIEICE TR ET)

* domain-name & = £ 12 1 OO ssl trust-point D 7 % {RFF CT& £97,
ZDavr REANTHE, ROZT—RNRRINDIGERH 77,

error:0B080074:x509 certificate routines:X509 check private key:key values
mismatch@x509 cmp.c:339

ZhE, 2—FRHUWVGEAZEEZHRE L T, AR ESNIZEAZ BB -2t %
ARLTWET, FFZHLOMEIIH Y A,
AEAEIIRONEF CRIRS N E T,

« e 7N domain ¥ — VU — ROEIC—FH LT2HE. TOEPAENREINIGBIR SN ET,

(ssl trust-pointnamedomaindomain-name =< > K)

e B RNRT UV T R U ANOBHENHEL SN2 H54. vpnlb-ip iEH EARIR S
%9,  (ssl trust-point name interface vpnlb-ip 2~ > F)

o A VB —T = A RTKE U TERE SIVIZFENFE,  (ssl trust-point name interface =~ >/
)
e AU B =T = A AZEM T BN TWRWT 7 4L FOFEAE,  (ssltrust-point name)

* ASA O H B4 & B A MGERE,

AT 75 TLS ® DHE-RSA Wi 5 TN S 2 DH 7 v —7248E L £,

ssl dh-group [groupl | group2 | group5 | groupl4 | group24]

hostname (config) # ssl dh-group group5

groupl ¥—7U — KX, DHZ/L—71 (768t N EY 2T R) Z&ELET, goup2 ¥ —7—
NiZ, DHZV—72 (1024 £ F £V 2T RX) Z@ELET, groups ¥—7Y— Ni&, DH 7
N—75 (1536 By h FY 2T R) ZRELET, groupld ¥—7U— RiL, DH 7 /L—7 14

Q048 By h EV 2T A, 224 By NEEBMEY T I N—T) ERELET, group24 ¥ —

U —KiZ, DHZV—724 Q048w h BV 2T A, 256 By NEBENEY T I N—T) %
ELET,

TN—F1BLOR21L, Java7 BEXORENLFTIONR—2 g v L BEHMERH Y =4, F—7
5. 14, BXON241%, Java7 E EHENRH D FH A, TXTHOT/L—T770 Java8 & AHMENH
DET, Z—7 14 & 24 X FIPS HEHLTT, 7 7 4 /L MEIZ ssl dh-group group2 T,

AT w76 TLS ® ECDHE-ECDSA 5 5 A CEH &b /7 —7%2REL £,
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s psec ko 70— [

ssl ecdh-group [groupl9 | group20 | group2l]
hostname (config) # ssl ecdh-group group20
groupl9 ¥ —U— KX, Z/v—719 (256 v h EC) Z#E L £9, group20 ¥ — 7V — K%,

Z—720 (384 £ FEC) Z#EELET, group2l ¥—U— Rk, ZL—721 (521> b
EC) ZRELET,

7 7 % /L METE ssl ecdh-group groupl9 T,
GE)  EEREN R DRV O ECDSA B 53 X OV DHE K 5T,

1

KEEeg IPSec k2 RJ)L 7 A—

U —Z804 LV HLATDASA Y 7 b =T N—Va rZ2FE 7T 5%y hU—27 Ti&, IPSec
k> V% BT B BEIF D IPsec LAN-to-LAN 721X VE—h T727®ATCP T 7 4 v 7
n—iX, hrRANR KRy TTHE RayryIsnEzd, b0 7a—iE, P RABTITRE
HE, MEISCTEERSNET, ZORY—iF, VY—2EFHBLOEF2) T 4 O
BB AHETE, 2L, 20X REMER—Y (B2 PIX 705 ASA ODAHDEREEIZEITL
TWba—H) BIRLA—TCP 77U r—ay (RBICHEZH LW, T hrx
NEBBEIC R ey 75— oA DNEENZFRy NT—7RNIZH D) ICEEFEE T
BENH Y T GEMIZ OV TIL, CSCsj40681 33 L TN CSCsid7630 & LT 72EWY)

KR 72 Psec b o p/L 7 0 —HERE T, ZOMBIIHL L ET, ZOREEZ A X —7 T 5
LU ASAIZAT— 7L (TCP) by 7u—2iER L CHLET, o+ XTo7o—
E, R AR Ry L& Ry 7Eh, HLW R RURERE SN & &R
THMERDHY T,

GE)

ZOREIE, F v MU —ZHLRE — FTEITS TS IPsec LAN-to-LAN | > R/LE6 L O
IPsec Y E—h 77 &R bR &EWAR—FLET, IPSec % 7-1% AnyConnect/SSL VPN U & —
TR BT R—=FLTWEREA,

WIZ, KEEHI IPSec b Rr/b 7 —EEN ED X D ICEMET 2006 &2 R LET,
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B ismpsec kox 70—

H2: 12y bT—=0 oF 0%

ASA BXB Tunnel ASARTF
f
& )
B gt 2 e e ey
I » e
— 0
A D

ZOHITIH, BXBEBEXORIP Xy hU—2I B 1/ T4 TFI7A4 T RIZEDE

% =27 LAN-to-LAN b R/ &E N L TCERE L CWET, BXB * v bV —2 ® PC {Z RTP * v
NI =7 DY —="bEXa2T bRV ENLTFTPEREZETLTCWET, 20V U4
T, PCOY—NIZu 7 A L, BGiEEBB LB TR RABNAL0OATRe v 7L
TEHELTWET, ZORFETHET —ZIIiN L 5 & LTWE7eH, b RVITFEL S 1L
TWETN, FIPIRENZE T LEFA, 2—WFE, $—Nue A/ LTImEEZETIE, b
DRV ETMENRDY T, 272 L. KEEHI IPsec bRV T B—RA R—T LT85T
WALIE, ZA 27 0 MERBEANIZ b U RABEERSIVARY , X2 VT4 T 7747 R
X7 u—DERE (REFHR) 2HET L0, F—ZITH LW Moo vd @ U CIEFICH
el 9,

FyF
WOETIE., Ry 7RICEIRSNE PR LOTF—2 70— RES . K IPsec b2 %
V7 a—REEENT 4 B —T TR TV DA L. T OEENA X —T W7o TV DHHED
NEIZEH LET, EH60EEE. XYy RV —20OA F 2 MZOWTIIETIOKAZZR L TL 7
I, ZOROEE
« 70 —B-Clt, P FNLEEHFEL., KL EINTZESP T — X ZE5 L ET,
e 7u—A-DIX. FTPEIXED TCPHE: T, 7u—B-C CEZIN/- ML @EBLET,
ZoOT7a—i, 77 AT 74—/ TTCPFTP 7 u—% &4 2 L XI5 k08
BWbLEENTOET, IREFRITEETHY ., @ENEITTE2E 77 A T U4 —Z
KX oTHkEMIC T v 7T —FENET,

N

GB) AHmoifi7 o — 3 LD OB I TWET,

T4 2—T I STk &R IPsec ko RIL T O—

LAN-2-LAN h AN Ray7F45&, AD7r—¢ BC7ur—0Dlile, FRbHIZET D
TRTOREFERDABRSNE T, TO®%, N RADBFEMHEL S, 72— B-C DEER S
. NoRV T ENTET—X2OBEEEFATEL L2 £4, 7272 L, TCP/FTP 7 o —
A-DIZHIENRALET, ZOREE TOFTPEED 7 1 — & i3 2 IRREF WA HIFR X T
WhHTeD, AT—NIN T AT OF—E, A T7F7A4A NFIPT—X%7 a7 L, A-D
Tua—DFEREESLET, SETHFEL W07 —BENEDbND L, 77 AT 74—
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CLI % & L= kiins Psec kot 7o—nzz [

JE FTP L Z R FD TCP Ny hE LT L, Fay 7 LET, ZHUIT 740 FOHE)
BT,

A4 =TI S =k % IPsec k> 2JL 70—

AKAEH IPsec b oKL 7 0 —HEREDNA 21— T NV OBE . FA LT U MRERINIC ko)L AR
RENDEY, ASAIZAD 7o —OIREERICT 7 8 ATE D720, 7 —XIXEF ik
aj—\i‘a_c

ZDOMEENA F—T VDA, ASAIZT7 e —%ANNAE L ET, 2FV, BCT7r—{lL-
TEBINTE P RN Ry FENRTEH, A-D 77—l SN EEA, ASAIZTAT—F
7 (TCP) by 7u—%fRiL, BRLET, io7e— 33 XC Ry 7S, #HL
W R RV THBESL SN A MLERHY £, 2T, bt 7a—0tFa )T 4R Y —
ZEODH T EITHY FH A, ASAIZ R RANE T LTINS EEITAD 70—ICE8#ET S
Ny NeERay X T506TT,

MRV TCP 7u—E Fa vy 7SN, 7 =27 v L TCP XA A7 7 MIRFEL
T, L. BEDO MR Ta—DX A LT U NBT 4 8—T M- THEAE, TEiE
7o FE (ET7BO TCPRST 72 8) IZX-TZ VT SNDHET, 2O 70— LV AT
LANTHREFSNET,

CL Z{FA L1-7k&f IPsec R JO—DRTE

e

K&EM IPsec FoRIL TJA—D RS T a—TF 405

show asp table =~ > K& show conn =~ > RIEii 5 & &, &) IPsec k> x/L 7 —0Df
D RNT TN 2—T 4 o TIENL L ET,

JKEEEY IPsec bR JL 7 O—#EEIXA R—TILICHE > TWWETH?

FEED b2 RV TZ OBEREN A X — T W72 5> TN D 0 & i3 5 I2I%, show asp table =~
Y REMH LT M RVICBR T H vz VPN 27 % 2 R & FXFE 7, show asp table
vpn-context 2= > X, IOBNIRT LI GEARLT L TAHLDITKTFEEBM . b
BRE w7 LI AT — f 7L 70— %t %% 25 % % 1 [+PRESERVE] 75 7
ERRILET,

hostname (config) # show asp table vpn-context

VPN CTX=0x0005FF54, Ptr=0x6DE62DAO, DECR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,
gc=0

VPN CTX=0x0005B234, Ptr=0x6DE635E0, ENCR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,
gc=0

hostname (config) # show asp table vpn-context detail

VPN CTX = 0x0005FF54
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Peer IP = ASA Private
Pointer = 0x6DE62DA0
State = UP

Flags = DECR+ESP+PRESERVE
SA = 0x001659BF
SPI = 0xB326496C
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI =0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

VPN CTX = 0x0005B234
Peer IP = ASA Private
Pointer = 0x6DE635EQ
State = UP

Flags = ENCR+ESP+PRESERVE
SA = 0x0017988D
SPI = 0x9AA50F43
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI =0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

hostname (config) #

Configuration and Restrictions

This configuration option is subject to the same CLI configuration restrictions as other
sysopt VPN CLI.

MiZLf-70—DEKE%R

LAN-to-LAN F£7213 % v U —ZIERE— K b RAB RKe v L, ¥4 L5707 MaIZERL
ol E, N LI bRV 7 =N ELS BAET L BBV ET, ZOXH57%7T7r—
LR RNV DF T AL S THISNEFADR, ZNH6DO7r—%4 Ll ZRA D TXT
OTF—INRRFayXINFET, b0 7o —%26ERT 5121%. show conn =~ > K& RDH]

2T &9

M LES GRET 2720, BLO2—F AN ZRT72DITKRFZBN)

asa2 (config)# show conn detail

9 in use,
Flags: A -

X <0 WQ Ow - OMEW
1
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14 most used

awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
initial SYN from outside, C - CTIQBE media, D - DNS, d - dump,
outside back connection, F - outside FIN, f - inside FIN,

group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
incomplete, J - GTP, j - GTP data, K - GTP t3-response

Skinny media, M - SMTP data, m - SIP media, n - GUP

outbound data, P - inside back connection, p - Phone-proxy TFTP connection,
SQL*Net data, R - outside acknowledged FIN,

UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
awaiting outside SYN, T - SIP, t - SIP transient, U - up,

VPN orphan, W - WAAS,

inspected by service module
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mzL-7o—ok% ||

N

WOFNZ, showeconn 2~ ROHNFIZRLET, VIZIFZ T TRENTWEEEBY, T L
-7 e —NFEELET,

hostname# show conn

16 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:21 idle 0:00:00 bytes 1048 flags UOVB
TCP out 192.168.110.251:21137 in 192.168.150.252:21 idle bytes 1048 flags UIOB

ASL L7 v =055 20 &5 2Bk~ LR — M EHIRT 5121, kOB TRT L1z,
show conn state =~ >~ N|Z vpn_orphan 47> a2 » ZEBI L £7°,

hostname# show conn state vpn_orphan

14 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:5013 idle 0:00:00 bytes 2841019 flags
UOVB
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