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U V—ATIEBEADIEODY FA T N ASSLVPN R Y > —DERLE A (1 ~=—
)

« 7747 ML ASSLVPN i 7' v 7 7 A LD @tE (1 _—2)

« 7 FAT Y NVASSLVPN O 7 v—7 R v—@glte 2 —¥EE 3 ~<—)

e Aw—hK RNV T ITEA (223—)

« 7 T4 T RNVASSLVPN ¥ v 7 F v V—)L (363—)
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« 7547 FLASSL VPN D/R7 3 —~ v ADKEl (37 2—)

JY)—XTIORADI=HDY 547> kL XSSLVPN 7R
) —D1ERLEE R

Z

>

WES S — S ED Y Y —=Z2~DT 7B A% H#T 257 747 ML ASSLVPNIZET 2R Y v—
VR L CHEMAT DI, Z—F R o—%E0 Y THMNERDH Y £5,
2—PEITN—T R —IZHV Y TH e, EEO2—PIIRY > —%@EHT 52 & TREN
RHIZ 0 F£9, ASA DWNHERGEY —/3, ZM RADIUS £ 72 1L LDAP — " ZfEH L T, = —
Wa I N—T R —IZHOYBTHZENTEES, FV—T7 K o —TRELXMHAILT D
FIEOFEMZRRINZOWTIE, F4ED Homn 77 AL, ZA—7 KR v— BLR=2—
F) B LTI,

A7 FLRXSSLVPN AfEHZR IO 774 LD ENE

WDOFRIX, 7747 MU ASSLVPN IZEBOER T2 7 7 A VEEDOY A N CTF, b
DOFEMEICINZ T, TXTO VPN #ficbdm o — kw7 e 7 v A VO EEEsE L £3, #
7w T 7 A NVOREICET 2 FIHT & OFHRIZONWTIE, F4ED T w77 AV, 7
N—TR)v— BLOa—%] 2L T &0,
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\}

GE) Do U UV —ATiE, My 7 s A0 3 T 7n—7) LI T0E L, #
fi7'v 7 7 A VI, tunnel-group 2~ REZEH L CERELET, ZOETIE, Z02250H
RENRIEIIC IS HEHEINTWET,

R1:954T7 LR SSLVPNREHR IO 77 1 LDOEME

avok Hee

authentication PREF RERE L ET,

customization BWHT AT CILERBELDOD AT A E—2 3 v OL4FTIEEELET,

exit NN TN—=T DI FAT NUASSLVPN B2 7 4 F 2 b—3g

Y E—REKRTLET,

nbns-server CIFS 4 BifE 2 4~ 5 NetBIOS *— & $— B &2 #— 3 (nbns-server) @
LaiEiEE LET,

group-alias PR T 7 7 A NVOBRRIEHCE2RBLEHBTELET,

group-url 12O NV—7URL Z#HELET, ZOEMTURL YT D &,
I—PFRFOURLEZFHALTCT 7 EAT A EXICIDOIA—FNEEINIC
BIRENET,

dns-group DNS #—%, RAAL %, F—b =2 U T A DR, BLO¥A
AT T MEZEET S DNS B— I —7%2FELET,

help hoxV TN —T a7 s Fal—vary avy RO~NLVTEREELE
j—o

hic-fail-group-policy Cisco Secure Desktop Manager Z £/ L T, 7/ —7 X=X R o —@%

['Use Failure Group-Policy | % 721% [Use Success Group-Policy, if criteria match |
WCRET 2% BIE, VPNERRER Y v — 248 E L £,

no BT 2R L £,

override-svc-download AnyConnect VPN 7 74 7 > b & ) E— bk 2—HIZF v rn— 5720
W2, RESNTWDL I NAN—TRY v—@lEEiTa—FaEEDO X 7 m—
FREFEEINET,

pre-fill-username DR RNV TN —=FI =YL LFAAEDONA, T 4 T ERELE T,

proxy-auth FEOTaXxViGE b R I —TL LTI v T v—"T %585
L\i—a—o

radius-reject-message AN HES SN & XIC, v A VHEIZ RADIUS G A v — U2 FRpR
LET,
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55472 FLASSLVWN DG —TF Ky o—Btte 1—5E [

avok Hee
secondary-pre-fill-username TDORSFNITN—=TZC I H ) =P EFHAEONRNS VT 4 T
RELET,

without-csd

F XV =T D CSD A7 ICUI0 Bx ET,

254 F7 2 RLASSLVPN DS )IL—T R O—Fk L

1—HEH

WDFRIZ, 7TF7A T FLASSLVPN DV L—7 R v—@itéa—H@Eto ) XA &L
¥4, FA—7RY)—@EL a—FRBHEOFREFIEIZONTIX. 7 F747 > kL ZSSLVPN
tyvarOIN—TF R —BHEORE 4X—) FLEFFE—FDOITAT R
LASSLVPN 77 B ADFKE (14 X—) #ZRL T EEN,

avU kR

HHe

activex-relay

54T MUV ASSLVPN ¥ v ¥ a V&L LT-a—YRN, 7T 3 24l
JA LT Microsoft Office 7 7 U 7 — g VAREBITE A X912V ET, 7
TV r—vaid, ByvarEFEHLTActiveXDX v ra—RET v
n— R&E{TWET, ActiveX DY L—X, 7747 h LA SSLVPN t v
varERTTHETHEMREETT,

auto-sign-on

HEV A A OEERELET, XETIXZ 747> F LA SSL VPN ~
DHFR L L —F LB L ORAT — ROV LF o3 ¥ AN 1RO BMETT,

customization

HAR< A=V ar 727 b —7 R —FF=2—FIE
DY TES,

deny-message

7547 FLUASSLYVPNIZIERICE 7' A o TX A VPN EHES FR - 720
VE— b 2—PIZEETIEA v E—VERBELET,

file-browsing

T7AN P =R T A NIEEDCIFS 77 AN TIT00 0 T x—T
MZLET, 7T 7 RZiE, NBNS (v AX— 77 W EITWINS) B4
g ‘@‘é—o

file-entry

TIRAT DT 7 AN =" HDAN 2 —FICHFALET,

filter

webtype 77 Z A U A NOARTEZRTE L ET,

hidden-shares

FHEFIRD CIFS 34 7 7 A )L DO w[ M A HlAE L £ 9,

homepage

0 VERCEREND Web X—Y D URL &R ELET,

html-content-filter

COITN—T R)—HOHIML WSO T7 4NV E ) 7T harT70o 4
TVl FERELET,
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B /s 7 riassiven ey s avos—7 Ky o—RBiEoRE

av> R HEEE
http-comp R RELET,
http-proxy HTTP EROMEIZINE T e v =R FHTH L OIC ASA R ELE

‘j"o

GE)  7'm %2 NTLM #2FET http-proxy TIEV A — RSN THEHA,
uunfhiﬁb@7ﬂ3’\’/&%2’§uunfh7z VF 3R — ]\éj’bfb\i‘@‘

keep-alive-ignore

vty valr ¥Ae—DT v T— e WRT AL T2 bORKYA X
FHRELET,

port-forward

kT 527547 FLASSLVPNTCPAR— FD Y X M2 @HLES, =2—
P AL E—T 2 AZZDIVARNDT U r—a U BRFRINET,

post-max-size

WARNT ATV =l FORRKYA ZERELET,

smart-tunnel

A~v—hk b RNVEFEATHI I 0T A EEBDA~— b T
A—=HDY A NEHRELET,

storage-objects

tyvarviteyiarOfIEEENTET—FZDA N L —U F TV
MR ELET,

Sve

SSLVPN 7 SA4 7 v MNatrHRELET,

unix-auth-gid

UNIX 7 v—71ID #&ZELET,

unix-auth-uid

UNIX =—WID & ELET,

url-entry

= — 73 HTTP/HTTPS URL % A /14 B H&Re & Hili L £,

url-list

IyPa%$@7ﬁtxm’7?47ybvxwwa®ﬁ%&w&aV
ICFRENAEY— "L URLOU A F&2EHALET,

user-storage

vty arloa—Y 5T -2 A2 RETLIETERELET,

DS54 TF72RLASSLVWPNEY L 30D IL—T R O—BHDHRTE

7 FAT > NUASSLVPNIZE T, —HF, Web 77 UHEHHL TASA ~DEXF 2T
72VE—RNTZEAVPN U RAVEMILTEES, Y7 =T EEFN—FRv=7 774
T MINESHY EHA, 7 TFA4 T ML ASSLVPN 245 2 & T, HTTPS A > &% —

X b A MCT 7 EBEATEDIFLEALETRTOI LU Ea—20n0, BEVWeb VY —2F
FOWeb SIS 7 7V r— a VBT 78 A T& %4, 7747 L A SSL VPN &

SSLEBLOZFD#HMTH S TLSI ZHEH LT, VE—h =% & Filed o b THELIFE
DY R—FENTWENEY V=2 L DO X 27 R 2Rt LEd, ASAIT 7 ex1
LN DR AT L, HTTP Y — N385 E ) 7 2 AT A Extah L Ca—W&F8iE L £ 97,

F7 NV ENTIE, 7747 hLASSLVPN (X7 4 B—T7 /W >TWVET,
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5547 RLASSLVPN v v a0 L—T Ry s—Eionz [

BEOHNEHIN—T RIS —FHD I FA4A T ML ASSLVPNOD a7 4 X2l — g %0
2B <A A TEET,

GE)

ra—s\ v a7 4 X¥al—raryET—RRPbAD webvpn TE— R TlX, 7747 FL R
SSLVPN v a 07 ua— " VREEK TEEY, ZOHETHIT S webvpn E— F (7
N—T R —ar74¥al—rarT—RKnbA0NET) 2H+THE. 794700
LASSLVPN Yy v a VZEBOIN—T R o—Dar 7 4 Fal—al B AT~ A
A TEET,

TN—F R —webvpn 227 f X2 b — g T— R Tl TXTORREDHRE Z KT
L0, FTBRDONRGA =B HIIAZ A RToMEIMERETEET, FNTA—ZITO
W, BIROETH L ET,

* customizations

* html-content-filter

* homepage

« filter

* url-list

* port-forward

* port-forward-name

* auto-signon

* deny message

» AnyConnect Secure Mobility Client

* keep-alive ignore

* HTTP compression
2L DYHE, 7 74T ML ASSLVPN OFEED L LT webvpn BIEAZ EFR L2, 7
N—T" KU 2 —0 webvpn BUEEZRET DL L XIZINOLDOEREFED 7 NV —TITHH L %
T, IN—FR)—ar7 4 X2l — 3 F— FTwebvpnwebvpn 2~ > K& LT,
TN—T R —webvpn 2> 7 4 X2l — g F—RIAVET, FAr—7 KY I —H
D webvpn 2¥ > R, 774/, URL, BELRTCP T SV r—Lar~D7 7347 FL XA
SSLVPNt v v a UifHODT 7 ¥ AZEL LET, ACLBIOT7ANZ Y TTH 8T T 4

TDEATHIELET, 7747 ML ASSLVPNIZ, T 74/ M TIET 4 B—T 0T o
Tb\\ij—o

IN—T R —webvpn A7 f X2l — g E— RNTANINEZTXATOa~vr REH|
1512k, Zoavr Fone BXEANLET, ZHHD webvpn 22 RiE, REITLD
2—PHFEIEI T N—T RY U—ICHEH S NET,

webvpn

no webvpn
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WOHENL, FirstGroup WD 7 /—T R o —D 7 NV—7 R I —webvpn 227 4 F = L —
vary E'—RICALHEERLTVET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) #

BEEAVE—DIEE

T N—TRY v —webvpn 227 4 ¥ 2 L—3 3 2 F— KT deny-message =~ > K% A9
BHe. 7534 T 2 FNLASSLVPN v g VICIEFICIH 7 A T A VPN BRHEZ B~ 720
VE—F 2—PIZEETEIA v E—VERETEET,

hostname (config-group-webvpn) # deny-message value "message"
hostname (config-group-webvpn) # no deny-message value "message"
hostname (config-group-webvpn) # deny—message none

no deny-message value 2~ > NI, VE—F 2—FRA v -V ZZEFELRNELIIC, Ay
=V FHNEHIR L ET,

no deny-messagenone =~ > NI, #fi7n 7 7 A VR —Dar7 4 Falb—ainb
BEEEHIBRLET, AU —IEEmEERA L E T,

Ay —=UlE, BT, AN—R BIOAHAZ E0EETF CRK491 LFETHETE
FIT0, WHAOGIAFIA T FENEEAL, THFA ML, v A VR E— F2—HFDT
T UWICERENET, deny-message value =~ > NIZLFHNEASTHEXIL, a~v KR
T 7T HEAETHHT A LET,

T 7 4V DR A =R O LY TF,  [Login was successful, but because certain criteria
have not been met or due to some specific group policy, you do not have permission to use any of the

VPN features.Contact your IT administrator for more information. |

WOBIOERD 2~ RiE, group2 & W I ARIONE 7 NV—7" RV > —%AER L ET, %
Da<y RiE, ZORY —ZBEM T 5N TWD webvpn 55 A v — U NG ENT-EBEE
ERELET,

hostname (config) # group-policy group2 internal

hostname (config) # group-policy group2 attributes

hostname (config-group) # webvpn

hostname (config-group-webvpn) # deny-message value "Your login credentials are OK. However,
you have not been granted rights to use the VPN features. Contact your administrator
for more information."

hostname (config-group-webvpn)

54T RLASSLVWPN Y3 DT IL—TR)o— T4 L2 BEDERTE

webvpn & — KT html-content-filter =~ > FZfH LT, ZOIN—F K)o —DIT7A47T

VML ASSLVPN v g UMHD Java, ActiveX, £ A—Y, A7 UTh, ZoXx—%7 4
NEN L TFHNEINERELET, HIMLZ 4 VX Y 7%, T 74V TT 4 8—7 0
T,
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H54FURLRASSLWN Ey v a0 —F Ky v— T4 LaBtEozE [

ATy T4 VEEYIRTHICIE, Zoavwr RO ne FREZ A LE T, none F—U—
RN % f5E L C html-content-filter =~ > RAZF[T L7 & ZITER SN D X VEEZEZD T, T
TOaAT Y T4 A EHIRT 5121, slBEREEFICZoa~r Fone BXEZ AL
£, no A7 a L EMEATAHLE, EENDOINL—T R =LK TS L)Y F
T HIML 227 7 4 W Z ZffR L720 K HI2T 2121E, none ¥—U— REZFREL T
html-content-filter =~ F& A1 L £,

WA ZDa~y R4 5L, miElE TOREN LES SNET,

hostname (config-group-webvpn) # html-content-filter ({java | images | scripts |
cookies | none}

hostname (config-group-webvpn) # no html-content-filter [java | images | scripts
| cookies | none]

TROKIZ, ZOavwy FTHEHTLF—V— FOE®REZRLET,

xR 2:filtera > FDF—T—F

IS
cookies A A=U67 vX—%HIBRL T, REM
JRETZANE ) T T T AN —2 R L
S

images A A=V ~DOBZREHIBRELET (<KIMG> ¥ 7
ZHIBRLET) .

g

F—U—F

java Java B X O ActiveX ~DO& B A2 BB L £
(<EMBED>, <APPLET>. 3 J (*<OBIJECT>
D&H 7 IR

none TANE ) T TR L EEEELET,
XOEZEFHE LT, 74 NVZ ) T HRERL
FI, TANZ Y TEEMALRNE DI
LET,

scripts A7 V7 b~ EHIFRLET (<SCRIPT>
27 EEIBRLET)

WDFNL, FirstGroup & W) A RTD Z—7 R U 2 —|Z%F L TJAVA & ActiveX, 7 v F—,
BLOARA=TVDTA4NEY) T HRET D HEEZRLTWET,

hostname (config) # group-policy FirstGroup attributes
config-group-policy)# webvpn

config-group-webvpn) # html-content-filter java cookies images
hostname (config-group-webvpn) #

hostname

hostname
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B 2 r—rr—cone

A—H R—LR—TNDIEE

I N—T R —webvpn 227 4 ¥ 2 L—3 3 2 F— FThomepage 2~ RZHf LT,
ZOIN—=TDa—FRa s Ll EIZFRSND Web X—VDURL ZHEELET, 7
T F IV FDER— L=V H Y FH AL

homepagenone =~ > R&ZRITL CTERLEZXNVEZED T, BESNTVDHIR—LASN—T%
HIBR T 212X, Zoa~vr FonBRXE AN LET, no A7 vara2EHTHE, HERHD
TN—T" R =IO TEDLLIICRYET, F—L_X—=UZPEALRNEDIZTHIC
IZ. homepage none =~ > FK&Z A )L E7,

none ¥— "V — R, 74T FLASSLYVPNE Y g3 v DER—LRX—=UNRNT L ERL
F9, ZHICEY, MERRESN THR—LX—IURNER S, m— L=k Sz
<720 ETF,

F—1T — R value D% 5D url-string BH T, m— L=V DO URL Z8E L £, http:// £721%
https:// DWT N TIHED A NY U TICT HMERH Y 7,

hostname (config-group-webvpn) # homepage {value url-string | none}
hostname (config-group-webvpn) # no homepage
hostname (config-group-webvpn) #

BEY A U U DERE
auto-signon =~ > Rix, 777> FLASSLVPNt v g Da—HHOT 7L A v
A2 HATT, NTLM #RE, EAREGE, £330l G2 M AT 285 0-blca 7 A v 7
LTyl (=4 LRAT—R) ZRNET— NZE L £, #HO auto-signon 2 > K
EANTE, Zho0a<wy RIFANBEIZREINEST Gl AN Lca~vy R ELESRE
)

HE A A U BEREIX, webypn 2> 7 4 F a2 b—T a2 webypn Z—7F a7 4 F o b—
vary, £Fwebvpn =P T 4 X2l — g FT—FRD3ODEF— R TCHATE %
¢01~$%ﬁ7w~fmﬁ%b\7w~7ﬁ7m—ﬂw*ﬁ%#é&wﬁ%@%ﬁ%%%@
DEHAINET, BRTHE— ML, EHT2RBFEOMEEIC L > THRRY £7,

BEV—N"ADRFEL—TOREY A VAL 2T 4 B—T7NMICT D%, Tt IP 7 a7 F
FIXURIZFRELTCZOa~vy RO no BREZEH LET, 7 XTOH—NTxt L CRGEE

F A= T AL, BIBEEFIRTE LW T ERZHEHLET, noA 7> a v 2 FHT
L&, IN—TFRY) = bEE MR TE 1,

WOBITIX, ZV—7FKRY T —webvpn 27 4 Fab—aE— FTANL, EAFIE
A LT, 10.1.1.0 25 10.1.1.255 O#FEIPAD IP 7 K L A & F£FOH—/3~0 anyuser &\ 9 & RO
a—FOHBY A A ERELET,

RO~ FEITIE, BEARBIEE 721X NTLM BRE2 M LT, 7 747~ F LA SSL VPN
v va O —WFIZH L, URI< A7 https://* example.com/* TEFR SNz —"~DT 7 &
ANWCHBIYA AU ERELET,

hostname (config) # group-policy ExamplePolicy attributes
hostname (config-group-policy) # webvpn
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hostname (config-group-webvpn) # auto-signon allow uri https://*.example.com/*
auth-type all

hostname (config-group-webvpn) #

WD~ REICHE, EARBIEFEZIEINTIMBFEA2EHA LT, 7747 b LA SSL VPN
tyvaroa—PIHtL, 7Ry b <A T 255255255.0 #fEHTSHIP 7 FL A 10.1.1.0
DY —=R_R~DT 7w R CHEY A A 2R ELET,

hostname (config) # group-policy ExamplePolicy attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # auto-signon allow ip 10.1.1.0 255.255.255.0
auth-type all

hostname (config-group-webvpn) #

95472 LASSLVPN v 3 VD ACL DIETE

\}

webvpn E— R Cfilter =2~ > RZHHL, 2O N—7 R r—Fmida—FLIcx LT
FA 7 MVASSLVPN Yy v ar TEMT S ACL O4RHIZRELET, filter 2~ K%
AN LTHRETDLET, 7747 ML ASSLVPNACL I8 SN EH A,

filternone =~ > R& 1T L CTIERR L7 XVEZE & T, ACLEZHIBRT 212X, Zoa~v R
DOnoBERXEZ AN LET, nod 7T a BfiHT 5L, EEBDO I NV—T R —0 bk T
XAHLITRDFES, T4V EOEEMRE LWL DT HI21T, filter valuenone =~ K%
ABLET,

filter 2~ REZANLCTHRTETDHET, 77947 ML ASSLVPN & v a2 ® ACL 3
AEnEwi,

ACLZRHRELT, 2O N—FRY I —ZONWT, SFSFEREATDNT T 4 v 7 5EHFHA]
FAFHEELEST, RIC, filter 2~ RZ2AHNLT, TNVHDACLEY 747 ML ASSL
VPN b I 7 4 w7 A LET,

hostname (config-group-webvpn) # filter {value ACLname | none}
hostname (config-group-webvpn) # no filter

none ¥ — 7 — RN{X, webvpntype ACL 372" L 2R LET, ZHICEY, XMEDRRE SN
TACL BMES SN, BOZ V=T KU =76 ACL B SR 720 £7,

X —T— K value D% 5D value LF4|T, %E L7 ACL DLRIZFRELET,

GE)

7747 MLV ASSLVPN & v 3Tl vpnfilter 2~ N TEFR I 72 ACL 1T
NEHEA,

YK@W I&. FirstGroup & WO AHTD 7 /V—7 KR Y > —Tacl in &9 ACL ZFFOMHT 7 4 /L
DREFEERLTWET,
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hostname (config) # group-policy FirstGroup attributes

(
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # filter acl_in
hostname (config-group-webvpn) #

TN—T RV =DV F7AT > hLASSLVPNH—LRX—IZURLD Y A M E2FRTH LD
ICHEETEET, B, Zu—L a7 X2l —3 gy F— RCurllist 2> F& A
JILT, 12 EOARHIE Y A NEERT HLERHY 3, FFEOTN—T R o—I27
FA 7 FVASSLVPNtE v a O —"EURLOY A M&@EH LT, FFED I V—T K
VDo—DUARMNIZHDHURLIZT 7 EATE L LT DITiL, Z/v—7 R Y 2 —webvpn =
Y7 4FXalb—ayE— RTurklist 2~ > FEFATT LR, 1Bk 2 Y 2 b (%)
DL4FTIEFERLET, 74/ DO URL Y R MEIH Y FH AL

url-listnone, =~ > K& L TER LIZXVEZEH T, VA MEHIBRTAICIE, Z0aw
YROno BEREMHLES, no A7 ar2EHTLL, EHEHDIZNV—T R —nb
WA TEDL LDV EF, URL U A RSfRASZ2WE 91T 5ITIE, url-listnone =~
REEHLES, avor Rz 2T L, BT oREN EEEINET,

hostname (config-group-webvpn) # url-list {value name | none} [index]
hostname (config-group-webvpn) # no url-list

TEOFRIZ, urklist 2~ RONRT A= L ZOEWE R LET,

R 3:url-listAT Y RDF—JD— FELEH

ING A—4 =17 S

index == LORTODTTAF VT 4 %45
ELET,

none URL U A MZXNWVEEERELET, T 74V

NERIFHRELIZIZLV—T R > —np U &
FOSEER SN2V S I LET,

value name BREFHEHURLY A NOARTZHRELET, =
DEHIRYARNERETHIZIE, Fur—Ub
a7 4 Fal— g F— RTurllist =~
U REFERLET,

OB TIL, FirstGroup & W) & REID 7 —7 R U 2 —IZ FirstGroupURLs &9 URL U & b
EREL, TNPRHR—LR—=VIZFRENLHMO URL U R MR K OITHRELET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # webvpn
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hostname (config-group-webvpn) # url-list value FirstGroupURLs 1
hostname (config-group-webvpn) #

JIL—T R1) —® ActiveX Relay D 1 +— T JL{t

ActiveX Relay #9425 &, 7747 FLUASSLVPN & v g VEMN Liza2—HR, 7
7 ¥ & LT MicrosoftOffice 7 7'V 7y —> a3 VAR TE 5 L2l £9, 77V r—
vait, By a &AL TMicrosoftOffice KF 2 A hpF 7 oa—RKET v 7Fa—K
ZATWET, ActiveX DU L—iX, 7 FA4 T FLASSLVPNE v a 2K 745 E THY
EFETY,

JIAT MV ASSLVPN Y>3 o TActiveX 2 ha— i A 32— VERIET 42—
TMZTDHIIE, I—T R —webvpn 2> 7 4 Fal—ra T R TROa~v > N
AN LET,

activex-relay {enable | disable}

F 7k TN—T R =5 activex-relay 2~ RE#KTHITIE, RoOoa~2 RaeA
HLET,

no activex-relay

WDa<r Rix, BEOIZNV—7 R —ICEEMIT LI TWD 7 T 14T F LA SSL VPN
Tyl alrdActiveX 2 bar—LE A X —T I LET,

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # activex-relay enable
hostname (config-group-webvpn)

OIN—TRYS—IZdT 2954 F7 2 RLASSLVWPNE Y a3 o TOF7TUr— 3y
TOEADA r—T)Lit

ZOITN—T R =TT TV r—ay T RAEBAX—TNITHIZIE, T A—TR
v —webvpn 27 4 ¥ 2 L—3 3 ¥ F— KT portforward =~ REZAJJLEJ, K—Fh
THV—T 4 7E. T 74N FTET 4 B—=T > THET,

TN—TRY) 2 —webvpn 27 4 F 2 L—3 g F— KT port-forward =~ RE AL
T 77V r—var 778 REA R—=TIWITDHANT, 7747 N ASSLVPNE v & =
YTCa—PRERATELT SN = a DU RA NEERTOVLENDY £, Fr—rULa
V74X a2 lb— g F— KT portforward 2~ > K= AN LT, ZOVAMEERLET,

port-forward none =2~ > RZRITL TER LTZXMEEZEH T, JNA—TR)o— a3 74
Xoal—Tarnbih— MEEREZHIBRT 212X, Z0a~vr Ron BRXE AN LET,
no A7 a v EMHTLE, MOITN—T R) =0 b Y A NEMEKTE LR 7,
A— MEE Y A N EA L2 L 9127 5121, none ¥—7 — RAZ57E L T port-forward =
Y FaEANLET, none F—U— R, 74V Z VU ITRFATENRNZ LERLET,
ZHIZEY . SOVERBRESN T I AN Y I RER S, 74 F U v T ER S 7
<720 £,

IOy ROBIIRD ERBY TT,

| Kys—o1—7 I}
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hostname (config-group-webvpn) # port-forward {value listname | none}
hostname (config-group-webvpn) # no port-forward

*— U — K value D% A D listname SLFH| T, 7747 FUASSLVPN Y v 3 O=2—H
WT 7 BATEDLT TV r—aOY A NEHELET, webvpn 227 4 Fab— g v
E— KT port-forward 2~ > REZ AL, ZOVANEERLET,

R ZDa~y ReERT 5L, miEE TOREN LEE SNET,

WOBE, FirstGroup &\ L ETOWNE 7 /L—7 KR v —IZ ports] L9 R— Mkl 2 &
WET D HEERLTWET,

hostname (config) # group-policy FirstGroup internal attributes
config-group-policy)# webvpn

hostname (config-group-webvpn) # port-forward value portsl

hostname (config-group-webvpn) #

(
hostname (
(
(

R— FERERTRDKRTE

I N—T" R —webvpn 27 4 ¥ 2 L—3 3 F— KT port-forward-name =~ > K% fif
MU, FEDA—YF R —F 7237 N—7 R —HIZxz R 22— ~0D TCP AR — ik
ZikAT D E 4 B RE L £, port-forward-name none , =~ > R &2 L CTIERL L 7= XL

lEEEDT, R EHBRTHICE, Z0avry Ron B2 AN LET, no 47 a %
FEET D L. 7 74 /V b4 Application Access MEITL SN E T, FRAEFEHLRNE HITT

51Zi%, port-forwardnone =~ > FEZ AN LET, ZDa~vy FOWMIIKRDO LEBY TT,

hostname (config-group-webvpn) # port-forward-name {value name | none}
hostname (config-group-webvpn) # no port-forward-name

WOHNL, FirstGroup &9 NE 7 L—7 7R U 2 —I|Z Remote Access TCP Applications & VX9 £
AR ET D HEEZ TR L TWET,

hostname (config) # group-policy FirstGroup internal attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # port-forward-name value Remote Access TCP

Applications
hostname (config-group-webvpn) #

Ty a BAI—EFRICERIIRRAT TV L A XDRE

TPy hT—7 FTRARE, BN —TT ITAT7 A vbt—U %L T, T3 A OEARE
P EHET VT 47 THHILEZHRLET, TNHDORX vE—VOR ST R 5 Rtk
7Y E£3, keep-alive-ignore 2~ FEAMi/HT 5L HHEV A AUTORA v =% T T
XF—TTIAT Ayt —VERRLT, By var IA—DEFRHIET 7 4 v 7 L AR
ERWVWE Y ICHRETEET, #PHIZ0~900KB TY, ¥ 74/ hMEI4KB T,
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TV g BT S HTTP/HTTPS b7 7 4 v 7 O ERZRET 512X, 71—
7R v —JEtE webvpn 227 4 ¥ 2 L—3 3 > F— R T keep-alive-ignore =~ > K& L
S

hostname (config-group-webvpn) # keep-alive-ignore size
hostname (config-group-webvpn) #

Toavry FOnEREHHT AL, 2T 4 X2 b —a b ZOEENHIBRISNET,

hostname (config-group-webvpn) # no keep-alive-ignore
hostname (config-group-webvpn) #

WOFITIE, BESTEIA T2 FORRKY A A& SKBIZHRELET,

hostname (config-group-webvpn) # keep-alive-ignore 5
hostname (config-group-webvpn) #

T N—"77RY 2 — webvpn E— R T http-comp =2~ RE AL, FFED I N—TF 12—
FICK LTI TA T ML ASSLVPN v g %0 L7z HTTP 7 — 4 OJEHE & A 1 —7 v
\—L/ij—o

hostname (config-group-webvpn) # http-comp {gzip | none}
hostname (config-group-webvpn) #

AT 4 Falb—varprbavwy REHIRL, BEREEAINS LT 5HI2F, Zoavy
KD no X AMHEHL F9,

hostname (config-group-webvpn) # no http-comp {gzip | none}
hostname (config-group-webvpn) #

DAy ROBIRDO EFBY TT,

e gzip— 7 VT i — IR LCER R A R — T T 5 D L ERELET. St
7 )L METY,

snone—<% DI N —TF T2 —FIIk LEMENT 4 =T iz EnNd Lo FERLET,
77 A4 T MU ASSLVPN Y g vDFE, Ja—)Lary 7 4F¥al—2 g3 F— KT

g“'fl?ézhf: compression =~ > KX, 7 /L—7 7 U ¥— webvpn E— R —4 4 webvpn & —
THXE S H72 http-comp =~ LD B EINE T,

Wiz, Za—sL R —sales DIEMEET 4 =TT BH 2R LET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # http-comp none
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B sc2—v0s57  rLRSSLPN 75 w2 0%E

hostname (config-group-webvpn) #

BEI1I—HDISATF72RLASSLVPN 7 RADETE

\}

WKOHETIE, BEODZ—FDIF5A4 T ML ASSLVPN v a v DOREEZ AT <A R
THHEZOWTHHLET, =2—F4H a7 1 F =2 L— 3 E— FTwebvpnwebvpn =~
VREMALT, 2a—HF L webvpn 2> 7 4 Xal—ar BT—FERBLET, 27547
ML ASSLVPNIZE - T, —HiF, Web 77 U HEFEHL TASA~DEF 2772V E— |
TV HEAVPN b RVESLCEET, Y7 MU TEEIN— R =T 77472 MI
HEhOFEHA, 7747 NVASSLVPN #3252 & T, HTTPS A " #—% v b H A |k
T 7 HBATEDHIEEAETRTOa L Ea—Fnb, BIEV Web U Y — 23 LT Web 5
TV = a AT 7B ATEET, 7747 F LA SSL VPN IESSL BLUNZED
B THDLTLSI ZEH LT, VE—Fa—% & b FTHRELIFFEOTR— NS
TWANERY VY —A L OMOEx 27 izt LET, ASAIZ T a3 20EmNH 58
ek L, HTTP — NI38GEY 7 v AT A L stah L Ca—Y 2 GEL £,

2—HL webvpn 227 4 Fal—T a3y T—RDavr NZLk->T, 771 /b, URL, TCP
TV r—var~D7 AT FLUASSLVPN Yy v a UIRHDOT 7 v A2 EHRLET,
ACLBXOTZANZ I TTDHRNT T 4w DEATHIiRELEY, 7747 hL A SSL
VPNIX, 774/ b TlET 4= Wil >TWET, ZiH D webvpnwebvpn 2~ > R,
avy ROREEToTea—PRICOAREHAINET, Tur 7 ERELL T, 2—¥4
webvpn T2 7 4 Fa b —va Ly B— RICA-7ZZ ERbnD £,

hostname (config-username) # webvpn
hostname (config-username-webvpn) #

2—H#H webvpn 27 4 Fab—ary T R TANLETRTOa~vy REHIBRT 51
X, Zoa~vr Fone BXAEHLET,

hostname (config-username) # no webvpn
hostname (config-username) #

BFA—IN TaF 2 HEHTLH-0IC7 T4 7 ML ASSLVPN 3R ETHLEITIHY £
/\/o

GE)

ra—NL ary74Xal—valy E— Kb AL webvpn E— RTiX, 7747 ML A
SSLVPNtE v v a D7 a— \VREAETEET, ZOHETHALE, =2—F4E— )
BAoTzaz—H L webvpn 2> 7 4 X al—var = REHHTLE FEODZ—FDI T
AT MVASSLVPN Yy v aryDary 74 Xalb—val Bl AXA ATEET,

a—HH webvpn AT 4 F 2L — a3 T RTIE, RONRNTA—FENAZ~A A TEE
o BNRTRA—=ZIZONTIL, BFROFIHTHHA L ET,

* customizations
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HTIMLA D 74 L8 Y v F3avTovetivzy roke [

* deny message

* html-content-filter
» homepage

« filter

o url-list

* port-forward

* port-forward-name
* auto-signon

» AnyConnect Secure Mobility Client
* keep-alive ignore

* HTTP compression

W OFIE, username anyuser attributes {Zx% L C2—H%4 webvpn 227 4 F a2 L —T 3 E—
R&2BAtRT 5 HikE R L TWVET,

hostname (config) # username anyuser attributes

hostname (config-username) # webvpn
hostname (config-username-webvpn) #

HTIMLM S D4 LAY o84 3a0FoveEATocy FDIETE

ZD2—YDIFA T N ASSLVPN v g D Java, ActiveX, £ A—, A7 VT
M ZoX—%7 4N H2) U T7T5I20%, 2—F S webypn 27 4 Fal—2 a3 F—RT
html-content-filter =~ > REZ AN LET, 2TV 74 A ZEZHIRTHITIE., Z0avwy
K no & AJ1 L£9, html-content-filter none =~ > K& 34T L TIER L 7= XV EZE &
T, ITR_RTCOary7T Y 74 VEEHIBRT I, 5IEFRETTICZ0a~y Ko no B
EASILET, nod 7 v arEHHATLE, JA—TRY —nbEEMEATE Ed, HTML
aT U T4V EIK LW E D129 A121E. html-content-filter none =~ F&Z AJJ L
£9, HIML 7 4 v HZ U 703, 774V FTT 4 B—=7 A TY,

wEIZo=a~y Reffd 5 e, fiElE TOREN LEES SNET,
hostname (config-username-webvpn) # html-content-filter {java | images | scripts
| cookies | none}

hostname (config-username-webvpn) # no html-content-filter [java | images | scripts
| cookies | none]

Zoawy NTCHEATAIF—U— RN, kOEEBY T,

s cookies—1 A —UMNH 7 v —%HIFRL T, REWRIEE T ANZY T LT T AR —
PEALLFET,

«images— A A — U ~DZWEZHIRL T (KIMG> % 7 ZHIBRL £T)
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B 2 r—rr—cone

« java—Java 3 X O ActiveX ~DZ A HIFR L £¥ (<EMBED>, <APPLET>, LT
<OBIECT> 0% % 7 & HIER) .

snone— 7 A /VH VT EITORWI EERELET, XNVEEZFRTEL T, 744XV T
EEGLET, 74NV TEEREALRNESICLET,

eseripts : A7 U7 b~OSRAEHIFR L £F (SSCRIPT> ¥ 7 #HIBRLET)

WOFENL, anyuser & WD L BIOZ—HI|Z, Java & ActiveX, 7 vF—, BELOA A= D7 4
NE Y T aBET D IEER L TWET,

hostname (config) # username anyuser attributes
config-username) # webvpn

hostname (config-username-webvpn) # html-content-filter java cookies images
hostname (config-username-webvpn) #

(
hostname (
(
(

A—H R—LR—DIEFE

ZDA—YRTTAT L FLVASSLVPN By v aiiu s A Lz L EIZFERRIND Web
R—Y O URL #HET HI2iF, =—H4 webvpn 2> 7 ¢ ¥ = L—3 3 > F— KT homepage
a~ R&EASLET, homepagenone =~ > RE%HIT L TIER L7 X UEZE DT, HES
NTNER—LR—=IEHERT 521, 2oavry FonFREANLET, no 47 3~
EHERT DL, ZA—TRY) = bEEMKTEET, R—b =V &K LRI ST
%1Z1%. homepage none =~ > K& AJ)LE 7,

none ¥— 7 — KX, 7 747> hLASSLVPN R—ALXR—=U NI EERLET, ZHIC
LV IVEPRRE SN TR L= URESR I, A==V KSR < R0 £7,
F—U— K value D% A D url-string BT, Bm—L_—Y O URL 2#5E L£9, http:// £721%
https:// DWFTINTIHEDL AN U 7T 20 E R H Y £77,

F T 4N DR —=L_R—=JEH Y £H A,

hostname (config-username-webvpn) # homepage {value url-string | nonej}
hostname (config-username-webvpn) # NO homepage
hostname (config-username-webvpn) #

WOBNZ, anyuser &\ ARTDOZ—HF DR —L~X— L LT www.example.com Z$5ET 5 F
BERLTOET,

hostname (config) # username anyuser attributes

(
hostname (config-username) # webvpn

hostname (config-username-webvpn) # homepage value www.example.com
hostname (config-username-webvpn) #

BEEAVvE—DIEE

2 —H4% webvpn 227 f F a2 bL—3 3 2 E— KT deny-message =~ K& AJJT5H&, 7
FA T RLASSLVPN v g SCIEFIZE Z A L TX HH VPN BHEA F - 720 ) E— |
A—PICRETHIA =V ERIFETEET,
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hostname (config-username-webvpn) # deny-message value "message"
hostname (config-username-webvpn) # no deny-message value "message"
hostname (config-username-webvpn) # deny-message none

no deny-message value =~ > NiX, UE—h 2—HFNA v E—TU2ZEFELRVEIIC, Ay
=V FHNEHIBR L £,

no deny-messagenone =~ > Nid, #fi7n 7 7 A VR v—Dar 7 4 Fab—ainb
BEHEEHIBRLET, AU —IEEEERA L E T,

A v —UlE, FRCTF, AN—RA BRLOFLRZ BT CRoRK491 LFE THETE
T, HAOFIHMFIIA T FEnEFAL, TXANMI, vl A VRV E— R 2—FDT
T UWPICERENET, deny-message value =~ > NI UFHNEASTHE XL, a~v KR
Ty 7T LHEETHRT TANLET,

T 74NV NOIERA v E—VIEIRO LY TF,  [Login was successful, but because certain criteria
have not been met or due to some specific group policy, you do not have permission to use any of the
VPN features.Contact your IT administrator for more information. |

WOB OO A< Rk, 2—FLEF— RIZAD, anyuser & W) LBTOZ—FIZBIEEGR
ELET, #Da~r Rit, 2—F L webvypn 27 4 Fal—varE—RIAD, 0D
2—PFIZEEMITONTWAIESA v =2 BT LET,

hostname (config) # username anyuser attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # deny-message value "Your login credentials are OK.
However, you have not been granted rights to use the VPN features. Contact your
administrator for more information."

hostname (config-username-webvpn)

7747 MUVASSLVPN v v g VEMHY LIz —FDR—LX—VZURLD Y A F&2F
FTAHEIICHRETEET, RIS, Fa—L a7 X al—3 g F— FTurllist =
<~ REASILT, 1 DU LA &V A NEERTHZMERSHDET, 7747 FL A
SSL VPN OHFE D —HIZH— N URLDO YU A R &3 5121k, = —4% webvpn 2> 7 o
Xa2l—varET—RKRTurllist 2~ K2 AN LET,

url-listnone, =~ > RZMHH L TIER L7 X UMEZEH T, U A MEHIBRT A2, Zoa<
YROno FERXEANLET, no A7 v araFEHTHE, ZA—T KU —0BfEE K
TEFEJ, URL Y R FEMALZZWVE HIZF A2, urllistnone =~ RE AT LET,

hostname (config-username-webvpn) # url-1list {listname displayname url | nonej}
hostname (config-username-webvpn) # no url-list

ooy RTCHEAT AR —U— BT, koL BY T,

« displayname : URL D4 RIZfRELE T, ZOLAHNL, 7747 ML ASSLVPNtE > T =
YDOR—E N NR=DICFRENET,
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. I—4H D ActiveX Relay D1 =+ —J L1t

e listname : URL & 7 V— {4 54 H01%4EELET,

enone : URL DU A FNDIFELARNWZ AR LET, XMEZKREL T, URL Y A b&4E
HLET, URL YR MNDEEMALARNESICLET,

curl : 77 A7 R ASSLVPN D2 —HP N7 7 A Tx2% URL Z#HEELET,

F 74/ b®OURL U A MIH Y 8 A,
WElZDa~y KT L, miRlE TOREN LEEXINET,

OB, anyuser & W9 £ RO L —H(Z AnyuserURLs & VY9 URL U A M &5 ET 5 HiEE R
LTCWET,

hostname (config) # username anyuser attributes
config-username) # webvpn

hostname (config-username-webvpn) # url-list value AnyuserURLs
hostname (config-username-webvpn) #

hostname

(
(
(
(

21— ® ActiveX Relay D 1 r— J )Lt

ActiveX Relay Zflifil9 %5 &, 7547 FLASSLVPN v a v &t Lima—H¥R, 7
F Y &2 H LT MicrosoftOffice 7 7V r—> g UABREITX A L9120 ES, 77U r—
vait, By a &AL TMicrosoftOffice KF¥F 2 A hpF T a—RKET v 7Fa—K
EITWET, ActiveXDU L—iX, 7 74T FLVASSLVPNt v a3 v &2 T35FE THY
EETT,

747 ML ASSLVPN v a? ActiveX 2 b —L& A 2—T)VEIET 4 —
TMZT DL, =—H S webvpn 2 7 4 F 2 b —T a3y E— RTCROa~v REANLE
7

activex-relay {enable | disable}
TN—"T R =5 activex-relay =~ > R &K T 5101E, kDa~vr Fe A LET,
no activex-relay

WD a<y Rt BEO2—VAZIZEEMTONTNE Y T4 T ML ASSLVPN £y v g
D ActiveX 2 ha— L A R —T7 I LET,

hostname (config-username-policy) # webvpn
hostname (config-username-webvpn) # activex-relay enable
hostname (config-username-webvpn)

95AF7 2 RLASSLVWPN Y3 o TOT7 TN r—2a 0 7O RADA F+—T Ik
ZOa—=YPOT SV r—a s T I B REA XTI T HITIE, —V 4 webvpn 2T o
Xal— g E— RTportforward 2~ REANLET, A—h 74U —F 4TI,
T 74N NTIET 4 B—T Mo TWET,
port-forwardnone 2~ > R&FIT L CTIER L= X VEZEH T, a7 4 X2 b — a3 b

AN— MrEEELZHIRT AT, Z0a~vr FOon JEXAE AT LET, nod 7> a &
TBHE, TN—T R —nE) A MEMATEEST, 741X ) 7 HESEL TER— Mgk
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#—raxrzaont [

UARNEHMALZNEHIZT DX, none ¥—7 — R&F5E L T port-forward =~ > K& A
HLET,

hostname (config-username-webvpn) # port-forward {value listname | none}
hostname (config-username-webvpn) # no port-forward
hostname (config-username-webvpn) #

F—U— I value D% 5D listname LFHI T, 7 747 > b L ASSLVPN D —HR87T 7 & A
TEAH7 7V =y arDYANERELET, 27 4 X 2 L—1 3 F— K Tport-forward
avr REANLT, ZOUAMEERLET,

REIZDa~» FeET 5L, filEETOREN EFHEEXINET,

2—H4 webvpn 27  F 2 L—3 3 2 F— KT port-forward =~ REZ AL T, 77
Vor—ar 7 78R F—=TMIT DN, 7747 PV ASSLVPNtE v ¥ g Ta—
PPERTEL7 7V r—va OV A e ERTODRLERDY ET, Jn—L a7y
X2l —3 32— KT port-forward 2~ FEZ AN LT, 2OV A EEFRLET,

WOBNL, portsl L) AN— MEED X P E&RETLHEZRLTHET,

hostname (config-group-policy) # webvpn

hostname (config-username-webvpn) # port-forward value portsl
hostname (config-username-webvpn) #

R— MRERTADEHTE

2 —W4 webvpn 227 4 F 2 L— 3 F— KT port-forward-name =~ > R&fEf L, #F
EDOZ—HFHIZm s B 2—H~0D TCP AN — MuEZ i+ 2R -4 2R ELET,
port-forward-name none , =~ > R&fHH L CTIERK L7 XVIEA & T, Ras Z2HIBRT 512
X, Zoa<wr Fon BREZ AN LET, no A7 var2fiETLHE. 7740 M
Application Access WETLINE T, FRAZMEHLZRNE 12T 25121, port-forward none
av s RFaeEADLET,

hostname (config-username-webvpn) ¥ port-forward-name {(value name | none}
hostname (config-username-webvpn) # no port-forward-name

WROFNE, R— MRES test ZRET D TiEEZR L TVET,

hostname (config-group-policy) # webvpn

hostname (config-username-webvpn) # port-forward-name value test
hostname (config-username-webvpn) #

Ty I BAI—EFRICERIIRRAT TV A XDRE

Fy U= FARL AL, HWX—TTI7A47 Ao —V %ML T, 731 AR O
BRBIEWET 7T 4 7 THLHZEEHERLET, ZNODOA vE—VOR IR 5 TRt
7Y E£3, keep-alive-ignore 2~ R&Mi/HT 5L HEVA AUTORA vE—T% T T
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B cov orione

XF—TTIAT Ave—VERRLT, v iar IA~—DOHEHRICNT T 4 v 7 LR
SARVWEYICHEETEE T, PHIZ0~900KB T, ¥ 74/ MML4KB TI,

N oY 7 var ZEICEET S HTTPHTTPS N7 7 ¢ v 7 O ERZRET 21T, 70—
7R v — @t webvpn 227 4 ¥ 2 L—3 3 > FE— R T keep-alive-ignore =~ > K& L
ij‘o

hostname (config-group-webvpn) # keep-alive-ignore size
hostname (config-group-webvpn) #

ZOawy ROnEREHERATEE, a7 40X ab—2a b ZORENHIBRENET,

hostname (config-group-webvpn) # no keep-alive-ignore
hostname (config-group-webvpn) #

WOEITIE, ERTAIFT T2 FORERKRKYA X5 S5KBIZEELET,

hostname (config-group-webvpn) # keep-alive-ignore 5
hostname (config-group-webvpn) #

BEiY A VA4 DERTE
NTLM. #A HTTP 73k, iti%@ﬁﬁ%ﬁ%?éﬁ%%—ﬂ . 7947 ML ASSL

VPN OD¥EL—HDu 7o 7 LT oy v b x HBIRICETICIE, = —P 4 webvpn =227 o
¥ L—3 3 F— KT aute-signon =~ > FEFEHLET,

auto-signon =~ > Rix, 7747 FLASSLVPNt v g Da—HHOT 7L A v
A2 HATT, NTLM Rk, EAREGE, 72320l G2 M AT 285 0=dlca 7 A v 7
LTyl (=4 L RAT—R) ZRNEHT— NZE L £, #HO auto-signon 2w > K
EANTE, Zob0avy FREANBICREINET GElCATILica~y RBRBEISNE
)

HE A A U BEHEIX, webypn 2> 7 4 F a2 L—3 3> webypn Z—7 a7 4 F o Lb—
var, ¥Fldwebvpn 2—HFH{ I T 4 Fal— gy T—RD3O0FT— R CHEATE X
¢Ol~$%ﬁ7w—fK%%L\7w~fﬁ7m~ﬂw*ﬁ%#é&wﬁ%ﬁ%&%%%@
DEHAINET, BRTHE— ML, FEHT2RBEEOMEEHAIC L > TERY £7,

FEEY —N~OFFEL—FORBY A VAL 2T 4 B =T MIT 22, TOIP T uy 7 &
FIXURIZFRELTCZOa~vy RO no BREZEH L ET, T XTOH— N3t L CRGEE
F 4 =TT B, BIEEEELR VW T BREFHEALET, noA 7> a v &HHT
HE, ITN—T R =L EHARTEET,

WD~ REITIE, EARFRAEE 721X NTLM 58REA2 ) L T, anyuser L WO A4RID Y 74T
> b LA SSL VPN O =—H|Z%} L, URI ¥ A7 https://*.example.com/* TEF L7z P —s3~
OT 7 ERCHEY A A ERELET,

hostname (config) # username anyuser attributes
hostname (config-username) # webvpn
hostname (config-username-webvpn) # auto-signon allow uri https://*.example.com/*
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HTTP EfEDIETE

wrre EoiaE |

auth-type all

WDa<y REITCIE, 7%y b <A 255.255255.0 2l L C. anyuser &\ I LREID T F
AT FLASSLVPN Oa—HFIZ% L, IP 7 KL A 10.1.1.0 ZF 0P — S ~D AR E /-
IXNTLM FEREC XD B8 A A 2R ELE T,

hostname (config) # username anyuser attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # auto-signon allow ip 10.1.1.0 255.255.255.0
auth-type all

hostname (config-username-webvpn) #

Z—H4% webvpn 227 4 F 2 L—3 3 2 F— RThttp-comp 2~ KZ AL, FFEDL—
PIZH LTI IA4 T L ASSLVPN By v a & LT HTTP 5 —Z O EfE A2 A % — 7L
I LFET,

hostname (config-username-webvpn) # http-comp {gzip | none}
hostname (config-username-webvpn) #

a7 4 Falb—varhbavy REHIBRL, ERMEAIND L IICTHITNE. Zoa~vy
KD no TEXAEFHL E7,

hostname (config-username-webvpn) # no http-comp {gzip | none}
hostname (config-username-webvpn) #

ZOa<wy ROEIFIRO EBY TT,

cgzip— 7 V=T E T —FIK L TEME A X —T7 T H 2 e E2BELET, 2l
T 74V METT,

snone—* DV )N—TF T —WFIZH LIEMERT c B—T SN d X oBERrLET,

7AT Y FUASSLVPN v v a v OhE, Zu—bary7 4Falb—ary - KT
A% E 4172 compression =~ > KX, 7 /L—77R U 2 — webvpn &— Ko — 44 webvpn £ —
RCEE S 472 http-comp =~ > R LD HELINE T,

ORI, testuser & V) 2 —HZ TIEMAET 4 B—T NI L TWET,

hostname (config) # username testuser internal
hostname (config) # username testuser attributes
hostname (config-username) # webvpn

hostname (config-username-webvpn) # http-comp none
hostname (config-username-webvpn) #
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B x=—rroxn7oex

AI—hr FORILTOER

WOETIE, 7F3AT 2 NV ASSLVPNtEv L a L TAY—h N RA TV EREAL F—T
T BHE, FNoDOT 7RG AT 7Y r—2a v oE. BIOMEA EOEEIC
DWTIBA L £,

Av—F bRV T 7 BRAEZRET HITIE, Av—bF bRV VR REERLET, 2DV
A M, Av—F bV T2 RAZELIZ L DU EOT TV r—v gy, BLOZDY
A MZBEEMT N RRA U N ARV —T 4 VT VAT AEEOET, £ NV—7 R
Jy—Fidn = a—F R —TiE 1 2ODA~—b hr R U R IR R— ST
WABTD, TP R—ZATERWT 7 ) r—yarahiRl—hReET5720l, FA—7
fELTCA~—hF bV U R NMIMZDMERHY T, VARNEERLEDL, 12 DS
N—T R vr—FiFn—ha—F K)o —2ZDY A EEV Y TET,

WOIETIE, A~¥v—h PURLBLOEOREHFEIZOWTHALET,
e ZAw— kK bz ONT (22 =)
« Av— b RURVORHESRME (23 R—)
e A% — K FURADTA RTA Ly (24 =)
c Av—h MR T I RACHERT TV = a VOB (26 X—)
e A —k FURL YA RMIONT (26 2—2)
e Aw— K bRV RY —OFEBIOwEA (27 =)
s A=k bRV YRR Y - ORE LA (28 =)
« Av— b b FVEBTA Ay =R U X ROER (29 )
« Av— b FUFRVEEY A A =N U A RADY— DB (31 X—)
« Av—h XV T RAOHBNE (32 3—)
e Av— K MRV T I EADA X =T NLEF T ~DE Y X (33—

e A —h FRAMSDOR T FTDHRE (34 2—)

AY—F F2RILIZDINT

A~v—hk hrxE, TCP R—ADT SV r—y a7 T4 _X— |k o MEOFERTY,
TDAS—K RV TE, ¥X2 VT4 TTIAT U AENRNAT A ASA T 0¥
P—=REeFBH7 74T LA (TP R—2R) SSLVPN Y v a UAMEHENET, X
~—h bRV T I RAREHATET ) r—a BB EL, &7 )V r—yarpa—
HV RAZFRTETE F9, Microsoft Windows TEITT 27 7Y r—ra VoBEEIE, Fov
JH LD SHA-l Ny v a2 D—FE, A~v—hK N RVT 7B AZHFTIH54EE LTERD
TXET,
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2v—+ rornonrzs ]

Lotus SameTime 3 X U Microsoft Outlook (X, A~—hk N RNV T IV REZFHATHT 7Y r—
va rOfFITT,
2Avw—h PURAERETDHITNE. TV A= a BN T34 7 2 M THDHD, Web it T
TV r—2aryThDHINIL LT, MOFIEONWT NN EFEITTHILERHY 7,
cIVITAT U NT V= a1l DU EORw—1 Frpb YR NEERKRL, Av—
KRRV T I BAEZMEETHINAN—T R —FFn—h L a—F R —|T%F
DU ARNEE DB TET,
¢« Aw—h bR T I B RITEK TR Web X7 7Y r—2a D URL 2f8ET 5 1

Ubtn7y <=2 VA2 MY ZERL, A~—bF PRV T 7B RAZRELET D
IN—TR)v—FlFn =N a—F R =220 ) A FEEY Y TET,

Fi2, VIAT VMV ASSLVPN v v g V& LImA~— K b ARG TOR T AL
LT ooy VOREEBENET D Web xS 7 7V r—v a0l A MBIERTE ET,

AX—k FORILDAY Y +

A<w—F NNV TITRVATIHEE, 7I9AT L FOTCPR—ADT 7V r—aif, 770
PR—20D VPN i 2 L CH—ERCT 7B ATEET, ZOHETIH, 77374 0%°
VH—T 7 /ad—ThHhHAR— Mkl ki LT, =2—FIIRO XD 2FERH Y £,

e Av— bk bR, IS4 LD T p—< o ARAELET,

o R— MERELITRLY, A~—F b RATlX, e—I NV R— b~ — VT 7Y r—
VarOa—VEREER LW LIk, 2—F =/ AR AR LS E

1,
cH— MEELIEIRAY . Av— b hURATR, 2P AL OLERD ) E
.

TIITAORNEE, 7IAT N TV =y a v EVE—N o P a—XIIAf VA h—
VT BMLBRIRNE WS H T,

AY— bk FUORILDEREY
A<w— K R RATHR—FENDT Ty N T4+ —L LT TP HONTIE, AR— bEO
VPN 75 v h 74—, Cisco ASA 5500 > UV —XZHBRL T &N,
W OB L HIFREEIE2Y Windows CHOA~— K M FL 77 ¥ AT H S E T,

» Windows TlX 7 7 7 T ActiveX F 7213 Oracle Java 7 > ¥ A LEREE (JRE 6 LA % HELE)
A X —T M L TBLSBERD D,
ActiveX ~— T TlE, BET 5 71— AR U 2 —I|T activex-relay =~ > R & A Jj L THE<
ZENKETT, avw s REANLTWD, KUY —IZAv—K b UX NEH
DWECTNT, U RKRA L bOT T UFOTaX 4 ) 2 R TT xRN M EINT
WAYA. 20U A MI Tshutdown.webvpnrelay. ] =2 ~ VU ZBIMNT 24X H Y £,
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
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e Winsock2 D TCPRX—ZADT7 7Y r—ra U120, A~v—bk borp 7 7B RIZHT 5,

* Mac OS X DIGAIZIRY . JavaWeb Start 27 7 U CA F—T NI L CTEBLMERDH D,

AX—hk FORILDAA KSA4 Y

o« Z<w— bk kI RIE, Microsoft Windows Z#3fTL CWAha L Ba—ZttXa T4 7
TIAT CARICEE SN X R R AR — 5, A~— K F UL, Windows
TYAT AEROINT A—H %3 ET % Internet Explorer iX E&HH L £9, ZOHEN
TaxUERESLGAENH Y FT,

e Windows 2> E2—% T, 7aXT N ASAWLT 7B AT HMENGIGAIE. 77
ATV MDTITOFICAXT 47 Xy 2 N BRKLETHY, BFiLDR A
ENRZ AT hOTaXIMBANDOY A MIEENTHDIRLERH Y 7,

e Windows 2 B2 —& T, 7OX TN ASAIWLT 7B AT ALENRRL, Tafdn
RANT TN r—2a il T 7B ATHMNENRDDGEIE. ASABRT FTA T D
TuaXHNDY A NMIEGENTVAELERD Y 7,

TaXY VAT AIAZT vy Taxy s N ERITHBRED Y T4 7 v hOK
E. FTIXPAC 7 7 A ML > TERTEET, BlfE. A~—F bV TlE, AH
T4 Y TaXURELTNIR—FENTWET,

¢« Av— kK FY R/ T, Kerberos Constrained Delegation (KCD) (XA — k Ifuauy,

* Windows O35, a~>y K 7Xar 7 "o LT 7Y r—ya VicA~w— K huUx
T IR AR BINT A%, Av— R PR VA RD 1 ODOT kU O [Process

Name] I lfemdexe] ZfEEL, MO M7 7V r— a3 BRSO ZZHEET
HRENHY ET, ik Temdexe] BT 7V —2a vy OETHDHT-HTT,

cHITP XR—ADVE— K 77 EBRIZL ST, W<ONDH TRy FABAVPNF— LT = A
NDX—WT I ARET v I THIERNHD, TNEEETDHITIE, Wbl Ra—
FOBATE DD N T 7 4 v T HN—T 4 7T 572D ASA DRI T 0 X Z2/E L
9, 2O XN CONNECT AV HR—hLTWARENRH Y 3, RFENMER
TaXLOREG, Av— b FURUE, BRSSPV X MBIES A TEFEYR— P LE
7T

e Av— bk RN IND &, ASAIL, 77 UH FatEARELTH DA VPN
vy alRRBETIRTOTIUY N TF 7 4 v 7 %T 74/ N TEET D, 72, tunnel-all
AU —DEAENTWVAEAICOI, ASA IZF U EZITWET, 22— RT T o
TavADROA AKX AERMTHE, VPN a VU RREATIRTDO NI 7 4 v 7
NEFEENET, 779 7o 2ARNFEULT, X207 4 77747 AN URL ~D
TR A BB LARWVGES, 2—PIIFOURLEZHL Z L3 T A, HEEEE LT,
tunnel-all TIX7RW F o RV R Y —%E Y Y CTE4,

C AF— NI T2 VA== RRE LT L& Av— b PURAEHRIIRR S EY
by A—PIXT 2 — VA — = BICHEGET DBERDH Y £7,
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e A —hk RO Mac/A—2 g E, POSTV v o ~—0 ., T4 —AL_X—2AOHEY A
Ay F771E POST ~ 7 @iz R — K L7suy,

*Mac OS —HF DA, N—H )L X=UnbEIHINZT I r—ya U iZifnA<—h
Moy a rBHENTE D, ZOELEIZIX, Firefox 12X HA~— K R XD
PR—FbEENET, A~v— b bRV ERONHEHT DB, Firefox 2 H LT
Firefox DRIDA AL o A% BT H1T1%, esco_st LWV ARTOL—H 717 7 A L)
METT, 20— Ta 7y AP FELENES, By v arTiE, ERT2 X912
2—HPIZERLE T,

*MacOS X Ti&, SSL 7A 77 VIZHA T I v 7V 7 &z, TCP 2+ 257 7V
r—varzA<w—h bURAVTHEATE D,
*MacOS X TlE, A~¥v— b Py RMTIREYR— KLU,
e mF T HP—ER
cHEYVA A
2 DOD LNV DEFAR—=RA NS 27 7Y r—a v
s Telnet, SSH, cURL7Z2ED Yy Y —N_X—=ZADT SV r—=3 v
« dlopen & 7213 dlsym % L T libsocket 2 —/L & RO T 7 7Y r— 9 v
e libsocket T — /v Z WO TAZT 4 v 72 7 ST T r—a»

*MacOS X Tl&., BB A~D TV RANUETHD, £, TONRATRLF L /PNLF
NDEHENFET, F2—TLONRRERE LWL IITTDHITIE, BH /3 ADFNCTF VL
(~) ZASILET W : ~bin/vne) ,

e Mac 734 A2 Windows 7 /31 A® Chrome 77 YV TA~v—F ho g EVR— T
BI2ODOHF LAYy RPHE SHVE L7z, Chrome Smart Tunnel Extension |3, Netscape
TITA T TN r—=varyIalIhA =74 A (NPAPD) IZRDDLEDTT,
NPAPI |Z, Chrome TiZHAR— hEINp< 72 FL,

ZOWET e 7T KA A =)L LTl Chrome TA~— bk k> RUIxHE L7z
T l~w—0%7 Vs 3HE a—WPIET 17T L ARG TE S X 512 Chrome 7 =
TARNTIZIVEA LY &N ET, Chrome ZH A A =T 255, 2—FITHLE
Tu T hERETE5 L9 Chrome V=7 A NTIZBEISNET, ZOIET 0T T
Alx, Avw— bk FURVOETITHEIRNA TV E ASA DX 7 ra— RKLET,

Chrome DT 7 /v h DX 7 va— REFHN, BEO2—VO [(Fyrooa—K|] 7304
ERLTWARENRHY £7, F72i1E. Chrome DX 71— K& EMN [Ask every time] T
bHGEIE., 2= FIERRONIZE X [Fyrn— ] TV ZEERTDILEND Y
*7,

Av—hk hURAVOFERFB, BEDOT v 7 ~—7BIOT 7V r—ra VERER. il
PR RED A VA h— e Xy va— REFHEED 7 m i AUSMIERE SN EH A,
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B =t rornroercEELET T —2 v 0Em

AX—k PRIV THERIZERETZT T) 55— 3 00EM

HASADTTFATFPLUASSLVPN 27 4 X2 b—varid, Av—hk P/ AL
EYAR—FLTWET, £UANMI, Av—bF PRV T 72X ZHEER 1 DU LEOT Y
r—variERrLET, HEIN—T K o—FHFa—FLiT1 >ORA~<w—F hrpriL U X
NOHEYR— T ED, VPR—FSNDET TV r—rarOkty hEAY— K hRL
VA M N—=TNT H0ER HY £,

AX—bF PRIV YR BFZDOWNT
IN—TF R —ba—FHT LT, WOWTNNEITI LHICZ T7A47 2 h LA SSL VPN
ERETEET,
cax—HFor A URHIABMICA— ] RV T 7B REBGT S,
cax—HDOul A VLAY —F NORNV T IR EA X—=T VI TDH, 7272L, 2—H
1227 47> b LA SSL VPN 7R—# )L ~3— D [Application Access]Application Access>

[Start Smart Tunnels]Start Smart Tunnels?h % > A L T, A~—hK bRV T 7R %
FEVCTHIGT D LERDH D,

A\

GE) RA~—pF brxrvuartr Arvarid, 70— R —
L —PRITH L CHWIZHHE T3, 1 2R L TS
AN

KD smarttunnel 2~ K%, 7 V—7 R v —ba—PLTHHARETT, £/ L—7 K
Vo—ba—HPH0ar74Xalb—ali, INb0a~vy RE—E 21272 AR —
LET, 0D, 120a~vr RRASTIND L, ASAIL, U DO T NV—T R —F721%
2—PHDA LT 4 X ab—vaNFETHavy Refilinavy REEESH ET, &
Boa<r ROBEIL, JA—7 R —F 32— LT TIZIFEET D smart-tunnel =~
Y RBHIBREND 72T T,

» smart-tunnel auto-start ! A k
a—Hou A4 URICEEICA~Y—F R RIL T 7B ZAZHET 5,
« smart-tunnel enable U A b

a—F s, VA= RV T IR EA F—T M LET, L, 2—H
L7 547> h LA SSL VPN 7R — % )L ~X— D [Application Access]Application Access>
[Start Smart Tunnels]Start Smart Tunnels/r % > 2 L C, FETA~—bF b RxVL T2
T AZFMT OMNERDHY £,

* smart-tunnel disable
Aw—hk PRV T I RBAZEEL £,

* no smart-tunnel [auto-start list | enable list | disable]

B RKue—on—7



| Ruv—on—7

23—tk kv iy s—onEssvEn |

smart-tunnel 2~ KR NV—T7 R o—F/ida—HFLar 7 Xz b— g U bHH|
B X 41, [no] smart-tunnel 2~ > R¥FT 74 /L h J)L—7 KU —bifk S vE T,
nosmart-tunnel 2~ > RORZIZHDHFX—V— REIA 7T a o TTH, ZHDOF—TU—F
IZ & > CTHIBRT 5 smart-tunnel =2~ REREL E7,

ARX—F PRV KRY)O—DRELS L VEA

ATy T

ATvT2

ATv7T3

ATvT4

A<w—hk bR —iF, IA—T R o—F i — VL EMNORENLETT, &
TN—T R —F T a—FL41L, T e— IR EINT-Ry hT—2 DU 2 NEBRL
£, A¥—b b RAEFNTTEHE, FURANTDO T T 4 w710, Xy FU—7 (K
ALDEY N ERETDHCLIBIOEEEINTZA~—bF b3V 3y hT—7 2 LT
A—PIH L TR —%WHATAHCLIO 2 DO CLL#ffT& x4, koo~ Fick-
T, A¥—hF PR RV —ZRETDHEOIHHTEEA DY 2 SAMERR S NET,

FIE

74T MVASSLVPN 207 4 X2l — gy B— NIz 4,

webvpn

Zw—h PRV R —REDIZDIMEHNTLHRA FOY X FEAERLLET,

[no] smart-tunnel network network nameip ip netmask
s network name /X, K2V ARV —IZEHAT HARTTT,
cipld., XYy hU—=ZDIPT7 RLATY,
s netmask 1, X NT—7 DFy h~AV TT,

* cisco.com 7R E DR A ML~ AT L L FE T,

[no] smart-tunnel network network namehost host mask
FrED I N—T R v—Flda—F R =l Av—F bR —2iEHLET,
[no] smart-tunnel tunnel-policy [{excludespecified | tunnelspecified} network name| tunnelall]

* network name I, bRV T INDHFy NU—T DY A NTT,

s tunnelall 13, T _XCx bV 7 (B5fb) LET,

s tunnelspecified 1, v NV =74 THREINTIZRXY NI—2 &2 bRV U795,

« excludespecified 1X., %> NV —J AL THRESNTZR Yy NT =7 ODHEROR >y MU — 27 720
EhrxV T 5,
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B A=+ roxn bk o—oe cEm

AY—hk PRIV FORILKRY) O—DEERTE & E

ATy T

ATy T2

ATvT3

SSLVPN 27 AT b TDOATY v b bR E LRI, A~—F PV ARY —iT
In—7 R =B Ra2—VPLZHEMOFRETT, FI/N—T KR —BILO2—F4IT
Ta— rSNVIERESNERXYy NT—J DU R NEBRLET,

FIE

Ta— NVWIERESNERXYy NU—7 DU R NEBRLET,

[no]smart-tunnel tunnel-policy [{excludespecified | tunnelspecified} network name | tunnelall]
* network name (3, RV T INDHF Yy FT—=7 DY A KTT,
e tunnelall | X, T_XC% b3V s (L) LET,
« tunnelspecified | X, * > N = A THRESNIZR Yy "= T E o) 745,
« excludespecified /X, > N =74 THREINIZ Ry NT—7 OINTDOR v 8T —7 7207
RV T D,
IN—T R v—BILOa2—H R o= bR AU —%wHA L ET,
[no] smart-tunnel network network nameip ip netmask

ER 8

[no] smart-tunnel network network namehost host mask

—FHDa<vr RiZEoTHEAMRBEESN, thFDoa~vr RizckoTxry hU—7 IP BNEE
SINFET, 1 OFETFHEAL T EEN,

* network name 1%, ~r RN RV —ZHEHT LRy NV —2 OARTEZRELE T,
ipaddress 1%, *v NI —27DIP T FLAZFRELET,

s netmask 1X, %y NIV —7 DRy N AT ZHELET,

* host mask 1Z, RA N4~ A7 (*cisco.com 72 &) HELET,

1 -
1
1 OORARNETFEEL bRV R —ZERLET ROFITIE, A2 b U X=X

www.example.com (10.52.2) THARINTEY, A MDIP 7 RV A LARTOMW T Z5%E
TOHLDOERELET)

ciscoasa (config-webvpn) # smart-tunnel network inventory ip 10.5.2.2
or
ciscoasa(config-webvpn) # smart-tunnel network inventory host www.example.com

R= b F =D I N—T R =2, BEL RO 3L RY —2EHA L ET,
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ciscoasa(config-group-webvpn)# smart-tunnel tunnel-policy tunnelspecified inventory

AFyT4 (LE) =T RY—DR—LX=VEREL T, ZOX—VTAY—F hrRLEA
F—=TMILET,
i
Bl

ciscoasa (config-group-webvpn) # homepage value http://www.example.com
ciscoasa (config-group-webvpn) # homepage use-smart-tunnel
ciscoasa (config-webvpn) # smart-tunnel notification-icon

GF) AZVFRERBR LIV 0nET v 7r— LR Ty, FHEIEOR—URA
~— b PR TER T e RETE £,

R—hF =N 7 A RHIRINCZ TA T BV AR—=Z )L EN STITHERA X b Y H—
W=D TFTAT YV RVATIEATEDLLIICLIEWVERV T —REZTWBEHE, X
<— K PRV R) —REITHEY) AT 3 T,

Aw—hF bR EA F—T VT LIEREETT T U PIC L o THBENT- TR TO T o A1
N RWNT VB ATEDSD, T74/VETiEH, Av—bF bRV TV r— g O
EIFMATIIH Y A, 21E L, R=FANFRENRNZD, a7 T 0 MNaMT7T A 2%
ARX—TNMZTEET,

AX—k FoRIILBEHA A H—/N 1) X FOER

FIE

ATFYT1 V5954 TF72RLASSLVPN 2L 7 4 X2l — gy F— ROz E9,

webvpn

ATFv T2 F—NURNMIBNTEE— NI U THEALET,

smart-tunnel auto-sign-on /ist [use-domain] [realm realm-string] [port port-num]{ip ip-address
[netmask] | host hostname-mask}

elist: VE— K Y —"OURANDOAFERELE T, AX—RZEG0HE, ARIORIRIC
SIABZHEALET, UFAlidRKk 64 XPETHATEEYT, a7 Falb—Ta v
NIZY A RDBMFIEL 7R WES, ASAIRY A MEERLET, fFETIHA. U A Moy
MU ZEMLET, KBILRTWARTZEID Y TET,

s use-domain ({£E) : HIECTHLELREAIE, Windows KA A v E22—FLITEMLET,
ZDOXF—T—Re ANTHELEEE, Av—bF b FV VR RE1DOUEDT V=T R
V—F =P LITE Y Y TAHRLEZII R AL VA ERELTLLEEN,
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B =+ roxnanyaots v =R UR rofR

ATvT3

ATvT4

ATy Th

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

s realm : FBFED LIV AEFRE L E T, LILAIE Web V1 b OfRERIRICBIERM T S, 3R
FERFICEREE T 1 7 N ETIIHTTP ~y X — DWW TN T I U FICHEE SN EST, H
YA A UBRRESN, LILVADOLTFIINRE SN, 2—HF XLV ADLT | &
Web 77’V /7—3 3 - (Outlook Web Access 72 &) TREL. Web 77U r— g 2
AUF T HIERLST 7 RBATEET,

eport : BBV A A L EBFATT HAR— M &4EE L ET, Firefox Tid, N— FESNEES
NTWARWES, BBV A 4%, T 740 FOR— S 80 B LN 443 TENEFH
T 7B AENZ HTTP B L OHTTPS &% L CEITESNFE T,

cip: IPT RLRERY hvRAZIZK o TH—RERELET,
« ip-address[netmask) : ABERGEHEDARA MOV T Xy NU—7 ZELET,

shost: R A MAFERITITVANRKAI— R AZIZLEoTH—RERELET, ZOF T3
VEERATAHE, IPT RLADEAFT I v I REENa L 74 Falb—a U R#EL
i—a—o

* hostname-mask : BENFRGET ARBDORA N EZIZTA NIRRT — R~ A7 2B ELET,
(EE) ASARTEICEREINDLEBVIZVUARLEIPT FLAFHITIAA M EZEEL T,
Y—XDY R b= MY ZHIBRLET,

no smart-tunnel auto-sign-on /ist [use-domain] [realm rea/m-string] [port port-num]{ip ip-address
[netmask] | host hostname-mask}

Av—h PUXVEHEIY A A =N VX P ERRLET,
show running-config webvpn smart-tunnel
config-webvpn 27 4 X L—3 g v E— RV EZ E7,

config-webvpn

Y7 Xy hNOTXTORA MZBINL, 3 CHEZRBHAIC Windows KA A & a2—T4
B L £,

smart-tunnel auto-sign-on HR use-domain ip 93.184.216.119 255.255.255.0

(EE) HIBRT 2= FUNY A ROH—DT M) THLHGEIE. VA MPDLZEDOT LY
ZHIERL, HR WO ARTO U X B HHIFRL £,

no smart-tunnel auto-sign-on HR use-domain ip 93.184.216.119 255.255.255.0
ASAREMNMD U A M EEEHIFRL £T,

no smart-tunnel auto-sign-on HR

RAAHDOTXTORA & intranet & WO ZFIDOA<— bk bRV EHBEY A A4 U A B
WZiBmL 9,

smart-tunnel auto-sign-on intranet host *.example.com

UA bz M ZHIBRLET,
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no smart-tunnel auto-sign-on intranet host *.example.com
(F) A3 —F FoRVHEVA ANV R NERELIER, TOYVANET 7T 4
TIZFT B2, IA—T R o—FiFn—In a—F R —IZU A EEHID Y
THRERDHY £T, FFMICOVTEL, Z22RLTESY, Av—F FrxA
A oA =N U X bADY =DM (31 R—)

AY—hk FURIVEEY A A —/N R bADH—/ DB

WOTFNETIE, A~— b brxEgERTcOREY A 4 U ZRET 50— 3D ) 2 M —
ZEML, 2OV A2 N—7 R o—F=ida—h 22— 8V Y TEHECHONT
FAL £,

5RO BRI

« smart-tunnel auto-sign-on U 2 k =~ FZfEM LT, I — DU R M 2AER L E
To IN—T R —F R FTa—PRAITHYYTLHILRTEDLY R MI1DETTT,

N

G¥)  A~=—1b bR HEM A A UFEREIL. Internet Explorer 35 X Y
Firefox 2/ L7=HTTP B L OHTTPS ®E 21757 7V 7r— =
VT EYVR—FLTWET,

s Firefox Zfif L CW A 5A X, EMEREA M EZIXIP 7 L AZMH L THA MR
ESINTWLZ xR LET (VAN RI—FREHEHLEARARN A7 IPT LA
EHEALEY TRy b, BEXORy bR 7 3fFEHTEERA) , =& 21E., Firefox T
X, *.cisco.com # AJJL72V . email.cisco.com A T HHEMYA A EHFELZY
THILIXITEERA,

FIE

ATFYT1 259547 NV ASSLVPN 2> 7 4 X2 b— gy B— NI B2 $4,

webvpn

ATFVT2 IN—T RIS —DIFTA T ML ASSLVPN 2 7 4 X2 lb— g2 F— NIV ExF
7,

group-policy webvpn

ATFYT3 2—HFLDIFTA T ML ASSLVPN 27 4 Fal— g2 F— R0 Ex £9,

username weprn
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B ==+ roxr7oezoanit

ATvT4

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

Av—hk hrx)BEV A F L 2 IA T LV ASSLVPNE v g &2 A X —7 LI LE
j—o

smart-tunnel auto-sign-on enable
EE) A~v—h hrRVEBY A A 7747 PV ASSLVPN Y v a v a4 7IicY)

Dz, V=R —F i 3a—Fanb0ty i a U EZHIBRLT, 740 &
LE7,

[no] smart-tunnel auto-sign-on enable /ist [domain domain]
slist: ASAV 7A T FMUVASSLVPN 27 4 X ab—y g VT TIIFET H A~ — K
FxVHBY A VA U A ROARITTY,

o (fER) domain : FEAEHFIC 22—V LITEMEND RAAL VDAFITYT, RAAL U2 ANT
5% 4. use-domain ¥ — 7V — RK&Z U XA = FUIZASILET,

SSLVPN 2> 7 4 X2l —YarWNOAv—K~ hopLAHBIYVA L F L VR NOZ L R %
FKRLET,

show running-config webvpn smart-tunnel

HR L WO AHIDA~—F b VHEY A Ay VA M F—=T M LET,
smart-tunnel auto-sign-on enable HR

HR & WO ARIDOA~— b MV HE A A VA M A 2=/ L, GBEEFIZ CISCO
LWHAHTD RAAL a—HPHITEMLET,

smart-tunnel auto-sign-on enable HR domain CISCO

(fEE) HR EWOAHDA~—b b RVABYA oA VA M7 V=T R —inb

BIRL., T7 4L DTN —T R —mbAv—hk b xVEBI A A VAN o<y
RafR L £,

no smart-tunnel auto-sign-on enable HR

AY—hk PRIV TOERDBEENME

a—HFor T A URHZAT— N RV T 7R 2% BEIIZEAT 2121E. RO FIEZ ELT
L%,

1R BHEIIZ

MacOSX DA 1%, BENBHGEHKENTHONL TV TH W TH, A—% /LD [Application Access]
NREMZHBT TV r—varol 7% 270 w7 LET,
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ATy

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

27—t byl 7RO 2—T et T~noyEx

FIE

7534 T 2 RVASSLVPN 207 4 FXal—3i gy B— Rz £4,

webvpn

ITN—T RV —DIFA T ML ASSLVPN 27 (FXal— gy E— Rz F
7,

group-policy webvpn

2—HPFH{DI FA T RN ASSLVPN 27 4 Xal— g F— RV B2 F3,
username webvpn

a—Fou s A VEHIAY—F FURL T 7R A HBMICEEBLET,
smart-tunnel auto-start /ist

list 17X, T TIFETDHAY—F b URARNDLRITY,

&1

hostname (config-group-policy)# webvpn
hostname (config-group-webvpn) # smart-tunnel auto-start appsl

ZHACE Y appsl EVILARID Aw—k hr R U R RRZ—T K B ST S
ET,

SSLVPN a2V 74X al—yarNOA<w—hK bR VRO M) AFERLET,

show running-config webvpn smart-tunnel

TN—7" R —F2da—P4 D5 smart-tunnel =2~ FEHIBRL, T 74V MIRELFE
KR

no smart-tunnel

AX— bk FORILTIOERRADA SF—TILEEAF TADYYEZ

ATy T

FI7 I NTE, Av—F FUXUEIA TR TVET,

FIE

JIAT L FLVASSLVPN 27 4 X2 b— gy B— R0 2 £9,

webvpn

AFYT2 IA—F RV —DIFAT L FLASSLVPN 2 7 4 Fal— g F— RNz £

B
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B =+ rozunsonsroogE

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

group-policy webvpn

2—YPLDIFTAT L MVASSLVPN 27 4 X2 lb— g2 T— NGV EZLET,
username webvpn

Aw—h bRV T I RAEAF—=T M LET,

smart-tunnel [enable /is¢ | disable]

list '3, T CICHFEETHIAY— ] PV U R NDOLRITT, BiIODFE D smart-tunnel auto-start
list z AJTL7=35801%, A~—F bRV T 7B RE2FEHTRBTHALETH D T8 A,

51

hostname (config-group-policy) # webvpn
hostname (config-group-webvpn) # smart-tunnel enable appsl

ZOBITIE, appsl EWIOLFTOA~—K FrF URARRNT—F RY o —ZE04TH
nEd,

SSLVPN 27 4 X2l —Y g HNOAY—h hoxV VRO M) ZFERLET,

show running-config webvpn smart-tunnel

TN—T R o—F-Ze—h )b 2—H R > —5 smart-tunnel =< REZHIRL, T 7 %
NEDTN—TF K)o —IZRLET,

no smart-tunnel

A<w—N MRV T IR ARG 72U 2 £,

smart-tunnel disable

AX—hk bR SOATAITDEE

\)

TR, Av—bk RN SOEY R T AT FEICOWTHHLET, T THOT T T
Vo4 FuEHLLN, @7 Aaya2m57 )y 7 LTl 70 NefERdbdeE, A~v—1b
ropaAmnbul 47 TxFE9,

GE)

R—=F Mol T NARE AT LM BEIOLEST, ZOHEZ, 2747
YRUASSLVPN HTHY, A~v— K P RABMEA SN TODENE I NICERR v s
T TONET, BT A 2%, TV EEALWRAE KT e T v a vk
T 25EICRVERT I NENH Y £,

B RKue—on—7
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FIOEAPET LEHEDRTY—F bR LDOTF ITDEE .

HIOLANRTLEBENDAT—F FoRILALDOTA ITNDHRTE

ZOHETIE, ol F 75ROl T_XITOT IO EALDZ ENNLETT, A<—h b
YHANDTATEALIBUE, SO EADTA T EA LOBRICHEMTIT N THETS, 72
ZIE. Internet Explorer 7> 5 A~— K kL EBAMA L7855, iexplore.exe 23 3E1T XL TV
Wk ZAw— |k hURARETICRY T, Av—F bURE, =R s T hEFIC
FTRCOT TV EALZHATH, VPN v a V& T Lz S L £,

GE)

ATvT1

ATy T2

BRI TL, 790 7 e AR T —0fEL LT, BRI TR E-STNDH I &
Nd 0 F£9, F7-. Secure Desktop Z{HH LT % & X2, =—H ) Secure Desktop N TF X
TO7 7% EHLTHLT I U Tu ARFIOT AT by FTEITSNTWDLHERH Y
To LIER-T, Av—Db bUrUE, BUEDT A7 by T CRRINTNDHT 4 RUNR
WERIZTRTOT T U AV RZARKT LI R LET,

FIE

EEENBINT A AL E T a— VT UNCT B E TR LET,
[no] smart-tunnel notification-icon

Zoa<wr R, IOV O 4R EHLAZETCu s Ty R ETOOTIEERL, a s Ty
F 7T 4 ERREL, 2—FCa T T OO ST TN T A A BRRENSNE
IR F 9,

F-, Zoavwy RRBEMT A v e A ERIIA 7T L BEICAT U ERITA TR D
BTaeARKTTA5600 747 L ET,

notification-icon %, B 7T T NDDIIT A a AT LA IV T E2BETLHF—U—R
‘(“—a‘o

ZTDavwr RO BRXNRT 74V FTT, ZOHAE, TXTOTI7 9% v RuzALS
ZETSSLVPN By v arm»bue 47 LET,

R—=ZNouz7y MIGIESHEADNTHY , LBE2ZTEE A,

TaxTEERAL, uaxv U XA NOBSMGENT S E, TA 2 OFERICERRL, vt
THEIZA~—F hoRpARLTHEENCAL OGNS LS LET,

*.webvpn.

BHT7A2VEFERALERAT—F FoRILDLSDOOTATDETE

TIUFEHLTOE Yy v a U BRDNWVRNWE SIZT H70I0, T L b e RO T
SR AT ERA IOV EZDZE L TEET, ZOHETIE VAT A hLA QT A =
VEMALTaS TN LET, TAaE, 2= PRT A arE s Yy LTI Ty Y
HETHRFSNET, =2—¥23u s 70 M 5aNcEy v a VORI OIN-HE, 742
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B /s 7 riassiveNnsrTFe v—n

Y

1. RENCHSHGE 23T T E T ENET, By v a v AT —Z AR AT A LA TH
HENLHETHMBINDLZ ENHY £,

GE)

722472

DT AR, SSLVPNLL B 7T U MTARIOFETYT, i, VPNEY v g v A7 —
HADA I —2TIEH Y 8 A,

NLUXSSLVPN v JF & VY—JL

27547 kLA SSL VPN CLI 1%, WebVPN #5#: TIZIE L < FREN720 Web ¥ M2
TAFREFLGFETEDAX Y T F ¥ V= A REENTWVET, ZOY—LREETHT—X ik
VAABPAL =Y R— NOFYERBED ST TN a—T 4 T BT O BRICERN B E T,

25347 RUASSLVPN v 7F v V—LOHIZIZIKD 2 OO T 7 A IILINEENET,

e Web X— DT 7T 4 ¥ 4120 U T mangled.1,2,3,4... 72 £, mangle 7 7 A /ViXx, 7 71
7 R LA SSL VPN #iDN— TV ik T 5 VPN 2B FL—Z D html DT 7 2 =
UERFLERLET,

e Web X—T D7 77 4 ©F 4125 U T original.1,2,3,4... 72 £, 5tD 7 7 A L1X, URL 23
VPN 2B FU—HIZEEFE LT 7 AL TT,

X I TF X VLo TT7 7 A NI EB X, Fond 5121, [Administration] > [File
Management] (28 L9, N7 7 A VEEM L, A2 R — MEYFITEEFLET,

GE)

7547 FUASSLVPNF ¥ 7 F ¥ V— L &fiflT 5L, VPNaL B R L—FD/RT f—
VAN EZTET, W7 s ANEER LRI, Sy ST Y ELTATIZEI
Bz E9,

R—BILTHOERIIL—ILDETE

ZOPRIRMEREIC XD . AKX~ —F, HTTP ~v ¥ —WNICHFET DT — X IZE ST, 774
7Y MVASSLVPNEZ v g U EHFRIERIIEST A 70—V 7 547 L ASSLVPN
TIBAR)V—%RETEET, ASAIZZ T4 T FLVASSLVPN v g U 2HEET S
WA, 2B RARA v M2 — a— R&EIRLET,

ASA X, ZOT7 78 A R —%, = RiRA v DS ASA W2k U CREET DR L £

T, FTORE, HEEOLAIE. =2 FRA Vb bOBIMOBEERFITIC L 5 ASADULERY V) —
ADMEEIT IV DLy F9,

B RKue—on—7
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Z

=

ATy

ATy T2

5547 FLRSSLVPN /874 —< v 2osEt [

1R BHHIIZ

ASAICRZF L, Fe— )b ary 74 ¥Xalb—rarE—RR2BLET, Fe—L o
V74 F¥2lb—T g E— RTIE, ASAIZX > Thostname (config)# 727 MRFRS
nE7,

FIE

77347 FVASSLVPN 27 4 X2 b—3 a3 E—RIIADET,

webvpn

HTTP ~v Z—WN® HTTP ~v ¥ — a— RE 1T XFINFESNT, 7747 b1 ASSL
VPNt v a v OERETFIERIZEGRLET,

portal-access-rule priority [ {permit | deny [code code]} {any | user-agent match string}

1 -

hostname (config-webvpn) # portal-access-rule 1 deny code 403 user-agent match *Thunderbird*
hostname (config-webvpn) # portal-access-rule 1 deny code 403 user-agent match “*my agent*”

2EFHOHITIE, AN—RE2GOXTINEIRETS DO OWE 2L 2R L TWET, XFS
FUANRI—F (*) THHA, SOIEHIHFF (") THAET,

A7 RLASSLVPN D/N T A —T U XDEFEIL

ASA(ZIE, 7 A4 7> hL A SSLVPN D87 —~ o X L Re & ot T 28O FER S
DVET, N7+ —~ L ADKEITIT, WebF 7 V=7 hOXF v v v 7L ERBREGEENET,
HEREVEDFTHIKIZIL, v T VvV EBMB IO T 0 Xy S RNZDHIBRORENEGENET, TD
filZ, APCF Car 7 oY EMAE KT HZ b TEET,

Fr v NDETE

XYoL EITHIETTAT L FLASSLVPN ORT —~< 2 AN EL £, HEICH
FIHENEAT V2l P AT A F v v 2l 528 T, XM OMBVIRLCa Y
T DEMEO BN L E T, £, 7T AT ML ASSLVPN & UE— K H— 3]
DRTFT7 4w I BBEINDTD, < OT V) r—a RS ETIDIXD0IIHRMITE
TCED LT ET,

TNV ETIE, ¥y v TIEFAX—T IR TVWET, FvviaT—RTxy v
Ja<wr REFERTZE, 2—VOREIISU TRy vV TR I A X~ A XA TEET,

Kys—o1—7 I}
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AVTUOYEBDERT

T4V BRTIE, ASA L, av T UV EBRBIR T4 F =V ENLTTRTOT T4
7Y RUVASSLVPN N7 ¢ w7 2B L £9, ZAUTIE, JavaScript X° Java 72 & D B 70 2L
FENSLTaFUHTTP~D 7 74 v 7 bEENETN, TOXIR T 7 4 v 7 Tk, 22—
PRT 7V r— 3 I SSL VPN T8 ANERNLT 7B AL TNDHDN, TILH DT /A
AR FRETICT 7 BALTWEONISET, E~vr T4 w27 782 ar ba—1o
N—IVRBI2DEERHY 7,

Web U YV — R (2K > Tld, BEIEBOMBNERINDGENH Y $9, ROETIE, 20
X9 A 2 R D BEREIC O W CEBH L £ 97, FHERCRIGR D Web 2o 7 Y O BERITS
CTCINBOMEONTIEHEAT2HARH Y £,

)54 bFEHJavaa T Y DERRIIAZEDHRTE

ATy T

ATy T2

I A4 T MU ASSLVPN BEH L= JavaA 7 V=7 MI, TD%. T RARKRA L MIH
HAHT 5307 PKCS12 5O 2 VEEEIC LV BAL S ET,

FIE

REAEFA A UAR—FLET,

crypto ca import

AEAEZ R L £,
ava-trustpoint

&1

hostname (config) # crypto ca import mytrustpoint pkcsl2 mypassphrase
Enter the base 64 encoded PKCS12.

End with the word “quit” on a line by itself.

[ PKCS12 data omitted ]

quit

INFO: Import PKCS12 operation completed successfully.

hostname (config) # webvpn

hostname (config) # java-trustpoint mytrustpoint

Z OFITIE, mytrustpoint & W9 AHTOD kT X MARA  FOERL, BL W Java 47 =7 MT
BATDIODOE 4 TERLET,

ATV )4 MDA TADYYEZ

—HOT TV =3 R Web U Y —Z (AR Web A b2 &) 23 ASA Z il L7V K 9
WCLTEWEAERH Y £, TDO X9 2EE. ASA Tlid., ASA Z@iEEICHED A M7
TNV =2 a w7 T URTELEIICTTDHY FA4 M V—VEAERTEET, ZHUE, IPsec
VPN #2817 6 A7 v b bR Y IS fITnET,

B RKue—on—7
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AR |

Flig

AFYT1 VLT RLASSLVPN 207 4 Fab— gy B— RICUI Y Bz £,
webvpn

ATV T2 77472 FLUASSLVPN b RIVDHNEICT 72 AT HI20DT T r—yardly—
AEEELET,
rewrite
Zoawy RIEEREFEHTE £,

ATw 3 rewrite A~ K& EBITHEHALET,
disable
X2 VT4 TTFIAT L RFT A4 N A—NZIEFEERIHKS TREZETABZD, L—1LD
EFFEFILEETY, ZOE X, K MIOFFNOIAICRE L TTX, &I —H Lizr—u
DA INET,

JAaxS A NNADER

TaXY NANRRAEEHTHEIICASAZHETETET, ZOHEFX, X A2 )n
BT D80Ty VoA MEREMERH LGN, 770 75— a2 °Web ) V—2R
ZEVAENERTE2G8IATWVWET, 7aF o RN R Tar 7Y 0EBIBZINDbD T
ETHY, a7 Y OEEZg/NRICIMAET, 2 D5GE. WAZ L WebT 7Y r—
varyCInEHERTLEATT,

proxy-bypass =~ > NIFEHEWEHTEEd, = M ZRETDHIAFITEETIEH Y FH A,
AHE—T 2 A ALENRA AT FlRFA L F—T A ALR—=MIED, TaFy g8
A= VN —EIRESNET,

NRA AT TIEBRLS A= EFEAL T Xy XA RXRERETIHAE, Fy hU—7 av
TA4FX¥2lb—va ilioTE, ZNHDFR—MNASAILT 7 EATELLHICT 57D,
T7AT U= ar 7 4 Xalb—a X OERPMEIZRLZERHY £T, ZOfIR%ZE
WET DT, XA AT EFEHLET, 2L, NA AT IIENT I ERH D0, #H
BDONA AT AT — A MR L TET D REtEL2 e < 32 L ANBEUZ R D550
b ET,

sXZ1%, URL T.com =X .org., EIEZTDMDHF A T D KA A 4 DOHBITKELS BIKTT, =&
ZI1E. www.example.com/hrbenefits & V9 URL TiX. hrbenefits 3/3AZ72 0 £9, FEEIC,
www.example.com/hrinsurance & V9 URL Tl hrinsurance 7373 A TY, TXTOHD hr 4 R T
Tuax T NANRREERTLHEEE. F (VANVRI—FR) Z/hrOLSIEHLT, a~vr
REBEEEH L enE 2T Ed,
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FIE

AFYT1 794 T FLASSLYVPN 22 7 4 X2l —3 gy T— N &z 3,
webvpn

ATFYwT2 Faxy "YU NRZAEBZELET,
proxy-bypass
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