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(X, CLI & FXOS &EDEHFIEIZHOWTHMA L £,

FXOS IZEH G A7V =7 hETAZFEHLET, ZOFTFTALTIL, BENS T T2 b
IXEH A RER I T 4T 4 FRITRE T 4 T 4 BRACER L2 b0 T, 2%
X, Yy =3, Xy NI EVa—b F— b, Takotid FEHEMEAT V=7 PEL
TRASNOIYEEZ LT 4T 4T, £z, 2= r— AT Ty N7+ —LKRY —1E, &
g A7 s e LTRBELSNDWMET T 47 4T,

FT7V s NMEHPIZ 4 O— KR a~r Rnd D £,
* create object
* delete object
* enter object

* scope object

FXO0S CLI D% E .



FXos cu oE |

B ssazramosnary—L~nis

scope v Rid, A4 7 V=2 b Cha—P A AZ L AeAT V27 FTH, TRTO
FHMRA 7V NCHATEET, ToMoa~vr REFEHALT, 2—% A A&7 2k
FT V2l NEERBLOEBRTEET, T3TO createobject =~ > NIZiX, TN EITKE
Jit~9"% delete object 3 & (N enter object =~ > R2MFEE L £9, enter object =~ K& L
T, LA T V=7 FEERLEVMGFEOA TP =7 FaRELIED TEET, TORD,
F7 V= NPT TIFET 25581 T — L 725 createobject 2~ > ROV Il T
£7

?XFE AT E, WoTha vy MEXOIUEDIRIE TR e/t 7 a V2R TE
=7,

ASA E£7-[LFX0S DY —IL~DIELE

ATy T

ATy T2

mewnmo:yy%wf%hTmecu’%ﬁbi# WIZ. FXOS CLI 725 ASA =1

V= L, BERS Z LN TE E£T, FXOSIZSSH##H:T 28A1E. ASACLIIC b5t
TEE9, SSH D OHERIL 2 Y — Lk Tl 728, FXOS SSH 8t/ 5 #5kD ASA
Bt 1T ) Z N TE £, [AEEIC, ASA IZ SSH 8kt 4 241X, FXOS CLI ([Z#fk T& £
R

— IR CE o Y — VBRI 1 O7F T, FXOS 2tV — v ASA D Y —)b
T 2856, Telnet £7213% SSH i DGE S 138D | Z ORI T,

FIE

Ty Ya—HFxar Y —/LR— MIEHE L £ 9, Firepower2100 (21X DB-9toRJ-45 U 7
V=TSR L TS, BT 572013 — K 8—F7 & U 7L to USB 7 —
TANRKETT, THEHOAXL—F 4 7 AT ATHERUSB VY 7L KT A A& 5T
AVAR=LLTLEEN, ROV TIVEREEFEHLET,

* 9600 7R —

8T —HF v b

e NUT 4721

1Ay 7 EY b
FXOSCLIIZHfE L ET, =¥ 7 LT vy v a AJJLET, 77 4/0 FTiE, admin 2 —
PEF T AN RO AT—RFAdMInI2B 2L Cue /(v TE£1,

ASA IZHE L7,
connect asa

1 -

firepower-21104# connect asa
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
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ciscoasa>

ATv T3 FXOS a2 Y — VTR AHIZIE, Crl+a, d EASLET,

SSH Z (& A L 7= FX0S ~ D #&zfit

FIZFNLENDIPT F‘vx 192.168.45.45 Z i L CT&HE 1/1 © FXOS Ik Cx£4, U E—
MEBRZRET 554 (ASA fxospermit =< F) | FEHERER— T (F 741 FTiE3022)
TTF—H A H— 7:4’;<1P7F‘vxé:%ﬁ@“é:&%f‘%i%

SSH Z il LT ASA 12859 51213, 9. ASA O— xR BAEDOZRE T A RIZHE-> T SSH
T IR ABRETHVLENHY £7°,

ASA CLI7>5 FXOS., BXONFOW HIMICHESTHZ N TEET,
FXOS I3 K 8 f > SSH #fi A #F 7] L £,

1R BRI

BHIPT FLAREETAITIE, FXOSEHIP T RLAFIZA— My oA OEFE (74 =2—
V) AL T EEN,

FIE

ATV EHINICERE L TWAEHa  Pa—&% T, @HIP 7T FLRAIZSSHEGELET (5741
b CIE. https://192.168.45.45, =—H4% : admin, /XA U — R : Admin123) .

EEO—TLTr I A TEET (2—F0BEMESR) . VE— NEHEERET D2HA.

ASAT—FZ A BZ—T x4 ZAPIZAR—F3022 (F 74/ rDOAR—) TSSH#EH:LET,
ATw T2 ASACLIIC#HH LE7,

connect asa

FXOS CLIIZE A1Z1%, Ctul+a, d E AT LFET,

B -

firepower-2110# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

AT w T3 ASAIZ SSH ¥:5:4 5354 (ASA TSSH 77 B AZBELT-#%) . FXOSCLIWZ#:5: LE 4,

connect fxos

FXOS ~DFiZ KD LNFET, T 741 FOL—H4 adminB L OV ZA T — F : Admin123
A LET, ASACLIIZRE A IZIE, exit & AT B0, F7201F Crl-Shift-6, x E AT LET,
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B sz+oa<rroasy b wE &5

1 :

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FXO0S 2.2(2.32) kp2110

firepower-2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4

Cisco Firepower Extensible Operating System (FX-0S) Software

[..]

firepower-21104#

firepower-21104# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

ciscoasa#

REhopavr FDazy b, BE, ®X

CLITary74Xal—Yaryavy ReANTLH56, REEZRGFTHE T~y FiTEH
SINFHA, aIY FENDETIE, a7 4 Falb—Taravy NIRBREL 2D | BE
FECTEET, avr RBRREFOGSE, 2w R 7y 7 MORNCT AZ VA7 (¥) BER
SNFET, REOEREZRFETITREETDLE, TAZVRINFRINGL R ET, EE
Davy RE— RCRETOERZHEAER, TLOTHATEEST, RETOa~> NEE
Da<wy RE— R THLRRTEET,

FIE

ATV T RETORELEE L LR LET,
show configuration pending

1 -

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enter ntp-server 10.1.1.1
firepower-2110 /system/services/ntp-server* # show configuration pending
+enter ntp-server 10.1.1.1

+ set ntp-shal-key-id 0
+! set ntp-shal-key-string
+exit

firepower-2110 /system/services/ntp-server* #

ATv T2 BEERGFELET,
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show 37> kinogre 7 0a0>y |

commit-buffer

GF) HHoavr o FEELHTaly bF528F, B—0ETIEH A, RIKL
ra<y FRH-oThH, PLiza~r Mid@EfanEd, KigLiza~> Rz
fjﬁ )l V?%yﬁiﬁ%éﬂij«o

1 -

firepower-2110 /system/services/ntp-server* # commit-buffer
firepower-2110 /system/services/ntp-server #

RELHEZFERLET,
discard-buffer

B -

firepower-2110 /system/services/ntp-server* # discard-buffer
firepower-2110 /system/services/ntp-server #

51
Wiz, ey iRavr Rz MIoFak AR Eb b6 %" LET,

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enter ntp-server 10.1.1.1
firepower-2110 /system/services/ntp-server* # show configuration pending
+enter ntp-server 10.1.1.1

+ set ntp-shal-key-id 0
+! set ntp-shal-key-string
+texit

firepower-2110 /system/services/ntp-server* #
firepower-2110 /system/services/ntp-server* # commit-buffer
firepower-2110 /system/services/ntp-server #

show A< > FHADRGFEET4IILZ )T

HWOhETXARN 77 ANV XA L7 b T 5L, show a~v > RO ERETEET, 1
ETANBY T avy RILAA ey T 50, show 2y FOMAE7 (L2 Y v 7T
£7

HAODRIEL 74N Z ) o 73T _TDO show 2~ > FTHEHTE ET8, KEDT XA + %
BT D~ RELBRT 555 10k bELHET, 72 & 2%, show configuration =~ > R
EHEMALT, REOTRTELTHERTTEET, REOPHNWEZa—F 5L, REL
Ny 7T v 7TEBIXMELTEET,
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B sowvo~ormnosnsysy

A\

GE)  showa~2 o FRTIEY—271L vk ORRATU—=RT7 4 —)L R) BDERINLWNTZD, FLNHT
A RTREZA VT 2BE1E. BEBEORAT— RE2ED5 X 512 show WO EEE+ A 0B
NH FEI,

show a<v > KHAD T4 LR YT

show 2~ ROH I E 7 4N Z ) o 7T 5120%, WOV 7 a<vr ReRALET, ROEX
OB T, show 2~ ROBRDOEMOMNE | 1334 T XFTHY, a~vr RZEEh, X
DO TIEH Y T, TA4NEZ ) T F T avida~wy ROKRYD | LFOHIC
ANTLET,

show command | {begin expression|count|cut expression|egrep expression|end
expression | exclude expression|grep expression|head |include expression|last |less| no-more| sort
expression | tr expression|uniq expression|wc}

24N ) G F T gy
TANREY T T oy Rigko LB T3,

*begin : FRE SN NF = HGURRAOITZRE L. TOITLEBHOT X TOITA
FRLET,

ecount : {THA I U R LET,

ecut s FATO AR ([Hy b)) LET,

cegrep : JERFZ A T ONRE — L L —HT HITOHREF R LET,
cend : NF—U =T HITTHRT LET,

sexclude : NH —2 L —HTHTRXTOITERI L, TOMDT X TOITEFRRLE
—g_\o

egrep : A — L L —HT DITOHREFRRLET,

*head : IRFIDITERRLET,

cinclude: ¥ — & —EF LT OHEFIRLET,

last : HEEDOITEFR R LET,

cless: X—= T DT 4 NETT,

sno-more: I~ RHIOLN—TEA7IZLET,
esort : f7&Y—FLET (RMV—L V—=F—) ,

otr LFELEH, A7 A —X BIUHIBRL £,

e uniq : E#E L2 —1TD 1 DR TN TEMHEEL £,
ewc: 17, HiE, BIOXFOHERRLET,
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show 27> kithoin [

expression

\Wi., X, DFEVRY = NTHEMAR T XA YT, XEe—E5 A EZITZESIH
PFCHERNTIIEEY, Ro—#& LTERENET, /2. KRED A= IRITE
FNET,

\}

GE) ROV Ta<wr ROV OWNZE, 740V ) 7 I CE 5847 > a v b b
£9, 7= & ziE. showconfiguration |head 5 X O show configuration |last & $5E3 % &, lines
F—U—REMEHLTCERINDIITHELETEET, 774/ ME10TT, EHIZ, show
configuration |sort S $5ET 25 &, AP EMBITEHIRT 2720047 v a v -u ZBINTE
£, (ZOFT Y a rOFMABIIIA RF2 A2 hORIEA T, SES8Ehha~vr N
SWTIE, FXOS D~V TN EBB L TLEE, S W TIE, 7%2%7 % Linux O~JL
TESELTITEEN, )

1
WOBITIZ, VAT L ARV b v TRNOBIEOITE AR T 2 HEERLET,

FP9300-A# show sel 1/1 | count
3008
FP9300-A#

ROBITIZ, LFF Terror] ZHZTes AT A X b 0 7 OIT2FRRTHHEEZRLET,

FP9300-A# show sel 1/1 | include error

968 | 05/15/2016 16:46:25 | CIMC | System Event DDR4 P2 H2 EC
C #0x99 | Upper critical - going high | Asserted | Reading 20
000 >= Threshold 20000 error

FP9300-A#

REEIE B
show =~ R OEAE (7 2—)

show <> FHAODRRE
HOETRAN 7740V XA L7 hTHE, show 2~ ROHNERETEET,

show command [ > {ftp:|scp: | sftp: | tftp: |volatile: |workspace:} ]| [ >> {volatile
| wor kspace: } ]
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. AVA—T(4R

X DA > (ftp: | scp: | sftp: | tftp: | volatile: BILE NS AR— R 7o Fa il L
| workspace: EENFT A L T 7 A M show 3+ > R A
VA1V FLET,

avy REANITHE, VE—F =14 IPT
RL A, o—HF4L, T7A4L 2Rz &
nET,

Z OB R CTEnter 24 L. B3 — b VIR TE
éﬂiﬁ”o

>> {volatile: | workspace: } show 2~ R Z@EEI T F A N 77 A LB
MLUET, ZO7 7 AMETTITHFEL TV DHNE
NV ET,

il

WOHITIL, BIEOREEZ VAT LT — I A=A GFELLE S E LTWET, RET 7 AL
NI TICHFELTEY, EEEXTINE I NERERIRTXET,

FP9300-A# show configuration > workspace

File already exists, overwrite (y/n)?[n]n

Reissue command with >> if you want to append to existing file
FP9300-A#

ESPEDEYS]
show 2~ N7 427 (65—)

A3
A 22— x4 R
FXOS THEA v 5 7 x —AZFHTEET, A V=T oA AEMAT DT, A5 —
7 x4 A% FXOS THHENZANZ L, ASA THERICAINCT DLERH Y £,

Firepower 2100 (%X, 7 7 4/ F THMIR>TNWDHY ¥ AR 7 Lb—L%ExHR—FLET, KK
MTU 1% 9184 T3,

BHA VA —T oA ADFEHIZOWTIE, ASA & FXOS OEHEZ S L TL7EE0,

A
A3 —T 14 ADEXRTE
A B =T 2 AW AEDB LI OMENCTHIZ L, BIOS v X —T = ADHE &
Fad Uy I ABRETDHIENTEET, AL X —T oA AR THITE, A F2—T =
A A% FXOS THERRIZHZNZ L, ASA CEMICA NI T 24N H Y £9°, FXOS & ASA
DEHFT, A= Xy b UL EA—V Ry M2 DBENT 7 4V N THINZR > TWET,
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ATy

ATy T2

ATvT3

ATvT4

AB—T 1A ADHKTE II

188 BRI
9 "CIZ EtherChannel D A > X—ToHHA X —7 = A AFIEABNCET TE F4 A, EtherChannel
BN 2RI, REEZIToTLEE,

FIE

A=YV Ry 8T v TV 72 AL T, fabrica E— FEBABLET,
scope eth-uplink
scopefabrica

&1

firepower-2110# scope eth-uplink
firepower-2110 /eth-uplink # scope fabric a
firepower-2110 /eth-uplink/fabric #

AV =T A AEHFHLET,
enter interfaceinterface id

enable
B -

firepower-2110 /eth-uplink/fabric # enter interface Ethernetl/8
firepower-2110 /eth-uplink/fabric/interface # enable
firepower-2110 /eth-uplink/fabric/interface* #

HE R I o— g VEAREITESICLET,
set auto-negotiation {on | off}
RIA4A5 A X2 —T =2 A4 ZADE, 7 7 4/V FREIL [on] TT,

SFPA U ¥ —T = A ADYH, T 74V MREIL[offf THY, BEIXI T =— 3 Y EFHMC
TAHZEIITEERA,

51

firepower-2110 /eth-uplink/fabric/interface* # set auto-negotiation off

HEix I x—va VEBNCT DHEIE, A v —T = AREEZRELET,
set admin-speed {10mbps| 100mbps| 1gbps| 10gbps}

A L H—T oA ADEE, ZOREFHEIRI T — g VBTN LTZGE IO EH
SN,

1
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ATy TH

ATvT6

Fxos el oz |

firepower-2110 /eth-uplink/fabric/interface* # set admin-speed lgbps

AV HE=T 2 A ADT 2T by 7 AET—Re#ELET,
set admin-duplex {fullduplex | halfduplex}

RRA V H—T 2 A ADEE, ZOT 2T Ly AFHB R I — 3 VR LGS
WCOBMERSET,

i

firepower-2110 /eth-uplink/fabric/interface* # set admin-duplex halfduplex

REERIELET,
commit-buffer

1

firepower-2110 /eth-uplink/fabric/interface* # commit-buffer
firepower-2110 /eth-uplink/fabric/interface #

1

firepower-2110# scope eth-uplink

firepower-2110 /eth-uplink* # scope fabric a

firepower-2110 /eth-uplink/fabric* # enter interface ethernetl/6

firepower-2110 /eth-uplink/fabric/interface* # enable

firepower-2110 /eth-uplink/fabric/interface* # set flow-control-policy FlowControlPolicy23
firepower-2110 /eth-uplink/fabric/interface* # commit-buffer

firepower-2110 /eth-uplink/fabric/interface #

EtherChannel 0):E/0

A\

EtherChannel (B R — hF ¥ x/) 1%, HELT 27 Ly 7 ARFE CHEKSEHD A L /3—
AVE—T A RAEEZODLIENTEET, AT 4T XA T 1ERI-45 £721X SFP OWT T
T, B4 A4T7 @HEXT 7AN) OSFPERAESIEDLZENTEET, FEROKEZ VAV
=T 2 ACTHEL RS EHETDHI LWL TA v H—T 24 ADKE (IGBA vV H—7 =
AAENOGB A v HZ—T 2 A AR E) BRESHDLZEITTEXERA,

GE)

EtherChannel * > 73— 7"— ME ASA ([ZF /xS vE 25, EtherChannel 38 XV — b A 273 —
2w FILFX0S TOLBRETEET,
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EtherChannel 0);E /0 .
N
GE)  ASAIX., LACPE# L — F& ¥ AR — KL TWEHA, LACP TIEFIZEFEO L — MAMEMA S
\35@—0
1RO BRI
Firepower 2100 (X, 777 7 4 7 £ 72134 > ® Link Aggregation Control Protocol (LACP) £— F
C EtherChannel # %R — s L&EJ, 7 74/L FTiX, LACPE— RIX7T 77 4 7TIZHEINT
WEY, CLITE— &4 VICEETEET, REQRABMEZHGD0I0, #iA A v F R—
NeT 7T 47 BT RICRETDHZ EEHMHRELES,
FI&
ARTYT1 A=y T w7V 7% AL THhD, fabrica E— REBMHLET,
scope eth-uplink
scopefabrica
1 -
firepower-2110# scope eth-uplink
firepower-2110 /eth-uplink # scope fabric a
firepower-2110 /eth-uplink/fabric #
ATYT2 F—=bF ¥ XNV EENILET,
enter port-channel ID
enable
[ID] % 1 ~ 47 OEELITHE L £,
i -
firepower-2110 /eth-uplink/fabric # enter port-channel 1
firepower-2110 /eth-uplink/fabric/port-channel* # enable
ATVT3 AUNA U Z—=T =4 ZA%HID L TES,

enter member-port interface id

1 -

firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernetl/1l
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernetl/2
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernetl/3
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernetl/4
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit

FXO0S CLI D% E .
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ATy T4

ATy TH

ATvT6

ATy 71

ATvT8

Fxos el oz |

firepower-2110 /eth-uplink/fabric/port-channel* #

(f£#&) LACP E— NZFELET,
set port-channel-mode {active | on}
77 %L b [Active] E— KT,
1 -

firepower-2110 /eth-uplink/fabric/port-channel* # set port-channel-mode on

EE) R—FF ¥ XA DTRTDORALNIZONWTA VB —T oA AHELXHRELET, 2D
BREIL, BRIDOA o F—T 2 A ATHRES N T BT 4 L bBEINET,

set speed {10mbps| 100mbps| 1gbps| 10gbps}

TNHDNRTA=ZFIAR—= b F ¥ XN DTRTDOA L H—T 2 AT—HLTWABLEND D
720, ZOHFETIINEDNRITA—FEHRET D a— by MRV ET,

51

firepower-2110 /eth-uplink/fabric/port-channel* # set speed lgbps

EE) AR — FOEAE. A= F ¥ XNADTRTDRALNZONWTA v Z—T oA AT
Ty I AE—REHRELET, ZOREIL ERIOA o F—T A ATREINTCT AN
T4 L0 LELREINET,

set duplex {fullduplex | halfduplex}

TNEDNNTA—RTIR— N F ¥ RN DTRTOA L EZ—T A AT—HLTWALENS S
72D, ZTOHEZINGDNRTA—RERETDHa— by M ET,

1 -

firepower-2110 /eth-uplink/fabric/port-channel* # set duplex fullduplex

(EE) @l % 256 XN TREL T,
set descr " text"”
&1

firepower-2110 /eth-uplink/fabric/port-channel* # set descr "Inside Interface"

REERGTLET,
commit-buffer

1 -

firepower-2110 /eth-uplink/fabric/port-channel* # commit-buffer
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firepower-2110 /eth-uplink/fabric/port-channel #

il

Wiz, 35D A 2 H#—7 = A A% EtherChannel |ZiB/ L. LACP £ — R%& 4 VIR E
L., HEL 7o —HIfHRY > —2RETHHE2RLET,

firepower-2110# scope eth-uplink

firepower-2110 /eth-uplink # scope fabric a

firepower-2110 /eth-uplink/fabric #

firepower-2110 /eth-uplink/fabric # enter port-channel 1

firepower-2110 /eth-uplink/fabric/port-channel* # enable

firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernet2/1
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernet2/2
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernet2/3
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # set port-channel-mode on
firepower-2110 /eth-uplink/fabric/port-channel* # set speed 10gbps

firepower-2110 /eth-uplink/fabric/port-channel* # commit-buffer
firepower-2110 /eth-uplink/fabric/port-channel #

EZR)GA4AR3—T (4R

X —VIIA VAL ENTWAEAL L E—T 2 ADAT—RZ ARFRLET,

FIE

ARTYT1 A=y b T v 7TV 7% AL TG, fabrica E— REBMH L ET,
scope eth-uplink
scopefabrica

51

firepower-2110# scope eth-uplink
firepower-2110 /eth-uplink # scope fabric a
firepower-2110 /eth-uplink/fabric #

ATYT2 Vx—VICA VA= L ENTWDEAL L H—T =2 A AEFRLET,
show interface
Etherchannel D X >N f L B2 —T = 4 A%, ZDOY X MIIFRRINEFT AL
51
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JU ==
X ’E

pu ][]

ATy T

firepower-2110 /eth-uplink/fabric # show interface

Interface:

Network Time Protocol (NTP) #FE L7721 .

Port Name

Ethernetl/1
Ethernetl/2

not-connected

Ethernetl/3
Ethernetl/4
Ethernetl/6
Ethernetl/7
Ethernetl/8
Ethernet2/1
Ethernet2/2
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet3/2
Ethernet3/4

=L

ax AE

Port Type

Mgmt
Data

Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data

— LERE

RO T 7 & A7 D FXOS O IEAR 72t E 4

Admin State Oper State

Enabled
Enabled

Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

=g

X A&

Present
Present
Present
Present

TEET,

FX0S CLI ®

State Reason

Link failure

Unknown
Unknown
Unknown
Unknown

B

ax ;&

At &R 2 FEICRRELTZ D, BUEDO T AT
AR TR LoD CTEET, 7 a7 EX, Firepower 2100 2% —3 & ASA 0OS O TH
IR S E T,

NTP ZfER L =B & EZID

NTP [ L TR — R VAT LAERBL, vy MU —7 VAT AR ORZ % 1EREIC

FIALET, ZDOL D RKEEIL. CRL ORGER CIEfERZ A D AR T eatelghn b, I
N BEERBECHIEZ 2D £3, NTPIXT 74/ 8T
VAP RIZHEETEE T, AN 4EBDONTP b — " EFRETE £J, Firepower 2100 X NTP

N=Va 3 LET,

FIE

VAT L' RERBL, RIS —ERAE— P2 LET,

scope system

scope services

51

B
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firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

NTPH—_ZEBIMML F T,

enter ntp-server {hostname | ip_addr | ip6_addr}

1 :

firepower-2110 /system/services # enter ntp-server 192.168.6.5
firepower-2110 /system/services/ntp-server* #

(fEE)  (ASA9.10(1) LAFE) NTP #BiEA X E L 7,

NTP H— NBGETlX SHAL O A B AR — hSivEd, NTP H— 02 6%— ID LfEABfS L E
T, 7o& 21X, OpenSSL 234 > A h—/L Z #1172 NTP H—/N /X —7 = > 4.2.8 p8 LA T SHAL
F—Z T DX, ntp-keygen-M =<2 FEZAS L Thntp. keys 7 7 A L TH—ID L%
HERLET, ZOF—F, 7I7AT L FEY—NOWFIZH LT, AvE—T XA A RD
FEBR TS —EA BT A0 LT,

a) SHAl ¥—ID #HELET,
set ntp-shal-key-id key id
b) SHAl F—FHNA5E L £7,
set ntp-shal-key-string
F—FHNEATTDHEIITRDENET,
c) ntp-server E— R&ETLET,
exit
d) NTPFRiEZ A R—7 MIZLET,

enable ntp-authentication
11 -

firepower-2110 /system/services/ntp-server* # set ntp-shal-key-string 11
firepower-2110 /system/services/ntp-server* # set ntp-shal-key-string
NTP SHA-1 key string: 7092334a7809ab9873124c08123d£9097097fe72
firepower-2110 /system/services/ntp-server* # exit

firepower-2110 /system/services* # enable authentication

ALY = BRTELET,

set timezone

k@\l BIOYA LY = IICRHST 2B ZFEATITAHLIICKRDONET, TR
Nl AR AE AT LET,

51

FXO0S CLI D% E .
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firepower-2110 /system/services* # set timezone
Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe
3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2
Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis

14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent

19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela
25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana
#2 49

Please select one of the following time zone regions.

1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)
17) Central Time - North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon
20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time
22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time
24) Alaska Time - Alaska panhandle
25) Alaska Time - southeast Alaska panhandle
26) Alaska Time - Alaska panhandle neck

. FXO0S CLl D% 7E
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27) Alaska Time - west Alaska
28) Aleutian Islands

29) Hawaii

#2 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2018.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2018.
Is the above information OK?

1) Yes
2) No
#2 1

firepower-2110 /system/services* #

ATy TE REERGFLET,
commit-buffer

% -

firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

ATvT6 7uylOiMERRLET,
s TRTOREWH NTP b — DR AT —Z 22 RKRLET,
show ntp-server [hostname | ip_addr | ip6_addr]

firepower-2110 /system/services # show ntp-server

NTP server hostname:
Name Time Sync Status

0.sourcefire.pool.nt Unreachable Or Invalid Ntp Server
1.sourcefire.pool.nt Unreachable Or Invalid Ntp Server
2.sourcefire.pool.nt Unreachable Or Invalid Ntp Server

« FEED NTP Y — " ORMA T — 2 A% FR L ET,
enter ntp-server {hostname | ip_addr | ip6_addr}
show detail
exit
firepower-2110 /system/services # enter ntp-server 0.sourcefire.pool.ntp.org
firepower-2110 /system/services/ntp-server # show detail
NTP server hostname:
Name: O.sourcefire.pool.ntp.org
Time Sync Status: Unreachable Or Invalid Ntp Server

Error Msg: Failed to translate domain name to IP, please verify the domain name
or check if DNS server is configured.

rxos cu oEE i
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firepower-2110 /system/services/ntp-server # exit
firepower-2110 /system/services #

BESNIAA LY — R FRLET,

show timezone

firepower-2110 /system/services # show timezone
Timezone: America/Los_Angeles

WREINTH A EFRRLET,
show clock

firepower-2110 /system/services # show clock
Wed Apr 18 08:49:35 PDT 2018

151
WIZ, IP 7 R A 192.168.200.101 2> NTP — % ETAHE2 R LET,

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enter ntp-server 192.168.200.101
firepower-2110 /system/services/ntp-server* # commit-buffer
firepower-2110 /system/services/ntp-server #

E

Z T TI. Firepower 2100 ¥ v — ¥ THAT A2 FETRET D TESDWTHHLET, &~
AT vy 7 OERIFELEBICKBRENET, AT L 78y 73 NTP — e [AHHFT
bHGAEIX, B E FEICRET DI LILTEERA,

FETORE®DS

on
K5

FIE

ATV TN VAT LE—RERBL, RICH—ERE— REHBLET,
scope system
scope services

1 -

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

. FXO0S CLl D% 7E
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ATy T2

ATvT3

FETOAKOD

WPzl & AT Z2R0E LETS

set clock month day year hour min sec

zz I}

smonth : A Z35EO AL O3 X T ELET (1 A (January) DA jan)

eday: HZ 1~ 31 O#HTHREL X7,

eyear : FFEAMTTHREL LT (2018 72 L)

e hour : R4 24 IERIEACRREL 3, 72 & xiE, FHRTIMIE 19 E AN LET,
emin: 73% 0~ 59 OFPATHRELET,

esec: & 0~ 59 OHFPHTRE L £7,

VAT Ay OERIIEEBIIKENET, Ny Ty EaIy bTAXLETIHY FH

/Uo
&1

firepower-2110 /system/services # set clock apr 18 2018 9 39 30
Wed Apr 18 09:39:30 PDT 2018
firepower-2110 /system/services #

SA D= ERELET

set timezone

KB, EH, BEOZ A LY = HIHIET 2/ 52 AT DL IkwbonEd, 7mr

Nz e R AE AT LET,
5 -

firepower-2110 /system/services* # set timezone
Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe
3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2
Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis

14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon

rxos cu oEE i
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18) Dominica 45) St Vincent

19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela
25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana
#2 49
Please select one of the following time zone regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)
17) Central Time - North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon

20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time

22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time

24) Alaska Time - Alaska panhandle

25) Alaska Time - southeast Alaska panhandle

26) Alaska Time - Alaska panhandle neck

27) Alaska Time - west Alaska

28) Aleutian Islands

29) Hawaii

#2 21
The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2018.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2018.
Is the above information OK?

1) Yes
2) No
#2 1

firepower-2110 /system/services* #

RE R LET,

commit-buffer

1 :

ATv74
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firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

ATvTS /ay s OFMERRTLET,
BESINTFA L= BRRLET,

show timezone

firepower-2110 /system/services # show timezone
Timezone: America/Los_Angeles

WE SN AT LA 2 FR LET,

show clock

firepower-2110 /system/services # show clock
Wed Apr 18 08:49:35 PDT 2018

451
WIZ, VAT A7y mRETHPERLET,

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # set clock jun 24 2015 15 27 00
firepower-2110 /system/services #

: 3 s
DX —RADERTE
1a s BRI
Firepower 2100 |2 9~ 544 /il Z FXOS CLI L% iE CTE £,
FIE
RATYT1 VAT L E—FICAD ET,

scope system

51

firepower-2110# scope system
firepower-2110 /system #

FXO0S CLI D% E .
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BUEDA T Z R R LET,
show
i :
firepower-2110 /system # show
Systems:
Name Mode System IP Address System IPv6 Address

firepower-2110
Stand Alone 10.122.203.17

BLWARTZRELET,
set name device_name

1

firepower-2110 /system # set name fp2110-2
Warning: System name modification changes FC zone name and redeploys them non-disruptively
firepower-2110 /system* #

HEZHRIFLET

commit-buffer

51

firepower-2110 /system* # commit-buffer
firepower-2110 /system #
fp2110-2 /system #

451
OB TIL, T AL EEFLET,

firepower-2110# scope system

firepower-2110 /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
firepower-2110 /system* # commit-buffer

firepower-2110 /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #

. FXO0S CLl D% 7E
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> = |
AL RDEETE
Firepower 2100 (%, EfiF A2 WARIOT 7 4 7 AL LT, RAAL A EMIMLET, =

E X, RAA 4% lexample.com] (ZRXE L. syslog — 3 & U TIEESG4 [jupiter] %45
& LT28a 1. Firepower 2100 12 L - CTHARIAMERR S 41T [jupiter.example.com| & 720 F97,

FIE

ATYT1 VAT LAE—RZHGL, RICH—ERE—REZBLET,
scope system
scope services

&1

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

ATv T2 FASL U LERELET,
set domain-name name

&1

firepower-2110 /system/services # set domain-name example.com
firepower-2110 /system/services* #

ATY T3 BREERTLET,
commit-buffer

51

firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

£l
WIZ, R AA %% example.com (ZF%ET DB 2R~ LET,

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # set domain-name example.com
firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

FXO0S CLI D% E .
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DNS H—/\®)

ATy

ATy T2

ATvT3

Fxos el oz |

I

ax A&
VAT A TEHRANLGDIP T KU ANORER D MELLEIL, DNS =R ET I LENH
DE3, HHDDNS b —RERETIHE., VAT ALY —"OBRRIEILT & LI 7%
D F£9, NTP %— 3L D#fEI21E DNS 23 E T,
1R BHIIZ

DNS /&, 7 7 # /b b TIZK D OpenDNS H— S THERL AL TUVVET : 208.67.222.222,
208.67.220.220,

FIE

VAT LAE—RERBL, RICH—ER2E— REZBBLET,
scope system
scope services

&1

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

K 4HDDNS —"EBMLET,
enter dns {ipv4_addr | ipv6_addr}
i

firepower-2110 /system/services* # enter dns 10.10.5.6
firepower-2110 /system/services* # enter dns 192.168.7.2

HEZHRIFLET

commit-buffer

51

firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

151
WIZ, IPv4 7 K 1A 192.168.200.105 % 7> DNS % —NZRET HH %2~ LET,

firepower-2110# scope system

. FXO0S CLl D% 7E
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firepower-2110 /system # scope services

firepower-2110 /system/services # enter dns 192.168.200.105
firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

WIZ. IPv6 7 KL & 2001:db8::22:F376:FF3B:AB3F %> DNS $— %% ET A%
ZT—\‘ L\i—g—o

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enter dns 2001:db8::22:F376:FF3B:AB3F
firepower-2110 /system/services* # commit-buffer

firepower-2110 /system/services #

WIZ, IP 7 F LA 192.168.200.105 2> DNS H— 2 HIET 54127 LET,

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # delete dns 192.168.200.105
firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

0454 VRI/NF—0BM

ATy T

a7 A VRN —"TlE, =— 3 Firepower Chassis Manager (212 7' A »§ 5 & 7T U H |2/ F—
FEZIMPEREN., 2—FF, 2—FHKERNAT— RO AF AT LT FORHIT. A v
E—VHEETOK] 27 Uy 7T HRERHYET, a7 A VRN —ZFELRNE, VA
FAF—HFLERZAT— RO a7 M ITERET,

2—HFRFXOSCLIC R A > F 5 &, NRAT—ROT 1T FORNCHIRT/NF—F F A b
DERSNET,

FIE

X2 VT 4= &ML, RICNT—F—FEBMBLET,
scope security

scope banner

1 :

firepower-2110# scope security
firepower-2110 /security # scope banner
firepower-2110 /security/banner #

77 A CRIANT =2 ER L E T,
enter pre-login-banner

1 -

FXO0S CLI D% E .
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firepower-2110 /security/banner # enter pre-login-banner
firepower-2110 /security/banner/pre-login-banner* #

Firepower Chassis Manager & 7213 FXOS CLI ~® 1 7' A > {2 FX0S T2 —H|ZFKRTDH A »
-V EBELET,

set message

Tur 7R T, v A VRN A=V EANLET, ZOT 00— FITiE, ERED
ASCH XFEZANTEET, BHEITOTHF A FEANTEETN., BITORANICFENL 192 3
T, {TORYIY T Enter F—Z2 L £,

ASINEBE DR DFTIZ ENDOFBUF & AL, Enter $—&2M L TRTLET,
A —VOREFAT el Xy vt 5120%, Cul+C F—%2 L £,
B -

firepower-2110 /security/banner/pre-login-banner* # set message

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower 2100

>**Unauthorized use is prohibited**

>ENDOFBUF

firepower-2110 /security/banner/pre-login-banner* #

HEZHRIFLET,

commit-buffer

51

firepower-2110 /security/banner/pre-login-banner* # commit-buffer
firepower-2110 /security/banner/pre-login-banner #

1
WROFNE, v 7 A CEIANFT—EER L ET,

firepower-2110# scope security

firepower-2110 /security # scope banner

firepower-2110 /security/banner # create pre-login-banner
firepower-2110 /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower 2110

>**Unauthorized use is prohibited**

>Contact admin@example.com for information.

>ENDOFBUF

firepower-2110 /security/banner/pre-login-banner* # commit-buffer
firepower-2110 /security/banner/pre-login-banner #
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ATvT1

ATy T2

ATvT3

ssiozz [

WOFINATIE, FXOS ~D SSH 7 7 B XA & HF N E TN T 2 FIEIZ O W THHA L E5,
SSHIZT 7 /v F THZ /2> TWET,

1R BRI

INHOFEF Y=V TEITTHZEEZRBEIOLET, O LRVWESSHEY a3 vrn
LU SN BAEAERH Y F9,

FIE

VAT LNE— REMBL, WRICH—ERXE— REZBBLET,
scope system
scope services

51

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

Firepower ¥ —3 0D SSH 7 7 ¥ A ZRET HI2IE, ROWTNNEETLET,
* Firepower > ¥ — 3~ SSH 7 7 B A& §Fa] L £,
enable ssh-server
* Firepower > ¥ —3~0D SSH 7 7 B A& IE L E7,
disable ssh-server

51 -

firepower-2110 /system/services # disable ssh-server
firepower-2110 /system/services* #

B b7 /LT ALz fEELET,
set ssh-server encrypt-algorithm 7' v s =1
WKD12L LT v havk AR—AEEIH L~ TR > TRELET,
* 3des-cbc
* aes128-cbc
* aes128-ctr
* aes128-gcm_openssh_com

* aes192-cbe

FXO0S CLI D% E .
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* aes192-ctr
* aes256-cbc
* aes256-ctr
* aes256-gcm_openssh_com

* chacha20-poly1305 openssh com

FI74 TR, T_THOTe FaRHFITENET,
Bl -

firepower-2110 /system/services* # set ssh-server encrypt-algorithm aes256-ctr,aes256-cbc

XTI A RLEHELET,
set ssh-server kex-algorithm algorithms
KDDL EDT NI X b, AR—ALT I~ TR > THRELET,
* curve25519-sha256
* curve25519-sha256 libssh org
» diffie-hellman-group14-shal
» diffie-hellman-group14-sha256
* ecdh-sha2-nistp256
* ecdh-sha2-nistp384
* ecdh-sha2-nistp521

FI7 4N FTIE, T_THOTe haARFETEINFET,
B -

firepower-2110 /system/services* # set ssh-server kex-algorithm
diffie-hellman-groupl4-sha256,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521
AT NI ALERELET,
set ssh-server mac-algorithm 7' & k =21
KD 12U EO7a barvk, AR—AFEREI L~ TRY->TRELET,

» hmac-shal

* hmac-sha2-256

* hmac-sha2-512

FI7 4 TR, T_TOT e FaRHFTENET,

FXO0S CLl D% 7E
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i

firepower-2110 /system/services* # set ssh-server mac-algorithm hmac-sha2-512
= NDORA N F—ZFHELET,

set ssh-server host-key rsa modulus

EV 2T A (Ey PHEAD X, 1024 ~ 2048 OFEFHND 8 O TT, HET 2 F— 150
YA ZAPREVIFE | RSA F— AT OAERUZ D RFHITE 2 £97, HIX2048 12952
LEBBOLET,

1 -

firepower-2110 /system/services* # set ssh-server host-key rsa 2048

= OF—FARHIREREL, R 2—b EHERTHFIIND T 74 v 7O, KBH
fr) &, FXOS 3k v a 20+ 5 £ CORR] (SSHE v g VBT A RIWIREEZ LT &
nNoRs, SHA) Z2RELET,

set ssh-server rekey-limit volume {kb | none} time {minutes| none}

evolumekb: N7 4 v 7 O KEL 100 ~ 4194303 KB O THRELET, 7 7 4+/L MMZ
AR (Z2L) T,

« timeminutes : fx KIFE % 10 ~ 1440 3 DB THREL T, T 7 4L MIESRIR (Z2L) T
7,

* none: filfRZ WA L £ T, ZOREZ. 774+ FTH,
il -
firepower-2110 /system/services* # set ssh-server rekey-limit volume none time 1440

REZHRFLET,

commit-buffer

B -

firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

15l
WIZ. Firepower ¥ ¥ —3~D SSH 7 7 ¥ A2 HNZT 02~ LE9,

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services # enable ssh-server
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firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

HTTPS E£ 7= IPSec MEFFAE., ¥—1) > J . BLUFFRFRA 2+

oA

ax AE
HTTPS B L OV IPSec 1E, ABAF—A 7T X T 27 F+ (PKD) ZHEHAL T, 2ODF /31 R
(747> b7 Z U L Firepower 2100 72 &) O T o 7 72815 2 LE T,

AEAE. ¥—UVJ. BEUV SR MRSV FZDOWNT

HTTPS &, AF—A 772727 F % (PKD) ML T I74 7 FOT T UHL
Firepower 2100 72 £ D 2 DDT /3A A TEF o 7 70 lfE A ML LET,

EEX—&xX— Uy

ZPKIT A AL, WNEF—V o ZIZIEXRFRD Rivest-Shamir-Adleman (RSA) Bf 5% —F 7213
KM iR T o2 NVBEA T Y XA (ECDSA) K% —DX7T (123774 <X—h $91
OEFNRT Y v ) BRELET, WTROOF—THB{LENZA v =1, ) —FHD
F—THEHBILTEET, BELENTA v =V RETHHRA, REEIIZEEDOARX—
T L L, ZEEIMAOMBEX—2HFA L TA =V E L L £, HEEIT. WA
DOfEF —CBEHD A v =V &S ( B4 EHMEENET) LTAMY—0maE %
AEAT A LB TEET, ZEADPEYTIAMF—2HHAL TR v -V Z2EFITE LT
ERAY Eol %E%ﬁﬂfﬁéﬂf% EFHIAELTWAZ ENEHEINET, BEXF—DES
FEFIETHY, BHEOESIZSI2E Y b ~2048 By F T, @H., BEVF—3HWF—
Y0 b ke Td, FXOS TIIRUIZ2048 By hOXF—XT 2507 74/ hDOXF—1
rinfEftsnEd, LT, BMOF—U U7 EERTE ET,

FEEAE

X T REEEERT DL, ET200T A ARZENENOT VX VFEHELY R L F
o REAFEIL. T 2D IDIZET HELFEAERE & BITT A ADRHF—%2 G0 7 7
ANTT, BB L ENTBEEZYR— T 572010, TAA AIMEADOF—T LMADOHD
BAEHEA AR TE LT, VE— 22—V RAHCBLIEHEZIRT DT, AT D
Bit, 2—WIET A ADID #HHICHRAET 2 Z N TE T, 22—V 07 7 U ITRIIHR
REICBE T 2 E 2R RLET, T 74/ R T, FXOSIZIZT 74V bOF— U I b DN
B — 2 S HAAALDH EBATEHENG ENE T,

FEAESHIROIAUC R o 723581, 7 7 40 DX — 1 VAt EZ F#) THAR T 5 LEN
HYET,

SRR RAD R

FXOS TN 3G E 2 3272012, T34 ADO DD EZFEHTAEHETEL Y —R (0FD,
FTZALRALR) DoV —=FAA=FT AFEHEZREL, A A P—LTEET, — K —
T ARERAER, BTN T AN FRA N Ob— FERER (CA) |, HRICA, £7213v— 1 CA
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WCOBRMNB R TANF 22— D—EERA N TARNT U I—DWNT D) ICLoTEL SN
F9, FLWIEAEZIGT 51213, FXOS CREFAEERZ AR L, T A FRA > MIER
PIRETHILENRDHY 1,

G¥)

ZFEPHE L, Base64 = =1— K X.509 (CER) 74—~y N THAVLERHY £7,

FS X MIDEEERZED A VX b—IL

ATy T

ATvT2

ATvT3

7 7 4V h Tlid, Firepower Chassis Manager T 7% H %4 SSL ikl ENEk S v E T,
ZORAFIZIECELTHDeD, 7747 N7 T UFREBNICEE T Z Lidb0 £
ho FILWT TAT 2 N7 T W51 T Firepower Chassis Manager (7 7 A3 5 & &
77 7T SSL OEENFRIR S, = —H|ZkF L T Firepower Chassis Manager |27 7 & A"
HANZREAFZZ T AN D K 9 ER L EF, FXOS CLI Z#H L CiEEE4AZR (CSR) %
AR L. Firepower Chassis Manager CHEH T 285K D IDREAEFE L A A h—/ 3 212i%, LT
DFEZFEHCTEET, ZODIEAREICLY, 7747 VT 7 U IIEREEE L, B
ML TWeb A H—7 A AZEETEX DL DI 0 ET, FXOSIE, [F74/1 ] OF—
Vo T aEGORK8MEOXF—I T EFR—FLTNET,

1R B
DNS % — O E (24 *—V)

FIE

X2V T 4= FEREKBLET,
scope security

B -

firepower-2110# scope security
firepower-2110 /security #

X—U U ZNEMNT LHFEAED N T A RRA  hEERLET,
create trustpoint name

&1

firepower-2110 /security # create trustpoint trustl
firepower-2110 /security/trustpoint* #

FEAET = — VAT £, ZOEAETF =— I T A M7 U= RIEESRER B A
FLET,

set certchain [certchain]

FXO0S CLI D% E .
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ATvT4

ATvTh

FX0S Ll D% |

g~y RCEHEFERZETE L2WGE. b— FRER (CA) ~DOFFE A EEHRTDH T
ARNKRAIOY R NERITFERAEEZ AN TELIITRKROONE T, ATINEORDITIZ,
ENDOFBUF & AJJ LT T LE 4, FFHEIL. Base64d = 71— K X.509 (CER) 74—~ k

ThHHLENDHY £7,

HRGEAEZ AT 2REROSHA IR, v—F EFREFEAEL 2 S0 ERH Y 1,
TXARN T 7 ANT, — biEEEZ —F EICN—ZA ML, ZHIHNTTF = — 2 NOKHH
FEAEEZ =2 R LET, Z0OHA, 73T BEGIN CERTIFICATE 7 7 7' & END

CERTIFICATE 7 7 7 % &% %9, FXOSCLI TT & A b7 v 7 &K% a b’ — LAY T

i ‘a—o
1

firepower-2110 /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Trustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgIBADANBgkghkiGI9wOBAQQFADBOMQsSwCQYDVQQGEWJVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwWxFeGFtcGx1IE1uYy4xEzARBgNVBAST
C1lR1c3QgR3JVAXAXGTAXBgNVBAMTEHR1 c3QuzZXhhbXBsZS57b20xHzAdBgkghkiG
9wOBCQEWEHVZZXJIAZXhhbXBsZS53b20wgZ8wDQYJKoZ IhvcNAQEBBQADGYOAMIGT
AOGBAMZw4nTepNIDhVzb0]722Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINvIwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGgITAJBgkg
hkiGI9wOBCQcxFhMUQSBjaGFsbGVuzZ2UgcGFzc3dvemQwDQYJKoZ IThveNAQEFBQAD
gYEAG61CaJdoJdaVMhzC1l90306Mg51zglzXcz75+VEj2I6rH9asckCld3mkOVx5gJU
Ptt5CVQPpNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualLtvlWvihevskv0j6
JtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEGZYwgZOAFLINtcEMyZ+£7+3yh42
11do3n040XikdiBOMQOswCQYDVQQGEWJVUZELMAKkGAIUECBMCQOEXFDASBgNVBACT
C1NhbnRhIENSYXJhMRswGQYDVQQKExXJOdAWI2YSBTeXNOZW1zIE1uYy4xFDASBgNV
BASTCOVUZ21uZWVyaW5nMQ8wDQYDVQQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/2zANBgkghkiGI9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKgGQgXc
wR4pYi04z42/39Ijenh75tCKMhW51laz8copPlEBmOcyuhf5C6évasrennlddkkYt4
PROvxGc40whuiozBolesmsm)BbedUCwQgdFDWhDIZJIJwK5+N3x/kfa2EHU61idlavt
4YL5Jg==

VVVVVVVVVVVVVYVYVYVYVYV

\

> ENDOFBUF
firepower-2110 /security/trustpoint* #

KNFRARNRA Y FE— REKRTLET,
exit
B -

firepower-2110 /security/trustpoint* # exit
firepower-2110 /security* #

F— V2R L £T,
create keyring keyring_name

51

firepower-2110 /security # create keyring keyringl

. FXO0S CLl D% 7E
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firepower-2110 /security/keyring* #

ATFYT6 F—HATHRSA (F74/ 1) £/-IXECDSA IZHELET,
set keypair-type {rsa| edcsa}
11 -

firepower-2110 /security/keyring* # set keypair-type edcsa

ATvT1 (RSA DHA) SSLF—D by hEEZRELET,
set modulus {mod1536 | mod2048 | mod2560 | mod3072 | mod3584 | mod4096}
1 -

firepower-2110 /security/keyring* # set modulus mod2048

ATv78  (EDCSA O4#) FEMMh#ABE L £7,
set elliptic-curve {secp256r1 | secp384r1 | secp384r1}
11

firepower-2110 /security/keyring* # set elliptic-curve secp384rl

ATYv7T9 GEEZEREZERLET,
create certreq

% -

firepower-2110 /security/keyring* # create certreq
firepower-2110 /security/keyring/certreg* #

ATy T FFRHEASRAT—-RERELET,
set password
1

firepower-2110 /security/keyring/certreqg* # set password
Certificate request password: diagonalapple
Confirm certificate request password: diagonalapple

AT w71 Firepower 2100 O IP 7 KL A £ 721X FQDN Z45E€ L £,
set {ip | ipv6} {ipv_address | fqdn}
BEDOIP T RUAZRETEET,
1 -

FXO0S CLI D% E .
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ATvT12

ATy 713

. FXO0S CLI ®

firepower-2110 /security/keyring/certreg* # set ip 10.10.9.2

¥ —DODNS Iy I T AR END Y —L DREEM R AL VA EIRELET,

set subject-name fgdn

SubjectName &, 472 < & % 1 -2 DNS SubjectAlternateName 44 2342 T4, SubjectName /3,
DNS SubjectAlternateName & L CHB)RJIZEIN I VE T,

i

firepower-2110 /security/keyring/certreqg* # set subject-name firepowerl.example.com

(ER) A7 a v z2RELET,

a)

b)

d)

SEBFHET HEO 2 XFOEa— FEEELET,

set country country_name

1 :

firepower-2110 /security/keyring/certreq* # set country us

ZOFEHFEZRDORA MAICHENT2561E, Y7 V=7 FoAERELET,
set dns subject_alt_name

E D DNS 4 i ETE£T,

11 -

firepower-2110 /security/keyring/certreqg* # set dns firepower2.example.com

REFERICBEM T OB FA—LT FLAZRELET,
set e-mail E-mail_name

BEOETA—NLT RLAZRETEET,

1 -

firepower-2110 /security/keyring/certreqg* # set e-mail admin@example.com

FEAEZZR L TV D RO RN FET DT £ 2T 2 HE L £,
set locality locality_name
i

firepower-2110 /security/keyring/certreqg* # set locality boulder

AEAEZZR L WD MM ZFRE L E T,

set org-name organization_name

]

X JE
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1 :

firepower-2110 /security/keyring/certreq* # set org-name Example.com

f) AREAZfEELET,
set org-unit-name organizational _unit_name

1 -

firepower-2110 /security/keyring/certreq* # set org-unit-name engineering

g) FEFEAZLR L TV AR OAREN I ET 2INE T ITAITER S Z2HEE L7,
set state state_province_or_county

1 -

firepower-2110 /security/keyring/certreqg* # set state co

ATV T8 BREERGFLET,
commit-buffer

SERAEBEL ERZ AR T AR, T _XTORA M DNS ZfiH L Cik-EnE4d, mX k
& DRI R LT3 E, 2~ Ride g —2 A LET,

1 -

firepower-2110 /security/keyring/certreq* # commit-buffer
firepower-2110 /security/keyring/certreq #

AT 15 FFAEERAZFRL, BEREZab—L T, IR NT U —F I3 EERICEELET,
show certreq
FEEZCROT ¥ A R % BEGIN BLXONEND T2 8 Cabt —L, 77 A /VIBRFLET,
1 -

firepower-2110 /security/keyring/certreq # show certreq
Certificate request subject name: firepowerl.example.com
Certificate request ip address: 10.10.10.9

Certificate request e-mail name:

Certificate request ipv6 address:

Certificate request country name:

State, province or county (full name) :

Locality name (eg, city):

Organisation name (eg, company):

Organisational Unit Name (eg, section):

DNS name (subject alternative name) :

Request:

MIICoDCCAYgCAQAWITEfMBOGALIUEAWWWZmlyZXBvd2VyMS51eGFtcGx1LmNvbTCC

ASIwDQYJKoZIhvcNAQEBBQADGGEPADCCAQOCGGERBALIM7bmSCJte3gAUIDgGDVN3E
tEfrbf0hMelLYgs5gkkviW7/T8x3gHKN2 Lwk4wFFAdHPxceVZwaBnXW8FS5MFzdtyBY+

rxos cu oEE i
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ATv 716

ATy 11

ATv 718

ATv 719

ATv7T20

Du+RkpraLtle4HEMdNwlrnoDcv4ZHmbK4 7XYR1ISFXSzer510XptGbOCloUn34L6/
PK1D1fV+1L+L1DYD++RG2DhbekWcFk1310ZvCVhw99Wmc4X7CsypKY4uGH31Awnl
/TF320RX10t2GXju6kbqUahhxN2kGxL7+4eLBeA/ninajCkJDIGI1lnXuFa2ArfbF
39p+3UuvVzcc9V/0H6d+buljmQvtn+DwoPQhCVDY1Nt+p3Z2gngnJWULNLBPM1of0C
AwWEAAaA6MDgGCSgGSIb3DQEJDJErMCkwIwYDVRORBCAWHOIWZm]l yZXBvd2VyMS51
eGFtcGx1LmNvbYcECgoKCTANBgkghkiGOwOBAQsFAAOCAQEA]BwW81Eb6CcRapyMh/
Dfiyuetd4wTO0QOmXQKy3xLXQjv6RGb5S0f3NkcaNvex3KuKIJwoJQGhdRV4JThk4 rgmT
OmlWX4rY7B2MFUwf6gSaj/ESWONORQg+5aZ/hZjPGV3zcuzY6yfixxXBpoPALrZQ
21uPaa2l+HR4LTDINRj0127xMIkeKmv7AHS]yMoJdgs8DGJil1TwPy93kzV//Iq9P
LrnKR7gpsXzX0oK6PTxP3pwhC21gjdmevn3ICPIDI68AtqjAuUBlSp/T21+GF1i/gB
XJIMx2Mm9qgiope3FEXIGH2ZhbJ+P70BfGzgx2EHSI8H9808a9u08WV2yd/dKtv2IG
ICxXHEw==

FRRER DB R T v 2 ATHE - CRRAFAIC CSR O 2k U9, ZRAh4 2 & Rk
JIZ D CA ODWMEX—ZMHHA L CT UV FNVEL INTZIDIERAENREINET,

certreq E— FZH& T LET,

exit

1 -

firepower-2110 /security/keyring/certreq # exit
firepower-2110 /security/keyring #

LIRMCAERC L7 b7 A RARA » P 2FRE L £,

set trustpoint name

B -

firepower-2110 /security/keyring # set trustpoint trustl
firepower-2110 /security/keyring* #

FZANT A= FETRRER D AF LIGEREZT v 7 e — FLET,
set cert

TarFRTC, TR NT U —F IR O IT Mo TEiEHEDO T X X &AL Y F1TF
T, FERAEO% DITIZ ENDOFBUF & AJ LT, fEAEZED AN ZZ T LET,

GE)  FEBHEIX, Base6d =2 22— K X.509 (CER) 74—~ hTHAHAMLENRH D 7,

{1
firepower-2110 /security/keyring* #

REERGTLET,
commit-buffer

1 -

firepower-2110 /security/keyring* # commit-buffer
firepower-2110 /security/keyring #

. FXO0S CLl D% 7E



| Fxoscu oz

X ~ID

angoszt— I

ATFYvTN A UR— b LEZEHEBORNREZF R L, Certificate Status DfE2 Valid & FRrEN5 2 & &1

WBLET,

show keyring keyring_name detail

51

firepower-2110 /security #
firepower-2110 /security #
Keyring firepower cert:

RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Valid

Certificate status:

Certificate:
Data:

Version: 3 (0x2)

Serial Number:

scope security
show keyring krl detail

45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a
Signature Algorithm:
Issuer: DC=local,

Validity

Not Before:

Not After
Subject: C=US,
CN=fp4120.test.local
Subject Public
Public Key

ecdsa-with-SHA256
DC=naaustin,

Apr 28 13:09:54 2016 GMT
Apr 28 13:09:54 2018 GMT
ST=California,

Key Info:

Algorithm:
(2048 bit)

Public-Key:
Modulus:

00

0d:
al:
50:
fc:
d6:
3a:

al

Ye:

20
ae

87:

07

47:
cd:
Sa:
:e9
1d:

d4

:pb3:
1b:
9c:
0d:
27:
:db:
S5b:
11:
29:
47:
3b:
91:
94 :
15:
fd:
3c:
:dd:

18

dc:
:bd:
49:
:de:
:d8:
6c:
tec:
64:
9a:
b5:

85

Exponent:

X509v3 extensions:

43:

ee

a3:
c6:
:bb:
de:
2b:

30

c9

15
12

28

11

69

65537

8d:
:d8:
8f:
:db:
8a:
83:
3d:
:d7
126
ff:
:al:
el:
8a:
:b4
cb:
:e8
6d:

2f:
c4:

eb

la:

26

50

a3

07

rsaEncryption

:06

: 30

£5

c3

:44

:45:
£5:

£9

126
:71
174

:da:

07:

7d:
dc:
:cf:
1eb:
:48:

3f:

L=San Jose,

:al

Se

61
:cl

rae
4e
a7

:d4
e’7

07:
:70:
bf:

: 91
6e
91
b0
: 54

03

:7f:
:db:
14:
6a:

82

146

21

(0x10001)

fb:

ef:

1 £6
:75

:43:
rad:

146
37
:bl

91

16

:36

X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:

Full Name:

8f:

20:

:76
:2d:
0d:
1f:
:51
174
:30:
8d:
:da:
:4f:
ag:
:35:
:bf:
:bf:
:bd:
:Tb:
:ch:

c4

93:
84:
:da:
6f:
:ch:
31:
18:

fe
06

O=Cisco Systems,

:Te

ec

40:

31

:ch:
:de

82

c3:

29

rca:
9b:

f3
b6

12e:
:ba:
0d:
:29:
3e:
:Tb:
:al
8a:
:5f:
b5:
cO:
HeloH
: 30
la:
2f:
:30:
:bb6:

ez

98:

82

le:

09:

55

66:

f2

ff:
78:
:d2
4a:
5b:
6a:
70:
:bd:

84

:e3:
:cf:
08:
:33
5d:

:c8
42
:a8

19

12e:
09:

b6

60

55

:39

54:

6b:

dc:

fd:
61:

3d:

CN=naaustin-NAAUSTIN-PC-CA

40:
:c0:
tc4:
re2:
le:
:73:
84:
9f:
:d6:
1f:
tca:
S5c:
122
Of:
95:
rab:
5d:

OU=TAC,

URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services,CN=Configuration,DC=naaustin,

DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint
Authority Information Access:

rxos cu oEE i
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CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:00:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:b6:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MITIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACIAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGQBGRYFbG9])YWwxGDAWBgoJkiaJk/ISZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEWHhcNMTYWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEi
MAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUYMEN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1uLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTJ1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmFO0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQOBYj cUAGQUHhTAVWB1AGIAUWB1AHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOGAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

Zeroized: No

il
HIZ, FrLnd—U o ZIGEHFEZ BN 262" LET,

firepower-2110# scope security

firepower-2110 /security # enter trustpoint tPointl0

firepower-2110 /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

> MIIDMDCCApmgAwIBAgGIBADANBgkghkiGOwOBAQQFADBOMQOswCQYDVQQGEWJVUZEL
> BxMMU2FulEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xEZARBgNVBAST
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FZXK~ID

C1R1c3QgR3JvAXAXGTAXBgNVBAMTEHR1 c3QuZXhhbXBszS53b20xHzAdBgkghkiG
IWOBCQEWEHVZZXJAZXhhbXBsZS57b20wgZ8wDQYJKoZIhveNAQEBBQADGY0AMIGT
AOGBAMZw4nTepNIDhVzb0]722Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehukK3/SINvIwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1Q3jbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJITA ) Bgkg
hkiGI9wOBCQcxFhMUQSBjaGEsbGVuz2UgcGEzc3dvemQwDQY JKoZ IhveNAQEFBQAD
gYEAG61CaJdoJdaVMhzC190306Mg51zglzXcz75+VEj2I6rH9asckCld3mkOVx5gJU
Ptt5CVQpNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualtvlWvihevskv0j6
jtcEMyZ+£7+3yh4211ido3n04MIGeBgNVHSMEgZYwgZOAFLINtcEMyZ+£7+3yh42
11do3n040XikdjBOMQOswCQYDVQQGEWJVUzZELMAKGALIUECBMCQOEXFDASBgNVBACT
CINhbnRhIENsYXJhMRswGQYDVQQKExJOdWI2YSBTeXNOZW1zIEIuYy4xFDASBgNV
BAsSTCOVUZ21uzZWVyaW5snMQ8wDQYDVQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWEB
/zBANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 £KgGQgXc
wR4pYi04z42/39Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsm)BbedUCwQgdFDWhDIZJIwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

VVVVVVVYVVVVYVYVYVYVYV

\%

> ENDOFBUF

firepower-2110 /security/trustpoint* # exit

firepower-2110 /security* # enter keyring kr220

firepower-2110 /security/keyring* # set modulus modl1024
firepower-2110 /security/keyring* # enter certreq

Certificate request password: peonygarage

Confirm certificate request password: peonygarage

firepower-2110 /security/keyring/certreqg* # set ip 192.168.200.123
firepower-2110 /security/keyring/certreqg* # set subject-name sjc04
firepower-2110 /security/keyring/certreqg* # commit-buffer
firepower-2110 /security/keyring/certreq # show certreq
Certificate request subject name: sjcO04.example.com

Certificate request ip address: 192.168.200.123

Certificate request e-mail name:

Certificate request country name:

State, province or county (full name) :

Locality (eg, city):

Organization name (eg, company):

Organization Unit name (eg, section):

Request:

MIIBfTCB5wIBADARMQO8wWDQYDVQQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQERBBQAD
gYOAMIGJAOGBALPKn1t8gMZ04UGQILKFXQQc2c8b/vil2 rnRF8OPhKbhghLAlYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGIw0BCQ4xHjACMBOGA1IUJEQEB/wQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuzHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

firepower-2110 /security/keyring/certreq # exit
firepower-2110 /security/keyring #

firepower-2110 /security/keyring # set trustpoint tPointl0
firepower-2110 /security/keyring* # set cert

angoszt— I

.example.com

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.

Keyring certificate:

\%

MIIB/zCCAWGCAQAWgZkxCzAJBgNVBAYTALVIMOswCQYDVQQIEwWJDQTEVMBMGALUE
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1IEluYy4xEZARBgNVBAST
C1R1c3QgR3JIvAXAxXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZ IThvcNAQEBBQADGY 0AMIGT
AOGBAMZw4nTepNIDhVzb0]722Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehukK3/SINvV7Iwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGgJTAIBgkg
hkiGI9wOBCQcxFhMUQSBjaGEsbGVuz2UgcGEzc3dvemQwDQY JKoZ IhveNAQEFBQAD

VV VYV YVYVYVYV

rxos cu oEE i
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> gYEAG61CaJdoJdaVMhzC190306Mg51zglzXcz75+VEj2I6rH9asckCld3mkOVx5gJU
> Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualLtvlWvihevskVv0j6
> mK3Ku+YiORnv6DhxrOogau8r/hyI/L4317IPN1HhOi3oha4d=

> ENDOFBUF

firepower-2110 /security/keyring* # commit-buffer
firepower-2110 /security/keyring #

TI2AILEDX—1) O GEBHEDEAR
SRR IIBEIIC 2 > 7 BB, F 7 4 FOF— U o FIEE S B CEA R 2 LEA
&)Djﬁjﬁo

FIE

ATYT1 EX2 U7 05— FaaL £,
scope security

1

firepower-2110# scope security
firepower-2110 /security #

RFYT2 FIHLINOXF—Y T HE AN LET,
enter keyring default

1 :

firepower-2110 /security # enter keyring default
firepower-2110 /security/keyring #

ATFYT3 TN F— VT EEARLET,

Set regener ate yes

11 -

firepower-2110 /security/keyring # set regenerate yes
ATV T8 REERGFELET,

commit-buffer

1

firepower-2110 /security/keyring* # commit-buffer
firepower-2110 /security/keyring #

. FXO0S CLl D% 7E
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il
W, T74N b F— Vo T elERT L6042~ LET,

firepower-2110# scope security

firepower-2110 /security # enter keyring default
firepower-2110 /security/keyring # set regenerate yes
firepower-2110 /security/keyring* # commit-buffer
firepower-2110 /security/keyring #

7 7 A4V FTIL, HTTPS Hh— B R34 — K 443 TH@NZ 72> T £, Firepower Chassis Manager
@77%%%%&#6%Q\itiHnm REZ AL YA XT D551 HTTPS v a
AT D F—V T ERET SR E) | HTTPS 2| TE 4, 774/ T

Firepower 2100 [ZH B4 GEHETT 74V FOF—V V7 &2 FH L 7,

G¥)

ATy T
ATvT2

ATvT3

HTTPS CHEAT 2R — e — VU IFOEFEZED, HITPS DR E& 5T Lz, F7 W
ﬁ/a/%%fiti:\y%#5&?<_\ﬁfmﬁmmeﬂ?%;UHTW&tyva
TSRS ONET,

FIE

(EE) FFARNIDFEAEDOA 2 b= (31 =)
VAT LE—REBBL, I —EAE— R L £,
scope system
scope services

1 :

firepower-2110# scope system
firepower-2110 /system # scope services
Firepower-chassis /system/services #

Firepower ¥ ¥ — 3 ~® HTTPS 7 27 B A ZFET DIZI1E, ROWTNNEFATLET,
* Firepower ¥ — 3 ~@ HTTPS 7 7 £ XA &## Al L £7,
enable https

» Firepower 3 % — 3 ~0 HTTPS 7 7 & A & 4Lk L £7,
disable https

FXO0S CLI D% E .
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ATvTh

ATvT6

ATy T17

Fxos el oz |

1 :

firepower-2110 /system/services # disable https
firepower-2110 /system/services* #

(fE&) HTTPS R— F&4EELET, R— M43 BT 74/ A— F T,
set https port port_num
i

Firepower—-chassis /system/services* # set https port 4443

UEE) BMLzx—V 704z ELET, TF 7 A NIDIEHEOAS A h—1 (
31 =) | ZZRLTIIZEN,

set https keyring keyring_name
i

Firepower-chassis /system/services* # set https keyring krl

(EE) FAAL U THHAESNOIEZAL— X2V T A DLV ERELET,

set https cipher-suite-mode cipher_suite_mode

cipher_suite_ mode [Z1%, L FOWTNNDF—T — REFRETE ET,
« high-strength
« (F7#/vF) medium-strength
* low-strength
- custom : set httpscipher-suite =~ > R&fEH L T, = —WFERORE S A A — MEAEO LT

FlafRETE £,
il -

Firepower-chassis /system/services* # set https cipher-suite-mode high-strength

(ER) Wi AA — hE— R%& custom |2 E L7z 5irid,. WA X ARG AL — M EEELE
—é—O
set https cipher-suite cipher_suite string
cipher_suite_string Cldi K 256 3L FF THEH TE £97%, OpenSSL 5 A A — MEARIZHEMLS
DMENRDHY T, WERE, AN—ARRE L FIIENTE A, | (EER) [ + (U7
AFLHE) - N T7Y) L BXO: (mry) , FEHIZOWTIE,
http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite 2 ZH L T 7231,

72E 2iE, FXOS 37 74 /v b & L THERAT 2 HEEMAAROXFINIRD L 512720 £,
ALL: 'ADH: 'EXPORT56: ! LOW:RC4+RSA:+HIGH: +MEDIUM: +EXP: +eNULL

. FXO0S CLl D% 7E
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ATvT8

ATvT9

ATy 710

wes o

1 -

Firepower-chassis /system/services* # set https cipher-suite
DHE-RSA-AES256-GCM-SHA384 : DHE-RSA-AES128-GCM-SHA256 : ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-RSA-AES128-GCM-SHA256

SSL N—T 3 VEHRELET,
set https access-protocols comma_separated values

comma_separated values (Z1Zk 723 D £,
o tlsvl

e tlsvl.l
e tlsvl.2
» sslv3
GE)  HLWTZUHPESSLV3 2V R— h L TWAaWnW=d, o7 o b a L bisEd 2 0E
N ET, SSLVAOAEZIELHGAIE. PAR—FShvTtwinwtexa V740 7
Fal R—=C g VERTET—RNT T UPIIRREINDZENRNHY 9,
(EE) EERDY A MREZEDE X EHICLET,
set revoke-policy {relaxed | strict}
51

Firepower-chassis /system/services* # set revoke-policy strict

HEZHRIFLET,

commit-buffer

51

Firepower-chassis /system/services* # commit-buffer
firepower-2110 /system/services #

1

WOHFITIE, HTTPS ZH ML, R — " EZE 4443 IZHRTEL, F¥— Vv 74 %
kring7984 IR E L, BEEAAL —hDOEF 2T 4 LXILEBFBICHELET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # enable https
Firepower-chassis /system/services* # set https port 4443
Warning: When committed, this closes all the web sessions.

FXO0S CLI D% E .



Fxos el oz |
B rsects77vrr0mE

Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

IPSec X 17 F v RILDETFE

BHNT T 4w 7 BREE T 5 X 51T IPSec b R ERETE £9°, Firepower 2100 (%, &
DR ETNIY A LEVPR—FLTHET,

RINKES LUV ESPOBESETILTY XL

247 &

5= aes128, aesl92, aes256, aesl28gcml6

Sel 7 & L% (PRF)  (IKE @ |prfshal, prfsha384, prfsha512, prfsha256

7r)

BHMET LY XA shal, sha256, sha384, sha512, shal_160
Diffie-Hellman 7' /L — 7 modp2048., curve25519, ecp256. ecp384, ecp521,

modp3072, modp4096

GE)  curve25519 1L FIPS £72i3 a2 7 947V 7 — RTIEHR—FENRTHEREA,

IR BHHIIZ
FIPS E— FOH4 . IPSec BT I1X RFC 7427 R — F LTWAMENRH Y F1-,

FI&E

ATvF1  FZARMNIDGEHEDOA A =L 31 —V)

ATvFT2 X2V T E— RZHBL, KICIPSec E— FEBAH L ET,
scope security
scopeipsec

B -

Firepower-2110# scope security
Firepower-2110 /security # scope ipsec
Firepower-2110 /security/ipsec #

ATv7T3 (EE) vZURVVERELET,

. FXO0S CLl D% 7E
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ATy TH

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

IPSec X 17 F ¥ RILDHKTE .

set log-level 0-4
i

Firepower-2110 /security/ipsec # set log-level 3
Firepower-2110 /security/ipsec* #

(fEE) IKE #ft & SA #5i & OO, KIS T DM F—mEOMH 2R E L £,
set sa-strength-enforcement {yes| no}

eyes: IKEIZ LD RrTvm— hEn/eF—H A X0, BSPIZL Y xTvm— bz —H
A XD/ WGE, BRI L 7,

e N0 : SA EAMAEIZ NA L, BEETms LET,

1 :

Firepower-2110 /security/ipsec # set sa-strength-enforcement yes
Firepower-2110 /security/ipsec* #

IPSec e A E L. AT LET,

create connection connection_name
IPSec E— R& F RV UV ETTMBEDTZDITHRE L 75,

set modetunnel_or_transport

n—HNVIPT FLAZRELET,
set local-addressip_address

UE—HFIPT7 FLAZFELET,
set remote-addressip_address

DNS — %5 E L7HE1E, FRDN & LTV E— 7 RLAZHETE LT (DNS H—
DRE (24 =) 2BM]) |

1 -

Firepower-2110 /security/ipsec/connection* # set remote-address

o E=REEHLTHWLSE, VE—F 7Ry FERELET,
set remote-subnet ip/mask

UE—FIDAZHELET,

set remote-ike-id remote_identity_name

set fgdn-enforce =~ > K C FQDN O Z A4 25515, 2D =~ FTFQDN A i 7
HLENGH Y FT,

51

FXO0S CLI D% E .
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ATvIN

ATvT12

ATy 713

ATy 714

ATy 715

ATy 716

ATy 711

ATy 718

ATy 719

Firepower-2110 /security/ipsec/connection* # set remote-ike-id charlesdarwin.cisco.com

FQDN OfEHZ#EH L £7,

set fqdn-enforce {none | remote-ike-id}

ZOMREEHNCTH5A1E. DNSEZRTETHLENH Y £ (DNSH— O TE (24—
V) EHM) , 9.13(1) XV ENC/ER S i brE . WHILT 740 F TEICR > TV E
T, WA~ OBERIXITE CAENCT ILENRH Y £,

F#h72 ) E— M IKEID (set remote-ike-id) % FQDN B CRET 2 LE R &V £9°, FQDN
DO Z TN Lizha, VE— MIKEID 34T v a v by, LEDEX (FQDN, IP 7
RLVAL BT V=7 MR E) TRETEET,

51

Firepower-2110 /security/ipsec/connection* # set fgdn-enforce remote-ike-id

¥V T ERELET,

set keyring-name name

EE) =V 7 "RAU—RERELET,

set keyring-passwd passphrase

(&) IKE-SA OF WM Z 53 B TRRE L £ 7,

set ike-rekey-time minutes

minutes fE1Z13, 60 ~ 1440 OFPHN DIEE DOERZRETE £,
(EF) D SA DA Z /3 HAL (30 ~48074)) THREL £,
set esp-rekey-time minutes

minutes fEIZ 1%, 30 ~ 480 DHFIPHAN DIEZ DB 2R E TS £,
(FEE) WIHERTICFEIT T /G — 7 ADEFZRELET,
set keyringtriesretry _number

retry_number fEIZ1EL, 1 ~ 5 OHHADTEEDOEE L IEE TE £,
(EE) FEFELRD ) A MaEZ, AOEITEICLET,

set revoke-policy { relaxed | strict }

Pz AN LEd,

set admin-state enable

B Ve —RFLET,

reload-conns

LIRTZHENL STV TW R o Te gt i T SV E T, ML Sl S E 7,
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ATv7T20

g@7s+20%z ||

UEE) BEfED F T A FARA > M4 % IPsec [ZIBML £,

create authority trustpoint_name

EET7OERANDETE

ATy T

ATy T2

7 7 4L N TlX, Firepower2100 (%, B 1/1192.168.45.0/24 % » kU —2 T, Firepower Chassis
Manager ~® HTTPS 77 £ A, BLOSSHT 7 v A& LE T, thoFxy hT—7 050
TR RAEFFA FTIESNMP 2P T 55 A1, 778X VA M BNERIEE S DL
ERH Y £,

FIE

VAT LE— REMG L, RICH—ERXE— RZBBLET,
scope system
scope services

1 :

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

T RAERNNCTDUERS LY —EADT 72 A X MEERLET,

IPv4 DA -

enter ip-block ip prefix_length {https| snmp | ssh}

IPv6 DA -

enter ipv6-block ip prefix_length https| snmp | ssh}

IP7 FLZ (v E7lEve) O/ T ry 7T, HR2SBORRDL YT Ry FafY—E Rk

LTRETEET,
cip: 7Ry b%E0.000, LT 4 v A% EIEETHE, P ERICEFHIRIZT V&
ATEDE DT £,

. prefix_length : IPv4 D5A, 7V 7 4 v 7 AKX 0~32TY, IPV6 DFE, TvVT7 4 w7
ARIX 0~ 128 T,

1 :

firepower-2110 /system/services # enter ip-block 0.0.0.0 0 https
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ip-block 10.0.0.0 8 ssh
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ip-block 192.168.0.0 16 ssh

FXO0S CLI D% E .
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firepower-2110 /system/services/ip-block* # exit
firepower-2110 /system/services* # enter ip-block 10.10.3.0 24 snmp
firepower-2110 /system/services/ip-block* #

ATy T3 REZRGFLES,
commit-buffer

% -

firepower-2110 /system/services/ip-block* # commit-buffer
firepower-2110 /system/services/ip-block #

451
1Pv4 :

firepower-2110 # scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enter ip-block 10.1.1.0 24 https
firepower-2110 /system/services/ip-block* # commit-buffer
firepower-2110 /system/services/ip-block # exit

firepower-2110 /system/services # enter ip-block 10.2.1.0 24 ssh
firepower-2110 /system/services/ip-block* # commit-buffer
firepower-2110 /system/services/ip-block # exit

firepower-2110 /system/services # enter ip-block 10.3.1.0 24 snmp
firepower-2110 /system/services/ip-block* # commit-buffer
firepower-2110 /system/services/ip-block # exit

firepower-2110 /system/services # show ip-block

Permitted IP Block:

IP Address Prefix Length Protocol

10.1.1.0 24 Https

10.2.1.0 24 Ssh

10.3.1.0 24 Snmp
IPv6

firepower-2110 /system/services # enter ipvé6-block 2001:0DB8:BA98:: 64 ssh
firepower-2110 /system/services/ipvé6-block* # commit-buffer
firepower-2110 /system/services/ipv6-block # exit
firepower-2110 /system/services # enter ipvé6-block 2001:0DB8:BA98:: 64 snmp
firepower-2110 /system/services/ipvé6-block* # commit-buffer
firepower-2110 /system/services/ipv6-block # exit
firepower-2110 /system/services # enter ipv6-block 2001:0DB8:BA98:: 64 https
firepower-2110 /system/services/ipvé6-block* # commit-buffer
firepower-2110 /system/services/ipv6-block # exit
firepower-2110 /system/services # show ipvé6-block
Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol

2001:0DB8:BA98: : 64 Https
2001:0DB8:BA98: : 64 Snmp
2001:0DB8:BA98: : 64 Ssh

. FXO0S CLl D% 7E



| Fxoscum

=gl

B

ax ;E

547

ATy T

ATy T2

ATvT3

585472 +obhee 4—r0Ez ]

> +@ DHCP H—/\DERTE

BEHUIA T —T oA RAZEHLTCNDZ TA T > M LCDHCP — "2 HhT5 2
EMTEXET, T 740 T, = T 7 R U RA#HPE 192.168.45.10 ~ 192.168.45.12 TH%Z)
W7o TWET, HHIPTY RLAZEET 5545, DHCP T 208N H Y £ (FXOS
BHIPT RLRAEITS— Ny OEH (14 X—2) 2BH) . TO%, Ly b
7 —27 O DHCP ZHEANITHZ ENTEET,

FIE

VAT AE—FEfmL, RICH—EAE— Nzl £7,
scope system
scope services

1 -

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

DHCP #— " Z&HET HITIE, ROWTNrEFETLET,
* DHCP —Z A L £,
enable dhcp-server start_ipend_ip
« DHCP #— "2 HLhIC L £,
disable dhcp-server

51

firepower-2110 /system/services # enable dhcp-server 10.10.10.5 10.10.10.50
firepower-2110 /system/services* #

HEZHRIFLET,

commit-buffer

51

firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

451
RIZ, DHCP H— &Gz T 562~ LET,
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firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enable dhcp-server 192.168.1.8 192.168.1.40
firepower-2110 /system/services* # commit-buffer

firepower-2110 /system/services #

syslog X v E—PDERE

ATvT3

RE N=F DT TN 2a=T A T BIOA T MABOW T TR £,
syslog A & — 1%, Firepower 2100 2> Y —)L SSHE v ay, EkiFn—ALr77 AV
ICEETEET,

T B D syslog A v —ITFX0S & v — OB S ET, ASAsyslog A v — D8
By ASARETH X UV ERETOLERDH Y 7,

FIE

TV 7 E—RFRERBLET,
scope monitoring

1 -

firepower-2110# scope monitoring
firepower-2110 /monitoring #

syslog A ve—V&ERT IR DNV —RAEHRELET,
» enable syslog source {audits| events| faults}

« disable sydog source {audits| events| faults}

&1

firepower-2110 /monitoring # disable syslog source audits
firepower-2110 /monitoring* # enable syslog source events
firepower-2110 /monitoring* # enable syslog source faults

2y — U syslog A vE—TEEEFELET,
a) 22 Y —/b~D syslog DEEEANEICITENT L ET,
- enable syslog console

« disable syslog console

&1
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b)

syslog A v 2—CDRTE .

firepower-2110 /monitoring* # enable syslog console

A= CFITRT H A v =V ORK LV @R L £,
set syslog console level {emergencies| alerts| critical}

2= VIZIZZ DLV DR v —URERENET, LA TV g TR AM
DENEC—EFRREINET, T 741 FD L UL Critical T,

51

firepower-2110 /monitoring* # set syslog console level alerts

ATy 74 SSHE v 3 \Tsyslog A vE—VEEFELET,

a)

b)

SSH & v+ g v ~®D syslog A v —DREZAREZITEC LT,
« enable syslog monitor

« disable syslog monitor
1 -

firepower-2110 /monitoring* # enable syslog monitor

SSHE v g IlERTAEIAvE—VORELLERINLET,

set syslog monitor level {emergencies| alerts| critical | errors|warnings| notifications |
infor mation | debugging}

TOLR_VLUEDA v =V RFREINET, L ATV g NIREEORIETEE
RENFET, T 7+ O L~ Critical T9,

G¥)  terminal monitor =~ K& A L7285E12721F, Critical KD FTOL~LdD X v
TN ROE =X IZETREINFE T,

1 -

firepower-2110 /monitoring* # set syslog monitor level alerts

ATYTE 77 AT syslog A vE—VEEELET,

a)

syslog 7 7 A b~ syslog fEHRDEZ AL Z G ETITEDIZ L ET,
« enable syslog file
» disable syslog file

&1

firepower-2110 /monitoring* # enable syslog file

FXO0S CLI D% E .



. syslog A v E—U DK
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b)

d)

Fxos el oz |

Ay —VUNRREIND T 7 A NOLATHTERELET,
set sysog file name filename

Ty ANAIE16 LTFETANTEET,

i -

firepower-2110 /monitoring* # set syslog file name syslogl

T ANMAREETIA v =V OFKE L~V ERIR L £,

set sydog filelevel {emergencies| alerts| critical | errors|warnings| notifications| information
| debugging}

ZOLNEL EDsyslog 7 7 A NVDMRFESNE T, LU AT v a VITRAORIET—
EEIRENET, T 740 O L~YLE Critical T,

1 -

firepower-2110 /monitoring* # set syslog file level debugging

BR7T7ANYTARX (N4 MEN) ZFRELET, 2OV A XZB22E, bW A Y
t—VEEHOA v E—U T EEXLET,

set sydog file sizefilesize
RN 72 %X 4096 ~ 4194304 /31 T,
1 -

firepower-2110 /monitoring* # set syslog file size 60000

RIEERIFLET,

commit-buffer

&1

firepower-2110 /monitoring* # commit-buffer
firepower-2110 /monitoring #

1

WOFNE, a—HNT 7 A )L ~D syslog A v —Y DRAFEFINCT D HEEZR LT
I/\ivé—o

firepower-2110# scope monitoring

firepower-2110 /monitoring # disable syslog console
firepower-2110 /monitoring* # disable syslog monitor
firepower-2110 /monitoring* # enable syslog file

]

X JE



| Fxoscu oz

snvp oazit [

set syslog file name SysMsgsFirepower
set syslog file level notifications
set syslog file size 4194304
commit-buffer

firepower-2110 /monitoring*
firepower-2110 /monitoring*
firepower-2110 /monitoring*
firepower-2110 /monitoring*
firepower-2110 /monitoring #

#
#
#
#

SNMP O & =11k

SNMP D £

SNMP & %11

2Dk 7 g o TIL, Firepower ¥ ¥ —UIZflig 1y NV — 77w ha (SNMP) &3 iE
THHEEDIHLET,

SNMP L, 7V r—varvEra halTh), SNMPv 32— v E SNMP=—V = b &
DBFEIHEHEINDI A vE—Y 74—~y b2EMHELET, SNMPTlE, Xy NT—2ZHNDT
NRAZADE=Z Y T EEBIHERTERET L — 20— L@ EnEftan 4,

SNMP 7 L — AT — 27133 DO THERR S E T,

*SNMP~%—Y % : SNMPEZERA LTy NI~ TNRALADT 7T 4 T 4 ZHIH L,
T=H Y TTHUAT A

« SNMP —=—< = > | : Firepower D7 — % Z iR L, MBS U TEDT —F % SNMP ~
F— ¥ [T 5 Firepower ¥ —YINO Y 7 =7 2 7R—3 > b, Firepower ¥ ¥ —
YIE, ==V P E—EOMIB AEENLTVET,

o EHEHN—Z (MIB) : SNMP=—V x> h FOBEREKISEA TV FoaLr g
VS

Firepower ¥ ¥ —/1X, SNMPvl, SNMPv2c, LN SNMPv3 ZH AR — kK LEF, SNMPvl ¥
FUSNMPV2 (ZEHHH, ala=T 4 _X=2AFADtF=2 VT 1 2EALET,

SNMP O EE/HERED 1 DlE, SNMP=—V =Y M LEHEERTXAZLTT, 26D
WBHITIE, ERZSNMP~ 32—V v N OEETLH2HELIH Y THA, @A, REAR—VFE
RE, TRECEh, oI, ML —Z L OEROUIN, FOMOERERA N N ERRLE
_3‘0

Firepower ' ¥ — (%, N7 v 7 EoidA 74— L LTCSNMP @& Z 4k L9, SNMP
VXYY IX N Ty RGNS A KEE T, Firepower ¥ —UIX F T v TR ES
NI E I MEMRTERND, N7 v TOREMNEIEA V74— 80 K< 20 7, A
V7 = LEREZETHSNMP v R — T ¥ X, SNMPIRE Y1 haL 7 —4% 2=y L (PDU)
TA v —VDZE 2 MERIGE LE T, Firepower v — 37 PDU %15 L72WEA, A~
T — LEREFIETEET,
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SNMP X2 ) 71 LRILELVHER

FXos cu oE |

SNMP X2 !)F 1 ETILE LRILDYHR—

SNMPvI, SNMPv2e, BLUSNMPVIIFZENENHIDOEF 2V T 4 ETVERLET, EXa
VT4 ETNVEBRBIRLIZEX2 )T 4 LV OMAEGDEIZE Y SNMP A vt — DL
FICEH SN 28X 2V T 4 AD=XLBRRED £7,

X2 U7 4 LoULiE, SNMP 7 v FICBEfHT 5N TND A v E—U 52 FRT D720
BIRFHEARE L E T, MRL U, A v E—URRES NV K D R#E F 738G E 002
DHLIZNEIDERELET, VAR —bSNdEX2V T4 LULE, BEXF2 VT 4 TV
DRESNTWNENCE > TR ET, SNMPEF =2 U T 4 LoULIE, ROMERD 12U
YV AR—FLET,

* noAuthNoPriv :
NILJ FL[E&) D
FRESH D |

AR L. BEEfbre L
b 7e L
KEibdH v

 authNoPriv :

e authPriv :

SNMPV3 Clt, EX=2 U7 4 ETNEEXF2Y T 4 LVOMER RSN TWET, BF=
V74 2T ME, 2 VB2 RET 20—V ERET IS TT, B2V T4
Lo b id, X274 ETANTHASNDEX 2V T DLV TY, BEX2 YT o
EFETNEEXF 2T T 4 LULOMAEHEIZLY, SNMP Ny MLUBHIZERA S22 % 2
VT 4 A= ALBREY F7,

FEhTWBHAEHE
WOFRIZ, EX2VT 4 TTNELNVVLOHAEDLEOE®ZRLET,

R2:SNMPEx21) T4 ETILELVEFa T4 LA

ET |KESH ErH =R S

)7 it

2L |22a=FT4 ANV ITORAEEHER
L CREREL £ 7,

vl noAuthNoPriv| 2 3 = =5 ¢ 2 U v
7" (Community string)

v2c noAuthNoPriv| 23 2 =5 4 2 Y v |2 L |23za=FT4 A FN) T OREEMHEH
2" (Community string) LCRRREL £,

v3 noAuthNoPriv | [ —+44, (Username) ]|72 L |2—V4DOBEEMHH L CRIEL £7,

v3 authNoPriv. | HMAC-SHA 7L HMAC Secure Hash Algorithm (SHA) [

v3 authPriv HMAC-SHA DES |HMAC-SHA 7 /L3 U X AZFHADWTER

AELE9, T —Z WA (DES) @
56 By MEE{b, BLUOWE7 v 7
HifH (CBC) DES (DES-56) fZ#E|ZE
DSWERRREA R L F T,
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snmpv3 £ 2 ) 7 <1 I}

SNMPv3 22 1) T 1 #EE

SNMP H7R— b

SNMP @

=L

ax /&

ATy

SNMPv3 (%, > hU—ZRRHEDO7 L—ADBFEL B EALEMAGDEL Z LIk T, 72
AANDEF 2T 778 AEFEBLET, SNMPV3 L, REFAL—IZLDEHEED L%
FA L, SNMP A v b—V %R LE T, SNMPV32—Y_R—2X X2 F 4 £/ (USM)
IZSNMP A v E— LX) T s 2BBL, ROV—E R L T,

Ayt —voEett Ay - VR RERTIETER E/ZIIBEE S TOHRWZ & 2R
LEd, £7o, 72 =7 U A0, BEEETL200X0 bEWHETEAE I TV
W2 EERFEL £,

e A —URIETLORBIE : RIET — X ERE L= DOT AT T 4T 4 DR STz
ZLEAEBIEELET,

c A b —UOMENRE IO S RER2—Y, =T 47 4, It A L THER
ERIAARIZLEZVBRRLARVWE S ICLET,

Firepower 3 ¥ — /1% SNMP DR DY 7R — F &2t L £ 7,

MIB ®HHR— k

Firepower ¥ ¥ — (%, MIB ~DO&t AR T 7 B2 &Y R—FLET,
SNMPv3 1 —HDFREE 7 A 3L

Firepower > ¥ — /1%, SNMPv3 == —® HMAC-SHA-96 (SHA) #8if~7' v b2/l &% KR—FL
£7,

SNMPVv3 1—H®M AES TS5 4/ > — JOo kaL

SHA ~_— X DOFBAEIZM Z T, Firepower > % — /% AES-128 ¥ > | Advanced Encryption Standard
EHEHA LT T4 — b LE 9, Firepower ¥ — 1%, T4 NN — RRATU— R&ff
ALTI28 By b AES ¥ —%/E L ET, AES 77 A N — 2T — N3/ T8 LFT
To NATZVL—X%7 V7 7XANCHET A%, K80 LFEAHETEET,

SNMP #AZNC L., F7 v 7BISNMPV3 =—¥ZBIML E9,
FI§
TV = REfBLET,

scope monitoring

1 :

firepower-2110# scope monitoring
firepower-2110 /monitoring #
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ATw T2 SNMP A4 32 —T7 M LET,

enable snmp

&1

firepower-2110 /monitoring # enable snmp
firepower-2110 /monitoring* #

ATFY T3 SNMP 23 2 =T s X4 AR ELET,
set snmp community

SNMP 22 2=T 4 42 ANTTHEIOROENET, 2 a2=T 241, K32 LFOIEK
TTHRETEET,

B -

firepower-2110 /monitoring* # set snmp community
Enter a snmp community: communityl
firepower-2110 /monitoring* #

AT v T4 SNMP DY AT LY FE DL EEE LET,
set snmp syscontact systemcontact-name

VAT AHEYEOHEKLL (B AN T RLARL, 4R EBRETREY) X, mK255LF
DEPFTHETEET,

1 -

firepower-2110 /monitoring* # set snmp syscontact jcrichton@example.com
firepower-2110 /monitoring* #

ATYTE5 SNMP =—Y = b (=) BRETTLHRA NOLFTEHELET,
set snmp syslocation system-location-name
VAT L a—va VAR, K S12 XFORRTFCIRETEET,
i -

firepower-2110 /monitoring* # set snmp syslocation boulder, co
firepower-2110 /monitoring* #

AT T 6 SNMPv3 = —HFZER L £9,
a) Z—YPHLENRAT—REHRELET,
enter snmp-user user-name
NAT—=Rue AT DL ROLNET,
15'] .

firepower-2110 /monitoring* # enter snmp-user Jjcrichton
Password: aerynsun
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b)

c)

d)

firepower-2110 /monitoring/snmp-user* #

AES-128 B S b a HNZT %

set aes-128 {no | yes}

T 7 4V h T, AES-128 B B LIXIC e > TV ET,
51

firepower-2110 /monitoring/snmp-user* # set aes-128 yes
firepower-2110 /monitoring/snmp-user* #

=P T T AN = RRAT— REEELET,

set priv-password
TIANY—=RAT = RE AL TCHERT L LI ROLNET,
i

firepower-2110 /monitoring/snmp-user* # set priv-password
Enter a password: moyahome

Confirm the password: moyahome

firepower-2110 /monitoring/snmp-user* #

SNMP 2—H#E— REET LET,
exit
1 -

firepower-2110 /monitoring/snmp-user* # exit
firepower-2110 /monitoring* #

ATwTT SNMP F7 v 7 %BIMLET,

a)

b)

SNMP k7 v 7 &#A{ER L £,
enter snmp-trap {hostname | ip-addr | ip6-addr}
1 -

firepower-2110 /monitoring* # enter snmp-trap 10.10.10.67
firepower-2110 /monitoring/snmp-trap* #

SNMP 7 v FIEATASNMP 22 o= s 4% ELET,

set community  community-name

51

firepower-2110 /monitoring/snmp-trap* # set community communityl
firepower-2110 /monitoring/snmp-trap* #

SNMP D3

ax

= W
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c) SNMP 7 v AT HR—FEfELET,
set port port-num
£

firepower-2110 /monitoring/snmp-trap* # set port 3434
firepower-2110 /monitoring/snmp-trap* #

d) FT7 o FIHHTSESNMP A=V g U BIOETALEEELET,
set version {v1|v2c|v3}

1 -

firepower-2110 /monitoring/snmp-trap* # set version v2c
firepower-2110 /monitoring/snmp-trap* #

o) (ER) EETDITvTOIATE2BELET,
set notificationtype {traps|informs}

straps: N—V 3 I V2 FTII VI AR LZGEIE. T v 7O A T ERELE
j‘o

cinforms: /X—0 3 2 v2e AIRIR L2 A 1%, @A X A 72ERELET,

51

firepower-2110 /monitoring/snmp-trap* # set notificationtype informs
firepower-2110 /monitoring/snmp-trap* #

f) (EE) A=Y ariv3Zz@RLEEAIE. M7y TICEEMT DN HERZFEE L
£,

set v3privilege {auth | noauth | priv}
cauth : BEEAZ AN LET N, KELLET A,
* noauth : FREE 21T S L2 AN L £ A,
cpriv: @Rk & S E AN LET,

i

firepower-2110 /monitoring/snmp-trap* # set v3privilege priv
firepower-2110 /monitoring/snmp-trap* #

g) SNMP F7 v 7E— REKTLET,
exit
{1

firepower-2110 /monitoring/snmp-trap* # exit
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ATvT8

APS 5 & ULy 547U 7E— Roamt [

firepower-2110 /monitoring* #

RIEERIFLET,

commit-buffer

&1

firepower-2110 /monitoring* # commit-buffer
firepower-2110 /monitoring #

451
WOFITIE, SNMP ZEZNC LET,

firepower-21104# scope monitoring

firepower-2110 /monitoring # enable snmp

firepower-2110 /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem?2

firepower-2110 /monitoring* # set snmp syscontact contactpersonl
firepower-2110 /monitoring* # set snmp syslocation systemlocation
firepower-2110 /monitoring* # enter snmp-user snmp-userl4
Password: happy

firepower-2110 /monitoring/snmp-user* # set aes-128 yes
firepower-2110 /monitoring/snmp-user* # set priv-password

Enter a password: ecstatic

Confirm the password: ecstatic

firepower-2110 /monitoring/snmp-user* # exit

firepower-2110 /monitoring* #

firepower-2110 /monitoring* # enter snmp-trap 192.168.100.112
firepower-2110 /monitoring/snmp-trap* # set community SnmpCommSystem?2
firepower-2110 /monitoring/snmp-trap* # set port 12009
firepower-2110 /monitoring/snmp-trap* set version v3
firepower-2110 /monitoring/snmp-trap* set notificationtype traps
firepower-2110 /monitoring/snmp-trap* set v3privilege priv
firepower-2110 /monitoring/snmp-trap* exit

firepower-2110 /monitoring* #

firepower-2110 /monitoring* # enter snmp-trap 2001::1
firepower-2110 /monitoring/snmp-trap* # set community SnmpCommSystem3
firepower-2110 /monitoring/snmp-trap* # set port 12009
firepower-2110 /monitoring/snmp-trap* set version v3
firepower-2110 /monitoring/snmp-trap* set notificationtype traps
firepower-2110 /monitoring/snmp-trap* set v3privilege priv
firepower-2110 /monitoring/snmp-trap* commit-buffer
firepower-2110 /monitoring/snmp-trap #

H o S S

H o S S

FIPSEXVIELISA4TUT7E—FOEME

Firepower 2100 T FIPS £721Z=E> 7 747 U7 (CC) E— FEZHMIT DI, ROFIA

EIITLET,

rxos cu oEE i
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B rrsscvazrss7urE—roaM

ATy T

ATy T2

ATvT3

ATy T4

F7-. fipsenable =~ K&l LT ASA TEBIIZ FIPS E— FZHMCTHLELHV £

T ASAZIZ, = E 7747 V7 E— RICET2EBIOREITH Y £, CC i

UCAPL D a1 7T A4 7 AT 2 BMOHIRAHAUE, P AaDtX2 T 4 RY—D
V= a TS TRRIET D HENH D 77,

AN ASA CTFIPS £— RZFREL., T3 AD Y a— K&F->TH» 5, FXOS T FIPS £—
RERETHZLEBEIODLET,

FIE

X274 ET— REHBLET,
scope security

&1

firepower-2110# scope security
firepower-2110 /security #

FIPS E— FEZ AL T,
enable fips-mode

&1

firepower-2110 /security # enable fips-mode

Warning: Connectivity to one or more services may be denied when committed. Please consult
the product's FIPS Security Policy documentation.

WARNING: A reboot of the system is required in order for the system to be operating in
a FIPS approved mode.

firepower-2110 /security* #

aFL I TAT YT E— REEDICLET,
enable cc-mode

&1

firepower-2110 /security* # enable cc-mode

Warning: Connectivity to one or more services may be denied when committed. Please consult
the product's CC Security Policy documentation.

WARNING: A reboot of the system is required in order for the system to be operating in
a CC approved mode.

HEZHRIFLET

commit-buffer

&1

firepower-2110 /security* # commit-buffer
firepower-2110 /security #
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AT TS VAT LBV T—FLET,
scope chassis1

reboot
&1

firepower-2110 /security # scope chassis 1
firepower-2110 /chassis # reboot

2 —H T H 7 hiE, Firepower2100 ¥ v — 27 7B AT HDIEHESNET, b
7 #1772 M, Firepower Chassis Manager 35 X ONSSH 7 7 B A CEH S v E 9, ASA IZIFHID
2= T AT NERIERH Y FT,

A—Y F7hHO2 MZIDWT
EBETHI bk

BEET T MITI7HNV N 22— T HT L R THY ., BERHIRIITEXETFA, 20T
By NI, VAT LAEREELIIA— A= —F T T FTHY . TRTOHERBEZ D
NTWET, FT7 4 FDO/RAT— K Adminl23 T,

BEET D MIWIIT 7T 47T, AHIRBH Y XA, BEET U b ERIIET
TATICRET DI LITTEERE A,

O—ALEEShi-2a—F 7Fhook

BRASDE— N 22— T I hERETEET, Fax—F T Hhoyr MIiF, —BEDO2—
o L RAT — RSB T,

O —GNVRIEENT-2—TF T U ME, BEREAHERA B D 2—Y ThIHTHLADEIT
T DHZENTEET,

A—HYTFThIU MBI AL FSM Y
1—4¥4

2—H 4%, Firepower Chassis Manager 3 X O'FXOSCLI® v 74 > ID & L CHERAEINE T,
77 A IDOENY LTSI TUE, ROTA RT A4 BLUOHIFEEZEE LTI ZE0,

e A IDITIE. REEL 1 ~R DL FEEHDLENTEET,
LR OIET

BT
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B =+s7ry by 25005100

. Ty F=2=7)

- (Fyva)

(Fv )

e A IDIET—ETHLINENDY £7,

s /A IDIE, WUFETHBRTAILENLY £, HFET VA —Ra7 7 EORBHC
FENHBEDDHZLIXTEEYA,

s 7 A ID Tk, KIXFE/NLFENERIENET,

e T RTEFOu A IDIIERTXEH AL

ca—WP T H T FOMERKEIL, e S AV IDEAERTEXEA, 2—F T H 7 N EHIR

L. BiLWa—HF 7 h 70 FEERTALERH D £,
INATT—FK
0— B NVBRES NIz —F T H 7 TR, NRAT— RBARETT, EHEWHRE FFO2—
PFiE, 2= RXRT = RORRAT— REET = v 7 2 FTTELICV AT LAERETEE
T, NAU—REBETF v 7oA RX—TNMIT DL, F2—FREN AT — REHHATS
WVERH Y F97,
Ba—PNRI) 7R AT — RERETHIEEAHLELES, m— B E2—VFDONRRT— ]
ET = 7 BHINTT DL, FXOSITKOBEHZRTZ LT RWARRT — REHEG LET,

I L 8T EE S, N 12T XFTHDHI &

N

CE) axr 7747V THEBICHEIT H72DIC, A7 arTUAT
LD LTFHNS LFOESONRAT— RERETEET,

cTNT 7Ny ORI FEDR b 1 TFETD,
cTNT 7 Xy NOINLFERDIRL EH 1 UFEET,

« WETLUNO LT FFRCT) 207 &b 1 UFET,
« aaabbb 72 L L T 3 B A2 T D IR SCFE S E R,

« passwordABC X password321 72 &0 3 DD L 72 TR F %2 ED L 5 RIAF Th - T
HEER,

YA LA R P AR L b O TR,

e NRAT—R T4 vat V) FovIIZEGEETH, 8 2iE, BFECRBEIN TV HEYE
B BRI RS RA Y — REFBET A Z EIXTE EFHEA,

cRDELEFEZER, § (FAgtE) 2 BRI | = (F5) .

ZEAICT DI EITTE E A,
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A—YHMEM

ATy T

ATvT2

ATvT3

ATvT4

a—voiemn [

Firepower Chassis Manager 36 L UNFXOS CLI 7 7 A0 — /)L 22— A2BIML £,

1R BRI

R—HNa—WT T N EBNEITRET D21, admin R Z FFOL—Y TH D MEN
&) @ iﬁ—o

FIE

X2V T 4 F—FIZADET,
scope security

1 -

firepower-2110# scope security
firepower-2110 /security #

A=Y T AT FERRLET,

enter local-user local-user-name

elocal-user-name: ZDT H T h~Da A UEHERTAT AU N ERELET,
ZOLENY. BAETHY, 22—V THU L FEDOHTA KT A4 EHIRETTZ LTV DL
NHVET (22— ThHho L MIBETDHIHA KT 40 (61 =) Z25H)

=Y EERLTIZH%IZ, /A IDEEFRTEETA, 2= THT U FEHIBRL, LY
2= ThHU U M EERTAILERHY 7,
B -

firepower-2110 /security # enter local-user johncrichton
firepower-2110 /security/local-user* #

R—IN 2= T eT T 4 T 2T 7T 4 TAT 2 EREE L E T,

set account-status  {activel inactive}
T7FNNTIR, 2a—=FEIT 7T 47 TT,
11 -

firepower-2110 /security/local-user* # set account-status inactive

2—HF FH T NONRAT— RERELET,
set password

AT — K& AN LET, password
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ATy 75

ATvT6

ATy T17

ATvT8

FX0S Ll D% |

INAYU— R& s L ¥, password

IRAT— RBEF = v 7 /I LTZHEEIEL, 22— AU — RE2RER L DI T 52 0E R D
¥4, FXOSITMETF = v 7 BHAZM- L TWARWRAT— RZ2ER LET (2 —PREE
DFE (66 2—2) BIOR2—HFTHor MZETAHIHTA RTA42 (613—=2) &)

1 -

firepower-2110 /security/local-user* # set password
Enter a password: aeryn

Confirm the password: aeryn

firepower-2110 /security/local-user* #

ER) =—VoLzRELET,

set firstname  first-name

1 -

firepower-2110 /security/local-user* # set firstname John

(EE) =—YolzfELE7,

set lasthame last-name

1 -

firepower-2110 /security/local-user* # set lastname Crichton

(EE) =% 7H v FAFIREIICR S B 2B E L ET,
set expiration month  day-of-month  year
e month : A & 33ED A4 O5EsA 3 SUFCRELET,
7YY M, HEE SR A ORICIEATE EH A, 32— T Y MOABIRE RE

L%, THEDMIER L] ICERETAZ LT TEERA, 2P L, HHTE ARETOENH
RAMTT AU FERET DI L IEATHETT,

FTT7FNVETHEH, 2=V TAHU L FOAIHRITIH Y ¥,
B -

firepower-2110 /security/local-user* # set expiration oct 10 2019

ER) 22—V OEFA—NL T RLAZEELET,

set email  email-addr

51

firepower-2110 /security/local-user* # set email jcrichton@example.com

. FXO0S CLl D% 7E



| Fxoscu oz

ATvT9

ATy 710

ATvIN

a—voiemn [

(EE) =2—VOEFETZHRELET,
set phone  phone-num

1 -

firepower-2110 /security/local-user* # set phone 303-555-7891

(ER) =—FIZEHEE e — 2B Y TET,

enter roleadmin

FTRTO—WPEFT 7 4 /b F Tread-only B —/A73E10 4 THA, ZOu—/LIHIBRTE %
A, admin B— /U2 LY BE~DHAIY EEXIALDOT 7B ARSI NET,

22— B VB IOMEROE L IIREIO 22— 0 /A VAR ET, 2—F THh Y
v hA~DB LWV E— LOE Y Y TRMFEO T — LOYIREITO EXiIca—YnRe L LT
LA, T T4 7ty a VIBRIO e — LOMERE S S EEH L ET,

&1

firepower-2110 /security/local-user* # enter role admin

RIEERIFLET,

commit-buffer

&1

firepower-2110 security/local-user* # commit-buffer
firepower-2110 security/local-user #

1

WORFNE, aerynsun & W IHRTOZ—FT 7 MEAERRL, 2—F 77 a2
T U, rygel INXAY—REREL, BHE—Fo—La2H0 4T, FF7oH7
VarEELET,

firepower-2110# scope security

firepower-2110 /security # create local-user aerynsun
firepower-2110 /security/local-user* # set password
Enter a password: rygel

Confirm the password: rygel

firepower-2110 /security/local-user* # enter role admin
firepower-2110 /security/local-user* # commit-buffer
firepower-2110 /security/local-user #

FXO0S CLI D% E .
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NTEEDERTE

TRCOL—F DT o — VR EEERETEET,

FIE

X2V T 0 BE—RICADET,
scope security

1 -

firepower-2110# scope security
firepower-2110 /security #

NAT— RREF = v 7 /N EITIHIZLET,
set enforce-strong-password {yes| no}

INAT — RORET = v 7 NN > TV DA Firepower 2100 Tlk, 7R/ AT — K
DA RTA &I L TWRVWRAT — RERIRTE EHA (22— T v MIET LA
ARTAL (61_—=2) #BM]) . T 74N FTIL, B8NS AT— RF = v 7 BDEHR-
TWET,

% -

firepower-2110 /security # set enforce-strong-password yes
firepower-2110 /security* #

NAT—=RTa7y AN E— REHBLET,
scope passwor d-profile

1 :

firepower-2110 /security* # scope password-profile
firepower-2110 /security/password-profile* #

HRNSAT — FRZHRELET,
set min-passwor d-length min_length

RANNAT = RRF = v 7 BN LI2GE13, 88 LI/ CFHED S AT — R Bl %
WERH Y £,

% -

firepower-2110 /security/password-profile* # set min-password-length 8

2= VRRRES NI 22— PR E SN NI AN AT — REBETE 50 E I e A E
FEZIZLE T,
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EEEHALET,
set change-interval num-of-hours

set change-count pass-change-num

s num_of_hours : /XA YU — RETEOREIEANEH S5 R E 1 ~ 745 FERI OB CRE L £
T

» pass_change num : = — W VEBRES Lz — W3 BEMBOMICA S O/NA T — RE28
HCTEDRKEHERELET,
JEW A2 E4 5 121%, set change-interval % disabled (Z7% & L £,
i -

firepower-2110 /security/password-profile* # set change-count 2
firepower-2110 /security/password-profile* # set change-interval 24

EEEZEILFET,
set no-change-interval min_num_hours }
e min_num_hours : B — A VGRRES Lz —W B LAERR L7e /XA Y — REEHT HH)]
S D BN B 2 B/ NP R 1 ~ 745 RFRRI O CRRE L £ 77
W AFFA9 5 I21%, set no-change-interval % disabled [Zf% & L £,
i -

firepower-2110 /security/password-profile* # set no-change-interval 1

AT — FEFHOEMFZRE L T,
set history-count {num_of passwords | disabled}
set passwor d-reuse-interval {days| disabled}

« num_of_passwords : & — " VRBGRE S L7z —H 3 DIATNZHER LT e SA T — R & HH|
FATEX D TIERT HHENH D —BD/XAT— RO¥K%E 0~ 15 DETHEL £,
T 74V N T, NI 0T, BB T MRS . 22— IR LTy
7oA T— REBFRHTEET,

cdays: SAU— ROFHANAREICRD2ETOREZ 1 ~365 DB THRELET, T 74
JU KT 15 HTY,

W DA~y Ne T D561, mTOEF2ldTBhERH Y £4, LT, BED
vy be3IBEL, HAMHFEZ 10 HICRET DL, NAV—REZZETE 501310 HfH
Feil L72#% T, NAT—= a3 EEE LS AICRoNET,

&1

firepower-2110 /security/password-profile* # set history-count 5
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firepower-2110 /security/password-profile* # set password-reuse-interval 120

NAY — REDHIROREZITVET,
set passwor d-expiration {days| never}
set expiration-war ning-period days

set expiration-grace-period days

- set passwor d-expiration {days|never} : GZhHIRAZ 1 ~9999 HDOMCHRELET, 77+
b TR, AT 2 > TV ET (never) .

« set expiration-warning-period days : & 7 A > Z &G ZAR O BRI RA T — ROF )
BRZ 2 —PIZEET 500 % 0~9999 ORI THRELEY, 774/ ME, 14 HTT,

« set expiration-grace-period days : AEHIRDOM A% E T2 —F RN RAT — REEET 5
VN H D% 0~9999 ORI CRELET, 7 74/ MI3 HTT,

&1

firepower-2110 /security/password-profile* # set password-expiration 120
firepower-2110 /security/password-profile* # set expiration-warning-period 5
firepower-2110 /security/password-profile* # set expiration-grace-period 5

U T ary—), SSH, HTTPS # G T X COEXD T 7 AT ottt vy a v ¥
AT NERELET,

scope default-auth

set absolute-session-timeout seconds
« seconds : ﬁﬁ&%AT?F1%O~n%@®WT RELET, 7 7 4/L MElL 3600 B
(6043) TT, ZOREZMENTHITIE, HEZ 0ICHELET,

51

firepower-2110 /security* scope default-auth#
firepower-2110 /security/default-auth* # set absolute-session-timeout 7200

REERFLET,

commit-buffer

51

firepower-2110 /security/default-auth* # commit-buffer
firepower-2110 /security/default-auth #
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il
wIZ, BERO2—FERET DH 2R LET,

firepower-2110 # scope security

firepower-2110 /security # set enforce-strong-password yes

firepower-2110 /security* # scope password-profile

firepower-2110 /security/password-profile* # set change-during-interval enable
firepower-2110 /security/password-profile* # set change-count 5

firepower-2110 /security/password-profile* # set change-interval 72
firepower-2110 /security/password-profile* # set history-count 5
firepower-2110 /security/password-profile* # commit-buffer

firepower-2110 /security/password-profile #

VATLEHE

ASANRN Y r—D7 v 7L —FR, Y y—vDVa—FR, £R3EBRERA 721752 0N TEE
—éﬂo

AA—=SDT7vTTL—Fk

COMERIFAZ  FTr Yy ASAICEHENET, 72— NA == T 2T v 77 bL— 7
5%A1%,  [Cisco ASA Upgrade Guidel]l ZZM L T 7Z& W, 7Ty 77 L— Kt XITid#
W20 ~ 30 D £,

ASA. ASDM, BLUFX0OS DA A—F 1 DDy —IIZ Ny RS TWET, Sy
F—=YDT v 7T — MIFXOSIZL > TEEHINET, ASAA XL —T 47 VAT ANT
ASA %27 w77 L —RT5HZ LT TEEHA, ASA & FXOS ZEHRINCT v /7L —R$5Z
LITTEERHA, IRV RAVENTWET,

ASDM DEIIBIS T, ASAF XL —F 4 VT VAT ANNST v F 7 L— R TE L5728,
T LH AN RS2 ASDM A A=V 2T 2 LEIIH Y A, FETY v r—F
9% ASDM A A —UILFXOS A A— U A MIRRENEF A, ASA DS ASDM A A —
REBTOMNENDY 7,

G¥)

N RVET v 77— R34 5L [AU4ART (asdm.bin) THo72H, /N2 KALNO ASDM
AA—=VDBHIDO ASDM N RV A A=V EESHMZET, 72720, 7Ty Fe—RNLIEHO
ASDM A A —< (7= & 2 1¥ asdm-782.bin) #FETERNT 5L, XNV T v 77 L— Rk
LI EMEFR LA A—YMEHINET, AEEOH D ASDM AN—2 5 VA FETLTND Z
EERMERT HITIE, N RV ET v 77 L— RTDHICASDM 27 v 77 L— R§ 250, &
TIXASANY RV ET v 77 L— R HHEANI, /N FAE7ZASDM A A— (asdm.bin)
EHEATHLOICASA ZHEETHDLENH D £,

rxos cu oEE i
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1R BHEIIZ
Ty a—RKT5EHA A=Y NFTP, SCP, SFTP, TFTP ¥ — 3\, F7213USB K7 A 7 CEf ]
HEThHdHZ MR LET,

FIE

ATy Tl aryy—rR—br (HF) F7/21ESSHZMHH LT, FXOSCLIICH#H L4, 2 Y —/LR—
N CEEET A AT, FXOSCLIIZT IZT 7R LET, FXOSus A4 Z v v L%
AN LET, 740 hoa—F4iZadmin T, 57 4L DO/ A T — RiZ Adminl123 T7°,

SSHZfEH L TASAEHIP 7 KL R IZERLT 25613, FXOSIZT 7 & AF 5722 connect
fxos & AJJ L E7,

ATFYT2 v — NNy =R n— R LUET,
a) 77 —ALv=T F—REANLET,

scope firmware

1 -

firepower-2110# scope firmware
firepower-2110 /firmware#

by Nyr—vEXUa—RKLET,
download image url
RONTNNEFA L TA R —=1F2577A40DURL ZHE L £,
« ftp://username@server/[path/limage_name
* scp://username@server/[path/]image_name
» sftp://username@server/[path/]limage_name
« tftp://server[:port]/[path/]image_name
* usbA:/path/filename

% -

firepower-2110 /firmware # download image
tftp://10.88.29.181/cisco-asa-fp2k.9.8.2.2.SPA

Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

c) Furm—RKZ7otvxzx=%L%7,
show download-task
1

firepower-2110 /firmware # show download
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Download task:
File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA

Tftp 10.88.29.181 0 Downloaded
cisco-asa-fp2k.9.8.2.2.SPA
Tftp 10.88.29.181 0 Downloading

firepower-2110 /firmware #

AT9T3I LWy r—U0F 7 a— KRBT ([Downloaded] DIKFE) L7=6H, Ry r—U%EE L
ij‘o

a)

b)

FHLWAN o r—ONR—V g U FREEFRLET,

show package

11

firepower-2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2
cisco-asa-fp2k.9.8.2.2.SPA 9.8.2.2

firepower-2110 /firmware #

Ny lr—=V% A A=V LET,
scope auto-install

install security-pack version version

show package ® 77 C, security-pack version %5 @ Package-Versfiiz = &' — L £,
VX —UMNASANRNY =TV A A M=)V LCHER L ET,

% -

firepower 2110 /firmware # scope auto-install
firepower-2110 /firmware/auto-install # install security-pack version 9.8.2.2

The system is currently installed with security software package 9.8.2, which has:
- The platform version: 2.2.2.52
- The CSP (asa) version: 9.8.2

If you proceed with the upgrade 9.8.2.2, it will do the following:
- upgrade to the CSP asa version 9.8.2.2

Do you want to proceed ? (yes/no): yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:

If you proceed the system will be re-imaged. All existing configuration will be
lost,

and the default configuration applied.
Do you want to proceed? (yes/no): yes

Triggered the install of software package version 9.8.2.2

rxos cu oEE i
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Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.
firepower-2110 /firmware/auto-install #

GE) [T RCOBEFOHRN KbV, T 74V MRENEHASINET] OAvE—T
TR L ET, ERAEESNDE Z TR, TV MREDEHEND Z &
LHD FEHA, TIHNIEREIL Ty T T L— RTIERL, HA A =IO
WZoHBEHINET,

ATYTE vy —2 DV T—=IRETTH05FHET (5~104)) . FXOS 2SI iEE) L £33,

ASA DNEENT D FE THEOVLERH Y 77,

ASA DEENE, TV r— g R LS, CLI C2—V EXECE— RNIZT7 7 AL E
7,

51

[...]
Cisco FPR Series Security Appliance
firepower-2140 login: admin
Password:

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2018, Cisco Systems, Inc. All rights reserved.
[...]

User enable 1 logged in to ciscoasa
Logins over the last 1 days: 1.

Failed logins since the last login: O.
[press Enter to see the prompt below:]

firepower-2140# connect asa
Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a list of available commands.

ciscoasa>

r—iD)T—k

ATy T

FIE

Vy—E— RERBLET,
scope chassis1

&1
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firepower-2110 # scope chassis 1
firepower-2110 /chassis #

Yy—vEHIVT7—RMLET,
reboot [" reason”" ] [no-prompt]

no-prompt % — 17— K& L1, m~y KEANTSE v — 3T <lc) 7—h L&
T, =5 LW E, commit-buffer =<2 REAFTEAETY vy —IITHEEES L EEA,

1 :

firepower-2110 /chassis # reboot "This system is rebooting" no-prompt

V77— FutvREE=FLET,

show fsm status

Ox—DERA D

ATy I

ATy T2

¥ % — %, Firepower 2100 ¥ ¥ — 3 DEJRE A 72T HH1IZ, ASAOS ZIEFIZT v v M4
v LET, 207w RIS ~200000 £, Uy —YOBEEMNIEFICA T ICRN
X, Y —vOBERa— 2B 2N TEET,

FIE

Yy —vE— FERBLET,
scope chassis1

% -

firepower-2110 # scope chassis 1
firepower-2110 /chassis #

Vy —VOBEREZY FF,
shutdown [" reason" ] [no-prompt]

no-prompt ¥ —7U— K& H L7568, a~ 2 REANTL Ly — 33 <y vy v hE D
Y LET, F5LARVWE, commit-buffer 2~> REANTAETYYy—IiTd vy MF T
LEHA,

1 :

firepower-2110 /chassis # shutdown "This system is powering off" no-prompt

AFYT3 vyy b TabREE=S LET,

FXO0S CLI D% E .
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show fsm status

FXOS EXEIP 7 RLRFERIITF—FD T A DER

ATv T

ATy T2

FXOS CLI % Firepower 2100 ¥ —3®D FXOS HHLIP 7 KL AZ AR CTCExE9, T 74/L K
DT KL A1L192.168.4545CTF, FXOSEEL N T 7 4 v I DT 74NV NF— U oA ZEHET
HZEHLTEET, 774V M= =2A150.000ICRESNTEBY, FXOS N7 7 4 v 7
Ny 7 T =R TEESN, ASAT—H A X —T oA RN L TN—T 47 3NE
T, ROVIZEB I Xy NI =T TA—HIZ T T4 v T EN—T 4 T D%, 7F—1
DA PT RLAZERLET, BHEHOT 7EA VA NEH LRy N —27I2—8T
HEVEFETHINELHVET, F— NV xA%T 74V 5D0.0.0.0 (ASAT—X A 5 —
T AR) MOERETHE, F—F A F—T A ZATFXOSIZT 7B ATE 2L 20, FX0S
X7 —FA L E—T A ATIT 74 vV HHGTERSRVET, T—F A HX—T xR
TOFXOS 77 BRI ZOWTIE, AX— R T w7 HA REZRRLTIZEW,

BE . FXOSHH /1P 7 FLAIZASAEH I/ITP T RLALR LRy NU—27 Flighv F
T, FDOD, ZOFIETIXIASA D ASAIP 7 RLAZERTLHHELRLET,

15 H B HEIIC
cEHIPT RLAZEL LK T, HrLWT KL A ZH L T Firepower Chassis Manager 33
F UV SSH #35i & fHifE L 2 M ER H Y £,

* DHCP — N7 7 4L h CIEEB 1/l TADI > T D70, EHIPT NLAZALR
35 HIZ DHCP 2N T 20BN H Y 9,

FIE

a2 b R— MCEHE LE T (ASA £721L FXOS D=2 v Y —~OfE 2 —) 2%
M) o BN RO RRNWE LT DD, ar Y — MR THZ L EBEID LET,
DHCP H— "2 L £,

scope system

scope services

disable dhcp-server

commit-buffer

BEIPT RLAZEFELIZE T, HILWI T4 T NPT RLAZMH L TDHCP # FOVA

T 5D Z &N TEET, Firepower Chassis Manager ¢ DHCP $— 3% G2k L ORI T 5
Z &b T&EET ([Platform Settings] > [DHCP])

&1

firepower-2110# scope system
firepower-2110 /system # scope services

. FXO0S CLl D% 7E
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firepower-2110 /system/services # disable dhcp-server
firepower-2110 /system/services* # commit-buffer

ATV T3 IPVEERIP T LA, BIOMEISL T = Ny oA & ELET,
a) fabric-interconnecta M A 2 — 7 %% E L 7,
scope fabric-interconnect a

1 -

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect #

b) BEOCEHIPT FLAZERLET,

show

1 -

firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6
Gateway Prefix Operability

A 192.168.45.45 0.0.0.0 0.0.0.0
64 Operable

c) HILWEBIPT FLA, BIXOMEZSELTHLWT 740 s F— b oA ZRHELE
D
set out-of-band static ip ip_address netmask network _mask gw gateway ip_address
BUERRE STV B S — b7 = A MR 5101, gwFr— T — FEEILET, AR,

BEFOEEIP 7 RV AZHRF LT EE X — MU oA Z2EET DI, ipF—T—FR&
netmask ¥ —7 — R&ZEME L £,

TR Uz A% ASA T —H A F—T oA AIHET HITIL, gw % 0.0.0.0 IZFHE L F
To THMBT 74NV NORETT,

&1

firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.4.1 netmask
255.255.255.0

Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* #

ATV T4 IPV6EHIP T L AL A= = ZRELET,
a) fabric-interconnecta M A 21— WIZIPV6 RED A A—T 2R E L F7,
scope fabric-interconnect a

scope ipv6-config

FXO0S CLI D% E .
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b)

<)

1 :

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipv6-config
firepower-2110 /fabric-interconnect/ipv6-config #

BAEOEHIPV6 7 FL A X RLET,
show ipv6-if
1 -

firepower-2110 /fabric-interconnect/ipvé6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

HLWEHIPVG 7 FL AL — by = ZRELET,

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band static ipv6 ipv6_address
ipv6-prefix prefix_length ipv6-gw gateway address

BERESNTND T — MU = A ZHERFT 51213, ipve-gw ¥ —U— F&HME L £7, [
BRIZ, BEfFOEEIPT RLAZMR L E Y~ by oA Z2EFT 5T, ipv6F—TU—
K& ipv6-prefix ¥ —7 — KZ2AME L E£7,

T—=brUx2A B ASAT —H A H—T oA ATHET HITE, gwZ 2 ITRELET, Z
NIST 7 4V b ORETT,

i

firepower-2110 /fabric-interconnect/ipvé6-config # set out-of-band static ipvé6

2001:DB8::34 ipvé6-prefix 64 ipvé-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé-config* #

AFw 75 HTTPS. SSH. BLUSNMP 7 7t 2 U R FEHIRLTHLWLWT 7R U X NEEM L.

Hr
a)

b)

. FXO0S CLI ®

LWy BT —7 b OBt 2 ATREIC L £ 7,
VAT K —EAO#PFAEHEELET,

scope system

scope services

1

firepower-2110# scope system
firepower-2110 /system # scope services

BIEOT 78 A YA MEFRLET,
show ip-block

51
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¢)

a)

firepower-2110

XS EEIP7 FLREEEY— bz 0ZE [

/system/services # show ip-block

Permitted IP Block:

IP Address

192.168.45.
192.168.45.

firepower-2140

Prefix Length Protocol
0 24 https
0 24 ssh

/system/services #

HLWT 78R VA REBMLUET,

IPv4 DG :

enter ip-block ip_address prefix [http | snmp | ssh]

IPv6 DIFE

enter ipv6-block ipv6_address prefix [https| snmp | ssh]

IPv4 D&, TXTOFRy FU—27 27T 2512130000 77 1 v 7 202 AL
To IPVODSGHE, TXTORy N =7 2T 5103 &7 V74 v 7 202 AL
9, Firepower Chassis Manager C7 7 A URX M&ZBIMTHZ EHTEET ([Platform
Settings] > [AccessList]) .

1 -

firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110

/system/services # enter ip-block 192.168.4.0 24 https
/system/services/ip-block* # exit
/system/services* # enter ip-block 192.168.4.0 24 ssh
/system/services/ip-block* # exit
/system/services* # enter ip-block 192.168.4.0 24 snmp
/system/services/ip-block* # exit

/system/services* # enter ipvé6-block 2001:DB8:: 64 https
/system/services/ip-block* # exit

/system/services* # enter ipvé-block 2001:DB8:: 64 ssh
/system/services/ip-block* # exit

/system/services* # enter ipvé6-block 2001:DB8:: 64 snmp

/system/services/ip-block* # exit
/system/services* #

W7 78R UAREHIBRLET,

IPv4 OEE

deleteip-block ip_address prefix [http | snmp | ssh]

IPv6 DA

deleteipv6-block ipv6_address prefix [https| snmp | ssh]

1 -

firepower-2110
firepower-2110
firepower-2110

/system/services # delete ip-block 192.168.45.0 24 https
/system/services* # delete ip-block 192.168.45.0 24 ssh
/system/services* #

({£&) IPv4DHCP V—_ZHUOEZIZLET,

rxos cu oEE i
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scope system
scope services

enable dhcp-server start_ip_address end_ip_address

Firepower Chassis Manager C DHCP % — %2 Al L OEEDICT 52 & & TE £ 7 ([Platform
Settings] > [DHCP]) .

i

firepower-2110# scope system

firepower-2110 /system # scope services
firepower-2110 /system/services # enable dhcp-server 192.168.4.10 192.168.4.20

WEZHRFLET,

commit-buffer

1 -

firepower-2110 /system/services* # commit-buffer

ASAT KL A%, ELWXy NU—7 EERDIHDCEFRLET, T 741 FDASAEH1/1
A B =T 2 A AP T KL A1 192.168.45.1 T,

a) ALY —AMnb, ASACLLICHERG LT, Zu— L ary 7 ¥al—i gy E—RiCT
JEALET,
connect asa
enable

configureterminal

51

firepower-2110# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable

Password:

The enable password is not set. Please set it now.

Enter Password: ****x*x

Repeat Password: *****x

ciscoasa# configure terminal

ciscoasa (config) #

b) EFHINIPT FLAZERLET,
interface management1/1

ip addressip_address mask
11

ciscoasa(config)# interface managementl/1
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ciscoasa(config-ifc)# ip address 10.86.118.4 255.255.255.0

c) ASDMIZT 7B AHEER Ry NT—ZIZEHE L ET,
no http 192.168.45.0 255.255.255.0 management
http ip_address mask management

1 -

ciscoasa(config)# no http 192.168.45.0 255.255.255.0 management
ciscoasa(config)# http 10.86.118.0 255.255.255.0 management

d) BEZHRFLET,

write memory

e) FXOS =V —/UIZEDIZIX, Ctri+a, d E AT LET,

!l
ROBITIZ, IPVAEHA =T =2 AL T =Py = ZRELET,

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.168.2.112 192.168.2.1 255.255.255.0 2001:DB8::2 2001:DB8::1
64 Operable
firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.2.111 netmask
255.255.255.0 gw 192.168.2.1
Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* # commit-buffer
firepower-2110 /fabric-interconnect #

WOHITIE, IPv6 FBRA L F—T oA AL A= oA BHRELET,

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipv6-config
firepower-2110 /fabric-interconnect/ipvé6-config # show ipvé6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway
2001:DB8::2 64 2001:DB8::1
firepower-2110 /fabric-interconnect/ipv6-config # set out-of-band static ipv6 2001:DB8::2
ipve-prefix 64 ipve-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé6-config* # commit-buffer
firepower-2110 /fabric-interconnect/ipvé6-config #
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FREATREZY HTTPS 7’12 | =)L 9.13(1) HTTPS 7 7 £ A SSL/TLS D /N—
VarERETEET,
Bri/EFE S-a~ 2 K sethttps
access-protocols

IPSec B L OVF— VY > 7' FQDN Dji | 9-13(1) B 7 DFQDN RE D 7T & » THR

H

S A7 x.509 FERE D DNS 4 & —E
DHVENSH D X 512, FQDN O %
HETEET, IPSec DFE. 9.13(1)
XV RNCER SN -8R 2R, @A
L7 7 4V N THIZ/Z > THET,
WO EER A~ OB X TFE cahcT 5
VERHD FT, F—U T OHE,
T _TCDRA MLIFQDN Th 5 I
NHY, VAN KRD— NI TxE
TA,

FRUER S-a~2 R stdns, st
e-mail, set fqdn-enforce, setip. set
ipv6, set remote-address, set
remote-ike-id

HiBRE 72~ K fi-adip,
fi-a-ipv6, fi-b-ip, fi-b-ipv6
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H LW IPSec 55 & 7= XA

9.13(1)

WODOIKER L OESPHf B L7/ Y X
LEMENE L GREART)

o 5 : aes192, BEFOMEE-I121Z,
aes128, aes256, aesl28gcml6 7¢ &
BV ET,

o BELIELE RIS (PRF) (IKE @
#) : prfsha384, prfsha512,
prfsha256, BEF® PRF : prfshal,

HEOMET LY X A sha256.
sha384, sha512, shal 160, REfF
OFT NI XA :shal,

» Diffie-Hellman 7 /L —7" :
curve25519, ecp256. ecp384.
ecp521, modp3072, modp4096,
BEFD 7 /v —7" . modp2048,

SSH &

R

i

DFEHENLSR

9.13(1)

WD SSH Y — B ZAL 7T /LT U X LM
BNEhE L,

* aes128-gcm@openssh.com
* aes256-gcm@openssh.com
* chacha20-poly@openssh.com

WD SSH H—/N % — 2541 5 3 1B 0
INFE L,

« diffie-hellman-group14-sha256

* curve25519-sha256

* curve25519-sha256@libssh.org

* ecdh-sha2-nistp256

* ecdh-sha2-nistp384

* ecdh-sha2-nistp521
FH/AEESNT-a~v R st

ssh-server encrypt-algorithm, set
ssh-server kex-algorithm
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X.509 ZEAE D EDCS F—

9.13(1)

AEFIEICEDCS ¥ — &2 T&E 5 L5
(2720 £ L7, LRNIE, RSAF—721F
MPR—FINTWE L,
/AR s ma~v s R st
dliptic-curve, set keypair-type

2—PRRAT — ROYE

9.13(1)

WROLH IR AT—REXa VT 4D
gEENEMS N E L,

o 2— Y RAT — FNIZITH K127 3L
FEREATEET, EWHIRIZ80
T LTz,

e T 7 )V NTIL, AR AT —
R F = 7 DA >TWNE
KR

 FHLE SRR — ROFREERD D
a7 NRERINET,

o« NAT — ROALhARTII,
o XA T — REFHHDHIFR,

* set change-during-interval ==~ >~
K% HIB: L. setchange-interval,
set no-change-interval, ¥ £ U set
history-count =~ > N disabled
FFasEBMUE L,

B/ NTza~ s R st
change-during-interval, set
expiration-grace-period, set
expiration-warning-period, set
history-count, set no-change-interval,
set password, set password-expiration,
set passwor d-reuse-interval

set lacp-mode =+ > RS set

port-channel-mode (28 8 X1 E Lz,

9.10(1)

set lacp-mode =~ > F|X, Firepower
4100/9300 TD 2~ > RO 7D
A5 72T set port-channel-mode
ARSI THET,
FHR/EEIN-a~< 2 R st
port-channel-mode
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Firepower 2100 @& NTP

24
3w

B

LD H— |

9.10(1)

FXOS T SHA1 NTP Y — \FHEF# % iE
TEDHLHWZ 72 FE LI

FHUAET S FX0OS 2~ R
enable ntp-authentication. set
ntp-shal-key-id. set ntp-shal-key-string
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