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Account Privileges (bob1)

Mail Policies Incoming Mail Policies (1)
Incoming Content Filtkers (1)
Qutgoing Mail Policies (1)
Qutgoing Content Filters (Mone Assigned)

Conifigure Email Policies and Content Filters.
Email Reporting Policy Reporting and DLP Reporting
fiew and analyze email traffic.

Message Tracking Message Tracking

Track messages,

Quarantine Manage Message Quarantines (1)

Manage messages in assigned Quarantines.
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CETA—N LR—TF 4 T,
cAvE—Y T vF U,
s NU—R TNy T V—),
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FIAT UV ADTRTDA—A RY =L arv sy 74V 2 FRTEETHN, TO
HAL L =P = LZEHD L THERTND b DODARETEET,
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—%ET) T HTRTOT I EAMEREFDL, LA =L RY U—EFRTEET,
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DLP R Y v —HDUTOT 78R LNLDONWTINED AL L 2—F a—/LZH S THZ
ENTEET,

« 77t A7 L (Noaccess) : BEFHEIXIEA— N X2 DT 40 77747 AD DLP
RN —ZFRbRED TEEEA,
E0 Y TOHNT-MREEAZ R (Viewassigned) | EI0 4T o 7-lRBEARE (editassigned)
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A

[AFEEHEZEHAO D A S 5O a2—F 5% (Custom User Roles for Delegated Administration) ] ®—
EAHHLTDLP R Y 2 —%E 0 Y THHEDFEMIONWTIE, DAZ L 2—F n—LDiE
EOT v 7T —h (195—2) Z2BRLTEEN,
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DLPAR U > —0D7T 7 B AMERNH D2 BLEHE T, UTO[EFA— N X2 T 4 E=
% (Email Security Monitor) | X— Y% &R TX £7,
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Trace
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ATw 72 [REEFHZFHO I AH LO2—FHE| (Custom User Roles for Delegated Administration) | —% T, HIBR3
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OIZHA AL < —HR— | TraNg F— 2 THE TEE,
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« AsyncOS |%, —¥FR[m—DNVa2—HFTH o M2 T7 L —XDFHE (Local User
Account & Passphrase Settings) |27 > a3 U CER SN TWD R 71 VAT ORKEIEK
EERICGRICa— Y T AV Mery s LET,

 WHIFIX, [ AT LE L (System Administration) ]> [ —% (Users) | ~X—YZHH L
T, EF2 VT AN Ca—F TH U P E2FHTr Yy 7 TEET,

[2—VHEIOMRE (Edit User) | X—Y T2—% 7 H 7 hE2ERRTHE, AsyncOS IZL Y
2= THU IRy SNEEBERERRINET,

=Y TH Ty b vy JRRT B, [ (Users) | —RETa2—%F4%2 ) v LT
2= ThHU MERE, [ThHUY bov v 7 f#E (Unlock Account) 1% 27 U w7 LET,

H—AN a—=Y T HY MeFE Ty 735123, [—F (Users) | " ETa—F4%27
Vo7 LTa—F7hor  al&E, [TV bOv vy (LockAccount) | %7 U w7 LE
T, AsyncOS 1F, 2—HFNT FIA T L RIu A L TERIRDHENI A v —ThFoR
L. T 09 hEBWEbETEET,

L—PRRE LI TR E B2 - Ca /A KRR L GE, T XTor—h L 22—+
T Feny 7 THIHCHRETHIELTEET, MOV TIE, FHIRM 2 —Y 7
AT FENRRAT L —=ADOREMOHERR 21 ~—) Z2ZRLTIEIN,
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admin 7 7> hEa w7 LA, U T ar Y — L iR— kDU 7 LIRIE R
Tadmin LT A LTy 7 BRT5UL1H0 £HA, admin =—V(%, admin 7H ¥
YEu vy EREBETHL, YU T ary = R— b EERALTHICT 74T A
TIRATEES, YITNary Y=LV R - EFERLTCT I IA T RCT 7 8ATDHH
EOFHMIOWTIL, TTIA T v A~DEERZBR LT &0,

HIRMGEI— THOU FENRTL—XDEREEDERK

=P TR N ENRNATL—ADOHIREEREL T, BRI A T L—X R —% i
FIICEAT A2 N TEET, 22— TH U b EARRT L —XKIBRIL, Cisco TS T7A4 T
VAILERSNZa— )V a—FIZEHINE T, RKOREMEHETEET,
cA—HYTFThOo OOV Y, 2—FDOTHU L IRr YT U NI K T A v OR
TR ZERTEET,
c NRA T L—XEHEBDIL—IL, 77 A BRI —FRRRAT L —XOERZFRIND
EFTO, N"AT L —ADFHHHEZERTETET,
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H (Users) | "= D [R—H)V2—HF T hHU hERAT L —RXDOFE (Local User Account
& Passphrase Settings) | &7 v a » CTEFRLE T,

Clouda—H% 7AH > b+
Cloud = —+ 7 v > MZiX, Cloud Administrator 23 8 T & 72 WHRFTR EF A D/ NAT — K
RENH Y £9, Cloud =—WITIILLFO/RAY — REEENRESNLTWVET,
o 2—PIFHIE T A ISR T — REEETHLERH Y F5,
c 2—WE6MMH T LIINAT— RELERTHLENRH Y £7,

¢ NRAT— RIIHKIE S XFETHEL, KT (A~2Z) &1 XF, T (a~2z) %1
FLOHE (1~9) & 130T, BT (@#8% 72 E) & 1 LTFEOHIHENRH Y £,

ATy T [VAT LEH (System Administration) ]>[— (Users) ] Zi®R L F 7,

ATy T2 [N a—PFThHT hERAT L —XDOFE (Local User Account & Passphrase Settings) &7 = >
EFTCR—=VETFICAZr—)L LET,

AT w73 [REDOHSE (Edit Settings) 227V v 7 LET,
ATy T4 ROBHIZHE > TREEITWET,
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7 EOMERELET, 7OV bany 7452 LIZRHKm 74 T

DOEEERELET. 1 20560 F TOLEBOEEANTEES, 74/ K
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T hOay 7 ERETHHEEIEL, v/ A ERB TV D —PFIZFRKR
THAYE—=VEANLET, 7FAMIT7E Y b ASCH LFA2MHHLTA
HLET, ZOAyE—UiL, BHEICL--TrYy 7 SN TWNDH2—FNRIE
LWSRRATZL—X%ET N7 MIANTHEERETRARESNET, ZOA Y
=V, vl RITORBIC L o Tue vy 7 SNET AT MOEERE
nWEHE A,

2= T HU IR ey 7 ENHE, FEEFILGUI T[—Y o4 (Edit
User) [-X— %M T 57, userconfigCLI 2~ K& L Tr v 7 Zfifkk
TEET,

K Liza 74 v ORITIE, 2—VFRER L TV hH v o, #ED XA~
(SSH & 721X HTTP 72 &) 1ZffR7e< . =—HRNZBH SN E T, =—FMN
g A NIRRT A L. Kike S A UEITOREIZOICY By FERET,

Ka 7 A VEATORKEBICE L ica—F T hv s vnay 77w

Fahd e, BHELT 7 MRHESNET, 20T T7— M lnfol] ER

FEL~VICRESIVET,

(F) ErxoOa—FT7hy o EFHTry 73526 TEET, FFM
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NWNATZL—ZADYEy b |[IRPBIBIRTEET,

cEHENL =Y ONRRAT L —XEET L %IC, — PRGN A
T — A ERIEET,

o FEE LTI L72% C, 22— WIS A T L— X & il Ic A X
¥EF, 2—PICLD AT VL —XOEERMLEIL R DHETD, NAT
L—RADOFYHEEZAN LET, 105366 TOEEDOHAE AN TEE
To 774V ML TT, ZOHAE, EEICREZEIRTEET,

A DONRAT L—ZAHIRICET D8 ER R LET, ZNEITH
Wik, 22— BT 2R E TCOREE AT LET,

e NRAT L —ADHIRYINE, AT —X% Uty hTHETOW
THIM FEELEBH) #RECEET, INETHICE. BEE
ABLET,

MYHIMZHRET 256, FHE LHMNIC AT L—XNER IR T
i, 2= T AT MIry s EnET, MTPHIBARTE LRWEGES, SR
7L —XOWIBREIINE, WOTHERAT L —XEZEETEE T,

GE) a2V THIU IR RRTL—XF ¥ L VDRV ICSSH F—
EHERALTWALATH, A7 L —X Uty hL—AnEH s
F9, SSHXF—%EHA L TWAB—F T v FBHRIINIZR -
T2%E, 2—VFIIEWASA T L—X%E AT BN, TH 7 hMHE
HTOENTWAEF—E2EETAHEDICNRAT L — A FEHTEE
T 5L )EHEIKETALENRD Y £3, FEHICOVNTE, X =
7 vx)b (SSH) F—DEH (36-—) 2BRL TN,

IRAT L—RK J—)L AT L —RIZEDDHIRNLTFEEATILET,
<number> 3LFLL FIZT 5 |0~ 128 DHEIPANDOEEDOEEZ AT LT &,
LELEBHDET, F 740 M8 LETT,

(Password Rules: Require
at least <number> NRATZ =X, ZZTHRELEEU EoXTEfiHTcE 7,

characters.) ]

NRAT L—X JL—)b NAT =X T oD &b 1 XTFEDLVLENHDLNE ) MEEIRL

HEFO~ B ILF ks |50
Z1C7, (Password Rules:
Require at least one number

(0-9).) ]
NRAT L —R JL—)L - NATZ =R 1 XFLULEORBELTFTE2EDDLEBRNHDHNE I DEREL
TR LR S F9, AT VL—XIZE, RO FEFEHTEET,

T9, (PasswordRules: |[~?!@#8%"&™*-_+=
Require at least one special V1O <> (1
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INAT L —R JL—)L :

a—HL L ZDENE R
AT L—RE LTHERHTS
ZEITITEEREA,

(Password Rules: Ban
usernames and their

variations as passphrases.)

Mg o TV a—Y L FEFa—F 4O 2—2 gV LEUCRAT
L—RXRRBOLNDENE I NERINL £, i~#%®ﬂ)£~ya/#ﬁ
EERTWAEES, UTFTOL—ILBARZAT7 L —X|ZHH I ET,

¢ MAT L—XE, RXFLE/NLTOENED > TH2—H4 LIFFR I
TEEHA,

e NATZ L —XE, KXFENLFOENRH > THa—VFHZENIKE L
HDEIFFECIZCTEER A,

e NATZ L —XF, UTFTOXFEEZHZT,
P4 LIEFR I TE AL

e Ta) % T@) F£7201F T4) (CEMR

e Tey & 3] (CiE#a

S E U N B =3 ol = S I W At €
« To] & Toy (/&M

o Is) % I$) F/=i I5) [CEH#H

o Tt) % [+ F/2iE 17) 0@

a—PHREIIR L T —

INAT L—R JL—)L :

ET <number> i D /XA 7
L—XZEEHT 5 Z LT

T&EH A, (Password
Rules: Ban reuse of the last

<number> passphrases.)

Z—PFRRAT L — XE RPN AE T S SN DEAIC, 22— 0 Rl
L7 AT L—AORINEZRBD L0 E I DERBIRLET, IO/ AT L —
AOFEHEZRBO R NGEIT, BEHEZZIET 2 5ED/ AT L —XDH %
AHLET,

125 15 FTOEBEOEEATTTEET, T 740 ME3 T,

INAT L —X JL—)L :

IRAT L— R THFA[ L2\
HEED—% (List of words
to disallow in passphrases)

INAT L= TOMMP LT DHFEDO Y X P 2AERTE £,

ZOT77AME, FALRVWEGEZ LITE2 02T F AN 77 A ML
7, forbidden password words.txt & VN5 44 HICTY 7 A /L& RfF L, SCPRFTP
EHALCT I I9AT AT 7 ANET v 7 u—RLET,

ZORIBEZEIRLTHHEEBOY X 27 v 7 a— L
HEnE4,

Z ORI
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INAT L — X DGRE BHEELF2—FRH LR T =X ANTH L&, mAT7L—X
(Passphrase Strength) SREA U — R R RRTEET,

ZORTENTARE 2R T L—XDIEREFEITT DT TIEH Y A, AT
SN/ AT L — AN EOREMBEICHER S B 0 &2 R T 7217 TT,
A= EFRTHO— LV EERLET, KRIZ, BIRL-EK o — ot
LT, TrL b REWEIEAZ AN LET, BERRKXVITE, W7R/S2
TL—RE LTSN NZA T L — AR HERIN#E CTH DL Z 2 BR L ET,
ZOBREICHKEITH D 8 A,
1 -
«30 EANLTEEHEAIE. D7 b b 1 DORIFE/NTTFE, ., Bkt
FhRET § WFD/IRAT L— AN /RAT L —RE L TREENE
—a—o
18 EANLTEGAIE. TR UNCTFTHT LR CT2E 7200 8 0T
DIRAT L— AW IpRA T L— R L LTSI NET,

IRAT L— f@ﬁfiﬂ@EWTMEéMif SEAMIZ. NIST SP 800-63 f+
AlA OEFICHERS 2, KEESAREIFHIETOZ S ha B— b— Ll
duv@niﬁy

—RAN, FREZRANAT L= TF O L) R A A TWET,
. Eb\
o RICF, NCF BOFE, BRUTF PG ENR TS
DRI REFFETHNHEILH DHFEVP T EN TV

TN DA A TR T L— X E AT AT, ZON—OMORE
AL ET,

ATY TS BEHEFEL, RFELET,

ShEREE

ﬂll.:\ nIE

RDBERY

[RAT7 L— AT HEEIEDOHEEY 2 & (List of words to disallow in passphrases) ] %33R L 7235
Bl AR L72TF A 77 A VEERLTT v 77— FLET,

a—FEWAE Ry bV —2 O LDAP £7213 RADIUS 7 ¢ L' 7 M VICRIELTZHE. 777
AT AT s A /ﬁ‘éﬂ-—"f@um AT 4 LV B T 5 K91 Cisco 7 S TAT
VAERBRETEET, BREOTEOIIHET 4 V7 N BHHT DRI T I IA T U AERET
5121, GUI T[v AT A& H (System Administration) ]>[=— (Users) ]-~— Y /7
% 7>, CLI T userconfig =~ > N & external 7 2~ RaEfH L ET,

B EEsRI05%



| gE2RY D58
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oap 250 A +—I it ]

ERFRFEDA F—T NV THY, 2—VNREA— N X2 VT4 TTITAT A Za sl AT
He, TTITAT Vo AIRONT, 2—VFR AT LEHED ladmin) 7H T b THLHMNED

MERRLET, 2—FNRT 2T LEHRD ladmin) 7T H 72 N TRVEES. 77°?47"/7\

IR E SN — "2 T 2y 7 LT NEF I CERINTZNE I &R L

T TTTAT VANRPIOINE — IR TR, 77947 A i*ﬁk@fj’t@%
WY —n"EF s LET,

LDAP % — DAL, = — 0B — S TRRARIC KI5 &, 7774 T U AILE A —b
X2 VT4 TTIAT UV ATEREIN -0 — I 2—F L L Ta—VEFELLOIELE
T, FDOL—FRHNEY—_FENIT T TA T ARIFE LR WGA, £ — 0 &
TAT V=R AN LTEGARIE, TTITA TV ASNDT 7 BARERSINET,

S RADIUS — NIZHEE CE RIT UL, —EOROY— "R TSN ET, T XTOH—N
W CERWEES, T7IA TV AZEA— N X2 )T 4 T IA TV ATERSINT

n—h 2—HF L L Tax—VE2BIELLY ELFET, 72720, 2ME RADIUS H— 303 & )
DEH (NAT L= XEENR 2 —FARE R L) T:L%%Mﬁéa“é EL T T TAT AN
DT 7 ATHERINET,

JILiE

A— W EFAET HT-DIZLDAP 7 4 L7 RV %ﬁﬁﬁﬁ“éum:\ LDAP 7' /L —= % Cisco -L—
47‘ a2 —/LZE Y éfé EMTEET, HE2IE IT I/ N—TDa—F2EHE L —Y n—
ZEIV YT/, Support NV —T DA—H N T TR 2—HF u—LZE Y E YT
’a“ iTo ILADOZ—HFREHDOLDAP VLV — IR L TEY . ThEha—F o — L3 iz 5
AlE. OLBEMN R — DT 7 AFFA[H AsyncOSIZ L » TEDO2—VITFHE SN E T,
72 & 1%, = —3) Operator #EPR % Ff-> 7 /L —=7" & Help Desk User #E[R % F5> 7 /L — 7\ j@ 3
Y54, AsyncOS (F=—H(Z Help Desk User 2 —/LOHERZHI Y 4 TE T,

GE)

S —F R E 5D LDAP F A —F Da—HF u— L2 BETLHAE, 7T I T VAN
BT NLTHERSA VT DHERHY £, T TIUE, TOo—FTH LV a—L1o
MERRDIM - SIVET,

XL & B

LDAP“‘JL“*/\O)LDAP'UL**/\711’774’/1/:ch1:()\571~ HERGE =) — A EERLET, FEMIIOW
I. REBBLTLZEY, LDAP 7))

ATvT1 [VART Jamfi (System Administration) ]>[=— (Users) ] Zi®R L F 7,

ATFw T2 [Webili

(Web Authentication) |27 v a v FTA/un—1LET,

ATv7T3 B (Enable) 12270y 7 LET,

ATv7Ta [N

RAEE #0295  (Enable External Authentication) | F = v 7R 7 A& A2 LET,

ATv TS XA 7 & LT[LDAP] &R L £,
ATYT6 Webaz—V AL X —T A AT, IMERIAZ LT X VERLET DR AE AT LET,
AT 1] a—WEEHFT S LDAP ANEBEREFE oy = ) — & @R L £9°,
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TTIA TV ATRHRIAETDHLDAP T4 L7 N UMD ITN—TZEANIIL, TNA—TD2—FIIxT 5
o—/L& SR L £,

F72. ITOEM (AddRow) 1227V v 7 LTHIODT 4 L7 ") IA—TZBMT5HZLETEET,
TTIA TV ANRIETEET 4 L7 M) INA—FITH L TCAT v T IE AT v 10 EBDIRLET,

EHZREL, RFLET,

RADIUS FZEEDERE

ATy T

ATy T2

ATv73
ATy T4
ATvT5
ATv 76
ATvT1

2 —FOFAEIZRADIUS 7 4 L7 N U ZEH L, =2—H% D7 )—7% Cisco =2 —/LIZE| Y 4T
HTEHLTEET, mmum%%nicuwsﬁﬁ%#f%h#éz%#%bi#(mwdm
IXRADIUS 7« L' 7 F U ®=—H % Cisco = —H 1 —/1(Z ﬂ@éfét T CLASS @ Af
FILET) . AsyncOS (%, RADIUS #— 3 L ii{E9 % 72 1T Password Authentication Protocol

(PAP; /S AT — RFBFEZ'® b =2/b) & Challenge Handshake Authent1cat10n Protocol (CHAP; &+
VYU NV Ry oA 7BGET R han) O2 007572 havizhR— K LET,

RADIUS = —# % Cisco = —4 1 —/LZH| Y 4T HITIX, FHAIZ RADIUS H—/ T <radius-group>
VD ICFFIME A L C CLASS @A E L E T (24U Cisco 2—H m— L~ v 7 &
NET) . CLASS BEICITT, 7P, BIORY v az80b I ENTEEIMN, LI
By 2T 52 LIXTEEE A, AsyncOS I CLASS B THEOMAZ V- R— b LEH
lo CLASS JBMEE 7213~ v 7 & TV ey CLASS BN 727 )V — 712 J&§ 5 RADIUS == —
PIXT FIA T ACe T AL TEEE A,

TTTA T AN RADIUS =N ElETERWEE, 22— T 7 I9A4 T v ADu—h)L
a—YThy TR TEET,

\)

CE)  HAE=—F 2R RADIUS /v —T Da—Y a— L2 BERBTHEEIE. T I9A T Ahbuar
TURLTHYRITA T HLERHY T, ZO2—FFH L e — LOMHREZRFLET,

[ AT LB (System Administration) ]>[=— (Users) 1~X—TC, [A%) (Enable) |27V 7 L
7

TICADNZ > TWRWEEIT, PNTRGEZ A 20T % (Enable External Authentication) 1473 3 &
EAACLET,

RADIUS — DR A M= AT LET,

RADIUS — DR — FEFEATILET, 774/ hOKR— FEFIX 1812 T,

RADIUS B — DO EME AT — & A LET,

BA LTI NTDETTTTAT AN —R0 0 DIGE R R 2 AL CAI LE T,

(EE) [ITDEM (AddRow) 1% 7 VU w7 LTHID RADIUS H— %801 L £J, 4 RADIUS ¥—
IZOWT, 3~6DAT v 7 &I LE7,

GE) K 108D RADIUS — RZBIITE £,
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ATvT8

ATvT9

ATy 710

ATvI N

raows 2o st i

RADIUS Y — NIZEERIVA 18, TExternal Authentication Cache Timeout] 7 o —/V K CHIRIET 5 F

T, AsyncOS PIMTFEREY VT v v ¥ VEBRFT DA AT LET, T 7440 MEEr (0) T,

GE¥)  RADIUS H— "R T U H A A NRAT—R (J2E 2 E, F—27 U DOEREND /AT —R) %
HEHTL5E6. Br (00 AN LET, A ERICRET D E. AsyncOS X, BfEDOE Y =
Y HICRERED 7212 RADIUS H— N2 7 7B A LEH A,

TN—T" < TDEE

HE &R
SNEERRE S N2 —V 2D 17— 7 | AsyncOS X, RADIUS CLASS JEME:IZ 53T, RADIUS —#
L a—Ce B, BT TIAT AR —/UZEID B TET, CLASS BHEOELM:
«3FLLE
* 253 CFLLF

cany, Frv, FIXEATT e L

* £ RADIUS = —WIZxt L 1 DL LD~ v 7% I CLASS J&
(ZOBREEFEHT D5, AsyncOSIE, ~ v 7 7 CLASS
BMED 72V RADIUS 21—V ~D7 7B 2 EEELET)

D CLASS B % 5 RADIUS = —H D4 AsyncOS 1%
RbHIRESNIzr—L 280 Y TET, /=& 21X, Operator 2 —
= v B 7 &3 T35 CLASS J&f: & . Read-Only Operator
n—/LIv vy B 7 E TS CLASS EMED 2 573 RADIUS
2—WIZH DG, AsyncOS IE, Operator 2 —/L L 0 &R &
#172 Read-Only Operator =2 —/L(Z RADIUS =—H# %% 4T %
R
DT T 74T A m—WE, HIRODI2NE DD BIAFIZE
NHENTVET,

* admin

« EERE

o BEPRELART S

* Operator cloudadmin

» Read-only Operator

e NVT TFRAY a—H
« 7 A b

AERERRE S N2 TN T O —H &4 H | AsyncOS % RADIUS = —# % Administrator 2 —/U{ZE| Y Y4 TFE
2=~y 7 LET, R

BHED—LVERIIRRLT IIAT R =Y 0— L A FICT N TONERIE SN a—F o~ v
VY I THNERRL ET,

Bippn—) I A S a—F <y B0 7T 584, [V /V—74% (GroupName) | 721X [T 4 L7 b
U (Directory) ] 7 4 —/L K® RADIUS CLASS BMEICEZR SN TWD LI I/ v—T4 5% A DL, [m—
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ATV 712

—EXR

v (Role) | 74—V EMWET FITAT A a—)v A A4 THFERLET, {T2BM (AddRow) ] %7
Uo7 LT, &biir— /vy 7 &BIMTEET,

a—HF o—)L XA TFOFEMONWTIE, 22— T hH T AT LEE (1 2—) 2L TL
EEW,

EHEEZEEFL, REFELET,

GOl

RADIUST 4 L7 MU R LT, HEO2—V o — VO _BHRFERETCEET, 777
A4 7 > AiX. RADIUS H— ¢ O@BEROKDRETa arzrR—F LET,

» Password Authentication Protocol (PAP)

« Challenge Handshake Authentication Protocol (CHAP)

ROAL—H 1 —/x LT EERIE AN TEET,
© TETGH
« WAL N
HREIZRIZE D 7 A PSR TVET,
* RSA GRAE~ F— % v8.2
* FreeRADIUS v1.1.7 LA L

«ISEvl4 Ll I

“ERZBIADOAEME

ATy T

ATvT2
ATvT3
ATy T4
ATvT5
ATv 76
ATvI1

I L& BHIIC
IT EHEEND “HEBIEICHLTER RADIUS — RO M AE AT L TWDH Z L 2R L 7,

[ AT LB (System Administration) ]>[—% (Users) ] ~3—C, [HEFHEZGE (Two-Factor
Authentication) 1D F®D [H%0Z7 % (Enable) 1227 U v 7 LET,

RADIUS —/SDARA MEEIELIP T RLAZ AN LET,

RADIUS h— DR — hEEEZ A LET,

RADIUS #—=OLFRENRAY = R AT LET,

ZA LT U NETIZY =D DS E RO A BB TAN LET,
WA e I LA RN LT,

((£=E) [ATDEM (AddRow) 1% 7 VU w27 LTHID RADIUS —%B L £3, 4 RADIUS H—C
DNT, 2~6DAT v T H#VIRLET,
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GE) &K 10{8® RADIUS —_ZEINTX F4,

ATY 78 “HEFEEANNCTLIMHEL—Y 0 — L EZRIR L 7,
AT T BHEEEREL, RELET,

THEFRAEANCTDE, 2= PFET T IAT LRI T A T DI, =P LR
T =R NN LIZRICARZAa—= REANNT D2 ERROLNET,

—g$ IJIL:\I:IIEO) n\\yjjlft

[ZC®H BRI
BHENNOT 774 T AT EBRBFLZANMNIL WS 2R LET,

AT T [VAT LEH (System Administration) ]>[—¥ (Users) ] X— T, [ E#HEZFE (Two-Factor
Authentication) ] D F D [/ 1 — Lk iE Lt (Edit Global Settings) 17 U > 27 LEd

ATw T2 [CEZ LA AT S (Enable Two-Factor Authentication) ] DEEIR 24k L £,

ATV T3 BEHEFEL, RIFLET,

EA—=)ILEXa2) T4 T ITSGATAND T I EADE

X

AsyncOS TIXEA— N X2 VT 4 TTITAT LV ANDZ—Y T 7 v AEEHT 572D
BHEI WD ULty > a L DFA LT T RO, TTITAT AT 7B AR —HFIPT
NLREMfEOTm X = NIPT FLREZHE LT 7R VR Ml 2Hi TE £,

PR—ZXDAY FT—H FHERADETE

TFIAT A EHEEHG T Haa— B IO S TS A —Y (U E— b 22—
W7o 2T HBOBRE) OT 78 A VA REER LT, EXA— L X2 UT 4 T
FIALTVRIIT VAT A—FDIP T L AEHETX FF,

EiEHE4E (Direct Connections)

EA— N X2 UTF 40 TTFIA4T 2V RCEGEARER~ VD IPT RLA, 7%y b, £
IXCIDR 7 RV AZFRETEET, =—ViX, 727EBA VAIDIP T RLAEZFFOTXTO
UM, TTIATVARLT 7 EATEET, VA MIGEALTWRWT RLANRLT
FTAT AR L LS ETH52—FOT7 7R IHEEINET,
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TOX O BRADER

VE—ha—VDvT L EEA— N X2 T4 T IA4A T AOB T oy — 30
HRENDHMEEO R Yy b T —27 DBE. AsyncOS TIXT 7T A 7 v AZHR ilRE/R 7 1 % D
IP7 RLREEHRT7EA YR NPERTXET,

WX EFH L TWALAETH, AsyncOS X, = — VRN T RSN TWDHIP T RLX
DUVAREBRBELT, VE—F a2—HFDO~>> DIPT RLAZKBIELET, VE— K 22—
DIPT RVAZEA—L X2 )T 4 TTITAT LV ATEETHITIE, Tax T
x-forwarded-for HTTP ~v X —% T 77 A T L A~DEGERIZED HVLERNH Y 97,

x-forwarded-for ~ > % —{% RFC FEHEHLO HTTP ~v X —ThH v | IROBARIZR D £,
x-forwarded-for: client-ip, proxyl, proxy2,...CRLF .

O~ =TI ~XKE Y DIPT KL AU A NTE, E#OT RLANRY BT— h 22—
P~ DT R V;«T F ORI, WEGERAEX L —EHOE{E T T X DT FLANE X F
T (o~ X —AITERE TR T?‘)OE)‘—/I/JZ%:L)T4 TTIAT VAL, ~vF—DY
%—%J~$@m7vaﬁiwﬁﬁ7m%y®m7FVX%\77txuzbﬁﬁﬁé
NEa—FIP7 FLARLTaXxU IPT FLAERELET,

\)

(GE)  AsyncOS I x-forwarded-for ~» % —"ClX IPv4 7 RL A% HR—FLET,

2y RI—=0 7O EREHRI DEDEELGIEEFE

AR ROWVTNDORMED tue DFE, Ry VU =27 T 78 ADER2EE L THEE LTz
B, TTIAT VAT 7 EATE RS RDIENRHY £7,
o [FFE DFEft O % FF ] (Only Allow Specific Connections) | 23R L 725413, BIED~
v (P TABERENDPC, EA—NV X2 VT4 TTIAT A, ElzidtFxal
TAEET TITATVARE) OIPT RLRA%Z Y R NMIEDRNTLIEEN,
c[BEDOT B X BB DA 27 Al (Only Allow Specific Connections Through Proxy) | %
BIRL, BUET 774 T v ACER SN TS 7 rX D IP 7 RLARTrX Y U R L
CHAEET, FFASATVDIP T RLADY A MIEEICIP ~ v 4 —OEPF(E L7220
5o
o [(FREDESEREE 72137 1 F Uikt D2+ 2 FF A (Only Allow Specific Connections Directly
or Through Proxy) ] Z#&{R L,

HAEINTWBIP T RLADU A MIEETTIP ~v X —DEDPFE LR WGE
EJS

HAENTWHWBIP T RLADU A MIEETIP ~y X —OEPGFEET, 7774
T UAREERE SN T DOIP T RLARFISNTNETaxrol 2 MNMIF
FELRNWEES
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TOEX )R FDER

Sy U= 7 27EA U A NI, GUI £721% adminaccessconfig > ipaccess CLI =+

Y REMHLTERTE £,

[Z L& BHIIC

722 Uz rotki ]

Py NI —=I T I RADREELEER, TTIAT UV ANbuay 777 hEnnEHsicLE

To Ry MU= T 7 v XZHRT DEROBEE R EFE

Wy,

(32—V) BB LTLLEE

ATY T [V AT L& (System Administration) ]>[Network Access (v hU—27 771 R) J#ER L ET,
AT 72 [REOHSE (Edit Settings) 1227 Vv 7 LET,
ATV T3 7R R NOHIETE— REZRIRLET,

ATy T4

TFoay

BLL]

FTARTZEEHFA (Allow All)

TOFE—REFTTIAT v ANDEE T X CHFLET,
INBEEDT 7 4Lk F— K TT,

BFEDEHTDAHZEFA] (Only Allow
Specific Connections)

ZOFE—FF, 2—YDIPT FLAN, 77 A JRAME
FNTWAIPT KL A, IPHPH, F/2IXCIDR&FHE —ET 5
WA, 22—V DOT T I3 T LV A~DOR A LET,

BHED T OX O EREROH EEFA
(Only Allow Specific Connections
Through Proxy)

ZOE— RiE, ROEMER Tz,
AT I ANDER T LET,
R OXTDOIPT FLAR, T7EA VA D [FaX
T — RDIPT R LA (IP Address of Proxy Server) |7 « —
NRIZEEN TS,
o XL O ELR I x-forwarded-header HTTP ~ v
A —IRFLH STV D,
* x-forwarded-header O TIL/RWY,
s JE—F 2—FDIP T KL Z) x-forwarded-header (25 F
i, ENRT 78R VA MAOZ—FITERSINLTNDIP
7 KL A IP &P, F7-1% CIDR & & —83 5,

W7nx R TT 7

BENEEE I TOX BRHEROHA
%7 (Only Allow Specific Connections
Directly or Through Proxy)

ZOF—FE, 7278AVRAMIGENDSIPT FLA IP#i
PH. CIDR #HDOWT NN —FDIP T R AR—ETh
X, TTI7A4T U A~OWMT 0 R E 7 I %
FFRAILET, 7a X ORI ORMT. FED T 1 X ik H
Petor O A% FF ] (Only Allow Specific Connections Through Proxy) ]
EF—FEFELTY,

TIIAT U ANDER AT AT 22— DOIP 7 FL A2 AN LET,
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IP7 RLVA,IPT RLUAHIFAE 21X CIDR &2 A T&E£3, o N 2HET 2581, v
~ TRYIY £7,
ATYTE FuR o BREABEENTAT SN TWAEAIT., ROBHREA L X7,

1. 775947 A~DEEmETT570F>DIP T RLX, Bz M) ZIEET 861, v
~ TRYID £9,

2. TuXINTTIAT URTRETDRIETLD P~y X —D4HL, ZhuliE, VE—F 2—% v
VOIPT RLAL, BRAGELE7OFY —R"OIPT RLARGSENET, T4/ FD~y
K —413 x-forwarded-for T,

ATYT6 BHEEREBLIOMERIIT 774 T Anbry 77U FSNDHDEEPHER I TN RN &2 RR L
=7,
AT9 71 ERzEEL. RFLET,

i aV BA LT MDERTE

WebUl v a3 B4 L7 FDETE

HET 7T 4 TRIREIZEI YV ST MR DET, EXA—N X2 VT4 TTI3AT LV AD
WebUliZw 7' A U A[RER I 2 ECTE T, 2O WebUl vy gy XA LT 7 MILLT
WA ENE T,

e T RCO2—Y (BHELEET)

cHTTP v a VB LWHTTPS v a v

e Cisco A /X LRk
AsyncOS IZ Lo Ca—HRur7v hahd e, 77747 AZa—H0 Web 7 7 U ¥ %
aJgAy R=JIZ)VZA L7 M LET,

ATY 1 [V AT LEH (System Administration) ]>[Network Access (v hU—27 771 R) (&R L ET,

AT T2 [REOMWE (Edit Settings) %27 Vv 27 LET,

ARTY T3 ur 7 ETILa2—YE2IIET I T 4TI TEDL05%E [WebULIET 77 47 XA LT 7 K (Web Ul
Inactivity Timeout) | 7 4 —/V NIZANLET, 5~1440 53D F A L7 U MM AZERTE £,

ATy T4 BREEFEL, RIFLET,

RDBERY

F 72, CLI T adminaccessconfig 2~ > RZH L TWebUl By ay A4 L7 U NEHET
HZ b T&ET, [CLIReference Guide for AsyncOS for Cisco Email Security Appliances] % %
RLTSIZEW,
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CLLEy a3 ALT7DFDERTE

2—FNRIET VT 4 T T DHTDIT AsyncOS WEDL—F &2 7T T 5ET, EFA—
NEX2 VT4 TTIAT A= nual A T2 EE e £3, LTI CLI
tovalr AALT U MREHAISNET,

e T RTHa—Y (FHELZET)

s BX 27 v/ (SSH) . SCP. BXUHEE YV 7B ZHH L T\ 28RO A

A\

GE) CLItyYar XA L7 0 MNFICRIEEDRELTIIRDONET, REEZELTLEOT ITH
ELTLIEEN,

AT T [VAT L (System Administration) ]> [Network Access (v U —27 77 RA) | &&E IR L F7,

ATv T2 [REOHE (EditSettings) 1227 U v 27 LET,

ATV T3 [CLIFT VT 47 %4 L7 7k (CLInactivity Timeout) | 7 4 —/LV RiZ, #2777 &b Cloa—+%
BT VT4 TICTEDLGBEANTILET, 5~ 1440 53D X A LT U MIAERTEET,

RATyT 4 EREEZREL, RIFLET,

RDBERY

F 7. CLI T adminaccessconfig 2~ FZ/JLTCCLIE vy g XA L7 U MERET D
Z &b TEET, [CLI Reference Guide for AsyncOS for Cisco Email Security Appliances) % %[
LTL7EEY,

EEHI1—HADAVvE—CDRT

A4 VHIDA Y E—DRT

2 —HASSH, FTP, 721 I WebUINELT 7 T4 T RAu A LED ETHENCA vE—
VERRTDEIICEFANTEX 2T A T ITIAT U RAEHRETCEET, a /A "F—
T, v A 7u 7 MO RICERESND DAL A XA /2T XA NTT, B A2 F—
EHEALT, WHOBX2 ) T4 ERELIET T IA TV ADRA N T T 77 4 AT 5
HEFRRTEET, ez, FAILARWT FI7A4 T AOEREZEEIETAMEAEE LS %
TERR L7200, 22— WRT T T4 T 2 RZK L THT - T2 AR 2 9™ DR EOHEFNC B3 2 5
IREEE AR LT TEET,

CLI @ adminaccessconfig > banner =~ > R LT, v/ A o NF—ZFLET, v oA
VNF—iE, 80x25D 3L Y — U E D K D ITEK 2000 LFIC /o TWET, v A N
F—lX. T 7T AT AD [data/pub/configuration 7 4 L7 M VIZHD T 7 A AN DHA AR — b
TEET, NF—ZERK LD, BHENEZMHELET,
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A4 DAY E—VDERTE

2 —H 3 SSH, FTP, /2 iZ Web Ul Z#fEH L TT 774 7 U AIZEFICT 7 A > LIZH&IC,
T x VAN =% RRTDH I DI AsyncOS ZiXETEET, VWb NF—2HL
T, WEHOEX 2 U T 4 HRETNIT T ITA TV ADORRA N T T 77 ¢ AT 53 & R
TEET,

CLI T adminaccessconfig > welcome 2~ > RZEH LT, U/ b AT —%{ERLET,
U 2 VT I 3T = DR KT 1600 30T

U =)Vl DT =X, TS T AT 2 AD [data/pub/configurationT 4 L7 N UIZH DT 7 A D
BAUR—=FTEET, N —ZER LIS, BENEZHELET,

FEAMZOWTCIL, [ CLI Reference Guide for AsyncOS for Cisco Email Security Appliances) % %[
LTLIEENY,

Xa7 >x)l (SSH) F—DEHE

sshconfig 2~ > RZMH LT, ROBIEEZFEITLET,

VAT LATRESNIZA—Y T H U b (admin 74 7 > b &ZETe) O authorized keys
TZrANMIEF 2T b (SSH) Afa—% F—ZEBMMLZY ., b DX —%HIkk
LY TEFET, 2k, SATL—XF ¥ Lo IP TR SSHE—ZHH L Ta—
T AT NERIETE D172 £9,
« KD SSH H— O EEmE T ET,
« ABF—FRFET LT U X A
cHEETTY XA
cKEX 7 /L3 Y XA
*MAC AV v R
o /=N F— A X

GE)  Cisco 77 T4 T Y AMBMDEA b L2 ~DB Y 77 A LD SCP F v ¥ = & FATY 55
BIERENDEA N F—%2FET ST, logconfig -> hostkeyconfig Zfiifil L %
T, FEHCOWTIE, B 7 E2BRLTLEE N,

hostkeyconfig #ffill4 25 &, VE—RFR KA RDF—%2AFX ¥ L, Cisco7 774 T A
B TEET,

Bl LWOWDEF—DA X =L
WOFITIL, EHET I NOFRAHF—%2 A A =L LET,

mail.example.com> sshconfig
Choose the operation you want to perform:
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- sshy—rmEome ]

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[1> userkey

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.

[-paste public key for user authentication here-]
Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[1>

5] : SSH H—/\EBEDIHE
WIZ, SSH — "REZEMET D HIEOHZRLET,

mail.example.com> sshconfig
Choose the operation you want to perform:
- SSHD - Edit SSH server settings.
- USERKEY - Edit SSH User Key settings
[1> sshd
ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl2s8
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
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[1> setup
Enter the Public Key Authentication Algorithms do you want to use
[rsal, ssh-dss, ssh-rsa]> rsal
Enter the Cipher Algorithms do you want to use
[aesl28-ctr,aesl92-ctr,aes256-ctr,arcfour256,arcfourl?28,aesl28-cbc, 3des-cbc,blowfish-cbc,
castl28-cbc,aesl92-cbc,aes256-cbc,arcfour,rijndael-cbc@lysator.liu.se]l> aesl92-ctr
Enter the MAC Methods do you want to use
[hmac-md5, hmac-shal, umac-64@openssh.com, hmac-ripemdl 60, hmac-ripemdl 60@openssh.com, hmac-shal-96,
hmac-md5-96]> hmac-shal
Enter the Minimum Server Key Size do you want to use
[1024]> 2048
Enter the KEX Algorithms do you want to use
[diffie-hellman-group—exchange-sha256,diffie-hellman-group-exchange-shal,diffie-hellman-groupl4-shal,
diffie-hellman-groupl-shal]> diffie-hellman-group-exchange-shal
ssh server config settings:
Public Key Authentication Algorithms:
rsal
Cipher Algorithms:
aesl92-ctr
MAC Methods:
hmac-shal
Minimum Server Key Size:
2048
KEX Algorithms:
diffie-hellman-group-exchange-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
1>

IJE—FSSHaOT Y FEFT

CLITIE, VE—PFSSH a2~ RIE[TEFEHLCa~vyr REETTE £, =& z1E. Cisco
TFIAT A Tadmin 7 H 72 Mk LT SSH ABIF—DHRESNTWAEAIL, Fv L
UUENRWIE—F RA RSB ROaI~Y REFITTEET,

# ssh admin@mail3.example.com status

Enter "status detail" for more information.
Status as of: Mon Jan 20 17:24:15 2003

Last counter reset: Mon Jan 20 17:08:21 2003
System status: online

[rest of command deleted]
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EE1I—Y TF7OEADEZ=ZAY Y

B#Y 1BR1EFIE

TTIATVAZONWC, TIT 47 =W |X=f ET[A 7> 3 (Options) 1>[7 7

TRTCOE® v g VEEEERT D T 477> 3 (Active Sessions) ] %7
Vo7 LET

av U RIA L A E—=T oA AT, w,
whoami B L WM who 2~ R L £9,

TIIAT VAR A v L ra—T e | a~v RO A —T 2 A{ ATlasta~
FRT D REfERALFET,
F/7. VE—FKRAPMDIPT KL A, v

A VR, v 7o MR, B X OVAEHRER
HERRT D
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