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[HTMLB X O L—>7 % A b (HTML and Plain Text) ] 7 « —/L RZ{EH L 9,

EHEEFL, RFLET,

TEFRA bR Y Y—XDHIEK

ATy

ATy T2
ATvT3

[Z L& BRI

TEXAR U —RAOHIBROEEICTE LT TEEN,
CHIRENTZTFA R VY —=REBRLTVETRTORA = 7 0 0%, B\HE L
T~—27 &£,

CHIBRENTZTHFAN VY —Z2EZBRBLTWABTRTCOarT Y 74 VHEIA X —T )L
DFEFIZRY TN, SBES S ET,

[A—/LAR U 2 — (Mail Policies) ]1>[7 %A kU Y—A (Text Resources) ] X—IZBEIL, HIFRT 5T %
AR U Y =20 [Hlk (Delete) 15N AIMT A %7 Uy 7 LET, BRA Y E—IUNEREN
i‘j‘o

[FIE%x (Delete) ]2V 27 LT, 7% A b U YV—RZHIERLET,

EHEERFLET,

TEXERMYY—ZADA R—F

ATv T

ATy T2
ATvT73
ATvT4
ATvT5
ATvT6

I L& BHIIC

A= T DT 7 AN, TTT7A47T 2 AD configuration 7 4 L7 N VIHFIET DT & Zhk
BLET,

[A—/VR U > — (Mail Policies) ]>[7 %A kU Y —A (TextResources) ] X—UIZBEIL, [TFA K
Y —ADA R — K (Import Text Resource) | %7 U v 27 LET,

AVR= T D77 ANERINLET,
Tra—RFFRERELET,

[Next] #27 U 27 LET,

LHTEEIRL, 7F AP VY—RA XA THEREBLOSER L F9,
EEEEEL, RIFLET,

Fxztuv—2 I



A
B =+ vv—zozszt—

FEXERAMNYY—ZADITH RAKR—
[Z L& BRI

THXARN VY —RET I AR—FTIHEEE. TFANT7ANDBT FI3A4T L AD
configuration 7 4 L7 F VIT/ER &5 Z LIZHERE L TS EE W,

ATYFT1 [A—/KRY T — (Mail Policies) ]>[7F A b U ¥V —R (TextResources) | <—IZBEIL, [TF ALY
V—APDx7 AKR— bk (Export Text Resource) | %7 UV v 7 LET,

ATYT2 2V AR=FFTL7FAR VY —REEIRLET,

RTVT3 THXANVI—RADT 7 A NZEANTTLET,

RARTFYT4 TXARL Ty A0y a— REREERLET,

RATY 5 [#F (Submit) 1227V v 7 LTTHAN VY —REELTF AN 77 A /L% configuration 7 4 L7 U
WAERE L £

HTIMLRXR—ZXDTFRA L )YV —ZXADHE

GCEHREREO—FHOTFA KN VY —RX, HIML X—AD A v =V BT L—r 7%
AN Ave—VOWlAFEHEHALTERTEET, HIML X—ZAD A v E—Y L7 L—2 7%
AN AvE—VOWGTEELTXFARN VY —ANEF AL A vbe—VICEAINTZSHA.
Hmﬂ~~x@7%xb)/ AAyE—VITEFA—NAyE—VDOTFANEZITHTML

WKHMHASHh, FL—r TF AN AvE—VIBI AN AvE—VDTF XA NERITS
V—/%A A SN ET,

HTML _X—ADT F A kU YV — A& BINFEZIIRET 554, GUIIZIE, HTML =2— R & F
HTRBESTICY v F TXRXAFDOANZAREICT DY v F 7HF2 MRENEGENE T,

HIML RX—ADT XA~ J YV —ZAZBMBLXORETL2HE1E. ROBIZEE LTI EEN,

«HTML RX— 3 VIZESNWT, Ay =YD F L —r TFA R AN—V g & HEICAE

BT Ak oBRTEET, £21E, L= TF A A=V a VEAFEHICERTE ET,

c[Z— KRt =2— (CodeView) | RF %7 Vw7 FTHZLIZED, VT TFAL T4
& & HTML 22— R 28I 2 5 2 LN TEET,

-U/%T%xb174&fﬁf béhﬁmen:wb%Gmfﬂﬁﬁé IE, 22—
RE2—ZUV X, HIML=2— RZFEITCANLET, & 2T, ZhlE, <img sre>
HTML % 7 ZAiH L CTOMBY—SIZd B A A — /774w«@ﬂ%§ﬁﬂiéﬁA_ﬁ
WET,

HIMLR—XDTFRA K Y Y—RDA Vi R—FBELUVITI RR—

HTIML X—ADTFA K VYV —RETHFAN T7A NI AKR—F LD, TFAKF 77
A NS HTML X—ADTF AN Y Y —R%&AHR— KLY TEXET, HIML X—ADT
FARNYY—=RET 7 ANMIZI AR—= b T D55, 774 VCIETHAN Y Y —ADK N —
Ca T AROE S a v EgENRET,

B 7¥xtyv—2x
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722+ yv—2zoEd [

* [html version]

* [text version]

N0kt 7 Y a yOIEFTEZTEILY £HA,
Tl z2E, T AR— RSN T7 7 A MTUE RDOTHRARBEENDZENHY £,

[html version]

<p>Sample <i>message.</i></p>
[text version]

Sample message.

HTML R—=2AD7 X A | U Y =A% T 7 ZAR— PBLOAS A= b T 5581E, kOL—L
EHA RTAANTHELTLIEE N,

e FL—U T HZARM A=Y NHIML A= 3 U b BENICARK S5 HTML X — &
DTHFANYY—=R%Ex ) AR— T D56, =7 AR—bFINT7 7 A4 M

[text version] '3 Vﬁ‘é\iﬂiﬁ/\/o

e THXARN Ty ANNEA AR — T 5 E X [html version] EZ ¥ 3 > FDTXTDHTML
a— RIIERRENZTHF A U Y—ZOHIML A v —JICEBEInNEdT (T2 U
V=R ZATHPHIML A vt =% R— b 556) o FERIZ, (text version] BZ
aryFOTRTOTHAME, ERENEZTFAN VY —ADTL—2 THFARN Ay
t—UIIEBINET,

cHTML R—AD7T ¥ Ak U Y —=R%EfT 572D, B0, FITHFIEL RN

[html version] I arEEL T ANMOEA R — T AES. T I9AT AL
[text version] 7 a OTFFAMEEHALTCHIMLEBLE YT L—0 TF A Ay

=DM EER L ET,

TERXBMYY—RDER

TRCOAASTDTHAL VY=L, [TFA D V—R (Text Resources) ] ~<— I F7=i%
CLI @ textconfig 2~ > F&EMH LT, WUHIETERESNET, —EERSNLDLE, HFA
TTERRLEON G E LET, REFET VT L— MBI OEMT T L— M, T B
LTV AF—THHENET, —FH. TUVFUANREIT o7 L—ME, A=A R o—5F
JOT v FUANABREMTHERENET,

== —_— o
REFBETIL—F
TTITATAZ, VAT —REZELE—HELEFTNITOAYE—VDOTFA MO EEIT
T (N F—FE 7 v ¥ —) T 74NV NOREFHZBMTEET, ROGEEHFEHL
T TTIATVATAy E—VIChEFHLZBENTE £,
. )ij“—ﬁ‘g\ GUIifojlistenerconfig a< F%L%ﬁﬁﬁj—éji/ﬁ (U 7\'%‘—75‘6@%%5
FHETXAXMOEN (14 =) 25MH)

e LT U T 4 )V Z T U3 Add Disclaimer Text T HHE (a7 74
NEDT v arEBR)

| Fxzruv—2 I}
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A
B vxr—roosrsEs+x roem

s A —U T4 )NH TV 3 add-footer () T 5 H51E (D TUsing Message Filters
to Enforce Email Policies] DF % &) |

« T HWERMIET v T A NVEHERT D51 (T2 RO IEESR)

A E—OEMINT 4 v T ERIEIN T 2T O THAARERRNH A Z L a—
PICHEIT DRI T T T LA T4 NZIZK L TA v —VDEEEEHT L HE (A
t—VOEEELR) , TOXA T OBMTBENENDHREFEIL, TF A D EIZEN

SINFET,
-l z21E. BERNPDEEINDILZEA v E—VICEEEETES ., BEA vE—Y, F360EH
HIEAAINTE £9,

GEFET XA NEEHT D0, REFET VT L— MEERTAHERH Y £9, GUIT
[7% A FVU Y—A (TextResources) | " X—T%fH (FxA KU Y—2DEM (10 X—)
M) F720X textcontig 2 ¥ R&EMH ( [CLI Reference Guide for AsyncOS for Cisco Email
Security Appliances] #Z M) LT, T 27 F X FXFHIDE v M E2AERI LOERL £
R

JAF—MoDREFETFX LDIEM

MEFHT I AN Y —=ZX2ER LD, VAT —TZETLIA ve—VIMIT57F 2 b
LFHNEBIR L ET, AEFHTIA N Ay E—V0 EMELITTHICENTEES, 20
Baelx, X7 Uy s (Ao n"\TR) VAF—LT T34 X—F (T MTUR) JURF—D
W TE £,

THXAPNBIOHTML N OHEREND A vE—Y (Microsoft Outlook Tik, Z DX A DA v
t— % Imultipartalternative] &MONET) ZEETIHE. 7774 T VAL, AvbE—V
DS OISR EFHEAZ T LET, EL, AvE—UVURBABEHLOa LTV TH
D90, BADEN 2L a T UoVIFERSNEE A, DY IC, REFREXZ T
& © T TContent-Dispositioninline attachment] & V> 9 FHH X— M BER SN E T, </ F/— |
A =TV OFERIZ OV TIL,  [Using Message Filters to Enforce Email Policies| D F D [Message
Bodies vs. Message Attachments] #ZMB L T 7230y,

TA4ILEANLDRESRIEDIEM

T4 NVH T 723 add-footer () £ LT Y T4 NE T v ay [GELEIDB
my ZHEHLT, Ay —VOREFHIFFEDERE AT XA MUTFHNEAMT 5 ENT
TFET, AL RDOA Y=V T 4 VZ JL—)LE, LDAPYZ V—" [Legal) ([ZJ@T 52—
‘H‘ﬁ‘%]’é{%éﬂé?“f@f ‘)t_f)ﬁz\ legal.disclaimer EWVWIHTHF A l\i?ﬂ%ﬁﬂﬂbi
R

Add-Disclaimer-For-Legal-Team:
if (mail-from-group == 'Legal')
{

add-footer ('legal.disclaimer"');

}

B 7¥xtyv—2x
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| 7%zxFUY—2

ax5FEsLUT e 7ova028 I

REFEEIVIANLE TOLaVEHN

A=V TANE T I a ERERENT L2 b TEET GEC OV TIE,  Using
Message Filters to Enforce Email Policies] D #(Z& % [Action Variables] Z#Zf L T 7230Y)

GEFHRET T L— MIE, ROEHEFEHTEET,

RIUTUFIANABHNEHR

ZH

BEEHASIE

$To

A=V DTo: ~y X —IlEEZHzZONET (o Xn—7ZEHI
ITEEHZ ONERA) .

$From

A=Y OFrom:~y X —ICESHIONET (2o —7%EH
CITEE M ONERA)

$Subject

TEDA v B—VDEAIZEZHZ DILET,

$Date

HAEDO AT (MM/DD/YYYY B0 @&z S E 4,

$Time

BUEDRZ] (m— AV RefHE) ICESHZ b kT,

$GMTimestamp

BIEORZIB L O HAT (GMT) ICEXHZONET, B AL Ay
T—® Received: T TR OND A & REETT,

$MID

A=V 2N THHT 27O T 5 A vyE—2ID (MID) (2
Mz HivET, RFC822 [Message-Id) Dffi & X572 57-DiEE L TL
728y ( [Message-1d) % HUfS 32213 $Header ZfEH L £4) .

$Group

A= DA T2y MEIZ, EREED BT IHEEHFIIN—T DL
AICE S DNET, BEF I NV—TIZLRINRWEEIL. UFF
[>Unknown<] MHEAZINET,

$Policy

A=V DA Ty MREZ, EEHICHEA L7 HAT R Y > —0D4
AcEE#Hz bR ET, FACERSINTWDLIRY U —AR™MEHAENT
WRWGA, U [>Unknown<) A SNLET,

$Reputation

BEH D SenderBase L' B 2T — 3 AaT I CESHEZ ONLET,
PaT—y gy AaT7N20WEETE Nonel ICESH#Z HIVET,

$filenames

A=V ORMNT7ANDT 7 ANLZOH L~ KE) Y A MIESHZ
HIvET,

$filetypes

A=V T 7 ANDT 7 AN EA T ERTH<XKEID Y R -
WCEE Bz LNET,

$filesizes

A=V DRMNT 7 AN YA ZXDN < XEIY U X MTESHZLH
i‘g‘o

TEREYY—X .



A
B a=sEssvo 8700 a08%

T BEEMZ 5E

$remotehost Ay —TVHEEA—N X2 VT 4 TTIAT LV ARZEEFE LIV AT
LADRA NHICEZHZ O ET,

$AllHeaders A= Ny X —ICEEH ONET,

$EnvelopeFrom A vt—UDxrNu—7%EH (Envelope From, <MAILFROM>) |Z
EXHZ O5NET,

$Hostname EA—NEXFa2 VT A T TIAT LV ADRA MNICEEHBmIZ ONET,

$header[‘string ’] DA =TI —FT D~ X —NEENDIHE. FI &~y
F—DEICEEHRZONET, —HEHIHGAMEHEIN GG LH D £

K
$enveloperecipients | X vt —Y DL N —7%(5#H 9T (Envelope To, <RCPT TO>)
ICEEHZ ONET,
$bodysize A=V DY A X (A MHALD) ICTEESHZ ONET,
$FilterName WHP D7 ¢ VH DLETEIR L ET,

$MatchedContent AF ¥ 7 4 )VH J—)L (body-contains 72 ED T 4 LK JL—)LRL
TV T4 vatlEEE) E NI AT-LERNEEZERLET,

$DLPPolicy BN H -7 Emaill DLP AR U o —DARNIE X2 b E T,

$DLPSeverity ENROBEREICESHRL GNET, EIXME Low) 1. [F (Medium) ].
[/ (High) 1. £72X [EKX (Critical) 1 DWF D TI,

$DLPRiskFactor A=V EENAEEEOEWERO U X 7458 (0~ 100 DR =
T) WCEEHZONET,

$threat_category T4, UANVA FBR, V=T REDT O N T LAY T g
WERBEDOEA ST ICEXHR L 5N ET,

$threat_type TIRNT VAT TANEEEATIT)VDOYTHT IV ICEESHBEZ SNE
T, 72z, T VT aFEk. BB T 4 v T AOEEI 72
ERBY ET,

Sthreat_description |77 T LA 2 7 4 L X BEOBIICEE A LNET,

$threat_level A=V DBBE LY (RaT 0~5) ICEXHONET,

$threat verdict [A >y B—TV DK - BB L~/ (Message Modification Threat Level) ] L
TVMEIZE T, N3 27203 Tz Iz ONET, Ay
T—VICEEND VA NVAEIIRET AN AZADEBL NN [ A vl —
COER - B L~ (Message Modification Threat Level) ] L & U MELA
EOBE . ZOEBOEIE NIV ITRESNET,

B 7¥xtyv—2x



| 7#xryy—2
C3 S POPP T T EERNCEN

AvE—=U T4 NE T Iy a VERERBEFHEHCTHERNT 12X, (GUID[TFA Y YV —2R
(TextResource) ]X— 3 F 721 texteconfig 2~ > KnD) A vb—TOREFRELIEHRL, &
BasRLET,

add-footer() 7 7 ¥ 3 > Tld, 7 v # —% inline attachment, UTF-8 coded attachment, quoted
printable attachment & L CEMT 5 Z & T, FFASCH T F A &R —FLET,

REFERAVTEEH T a—FAK

AsyncOS|Z1E, B XFry a— RHAREZGHRBEFHEAY VT OBELE R T 572 DI2fE
AESNDBEENFELET, 7 740 FTIE, AsyncOSXFET A —/V A v =T DRI/ —
RIS D L9, AEFHARE LT, localeconfig A~ RN CREE L= Bl
LT, ﬁiﬂwbkﬁf%@@zx:~bﬁt#%&é%ﬁ@@@%&ﬁf%i? 44

DO NR— N ORERENDEBET A =N A=V MRT 52 LT, ZORENEME LT L
2 F9,

To: joe@example.com ~y B —

From: mary@example.com

Subject: Hi!

<ZEBP{T>

Hello! A — |

DA vE—VIFAF Y | BYIOUES— F
YENFELE,

Example.zip 2 & H OWAF—

BAIDOZEAITICHS A v E—YOARILITIL, < OMIME R— EREENTWLLARH Y £
T, L DOEFE. mHIONX— ML TR F720F %2 ) SR, 2 BB UKD — |
X (72 vF A b EREERE T,

GOEFIEIL [THXyF AN (EROF) FRIARLO—EE LT, ELA—NVIIEDDHZ
EnTEET,

To: joe@example.com ~y A —
From: mary@example.com

Subject: Hi!

<ZZ[1T>

Hello! AL — |

IDAvE—=VIFEAXY | RKLITED LNT-HEFHHE
vENE L,

TEREYY—X .



A
B sszmxsoTemgoa— st

Example.zip DS I— b

— I, AvE—VOARLELEGEFHEOM Ty a— FHFRXOR—HENEZ % &, GEFHE
MDA EEN (A TA42) HRIOT Z v F AL FELTEENRNE ST, AsyncOS 1T
Aot —VRERA v E—VOAL LR Ly a— R Tora—RLEH2ELET, oF
D, REFHERLOT Y a— KRR —HT 256, FRIFREFHOTF A M (KX
D) A TAVNIERTEDLDLENGENLTWDHEAEIL. REFHIZIAN VT4 NGO LNE
T, 72L& %2 1E. US-ASCII LFDH % &ie [SO-8859-1 = a— RENT-HREFHENERSND
AREPEN B 0 9, RIS, ZOREFHEIIMERL 1 I714 ) cRranEd,

fifib\ ﬁ%%%:igi)‘zl:jc}:%ﬂﬁé\bﬁgﬂiﬁb\%é\\ localeconfig A~ }‘;’i’@%ﬁﬁ L. jﬁjt?
XA NEABELFER L CREFEFHEOZ a— FHR L —HIE 5 X )12 AsyncOS 3% E
THILT, AEFHEEA v E—VORLIZEDD I LN TEET,

example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?

(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main

body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body

whenever possible.

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error

B 7¥xtyv—2x
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aanrrrL—+ ]

when decoding the message body,
it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with
the original message content and the header/footer-stamp. The disclaimer is now added
as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message

content is split into

separate email attachments. Should the system try to ignore such errors when decoding
the message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body

is added as an attachment.

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[1>

localeconfig 2% ¥ ROFEMIZ-OUWTIL,  [Configuring the Appliance to Receive Mail | D %
ZHLTEEN,

BHT YT L—k
BENT 7 L— M, notify() BL P notify-copy() 74 NVX T 7 v a rCHAINE
T T T L— ML, T TFUANNAEIC LV END T U F U A NV ABEO L
ZETIEASCH T HF A NBLOT 7 a VEREEZDSHZ LN TEET ( [Using Message
Filters to Enforce Email Policies] DF|(Z& % [Action Variables| #ZM) , 7= & 213,
$Allheaders 7 7 v a VEKEMHHL T, TOA v =YD~ X —2EG0ODH I ENTEE
Fo WHHDFrom: 7 FVAZRETEET, 77 IA T AERSND A v E—VDRE
T RVADOREESRL T ZEN,
WHT T U= hEER LD, avT oY T4 VA BLOA =Y T4 VI NLBRE
HHZENTEET, ROKIL, Tgrapewatchers@example.com] (2 [grape text| HEHFIAE(F S
N5 X9 notify-copy() 7ANE T/ awZRE LAy T Y 74 0FERLTHD
£7

TEFARDY—=R
I
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FEALYY—2 |

B o5y zEnroii—r

1:30F2Y T4 IULERIZKBEHNDH

Edit Content Filter

Edit Filter

Name: Igrapecheck

Currently used by policies: | DEFAULT

Description: | [Looking for grapes.

Order:

Apply filter: | &) If one or more conditions match

o Only if ALL conditions match

Conditions

| Select New Condition... v| | Add Condition |

Condition Delete
body-contains("grape") o
Actions
| Select New Action... ~ | | Add Action |
Action Delete
Inotify-copy ("grapewatchers@example.com", "Found one!”, "", "grape_tex‘t")l w
Concel”

TFUOFOAIABHMTTL— b
TUFUALNAREINT T — ML, RD2ODZATHRHY £,

T UFIANRBRMTYTL—h, TVFUANAREMT V7 L—hE, TOAvE—T
DN AV ZRENCIRAT STV AR WA I S vk,
CTUFIANRAVTF TUTL—bk, a7 F 77— NI, EORX v E—URIR
7740 E LTHEEINLBEITER S E T,
TUFUANREIT T L— NI, TANNZORDVICT o TFUANA TP THlSH
DL, FEARR@EI T 7 L— b LRI SN E T, A=V R Y —OfREFIZIEE
TEHAL DEMEIRECTEET, VA VAKRBHMAD From: 7 KL AZRETE ET, 7
HNZONWTIE, TTIA TV RIERSND A v =V DORIET RLAOREEXSZRL T
S,

WRBLTUOFI9A4IINARBHITTL— K
WORE, BAXDL T U FIANVABHAPREEINTZ A= R —%2RLTWET,

B 7¥xtyv—2x
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7orusnzanzy [

B2: A=) RYS—TOFTUvFIAINRAVTH T TL— FOEMF

¥irus Infected Messages:

TFUFIALIRABHNER

Action Applied to Message: |De||ver as Attachrment (RFCE22) to New Message v

Archive Original Message: | ¢~ o &~ ves

Modify Message Subject: | o~ Mo I Prepend ' sppend

[warNING . VIRUS DETECTED]|

= Advanced Add Custorn Header to Message: | & 4  Yes

Header: : l

Value: |

Container Motification: | | anti_virus_container

Preview Message Body =

(see Mar! Folicies = Text Resources = Anti-lirus Container
Template)

U A VAR 2 AER T DRI, ROFUITHMS LTV L EHMER AT £,

RA:TOFIAILRBREHR

£

BEEHASIE

$To

AyE—=U0 T~y X —IZEXBZONET (o Xu—7%(F
FIITEZXHBZ bNERA)

$From

A vE—VOFrom: ~y X —lEXBIONET (moXn—7%
BHEICIIEZBZONERA) &

$Subject

DA v =V OMAICESHIONET,

SAV_VIRUSES

A=V TRALEIENZTRATOUANLADY A MIEEZHEZ B
*7,

5] : “Unix/Apache.Trojan”, “W32/Bagel-F”

SAV_VIRUS_TABLE

s— kI &2 MIME-Part/Attachment 44 & U A )V A Z 74T — 7 LT
EXzonET,

{5 : “HELLO.SCR” : “W32/Bagel-F”

<unnamed part of the message> : “Unix/Apache.Trojan”

$AV_VERDICT

TFUANADHEICES A ONET,

SAV_DROPPED TABLE

ey Z7ENTERN 7 7ANVDTF—TVICEEHBZ ONET, 1T
X, RN= R ERET 7 A NVA L= MIREET D VAV ADY A K
RO SNET,

f5i] : “HELLO.SCR” : “W32/Bagel-f”, “W32/Bagel-d” “Love.SCR” :
“Netsky-c”, “W32/Bagel-d”

Fxztuv—2 I




B 77y zmazy

A

ZH

BEEHASIE

$AV REPAIRED VIRUSES

RABLOBESINETXTOUVA NV ADY A MIESHBZ ONE
‘g—o

SAV_REPAIRED TABLE

REABIMMEEINTZTRXTOR—Y E TN ADT —TILIZEX
#az b ET, # : "HELLO.SCR" : "W32/Bagel-F"

SAV_DROPPED PARTS

ey 7EnN-77A L0400 X MIBEXHZ bR ET,
51 : “HELLO.SCR”, “CheckThisOut.exe”

$AV_REPAIRED PARTS

EESNET7 7 A NAELII A= PO A MCEEHBRZONET,

$AV_ENCRYPTED PARTS

RSN T7 7 ANLE T S— DY R MoEX#L SNET,

$AV_INFECTED PARTS

TANAEGL T 7ANDT 7 ANEDH L <XKYIY U R MNIES
Wz bnET,

$AV UNSCANNABLE PARTS

AXy VTCERDPOTET 7 ANBETNTI/N—FDY A MNIEEHZ
b ET,

$Date WEO B (MM/DD/YYYY EX) ICES# 6N ET,

$Time BAEDORZ (m— A VEFREH) ICEESBONET,

$GMTimestamp BAEOHZAB L OBEA (GMT) ICEE#H: bNET, EFA—L
A v t—® Received: T TR.ONDER ERETT,

$MID A= NE T D7D T 5 A v E—2 1D (MID)
ICEEHLZ HE T, RFC822 Message-Id] DA & X7 % 7= HiE
BELTL7ZEW ( [Message-1d) & Hf59 %1213 $Header 2/ L £
7).

$Group Av—=TDA Ty MR, BEREN BT IEEE I N—T
DAFNCEEHMZ GNET, FEE I NV—TIZAFIN WG EIL.
SCEH T>Unknown<) A S ET,

$Policy Ave—TDA Yy NFIZ, EEFICHEH LIZHATRY v —0

LENCEEZHZ ONET, HENCEBZESNLTWAERY o —4 23 H
SN TWRWEA, 5% [>Unknown<] 2MFAINET,

$Reputation

EEFZHDSenderBase L Vo T—L g AaTICEBEXHBIONET,
LEaT7—vay Aa7BnR0gA1E None) IZEXHL HNLE
KR

$filenames

A=V T 7 ANDT 7 ANZDH < XPI) A MIEE
#z ohnEd,

B 7¥xtyv—2x
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Ny RENS & vEStxmEnT > TL—+ [

T BEEHZ 51E

$filetypes AvE—VORM T 7 ANDT 7 AN B A T HRmT A~ XYI0 Y
A MIEEXHIONET,

$filesizes A =DM T 7 AN YA DI ~KYIY U A MMOEEHZ
HbNET,

$remotehost AvE—VEEA—NEX2 VT 4 T T IAT UV AIZEFB LIV A
TADKRA MNGICEEHEZ LNET,

$AllHeaders A= Ny X —CEEHZ ONET,

$EnvelopeFrom Avt—rvDxru—7%EHE (EnvelopeFrom, <MAILFROM>)
WCEXHZ ONET,

$Hostname EA— NV EXa VT4 TTIAT LV ADRA MNRICEZHZ bNE
—?—O

\}

GE)  BELIIRITFVINLFEXRBLEEA, 22T, TFAF UY—RT [$to) & $To) 1%
F%TY, TOAyE—TT AV | BENEOLE, LFF <None> TEEH#X HILET,

TXARN VY —RAEEFRLIIE, [A—/VAY — (Mail Policies) ]>[E5f5 A —/LAR Y v—

(Incoming/Outgoing Mail Policies) ]>[7 A /v AXIK R E Z i (Edit Anti-Virus Settings) ]3—
V¥ 7-1d policyconfig -> edit -> antivirus I~ F&EEA LT, BEINZA Y
= AX U TERDPOTLAyE—V S SN A =D TV ANV AN
DAy E—=IIX LT, TOA vy E—UNRFC822DT ¥ v F AL MELTEEND LI
ELET, FHICONWTIE, WAX AT 77— MEMOREFEEZSZR LTI ZE,

NIV ABHE S VESERBEMNT T L—

N ATRAE KL ORF S LGB T 7 L — NI, N ABMB I OA v — Ul bk
RORE T S o LAMT, BARMIC®ET o7 L— R ERBICER ENE T, Bt m
T ANERETIZ, NTUVA T T s ANVBIOH AL L A v— VRS L RGE N % R
HELTWEEARICEETDINAZ L Ny R BHMEEETE XS,

ROKT, NT A TaT7 7 A )VTHRESNEAY C Z@MT 7 b— bR L THET,

Fxzruv—2 I}
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Send Delay Warning Messages:

© Use Default {Nod @ ves © No

Message Composition

Message Subjecti  [message failed

Matification Template:

Preview Message =
Minirnum Interval Between Messages: |l4400 hsecorids

Maximum Mumber of Messages to Send: Il

N

GE) HAZLTUTL—bEHERATH85E1X, RFC-1891 @ DSN #ff L T 72 &0,

WOXNE, b7 a7 7 A L THRE SN bRT 7L — F 2R L TWET,
4:8ES 707 7 4 L OBEEL L BEL DI

Notification § i
Lse spstemn gener: otifications by default or create custorn notification templates can be configured in Mail Policies = Text Resources

HTML Motification: | Systern Generated
Preview Message =

Text Motification: | System Generated
Preview Message

Encryption Failure Notification: | :
B Messags Subject:  [[ENCRYPTION FAILURE]

Message Body: |_—|§‘1ax8\ze b
Preview Message =

N D RBHINE S VS IERBUBINE#

N AN E TR RROR N 2 VR D BRIC, IROFITFEH S T Dl AR 2 1
TEET,

REN\DURABHEHR

i BEEHASIE

$Subject TDA =DM,

$Date BfEDO BT (MM/DD/YYYY FER) ICEES#HZ b ET,

$Time BUEDWZ] (7 — W VEFRH) (CE S HE T,

$GMTimeStamp BEDOKRZIB LU AN (GMT) ICEEHZ bNET, EFA—NL Ay

& —® Received: T TR ONDEA & FRERTT,

$MID A=V ENETHEHAT D7D HT S A v E—Y ID (MID) (2
EEHz b5 E 9, RFC822 [Message-Id] DfE & XR/ D72 0EFE L
TLZEW ( [Message-1d)] #HfF3 2 12i% $Header I L £77)

$BouncedRecipient | L 2R SNEZEEOT R A,

B 7¥xtyv—2x
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EH BEEHZ 5E
$BounceReason W@EnE A,

AvE—VEEA— N EX2 T4 TTITAT LV ARZEE LIV AT
LADKRA NLICEEHRZ O ET,

$remotehost

fEEEBMT T L—
Wb o7 L— NI, 7 U REF A=V ERS{LT D X 912 Cisco ET A —/L
B b2 E LIRS E T, Zo@mmTit. ZEEBPEELanNZA v -V %2%(E
Loz exEAmL, Ay E—U2BhFIREZHRAL CWVET, b vtE— L —HIZER
T LA LG FALBAERRE CE ET, b7 e 7 7 A VEERT 5B81X. HTMLEXE
FOTF X2 MEROW OB SALBEMEZIRELET, 20D, WAZ LT 7 7 A VEERK
T5851E, 7% A MEAB IO HTML X0 5 O@MEERT A MENH Y 77,

TEREYY—X .
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