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T MABRDEL I THHHTELEHDEy MEERLET, BELDOKILTF L/NLF
EXBISIVEREAL (DF D, Sgroup & $Group (XFIUTH)

5 HATEHDH#EX

T F2 (Definition)
$Group HAT NO—F LI EE /N — T OL4RTTREEHZ SnET, *¥E

ZH TN — TR WS, [None) WERENFET,

$Hostname TFIAT AL > THIEENTZHAICOHR, VE—F KA M
TEEXHZONET, IPT FLZADWSIZ DNS/L Y 7 7 v F D)
L72bDDORA MABRENRWDEEES, [None] NFRENET,
W5 EDNS/V Y 7T v 7N KRR L 7254 (DNSH— N ZRIFE T 7
WA, DNS = "I3ERE SN TV eWEE) . [Unknown] 2%
RrRINET,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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HAT Z 3 D F
)

nat zxomR

T EZ (Definition)
$OrgID SenderBase #f#k ID (F&#fl) CTEIHZONET,

T 7T AT AN SenderBase #Hf#%k ID & Hf5 T 72V )y, SenderBase
LEaT—vay h—ERABMEEZEI o724, [None) M

RINFET,
$RemotelP VE—FZ7T7AT 2 FDIPT RLATEESHRZONET,
$HATEntry VE—h 74T PR —HLI-HATO= FJ TEEHZ SN E
hé‘o

GE)

INOOEHE, 7= Tz TOA-NZEDRE] OFETHAT 2REERHAT XT A —
i smtp banner text & max_rcpts per hour text kﬁffﬂqf‘g iﬁo

INHDOEEEFEH L, $STRUSTED R Y o —W TRl SN2 8E D T A X 2 SMTP /3 F—is
BFX 2 a2 GUI THRETEX 7,

B 2: HATEZ B D ERA

Rate Limiting: Max. Recipients Per Hour: @ Unlimited

@]
Max. Recipients Per Hour Code: 452

Man. Recipients Per Hour Text: | [Tee many recipients received this hour from
Host: $hostname

*7-1%. CLITH]RO L HIZ AN LET,

Would you like to specify a custom SMTP response? [Y]> y

Enter the SMTP code to use in the response. 220 is the standard code.

[220]> 200

Enter your custom SMTP response. Press Enter on a blank line to finish.

You've connected from the hostname: $Hostname, IP address of: $RemoteIP, matched the
group: $Group,
SHATEntry and the SenderBase Organization: $0rgID.

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]



B wvzuoszr

HAT Z# DT X k

E

BN

4y

2
5

KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |

INODOEHET A NTHICE, BEROBH TE LY DIPT RV R%E, 777347 A
E® Y 2F—0 SWHITELIST 3458 /L —Z 1B L3, 0%, ZO~ 2 inb telnet T
L ET, SMTPISEH TABDOBES MR 2R TE E7, RIHlIZRLET,

# telnet
IP address of Email Security Appliance port

220 hostname
ESMTP

200 You've connected from the hostname: hostname
, IP address of: IP-address of connecting machine
, matched the group: WHITELIST, 10.1.1.1 the SenderBase Organization: OrgID

BHOZFEEZBTIN—TEA—)LT7O—FRY o—NDIE

KOETIH, N7V v 7 ) AF—OIERICERE SN D ERFAHDEEE 7 V—T & A—)L
7u—ARY =2 ALLET,

R6:3TY v YRF—ADEEFADEEEFEIIN—TEA—)LTJO—KRY o—

ERFHDXEEY |HHA TIAIETEHRESNSD
-7 A—J)LoA—FRY) —
WHITELIST 1E4H3 % 12553 % WHITELIST ® (2% |STRUSTED

TN—TBEMLES, A= 7r—K
Y 2 —S$TRUSTED I, G TX 55 EH
MEDETLA—LOL— MNilEE A 3 —
TZHET, ENHLDOREENSORNE
BT UFANRBNELIEIT T IANA Y
TR =T TCAX ¥ LW AICRE
LET,

BLACKLIST BLACKLIST %% 7 /v — 7 ND¥%(E#H |$SBLOCKED
RS ENET (A= T7a—KRY —
$BLOCKED Tk 7237 A —H T X
) , ZOTN—TITEEFEEZBINT D
& . SMTP HELO =¥ FC 5XX SMTP
ISERIR ST, ZIH DR A ML O
BNHES SNET,

B AAF70€RT—ILEERLEEGESFTT SRR FOEE




| RRF7HER F—TLEFERALEBREHTT ZHR FOER
TEFHOREEIN—TEr—L 70— Ky —nER ||

EREBEHDEEEY |HA TIHIFTHRESNS
=7 A—)Loa—RY—
SUSPECTLIST ¥%1E# 7 v —7 SUSPECTLIST (2%, #% |STHROTTLED

BA—NOEEZ ATy N 795 (K
FTEH2) A—L7a—RY o —NEF
NTWET, EHEEDED LWGE, &
153 7' v —= SUSPECTLIST (ZiBI9 %
LT, A= Ta—RY =LK
DO ENERENET,

e L— MHIRICED ., By ardiz
DORRA Y=, Avte—3
b2V DRKRZAEEE, KA vE—
VHAX VE—FARAMPBET
1T % e KIFIRFEER e B HIl IR S v
7

s JE— KRR MDLOFRRHZY D
BRZEERI20ICHRESHET,
ZORGENX, EHTREI R R D AT v
N7 THDHZEICHEELTLE
SV, TONRTA—ENELTED
BAE, B b7 OZEE A
RTIENTEET,

c AV EBE—VONEFIXT UFANL A
XYL TVET T TAINA R
Fro VNS TAF Y &
NET (THDDOHRENR T AT AT
A FZ—T NN TWDES) .

c KMEHITPT HEMEREZG L0
IZ. SenderBase L B 27— 3
P—BERZK LTI =Y —NFEITS
NnET,
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B ezrsosEssL—Tex—L 70— Kys—nEsR

EEREHDEEEY |HA FIAIFTERESND
=7 A—)L70—KRY—
UNKNOWNLIST (5% 7 L —7 UNKNOWNLIST /%, % |$SACCEPTED

EDOEEHICH L THAT L A= 7

02— R Y =R RE o5 TR WA ICfH
FTT, ZOTN—TDA—)L 710 —K
Vo —TlE, 2O NV—FDREEICH
WT A —L3FF A SALE T, Anti-Spam
V7T 2T (VAT LATA F—T I
o TNDER)  TVFUAILA R

Fyr TV, B SenderBase L

Bar—ary —bERETXTHEHL
T, EEHELA v E—VORNEICHET S
SRS A RS T A Z MR RSN E T,
ZOIN—TIET HEEEITHTHL—
NHIFR ST 7 4V MEZMEH L TA x—
TRV ET, VA NVAAF Yy T
CUDFEHINCOWTIX, YA LA AF
VEBLTLEEYY, SenderBase L b o
F—3 gy P—ERADFEHNC OV TIL,
SenderBase L 27— 3 —E A%
ZHRLTL I,

ALL ZOMT R COREHEICEA S DT 7 + | SACCEPTED
v N DEEFE T N—T, FEIZ OV T,
F 74/ FHAT = b U (23—%)
EBZBLTLEEN,

WDOETIEH, TT7AX—F J R F—DIERFHIRESND ERBFALDERBE I N—T L A—L
Ta— R —%IYARLET,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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#EEIL—Thon 4 ve—vorgonE [

R7:TS5AR—F YRAFT—HADEBEBFHADEEETIL—TEA—)L 7A—KR) o—

-7

EBRFAHDEEET

Bl

FTIHILETEHESIND
A—J)L7A—FRY—

RELAYLIST

HHEZ TR T D MERH D Z Enbno
TWAE{E%H % RELAYLIST %55 7
N—FIEBMLET, A=/ 7r— K
U o — $RELAYED %, F#kZEFFr3 5
EEHEMNDLDELA—LD L — MR %
1TOT . TNOLDOEREENLONEET
VFANRL AX Y U ERITT
VFIANAY T N 2T TAF YL
ROWGAICRE LET,

(G¥)  RELAYLIST &/ L—7IZ
LV AT LERET 4 — R&E
TLIEEEIZETA—LDY
L= SN D VAT AINE
FhFET,

$RELAYED

ALL

FOMTRCOEEEIZHERINDT
TV NDOBEFE T N—T, TR O
T, 74V NHAT = Y (2

N=) ZZRLTIIZEN,

$BLOCKED

\}

G¥)

A =P Fy hHR—=FR 2O NT TIATVAETIVDY AT ARET 4 V— REELT

THE N ADT AT —FTEERTLEOIUEEINET, £72. WET AT LAHD A —LD
UL —IZfEH SLASRELAYED A —/L 7a— R U o—48EFENEH37 U v 7 U A F—5{ERK

LET, 220U EDA =YXy hIR—FEFFOT T4 T AT MIOWNWTL

. RELAYLIST

EEF S NV—TL SRELAYED A —/)L 71— R Y > —RNF T4 _X— | J 2 F =7 FICERS

hi‘j—o

EEBTIN—THhoDF A yt—CDRIFRDLIE

YAF=BEEENODA vy =V EET 5 HEERET HI1TE, [A =AY — (Mail
Policies) ]>[HATHEZE (HAT Overview) | & [A—/L 7 v —7K U »— (Mail Flow Policy) ]-%—
VTITWET, ZiuL, BEEIN—T LA Ta— R —FER, wmE. BIOHI

THZEICKVITVWET,
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KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |
B ot-—conmosEssL—Tonm

Ayt—TUNBDEEETIL—TDERM

RTF9F1  [A—/KY — (Mail Policies) |>[HATHEE (HAT Overview) ] X—ICBEIL £9,
ATwF2 [VAJF— (Listener) | 7 4 —/V RCHET DY AF—ZRIRL £,
ART9T3  [HEHZN—T%BM (Add Sender Group) 1% 7 U v 7 LET,
ATy T8 EEHEIN—TOLETEATILET,
AT FE  REEHFIN—TOVANMIEETDIEFEZERLET,
ATv7T6 (R 2L 2, FEEIN—TELEFLOREIZOVTOHERRED AR FE AN LET,
AT Tl ZOEEEIN—TEEATHA— N Ta— KR o—ERINLET,
GE) TDITN—FIZHMATREA—NL T =R —0BbhbRWES (FREFEEA—L T —

ﬁuv~ﬁﬁﬁbﬁwﬁA>m\77¢w%®Famnmm@mmmef~w7n~ﬁw
v—EEALET,

ATvT8 ({£E) DNS U 2 FZBIR L F1,

ATvT9 (f£E) SBRSIZHEWMMN WK EZEZEHET, Z1UL Tnone] EFEEH., —fRIZEEWRH D Z L 2 EK
L/i‘a‘o

ATy F10  (EE) DNSU R R &E AN LET,

ATy 7TNM ({EE) KA DNS Bk E &R L7,
BRI DWW, RBGEDIREFHE~D LV koA w » Y U TREDIAT 34—) 2L TL
7ZE0N,

ATy 12 [EE (Submit) 1227V v 7 LT, E#EHEINV—TZERLET,

ATV T3 HLAMER LIZREE I N—T% 7 Vw7 LET,

ATy T8 [EEFEEZEM (AddSender) 127 U v 7 LT, BEFEI/N—TICEEEEZEBNLET,

CIXEHEDOIP T RLAZBIMLET, [IP7 KL A (IP Addresses) ] 23R L CTIPv4 7 R L A, IPv6
T RVA, EIARANEZENL, EEAZXEFLET,

EEFIZ. IPT FLABLIOFRRA NMO—HBOKHEEHH N TEXET,
s EEHFOEEZEBIMLET, [HEMERR (Geolocation) | #i®IRL, EHEXEFELET,

ATy 15 EHEEXEL, BRELET,

BEODEEBTIL—T~DEEEDE

ATYT1 RAAL U IP, F23 Ky NU—2 F—F— T a7 74V RX=UT, BEHF I/ NV—7I2EM (Addto
Sender Group) | V> 27 %27 U v 7 LET,
ATY T2 HFIVAFT—IIH L TEREINTNWDY A INDOEEEIN—T IR L ET,

B AAF70€RT—ILEERLEEGESFTT SRR FOEE



| RRF7HER F—TLEFERALEBREHTT ZHR FOER
BEEEO-o 26T 5L —LoEF0E~E2 [

AT9T3 ERzEEL. RFLET,

GE)  FAACZREEHEINV—TITBNT 5 &, %% X220 RAA URGULICE RSNET, =&
ZIE, FAA LV example.net ZBM L72HE. [EEHEZV—7I1ZEM (Add to Sender Group) ]
&’—“/“0:6?,&\ example.net L .example.net ﬁ‘ﬁﬁﬂéﬂiﬁ_o 20D NIDBHBHI LT,
example.net DY T RAALVHNOTXTDORRA NNEEE I N—TITEBMEINET, FHIzONT
X, BEHEINV—T O =) 2ZRLTIZEN,

EEZEIN—FITEML LS E LTWABREEED 1 DU ERNFDOREEE VIV — 123+ TITHEIET
HIEEH L EETIHNE., BEETOIRERITEMENT, HRA v E—URNFRRENET,

ATy T8 [fR1F (Save) 127 Vv 7 LTEEHEEZEBML, [ZEA—VOBME (Incoming Mail Overview) | ~<X—IC
RO ET,

EEEROE-OIZETTBHIL—ILDIEFDOHRE X

VAF—IZEEE I N—T2BNTDH L, EEEIN—TOIRFERET DLERH D T,

VAF—IZHRRL L D &AM EIZ, HATIZ E S TANBEEBICHEAAENE T, Bk
JERA MINV—ARN—BT 8556, TOHEHRICH LTI IZT 7 va VBREITInET,

ATw 1 [A—/LAKR Y 2 — (Mail Policies) ]>[HATHEZE (HAT Overview) | X—IZBEIL 7,
AFv T2 [VAF— (Listener) | 7 4 —/V RTET LY 27 —Z2@IR L £,

RATw T3 EEEHE (EditOrder) 1227V v 7 LET,

AT v T4 HAT DEEHE 7 NV—T OBEFEOITOH LWIEFEZ A LET,

VAIT 7 A4V FONEFEMFET D 2 L A HERE L £ (RELAYLIST (JsED/N— RV =7 ET /LD
7#) . WHITELIST, BLACKLIST, SUSPECTLIST, UNKNOWNLIST) .

RATYyTE5 EHRAREL, RIFLET,

EIEBDRR

[HATHEZE (HAT Overview) | X— @ EfIZH D [EEH =% (Find Senders) ] 7 4 —/L K
T XA NEANTHZETCEEHELMBCTEET, METLHTFA ML AN L[HFE (Find) ]
Vv LET,

A= 7O0—RY—%FRALEBFEEAYE—CDIL—ILDES
A=) 7a— KUY —%ERT DRI, RONL—IVETA RTA L EEBELTIIEIN,

«[F7 A/ &R (UseDefault) 147 Y a v REZUNALDOEFE, R —DF 7 4L
M7 L—FRSNET, F 740 Mid EBX 351003, [On] 4T v ey Ky
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KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |
B oo xus—spRLEEEAvE—SOL—LOES

IR L CHBEE T IXREZA R —T ML, Fl2llT 7 B AFRRICR ST EEEE L
T FTIHNMEEZERTAHICIE, A= 70— RY —DF 741 MEDESR (25
R=) ESRLTIEIN,

—ERD/NT A —=FIFFEOFAREEICKTFLET (22X, T4 V7 M ERKED
HEZITHOICIE, LDAP 7727 b 72 ) —%FHE L TEBILERHY F) .

ATFw T [A—/LRY P — (Mail Policies) ]>[A—/L 7 1 —R Y I — (Mail Flow Policies) | ~<—ICBEI L £,
ATv T2 [KY—%iBM (AddPolicy) 127 U7 LET,
RAT9 T3 ROKXRTHHTDHEHREADLET,

R A=) 7O—RY—NFA—=4

INSA—4

Bl

e300

BRAvE— P A
A (Maximum message
size)

ZDOVAF—=RHFATIHERA v =TV DORRKYIA X, KA vE—2 A XD/
fEIZ 1 KB T,

Bi— 1P 7> b DI KAl
e AL (Maximum
concurrent connections
from a single IP)

H—OIPT RLANLIZOU A F—|(Z8HEHT 5 2 & DFFA] S5 fe K IRIRFE#E

%,

BeedoT= ) DR A »
U

UE— RN RAMDOLOEBIZKH LT, 2OUAFT—%2 WU CGEETEXARKRA Y
_{Z'—{/\\iﬁo

Ao—THm O
KEZAGHEE

TDORARNNOHAEND A vE—UHT 0 OZEH ORI

SMTP /\F—

J3 A K L SMTP N
J— 22— K (Custom
SMTP Banner Code)

ZDY RF— L DRSS SN & ZIZIRENLAD SMTP = — K,

T3 AL I SMTP 2

F— FF A b
(Custom SMTP

Banner Text)

ZDY A F—L OERNHEL SN L EZITIREND SMTP N — TF%F &

G¥) ZDT 4=V RIZIF—E OB A HEH T £9, FEMIZOVWTIL, HAT
EEOMEL (10 2—) 2L TLIZEI0,

71 A% I SMTP 545
Nf—a—F

(Custom SMTP Reject
Banner Code)

IOV AFIZI D BERESEGIN- L EIZIHEINLD SMTP =2— K,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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A= I7A—FR)—F#FRALEBEAYvE—CDIL—ILDEE

INS A=A Bl

HAL L SMTPHES |20V A F—IC X VEHEIES SN L ZIZIHESLD SMTP N — TF X K,
NF— T FA R

(Custom SMTP Reject

Banner Text)

SMTP /N F— R A K
4% FEZX (Override
SMTP Banner Host

Name)

T 74 TiX, SMIP N —% U FE—h iRA MIERTDHEEIZ, URAFT—D
AHE =T 2 A ZZEEMTOENTVWERA MEREDLNET (2L 23,
220-hostname ESMTP) , Z ZIZERAHRA ML EAIITAHI LT, 2O —%
EETEET, /o, FAMNM I 4 — NV FEEAOETEIZTHI LT, SR M
AT IZFR LN B TEET,

RA RO L— MR

1R 72 0 DR R
fE& % (Max.

Recipients per Hour)

ZOVAFT—NIEDYE— KR NPLEZETD, KD ORKZEFL,
EEHIPT FLAHTYOZEHEOKIT, Fa— VLBl ET, £V X
—IE L — MHIBRO LEVEZEBHILET, 72720, §XTOY A —|LH—
DHT L RK L THRIET DD T, MUIPT KL (EEH) BNMEEDO Y 2 ) —
WCEHE SN D L L— MHIRZ B 2 5 ATREMERNE < 720 £4,

G¥) DT 4=V RIZIF—8OEH A H T £9, FHMIZ OV TiL, HAT
RO (10 2—) 2R L TLIIEEN,

%%:%F%tD@W‘txbﬁ IOV AF—IZHK L TERINTWAERH7- Y ORKSEEKREIB
K=EEE (Max. ZT-HAITR S D SMTP 22— R,
Recipients per Hour
Code)
1 B0 O KRz | A A Mﬁi‘ TOYRAFT—IZH L TERBINTWAKEIH =Y O KRZIEE L EB
BHEEOBBET XA N 228810 ENS SMTP N ) — FF A& b,

(Max. Recipients Per
Hour Exceeded Text)

EEEFED L— HIR

ReffEIR & 72 © DR
ZfRAEE (Max.
Recipients per Time
Interval)

ZDY R F—WA—LIEEEZT RLRIZESWT—F o o R —FEEE»
ORETHHRE LHBEFORRZEER, RZEFRILZ 2 — LI EH S
NEFA, KV AT 13K L — MiIlBEO LEVWEZBHLEST, =720, TC
DYAF—FH =D T ZITH L TREEST 2 DT, A LA —/VIREET K LA
MEDA =N EEO) A7 =L TREEND L L— MIREE 2 5 7]
HEMERE LS 220 £,

T 7 AN S ORRZEEREENT 20, BEHIROZAEH ZFF 320,
MOMRZAGE R ZIRET DER L £,

oA=L T —R) o —IZL>TT 74V N THHAIND, IRZEEK L
MR EIEET AT 74N PO AL 70— R o —REEHERH L ET, BRI
BIxTF 74 DA —L 7a— R o—Z2FHALTCLIMEETEET A,

E s
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B oo xus—spRLEEEAvE—SOL—LOES

INTGA—4H

Bl

EEHDO L — MRS

WrZ— a—F
(Sender Rate Limit

Exceeded Error Code)

SMTP =t — Ri%, = R_Re—7F N0 2 F—Zxt L TERR S 7= R R o &
KA LB HEIRENET,

EEHDO L — MRS

W7 — 7% Ak
(Sender Rate Limit

Exceeded Error Text)

SMTP NF— FF 2 hME, =o_Ra—7OEEZNRZDOV A F—IZx L TER
NI ORKZEER B HEICREINET,

pist

BEDT_Ra—FEEEEERIN TS L— MR D RERT 25481, #
DT _Na—TEEEEEGLT FLA U R MEERLET, B WTT, &
BEEHRN— L ~DOREZET RLA URAMOMA 26 —) 22 LTLEX
U,

7 O0—%l{#H (Flow Control)

Use SenderBase for
Flow Control

Z DY AF—Zx94 5 SenderBase [HMY— A TD TH#K| A4 x—7 M L%
—640

IP 7 K L 2 DL
TIN—T . (B%h
Ey M 0 ~ 32)
(Group by Similarity
of I[P Addresses:
(significant bits 0-32))

JAF—DHRA L TR T—7/0 (HAT) WO b U Z K72 CIDR 7
2y 7 TEHEBLDOD, IPT RLRAZEITERFA =V EZEBRB XL — MRS 5
TeDIEHLET, L— MlBRBOZODIZEHEOIP T RLAZ T V—T{bT 5729
DOEHE v O (0~32) ZEFLOD, TOFPEHNDIP 7 KL AT & ITH
BIDT1 0 2 2% FF LE T, [SenderBase# ffiff] (Use SenderBase) | %7 & —7
T B MEENH Y £9, HAT Significant Bits DFEHIIZ DWW T, L—T 4 > 78
FOBUEHREDOREEZ SR L TSV,

F4 LY kY ESKRH (DHAP)

T4 Lo b
Bilk : 18R 720
INL S EAEPN

DY AF—=RNYE— K FRANPOLZITWDENRZEED 1 ST OFK
¥}Td, TOLEVWEIZ, RATHAG L SMTP 22—/ 7~y R —n_7 a7 7 AL
RO ER LET, i, B2 LDAPZEH5E TDO-H SMTP I > 3t —
arflil ey FENTA =YL, V—7 Fa—NTARAT 2SR
7A=Y OREFTT (BhEMT B Y AF—0 LDAP AR EITHE I
72&BY) . LDAPT 77 K 7= U —@ DHAP O EDFEAIZ DWW TIX, LDAP
7 VT EEEZSZRL T EE 0,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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A= I7A—FR)—F#FRALEBEAYvE—CDIL—ILDEE

INTGA—4H

B

FALT N R
BhfHl : SMTP *}56N T
DHAP L & \ Ml |2 25
L7c%t. Bize N
2 w7 (Directory
Harvest Attack
Prevention: Drop
Connection if DHAP
threshold is Reached
within an SMTP

Conversation)

TIITAT ARX, BRI GEEHED LEVMEILET S EARA MDY Re
FLET,

K2 — Rz o
725578 DRI

(Max. Invalid
Recipients Per Hour
Code)

Befgia Ky 732 L EICHAT 22— FERELET, 774V bOa— R
550 T,

K7 %2 b2 b D
N IR AB T DB RHL
(Max. Invalid
Recipients Per Hour
Text)

Ky 7P UGG U CERT 272X M2EELEST, 774V bDOTFH A
% Too many invalid recipients] T3,

SMTP %7 C DHAP
L EVMEIZERE L2
o, Hix Fry 7
(Drop Connection if
DHAP threshold is
reached within an SMTP

Conversation)

SMTP 71 /3t —3 3 1|2 DHAP L VMEIZE LSOO N
F—T M LET,

Kefil 22— Rdp7= b O fiE
N85 AEH DRREK

(Max. Invalid
Recipients Per Hour
Code)

SMTP 1 v\ — a VHIODHAPIZ L D #ia Fu v 745 & AT 52—
REHRELET, T 74+/L hOa— KL 550 T,

Kl 7 % 2 b= o
2N 2525 DIREL

(Max. Invalid
Recipients Per Hour
Text)

SMTP 77 > /3t — g O DHAP IZ X W #EkiAx Ry 735 T 57
XFARNERELET,

RINLIEH
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KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |
B oo xus—spRLEEEAvE—SOL—LOES

INT A—45 Bl

TUFANRKAFXY | ZDOYAF—ETT UFANRE AF Y VBT LET,
> (Anti-spam
scanning)

YA ILAEBH

TFUAIA TDOVAF—=ETTUFIANA AF Y U E2HEMNLET,
%+ (Anti-virus
scanning)

1t & I:Ilb\ﬂ

TLS ZDOVAF—IZXTHSMTP I o "t —2 a3 DTV AR—F LAY X2l
7 4 (TLS) D, #E4E, MHEEZRELET,

[#ELE (Preferred) | Z®IRT DL, RAASVBIWETA—NV T RLAZRET
L7 FLA VA NEBIRT D2 LIk o T, BED FAL U ERIISEDETF A —
NT RLRAZRHEORAAL DT _a—7EEHITK L TTLS 2 LFICRETE
FT, COUVARARNDRAALVEFIZT RLRIC—FKT A= _Ra—7EEENTLS
EHEALRWERRH TA ve— V2R FELLETDE, 77747 A 3E:
MEHESL, EEFEIHOTLS 2 L CEREZRADZIMERDH Y 77,

[7 FAT > FiEAEDORKGE (Verify Client Certificate) |4 7> a L, 7747
MNEREDR BN GE, EA— NV X2 VT 4 TTI3A TV ARZ—FDA—LT
TV r—a vl TLS Bt e i35 L 91 hﬁbiﬁ Hs% R EIZ Z DA
TarERRLEGA, 2—YREAEL R VERICL T T IA T AR
FETLS #5277l L £ 9728, :~%#ﬁﬂ&£%i%%OFAi P iAo L
F9, TLS WHEREDHE., ZOF T a BB RTDHE, TTT7A4 T VAN
WA AT DICABRREAEN LI Y 97,

7 KU A URNOERDFEAMIOWNTIE, BEEHRL—IA~DOEEET FLR
A MO (26 —) LTI ZEN,

TLSB5i D7 7 A4 7 > MEREZFERT 2 HFIEIOWTIER, 7774 T ADD
D TLS #f D 2 L TL 72 &0,

SMTP 3 U2 —IZ8kT 2 F—F RA S0 SMTP RGE&4 0], 281E . BHATT
4, SMTP #FFIC >\ Tix, [LDAP 7 =V — ] OETHMETHL £,

TLS & SMTP #BFED | TLS IZ SMTP #8GE A #232 X 9 BT £9,
WA PAMEZ TN
%Yt (If Both TLS
and SMTP
Authentication are
enabled)

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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A= I7A—FR)—F#FRALEBEAYvE—CDIL—ILDEE

INTGA—4H

B

KA A > % —/DKIMZ
4 (Domain Key/
DKIM Signing)

TDYVAF—TRAAL L F—FIEIDKIMELZHNCLET, KRB IOY

L—DH)

DKIM#EE (DKIM
Verification)

DKIM HRFE% A R —T7 WZ LET,

S/MIME DEE1t & #&REE

S/MIME D18 BV /MRFIE

* SSIMIME D BAL F 72 13MGEE2 HNZ LET,

s SMIME DRREL . 7 VXA NVBL EHERFT 200 A v — U MO HIBRT &3
RLET, NIVTN T T ENTEA =V ORA, WEELDORPHERE
“IHIBRE N ET,

S/MIME 2B F—DUNEE

S/MIME 2B % — DY
S

S/MIME AR —DINEEE A £ —T Mz LET,

WEED 7 —HEOFEAE
DILE

FHSNIERA v =YV OBGECRI LTSS, AF—2UEST 0089 »

ZEIRLET,

B SNT-AEAEOMR | B SN AR —FIET 20 E ) D EBIR L £,

17

SPF/SIDF #&:E

SPE/SIDF#EFED A Z DY A F—"TSPFSIDFE4 % A X —T7 /I LET, FFMc-O>WTIL, BFA—

F—7 U4k, (Enable
SPF/SIDF

NRFAEAEBIL T,

Verification)
L L~V SPF/SIDF YL L~ L 23 E L £, [SPF]. [SIDF]. [SIDFA#: (SIDF Compatible) ]
(ConformanceLevel) | DWW &@LU ET, ML, EFA—NEIEE R LTI &0,

[Resent-Sender:| F
721% TResent-From:
M L72%& . PRA
FREEAE R 2 ST o T
L—RLET:

(Downgrade PRA
verification result if
'Resent-Sender:' or
'Resent-From:' were

used:)

YePL L ~)L & LC [SIDFA#: (SIDF Compatible) ] #ER L7246, A vE—T
IZ Resent-Sender: ~~ > % —F /=X Resent-From: ~ > # —MFEIET 5412, PRA
Identity fRFEDFE R Pass & None [CX V> 7 L— RT MW EIMERELET, 2
DATvaridtdx=aV7 0 AR TERRL ET,

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]
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KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |

B oo xus—spRLEEEAvE—SOL—LOES

INTGA—4H

Bl

HELO7 %  (HELO
Test)

HELOID IZxf L CT A R ZFEITTH0E I &% E LET ([SPF] ¥ L OV [SIDFA
#2 (SIDF Compatible) ]¥#EHLL~LTRHEHALET) .

DMARC #&:F

DMARCHEZED A — | 2DV A F—T DMARK #iE% A F—7 /WZ LET, FE/MIZ >V T, DMARC
7 At (Enable BaFE2 SR LT IEEV,

DMARC Verification)

DMARCHRAEZ B 7 7 | Z DU A F—TH 7% DMARK fRAE 7' 1 7 7 A L 23R L E 7,

A vaEFH (Use

DMARC Verification

Profile)

DMARC” 4 — KXy
7 LAR— bk (DMARC

DMARC 437 4 — KRy 7 LIR—FOREEZA R—T7 VI LET,
DMARC#G# 7 4 — K 7 LR — FOFEMNZ W T, DMARCEF L AR— %

Feedback Reports) BT X0
GE) DMARCZEITETHITIE. 74— KXy LiR— K A vE—Y R DMARC
ICHEILL CTWARERSH Y £, b DA v — 2 DKIM B4 23+
WTNWAZ L HHERT D, £IFEUARSPFLa— K& /7Y via
THMENHY 7,
BTHLINDIUR
TN RAEF | NG ZREHZ X7 ((T—F 4 v 7B L UOEMEMREDRE] OETHI) 2
ghé 723 (Consider | X —T MR > TWAEAICETEHAEINET, 774V NTIEH, 777947
Untagged Bouncestobe | > 2 (34 7 D7\ U R B L Hrdp L, N7 U ARRGEDORREITIN U T, "y
Valid) VABARET BIn WAL By F—EBMLET, ¥ 7O THRNAY

AEFENEHRRTZEEBBIRLESE. T I9AT LV RAFIARAT A A vb—D%
ZIFANET,

IoRAO—THEEZED

DNS &5

EEEOKIE 302—) ZZRBLTLIIZEN,

BiskT—T I

BsT — 7 v %l
(Use Exception

Table)

BEERIER AL HINT—T NV EEH L ET, BT —T 031 DA T
EFFETN, A= T7a— R —TLITA RX—T NI TEET, FHEMITHONT
L. BEEWEEAINAT —7 L 33 4—) ZBRLTIEEN,

B AAF70€RT—ILEERLEEGESFTT SRR FOEE
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| RRF7HER F—TLEFERALEBREHTT ZHR FOER
A—p7a—Kys—o7F7ri rEnEs |

GE) TUFANRAFEFRIITUFUANLA AF ¥ DN HAT T o — SUZENRIEES. A vE—IF
TTFANRLEZEIT VT TANAARAFY L DTDIIT T ITAT AL TZITANLLGND &
FIRFC 7 7 7 M b ET, A vt —VEFALERICT W FRARAERET U FUA LA R
X URNEINCENTHE. AvE—UF, V— Fa—FHD L XITHIEREE AR v URRIC
AL/ IS

ATy T8 EREFEL, RFLET,

A= 7A—RY—DTIAIL MEDESE

ATYT1 [A—NKY ¥— (Mail Policies) ]>[A—/L7 a—7KY ¥ — (Mail Flow Policies) 127V v 7 L¥7,

ATwF2 [UAF— (Listener) ] 7 4 —/V RTHETH U AT —% IR L £,

ART9T3 FHELILA—N 7 — K —DFD [T 740 bR Y v—s37 A—% (Default Policy Parameters) | U >
%7y LET,

ATFYTE ZDOYVAF—DFTXTOA—)L 77— RY o —THHATLHT 74V MEZEERLET,
TaRT 4 OFERICONWTIE, A= 7e— R o—2FHLEEEA vE—VOL—LOER (17
N—=V) ZZRLTIESN,

AT9TE BREzEEL, RFELET,

RAMTOER T—TILDEREDFER

RANTIHAT—=TIEMSNTWDETXTORFE®RE 7 7 A VI AKR—F L, 77
ANV ENTWVWDRA RN T VAT —TNERE UV AT —HOT 7534 T 2 AIZA o R—
fCEFEF, ZDLE, BEFOTRTORAN 77 BR T—T7/ERIT EEXINET,

NET7ANAND RRA BN TIOER T—TILEHREDIHY AH— k

AT T1 [A—/KRY 2 — (Mail Policies) ]>[HATHEZE (HAT Overview) | X—IZBEIL £7°,
ATwFT2 [UAF— (Listener) ] A =2 —THRET DIV AF—2RIRLET,
RTw T3 [HATZ =7 AR — K (Export HAT) | %7 V> 7 LET,

AT T =7 AR—=FFTHHATO 7 7 ANVEEZATILET, ZHUE, T IA TV ADRET 4 L7 b UICTERE
N37 7 A NVOLENI2Y £,

RATYyTE EHAREL, RFLET,

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]



KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |
B ssorurohz b 7oeR F—ILBEDS LK~k

NEBIT7AILDEDHRA N TR T—TILEREDA Vik— F

HAT A VAR—h 5L, BEOTXTO HAT = U BEBLED HAT 2>HHIR SN ET,

AT v F1 [A—/LKR Y 2 — (Mail Policies) ]>[HATHEZE (HAT Overview) | <—IZBEIL £,
ATwF2 [UAF— (Listener) | A== —TCmET DIV AT —2RINLET,

ATv 73 [HATZ A >R — b (Import HAT) 1 %27V v 7 LET,

ATYT4 VAL 77 A VERIRLET,

GE) AYEA—=R"TD77A40MK. 77747 2 AD configuration 7 4 L7 ~ VIZ(FET HMERH D
iﬁ—o

259 FE [EfE (Submit) 17 Y v LET, BEOTSTOHAT T2 U 2HIRT 5 = & &R 585 A »
T—UNRRINET,

AT9T6 [ A= (Import) 1227V v7 LET,

AT9TT1 BERERGELET,
TrANNIC TaXr b ZRETEET, XF W THEDLTEZ A MERZRIH, AsyncOSIT Lo
TEHAINET, RICHZRLET,

# File exported by the GUI at 20060530T215438
SBLOCKED

REJECT {}
[ ... ]

BEEGIL—I~ADEEEZET7 LR UX MDFER

A= 7r— R —id L— MIROERS, 3 X OWZHE TLS #fi/e E DT o _m—7%[F
FIN—TIHEAT D2REOREILT FLA VR & TEEd, 7 RLX VR ME, &
TA—=LVT RLA, RAL U 5 RALVBEOIPT RUATHBRTEET, GUIT[A—
JVARY 27— (Mail Policies) ]1>[7 KL AU A I (AddressLists) |DO_X—T 2T 50, £7¢
X CLI @D addresslistconfig A¥ ¥ RZEHL, 7 RLAY A MEERTEET, [T KL R
Z b (Address Lists) | D~<X—212i%, 7 RV A VR R&2fHATHA—L 70— K v—Lit
W2, TTITAT LV ADTRTOT LA JRXA SRR RINET,

AT9 1 [A—/LKRY 2 — (Mail Policies) 1>[7 KL AU A b (Address Lists) ] 23R L 9,
ATYFT2 [T RLAY A MDEN (Add Address List) %2727 U v 7 L,

AT T3 TR UZXNOL4RTIZATILET,

ATV T84 TRLA VX NOHHAZASLET,

ATYvFT5 ((LE) 7RLVRAVRNCEERFROBETF A=V T RVAZFEHT S Z L 2R8HEMHT HI21%, [ELE
A—LT R ADHFA (Allow only full Email Addresses) ] Z 3R L 77,

ATYT6 BNTDT LA AN LET, ROBREHEHTEET,

B AAF70€RT—ILEERLEEGESFTT SRR FOEE
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SenderBase BXE & A —J)L JA— R P — .

* %/ﬂi\fcﬁ%%f —L T FL X user@example.com
s BT A= T FLUAD—E : usere

GE)  [BEREA—/T KL A2DOHFHA (Allow only full Email Addresses) ] & 3#R L7251, &1
A= T RLAO—ERIFEHTE T A,

cEFA—IL T RLADIPT KL A :e[1.2.3.4]
s RAAL DT RTO2—H @example.com

* %Bﬁj\ RAA VO)?"\TO):L—‘U‘ ! @.example.com

RALBEOIP 7 FL AT e XFTHIAT DXENRHDH Z LITERE LTI ES W,

N TEFA—NVT RLARAEXYIY £F, FHLWTEHESTT KL AEZXY)H5A . AsyncOS 13 H B
Wz bR~ RED DY R MIEHRLET,

ATy TT EREEREL, RIFLET,

SenderBase X E & A —J)L Z7AO— R o —

TTIAT VAN ESFE L, A= 7a—KY o—%@HAT 5121 (L— MIBRXAE
ENDHEELEENLVGERHD) | VAT —FROTGiEEENLET,

[57%8 (Classification) |->[E{E&E Y JL—T (Sender Group) |->[*—/LT7O—7R1) — (Mail
Flow Policy) |->[L— FHIR (Rate Limiting])

FANZOWTIE, Xy U =7 Fd—F—, AL, IPT FLATEREINDEEE I L—
7 (5 R—=) BERLTLIIEEN,

[73¥8 (Classification) | ExfETlX, EBEEARA FDOIPT RLRAZEHLT, (XU 7 U
AF—=T%FELT) ZIESMTPE Y v a v EXEHE I N—TITHELET, EEHF I/ V—TIZ
BhEfI T b A—b 7a— KRY v—IZiX, L— MillRZA X—T T DT A =213
HPENHYET, L—RERICEY ., BosarbloRkkAvE—V8, Avve—Uh
720 DERZEFER, KA vE—Y A X UE—F RZX SDOZITITT 55 KIARHEEE
BHIR S vET,

HE, Z207aEATHE, ST 24RMOFEHE I/ N—TOEEET I L TZEHELE IV

FLET, A URMHRICEEOEEFEEN D A —NVEZE LGS, T XTOREHEICHT %
FEOEFEDHIRE & i < E T,

DAY FPHEZE RITRTHLS O00F5 35 D £37,

e Xy MU= F—F =2 ko THENMTONZ54E. SenderBase L' B 27— g > ¥ —
PRIZES>TT RLRAORER Ty 73/ ST ey 7 IZHBICSEI S ET,

ZOEIRNESRBTry 71T LT, ZIEHEXEELV— MIROD 7 > P3R4 IZFAT S
AWET (BH. 24CIDR 7 Rry 7 LRICTTR, LT LLFELCTEDLY FEAL)

I KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]



KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |

. SenderBase 7 T') DA A LT+

« HAT Significant Bits e 2 H T 25 G IC W T L9, Zo%HE, AU > —ICBE
£HF BAL7z significant bits /X7 A —Z Z@EHA LT, RERT v 7 O7 RLVAP/NIRT
2y RIS NET,

ZDONRTGA—=ZF [ A =T r—KY — (Mail FlowPolicy) ]->[L— h#ilfR (RateLimiting) ]
T 2= RICEE L TWET, EHEEITLV—TDIP T RLAOSEIMH TS Thetwork/bits |
CIDR #EitiElX, Tbits] 74—/ REFRZRY 7,

T 7 )V b TiL, SenderBase L' B =T — a3y JANAABIRIP V77 AU 7OV R—
RS, XY w7 JAF—IZH L TUEA X —T N T, TTA4 =k U2 F =2 LTIET «
v —7 N T7,

SenderBase 7V T 1) DA A LTk

U AT —%HET DA, SenderBase L' B a7 — g VI —E AT =Y —&FTLIERE
TTIATVARF Yy v a2 T HRREZRECEET, TO%, A— L 7r—RY —%F
ET H%E. SenderBase A X —T7 /WL, A—O7ua—% U AT —|ZHIEITX ET,

A=) 7a— R —%FETHHE. [7 7 —#ilf#llZSenderBase & {# ] (Use SenderBase for

Flow Control) ] REXFEHLEZGUIOA—L 7a— R >—hh, £0T listenerconfig >
hostaccess > edit A ¥ ]\%ﬁﬁiﬂﬂ L7- CLI T SenderBase % 1 ;\f“—j\/l/ﬂ: Liﬁ_o

HAT Significant Bits #4#E

AsyncOS ? 3.83 U U —ALIETIL, K&EZRCIDR 72y 7HNDY AF—DRA N T 7 EA

T—7v (HAT) OFEEHEIN—T = M) ZEB LN, IP 7 FURBELTEZEA—/L
DBHEB IO L — MiIRZFITTE £3, & 2, BEEFEARA N 110.1.1.024) & —%
L7EHE, TXTCO T T4 v 7B 1 ODORE BRI U HIZENT O TR, FHANOME
BOT KL RZx L Th o2 nEksnEd,

GE)

HAT R U 2 —® significant bits 47> 3 2 G2 T DI121E, HAT 7 e —Hilffl4 7> a2 o

[User SenderBase| # MM T A4 ERH Y £3 (F72id, CLI DA, listenerconfig ->
setup 2 ¥ RC SenderBase ff i — B2 A H T 572> D'EIH TWould you like to enable
SenderBase Reputation Filters and IP Profiling support?] {Zno L& LE3) ., ©F V., Hat
Significant Bits #6E & SenderBase IP 7' 7 7 A U v 7 B — b DA R—T MALITFE A HEMRLY
<¥,

FEAEDGE. COMEEFEHL TCEEE I N—T2AEXZL (0FV, [10.1.1.0/24)
L 110.1.0.0/16) DX HRIPT RLADKE R T N—T) [ IPT FLAD/NIIR T N—TT
A= 7a— L— MillRZE<EmA L £7,

HAT Significant Bits F§AEIX, RO K H T AT LD v R—F > MIxhit LET,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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HAT

=1 ]

ax /&

METE |

HAT O EITIL, BEZFIN—T L A= 7a— R —D2 00BN HY £, #EH
FN—TDHRETIT. FEZEOIP T FLAD (58] GEEHEIL—TITAND) FiExiE
FTLET, A= 70— RY—FKETIZIPT RLANLLDO SMTP & v g o OEMRGIELY
ERLET., ZOMEZEHRATAE. IPT RLAE ICIDR 70 v 7 THEINT] (m&x
IF. 10.1.1.024) XEZI/N—TLm0 HaeDkA N (32) LLTHIIENET, “hiE
[signficant_bits] ARV T —REZMLH L TEITSNET,

Significant Bits HAT /K1) > — F T2 3 >

HAT #%3C Tl signficant bits X EA ' a Y ZEHTEE3, ZOEREIX, [A—AFY —
(Mail Policies) ]>[A—/V7 v —73R U »— (Mail Flow Policies) ]3—® GUILIZEK I E
ﬁ—o

7 1 —fl{#1iZ SenderBase 95473 3 L3 [OFF] 1272 > T\ A0y, X [T 4 V7 b
) JEFS IR (Directory Harvest Attack Prevention) ] 234 R— 7 /Wl > TV DG4,
[significantbits| fEIX. B L CWDEEHEDOIPT FL A ICHEA S, f5RM9C CIDR £k
2, HAT NOEREHDEEFEHE I N—T L =B I L7200 h—r & LTHERINET,
CIDR 7 m v 7 CHENT—FLOE Y ME, XFHOEKRRIC TBefE) 2 Ed, £
DI, Be/S 1P 7 R LA 1.2.3.4 /2 HHENL S 40, significant_bits 472 3 7% 24 [T E S 4L
R =L —HTHBE, HHRLELTELSCIDR 72 v 713 1.23.024 12720 £, 2D
MEEAM T L, HATREEFE 7 V—T7 = MU (=& 201E, 10.1.1.0/24) (21X, 7 v—7 |
FYCTonzRY) —NoAg#Ey b Y (ERRofITIE, 32) SIFRLZHEOFR > b
U—J 8%y b 4) BIEFETHARERH D £,

listenerconfig 2¥ > ROFEMIZ OV TiL, [CLI Reference Guide for AsyncOS for Cisco Email
Security Appliances] ZZM L T 7230,

3 il {EN A

Aoz varyilho 2Nty FENTEHGAICHETE L 70— LRELS v a v
NV ET, ZEHOIPT RLADOA T ZEEBR L TWALIERICE Y =RV AT LAOYE,
B X BB (T2 20, 60 pRIETIERL IS HHRT) Vkey v 5 XD ICRE
LET, ZhiCEy, T—2RNEHRERY A XICETHEHRLED, VAT ADONRT 3—<
AN BE X0 THZ L2 RRTE £7,

BEDOT 7 4V MEIZ3600F> (1H:fE]) T3, H/h 14 (608) 22O K 4R (14,400 )
FCoOHMEEETEET,

GUITZ r— R ELAHEAH L CZoMME2HRELET GEllc VW TIE, VAF—D7 r—
NIVBREZZRLTLLTEEN)

F7-. CLI ® listenerconfig -> setup A~ REMHA L TZOWEIEZHRET A2 TEE
9, listenerconfig 2% ROFEAMNI-SWTiX, [CLI Reference Guide for AsyncOS for Cisco
Email Security Appliances] ZZ M L T 72 &0,

KRR F7HOER F—ILEFERALEEGEEZHTT 22 FOEE ]
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B zezons

KRR F7OER T—ILEFERALEEGEHTT 20 FOEE |

* 158 DIREE

EEER

ANRBRMER 72 A — X, %< OEA ., DNS TR TERW R AL U EIXIP 7 KL AL FF
OEFEHIC I > THEEEINE T, DNSHIEE (X, AEFICHETLIEE T AEREBGL, £
TS TA— NV EUBRT HZ L 2B L E T, SMTP >/t —3 3 U ORNZERF B RAE
(EEFEEHEDOIPT RLADDNS VY 7T v FIESS RO T 4V Z U 7)) 21795 2 LI,
TITIGATVAEDA= NV LT FZA4 N LT EINE VY7 A—LOEERLT Z
LITHENBET,

AMGEDEEE N DA —/MTABICHFEREINET, ROV IZ, AsyncOSITIEL, RMRFEDE
BEMNODRA—)VEIWBET 5 HEEZRET HDIREERIERENRH Y £7, 72& 21X, SMTP X
Yot —v 3 VORNCRBGEDEFEENDL DT X TOA—/VEABICT Ry 7 L2 | Kig
AEDEEEE AT Y NIV T LT THEIET T IAT U AERETEET,

HEE MR, RO a v R—x v b TRER S ET,

« SRR FOREE (Verification of the connecting host) , Z#UiX, SMTP h >\t — =
VORMCEITINET, FEMICONTIE, EEEREE: FA L B0—) 2R T
<TEEW,

s IURAO—TEEED KA A VEDDIEIE (Verification of the domain portion of the envelope
sender) o ZAUISMTP 1 v /3t — a v OFTIEITENE T, sEMICONTIE, HEH
BFE : =N —TRER Bl X—) EBZRLTIES,

if - RRX bk

BEEDRBEEE 2 2FHICIZEEFSEFRL0RH Y 4, =& 21E. DNS Y —RN [F
V] ERIISE LRV, RAL UPRFELRNZ ERNEZONE T, EEE T L—T DR A
I DNS MiFEFERE TlZ, SMTP I v /3t —3 3 VORI RRIEOEEZE 2 HF L., SEFh
FHEORBIEOEEEZ SEIEREFEEIN—TIZEDDLZENTEET,

TTT7AT VAF, FHIFEA—MITOWT, DNS il U TG LA A hOEEIE KA A &2 BEE
Lo ELET, ZORERHL, SMTP I vt —3 3 VORNICEITENE T, ¥ 7 /LDNS/L
IT v TDFEITICEST, UBE—KFEKAFMDIPT RLA (DFD, RAALY) BDEEGESH,

HIMEPBEESNVE T, ¥ T7/VDNS /vy 7 7 v 1%, HEnAR A RO P T L A Zxid 5
5% DNS (PTR) /> 7 7 w7 & ZiUlHi< PTR Vv 7 7 v FRERICKT 2 ES| & DNS

(A) VoI ToTnbi0Ed, 0%, TT7IA TV ATANY I T v 7OREN PTR
N DT v TORRLE BT INEIDETF =7 LET, PIRAVY I T v T ERITANLY
ITy TIBNRIT D, FERP B LR WIGE, VAT AELIP T FLADH A LT HAT
WO M) Z#RE L, BMETIIRMREEE Rl sihvET,

RBFEDOEEH L, OB T IV ICHEENET,
o PEETEAR A RO PTR L 22— R DNS IZ1ELE L 72V,
« DNS O—HBFf2EEIC L VTR A RO PTR La— Ro)by 7 7 v AR LT,
o PEGE LR A DG & DNS /w7 7 w7 (PTR) BIESIE DNS /vy 7 7 v (A) 12—
LR,

B AR 7R TF-ILEFERALEEHEHTT SRR FOER
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pEEwiE ro~o—JEE [

EEH 7 V—T7 O [HiiA A N ODNSHRGE (Connecting Host DNS Verification) ] & E Z{#H L
T, RBGEDOREE T 2L HRETE £9 (FFH 27 /b—7 SUSPECTLIST Z i ] L 7=
KBEEDREZEN DA v =D 2Ry N U7 342—2) 28R) |

TRCOEEEHE I N—TDEEHE T N—TRETHA NDNSHGEZ A F— 7 /T TE LT3,
ARA N DNS BRGEREZERFE 7N —TITEMT D E0W) T Lk, 2D T N —TITRIFIEDE
BEEEDDZEICRDEVI RITERELTLLEIVY, 2F D ANRNARLZOMOMEH 2 A —
ANEENDZ LIZRVET, 20D, TNHOREIF, EEREFLZESEZIZAvY NV
TEBEEZEITN—TITH L TOIRA RZ—TNMITHZ MR LET, -8 213, REEHS
JL—=7 WHITELIST |Z%f L T DNS #GREZ AT D &, RIRFEDEEFEZND D A —/L75 |
WHITELISTHHOEHE TEX 53X EENOLDA— L ERL LI ITHbND Z L2 ERLET (X —
78— R —DOFENTIIL LT, TVTANRLEREZT VT IANA TF 2w, Lb—
NEIFRZR & DA SRR B G BET)

EEBRIL: ToANO—TXESE

TR —FREERIEAFEHT L, mo RN —FEEEHED R A A S DNS TREE S
NET (o _Xa—TEEEDO KA UBRFREND D, =X —TEEFEEDRAAL DA
b= REZIEIMX L 2— R2XDNSISAFET 570 o B AA &, DNS THERFRATN X A A
7 U M ETIT DNS R OfEE EO—RF R T —IREDEAE LT E LT EH A,
Zhiz L, RAAL BV 7T o7 L LD ELTZE X ICHAMEZ: Tdomaindoesnotexist] A7 —
HAPIRSINT-GE, RAAL VITFEELEEA, ZORENSMTP I N\t—2 g O THE
ITENDDITH L, A DNS HFEIZ A " — 3 U AR EN D RICEIT S, kT
SMTP H— "D P 7 RLAIZ#HA SN E T,

FEA 0 AsyncOS X, EEEZFDT RLAD FAAL NI L TMX ba— R 7 —2 8T L&E
9, WIT AsyncOS 1, MX L a— ROy 77 v TOFRERIZIESNT, ALa—FoiLy 7
7 v T EITVWET, DNS ¥—37% INXDOMAIN] (2D RAA DL a— RN ZiRL
72854, AsyncOSITZED RAAL UNFELZWHE DO E LTHRWET, Ziut IFELRV R X
AT _Xua—7EEE] BT IVICHEINET, NXDOMAIN (&, /L— F x—2A H—
WNIRZD RAAL VO A— L —NEREL T RNWZ EEZERT 2551 £,

7272 L DNS #—/37% [SERVERFAIL] % iR L7258, DNS Hh— NF EZERRN R A A D
TR —7EEE] AT AVITHEENET, SERVFAIL IE, R AA U BFE LRV,
DNS Tl a— ROy 77 v PR RN BEL TNnD 2 EaR LET,
AN =T EDREIR A= VIEEH DMER 2 )72 TIEIL,. MAIL FROM ff#lt (=2~
H—7EEEN) EREL. XN SN RBREEOREE N LD A — AR I D K DI
THZETT, 2L Y, MAILFROM 7 RL RICEE SN T A X v =T REMER
REICR D72, BIENAEL DML H Y £¥, = Nn—7REFEBRIELENT 5 L. RE
RO (7272 LZEHTIEZRV) MAILFROM 25642 X577 I9A4 TV AR ETE
—g‘o
HEA—N Tr—RY =T, RO ELEPARETT,

e TR —FEEH D DNS HEEE A R—T T 5,
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B s55c500. T4 0 FA42, FEAREO MAILFROM

s RERERO T "o —TEGFHICHF L, DAX L SMTP 2 — R ESEEES, =
10— 7 EEH O DNS BiGEE A 1 —7 W Lize, RERERO= No —7 % EH 1T
Tuay s EInET,

s RSN NZ RO — T REHR R AL K LAY MREEET,

e DNSIZHFIE LWV o N — T REH R A A IR LI A S MREEIET,

EEBEBRFEFISNNT — T N2 LT, RALVERIET RLADY R RZBMHL, ZZ0 b0
A—)LE BENCHF A 3R T 2 e TE 4 GHMEERENNT—7 L (333—Y)
BRI . BEZRIGSNNT — T R, =N a— FEEFEREE S TS L TA X — T T
XFET, FORD, X BN T —T NV TIRE LT RUARL RA AL &, =X
O—TEEERAEEA X =TT D ERIEETEET, /o, W RAAS U E2EFT R
M RALUINED A=V, MO HFETHRIES N WGE THHEICHI T2 TEET,

WFEEAEDANRKIRBREEOREENLZEINT TN, RRFEOEEFENLD A —NLE2ZT
(T2 Z ERRERIERH Y 7, &2, TXTOERDOE %f—w%mﬁw/77/
T TRAETZ 2D TlEd v A, —HAY72 DNS YV — NORJEIC LV i EE EZRFETE 7
WZERHY ET,

RIRFEDEZE DD D A —LEENRBE SN HE . FEERAEFS T — 7»&%~w7m~
RY r—px N —7F%{E#H DNS iR EEHH LT, SMTP 3t —3 g iz

N —7EEENGEESNET, & 2E, DNSIZFEELR VWD L@&éﬂﬁwﬁﬁﬁb%
AVPDEDA—NLVEZZT T TRy NV T THZENRTEET, WoltAFDA—LES
FAHF 2%, MAIL FROM OFEXNRIER A v— 1, BAZ~ A XA[FEZR SMTP =2— R &
JIRETHERENET, ZHIESMTP It — g v OPTEITENET,

FEDOA—L 7u—R) —Zxt L, A= 7a—RY > —FETT, =o_Xo—7%EH
®D DNS #RGE (R A A UPINT =T N aGTy) A F—T7 /M TEET, ZHZiE, GUI £7-
1% CLI (listenerconfig -> edit -> hostaccess -> < policy > ) %{ﬁﬂ% Lij‘o

MO RALY, TIAHILE FAAL Y, FELZFK O MAIL FROM

TR —FEEEWAEE A F—T ST D, U A FT—DSMTIPT R L At 7 3 a T
B FAL Y OFAET A E—T T DE ([F= b7 =d TOA—AZIEORE] OHED
[SMTP 7 RV R AT > a ) OHAEZK) | OV XA F—DFT 74/ 8N RAA URE
RSN 7,

AU H ORBIZ A WICHEBAY T,

AAZLSMIP O— K EBE

TR —FEEHEDOIRNRIER A v — DNSICIHE LRV R o —7F%EH . DNS
I —THERTE RN DNSH—"RE T LTWAERY) mo_a—F % EH KL,
SMTP 22— R LRERA v —VERETEET,

SMTP m%é:cig’éﬁ SEnvelopeSender %/é\&) A EINTE 3570 i, W AZ AEE%%%E
THLEIZZ R —T R EEOEICERNSNET,
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srapiasns—IL I

—%IZ1% Domain does not exist] F&FITKFAITT A, Tz —BERRABICTHZ LN TE
T, TOLIRT—AERHI =D, RSFHR) 2—PFE, =F—a—RET7 740D
SXX B AXX IZELTE £,

EIEEREEFISNT—T I

EIEER

REERRIHIINT —T 1T, SMTP I o3 —2 g CICHBEIFICHF T £ -I3HER SN D R A
AVEREFBEFA—NT RLADY A NTT, £, HESND RAAL NZONT, A7V =3
YOSMTP 2 — K EERIGEZRET DL TEET, 7T I7A4 TV ADH T 0 OEEHEWFE
BINT —T T 1 DOHTHY . A= 7a— R —TL 124 F—T I EINFET,

EEHEBGLEHISN T —T7 NV ix, OB THDLI LD, TERBIELW R A A E2I3E
A=) T RLVAZVARL, ZIDOLDA—LEHRETLZOIHEHTEET, &2 F#
ftﬁ)_—LE L\ MAIL FROM pres@whitehouse.gov %%E%*ﬁ?ﬂﬁﬂ%?—7/wlfﬁ%ﬂ L/\ E @jﬁ/ﬂ:
FRTDECRETETET, o, WIRAA T A N RAAL U2l BEIWIZEFATT 5
RAAL U HVARNTHZEHLTEET, UL, ZEET 7 E8AT—7L (RAT) TITbiLd
TR —72EE (SMTPRCPTTO =2~ > R) AFIZLTWET,

EEBEWGRERISNT —7 ML, GUID[A—/LR Y — (Mail Policies) ]>[#14+7—7/V (Exception
Table) ] AR— (F721X CLI ® exceptionconfig I~ F) TEZREINZH., GUI (A—L 7
11— 7R U 3 — ACCEPTED Z /] LIZARMREEIEEE ~DEEA v —VDER (35 ~—)
5MR) F7213 CLI ( [CLI Reference Guide for AsyncOS for Cisco Email Security Appliances] %
M) TRY - LAYk ET,

EEEBGEGN T —7 D= N OSUIRO LB TT,

BINT —T N DEFIZOWTUIEFEEDE T A —/V T L AIZHE SR EETRIEL— 5
DRMAEEEFH ORI 35 X—) 2L TLLEE,

REDRE — 5% E

T, AR Mo Ne— TR EERGEO AR TR R OB Z R L E T,
ZORFITIE, RA NBEERGEE EET D L&, BEFEO%IEH 7 )V—7 SUSPECTLIST &
A= 7a— R = THROTTLED {2 X V., #5|&X DNS /v 7 7 v 7 BR—EH LWkt
RARNLDA— LR ATy N TS ET,

HLWEES /' /L—7 (UNVERIFIED) &8 LWA—/L 7o — &R Y 2 — (THROTTLEMORE)
PMERE SN E T, BMEESNARWEEG TR A R DDA —T, SMTP I v 3t — 5 L DREIIC
z2my N7 ENET (%EH 2 /L— 7 UNVERIFIED & L 0 fEf@) e A —/L 7o — R Y
2 — THROTTLEMORE 2MEH &N ET)

A—)L 71— R I — ACCEPTED IZx%] L T o Nu—FEEFRIEN A 2— T M ENFE
7,

ROFIZ, FEEBREEZ FET DO RINLIREEZ R LET,
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. #IEF Y )L— 7 SUSPECTLIST 2 L= RRFDREEZFEI LD A vE—TDROY Y

R IGEEER - HESIHHTE

EEEIIN—T R o— a2Hd
UNVERIFIED THROTTLEMORE SMTP 71 > /3 —3 3 » DR,
SUSPECTLIST THROTTLED %%ﬁiﬁx ]\ D PTR L 22— }\7‘% DNS c:ﬁﬁ Lfib N,

Pt AR A b D5l & DNS V> 7 7 w7 (PTR) 23IES| & DNS
o 7T o7 (A) IT—F L7,

ACCEPTED SMTP 71 v "\t —3 g DT R a— 7 EEH R,
- AN IE 72 MAIL FROM:,

- TR E— T EEHE D DNS ITAFIE LRV,

- T m— 7 EEFE DY DNS THER S 720,

E{EE U )L— T SUSPECTLIST ZfE A L - RIREEDEEEMN DA vE—PDROY Y

2l

ATy
ATvT72
ATv73
ATvTa
ATvTH

ATvT6

RIREDEEE~NDEYBRGTRAY MY

&

[A—/LAR U >— (Mail Policies) ]>[HATA%ZE (HAT Overview) ] 3% L £,

BEH 7 NV—T7D ) A FT[SUSPECTLIST] %7 V v 7 L%,

[RE % E (Edit Settings) 1227 U v 27 LT,

UA NN [A8y bV (THROTTLED) | AV —%RLET,

[#%#5i 8 A h ODNSKFE (Connecting Host DNS Verification) ] DH1 0 [##5i48 A b 5| X DNSKiZZ (PTR) 73
TRIEDNSHiZE (A) & —EH L72\ (Connecting host reverse DNS lookup (PTR) does not match the forward DNS
lookup (A)) 1 F = 7Ry 7 A4 LET,

EEEEEL, REFELET,

Wi & DNS /Ly 7 7 T3 RI L e MEE 1X8EH 7 /v — 7 SUSPECTLIST IZ—# L, A—/L 7 — K
U ¥ — THROTTLED OF 7 #/)V k 77 v a U NETESNE T,

REDEIT

o

P, LW A—L To— KU —ZER L (ZDFITlE THROTTLEMORE & W9 £ #i& 4T £97)

LVt Am y N U TBREEITWVET,

a) [A—/7v—7R Y — (Mail Flow Policies) ]X—C[H VU —%:80 (AddPolicy) 1| %2 Vv 27 L
e

b) A= T7u— R —O4HETE AL, [BEIE (Connection Behavior) ] & LT [Z&G& (Accept) ]
IR L ET,

) A—NEAny M) U T THEICRY =R ELET,
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A—JL 70— 7K1 > — ACCEPTED % {Ef L= RIZFAREFNDEEA Vv E—COER

d) ZHZEEL, RIFELET,
ATYT2 W, HLWEEEZNV—7%EM L (ZOFTiE, UNVERIFIED & WO AETEZ T ET) |

THROTTLEMORE R U ¥ —Z MM+ 5 X I ITHEL 7,

a) [HATHEZE (HAT Overview) ] X— T [XEH 7V —7%BI1 (Add Sender Group) 1 &7 U v 7 L &%
D

b) U A F2 5 [THROTTLEMORE] R Y v — %8R L £ 7,

c) [#EfiA A N ODNSHFE (Connecting Host DNS Verification) | 10 [t A ~ ®PTR L =2 — RDNSIZ
F1E L £ A (Connecting host PTR record does not existin DNS) | F = v 7Ry 7 A% AN LET,

d) EHEZFEEL, REFELET,

'1
',

A—)JL 78— K1) — ACCEPTED %A L =R BRILEEB~DEEA VYV E—CDES

]]II

ATYT1 [A—/AKRY — (Mail Policies) ]>[A—/L7 B —7RY »— (Mail Flow Policies) ] %R L £,
ATv T2 [A—T7r—3KY— (Mail Flow Policies) ]X— T, A—/L 7mr—RY — [&#& (ACCEPTED) ] %
707 LET,

AT w73 [EEHEORKAE (Sender Verification) |7 v a v EFTAZu—L LET,

ATy T4 [ —T7%EH DNS OfGE (Envelope Sender DNS Verification) 227 v 2 > C, WaEEITLET,
«[On] ZIBIRL, ZDOA—V Tr— K =TT 5T _u—7%EH D DNS BGEEL A R —7 /W2

LET,

WAL L SMTP 22— R LIGEEZERTH I L b TEET,

ATY TS [RAA IS T—T VD (Use Domain Exception Table) |22 2> C[4> (On) JZ&ERL T,
AL SNT =T N EFHLET,
ATvT6 EHEZEFL, RELET

EEEDEFA—IL 7 FLRICEDW=EEBRIIIL—ILA S DORBILEEE DR

ATw 1 [A—/LAKRY — (Mail Policies) 1> [#7+7 —7 /L (Exception Table) ] 2R L £,

Gx)  HIs T —T R, BT —T v & A (Use Exception Table) | 34 X — 7 MIZEESINTNDET
RCHDA—) 77— K r— 2/ a— VUl EhET,

ATY T2 [A—/NKRY — (MailPolicies) ]>[#l4+7—7 /1 (ExceptionTable) ]"X— Y CT[ KA A B4 ZBIN (Add
Domain Exception) | %27 U v 27 LET,
ATV T3 BIA—NLT FLREANLES, BLHRT FL A (pres@whitehouse.gov) . £ AT (user@) . FAA
> (@example.com % 721% @.example.com) . E72IXIP T RV A& v a THALT LA
(user@[192.168.23.1]) Z A/ TEE7,
RTYTE ZOT FLANLDA b=V EF AT LMEGT 2N ERELET, A—VEEGT 56, SMIP 2 —
REDAZLISELRRET DI LB TEET,
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B :eszsamns—oLmco7 KL OBRR

AT9TE EREEEEL, RFLET,

EEFBRIFNT—TILHNTODT FLADER

ATvF1 [T —7 v (Exception Table) ] ~X— D [ KA A A O (Find Domain Exception) ]2 ¥ 3 I
FBEFA—IL T RLREZANLES,

ATy T2 [#F% (Find) 1227V v 27 LET,
T=TNHFONTNHOT NIIZT RLAR—F LTSS, HOI—& Lz N RFEREINET,

KB EEBIODAVYE—CDHRETR B
INTHEERIERELZR T L2, 7794 T ADEHERER TE £7,
DNS BHHEOREDT A MI, AEOHFALZBE A TWVWD I LITERE LTI LI,

BHXATRIEZ MAILFROMEEET FLADTRA kM A vtE—TDiEE

THROTTLED RV v —D X EF XL/ DNS BHOHRELET A T D52 LIZ#HLWGERNH Y £
T8, AR IE 7 MAIL FROM 7 E%TXFT%iT

ARTFYT1 754 T A~D Telnet By > a v 2RxET,

ATw T2 SMTP 2= REfH LT, BRNRIEZ MAILFROM (RX A > 722 Lo Tadmin] 72 &) ZfEH LT 2
M Ay b=V ELET,

GE) T 74N bE RAAL UEFERT B0, A—IVEEZET DL EITED AL VEVIRINZH T 5
;9&77747/x% RE LTS Ee, T RUAT 2 A 2—T7 M LTeGeE (A=t o =
A TDA—=NVZEDRTE] DEEBR) | FAALUBRONRAAL L OFRKXBIELL 2VWVET A —
IV EAERL, %E\xﬁféﬁw%Aﬁ%Diﬁo

XTJ?D3 Ayt— /b‘*ETéﬂé CEMERLET,

# telnet IP address of Email Security Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin

553 #5.5.4 Domain required for sender address

SMTP == — R LS, A—/)L 7u— R Y > — THROTTLED O >R u — FEEH MR E CHRE L
LD > TN & ZfERLET,
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EEERIL—LALBATET FLRb b0 ve—oniiE [

EEERIEIL—IDSBEANTET7 ELANLDA Yy E—UDEE

BEEBGEFIIN T — T MIZHNE SN TWDE T A= T RLADLD A =R L, =2
0 — 7 REERENFITENRNZ L 2HERT DI, ROFIEEZFITLET,

ATv 1 7 KL A admin@zzzaaazzz.com %, 47— 7 /VICEIE TAllow] TEML FJ,

RTvT2 ERERGFLET,

RTFVT3 TTIAT U A~D Telnet ¥y v a V& ET,

RATw T4 SMIP =2~y REFEHA LT, REFHREBINT — 7 WA LIZE T A—/LT KL A (admin@zzzaaazzz.com)
MNHT AR Ave—UhkEELET,

RT9TE Avb—UNRHFAENH LR LET,

# telnet IP address of Email Security Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin@zzzaaazzz.com

250 sender <admin@zzzaaazzz.com> ok

FDBLA—INT RURAEBFEZRIFINT —TANLEIRT AL, o _a—FEEZED RAAL EHL
7 DNS THEEI NN, TOREENLDA—APEEINET,

EEBRIEATT
Koy o Y, RO L E T

T oANO—THEEREE
HRBRIERT o _u—F%EH

Thu Aug 10 10:14:10 2006 Info: ICID 3248 Address: <user> sender rejected, envelope sender]
domain missing

R A A UNFE LRV (NXDOMAIN)

Wed Aug 9 15:39:47 2006 Info: ICID 1424 Address: <user@domain.com> sender rejected,
envelope sender domain does not exist

KA A i 7z (SERVFAIL)

Wed Aug 9 15:44:27 2006 Info: ICID 1425 Address: <user@domain.com> sender rejected,
envelope sender domain could not be resolved
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