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1
Mon Apr 17 19:56:22 2003 Info:
New SMTP ICID 5 interface Management (10.1.1.1)
address 10.1.1.209 reverse dns host remotehost.com verified yes
2
Mon Apr 17 19:57:20 2003 Info:
Start MID 6 ICID 5
3
Mon Apr 17 19:57:20 2003 Info:
MID 6 ICID 5 From: <sender@remotehost.com>
4
Mon Apr 17 19:58:06 2003 Info:
MID 6 ICID 5 RID 0 To: <mary@yourdomain.com>
5
Mon Apr 17 19:59:52 2003 Info:
MID 6 ready 100 bytes from <sender@remotehost.com>
6
Mon Apr 17 19:59:59 2003 Info: ICID 5 close
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7
Mon Mar 31 20:10:58 2003 Info:
New SMTP DCID 8 interface 192.168.42.42 address 10.5.3.25
8
Mon Mar 31 20:10:58 2003 Info:
Delivery start DCID 8 MID 6 to RID [0]
9
Mon Mar 31 20:10:58 2003 Info:
Message done DCID 8 MID 6 to RID [0]
10
Mon Mar 31 20:11:03 2003 Info: DCID 8 close
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B0 LB TONE L, BERITEFIPA X —7 oA ATZESN, 10.1.1.209 D
UE—hKRAPMTRRBINE LT,

2 74T B MAILFROM @i~ > RRFETEINTHE, AvE—JICAvE—
YID (MID) [6] NEIW Y THNE LT,

3 EEET RLARFEI S, T ANONET,

4 ZAEHEDHAIES ., ZEFHID RID) 0] BNEV L THNE LT,

5 MID 5 NZiF AN, T4 AZICEXIAEN, RBEINET,

(6] ZETRS L, ZEEGEN I/ e —XLET,

7 WIZ, AvB—VEE 70 AN ENET, 192.168.42.42 725 10.5.3.25 ~D
BlEIC, EMEHER ID (DCID) [8) 2B THhFE LT,

8 RID 0] ~D A v E—VEMENBEBEINE LT,

9 RID 0] ~@® MID 6 DEMEIZHRII L £ L7-.

10 BEHE N7 u— X LET,

FEIAMA—)LOST T RO

Wiz, SEIERRWICESW NS ool m ) ERLET,
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Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface mail.example.com
(1.2.3.4) address 2.3.4.5 reverse dns host unknown verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None

Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From: <someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID 0 To: <user@example.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID
'<37gva9$5uvbhe@mail.example.com>"

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from <someone@foo.com>
Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative

Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery

Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4
Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID 200257070 to RID [0]
Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID 200257070 to RID [0]
[ ("X-SBRS', 'None')]

Wed Jun 16 21:42:38 2004 Info: MID 200257070 RID [0] Response 2.6.0
<37gva9s$5uvbhel@mail .example.com> Queued mail for delivery

Wed Jun 16 21:42:43 2004 Info: DCID 2386069 close

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [0]
Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

LML= AYyE—DEIE UN\—F /DU R)

QANDZEEDBEESNTA v E—YNEA— N X2 VT 4 TTIAT ATV
FEnET, BERFIC, SBEFAMRSXX =T —%RLET, 20T, AvE—U%
WTNOZEEICHEETERVWILE2RLET, 7774 T AT, BEE B LT,

Fa—NLENLOZEHEEHIRLET,

Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address
64.81.204.225

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID O - 5.1.0 - Unknown address
error ('550', ['<george@yourdomain.com>... Relaying denied']) []
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Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address

error ('

550",

['<jane@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close

VIR INHYURADBDERELEE

AVE—VIREA—N X2 VT A TTITAT LRI V27 PERET, RYIOREHR
7T, AvE—VEY T AT ALT, ZOBORIEF 2 —Ic AL BIET, 2EDORIT
TAyB—VIFEFICEESNE T,

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address

scanconfig A< > KD A4

63.251.108.110

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]

Mon Mar

error ('

Mon Mar
2003

Mon Mar

Mon Mar

Mon Mar

Mon Mar

Mon Mar

31 20
466",

31 20

31 20:

31 20:

31 20:

31 20

31 20:

:00:23 2003 Info: Delayed: DCID 5 MID 4 to RID O - 4.1.0 - Unknown address

['Mailbox temporarily full.'])[]

:00:23 2003 Info: Message 4 to RID [0] pending till Mon Mar 31 20:01:23

01:28 2003 Info: DCID 5 close
01:28 2003 Info: New SMTP DCID 16 interface PublicNet address 172.17.0.113

01:28 2003 Info: Delivery start DCID 16 MID 4 to RID [O0]

:01:28 2003 Info: Message done DCID 16 MID 4 to RID [O0]

01:33 2003 Info: DCID 16 close

V=T XF v LR

scanconfig 2 ¥ REEH LT, A v E—VOBRERL DR TERWEGEESE (/M7 7 A4 V%
HIBRT 258) OV AT LAOEMERIRECTX£9, 47 3 %, Deliver, Bounce, F7-iL
Drop T,
‘/kﬂi\ scanconfig 7&‘ Deliver c:%&ﬁ Lf:%af‘x ]“ A—)L 1 7@1'%75_’% Lij—o

3 16:36:29 2004 Info: MID 256 ICID 44784 From: <test@virus.org>

Tue Aug

Tue Aug

Tue Aug

Tue Aug

Tue Aug

Tue Aug

3 16:36:29 2004 Info: MID 256 ICID 44784 RID 0 To: <joel@example.com>

3 16:36:29 2004 Info: MID 256 Message-ID '<137398.@virus.org>'

3 16:36:29 2004 Info: MID 256 Subject 'Virus Scanner Test #22'

3 16:36:29 2004 Info: MID 256 ready 1627 bytes from <test@virus.org>

3 16:36:29 2004 Warning: MID 256, Message Scanning Problem: Continuation line
seen before first header

Tue Aug 3 16:36:29 2004 Info: ICID 44784 close

Tue Aug 3 16:36:29 2004 Info: MID 256 antivirus positive 'EICAR-AV-Test'

Tue Aug 3 16:36:29 2004 Info: Message aborted MID 256 Dropped by antivirus

o m
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Tue Aug 3 16:36:29 2004 Info: Message finished MID 256 done

RIT, scanconfig % drop WCRELTZTX AN A= a7 oflzrLET,

Tue Aug 3 16:38:53 2004 Info: Start MID 257 ICID 44785

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 From: test@virus.org

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 RID O To: <joelexample.com>
Tue Aug 3 16:38:53 2004 Info: MID 257 Message-ID '<392912.@virus.org>"'

Tue Aug 3 16:38:53 2004 Info: MID 25781 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:38:53 2004 Info: MID 257 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:38:53 2004 Warning: MID 257, Message Scanning Problem: Continuation line
seen before first header

Tue Aug 3 16:38:53 2004 Info: Message aborted MID 25781 Dropped by filter 'drop_ zip c'
Tue Aug 3 16:38:53 2004 Info: Message finished MID 257 done

Tue Aug 3 16:38:53 2004 Info: ICID 44785 close

AT 7ANEEL A YvE—D

ZOBITIE, W7 7 AN OFENEA T —T MZT DX 1T, G [Message Body Contains
EELarT VY T A NNERHREINTNET,

Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management (192.0.2.10)
address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info: ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]
SBRS 0.0

Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From: <senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID 0 To: <recipientl@example.org>
Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001lcba32e$f24ff2e0$d6efd8alS@com>"
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001'

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx’

Sat Apr 23 05:05:43 2011 Info: MID 44 queued for delivery

3ODUMT T 7 A /D 2% B D Unicode THDHZ EIZHEEL TL 72XV, Unicode # KR TE
RVIRAR TIE, 2D &L 9 RUHT 7 7 A /Ui quoted-printable FE R CTRR SV E T,
EEEOREERICEODVWVTZELEAvE—D

ZOFTIZ, v T, ZEENEA v E—URBEEDOEEE SN — T OEICESNTERRE
NTWET,

Thu Apr 6 06:50:18 2017 Info: ICID 73 ACCEPT SG WHITELIST match country[us] SBRS -10.0
country United States




At — ST 7 4 LROBA URL #ATURL R % v iR EBATLS

2 ytE—URTT7FAILADRKURL BN URL R v UHIRZEZ TS

ZOHITIX, g ZIXURL A% v VOFIREHE X 7. A v B =07 7 4 LNO URL O
R LTWET

Wed Nov 8 13:35:48 2017 Info: MID 976 not completely scanned by SDS.
Error: The number of URLs in the message attachments exceeded the URL scan limit.

A—TUARAXADZKURLEA URL X &+ UHIRZEBZ TS

ZOPITIEH, 2 ZIXURL AF ¥ VOHIREHE 272, A vB—YDOARING URL DA~ LT
Wk,

Wed Nov 8 13:37:42 2017 Info: MID 976 not completely scanned by SDS.
Error: The number of URLs in the message body exceeded the URL scan limit.

Cisco 7OX S H—NIZYUSA LY FESNDEEDHH5EHE URL

KOHITIE, HAHERURIN, URLL EaT— a3y 2a7 N3 THAT-DEERHLHHD
& LT¥—727 &4, Cisco Security Proxy h—/NMZ U XA L7 hENTZ EBn ZIZRRENT
WET,

Tue Nov 7 10:42:41 2017 Info: MID 9 having URL: http://ow.ly/Sb6030fJvVn has been expanded
to http://bit.ly/2frAllx

Tue Nov 7 10:42:42 2017 Info: MID 9 having URL: http://bit.ly/2frAllx has been expanded
to http://thebest0l.wayisbetter.cn/?cMFN

Tue Nov 7 10:42:42 2017 Info: MID 9 URL http://thebestOl.wayisbetter.cn/?cMFN has
reputation -3.854 matched Action: URL redirected to Cisco Security proxy

Tue Nov 7 10:42:42 2017 Info: MID 9 rewritten to MID 10 by

url-reputation-proxy-redirect-action filter 'aa'

Ayt—CADER UL ZERFTE AN

ZOFITIEH, BT, A v E—UICEENDEHN URL 2 FEBEO URL B TE Z2ano/-2 &
ZRLET,

Mon Oct 30 10:58:59 2017 Info: MID 36 having URL: http://ow.ly/POKw30fVst3 has been

expanded to http://bit.ly/2ymYWPR

Mon Oct 30 10:59:00 2017 Info: MID 36 having URL: http://bit.ly/2ymYWPR has been expanded
to http://ow.ly/cTS730£fVssH

Mon Oct 30 10:59:01 2017 Info: MID 36 having URL: http://ow.ly/cTS730fVssH has been

expanded to http://bit.ly/2xK8PD9

Mon Oct 30 10:59:01 2017 Info: MID 36 having URL: http://bit.ly/2xK8PD9 has been expanded
to http://ow.ly/1WO0i30fVssl

Mon Oct 30 10:59:02 2017 Info: MID 36 having URL: http://ow.ly/1W0i30fVssl has been

expanded to http://bit.ly/2ggHv9e

Mon Oct 30 10:59:03 2017 Info: MID 36 having URL: http://bit.ly/2ggHv9e has been expanded
to http://ow.ly/4£S030£fVsgx

Mon Oct 30 10:59:04 2017 Info: MID 36 having URL: http://ow.ly/4fS030fVsgx has been
expanded to http://bit.ly/2hKEFcW

Mon Oct 30 10:59:05 2017 Info: MID 36 having URL: http://bit.ly/2hKEFcW has been expanded
to http://ow.ly/NyH830fVsg6

Mon Oct 30 10:59:06 2017 Info: MID 36 having URL: http://ow.ly/NyH830fVsg6 has been
expanded to http://bit.ly/2ysnsNi

Mon Oct 30 10:59:06 2017 Info: MID 36 having URL: http://bit.ly/2ysnsNi has been expanded
to http://ow.ly/JhUN30£fVsnL

Mon Oct 30 10:59:07 2017 Info: MID 36 having URL: http://ow.ly/JhUN30fVsnL has been
expanded to http://bit.ly/2hKQOmAe

Mon Oct 30 10:59:07 2017 Info: MID 36 URL http://bit.ly/2hKQOmAe is marked malicious due

o m
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to : URL depth exceeded
Mon Oct 30 11:04:48 2017 Warning: MID 40 Failed to expand URL http://maill.example.com/abcd
Reason: Error while trying to retrieve expanded URL
Mon Oct 30 11:04:48 2017 Info: MID 40 not completely scanned for URL Filtering. Error:
Message has a shortened URL that could not be expanded

AVvE—VRFTFAILTOEEDHSHURLOOT T~

ZOWFTIE, VEa2T— a3y RaT N 95T, BEOHDHA vE—VDN 7 7 A VICE
FNAHURL D SICFRENTWVET,

Mon Nov 6 06:50:18 2017 Info: MID 935 Attachment file 1.txt URL http://jrsjvysqg.net has
reputation -9.5 matched
Condition: URL Reputation Rule

BEIS—ARETRAX v o RAET—Y SN AV E—D

ZOBITIE, B 73RN T 7 A A T =B Ta T Y AFy FUICL o TAF U &
NIRNA =V 2R L TWET,

Tue Oct 24 08:28:58 2017 Info: Start MID 811 ICID 10

Tue Oct 24 08:28:58 2017 Info: MID 811 ICID 10 From: <sender@example.com>

Tue Oct 24 08:28:58 2017 Info: MID 811 ICID 10 RID 0 To: <recipient@example.com>
Tue Oct 24 08:28:58 2017 Info: MID 811 Message-ID '<example@cisco.com>'

Tue Oct 24 08:28:58 2017 Info: MID 811 Subject 'Test mail'

Tue Oct 24 08:28:58 2017 Info: MID 811 ready 5242827 bytes from <user2@sender.com>
Tue Oct 24 08:28:58 2017 Info: MID 811 matched all recipients for per-recipient policy
DEFAULT in the inbound table

Tue Oct 24 08:28:59 2017 Info: MID 811 attachment 'gzip.tar.gz'

Tue Oct 24 08:28:59 2017 Info: MID 811 was marked as unscannable due to extraction
failures. Reason: Error in extraction process - Decoding Errors.

Tue Oct 24 08:28:59 2017 Info: ICID 10 close

Tue Oct 24 08:28:59 2017 Info: MID 811 gquarantined to "Policy" (Unscannable: due to
Extraction Failure)

Tue Oct 24 08:28:59 2017 Info: Message finished MID 811 done

RFC ERMNERTAF ¥ UARA EX—I SN A vE—D

ZOFITIE, B ZIZRFCERDFE T LTy Y AF ¥ HIZLE o TAF v U ENARNVA vE—
CERLTWET,

Tue Oct 24 08:23:26 2017 Info: Start MID 807 ICID 6

Tue Oct 24 08:23:26 2017 Info: MID 807 ICID 6 From: <sender@example.com>

Tue Oct 24 08:23:26 2017 Info: MID 807 ICID 6 RID 0 To: <recipient@example.com>

Tue Oct 24 08:23:26 2017 Info: MID 807 Subject ‘Test Mail'

Tue Oct 24 08:23:26 2017 Info: MID 807 ready 427 bytes from <sender@example.com>

Tue Oct 24 08:23:26 2017 Info: MID 807 matched all recipients for per-recipient policy
DEFAULT in the inbound table

Tue Oct 24 08:23:26 2017 Info: MID 807 was marked as unscannable due to an RFC violation.
Reason: A Unix-From header was found in the middle of a header block.

Tue Oct 24 08:23:26 2017 Info: MID 807 queued for delivery

Tue Oct 24 08:23:26 2017 Info: ICID 6 close

ERERE)SA4 FEnf-AyE—YIcg 407 T Y

VIANIFAVI NT 72 ariEO—HOKE (altrept-to 7 4 /L&, 7 2 F ZA/SARCPT
VD74 R becOT727vay, TVFIANAVEAL LT aied) [T, HILAY
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T—UMERSNET, B ZICBEEBLTHERZMRL, LB TMID R, HEIZEk-
TIEDCID ML ET, KOX 57 Y NRAFETT,

Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc filter 'nonetest'

E S

Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam

Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter filter
'testfilt'

lrewritten] T2 k UIZDOW T, 2 7N TH LWMID O Z R TITORICTEREN D AL
HEHLTLEEN,

ANLIEBT Y ZIZEESNT-AVvE—D
A o=V B REEEERICEET A L. A= 1/ Tld, RPC #6254 5 RPC #56¢ ID
(RCID) Z{HEMH L T, [RBEEfEEL E O OBIN B ENE T, kDO A—/L 1/ Tlik, A5
ELTHE BT BN A v E—U N ARARREICEE SN TOET,
Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From: <HLD@chasehf.bfiO.com>
Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID 0 To:
<stevel@healthtrust.org>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-1ID
'<W1THO5606E5811BEAO734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream home - Now make
it a reality'

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from <HLD@chasehf.bfi0.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine

Wed Feb 14 12:11:41 2007 Info: MID 2317877 antivirus negative

Wed Feb 14 12:11:41 2007 Info: MID 2317877 queued for delivery

Wed Feb 14 12:11:44 2007 Info: RPC Delivery start RCID 756814 MID 2317877 to local
IronPort Spam Quarantine

Wed Feb 14 12:11:45 2007 Info: EUQ: Quarantined MID 2317877

Wed Feb 14 12:11:45 2007 Info: RPC Message done RCID 756814 MID 2317877

Wed Feb 14 12:11:45 2007 Info: Message finished MID 2317877 done

EEOQJ DFEMA

RUR R Z1C1E, AsyncOS DT A — VEGBIEIC BT 2 EEAKESTERSNET, R Ay
T—=VF AT =ML R T, 2F0, BHET LT NTOERPE R 7 A v — DTS
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NHOT, 2=V, BUEOEREFITICHET DRSOV THIOR 7 A v =V 2B 50
PRH D EFHE A,

FfE e 7I2i%, ZEE T L OEF A —VEEEIEICEES 2T~ TolflisiEERsSnES, &
NTOFERIT, MBIV T 7 RS, YRAaMeElhT 2 —T7 4 VT o 2L TEBRL
eI, AT K DHAMY AR 0 3, By —/d, ROGFHRICH £7,
https://supportforums.cisco.com/document/3372 1/cisco-ironport-systems-contributed-tools

BfEw 713, VY= 2AONRMEEZRDOToOI A FT VA TR SN TEHEESNE T, ROE
2, BfE o ZiciiEsn s mEe s LET,

® 7:EE0 T OHEIHER

et Bl

Delivery status success (A v B—IIFXIEHIZEE SN E L7Z) £7/-1Fbounce (£ vt&—
ViIn—F A zIsnE L)

Del_time R

Inj_time AP a o H, del time - inj time = time Z{FH& A v —I )N

F o —IT¥F o TV 7ok

Bytes Ayt—y A X

Mid A vE—ID

Ip ZIEHERARNP, ZEHEA vV EZEELIINTALLKRA LD
P77 RLA

%f55C (From) Envelope From (Envelope Sender & 7213 MAIL FROM & L CH ALV E
)

Source_ip EEIXHAA NP, FHEAYE—VDRARDIPT FLA

Z— F (Code) ZARHERA RDD O SMTP 54 =2 — K

BAE (Reply) ZAEE R A RSO SMTP JRE A vE—V

Rept Rid ZEH D, ZEHE IDIL<0>1biaE D £, BROZEENMRESN
e Ay tE—UITiE, HEOZEEID BMTEET,

=f5# (To) TLNa— TG

Attempts A5 3R T I

BME AT —H A bounce ThH o 72HE1E. ROEBIFGRIVEE e JIcRRENET,


https://supportforums.cisco.com/document/33721/cisco-ironport-systems-contributed-tools

sEos o runs [

= 8:BIEQ T D/ U RIER

et &5 A

PR (Reason) BUfEIF D SMTP I 2% 9% RFC 1893 Enhanced Mail Status Code O f#HR
22— K (Code) ZAEHEARA RS D SMTP JEE = — F

= 7 — (Error) ZEHRRARDBLO SMTP IEEA v —

O~y H—5BELTNAES (Avbt—U ~uX—puaX s (532—) 25MH) |
~v X —IERITEEHEROZICRRINET,

RI:EEATDAN Y F—1ER

et AR
BT — A o RIS~y A —DIRE D AT XML 2 2

(Customer_data)

~v X —2%4 (Header |~ % — D4 Hi
Name)

il (Value) o IRk E N5~y X —DOHNE

BEOS TV Y O
ZITE, SESERERMER S = MY OBlERLET,
EEGT A vE—DBHE

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [O0]
Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

BRERT—FRNIUR
<bounce del time="Sun Jan 05 08:28:33.073 2003" inj time="Mon Jan 05 08:28:32.929 2003"

bytes="4074" mid="94157762" ip="0.0.0.0" from="campaignl@yourdomain.com"
source ip="192.168.102.1 "reason="5.1.0 - Unknown address error" code="550"

error="["Requested action not taken: mailbox unavailable"]">

<rcpt rid="0" to="user@sampledomain.com" attempts="1" />

</bounce>
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<success del time="Tue Jan 28 15:56:13.123 2003" inj time="Tue Jan 28 15:55:17.696 2003"
bytes="139" mid="202" ip="10.1.1.13" from="campaignl@yourdomain.com"

source ip="192.168.102.1" code="250" reply="sent">

<rcpt rid="0" to="user@sampledomain.com" attempts="1" />

<customer data>

<header name="xname" value="sh"/>

</customer data>

</success>

N O NOFER

N A BT, N ASHESEZEE T 52T X TORRMATRRSNET, KROE

2 N An s

TRtk ESh ol A R LET,

=R 10: "9 R OF DO#HEHER

et &5 EA
HA DAL T N A AR S DI
(Timestamp)

a7 L~ (Log
level)

TN A v OEEML L

N ZAT
(Bounce type)

Bounced £ 7213 Delayed (/N— KA U ZAF )LV 7 by A7 E)

MID/RID

AvtE—YIDBLOZES ID

#{E5C (From)

TR —7%EH

ZfE# (To)

TR u—TEH

FiHH (Reason)

EEMED SMTP 253 % RFC 1893 Enhanced Mail Status Code DR

Jix%  (Response)

ZEHERA NSO SMTP A 2 — FB LA v —Y

o, BZICRERT DA v =V A ZEEELTND0, ATAYF—ZREL TS (XY

A ST A2kt el

(53 ~—=2) 2ZW) HE. A vE—VBIUO~y X —FHIIA

U AERORICFKIRSNET,
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RI1:N\HUR OTDOANY Z—IE$R

Ny B — ANYRB—ZELUAYE—DaVT Y,
(Header)

Ayt— OSSN DA =YD T Y,
(Message)

N2 a9 T2 RYopl

VI RN UREINT-RIEF I\ R 424 T =Delayed)

Thu Dec 26 18:37:00 2003 Info: Delayed: 44451135:0
From:<campaignl@yourdomain.com> To:<user@sampledomain.com>

Reason: "4.1.0 - Unknown address error" Response: " ('451',
['<user@sampledomain.com> Automated block triggered by suspicious
activity from your IP address (10.1.1.1). Have your system administrator
send e-mail to postmaster@sampledomain.com if you believe this block is
in error'])"

N—FRINHDURENT-ZIEE (/92U R 44 T =Bounced)

Thu Dec 26 18:36:59 2003 Info: Bounced: 45346670:0 From:<campaignl@yourdomain.com>
To:<user2@sampledomain.com>

Reason: "5.1.0 - Unknown address error" Response: " ('550', ['There is no such active
account.'])"

Ayt—UARXELUVATAY T —FEDNNI R DY

Wed Jan 29 00:06:30 2003 Info: Bounced: 203:0 From:<campaignl@yourdomain.com>
To:<user@sampledomain.com>

Reason:"5.1.2 - Bad destination host" Response: " ('000', [])" Headers: ['xname:
userID2333']' Message: Message-Id:

<lu5jak$eb@yourdomain.com>\015\012xname: userID2333\015\012subject:
Greetings.\015\012\015\012Hi Tom:"'

\)

GE)  THRRAPXFHI015012 1%, HfT72F£F LET (CRLF 72 Y)

AT—RZ2 AO5DFEH

AT —H A 1 J|Z 4, status, status detail, 36 Ndnsstatus 72 & D CLI A7 —H X a< > KT
B ST v AT AfEaHEMA GLER SV E T, FCEMIEIZ. logeonfig @ setup 7 =~ K%

| ns



B x7—szxo0s0mzamy

FHLTHRELET, AT —Z A TCLR—FENDHI T ZE-IFZL— ME, HiEA T
ZNY Ty N ENTEHEEDS OE T,

AT—A X O5DEHEHEY
WDORIZ, AT—HA T F9LE —HTDHV AT AFEHEREZ R L E T,

K 12: AT—H R OYJ O#fiEHER

et BL)]

CPULd CPU filfi =%

DskIO Disk I/O Utilization

RAMUMil RAM fifi f ==

QKUsd RSN TS F2— (FFrsa FEY{L)
QKFre ZENTNDFa— (FrsSA FHL)
CrtMID Message ID  (MID)

CrtICID AP =l a R ID (ICID)
CRTDCID FlfE#%#t ID (DCID)

InjBytes AP0 FPENTA v E—VDEFHYA X (N1 | HAL)
InjMsg Aoyl hENTEAyE—Y
InjRcp AoVl hINTZEE
GenBncRecp Generated Bounce Recipients

RejRep Rejected Recipients

DrpMsg Dropped Messages

SftBncEvnt Soft Bounced Events

CmpRcp Completed Recipients

HrdBncRcp Hard Bounced Recipients

DnsHrdBne DNS Hard Bounces

5XXHrdBnc 5XX Hard Bounces

FltrHrdBnc Filter Hard Bounces

ExpHrdBne Expired Hard Bounces

OtrHrdBnc Other Hard Bounces
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et BL)]

DIvRep Delivered Recipients

DelRcep Deleted Recipients

GlbUnsbHt Global Unsubscribe Hits

ActvRcp Active Recipients

UnatmptRcp Unattempted Recipients

AtmptRcp Attempted Recipients

CrtCncln Current Inbound Connections

CrtCncOut Current Outbound Connections

DnsReq DNS Requests

NetReq Network Requests

CchHit Cache Hits

CchMis Cache Misses

CchEct Cache Exceptions

CchExp Cache Expired

CPUTTm 77V = a YMER LTc & CPU K]

CPUETm TV = a UG ST H b ORI R

MaxIO A=V Tu AT D 1 BT ) DRKT 4 A7 10 BifE

RamUsd E) G THEROATY (A P L)

Swin ATy T ENTAEY,

SwOut AUy TT U FENTZAEY,

SwPgln N=vA AT,

SwPgOut N=UT U I AEY,

MMLen AT LNOEEA v =V

DstInMem AEVANORIEA TV =7 MK

ResCon UV — 2RO tarpit . (KED L 2T LAARICL Y . BHlEA—LDZ
FAND Z OB B L E£Y)

WorkQ V=2 Xa—llHLBED A v =%




B x7—5zxn0506

AT—H2ZX 70

HrEt ZtEA

QuarMsgs RYT—, UAA, I Outbreak [EHEICH HH 2 D 2 > &— V%K
(RO ) TICHFET 2 A v =3 —ERLT AV S
ED)

QuarQKUsd R —, UANA, BELO Outbreak [l A vz — Ik > THEM S
nNa5¥xaA k

LogUsd SN0 7 R—=F ¢ a rDEE

BMLd TUFTANA AF Y L THEAESNS CPU DEIG

CmrkLd Cloudmark 7 > F A3 5 A% ¥ U CfEH S5 CPU OIS

SophLd Sophos 77 > F AL A% v TRl S LD CPU OFIG

McafLd McAfee 7o F U A LA A% v o CEH S4L5 CPU OEIE

CASELd CASE Z¥ ¥ » CfEflsh 5 CPU OFIG

TotalLd CPU DEFHHE &

LogAvail 0y 77 ANV TEDLT 4 A7 A=

EuQ AN L RHEN OHEE A~ & — V%K

EuqRls A8 DB 2 — N OHEE A v & — V%

RptLD L R— h OREEH O CPU £ fhf

QtnLd PREEALER S > CPU & fif

EncrQ EELDOF 2 —ND A vE—

Fri Feb 24 15:14:39 2006 Info: Status: CPULd 0 DskIO 0 RAMUtil 2 QKUsd 0 QKFre 8388608

CrtMID 19036 CrtICID 35284 CrtDCID 4861

InjMsg 13889 InjRcp 14230 GenBncRcp 12 RejRcp 6318 DrpMsg 7437 SftBncEvnt 1816 CmpRcp
6813 HrdBncRcp 18 DnsHrdBnc 2 5XXHrdBnc

15 FltrHrdBnc 0 ExpHrdBnc 1 OtrHrdBnc O DlvRcp 6793 DelRcp 2 GlbUnsbHt 0 ActvRcp 0

UnatmptRcp 0 AtmptRcp 0 CrtCncIn 0 CrtCncOut

0 DnsReq 143736 NetReqg 224227 CchHit 469058 CchMis 504791 CchEct 15395 CchExp 55085

CPUTTm 228 CPUETm 181380 MaxIO 350 RAMUsd

21528056 MMLen 0 DstInMem 4 ResCon 0 WorkQ O QuarMsgs 0 QuarQKUsd 0 LogUsd 3 AVLd 0 BMLd
0 CASELd 3 TotallLd 3 LogAvail 17G EuQ O

EugRls 0



krqyFivy nvowEm |

KA TNy OTDER

RAAL TRy 7 a i, EXA—V X2 )T 4 T FIAT U ALIREDZEERA M
D SMTP £FECTD 7 FAT > bV —"OBENEESINET, Zon s X4 73T, FF
EDZEHEFRA MIETAMEOT Ny RS NE T,

R13: FAMY TRy T 0Y OHEHER

et

Bl

A DARZ T
(Timestamp)

N A AN D DR

27 LyL (Log
level)

TONRT R a SO L

#{E7C (From)

TrRn—TEEE

{54 (To)

TRa—TEH

HH (Reason)

BUERFD SMTP &2 %4 % RFC 1893 Enhanced Mail Status Code Dfii#
N

J&%  (Response)

ZEHEERAINPLD SMTP JeZa— RBLOA vE—

FAAL Y T899 BT DM
Sat Dec 21 02:37
Sat Dec 21 02:37
Sat Dec 21 02:37
Sat Dec 21 02:37
Sat Dec 21 02:37

Sat Dec 21 02:37
LINE BY ITSELF'

Sat Dec 21 02:37

122

123

123

123

123

124

124

2003 Info: 102503993 Sent: 'MAIL FROM:<daily@dailyf-y-i.net>'

2003 Info: 102503993 Rcvd: '250 OK'

2003 Info: 102503993 Sent: 'RCPT TO:<LLLSMILE@aol.com>'

2003 Info: 102503993 Rcvd: '250 OK'

2003 Info: 102503993 Sent: 'DATA'

2003 Info: 102503993 Rcvd: '354 START MAIL INPUT, END WITH "." ON A
2003 Info: 102503993 Rcvd: '250 OK'

Aoz ar TNy aOJNER
AoVl ary TRy allllE. EA—A X2 VT 4 TFIALAT U RE, VAT AT
Pt L CWDIREDOKRA NEO SMTP & iteksnEd, A1 y=rvary sy 7 al
I, A2 F—Fy "D OERERGT DV IAT UV N EA—N X2 VT 0 T34 T
AMOBBICEAT AMEE T TNy a—T 4 T T HDIENLET, 207 Tk, 2
DY AT A TEESNTZTXTONRA FRGEER SN, #R A T T35 £ 72138 R R
G TZE) ICEINET,

o m



|
A
\
\:,

Sxhay TNy g agodl

ST HRA FOEFFEEIEET A, IPT RLA, IP&EPH, RAA M. 2035 HR A
HERRETHVENRDHY £3, PHRIFANTER L TWDIP T RLANRTTEERINET,
W RAALANDOHREA NPT RCRFRSINET, VAT A, B LTWDIP T KL ATk
LTCUN—=ADNSN 7T v 7 aFIT LT, FRAMICEH L E9, DNSIZHIRNT D PTR L
I— RNRWIP 7 RLUAE, A MIZ—HLEREA,

kT Oty v a VEBIEET DRENR DY £,
ATl vary TNy ua ZNOETICE, RORIRTHERPEENET,

RMU:ATxyay TNAvY O O#HHER

et

B

Timestamp

S RPELE ST

ICID

AVl arEEIDIE. Mou s T 27U F g THEUE
BRSNS 5 2 L N TE LEARN T T,

Sent/Received

[Sentto] &FEINIATIE, BEFIAR A MR ESINTZEED A FT
3, [Revdfrom) &EFCINT=ATIE., A A M BZE LIZERON
/]) }\‘(“jqo

[IP7 KL A (IP
Address) ]

BEGEAR A RDIP 7 R LA,

Aoz o3y TNy T agnHl

Wed Apr 2 14:30:
ESMTP\015\012"

Wed Apr 2 14:30:
mail.remotehost.
Wed Apr 2 14:30:
postman.example
Wed Apr 2 14:30:

04 2003 Info: 6216 Sent to '172.16.0.22': '220 postman.example.com

04 2003 Info: 6216 Rcvd from '172.16.0.22': 'HELO
com\015\012"
04 2003 Info: 6216 Sent to '172.16.0.22': '250

.com\015\012"'

04 2003 Info: 6216 Rcvd from '172.16.0.22': 'MAIL

FROM:<sender@remotehost.com>\015\012"

Wed Apr 2 14:30:

04 2003 Info: 6216 Sent to '172.16.0.22': '250 sender

<sender@remotehost.com> ok\015\012"'

Wed Apr 2 14:30:

04 2003 Info: 6216 Rcvd from '172.16.0.22': 'RCPT

TO:<recipient@example.com>\015\012"

Wed Apr 2 14:30:

04 2003 Info: 6216 Sent to '172.16.0.22': '250 recipient

<recipient@example.com> ok\015\012"'

Wed Apr 2 14:30:

Wed Apr 2 14:30:
Wed Apr 2 14:30:

04 Info: 6216 Rcvd from '172.16.0.22': 'DATA\015\012"'

04 2003 Info: 6216 Sent to '172.16.0.22': '354 go ahead\015\012"'
04 2003 Info: 6216 Rcvd from '172.16.0.22': 'To:

recipient@example.com\015\012Date: Apr 02 2003 10:09:44\015\012Subject: Test
Subject\015\012From: Sender <sender@remotehost.com>\015\012"

Wed Apr 2 14:30:
message'
Wed Apr 2 14:30:

Wed Apr 2 14:30:
Wed Apr 2 14:30:

04 2003 Info: 6216 Rcvd from '172.16.0.22': 'This is the content of the
04 Info: 6216 Sent to '172.16.0.22': '250 ok\015\012"'

04 Info: 6216 Rcvd from '172.16.0.22"': 'QUIT\015\012"'
04 2003 Info: 6216 Sent to '172.16.0.22': '221



vz7nnsoer i

i

postman.example.com\015\012"

DRTFL OYDER

R 15: R T L OY DOFEEHIER

et

58

Timestamp

PSA S DMERE ST R

Message

1 IRk S LT A N R,

SR LBy oE

WDV AT 5 a7 OFNE, commit #FEIT L2 —HFDLRTE ATTSNTZa A Feagie, W
<MD commit =2 Y ZRLTWET,

Wed Sep 8 18:

Wed Sep
Wed Sep
Wed Sep
Wed Sep
Wed Sep
Wed Sep
Thu Sep

Thu Sep
log for

8

8

9

9 08:
examples

18:

18:

18:

18:

18:

18:

08:

02

02

02

02

02

13

17

49

49

145

145

145

149

149

:30

123

127

127

Thu Sep 9 08:51:53

log.

CLUEEDO S DEMH

2004 Info: Version: 4.0.0-206 SN: XXXXXXXXXXXX-XXX

2004 Info: Time offset from UTC: O seconds

2004 Info: System is coming up

2004 Info: bootstrapping DNS cache

2004 Info: DNS cache bootstrapped

2004 Info: PID 608: User admin commit changes: SSW:Password

2004 Info: PID 608: User admin commit changes: Completed Web::SSW
2004 Info: Time offset from UTC: -25200 seconds

2004 Info: PID 1237: User admin commit changes: Added a second CLI

2004 Info: PID 1237: User admin commit changes: Removed example CLI

%= 16: CLIESE O 5 D#ketiER

#et

Ll

Timestamp

ANA DRI S T REH]

PID

av Y RBRANENTRHFEDOCLIEYy a7 atk A ID,

Message

AyE—F, ADWERECLl 2~ R, CLIS) (A==a2—, URX |
P BIOFERESND T M THERSNVET,

o m



B cuzzoson

CLIEEE O T D4l

WD CLI %A r 7 OfFliE, who 3 X U textconfig CLI =2~ > K23 A ) 417z PID 16434 D& H
ZRLTWET,

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who'; prompt was
'\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered 'textconfig'; prompt was
'\nUsername Login Time Idle Time Remote Host What\n
\nadmin Wed 11AM 3m 45s 10.1.3.14 taill\nadmin 02:32PM
0s 10.1.3.14 cli\nmail3.example.com> '

Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt was '\nThere are
no text resources currently defined.\n\n\nChoose the operation you want to perform:\n-
NEW - Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]>

FTP H—/N OS5 D{EH

= 17: FTPY—/\ Q5 O#HisHIEHR

et SR BA

Timestamp INA R INERIE Z TR

ID it ID, FTP 5 Z & ORIE O 1D

Message ol MDAy E—=U T a 0, v T AV AT —HF A
W, EIIFTPEERE®R (n /A, Ty Fr—K, Fyre—K B
TT o el X ET,

FTP 4—/\ 05 DOl

WO FTP J— 8 u Z7op)iciE, Bkt (ID:1) NS TWEd, HE#HEDOIP T KL AD
N, TI27T 48T 4 (Z7ANVDT vy 7a—RKeFZyro—R) BXOns7 7 MVREh
TWET,

Wed Sep 8 18:03:06 2004 Info: Begin Logfile

Wed Sep 8 18:03:06 2004 Info: Version: 4.0.0-206 SN: 00065BF3BA6D-9WFWC21
Wed Sep 8 18:03:06 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:03:06 2004 Info: System is coming up

Fri Sep 10 08:07:32 2004 Info: Time offset from UTC: -25200 seconds

Fri Sep 10 08:07:32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86
Fri Sep 10 08:07:38 2004 Info: ID:1 User admin login SUCCESS

Fri Sep 10 08:08:46 2004 Info: ID:1 Upload wording.txt 20 bytes



Fri Sep 10 08:08:57 2004 Info:

Fri Sep 10 08:09:06 2004 Info:

HTTP O D {E A

& 18 HTTP O 5 O#fsHIEHR

HTTP O % 4l

ML Tl |

ID:1 Download words.txt 1191 bytes

ID:1 User admin logout

#rat BT

Timestamp INA R INHRRE SHUTREA)

ID R I 1))

Sk Bgi~ v DIPT FL A

user i — O —¥4

Message FATINTT 7 v a BT A . GET2~w 2 K, POSTaa~v v R,

FIRFIV AT A AT —HZAREREGENIHZENH Y £7,

WD HTTP 1 7 Of)l%, EE2—F L GUI OxtEE (VAT AREY 4 F— ROFE[T L)
ZRLTWET,

Wed Sep 8 18:
443

Wed Sep 8 18
Wed Sep 8 18:
Wed Sep 8 11:

Wed Sep 8 11:

17:23 2004

:17:23 2004

17:23 2004

17:24 2004

17:24 2004

Info:

Info:

Info:

Info:

Info:

http service on 192.168.0.1:80 redirecting to https port

http service listening on 192.168.0.1:80
https service listening on 192.168.0.1:443
Time offset from UTC: -25200 seconds

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg POST

/system_administration/system_setup_wizard HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info:
/system_administration/ssw_done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info:
/monitor/incoming mail overview HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info:

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

/monitor/mail flow graph?injector=&width=365&interval=0&type=recipientsin&height=190

HTTP/1.1 200

Wed Sep 8 11:18:46 2004 Info:

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

/monitor/classification graph?injector=&width=325&interval=0&type=recipientsin&height=19
0 HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info:

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET

/monitor/quarantines HTTP/1.1 200

o m



B vrosomm

NTP O 5 DfEF

% 19:NTP O 5 D#RsHIER

#Et SR BR

Timestamp INA R DR ST EEZ

Message A o=V, = DffiG Y NT—2 XA 571 has (SNTP)
7 Y —F 2T adjust: A v E—Y TSNV ET,

NTP O 5 D4l

WONTP 2 ZDHNE. T 7IFA TV AMSENIPRA FAD2EDOR—Y 7 ERLTWE
KR

Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset -652
Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us next poll: 4096
Thu Sep 9 08:44:59 2004 Info: sntp query host 10.1.1.23 delay 642 offset -1152

Thu Sep 9 08:44:59 2004 Info: adjust: time const: 8 offset: -1152us next poll: 4096

AE¥vr OJDEH

22X aZlliE, TTI9A TV ADARAF Yy TP DOTXTO LOG B LT COMMON
Ao —UNEENTWET, FEHAAEEZR COMMON BXRLOG T I—F Avt—YD Y %
MZOWTIE, [VRATAEH] OFED [77—1] 2B LTI EE0,

& 20: A% v > 0T O#fEHER

#Et Bl

Timestamp ISR DR S T )

Message AvE—F, WD RF Yy 2D T Y A — g DR
EOEEENETI— b, KBLETI— b, EFEeS 2T — Ay
-V TR SN TOET,

RAEx v 07 0H
ko 7 DORIIL, Sophos 7 F A NAIETLEELET T—FE2RXELTWLT T IA4T R
DIEEZ R L THET,

Wed Feb 23 22:05:48 2011 Info: Internal SMTP system attempting to send a message to
alerts@example.com with subject 'Warning <Anti-Virus> mail3.example.com: sophos
antivirus - The Anti-Virus database on this system is...' (attempt #0).

Wed Feb 23 22:05:48 2011 Info: Internal SMTP system successfully sent a message to




7orzisosomm ]

alerts@example.com with subject 'Warning <Anti-Virus> mail3.example.com: sophos
antivirus - The Anti-Virus database on this system is...'.

Wed Feb 23 22:05:48 2011 Info: A Anti-Virus/Warning alert was sent to alerts@example.com
with subject "Warning <Anti-Virus> mail3.example.com: sophos antivirus - The Anti-Virus
database on this system is...".

TFUoFRNLOTDER

= 21: 7 oFRRL O O#EHER

#Et SR BA

Timestamp XA N HEE S TR

Message A=V, TUVFARAT v 7T — FOMERERER (mo Y i
T UFANBN—=NDT v T — NBUETHT2NE 97 ) TRk
ENnFET,

T UFRINL OT DA

WKDT v F AR a TOFNE, T FARA T DAL D, ARDMEZOT v 75— E
JO'CASE 7 v 75— FO#EREZR L TWET,

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19103) : case-daemon: server
successfully spawned child process, pid 19111

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19111) : startup: Region profile:
Using profile global

Fri Apr 13 18:59:59 2007 Info: case antispam - engine (19111) : fuzzy: Fuzzy plugin v7
successfully loaded, ready to roll

Fri Apr 13 19:00:01 2007 Info: case antispam - engine (19110) : uribllocal: running URI
blocklist local

Fri Apr 13 19:00:04 2007 Info: case antispam - engine (19111) : config: Finished loading
configuration

TJLAA—)L O DER

#rat Hl:L]

Timestamp INA DR E S TR

Message AvE—VIZE, TVAA—NZ Dy AT —H A FRIEREDEHR
DEENET,




B /.——rovom

JL—A—)Lagofpl

Tue Mar 24 08:56:45 2015 Info: graymail [BASE] Logging at DEBUG level

Tue Mar 24 08:56:45 2015 Info: graymail [HANDLER] Initializing request handler

Tue Mar 24 08:56:50 2015 Info: graymail [ENGINE] Loaded graymail scanner library
Tue Mar 24 08:56:50 2015 Info: graymail [ENGINE] Created graymail scanner instance

Tue Mar 24 08:56:50 2015 Info: graymail [HANDLER] Debug mode disabled on graymail process
Tue Mar 24 08:56:50 2015 Info: graymail [HANDLER] Starting thread WorkerThread 0

TFUOFIA4ILR O DFER

R2:7UFI94ILR OF D#HEHER

et £ BA

Timestamp ISNA N DERRE S VTR

Message Ay =V, TVFUANRT v 77— bOMRLFER (2 V%
TIETANAERDT v 7T — NP TH T2 E 9 7 d) THERE
ﬂ\iﬂ—o

TUF94)LR a5 04

ROT o F oA NZ a7 ORFNE, Sophos T F VA NAT DAL D, UANVAEFE (IDE)
LUV AERDOT v 7T — FOMERE R L TVET,

Thu Sep 9 14:18:04 2004 Info: Checking for Sophos Update
Thu Sep 9 14:18:04 2004 Info: Current SAV engine ver=3.84. No engine update needed
Thu Sep 9 14:18:04 2004 Info: Current IDE serial=2004090902. No update needed.

Zon 7 E—FFHIZDEBUG LUK ET D E, TV T UANAZ U U UNETED A vi—
NZOWTHETEDHIE LR LIZBLHE 221 2 DICEL b £, DEBUG v ¥ v ZHHRIZITE
TT, FEHAOBITEE LT EE,

L7

oV BAYDFEHR

AMP = v u ZIZiE, ROZFEMPEENE T,
e Ty AN VAT —a = RNCEEINTZT ANV b aT—vary s — b
TrAN L 2T =Ygy =" ERESNENE,
s T ANGH (T 7 ANDH Y — T 7 ANVNT v 77— RENTWBEEHEE) , 771
VR OIRFBIZ., 7 7 A VT — "M S INENZE S5 £ CEMMICEH SN ET,

AMP T >




INESEDE-PEIVIY N

AMPT> > > oOs TRy D
WICHEDSF U ANZHEASS AMP =Yyl oy N oz R LET,

TJ7A4IL LEATF—2a3 ET7AILRTRY— N \OHHE

Wed Oct 5 15:17:31 2016 Info: File reputation service initialized successfully

Wed Oct 5 15:17:31 2016 Info: The following file type(s) can be sent for File Analysis:
Microsoft Windows / DOS Executable, Microsoft Office 97-2004 (OLE), Microsoft Office

2007+ (Open XML), Other potentially malicious file types, Adobe Portable Document Format
(PDF) . To allow analysis of new file type(s), go to Security Services > File Reputation
and Analysis.

Wed Oct 5 15:17:31 2016 Info: File Analysis service initialized successfully

TJ74IL LEAT—2 32 B—N\HKRIER

Tue Oct 4 23:15:24 2016 Warning: MID 12 reputation query failed for attachment
'Zombies.pdf' with error "Cloud query failed"

TJ74IL LEaAT—3> 5 T)—0#HE

Fri Oct 7 09:44:04 2016 Info: File reputation query initiating. File Name = 'mod-6.exe',
MID = 5, File Size = 1673216 bytes,
File Type = application/x-dosexec

#HEt SR BA

7 7414 (File SHA-256 N> 2 IDN 7 7 A/ LE 2T — gy —NIEESH

Name) A7 7 A VDL,
T ANHPERTE 720G E, 77 ANVADBARATHS ERBLL
—g—O

MID BT AN, T T U EBETH Ay E—OBINER IS A v
’IZ_T\} IDo

Ty AN P AR SHA-256 > ¥ 2Bl FN 77 ANV L E 27— gy —NCEEX

(File size) N7 7 ANV AR,

TrANEAT SHA-256 /N ¥ 2kl F N7 7 AL LE 2T —3 g v H— 2%
(File Type) NoL77ANDEA T,
WDT7 7 AN XA THRPR—FINTHET,
» Microsoft Windows / DOS Executable
« Microsoft Office 97-2004 (OLE)
» Microsoft Office 2007+ (Open XML)
s FOMDEENG DA H BT 7 AV X AT
» Adobe Portable Document Format (PDF)

patll
(023




. T7ANLEAT—2av Y=o T7A)LLEAT—2a 0 VT —ICHLTRIELEGE

TJ74IL LEAT—23 0 — o774l LEAT—23 0 9T - LTRELERE

Fri Oct 7 09:44:06 2016 Info:

File
Name =

'mod-6.exe', MID = 5,

Response received for file reputation query from Cloud.

Disposition = MALICIOUS, Malware = W32.061DEF69B5-100.SBX.TG,

Reputation Score = 73, sha256 =
061def69b5c100e9979610fa5675bd19258b19a7f£538b5¢c2d230b467¢312f19, upload action = 2

fcet

Bl

7 7 A )4 (File
Name)

SHA-256 w3 2 DN T 7 AL L E 2T — gy —2EESHD
7 7 A VDL,

T ANBBERTERWEE, 77 A NVABAATHL ERBLE
B

MID

BIA—NNAT T @ET DAy E—VOBINEHIND A ¥
t— 1D,

{5 (Disposition)

TrA N LT —va VEEMEIZRO LBV TY,
« MALICIOUS
« CLEAN
«FILEUNKNOWN : L E 25— 5> 2a7 " rudd,
« VERDICT UNKNOWN : i[53 FILE UNKNOWN T& 0 2 =7 233
e ogs,

)T
(Malware)

< IV = T D4 I,

L7 —var
A a7 (Reputation
score)

TrAN L EaT=vay =Nl E o TT 7 AMTEIN HTHEND
Ltar—var 2a7,

7 7 A MEA1)Y VERDICT UNKNOWN DA, 77794 T VAL 7 7
AN LEaT—YaHESE, LEaT— gy 2a7 e LXVMEID
HEOWTHRELET,

TyTa—RTJ
v a ¥ (Upload
Action)

BEDT7 7 A MIFITEND, 774N L EaT—ard—nNicko
THIRINAT v a— R 727 arOff :

c0: 7Ty —FHICEETLAIXLEITIHY THA,
el Ty —FHIIZ7ANVEEELET,

GEx) TITIATVARET vy T a—RK7 7 a rOfEn ] o

BRI T AN ET v Te—RLET,
2 Ty a—FRHIITZ7ANEEELEEA,
3T T ua—FNHICAZT = DHEEXELET,




BHDEHOT AL Ty Ta—keTranHToez |

DHDE=ODITI7AIL Ty TA—KRETFAILAHTTTAER

Wed Sep 28 11:31:58 2016 Info: File uploaded for analysis. SHA256:
e7ae35a8227b380ca761c0317e814e4aaa3d04£362c6b913300117241800f0ea

Wed Sep 28 11:36:58 2016 Info: File Analysis is running for SHA:
e7ae35a8227b380ca761c0317e814e4aaa3d04£362c6b913300117241800£f0ea

Fri Oct 7 07:39:13 2016 Info: File Analysis complete. SHA256:
16454af£5082c2e9df43£3e3b9cdbal3c6ael’766416e548c30a971786db570bfc, Submit Timestamp:
1475825466, Update Timestamp: 1475825953, Disposition: 3 Score: 100, run id: 194926004
Details: Analysis is completed for the File
SHA256[16454aff5082c2e9df43f3e3b9cdba3cbaecl766416e548¢c30a971786db570bfc]

Spyname: [W32.16454AFF50-100.SBX.TG]

#rat Hil:L
SHA256 54257 7 A )L ®D SHA-256 2~ 3 = 1D,

EEZA LAZ T TTITAT VAL STT 7 ANBT 7 ANGHY =T v 7
(Submit Timestamp) 12— R &z B A &R,

WS A DAL T T AT DT 7 ANGIBET LI BT & EA

(Update Timestamp)
{7 (Disposition) T7AN L EaT—va VOHEMET, ROERH D £,
-7 O L
2 -EH
3.7
A7 (Score) T 7 ANGH Y — R LS TT7 7 A NMZEY ETHND A=
70
%47 ID (Run ID) 77 ANGHY = SBRFED T 7 A WA DN T T 7 A A
HTHEE (ID) .
FEH (Details) T 7 A NVGHTHRICE T — RS SN EA LB INE R, £ 5 TRV
LElE., 77 A NCHT DB OB ZET LTS Z EaRL
7,

AZ3A 4 (SpyName) | 7 7 A VHHIZ 7 7 A VRIS VT = 7 RROIM- 2581, &
B DA T

274 IUDBSHAICTy Ta—Fanin

Wed Sep 14 12:27:52 2016 Info: File not uploaded for analysis. MID = 0 File
SHA256[a5f28f1fed7c2£e88bcdf403710098977fal2c32d13bfbd78bbe27e95b245£82] file
mime [text/plain] Reason: No active/dynamic contents exists




B o7 7y 70— FHBRARETT 7 A LB HRE Y TENETF AL 7y TA— K

#Et S BA
MID BIA—NIRATTA L EBBTIA =V OBINEHIILD A Y
+— 1D,

77 A/NVMIME |7 7A/® MIME ZA 7,

PEH (Reason) PUFIZ/RT DX, upload action 28 '1' [ E SN TWAEHETH, 774
IWIRT 7 AN — T v T e— RENZ2WEHEOED 1 > TT,
WD) —=RTT7ANBTTIZIT v 7 a—RENTWD . 77 A UZ
TTICHDOT T IAT AN LTI 7 A NOH— N2 T v 7 a—
FERTWET,
e T ANSERETH T A NTETROT v r— RO
TICEIN SN TWET,
s T AMIT 7 A NG — NI TIET v T u— RigH
e WA= XGDT 7 A4V Z A T TIHRND
« T AN WA XNREPSN T T — R T A NDYA RXNT 7 A
W= N LS TREIN TS LEVEEZB X TWET,
T v — R XM THoT2
« 77 AN — DT —
T IT 4TI AT Y ERIFEN T Y BFEE L TR
o —RETLIIARHAT T —

T7A4IL 7y 7A— FEIENABRERTI7AILDHNRRAX Yy TEdhE=T 74 )L 7y TA—F

Tue Jun 20 13:22:56 2017 Info: File analysis upload skipped. SHA256:
b5c7e26491983baa713c%9a2910ee868e£d891661c6a0553b28f17b8fdc8cc3ef, Timestamp[1454782976]
details[File SHA256[b5c7e26491983baa713c9a2910ee868e£fd891661c6a0553b28£17b8fdc8cc3ef]
file

mime [application/pdf], upload priority[Low] not uploaded, re-tries[3], backoff[986]
discarding ...]

Tue Jun 20 13:22:56 2017 Critical: The attachment could not be uploaded to the

File Analysis server because the appliance exceeded the upload limit

et E5EA

SHA256 5t 2D 7 7 A v®D SHA-256 7~ v ¥ = ID,

Timestamp T A NGB —RADT 7 A NDT v Fr— KRR LT B & B,
FHf (Details) 7 7 A NGHTH— DT —DFE,

7 7 A /L MIME 77 A D MIME % A 7,

(File MIME)




T7ALDHH—NROIS—HREATI 7 LSHNRF Yy TESNf-T 744 Ty TO—F .

et Bl

7y a— Mg [Ty 7 e — NMESEIANL (Upload priority) ] DfEIZLL T O L0 TT,
NRAL (Upload «[# (High) ]-PDF 77 A L % 4 7% k< +_COBIRS N7 7

priority) UL B AT DD
«[f% (Low) ]-PDF 7 7 A )V Z A T DHDEH,
FRITRIEL LHDT 7 A MK LTCEITINT v 7 e — REITORIEK,
(Re-tries)

GE) 177A4M L, R3BETT v e —FeilfTTE %7,

Ny 7 F7 (x) T TIATVANT 7 AN — N T 7 A NET v T a—RFLED
(Backoff (x)) ETDRNCFHET HDMERH LB x) o 2L T IA4T AN
HH-0DT7 v7a— RERICELZ EXICRELET,

HE (PH) TTITAT L ARNT v 7 a—FilREBR T2, 7 7 A Vot —
(Critical Rt 7 7 ANVET v 7 r— RTEEHATL, (Theattachmentcould
(Reason)) not be uploaded to the File Analysis server because the appliance exceeded the

upload limit.)

T7ALDHI—IODIS—DAREERTI7AILADTFRRAFT Y TENE=T74 L 7y TO—FK

Sat Feb 6 13:22:56 2016 Info:SHA256:
69e17e213732da0d0cbc48ae7030a4a18e0c1289£f510e8b139945787£67692a5, Timestamp[1454959409]
details[Server Response HTTP code: [502]]

et B

SHA256 XI5 d 5D 7 7 A /LD SHA-256 /N ¥ = 1D,

Timestamp T 7 AN —=RANDT 7 A VDT v T a— KR ITENTZ AL
IR

FEAE (Details) 77 A NG =D T —IZET 5

ZELEIZ7Z7AILL FORRY T4 THE

Fri Oct 7 07:39:13 2016 Info: Retrospective verdict received. SHA256:
16454aff5082c2e9df43f3e3b9cdbal3c6ael766416e548c30a971786db570bfc, Timestamp: 1475832815.7,
Verdict: MALICIOUS, Reputation Score: 0, Spyname: W32.16454AFF50-100.SBX.

#rat £ EA

SHA256 5% 7 7 A4 L ®D SHA-256 7~ 3 = 1D,

Timestamp T AN — NI T 7 AND L ha AT T ¢ TIHIEE %
L7 HI,




B < umeosomm

et

Bl

I

T7ANDY "R ART T 4 TRHUEOEIT TEEOHD ] £ TE
w1l T,

Reputation Score

T7AN VEaT—Tary—NICEoTT7 74 MZEID B THEND
LEaF5—yay Aar,

Spyname

T AT 7 A AIC< L = TN B ons -850,
D44 i,

RN LIREEED T DfER

3= 23: R84 O5 OFEHER

Bl

AR DR S VTR

Avt—UiF, EfTEINET 7 ary (Ave—V0REE. WREE Y
TIND Ok L) TR S IVET,

et

Timestamp

Message
POAVN ot u B L]

wow 7o, BREED S admin@example.com (2 A v —3 (MID 8298624) M AL STV
HZEHERLTOVET,

Mon Aug 14 21:41:47 2006 Info: ISQ: Releasing MID [8298624, 8298625] for all

Mon Aug 14 21:41
queue)

Mon Aug 14 21:41

Mon Aug 14 21:41
queue)

Mon Aug 14 21:41

A/ LR GUI B T D

:47

:47

:47

:47

2006 Info: ISQ: Delivering released MID 8298624 (skipping work

2006 Info: ISQ: Released MID 8298624 to admin@example.com

2006 Info: ISQ: Delivering released MID 8298625 (skipping work

2006 Info: ISQ: Released MID8298625 to admin@example.com

% 24: R/%Ls GUI O O$EEHER

#cet

Bl

Timestamp

AR DRI S VTR

Message

AvE—VF, a—YRIEREDFATEINT 7 v a  THRSNE
o




A /N LmEE GUI O T Dl

W R 7 OBIE, A LR

22:05:28 2006 Info: ISQ: Serving HTTP on 192.168.0.1, port 82

Fri Aug 11
Fri Aug 11
Fri Aug 11
Fri Aug 11

Fri Aug 11
session:10

Fri Aug 11

22:05:29 2006

22:08:35 2006

22:08:35 2006

22:08:35 2006

.251.23.228

22:08:44 2006

LDAP 7/\v 4 O4J DO{ER

£ 25:LDAP T\ 7 05 OEHER

Info:

Info:

Info:

Info:

Info:

ziumaeuoson [

casAy. Browa s 7Ty rERLTOHET,

ISQ: Serving HTTPS on 192.168.0.1, port 83
Authentication OK, user admin
logout:- user:pqufOtL6évyI5StCghCfO session:10.251.23.228

login:admin user:pqufOtLévyI5StCghCfO

Authentication OK, user admin

#cet

Bl

Timestamp

PSR DML S LT B

Message

LDAP 7 /3y 7 A wk—,

LDAP /3y & 05 Dl
N

CE) vl 77A4L0ELTI2%, BERED Y TONETA, Z2TIE, HIZH o7V E L TES
NEY LB TEHENTWVET,

Thu Sep 9 12:24:56 2004 Begin Logfile

Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employeelmail.ga|

Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employee@mail.qgal

Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employeelmail.ga|

Thu Sep 9 12:28:08 2004 LDAP: Clearing LDAP cache

Thu Sep 9 13:00:09 2004 LDAP:
Query ' (& (ObjectClass={g}) (mailLocalAddress={a}))' to server sun (sun.ga:389)

o m



B wee 7505 0som

7 Thu Sep 9 13:00:09 2004 LDAP:
After substitute, query is ' (& (ObjectClass=inetLocalMailRecipient)
(maillLocalAddress=rroute.d00002b.loc@ldap.route.local.add00002.ga)) "'

8 Thu Sep 9 13:00:09 2004 LDAP: connecting to server

9 Thu Sep 9 13:00:09 2004 LDAP: connected

10 Thu Sep 9 13:00:09 2004 LDAP:
Query (& (ObjectClass=inetLocalMailRecipient)
(mailLocalAddress=rroute.d00002b.loc@ldap.route.local.add00002.ga)) returned
1 results

11 Thu Sep 9 13:00:09 2004 LDAP: returning: [<LDAP:>]

AR Dw 7 7 7 A VEBHRDIZODTA FE LT, BHLTIEIN,

& 26:LDAP T /Ny J 0T OBIDEER

7& B

1 n7 7y ANVBRBISET,

2 U A —%, H#EIZ Tsun.masquerade] &9 LDAPZ = U —|ZX-> T, v XA

3 A L — RIZLDAP 2T 25 X O ICRES N TWVET,

4 7 K L A employee@routing.qa 73 LDAP — " THZE I, —&EX M S E
T, ZTORED~ AT L— K 7 KL A employee@mail.qa TH Y, v AW
L= ROREICEIS>TIDT FLARA vy =V Ny F— o\ n—7%
B, EITTOMAGICEZRAENET,

5 22— T FH T Idapflush 2 FEFT L TWOET,

[6] 7Y —X, sunqa, R—F38IZEESNET, 7=V —TFT 7L —hI
(&(ObjectClass={g})(mailLocalAddress={a})) T,
{g} 1&, BEMZ 1 L% (rept-to-group F 721& mail-from-group /L —/L) THE
SN N—=THIZERESNET,
{a} 1T, YEOT FLRICEHRSNLET,

7 ZZTRA (ko &kY) BETSHET, LDAP ¥ —NIEFE S DRl
DY —=FIDOLIITRD ET,

8 Y= SO E TN STV RWD T, #EELE T,

9 P—=NZEESNDLT—FTT,




t—7uztFnyvsuztososER [

Bl

i ARIT, TSR

- g
ZZE

WD ET, 2ED, 120 a— RBPRINETNH, 7
TV X7 4=V FEZERLTWR2WVWDOT, T—XIRESNEEA, T
Blit, T2 X—RERHEINEINEI ) —TF oy 735 L X2,
ITN—T 72 —=LT7 27N 72 —OWFIEHINET,

+—2JYRKNTJOVHS YR OTDER

ROKIZ, =7 VA NTry 7Y AR 7RI NDMEHERE R LET,

®27:t—T7YR TV YR BT OHKEIER

et

Bl

Timestamp

A B EE SRR,

Message

Aye—VlE, 2= FRAERE, FSNET 7V 2 THRSLE
.

t—2JURKNTOyY )R+ OT0OH
KDOE—T7 VA NTayZ VA Na 7o, 77I7AT AL T2RRZEICT—#
R—=ADAF v Fvay FIMERESN TS Z EERLTWVET,
mEan-RZ LRI ET,

Fri Sep 28 14:

6.0.0-425 SN:
10800 seconds

Fri

Fri

Fri

Fri

Fri

Sep 28 14:

Sep

Sep

Sep

Sep

28

28

28

28

16

18

20

22

:22

:22

:22

:22

:34 2007

:34 2007

:34 2007

:35 2007

22:33 2007

22:33 2007 Info:
AXAXXXXXXXXKXX-XXX
Fri Sep 28 14:22:
Info:
Info:
Info:

Info:

Info:

Mon

Mon

Mon

Mon

Mon

Oct

Oct

Oct

Oct

Oct

14:

14

15

15

16

:37

:31

:32

:37

16:

:39

: 37

: 31

:40

2007

2007

2007

2007

2007

Info:

Info:

Warning:

Warning:

Info:

Begin Logfile Fri Sep 28 14:22:
Fri Sep 28 14:22:33 2007 Info:

SLBL:

SLBL:

SLBL:

SLBL:

SLBL:

SLBL:

SLBL:

SLBL:

33 2007 Info:

The

The

The

The

The

database

database

database

database

database

snapshot
snapshot
snapshot
snapshot

snapshot

System is coming

has

has

has

has

has

been

been

been

been

been

FEENT —HN—RITHE

33 2007 Info: Version:
Time offset from UTC:
up.

created.

created.

created.

created.

created.

The database snapshot has been created.

The database snapshot has been created.

SLBL: Adding senders to the database failed.

SLBL: Adding senders to the database failed.

The database snapshot has been created.

o m
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LR—T4 25 O DER

WROFIE, LR— b v ZIREER S W HEHERZ R L TWET,

R 28: LR—T 4 5 O DEHER

et

Bl

Timestamp

A R DNEAE ST,

Message

Ao—Uld, 2—VREER L, FITEINT 7 v a rTHER S E
ﬂqo

LiR—TF 4249 agnfpl

WDOLR—F 47 a 7oL, 1EHa/ L-VCRESNEZT 7FI9AT o AR LTVWE

D

Wed Oct 3
Wed Oct 3
Wed Oct 3
Wed Oct 3
Wed Oct 3
Wed Oct 3
Wed Oct 3
Wed Oct 3
Wed Oct 3
Wed Oct 3
Wed Oct 3
Wed Oct 3
Wed Oct 3
Wed Oct 3
Wed Oct 3

Wed Oct 3

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

13:

39

39

40:

40

40

40

40

40

40

41:

41

41

41

41

41

42

:53

:53

02

:53

:53

:53

:53

:53

:53

02

:53

:53

:53

:53

:53

03

2007 Info: Period minute using 0 (KB)

2007 Info: Period month using 1328 (KB)

2007 Info: Update 2 registered appliance at 2007-10-03-13-40
2007 Info: Pages found in cache: 1304596 (99%). Not found: 1692
2007 Info: Period hour using 36800 (KB)

2007 Info: Period day using 2768 (KB)

2007 Info: Period minute using 0 (KB)

2007 Info: Period month using 1328 (KB)

2007 Info: HELPER checkpointed in 0.00580507753533 seconds

2007 Info: Update 2 registered appliance at 2007-10-03-13-41
2007 Info: Pages found in cache: 1304704 (99%). Not found: 1692
2007 Info: Period hour using 36800 (KB)

2007 Info: Period day using 2768 (KB)

2007 Info: Period minute using 0 (KB)

2007 Info: Period month using 1328 (KB)

2007 Info: Update 2 registered appliance at 2007-10-03-13-42

LR—FT42F 0T)—0O50DEH

VIR=FT 47 72 ) — n Il S omEtE A~ LET,




Lk—5cvgszy—nson [

£R29:LR—TFT 42T 1) — 0y O#iHER

#HEt AR

Timestamp A R DIFEF SR,

Message Avl—Uik, 22—V E, FITEINTT I v a U THEREE
hé‘o

LR—FT1«2F0x)— 0570k

7T

—

5

— 45

WKDOVR—FT 47 72V —aZoFlix, 77794722k ->T, 200048 H 29 AnD
A0 ETOHMTHEADREA—IN " T T4 w7 7 —NFETENTWVWHILERL
TWET,

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.
Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229 for
['MAIL OUTGOING TRAFFIC_ SUMMARY.

DETECTED SPAM', 'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',

'MAIL OUTGOING TRAFFIC SUMMARY.THREAT CONTENT FILTER',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL CLEAN RECIPIENTS',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS PROCESSED'] for rollup period "day" with
interval range 2007-08-29 to 2007-10-01

with key constraints

None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.DETECTED SPAM'] returning results from
0 to 2 sort ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230 for
['MAIL OUTGOING TRAFFIC SUMMARY.

TOTAL HARD BOUNCES', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS DELIVERED',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS'] for rollup period "day" with interval
range 2007-08-29 to

2007-10-01 with key constraints None sorting on

['MAIL OUTGOING TRAFFIC SUMMARY.TOTAL HARD BOUNCES'] returning

results from 0 to 2 sort ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.

OJDOER

£30:7vIT—45 0T OHEHER

et Bl

Timestamp NA NPEFE ST REA,




B 77750506

et

Bl

Message

A=V, VAT AY—ERT v T T — MEFROIEH, AsyncOS (2
K57 T T bOWRE, ATV a— L ENTWDHRET v 77— b
D H R CHERL S ILE T,

7y ITTr—4%2 0504

woa ZOFNE, T T34 T 2V ANHHD McAfee 7o F TANVAEHRTT v 75— &N T
WHZ EERLTWVWET,

Fri Sep 19 11:07:51 2008

Fri Sep
Fri Sep
Fri Sep
Fri Sep
Fri Sep

Fri Sep

19

19

19

19

19

19

11:

11:

11:

11:

11:

11:

07:

07:

07:

07:

07:

07:

52 2008

52 2008

52 2008

52 2008

52 2008

52 2008

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Starting scheduled update

Acquired server manifest, starting update 11
Server manifest specified an update for mcafee
mcafee was signalled to start a new update
mcafee processing files from the server manifest
mcafee started downloading files

mcafee downloading remote file

"http://stage-updates.ironport.com/mcafee/dat/5388"

Fri Sep 19 11:07:52 2008 Info:

2008

Fri Sep 19 11:08:12 2008 Info:

Fri Sep 19 11:08:12 2008 Info:

Scheduled next update to occur at Fri Sep 19 11:12:52

mcafee started decrypting files

mcafee decrypting file

"mcafee/dat/5388" with method "des3 cbc"

Fri Sep 19 11:08:17 2008

Fri Sep
Fri Sep
Fri Sep
Fri Sep
Fri Sep
Fri Sep
Fri Sep

Fri Sep
2008

Fri Sep

Fri Sep
2008

19

19

19

19

19

19

19

19

19

19

11:

11:

11:

11:

11:

11:

11:

11:

11:

11:

08:

08:

08:

08:

08:

08:

12:

12:

17:

17:

17 2008

17 2008

18 2008

18 2008

18 2008

18 2008

52 2008

52 2008

52 2008

52 2008

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

Info:

mcafee started decompressing files
mcafee started applying files

mcafee applying file "mcafee/dat/5388"
mcafee verifying applied files

mcafee updating the client manifest
mcafee update completed

mcafee waiting for new updates
Starting scheduled update

Scheduled next update to occur at Fri Sep 19 11:17:52

Starting scheduled update

Scheduled next update to occur at Fri Sep 19 11:22:52



—

Ty ITT—

A~

7vIFr—a o506 |

2 07 Ol

5

ZORITIE, v T, B STV D BBV, Sophos Anti-virus FEF 2 SAUTW DNy
2T TR LET,

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “postx”

Fri Mar 10 15:05:55 2017 Debug: postx updates disabled

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “postx”

Fri Mar 10 15:05:55 2017 Trace: command session starting

Fri Mar 10 15:05:55 2017 Info: Automatic updates disabled for engine Sophos engine
Fri Mar 10 15:05:55 2017 Info: Sophos: Backup update applied successfully

Fri Mar 10 15:05:55 2017 Info: Internal SMTP system attempting to send a message to
abshastr@ironport.com

with subject ‘Automatic updates are now disabled for sophos’ attempt #0).

Fri Mar 10 15:05:55 2017 Debug: amp feature key disabled

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “amp”

Fri Mar 10 15:05:55 2017 Debug: amp feature key disabled

O4I1Z20L\T

N7 wFd 7 m7ZiE, AsyncOS OFEF A —/VEMEIZEAT 2 ®RPAFERSNET, v Xy
'YZ‘_“\/“M:\ )(—/l/ 1:17 \-uaﬁéhf_)( /‘!Z*—:‘/O)‘U‘7“!Z“/ ]\/C‘Wa‘o

FoovRo T uliFz AveE— bR T TR REERT DD, TTI7A4T
ADA =Y NI oF oV aviR—32 NCHEAINET, B 77 A NVET—HFRN—X
DIERR 7 BB ATHESNDIDT, b T vFrraii—@tEoboic/rn 4, FT7uxs
7 a7 ONEHRIE, NZEDFAIY T2 BE & Lo EHI 2> T ER A,

Ciscotx 2 VT 4 EHT 74TV AEMHTEHZ LT, BHOEA— N X2V T 4T
FSATUAMDLD T v F U IEROFRE TEXET,

HEADIE EJ {jACZ){giiiq

EE N, R LT —HF a S e RLI-u S TR SN E T,

5 31: 3850 J D#FEHIFR

#rat Hl:L

Timestamp XA R DNEE S TS,

Message Ao —=UF, TTIAT A el L LE> ¢ Lca—FDa—H%
Zl k %0):1_“7“%)>E% \—n»u\uﬁéﬂf’ mE 9 NEWVD 9 rﬁi&f*ﬁﬁkéﬂi
ﬁ‘o

o m
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FREE A T D5l

wov ZopNE, Tadmin) . ljoe) . BXLO ldan) EWH2—HFIZXdu s #IT72R0L

TWET,

Wed Sep 17 15:16:25 2008 Info: Begin Logfile

Wed Sep 17 15:16:25 2008 Info: Version: 6.5.0-262 SN: XXXXXXX-XXXXX

Wed Sep 17 15:16:25 2008 Info: Time offset from UTC: 0 seconds

Wed Sep 17 15:18:21 2008 Info: User admin was authenticated successfully.
Wed Sep 17 16:26:17 2008 Info: User joe failed authentication.

Wed Sep 17 16:28:28 2008 Info: User joe was authenticated successfully.
Wed Sep 17 20:59:30 2008 Info: User admin was authenticated successfully.

Wed Sep 17 21:37:09 2008 Info: User dan failed authentication.

ELLBWWRRI— FAREADZERZILEAT 1 VKBDHI
ROFITIE, ANSHIZARIER/NA T — FOTDIZ2BEZEFER 7 A U RELT-Z Lin 7

IRSNTVET,
Thu Mar 16 05:47:47 2017 Info: Trying RADIUS server example.cisco.com
Thu Mar 16 05:48:18 2017 Info: Two-Factor RADIUS Authentication failed.

Thu Mar 16 05:48:48 2017 Info: An authentication attempt by the user **** from
21.101.210.150 failed

BALTYCNRERDOZERZBIAT 1 VKBDHI

ZOBITIE, v 732 A L7 T MIERT S EREEGER A ORI ER L THWET,

Thu Mar 16 05:46:04 2017 Info: Trying RADIUS server example.cisco.com

Thu Mar 16 05:46:59 2017 Info: RADIUS server example.cisco.com communication error.

valid responses from server (timeout).

Thu Mar 16 05:46:59 2017 Info: Two-Factor Authentication RADIUS servers timed out.
Authentication could fail due to this.

“ERDPIOOT A 2 ORINHI

WROBITIE, 2 BWHERBFIEDO R 7 A U BREH L2 ein ZIZF RSN TVET,
Thu Mar 16 05:49:05 2017 Info: Trying RADIUS server example.cisco.com

Thu Mar 16 05:49:05 2017 Info: Two-Factor RADIUS Authentication was successful.

No

Thu Mar 16 05:49:05 2017 Info: The user admin successfully logged on from 21.101.210.150

using an HTTPS connection.



avrsxar—vavEEns0ER |

aVvI74¥alL—YarvEROJDER
ary 74 FXal—varyBREa sz, ar7 s X¥al—rar 7y A ATHEREIN, 2—F0D
AT, 2P REEEZT SR EDOETOMY, EEERGT LI —FRAT LizaR
YRR R RESNTBIO®Z varRndH 0 Ed, a—PRERERGETHI-NNT, BFEEKO
a7 4 X2l —vary TrANEEGRH LV ZBMERENE T,
aAVvIJ4FXalb—avEROT DM

KDar7 4 Xalb—raV@REa 7oL, VAT AR A TELa— N 2—FEE
#ToH7—7mc, 2—¥ (admin) D7 AN 22—V ZBEMLIZZ L EZRLTHVET,

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--

XML generated by configuration change.

Change comment: added guest user

User: admin

Configuration are described as:

This table defines which local users are allowed to log into the system.
Product: Cisco IronPort M160 Messaging Gateway(tm) Appliance
Model Number: M160

Version: 6.7.0-231

Serial Number: 000000000ABC-D000000

Number of CPUs: 1

Memory (GB): 4

Current Time: Thu Mar 26 05:34:36 2009

Feature "Cisco IronPort Centralized Configuration Manager": Quantity = 10, Time
Remaining = "25 days"

Feature "Centralized Reporting": Quantity = 10, Time Remaining = "9 days"
Feature "Centralized Tracking": Quantity = 10, Time Remaining = "30 days"
Feature "Centralized Spam Quarantine": Quantity = 10, Time Remaining = "30 days"
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual"

-—>

<config>
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Subscriptions) ]X—I D [/ v —/NLERE (Global Settings) | 27 v a L ldH D [RE & mE
(Edit Settings) ] RH (i 721%. CLI ® logconfig -> setup A ¥ ]\) % L C. /k@‘%
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Tue Apr 6 14:38:34 2004 Info: MID 1 Message-1ID Message-ID-Content
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A a— Ky i EnEd, wichlzrLET,

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'
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250 ok hostname

250 Ok: queued as 9C8B425DA7
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Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2

Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID 0 To: <joe@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44e4n$2@example.com>'

Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'
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Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [O0]
[('date', 'Tue, 31 May 2005 10:13:18 -0700'), ('x-subject', 'Logging this header')]
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Do you want to configure time-based log files rollover? [N]> y

Configure log rollover settings:

1. Custom time interval.

2. Weekly rollover.

[11> 2
1. Monday
2. Tuesday

3. Wednesday

4. Thursday

5. Friday

6. Saturday

7. Sunday

Choose the day of week to roll over the log files. Separate multiple days with comma,

or use "*" to specify every day of a week.
Also you can use dash to specify a range like "1-5":

(1> 3,5

Enter the time of day to rollover log files in 24-hour format (HH:MM).
You can specify hour as "*" to match every hour, the same for minutes.
Separate multiple times of day with comma:

[1> 00:00

.
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WY PA X—=T W70 FT, [543 < e—L4—s3— (RolloverNow) |AHRZ %27 U v LT, ERL
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GUI TO&ENBY TV ) DERR
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ATy T [VAT LEH (System Administration) ]>[2 747 A7 U 7> 3 (Log Subscriptions) ] &R L £,
AT9 T2 7—TND w774/ (LogFiles) | BT LTal T A7 YTy arz@RLET,

ATV T3 A A LET,

ATYTE 0l T ANONTUNERIRL T, 77 UVFICRKRT L0, E2ET 0 A7 ITRELET,

CUTORENOY TV M) DERE (taill a7 K)

AsyncOS X, 77 I7A TV ACHES N0 7 OEHF~ M) 2R RxT 5 il 2~ &Y
AR—=FLTWVWET, tail 2~ FEEITLTHAERTEINTWHI R 7 OEFEERT L E, £+
OuTREREINET, Ctl+-CEZFL T, il a~> FEETLET,
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WIZ, tail A< REFEHA LTV AT LA vl 2R nT 56023 0ET (202 273 commit =
vV RICEDa2—FOa Ay NERHTELET) . tail 2+ 2 R, tailmail logs D X 9 (2,
FTRTHRTOLEENRNT A= E L THETDH I ELTEET,

mail3.example.com> tail

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: Manual Download
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2. "antivirus" Type: "Anti-Virus Logs" Retrieval: Manual Download

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: Manual Download

4. "authentication" Type: "Authentication Logs" Retrieval: Manual Download
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: Manual Download

6. "bounces" Type: "Bounce Logs" Retrieval: Manual Download

7. "cli logs" Type: "CLI Audit Logs" Retrieval: Manual Download

8. "encryption" Type: "Encryption Logs" Retrieval: Manual Download
9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: Manual Download
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: Manual Download

11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: Manual Download
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: Manual Download

13. "gui_ logs" Type: "HTTP Logs" Retrieval: Manual Download

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: Manual Download

15. "reportd logs" Type: "Reporting Logs" Retrieval: Manual Download

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: Manual Download
17. "scanning" Type: "Scanning Logs" Retrieval: Manual Download

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: Manual Download

19. "sntpd logs" Type: "NTP logs" Retrieval: Manual Download

20. "status" Type: "Status Logs" Retrieval: Manual Download

21. "system logs" Type: "System Logs" Retrieval: Manual Download

22. "trackerd logs" Type: "Tracking Logs" Retrieval: Manual Download

23. "updater logs" Type: "Updater Logs" Retrieval: Manual Download

Enter the number of the log you wish to tail.
[1> 19
Press Ctrl-C to stop.

Mon Feb 21 12:25:10 2011 Info: PID 274: User system commit changes: Automated Update for
Quarantine Delivery Host

Mon Feb 21 23:18:10 2011 Info: PID 19626: User admin commit changes:

Mon Feb 21 23:18:10 2011 Info: PID 274: User system commit changes: Updated filter logs
config

Mon Feb 21 23:46:06 2011 Info: PID 25696: User admin commit changes: Receiving
suspended.
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mail3.example.com> logconfig

Currently configured logs:

[ 1list of logs ]

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> hostkeyconfig

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]
Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[1> scan

Please enter the host or IP address to lookup.
[1> mail3.example.com

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All




mail3.example.com ssh-dss
[ key displayed ]
SSH2:rsa
mail3.example.com ssh-rsa
[ key displayed ]
SSHl:rsa
mail3.example.com 1024 35

[ key displayed ]

Add the preceding host key(s) for mail3.example.com? [Y]>
Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]
2. mail3.example.com ssh-rsa [ key displayed ]
3. mail3.example.com 1024 35 [ key displayed ]
Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[r>

Currently configured logs:

[ 1list of configured logs ]

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

A2k x—onE ]
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