EEDHDURL F=IEEF L <7ELyURL
A b DIRE

ZOET, WOBETHERINTWOET,
« URL BIEORGER L OWHIE (1 2—)
cURL 7 4 MEZ U T OE 23—)
Ay E—VICEENDIURLDOL Y 2T —Ya 3T IaVICEIL Ty ary0E
7 (10 %—=v)
cURL 74NV HZ VU THICAF ¥ U TERNWA v E—U O/ (15 X—)
VT U T NEEER L, A vt —VDEEDH S URL O (15 2—2)
A=Y TANEEFEH L, AvE—U0EZEOH S URL O (17 2—)
cURL 7 4 NVE VU ITFERDE=% (19 ~—)
e Avt—Y FTvX DO URL FHMOET (19 <X—)
cURL 7 A4 NEZ VT DT TN a—TF 47 (19 3—)
«URL #7 T VIZONT (24—

URL B:&E DR & & Uil

VEEX 2 —DT LV FANRL, TUNTVLA T, 2T UoVBILORA =Y 7400 Z Y T
Tk AE, BEOHD Y U FRIEFEE LL WY U7k DHIEIER L ORHEDSFLASA
FNTWET, i, UTAEF#ELEI,

A E—UBIOWNN 7 7 A NVDEZEDH D URL )6 DEEH#E %2553 5,

URL 7 A NHE VU TET O R T A7 T4 B U TITBIA TN TOET, Mkl
CIZ Cisco Web Security Appliance X°, FH{EL T 2% Web ~— X D& b DIRGEREREZE A L
TWHEHETH, ZORER(LIERRIZIER A ZDRARETTry 7357, AHT
_a_o

o, arTrY T4NGRA eV T4 VA EMHALT, Ay E—YICEEN D URL
IZX L TZEDURL D Web N—R LE 27— g 237 (WBRS) [ZHESNWTT 7 g
VEFATTHILENTEET,

EEOHBUWRLELFZELL AV UWRLA>DEE [}



EEDHBRLELIFLE LBV URLASDRE |
B s@Esnzum

N

() NRANTFZ T4 ALELT, bLW, ==2— I, FELWL
FRIIARAR L E 27— 3 VEFFOURLIE, 7 U » 7 REOURL
DLEEMFEDTZDIZ CiscoWeb BX =2 VT ¢ x4 A4
L7 M DRI EEHRIHL I EaBEIDLET,

o AR LOFBI O E

TTIGAT VAT, AvE—DY o 7DLEaT—alehral) s, F0/MoaR
LAEFET LT Y XN EHBEDETHEHAL, ANAEFEELET, 2L 21F. Ave—
DI IN—= T 4 TDWeb A MTBELTWDAEA, AveE—ld~—FT 1
TICEHT DA vE—THDAREMERNE VT,

EDT IS H T 22— A R —DEHDOYR— K

URL OB T Y (THIVE a7 YREETARE) 2, a7y 7402 BIY
A= T4 NEEHBEDLDECHEALTC, R¥EOT 78 74TV a—RA R —D
A Ak cE £,
AREDT-OICESBRZONTZA v E—VICEEND URL R bHEEICS U v 7 LI
NO2—Y BIUORLHEEIIZ ) v 7 &) v 7 2@l cE £,

ESPERENS

« FHfiZid URL (2 X—)
o [WebA %7273 a7 vx2 (WebInteraction Tracking) ]~X—

F1{f =415 URL

EEAE—VEREAYE—Y (ST 7 A VEET) [ZEHEND URL BiHES L E T,
URL 2R T A2 FH (REeFEeXF8)) i Ed,

* http, https, www

« FALUEIEIP T FLZ

ey () PEFHICAVER— RES

« RICFE I/ F
AYE—=VIRANLTHL0E D DEHET 2720 URL Z7iid2 & Sz, Zhdime—F
FHICLETHLIGEEIL, HREAYE—VDORAI ) ==V IRREA -V R0 bBESHh
ij_o

URL 7 4 LR ) VT DEXTE
«URL 7 4 VX U T OHEM (32—)

sURL 7 4 MHE VU THEFIMNZTD 32—)
eTalos f > T VUV = AP —EZA~DOEEHZDOWNT (4 —)

B E5055%URLELIFZE LB URLD D ORHE


b_ESA_Admin_Guide_ces_13-5-1_chapter33.pdf#nameddest=unique_776

| BEOHHURLFEFLFEL 4L URLA S DRE
L7« ey ook ]

eWeb A XT3 ary hTuFrs (54—=)

« T AZRERRTOURL 7 4V Z ) T (62—)

cURL 7 4 NVHZ VT DRIA MY A NOIER (72—)

A MIEERHILGHICZ=Y R 2—HFICRRTHBEHOIAZ <A X (8§ X—)

URL 7 4 LR ) O DEH
URL 7 A V5 ) v 7 %A Z—T T BT, MEEREITIS U T2 DM OMHE S A 32— 7 L
T DHMBERH Y 9,
ARDITKT B PR DFRAL

¢ ANLRKPRAF ¥ T, 70— U R—=T T o0, FTIEESTHA— R
V=LA R =T NMCT HRERSH Y 9, AT IronPort Anti-Spam FEHE F 721X A
YTV P RATF ATy VRO WT NN EEHTEE T, ARNLRROELSL
TLIEENY,
~ VT = TSR D R DR

T UNT VAT T 4 NVEEREIZ T 0 — ST F =TT B0, RIS T A=
R —TLIA RX—TNCTDUENSGYET, TUNT AT T4 NVZICETLHESE
ZR LT EEN,

URLDLE 25— g Nl 3WTT 73 a v 2FT7T50, FR3AvEe—Y 7400
ReaLF o T4 NEEFHALTCT 7ESEZ TN a—2 R —2HEHAT 5854
T UNT VAT T4 NEEERIZ T 00— S =T T HMERHYES, TV T
LAY T4 NZICETHEESRLTIEIN,

URL D 4 LAY VT %F/MIZT S

URLZ 4 VZ V7%, Webf v F—T =2 A AD[EF =T ¢ —ER (Security Services) ]
>[URL 7 « /%4 (URL Filtering) ]~X— "% 721X CLI ® websecurityconfig 2~ N%ff
HALTAR—=T NI TEET,
F L& BHHII
« T %4 URL 7 4 L ZBERED B 272 L T D 2 & 2 LT 2& Wy, URL 7 «
NEY L TOEMgE 3R—Y) EHERL TSN,

e (EE) T_XTCOURL 7 4V o 7RERETHEEMR TS URLD Y 2 b Z/EK L £9, URL
TANZV L TDERTA RV A RDIER (7T3—2) ZBRLTLIEIN,

FIE

ATY 1 [BEXx=2 VT 4P —ERZ (Security Services) ]>[URL” 4 /L% U > (URL Filtering) ] % 4R
LET,
ATw T2 [A%) (Enable) 15227 Vv LET,

EEDHDHURLFIFEELLLGLURLM S DRE .



EEOHD URLELFZELLHLURLAS>ORE |

B s 7uszoz9—Ex~nimIzonT

ATvT3

RATv74

ATy TH

ATvT6

Talos 1 > 7T )

[URLH T IV EBIRLEaT7—a D7 4 vXZ DA%l (Enable URL Category and Reputation
Filters) | F=v 7Ry 7 A4 N LET,

ER) AvE—VEFHML, AR N T 2T REENTNDINE I DEMHRT HE X
URLZ 4 2 U o ZInbRATHURL, BEOT_XTOar7oY 742 ) o7t yt—
TIUNE Y T HEINT D URL DU X P ERARR LI Ea1E, 20U X FERIRLET,
t

:@%Eﬂi@ AT —=UNANRLHRELIIT U N T VAT T 4V H DU Z /S A 7824
HZEBEEIXIHY FH AL

(FEE) Web A 2T 7 vay IR ThEAFX—TNILET, Web A L H T ar
FT7odr 7 (53=Y) 2BBL TSN,

EREEEL, RIFLET,

HHT DRSS AR L TCRBY, T TIT U RN T LAY T4 N2 & ANLRIRIR#ELEZRT L
TWAEAIT. ARXAERITEEDOH S URL OEEHEMRE 2RI+ 57-012, BINORE
AT OMEIIH Y FH A,

RDBERY

Ay E—VIZEENTWVWAURLDL Y 27— g NIESWTT 7 v a v aFTT 58
AlX. AvE—VICEENAURLOLEY 27— g U E I T A VICESILT 7
YOFET (10—) L TIEIN,
ATV TANEBIRA Yy E—Y T 4 VX TURL AT AV 2T HIC1E (77 k
TETN a—A R —FEATAGERE) | AvEeE—VICEERD URLO)I/I::L
F—=2arEREFATIVICHESLS T 7 arDET (103—) 2BRLTLLES
U,
/QA@TA MRnHHA =D URL 2T _XTCiscoWeb X2 T 40 ey —
CVHEAVT NT AT, DAZ LA~y X =5 LT, BiEESED LW ARAND
UM%NM%W%?%a)T%7m#/_)§4V7%¢6. REMESRL TS
1/\
EE) = Fa—PEm—YONE D A S~ A4 AT DIE, A MCEERDH LS
Ay R 2—WIZRRTIHEAD I AL <A A 83—) ZREL TN,
Z OEEICBE T ARBEICOWTOT 7 — b E2ETHZ L2 LET, €D URL
AT AY By FOEE (41 ~—) | TEMHD AsyncOS V V—ZD Y J—RZ /— |,
BILOT 79— " ZEEOEBNEZRB LTI,

CIVARY—ERADEEIZDNT

URL V' BT —varihradlidk, 7797 RRX—AD Talos A 7 U V= AP —ER|Z
FoTIfE SN E T,
EA—NEXa T4 TFIAT AT, 77AT T+ —NMIERTURL 74V E Y v T Hh—

EARICHEELEAR—F2EHALT, Taos A > TV V2 A —ERICEREEZ1Z Web 7' 2
XU TER LET, @E13 HTTPS &R H CHAFEHEREZEA L iThivET, fElE

B E5055%URLELIFZE LB URLD D ORHE


b_ESA_Admin_Guide_ces_13-5-1_chapter17.pdf#nameddest=unique_526
b_ESA_Admin_Guide_ces_13-5-1_chapter17.pdf#nameddest=unique_526
b_ESA_Admin_Guide_ces_13-5-1_chapter38.pdf#nameddest=unique_782
b_ESA_Admin_Guide_ces_13-5-1_appendix4.pdf#nameddest=unique_72

| BEOHHURLFEFLFEL 4L URLA S DRE
URL 7 ¢ LB ) VT EEDIEAE .

FHBICERTESNET (F— 2T v 75— F22R) . LEARITFHEOFEMICOWTIL,
URL 7 4 V& U > JHEBEDREAE (5 =) ITRENTWAEINHBAFTTEEY U—X
J—FESBLTLIEEN,

[Ex=VUTF ¥ —E R (Security Services) ]>[V—ERDT v 77— K (Service Updates) ]
AN—UTHTTP £721XHTTPS 72X V2R EL TWAYLAE, EA— L X2 T 40 7774
TUAETalos A VT VP2V AP —ERALDOBERICZEO e X U EAHFHLET, Vv
X —ROFEHOFEMIZONWTE, Ty 7L —RBXOT v 7T —raXvrae— K15
TeODOYP—"EEEZSR LTI,

GE) HHEFIz 74 X2l —ary T A MR EESNE R AL

ESPERENS

«URL 7 4 V2V o THEREDREIE (5 ~—)

« 77— b : Beaker 2RV ¥ : BEGEAEDOHSH D= Z — (Error Fetching Enrollment
Certificate) (20 ~—3)

« 77— b : Beaker 27 ¥ : GEBIENEL)TT (Certificate Is Invalid) (21 ~<—2)

URL 7 1 LR ) U THEEEDEEEAE

AsyncOS X, URL 7 4 Vv Z U U ZHEREICHER 92527 7 U N —E X & OBEIC LB R FENF
FHBEMIEA, BHT koI nTnET, 72770, MLh0HHTY AT ANRIN
HOMHFELZFH TEXRVEAIZIT, 2— DT 7 a2 0EETET I — R —FIT%
FanE,

INH0OT7 T —hk ([AT L (System) | ¥ A 7, [ (Wamning) | EKE) 24575 &
T T ITAT UVAPHKESNTWDHZ LR LET, ZOWMIIZO WX, 77— K2
L TLEEN,

W 72FEAEICE T 57 7 — b &2%E LA 1L, CiscoTACIZERE LT 72 &V, CiscoTAC
TS ERREFEAE R CE 4, REBGEHZEOFEHFIRIZOWTIE, Taloss A > 7Y V=
VAP —EREOBFICHLERFEAED FEEE (24 X—V) 2R L TSN,

Web 13235923y bIuxDy

WebA %77 ar M7 yxo sk, BEXWIONATZURLEZ 7Y v 7 Lz R a—
FBLOFE2—F 27 ) v 7 ICHlETET 7 ay GF, 7oy s, RH) ICET A ERZE
L ET, ZOWELA X—TNMIZTDE, WebA v ¥ T 7 var Ty Ho T LR— %
FRLT, 7V v 7 &NEEEDOH D BALURL, BEDOHS URL 227 U v 7 Liz Bifa—4
REDIHEREMERTEET, WebA ¥ T 7 ar T vR 7 LiR— FOFEMIHOWTIL,
[Webf >4 57 ar b7 %27 (Weblnteraction Tracking) |-X— Y& BL T E IV,

Web A 2T 7 ay NTyxr 7 F—4F 77U R_—2Z®D Cisco Aggregator Server (T
Lo TRt SN ET,

EEDHDHURLFIFEELLLGLURLM S DRE .


b_ESA_Admin_Guide_ces_13-5-1_chapter38.pdf#nameddest=unique_641
b_ESA_Admin_Guide_ces_13-5-1_chapter38.pdf#nameddest=unique_650
b_ESA_Admin_Guide_ces_13-5-1_chapter38.pdf#nameddest=unique_650
b_ESA_Admin_Guide_ces_13-5-1_chapter38.pdf#nameddest=unique_107
b_ESA_Admin_Guide_ces_13-5-1_chapter33.pdf#nameddest=unique_776

EEOHD URLELFZELLHLURLAS>ORE |
B web 555030 rsuxsvomE

FEIEE
WebA > H#T7 7 ary NTyXRrTORE (6-3—)
» Cisco Aggregator Server ~DHEHIZDOWNT (6 ~—)

Web 12325923y b yFUTDERE

BN C T, W07/ a— LR EN—YTWeb A VX T 7 ay v ToudoTkA
=T NN TCTEET,

T IORTLAY T4NE, TUNT VLAY T4 NFIZE > TEEHZ 5N URL &7
Vol Llemy Ra—HE2BHLET, TURNT LA T T4 VZ DT — Lk E DR
ESBLTLIZEN,

cURL A NLAYVYT, R —IlLoTEXHXONTZURLEZY U v/ L= R a—
PEEHLET (2T Y TANEBILOA Y=Y 74 VX EMHLT) ., URL 7 4
NE) T EFMNZTD (=) #RLTITEIN,

Cisco Aggregator Server ~DEFRIZDULNT

EXA—NEX2UT 4 TTI7A4T L AE3050 (BERARRE) JLiZ, 7747 U —EHRT
URL 7 4 V& U7 —EXAAICHEE LA — & LT, Cisco Aggregator Server | [EL$
F 7213 Web 7' - R THEE L £ 97, G815 13X HTTPS #* i CHHEGERI ERERE A L TYTo
NET, GERFTRBNICESSNET (- X Ty 7T — a2 H) |

[E%= VU7 ¢ ¥ —E A (Security Services) |>[V—EADT v 77—k (Service Updates) ]
AN—YTHTTP £72IZHTTPS 7R ¥ U PRESNTWDL G, EA—L X2 0T 4 777
A 7 A% Cisco Aggregator Server & DIBEICZNHAMEHLE T, TrFd h—Dffiflo

FEAZOWTIE, Ty 7L —FRBLOT v T EX T — R A0 — R EE
ZH LT EEN,

N

GE) FFEZa L 74Xzl —Yary T4 NVCIEBREESNER A,

DSRAERTOURL 71 )ILR YUY

sURLZ A NVZ VT, =~ TE, INA—FT¢, 37 TAX T LITHECTE E
R

sURL 7 4 NHE VU THR=y LAULTA 2—T M > TWBEE, URLEBEYA RU A
FBEORWeb A ¥ T vay "IovRvTh~vy, IA—7, £ 7 7 A% X
NTHRETEET,

cURL 74 NHE D TWNTN—T L TA X —T 7> T DA, URLETA
AMBEIOWeb A XT3 ay NTouvFXFU T2 IN—TF720137 T AL L)L THRE
THMLENRD Y 7,

cURL 7 A NHE VU TNT TR L_LTA X —T > T DEE, URLETA U
ARNBIOWeb A v H TV ay bToFX TR TAL LYYV TRETDHDLELRDH Y
£7

B E5055%URLELIFZE LB URLD D ORHE



b_ESA_Admin_Guide_ces_13-5-1_chapter18.pdf#nameddest=unique_745
b_ESA_Admin_Guide_ces_13-5-1_chapter18.pdf#nameddest=unique_745
b_ESA_Admin_Guide_ces_13-5-1_appendix4.pdf#nameddest=unique_72
b_ESA_Admin_Guide_ces_13-5-1_chapter38.pdf#nameddest=unique_641
b_ESA_Admin_Guide_ces_13-5-1_chapter38.pdf#nameddest=unique_650

| BEOHHURLFEFLFEL 4L URLA S DRE

URL T« L&y w5k 4~y 2 rotes ]

A= TA4NRLAT Y T ANEDY T AEOREREL— LR S E T,

URLT 4 LB ) T DERTA )R FDER

ATy T
ATy T2

ATvT3

ATvT4

URL 7 4 V2V THSREDORRERC /0 — L R T A4 RY R RNERETDHE, TDOHRTIA b
YA RMIEENTWDHURLIE, VE2T—Yay, AT73Y, TUoFARL, TURT LA
I TUNEN T ATy T4 NE YT BEIOA = T4 NE Y T ONGE
LTSN ETA, HEL, SRHDOURLZ2E0A vE—Vi, TUoFARA AF ¥ B
ST O RNTVLAT7 TANRZIZE-TEREEBVIGGMEESNET, F/ve— L URLEYA B
VARNEMRETHHINT, avT oY T4NEERA =T T 4V ZDEURL T V2
TEME Ob—) BXOT 7Y ail, URLATA R R MERETLHZ L TEET,

TORNTVAT T4 NEZ Y TNBURLERYA U A MIBERT HITILEE ., [A—ARY
V— T NI VAT T 4 0F (Mail Policies: Outbreak Filters) [ “X— Y CRHE LI [RAA v
DAXx % 31 73 A (Bypass Domain Scanning) |4 7> 3 »Z#HLEJ, URL7 4 /L&Y
YIHDOURLAZY A R R RMNI, [KAL L DAFx %31 73X (Bypass Domain Scanning) ]
WCERITWET R, ZoF Ty ar LIFBGRHY A, ZOBROFEMIC OV TIE, URLEX
BABIORAL DAL NRZAZBBLTLIZEN,

ZOHETHMHTDURL 74V Z Y7 RUA RYAREIPLEaT—Ya s AaTilEks
KEEHVE2T—var TanF ) o TIEHENLHRTA R Y A NIRRT,

X C&BHHTI

Web A > #—7 A ACTURL YA MEERTDHMROVIZ, VAMEALVR—TDHZ L52Hm
FHLTLEEW, URLY A FDA R —F 82—) ZBRLTLIEEN,

FIE

[A—/ViR U 2 — (Mail Policies) ]>[URL Y Ak (URL Lists) ] Z&#R L £,
[URLY A F BN (AddURLList) (&&RT D0, FIEmRETLIVA N2 27 U v 7 LET,

Ta—s LA T A FY R MIBETHT_XTOURLAN 1 DOV A MIEEHLNTND D
CHEMRLET, URL 74 A2V 1237 a— L ARTA R R RE 1 OFIBRIRTX
—é‘o

URL U A h&ERE L CEE LET,

PAR— I DH URL RO U X M &R AT HIZIE, [URL (URLs) |AyZ AiZkEIanry
() #ZANL, EE (Submit) %227V v 7 LETRRIND [EM... (more...) TV 7 %7
Uy 27 LET,

£ URL, RAA YV, FTFIP T FLAZ LITTHOANT B0, idar<~TRU->TAN
TAHZENTEET,

EHEERIFLET,

EEDHDHURLFIFEELLLGLURLM S DRE .


b_ESA_Admin_Guide_ces_13-5-1_chapter18.pdf#nameddest=unique_730
b_ESA_Admin_Guide_ces_13-5-1_chapter18.pdf#nameddest=unique_730

- RS

EEOHD URLELFZELLHLURLAS>ORE |

RDBERY

«URL VA &7 0—rLRUA FYARELTHRETDICIE, URL 74 VZ ) T ah
T D 3N—Y) ZERLTIIEIN,

«URLV A L&, T oY T4 NEEREAvE—Y 7 4 VEORFEDERMAFOL—V) F
7T 7 arDiedORIA FYANE LTHRETDICIE, A vyE—TIZE £ 5 URL
DU 27— a 37T VICESLT 7 aroFET (10—) BIW= v
T TANEDT 7 arEBZRLTLEIN, AvE—U 7 4 VZIZOWTIHURL
BT T aryBLOURL 7 3Y L— SR L TLEI0,

REEIER
cURL YU A FDA HR—F (82—

URLY R b A ViR—

ATvT1

URLYAZEA AR —FL, URLZ74NHZ IV TOFIARNE L THEHTEET,

FIE

AVKR—=b TBHTEFAN 77 A NVEERLET,

¢ FHIDITIZIZURL U A FDARTZFEET HDLENRH Y 97,
o £ URL IZZNFNHNOITICATT T HMLERH Y 9,

ATFvT2 OF v Fua—R K7 Aar& 7 )y LTI 7ANET v 7u—RKLET, R—F/L
ATY T3 BEFEEEGFELET,

YA MIEENHLGEIZTY FA—HFIZRTI 2BHDARETA

R

TIORTVLAT TANBELITIRY S — (AT oYy J4ANEZERIFIAvE—Y T4V %
FRLT) TSN EEEOHLURLEZTY Ra—HR7 U v 7925 E, CiscoWebt =
V74 7% illo Ty N a2—PD Web 77 U IZBEANEREINE T, OB
. A MTEERHY, VA b~DT 78 ANT oy 7 SR TWHENTEHINLTVET,

TOUONT VAT T4 NFEFHALTCEEB{ZONZURLEZZ Ra—R7 ) v 735 E&,
BHASN—=UNI0BHEERENTE, 7 v 7 EEORENFHMED =912 CiscoWebt ¥ = U 7 o
TaX AV XA L7 hERET,

ZDEIMR—Y ONERE D AT <A X LT, oI, HELERRE, ko777 057 40>
ThFERTEET,

B E5055%URLELIFZE LB URLD D ORHE


b_ESA_Admin_Guide_ces_13-5-1_chapter11.pdf#nameddest=unique_522
b_ESA_Admin_Guide_ces_13-5-1_chapter11.pdf#nameddest=unique_522
b_ESA_Admin_Guide_ces_13-5-1_chapter9.pdf#nameddest=unique_419
b_ESA_Admin_Guide_ces_13-5-1_chapter9.pdf#nameddest=unique_419
b_ESA_Admin_Guide_ces_13-5-1_chapter9.pdf#nameddest=unique_354

| BE0®% URL £1-1FZFE L < %LV URLA S DIREE
FA MEBAHHBEICTY K 1—FcknT 2EH0N 2234 X [

A\

GB BN —TENRAZAXALRWGE, = R a—HFEdRa 77 0 RO@IR—VnR#E
RENET,

I L& BHIIC

cURL 7 A NE VU T oA X—TNMILET, URL 7 A NE U T EGHNZTDH 33—
V) BERLTLIEE N,

FIE

ATy T [BEXx=2VUT ¢ —E R (Security Services) |>[7 1 v 7 _X—Y HAHX~A X (Block Page
Customization) | Z 3R L £,
ATY T2 [F%) (Enable) 1 %27 VU v/ LET,
ARTVT3 [Try ) X=Y HAZ~A X%H[ZT 5 (Enable Block Page customization) ] = v 7 R v
I A%F LT, ROFEMEATILETS,
«HAMkDOE TD URL, 7T A A—=UIE, AT 7B AFARRRP—/NTHRR T2 2 L3
"INET,
o fHA%A
o RELRE 0D JHTRE ST 1 it
ATy T8 BAOSEEBRIRLET, Webf v F—T7 =2 ATHR—=FENLINTNNDOSFELBINTE
iTO
(F T Fa—FOT7IUFOTF 74N FEEIEL ZITERLESHIVERINE
T, £/o. T R2—FDT T IFDOT 7 41 b SFEN AsyncOS THHR— b & T
WRWEATE, 22 CERLESHE CHAPERINET,

ATF9TE (BB [Tuvy A=Y BAZ~A ADT L Ea— (Preview Block Page Customization) | %
7Yy 7 LTHRAR—%2 72— LET,
ATYT6 BFEEEEFL, RIFLET,
RDRFv T
WONTNNDHETURL DESHZ 2R ELET,
T IRNTLAT TANZEMHEHALET, URLOY XA L7 FEBHRLTIIZEN,
e aALT U T AUNBEINIAE—Y T ANAZEERHLET, A v tE—II2E8FE 5 URL
DU aT7—varFEdhralicEks3< 77 va 0T (10—) =&l 1L T
<TZEW,

EEDHDHURLFIFEELLLGLURLM S DRE .


b_ESA_Admin_Guide_ces_13-5-1_chapter18.pdf#nameddest=unique_688

EEDHBRLELIFLE LBV URLASDRE |
B Aot—CiasnsmoLEas—va g @hsIUCES<TI L3 v OES

s\‘
Ayvt—IIZEFZFNAURLDLEAT—Sa3 0 F-ITH
— Y — ~ N —

JYIZEDIDLCTI a3V DNEST
AvE—VARLERIIAE—VOURMN 7 7 A NMTEENDURLY VI DL E2T—T 3
FEFITIAVICESE, BEBIOREET AN TR —DRA =T 7 0 V¥ E7205
avTUY TANVEEFERLTCT 7Y a v EFEITTEET,

TIORTVUAT TA4NETIE, AT 2TICOWNWTA =V MliTA XIS EFIFAHE
KNEEENDT-OD, URL L E 2T —>a P TRT7 7Ly 7oAy —08 T MY
H—ENnFHA, URLLE 2T =3 NNZHESNWT T4 N EERTHZ E2BEID LET,

7ol xE, URL VB 27 —vay T4 NEEFHLTROZ EEFITTEET,

s (AvbBE—VARLIZEENDLURLOLEADHR) =a— I VEREIAHRLE 2T —v 3
YO URL ##HEZHZ T, 7V v 7 REOREMEZFHND 72912 Cisco Cloud Web Security 7' =
FrY—bERZUFA LT FLET,

L 2T =g RarNEEOHL LY 2T — g COFPICEESY T HURLA ST A v
t—Y% ey 7 LET,

URL #7532 74N ZEFERALT, ROZEEFITTEET,

*URLZT IV 274 NVF )7 LT, fFESND Web DIERICET HHEMORY o —%
WHALET, mExE, 2—FRAFT7 4 ZATT XL HA bXF Yy TN P A MZT
TATERNEIICTHHAERETT,

« SFEMFRE L I D+ e HIFIC DT o TIFE LR WATREMEDR & 5, BEOH LA I D
OR#EERILLET, (RyE— ?Ki’aiﬂé&&@%ﬁ@ﬁ)lﬁﬁﬂj/ﬂé
7 Vw7 LICRER TR CE 5 X 912, [R9%H (Unclassified) | 77 =V @ URL &~
C Cisco Cloud Web Security 7' & & 3 “'JL**I: ANV HA VT NTEET,

FAEIEE
« URL BIEDEMH(L—V) BT 7 a v o (11 ~—)
*URLUVE 27— aEFRIZURLITIAVICEAT7 4N Z D T FEB LU — (
11 ~—2)
A yb—UIZEENDURL DEE : 7 4 LA TOURL LE 27— 3 F721Z URL &
TAVOT 7 a Ol (12 3—2)
«UX¥ AL 27 NURL: = Ra—HFDT/ AXY T A (14X—)

B E5055%URLELIFZE LB URLD D ORHE



| BEBOH2 URLEIFZEL <L URLY S DRE
VRLEEDOE#(L—L) s&kUFsarorA |

URLEEEDEHIIL—IL) LU THU a3 DER

S]] 1 BRIERE

A=V BERICH LT | A v =V EHIBREIIHRE |URL L E 27— 3 > £ 721X URL
TovarEFETT L, |15, BT IV OFMEII N — AR
L. URL L ¥ =T — g £
URLAI T IVDT 7 a Uso7T
Jva v EMAasEbyET,

Bk URLL ¥ 25— 3 U &fhF
TINN— VB RT RT gk
MAEDERNTLIEE N,

(A=Y ARKXDOURI | A v E—VIZ&FEND URL |URL L ¥ 27— 3 F£7-1Z URL
DBEDI) A vt—T | 2T X2 MIBHT ), BFITVDT I arDREERL
WCEENDURLEZEEE |URLEZZ U w7 TERVIREE | 9, ERIOURL 7 4 V& Y 74k

TEFOEBEEEELE [IZLET, HITER LN T 72 &0,
7,
AT T4 NBEEERTHICIE. A= R —ICFDT 4 NEERETHLERHD
F7,
BEEIER
cURLVE =27 —2arEZURL AT IVICED 7420 07 B LOL—L (
11 2—3)

e Ayt —VICEFNAURLDEF : 74 LZTOURL L E 27— 3 %7213 URL &
FAVOT 7 aryOFEHRA (12 3—)

WRLLE2T—> 3 FHIFURLATINIZEKBET4ILB) 05
HHEEUVIL—IL

AvE—VORLBIORG 7 7 ANMVICEENDURLD L E 27— a7V
HEONWT, Ay —VIHT2T7 733 2F(TT&ET, URL £721% URL OEVEDZEFHLL
HOT I arEFITTHIE, URL LEaAT—Y 3V EIXURL AT T O5ME2EBM
L. 7273 av%Elta L ar—Yay Ra7ERTURL AT 2R LET,

=& 20, AT (Adult) AT TV DO URL NEENTNETRTDORA v =26 LT
[ﬁm/7#5( &7 27> a>) (Drop(Final Action)) 17 7 v a > ZMH T 521X, [RAR
i (Adult) AT 2V BN ESNTWAH[URL B 7 2 (URL Category) | % A 7 DEA:% BN
L/i—a—o

BT AV ERELRWES, BIRLET 7Y a 33 ToAye—JIclfsnE 7,

7 ) —272URL, ==—hZ /L7 URL, BLOEZEDOHS URLOURL L 2T — 3 A
AT HFANENERSN TR, METEERA, 2L, ROVICHRAZ AfHHEZIEETE

EEDHDHURLFIFEELLLGLURLM S DRE .



EEOHD URLELFZELLHLURLAS>ORE |

. AyE—VICEENDURLDOEE : T4 LEATOURLLEAT—2 3V FERIFURLATIIDOTY 3 v OER

\}

FT, BESNTZZ RRA > ME, BBELZEAICEENET, 22 85 -10FET
DH AR NG EVER T D28E . 8& - 101X 0#PHICEENET, LEaTF—T g Aay
PR CXZWURLICIE (2a7Zel) ZEHLET,

G¥)

\)

=a—FINRURL L ¥ 2T —3 g &id, URLIZEEIZZ V—THDHN, WKk <
TV, SBEEOH L URLICET AR H L 2R LET, ZDOXH 7 URLIZ
xf LT, BFEHHE| i/ vT7awx R — (7 v ZEEO LR D72 ¥ 12 Cisco Web &
2Ty axic ) F A VT NT5708) 2ERTEET

TR LU URLZFAIU A FEFIZ 7 e — L URL AT U X MZEEN TV A URL I35 S 1
FH A

OB EDEDLT 7 v a R, f/t—*’aihému# LE=2T—i g &
a7 ISR ESRTWA AT IV I —ET 55 FITENET,

Av—VIZEEND URL £213Z O@ELZZEE T HI21E, URL L E 27— a3 v EiiE
URL AT IVDOT7T 7 arDhaFELET, ZOBRDOEZDOFMED URL L E =7 —3 3
VERIZURL A7 T Y OFRMEERIFINV—NVIFIARETT,

GE)

URL L ¥ a2 T —a D&M " A T 7 gy bHOBAEDERNTLS RN,

EvE

HrE@D URL B TV 2R+ 41213, KOO URL L#8- THE SN URL oL (41
m—y)mj/&%%%bf<kéwo

BEEIER
sURL 7 4 V& ) 7 DAY 2 s DOVERL
« XREF

A t—UIZEENDSURLDZEE : J4JILATOURLLEaAT— 3
VFEEIFURLATIVDOT O3 DOER

URLLV Y 27— a3 FHIZURLIT VDT 7 a2 FEHAL, URLOL Y 25— 3
FIATIVICESNT, AvbE—TIEFEND URL F3F08EEE2 LR LE T,

URLLVE 27— a3 rBIORURLAT IV DOT 7 a2, ERIOSAEZIVNESH D 84,
RHOVIZ, ORLVE 27— g VEZIFURLATIVDT 7 a y CERT AL E 2T —v 3
VERBATIVICHE ST, R LT 7 varyRNEHEINET,

TrvaiE, FOT 7V a VIRESINTESEMC—ET A URL ZFicEHA S ET, A v
T —UIZEENDFOMO URL IZEFE I N EH A,

B E5055%URLELIFZE LB URLD D ORHE



| BEOHHURLFEFLFEL 4L URLA S DRE

AyE—TUICEENDURLDEE : T4 LEATOURLLEAT—2 3V FERIFURLATIIOTY 3 v 0ER .

BTV EI/ELRWES, BIRLET 733 It R_RTOA v =B SR ET,

7 J—272URL, =2— FF /LR URL, BIOEEDHSLURLDO URL LE 25— 32 A
ST RHEANENEESNLTREY, WMETEETA, 2L, KbV ICh A A#iHERE T
F9, HBESINIZZY RARA Y M, fEELRBEICEENET, L2, 816 -10FT
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IR BRI
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*CiscOE A=/ X2 )T 4 = 7oA TANRLAMNRZ VP UDRARIEINTNDEZ &
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X

defang url in message: if (url-external-threat-feeds (['etf sourcel'],
<'URL whitelist'>,
<’'message attachments'> , <’'message body subject’> ,))

{ url-etf-defang(['etf-sourcel'], "", 0); } <'’URL whitelist’> ,
<’Preserve signed’>)}
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* ‘etf sourcel’ . AvbE—VFREIA VDR T7 7 ANVOEEDSH D URL 2K H
T LI S D ETF Y — AT,

* ‘URL_whitelist’ [, URLART A F U X FDAHTTY, URLAEY A b U X RBFEE LR
eld I ERTRENET,

* 'message_attachments' T, AvE—VOFRNMN 7 7ANVDOEEOHHLURLEZF =y /15
SOIHEHLET, AvE—VOIRMT 7 7 A VOEEDH S URL Z T 212131 OfE
EHEALET,
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* url-etf-strip(['etf _sourcel'],"None", 1)
* url-etf-defang-strip(['etf_sourcel'], "None", 1, "Attachment removed")
* url-etf-defang-strip(['etf sourcel'], "None", 1)
* url-etf-proxy-redirect(['etf _sourcel'], "None", 1)
* url-etf-proxy-redirect-strip(['etf sourcel'], "None", 1)
surl-etf- 72 % -V %A L7 [-strip(['etf_sourcel'],"None", 1," Attachment removed")
* url-etf-replace(['etf_sourcel'],"", "None", 1)
* url-etf-replace(['etf _sourcel'], "URL removed", "None", 1)
* url-etf-replace-strip(['etf _sourcel'], "URL removed ", "None", 1)
* url-etf-replace-strip(['etf_sourcel'], "URL removed*", "None", 1, "Attachment removed")
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Strip Malicious_ URLs: if (true) {url-etf-strip(['threat feed source'], "", 0);}
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Certificate) (20 =—2)

« 77— : Beaker 27 ¥ : GEHIEDELNTT (Certificate Is Invalid) (21 ~X—3)
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3T Z 72 (Unable to Retrieve Web Interaction Tracking Information from the Cisco Aggregator
Server) (22 <—7Y)
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