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ctX 2 VT 4 P—EXADOEH (16 X—)

s —bERX T v7TF—hK (18—7)

T I —=FRBLOT v T — NERET L7200 E (19 X—)
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o VE— MEFRBEAOFNME 342—)

e AsyncOS DOLLRTD/N—2 g o ~DiETE (35 2—)

T TIAT VAILEREND A v E—VDERET FLADHRE (37 2—)
o VAT LIRIENRNT A—HDOLETVVEORE (38 —)

CEA—N X2 T 4 TTTAT 2 ADIRMOMEZR (39 X—)

e 7T —hF (40 =—V)

e Xy MU=V REMOEE (67 ~—)

*SAML2.0 ZfEfl L7z > 7V A A4 (SSO) (73 =—)

e VAT A HA L (84 X—)
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TIS5AT7 2 RADEE

LFOX AT Tid, 7774 T 2 ANO— R HERE 2 I E B CXx £97,
T TIAT UV ADY ¥ v AT UBIOHES Q2—)
B A—ILDOZE EEEO gL (2 2—Y)
o —HFEIE L TWAEFA—/ILOZIEEFEOHRR 3 2—)

TISAT AN Yy I VELUVEER

&

ATy T2

ATvT3

ATy T4

TITIAT v Ay y MU UVERITHES LB, BEF2—IZHDIA vE—TEKD
TR TIIAT U RE R THES TXET,

CLI Cshutdown ¥ 7z (X reboot 2~ R&EMHT B, WebAf V¥ —T = A AEFEHTEET,

FIE

[ AT L4 (System Administration) |>[3 v v b & 7 /% A R (Shutdown/Suspend) ]
EIRLET,

[ AT 2 AL —3 3 (System Operations) | =27 3 > C, [#/E (Operation) | Fr v~/
A JA NS [% v bZ D2 (Shutdown) ] £7201% [FHEEHE) (Reboot) ] 23R L F 7,
BAWTW D8R, mHICPAC 6D Z LR <E T TE 5 TOFNARMZBOHA TA
HLET,

7T 7 4 v b OFEIEAET 30 BT,

[fEET 25 (Commit) [227 Vv LET,

BF A —ILDRELERED—FFL

ATy I

ATy T2

AsyncOS TiE, EF A=V OX(F LREZ —HFEIETE £9, ROBEZIFIETE £,

FEED Y AF—FIFEE ) A F—TOET A —ILDZAE,
° q:jdeﬁiﬂg) ]\)( /]) :/i f:ﬂi%ﬁﬁ ]\)( /]) “//\O)’%E%){ _/VODEE%O

CLI Tsuspend =~ REZEMT 57, Web A o F—T = A A&EH L ET,

FIE

[ A7 L (System Administration) 1> [ % v ¥ 7 /42~ (Shutdown/Suspend) ]
Vi N D= S

BED) AF—F13EH) AF—TCOEFA—NVDOZEE —REl LET,
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ATvT3

ATvT4

ATy TH

—BEE LT EEF A —Lo2ELEE0ER [

[A— /L O#EAE (Mail Operations) | &2 v a3 > T, —HRHEILT HRREE 21T Y A —%RINL
FT. TTIAT L AEED ) AT —=PFEET H2581E, VAT —BLTEFA—LDXZE
EAEIETLZ L TEET,

KD RAAL VEFRIFEE R AL V~DE LA —NVOBUE 2 —FHEI1E L ET, BEITST T,
WONTNNEFETLET,

1. T RTOEBFA—NVDOERMEEEIET DL, [FAAL /T RAAL L DOFRE (Specify
Domain(s)/Subdomain(s)) ] 7 4 —/L RIZ ALL & AJjL. [Enter] Z#f L £,

2. ¥FEDRAA L FEEZY T RASL ~DEBEFA—/VORMEEEILT D121, [FAA /Y
7 RAA L DFRE (Specify Domain(s)/Subdomain(s)) ] 7 4 —/V RIZ KA AL U E13H 7 R
AL DLFEINLIP 7 L AZ AL, [Enter] Z L E9, #itko=> U ZBN4
DA, UKD OTFHFA M EEALET,

BIWTCTW B EEGY, BREIFICEHC B b Z < 58 T TX 5 £ TOHFRIM 2 DAL TA
HLET,

BIWVTWAERNTFELRWES, VAT AIEEBICE T T4 02720 £9°,

T 7 4V MEBIEEIT 30 BT,

[(fEET 2 (Commit) =7V v7 LET,

RDBRY

—IHEIE L7 — X2 BT W H I E S T DGEITR, —FREILE L TWAEF A —/LD%
FLBEDOHEE (=) ZBRL TSN,

—FELELTWEEF A —ILDZELEEDEHH

ATy T

ATvT2

ATvT3

—HHEIE L TWDEFA—NVOZEEEBEZHHT LT, [y y N T /PR R
(Shutdown/Suspend) ] -<*— F =X resume 2~ R&EHA L ET,

FIE

[ A7 LEH (System Administration) ]>[¥ % v b & 7 /3% A~ R (Shutdown/Suspend) ]
Vi N D= S
[A—/LD#EAE (Mail Operations) |2 > a2 T, BT OHEEEITY A —2RIRLET,

TIIAT L AEED ) AT —=NFET 25813, U AT —HALTEF A=V O%E &2 M
TEET,

TRTCOBIFA—IN, FFRIFHEDIOULED RAAL L ~DEBEBFA—NVORELZHBELET,

[RAA /YT RAAL L DFEE (Specify Domain(s)/Subdomain(s)) ] 7 4 —/V KT, %4+ 5>
IV EBACDTAa &2 v LET,
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ATy T4 [MeET S (Commit) |27V w7 LET,

HETFF D MEIKE~D )Y +
A\

FE VU TNAUE—T oA RAEFEH LT, £213T7 740 O Admin 2—% T 7 hTEE
R—=FEOF 73V FREEFEH LT Web A & —7 =4 ZAE7-13 CLLICHEEG TR0
Bk, BB PEREEIZ Y By R LW TL 72 &0,

¢l

TTTAT AT AR, HEREOWHIRE THO 2 T IUE e 5 WIEERH Y
T4, HARFOREICY By M5 ETICRER VD, 2=y FEBEITLHAR, RED
RIEZ R DB DOFERLE LTOMEA LT ZEW, HiRomERECc) vy 45
L Web A v F—T 2 A ZAETILCLIN UM S, 77747 V A~OERITHEH Lzt —
v’ % (FTP., SSH. HTTP. HTTPS) NF 4 &—7 &, 1B LB 2—3 77
FOIBRSIVE T, IROFIET, iR OPIEMREEIZ Y By P TEET,

sWeb f V¥ —7 = A AT, [VAT LEH (System Administration) > [fRE 7 7 A /L
(Configuration File) ] X—Y D [Vt >k (Reset) | RZ > %27 U v 7T DM, [VAT A
BHL (System Administration) ]>[> A7 A&y b7 w7 U ¢ — K (System Setup Wizard) ]
D [FEFEHRDY £~ b (Reset Configuration) | R¥ &7 U w7 LET,
«CLI T, resetconfig 2~V R&fiHLET,

\)

(GX) resetconfiga <~ KL, 7T ITAT UV ANE T T4 VIREIZHD EEIZOHEIEL FT,
HIRIREOREIC Y By M LTzth, 77 T4 T AEIA T4 REBIZED £,

RODRTYT

VAT ARy MYy T U4 = REFATLET, FEMICOVWTIE, VAT LAY FT
T U4 = FOMHESRLTIES N,
c A—NBEEA T LT, A—AEE R L3,

Async0S D/\— 3 VIBEBD R

TSITAT 2 AZBEA VA M= EN TS AsyncOS DA— 3 > ZFERT 5121, Web
AV B =T 2 A AD[E=H (Monitor) | A ==2—05 [V AT LEE (System Overview) ]3—
CEMEHT ) (AT L AT —ZA%ZM) | CLI Tversion 2~ REEHL £,
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CiscOEA—I)L X T 4 FITSZATUVADTIA Y
A

e TA LA F— (5—Y)

SR F—
s TABUA F—DBEMBIOERH (53—-)
e TA B AF—DE L a—RET I T 4 _N—= g OHBNE (6 3—)

« WIRGINUVBKREF — (7 ~—2)

PTG REA—NYEX2 T 4 TTIATLVATIE., A BV A F—OREZLEH LWL
AL TLIEE,

FJAELVR F—DEMELUVEE
WY 754 TV ADRE, FTA B AXF—I1ZT FIAT L ADL Y TAERSICEHAT, A%
LENTWAHEEICEA TT (O AT A ED1I DDV AT A THF—2HAATHZ 213 T
XFERHAL) .

CLIOZ7 At A *—%MiHT 5HITI%, featurekey =~ FEfEH L £7,

FIE

AT T [VAT LEH (System Administration) ]>[7 A4 &> A % — (Feature Keys) ] #ER L £,
ATV T2 T varDET:

S]] BREFIR

FITHFDOTA B A X —DAT—H A% [V T )V 5 <serial number> D7 A & A F—

HRLET (Feature Keys for <serial number>) &7 v 2 > % fif
BLET,

TTITAT AT LTHEITSNTY | [IRET DT A & X (Pending Activation) &7 2=
T, ERET I T 4=y a STV | VEHRLET,

WIA B A =K RLET HEIX Yo m— RBLOT 75 4 _— g v 2%

WL TWAESIZ., 94/ Z2AF =320V X MNZ
FEREINEEA,

227058 |}



B o toxs—osyn—re7s7r—vavoant

DZSN & |

B&Y BREFIR
RITFITEINTZTA B AX— %2R | [IREFT DT A 22 A (Pending Activation) [&Z 7 T =
% VT, [FTLWVW¥—%F = v (Check for New

Keys) | hNZ %270 v 7 LET,

ZIUITA B AF—DHIFX T — RBLOT
ITF 4 R_R— g UEAINI L TR WS, 720X
WOBETF =~ 7 DRIZTA BV A =% F T
0— RT3 0ERH HGEITHEILBET,

FITSNTZTA R AX—2T I T 47
fbLEd

[REHDZ A& A (Pending Activation) ] U A k
T, [ERLI=F—%2 20 (Activate Selected
Keys) 1227 V> 27 LET,

HLWTA LA F—%8MLET

[HBRED A%t (Feature Activation) | &2 v 3 vV %
AL ET,

RDERY
ESPERENS

e TA LA F—DE T —RET T 4 R_R— g COHBE (6 3—)

* [(%E 7 7 A /L (Configuration File) ]

N=Y (133 =Y)

FSAEVARAF—DEOUA—FRETHITF4R—23 VO EBE

CDOTTIAT VALK L TRITENT-TA B AFZF—Z2HIHICTF v 7, Ay —RE
ST T4 TG BEIT I IA TV AERETEET,

FIE

ATy T [VAT LEHL (System Administration) ]>[7 A &> A F—OFE (Feature Key Settings) ] %

ARTYT2 [TA4 A X—REDOMHE (Edit Feature Key Settings) 1 %727 U v 7 L7,
ATYT3 HLWIA B AF—DOF = v VHEZHRT 21T, ) ~ T RErz2r ) v LTL

ZE,
ATy T4 REFRHELEELET,
AT9TE ERzEEL, RFELET,

RDBRY
HEIEE
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c TA A F—DBEMBLIOEHR (5—)

HAR It gE %+ —
Sk A F—OHEGPIENGNDEE . —5%0 90 AT, 60 HET. 30 HaG. 15 HAEG. S
Hai. 1 B, BEXOF—RPEHIT 79— BB EINET, TNHDT7 7— F2ZETDHIC
X, VAT AT T— MIBEIINLTWDZ EEHERLTLEZN, iz WTIE, 77—
(40 =) ZZMLTLLZEW,

(WebA v X —T oA ZA%EMHEHLT) T7EALLI L LTWABBEDHEE — DA ZIHIEA
TN TWABEAIL., A aDHEYEEFITVR— MEEE CITEK &N,

CiscoEA— )L X2 TARET7 ITSATUVRADTA®
A
EA—NEXa VT AT TI7AT A0y 8T v 7e T4 AFHIZOWTIL,  [Cisco

Content Security Virtual Appliance Installation Guide] ZZH L T 723V, ZO~v=a 7 /3,
IR SN TV DG D AFTEET,

CE) (KRBT TI9A T ADTA RV AEA LA M—=)VT BRI, T =DV YHR—FD M %
B2, ¥RV AT A Y NT v U4 P —=REFEITTIH2ZLITTEEEA,

RETITSATUADTA o ADEHHR

BT TI5A T ADTA B ZAOFMIBERTN TS 1808, 27 7747 2%k
F2UT 4 P—ERRLTA—ILVOEGEEFHITLET, ZOHEP, tX=2U7 4 P—E R
IIEH SN EE A

T A AOF RN A RES A S 180 HRET, 150 HAL, 120 HAT, 90 HAG, 60 HAEl, 30
ART. 15 BHAf, S BAT. 1 BAl, BER0OBENCZT 77— b3 #ESNET, £/, HTHRO
BTIZoW T, FLHBETTY 7— X ESNET, Zbid, [ AT A (System) %A
7. [EK (Critical) JEKEL VDT 77— FTT, EEIZT 77— FBE< L2 T DT,
77— MZEHDEM (41 =) ZBMLTLEE N,

INHDOTT—RMIVAT A v I biEENET,

BxDFTAEy AX—N, BT I T ADTA v ALY LIRS 2 L n
HYET, CNOEOFEDMBNITSNTEZHEICH, 77— MR XEESHET,

Eapees]=]
ART 7T A T 2 A TOD AsyncOS DIEITLHN T A & RTHEZ KIF T Aleett (36 ~—
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HEI7FAILDOEHE

TTIAT LV ANOTRCOHREF, 1 DORE7 7 A NVTEHTEET, 20774 MZ
Extensible Markup Language (XML) X CHREINE T,

D77 ANFROBEEDTHIETHEATE £

CRET T ANERNDOUAT MARF L, BERRET — XN\ 7T v 7B IR TX
FT, TTIAT VADHREXMER T2 5E, RELTEERFOa L 7 4 X2l —a
T AN Te—nA Ry 7| CTxFET,

WEFOaA T 4 X —var T rANEX A —RL, T I7A4T VADOLRKROEE
EHRPRIMRTEET BTLWT I FDELIT, XML 7 7 A VxEHELV XY 7T
DEENGENTVET) , BEOREII~AFT—x2T7— FANRE) Bh-o728HGE,
ZOBREN N T TN a—T 4 U TIENLDZ R 7,

WO T 4 X2l —va T rANVEX T a— KL, BEEETW, TOT7 74 V%
RMUT 7747 AT v 7 a—RTEET, ZOHET, FENHREDERZITH 12
WIZCLL & Web A ' Z—T = A ZADW TN [NRA R SvET,

FIPT7T V¥ AZMEH L TREZ 7 ANEERET v T a—R LD, BEZ 7 A NVO—FE
7old AR % CLUCESZRE D AT 720 TE £,

c 77 AMEIXMLIERTH L7280, HET 7 ANVDOTXTOXML =T 47 ( ZEHRT
%, BH#fFF 54072 Document Type Definition (DTD) bHfEffi&ivE <4, XMLEEET 7 A
NET v 7 u— KT ARNICZODIDE#F 7 —RLTCXMLREY 7 A LV ERFETE £
T (XML FRGEY —/idA X —F >y N CRBEICAFTEET) &

XMLEREE 7 7ML EZFR LEE#HDODT7 TSAT7UoRADERE

BT TITAT VANPSEEORET 7 ANEL T a— R L, BEEZTH, BOT 75
AT VAT v 7r—RT&ETd, XY, BEOTTI7A T ADAL VA F—L%&
HICEHETE L L 2ICR D 7, BlRRTIE, RET 7 ANECX V=X TFI74
TUVANMBEM VY =X T T T4 T A Zr— RTEEHA,
e HDBTTIAT U AN T e— RENTEBEFOa 7 4 X2l —ar 77 A Ve,
O Tv v a AIHEITEET, BEOTTIAT RRED) TRXTOT ST
AT VATHET LN 6DE7 v a v 2ER L, 3787 a OBHKCZINLOE
svarvEMoOT I T A — RTEET,
7= & %X, GlobalUnsubscribe 2~ R&T A N T H7-DICT A MNRETT 7947 A &fEH
TEET, 77— UEEEIEY A M EZEUICRE LZSGEIX, TAN T I9A4 T ADT
B SUERMEIEIERE Y 7 v a VBT R TOERBRB T 774 7 v AZu— R T £,

a4 xXal—a3arI774ILDERE

TTIAT VATRET 7 A NVEEHTHITIL, [AT LEH (System Administration) > [3%
JE7 7 A /v (ConfigurationFile) 127 U v 7 LET,

[XE 7 7 A /v (Configuration File) ] X—IIZiX, ROEZ v a URNEENTVET,

B o x7LoEE



gaogE 77 vogassvzszf—+ [}

o [RAEDOFEE (Current Configuration) |: IEDOEE Y 7 A M ERGFRE LR 7 AR — T
LTI L ET,

« [(XE% v — K (Load Configuration) ]: iRE7 7 A VR LT E o — KT5720DIC
EHLET,

c[mr Ra—HFEe—T VA NTrYy 7 YRART—=FX—=2Z (A NA[FHE)  (End-User
Safelist/Blocklist Database (Spam Quarantine)) ] : ibAIZOWTiX, E—7 UV XA B LT
2y 7 JANEFEHLEEERICESSE A NVEEOREB L OE—7 U A M7 ey
JIVANDNNy T v 7 EEIEZR LTI TEZ N,

s [REBWDOYU > b (Reset Configuration) | : BUEDFRE & HimHFT 7 4 /L MEIZU & v
AR LET (VY MNCRELZRFT OLERSHY £7)

\}

GE) REX—CIEEIRE T 7 AN R IX 7 L —X e ILT, BELE 72\ PEM ERT
GEOLILET,

HEEE

cBUIEOREZ 7 A VORFB L7 AR — K (9 —)
el T 4 X2l —ar TrAror—FK (10 2—)
RET 7AINDA—)LERE (10 2—)
CHBUEOREDY By b (13—

REDREI7AILORESLUVII REKR—F

[ AT L& PE (System Administration) > [fX7E 7 7 A /L (Configuration File) ] ~3— 0 [HIFE
DOF%E (Current Configuration) | © 7 v a v &HHAT D L. BIEOHRET 7 AV E, u—hb
YV UARLELTED  TTTAT o ATRAFLIZY  (FTP/SCP /L — bk @ configuration 7 L 7
FUICERFEENRET) | BESNET RLAICEFA—LTEELEZY TEET,

WOTERIT, BET 7 A MIATRES N EE A,

cURL7 4 V&V U THEECTHH SNA T —E R LD X o 7 RlFEICHEH S DR E,
o [T 7 = YR — MZWAEDHDE D (Contact Technical Support) ] ~— UIZERTE S LTV
% CCO =—H ID &% ID,

[XET 7 A NVAND/NAT L —RX%[E7 (Mask passphrases in the Configuration Files) ] 7 = » 7
Ry 2% 7V v 7 LT, 2a—HFDONRRAT L=~ A7 T&ET, "ATL—X~v AT
Dl EORBLEINT NATL—AN, 7 AR — NEFIHMEESNTZ T 7 A LT [Heekx
WEEH2 ONET, 7720, NAT LU —ANT AT ST E T 7 A /L% AsyncOS IZFFOY
0— RT5ZLETERNILICEELTLLIEE N,

[BXEZ 7 A NVND/SA T L—X%[279 (Encrypt passphrases in the Configuration Files) | 7 = >
IRy I A% ) v 7 LT, 2=HFDORAT L —X%~<v A7 TXET, KRIZ, ks,
RET 7 ANNOEEREX 2 VT 4 NI A—FEZRLET,

« AEHE DR F —

« RADIUS /XA U —

LR LEHE
|
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B scorrox—nigeE

« LDAP /XA > RDO/RA T — R

e — ) Z—HFDONNAT— ROy =

¢« SNMP /RS2 — |

« DK/DKIM &4, % —

« J&(Z SMTP i/ A T — KN

e PostX BF={b % —

«PostX Bf 57y NRAT— K

FIP vz ual TR UT g D/RAT—FR
« IPMILAN /X2 U — R

« 7w T —4 % —,30 URL

ZHUZ, saveconfig 2~ REFEHLTCa~vr RIA v A2 —T A ATHERTEET,

BET7AILDA—)LEE

m A N

)

[ AT LB (System Administration) ]>[FXE 7 7 1 /L (Configuration File) | D [V 7 A V%
A —/LCi.fF (Emailfileto) |7 ¢ —/V R&EHT 575>, mailconfig 2~ > R&#H LT, BIIE
DFEEERN 7 7 ANE L T2—WFIZA—NVIEEFETEET,

varvoJrALmo—F

[ AT L8P (System Administration) > [fXE 7 7 A /L (Configuration File) | ~<— @ [GXiE
Zw— R (Load Configuration) | &7 v a UMM LT, HILWREFTHRET 77147 AU
= — ]“Li‘a—o :j’ui\ loadconfig A< ]\%ﬁ"iﬁﬁ LCa~r NI A FZ—T A AT

LR TEET,

* configuration 7‘/{ L7 hU L:‘rﬁﬁ&%*ﬁ%?ﬂ L. 7Tvu— }\“g’*éo
RETZT 7 AN BT —HN LU NHEET v Ta— 15,
REH WA B 11T 2,

GE)

INATV—APN AT SNTZRET 7 A /WTu— RTEERA,

IR E—RTIE, VIARZFELNIT T IA TV ADWVTNOREEZ T — KT 50 %FEKRT
EFET, FTAIREET— FTDFREICOWTIE, 7T ALENTEZT 774 T 2 ADRIE
DOr—RFEZR LTI,

EOFEDHAETYH, RED EBIZROZ T2 ED H0ERH Y 77,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">

<config>
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avrs®ar—varraroa—F I

. your configuration information in valid XML

</config>

</config> B UH TIIREHEROBRIIEET D LERH Y £9, XMLIEXOMEIX, 77747
Y AD configuration 7 4 L7 kU IZd 5 DTD (Document Type Definition) % H L CHEHTs
LOMEEENFET, DID 7 7 A /L DARIE config.dtd Ty loadconfig I~¥2 REFH L~
LXILa~vwr R IA4 U TCRGET 7 — 3@ Shvizihe, BHidr— REhvEtA, REZ 74
NET v 7a—RTDHHIE, TTITATVAONETDID #4vra—KL, ZE7 71/
EREECE £,

WTNDOFHEDEETH, RE7 7 ANVER (& ENOZ T THD <config></config> CE
FINTMER) FEHRET 7 A LD complete B L N unique 727 v a v (ERROESH
77j)/é\ij’b\ <config></config> &7?‘”:{?@?5%6\) ;’A_—’/( :/7170‘— ]\VC% iﬁ‘o

complete (584%) | &iX, DTD CERSNI-Y T &7 v a v Ofthy 7B IO T % 72k
MEFENDZEEZERLET, L& 2T WONEET v a— NEITMTLET,

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport enabled>0</autosu

</config>

ZOREE. Ty 7= FRICKHEET 7 =03 A L&, 2721,
<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<config>

<autosupport enabled>0</autosupport enabled>

</config>

ZO%GEIE, BRET T = RAELEE A,

lunique (—&) J &iX. 7y e —RERIFMEVMSTONIREZ 7 ANOY T2 g
N, RELLTEZENTRNWIEEZERLET, 2L 2T, VAT HIX1IDODHRA N LD
DI ENTE 721/‘7%?5{)\ &@W?g (Eék <config></config> ’77%@@’) %7‘)7013“‘ ]\'@‘
HZ LIEFRETT,

<hostname>mail4.example.com</hostname>

FRONBTHFEINET, 2L, VAT ATIIERDO Y AT —%2EHRTE 520 (VA
T LR RDZEET VA T T ANERSNET) |
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RS T EERENTE Y

<rat>
<rat_entry>
<rat_ address>ALL</rat_address>
<access>RELAY</access>
</rat_entry>

</rat>

FROANBLZTZT v 7u— R0 83BEN L Rash, 5B M XTH THIFA]
ShEEA,

RETTANEITIRET 7ANDY T T a 27 vru— RERITETT 2581,
P ORRREND D, IRESIVTWRWEAERHEEINLIZ EBH Y 9,

RIET 7 ANDT 4 A7 FIROE O L THR, BUET 7 I7A TV ARGFEINTNDT —X D&
FOH NSNS, RET 7 ANVTIREESNTZ YV +—Z &M= T72012, &biHWT—2 Ml
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T F T L— REBIOT v 7T — FO[EJ T Cisco IronPort 7
TT—= b F=NTT,

Ty T T L—=RET v T MR UREEREMN T D120%, £
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VHE—T 2 A ANEKRINET, TI7ANVRITIE, TTIA4T
VAIERTAA v H—T o AEERLET,

HTTP 7o& 4—N
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GULIZER RSN TWH Y —EXA T ESNLG AT a D7
Y=oy

Tax =N ERETDHE, TRXTOV—ERDT v 7T —
FOTeOIZERTE £,

HTTPS 7% 4—
(HTTPS Proxy Server)

HTTPS 2 L7473 D7 ax $—,3, HTTPS 7o %
B NREEHRTHE, GUIICERINTWVAF—EZ2DT &
77— b CEHASNET,

RATYyT4 EREAREL, RIFLET,

BE 7Y 77— FDHRTE

FIE

ATY 1 [BX =2V T 4 —E A (Security Services) > [V —EADT v 75—k (Service Updates) ]
NR—=VIZBE LT, [EHREEMmE (Bdit Update Settings) [ %27 U v 7 LET,

ARTFYT2 F=v IRy I RAEF NI LT, BET v 77— b X =7 M LET,

ART9T3 ToTT—MiE ROT v 77— bOMERE CICHHET 20 2 AT LET, HFO®KIC
m (47) BEOh (FF) ZEML LT, KT > 77— MERIE 1 RF# T,

Ty IT—3—I\OiAEOENMEEZRIT 5=-DDT T34 T >

ADEKRTE

EX—NN X2 T 4 TTIAT VAT, TTITATVART v 7T —4 — R L@ET
HNT, YAADT v T =2 P R"OFEHEOGNE AR TEET, 24T a R
RESNTWAEGE, BEECKRWT 2 &, EFiFvra— RaSnd, 5N 7T v 75 —4 1
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TO%L Y—NEDBELEET L3517 TI51 702 58%E [

mail.example.com> updateconfig
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers

Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Update interval: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled
Choose the operation you want to perform:
- SETUP - Edit update configuration.
- VALIDATE CERTIFICATES - Validate update server certificates
- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> validate certificates
Should server certificates from Cisco update servers be validated?
[Yes]>
Service (images): Update URL:
http://downloads.ironport.com/asyncos
Cisco IronPort Servers
Cisco IronPort Servers
Cisco IronPort Servers
Cisco IronPort Servers
Update URL:

Feature Key updates

Timezone rules

Enrollment Client Updates
Support Request updates

Cisco IronPort AsyncOS upgrades
Service (list):

Cisco IronPort Servers
Cisco IronPort Servers
Cisco IronPort Servers
Update URL:

Timezone rules

Enrollment Client Updates
Support Request updates
Service (list):

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

(>

JOXF L H—NEDRIEZEETAEIITTISFAT U RERE

BRI TRNT 0 F o —_"2 M LTV LA, 7'r % U REEOEL ITHEH T2 CAREH
FE2TTIAT U AZBMTEEY, ZHUCKD ., T I9A4 T A3 T s b—@EzE
HELET,

ZDOF T a rEERT DX, updateconfig 2~ > REMH L LT, kOB, Z0A4 73
VEWRT D HEER L TOET,
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mail.example.com> updateconfig

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAWIBAGIBATANBgkqhkiGIw0BAQUFADCBGDELMAKGALUEBIMCSU4x
DDAKBGNVBAGTAOEBUTENM . « & v v e eee e e eeeeeeeeeeeeeeeaeeeeeeeeeneanns

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>

AsyncOS D7 v 745 L— kK

FIE

ARV KRFERERETYVa Y S

ATV TN EEETLTCWRWESIE, 7To | Ty 7 7L —RBLOT v 77— &
ToTT—h e T T T L—ROZTNGT L7200 E (19 X—)

0 — RZEH SN AOREEITV. Zhb
DOH 7 v— REPR— L TEETE
BFBTErErIRxy NU—T 2 EY b
77 LET,

ATy T2 T T T L~ FHATREIC 2 DE % | AR T » 77 L— Kok (29
BB L. A VA h— AT B8 I Dai| <)

ELET,
AT TINET v 77 L— FOFITHNT, MHHZ A | AsyncOS DT v 77 L— KO (30
LR A B FIT LET, ~N—=2)
JIAEIRNO< DT T T 1— R
ATFYTE|T T T L —FREFTLET, TyTTL—RDF 7 ra— R AR

r— (31 =)
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T T T L—REEAON T a<r ROFEMIZOWTIL,  [CLIReference Guide for AsyncOS

for Cisco Email Security Appliances]
(http://www.cisco.com/en/US/products/ps10154/prod command reference list.html) ZZ:[f L T<

EEW,
FERTEERE Ty T L— FO@EH

F 7 4V F T, AsyncOS 7 v 77 L— RINT 7T A 7 ATHEMA A REREGA, BHEEB LY
HE OMERRZFF o2 —FIZIE, Web A v ¥ —7 = A AD_EFIZBHANEREINET,
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B#Y 1B1EFIE
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StEoEMAERIET S (EHEEHERZE O |[E#ET 774 7 A (Management Appliance) ]

—FDIr) >[ AT LEE (System Administration) ]>[3 A
T LT w77 L— R (System Upgrade) ] IZfHE)
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SthommE I o (EEEMERZF O |[F#T 77 47 A (Management Appliance) ]

2—FDH) >[V AT LEH (System Administration) ]>[3 A
T LT v 77 L— R (System Upgrade) ] IZf5HE)
L/ i—é—o

AsyncOS D7 v 745 L— FD#(H

ATy I
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ATvT3
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NANTZ7T4 AL LT, ROFEEFATLET v 77 L — FOUEREHEE L £7,

4r&O SRS
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FIE
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AsyncOS % Cisco IronPort #—/313 6 TR =L =06 [ BIOEETH T om— R
LT T T L= RTL5AE. Ty 7L —REIF v e — RRICHEIZETSNET, 7y
T L= R 7 uat ZOBRMBEIC, AT 10 BRFERSNE T, ZoNT—nFE RIS T
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BT TEET,

XL B
s Cisco MBEWET v 77 L—FReFdyra— R0, Fdxy hU—7 EOH—30
LT T TVL—RA A=V %BFANTEINETRLET, KIZ, BRLIZAFXEHFR— |
THEOECRY NT—TI %2y Ty LET, LT, BRLEAFTENLT v 77
V= FREAFT DT I IAT U AERELET, Ty 77— RFBLOT v 77—
FNERGTH700ORE (19 =) BROT v 77— RBLOT v 7T — &4 U
ya— RT57200F—"®E (233—) 2L TIEIN,
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WLUET,
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Date: 23 Mar 2005 21:10:19 +0000

To: joe@example.com
From: IronPort C60 Alert [alert@example.com]

Subject: Critical-example.com: (Anti-Virus) update via http://newproxy.example.com
failed

The Critical message is:

update via http://newproxy.example.com failed
Version: 4.5.0-419

Serial Number: XXXXXXXXXXXX-XXXXXXX

Timestamp: Tue May 10 09:39:24 2005

For more information about this error, please see
http://support.ironport.com

If you desire further information, please contact your support provider.
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by $engine.
PROTOCOL MAX_RETRY y >eng rengine) : fF SR TN DTL UL,

T4LY M)ERFKE (DHAP) 75—+

PLFDFIL, AsyncOS THRSND S ESEZRDHAP 77— DU A NTY, 77— b
HEBEBRENTHINTWET,

RIURETDHARELHDETA LY N ESRETS—FDYX k-

75— t% (Alert Name)

Ayt—T LA

di
%
I
3

LDAP.DHAP_ ALERT

LDAP: Potential Directory Harvest Attack detected.
See the system mail logs for more information
about this attack.

Mk A

i, T4 L7 b )RR O ATREME 2
LIEGRICEESNET,

N—FK9z7 75—+

LT D#FEIZ, AsyncOS THEMRINDHIESERN—RKV =T 77— DU AKNTT, 77—
hOF & ERENFTH A TWET,

RARETDHARMNDBEIN—FIZT7 75— FDOUR

77— k4 (Alert Name) Ayt— LA IS A—4
INTERFACE.ERRORS Port $port: has detected $in_err input errors, Sout err| [lport] : A > % —7 = A
output errors, $col collisions please check your 24,
media settings.
lin_err] : wEDOA vE—

R

= Ho

BICEESNET,

A B =T A TT—%EH L8

LD AN =T —%%,
lout_err] : kDA v
t—YUBOH =T —
ﬁo
fcol] : HBDOAvE—
LI /R o 255,

B o x7oEE




| vz27LE8

2ism7s5—+ [

75— k% (Alert Name)

Ayt—T LA

INTA—4H

MAIL.MEASUREMENTS_FILESYSTEM | The $file_system partition is at $capacity% capacity | [file_system] : 7 7 A /L3
AT LD

L T AR =T g UINTSY% O
(NI SV AR E SN E T,

$¢ 1

lcapacity] : 77 A /LA
T LDOERAR (%) .

CRITICAL

MAIL.MEASUREMENTS FILESYSTEM, | The $file_system partition is at Scapacity% capacity | [file_system] : 7 7 A /L'
AT KDL

JUFAAN, F g AT ST 43 IR 90

mE) ICEEEShET,

% OHEIFICELZHE (95%. 96%. 97% | [capacity) @ 77 A /L%
T LhOfHE (%) .

SYSTEM.RAID EVENT ALERT A RAID-event has occurred: $error lerror] : RAID =5 —®
ke He > H RSy 5: #— X I\ o
AL BEEK 78 RAID-event 233 A L7285A1T 1%
fEEanE+,

SYSTEM.RAID EVENT ALERT INFO A RAID-event has occurred: $error lerror] : RAID =5 —®

1H#, RAID-event WRA L7-HEITEEIN
S

T XA b,

ANLIBEET 5 — k

LT OFEIEL, AsyncOS TAEREND S ESERANLRHET 77— DY A RTT, 77— D
A E ERENTH I N TVET,

RERETDABEMNHDIRANLREETS— DY R+

75— k4% (Alert Name)

Ayt—T LEREA

INSA—4

ISQ.CANNOT _CONNECT OFF_BOX

ISQ: Could not connect to off-box quarantine at $host:$port

fE#, AsyncOSS (A 7R 27 R) IPT KL AL
TERWEAITEEINET,

Thost] : A 7HR w7 &
fREED T N1 A,

lport] : A 7Ry 7 &
WRBEIZ e 28— R,

ISQ.CRITICAL

ISQ: $msg

VT 4 vy ANLREBECER R T =03 A LT
LallEE SN ET,

fmsgl : R"RIND
Ayl—Y

ISQ.DB_APPROACHING FULL

ISQ: Database over $threshold% full

lthreshold) : 7o —k

i AN AREET — 2 R_R— AR T WA I
FEEanEd,

ZBIMAT RO L&
VM
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75— k4 (Alert Name) Ayt—T LA INT A=A
ISQ.DB_FULL ISQ: database is full
VT A AN, ANLREHET — 2 _X—=ZRT o
e A s B SnET,
ISQ.MSG_DEL FAILED ISQ: Failed to delete MID $mid for $rcpt: $reason ‘mid] : MID
et 2R NRHED D OFETF A — L OYIRIC R LT | Trept) @ Z2{EE £721
LEIHMESNET, lall}
lreason] : A vt&—
PDSHIER S e W B
ISQ.MSG_NOTIFICATION FAILED |ISQ: Failed to send notification message: $reason lreason] : EEISE(E
o | ARV ER
i, WA Y-V OREITRRLIZGAITEE S
NET
ISQMSG_QUAR_FAILED i, Ayt — VORI LA IR R Sh
j‘@
ISQ.MSG _RLS FAILED ISQ: Failed to release MID $mid to $rcpt: $reason mid] : MID
et Xy —VOBKICRB LERaIcEEShE | Tropt)  ZEHFEE
+ lall]
lreason] : A vt&—
DMFER S AU B
ISQMSG_RLS FAILED UNK RCPTS |ISQ: Failed to release MID $mid: $reason mid] : MID
Sk ZREEDRWAOLD, A ve—VORKIcHkM| Treason) @ Ay E—
LICG Bk ESnE7, DML S e W ER
ISQ.NO_EU PROPS ISQ: Could not retrieve $user’s properties. Setting defaults fuser] : =T R=—¥
\ - %
. AsyncOS 23—V DIFH Z G TE 20 GEIC
EEINET,
ISQ.NO_OFF BOX HOST SET ISQ: Setting up off-box ISQ without setting host

. AsyncOS D3MREEEZ 22 L O ICRES L
TWDHDOD, HHBRREEN EFR SN TORWEGEIZIE
(EIEYEI N

t—JURNMNTAYVIVRNTI—F

WDFEIL, AsyncOS TERENL S EFSER—T7 VA MNTuy 7 UANTI—FDY Ak
T, 77— FOMBHLERENZHINTONET,

B o x7oEE
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K6 RETIHARELNHDIEL—TVRAN/ITAVIVRAFTIT—FDY R+

v257875—+ |

72— k4% (Alert Name) Ayt—T LERHA NS A—4
SLBL.DB.RECOVERY FAILED | SLBL: Failed to recover End-User Safelist/Blocklist database: lerror] : =5 — DK
*$error’.
JUT AN, B=TVANTOY 7 JRARNT ==
DEFIFIZRKBLE LTz,
SLBL.DB.SPACE LIMIT SLBL: End-User Safelist/Blocklist database exceeded allowed disk | Tcurrent] : 5 — & ~X—
space: $current of $limit. 25 (MB)
VT4 N, B—T7YANTaYy 7Y ARNTF—=F2_—2| [llimit] : #&E Il
WA ESNIT 4 A7 kAl L E L, PRAE A& (MB)

\'I
N

WOFIE, AsyncOS TERSIND S EFSERVAT AT I— DOV ARNTT, 77— hOji
HEBERENGTH SN TOET,

R7:FEETDHARENHSIVATLTI—FDUR

AVR—XRU MNT7S5— 4 A yt— LEREA INTA—4
AMP.ENGINE.ALERT BER~ LY = T HEHORRMEICEET ST |-
T — FOZEOMRESIR LT Z 0,
AsyncOS API 77— k [ AsyncOS API for Cisco Email Security -
Appliances - Getting Started Guide] @ [Alerts |
w7 varESRLTIEIN,
A—NRy 7 AHBMEERET 77— |0 [77—h 7 varazslBL TS |-
K W, A—VIRy 7 ATOA v —VDEE
COMMON.APP_FAILURE An application fault occurred: $error lerror] : =7—OT7 %A b GBAFIX

o

Bk, AT TV r—va UEERFEEL
EHAEICEEENET,

rL—2Z% 7)

COMMONENGINE AUTO UPDATE_

ENABLED

<Slevel>: <$class>

B . AEER R E DT P <Sengine>
W LA R > TWEd, ZhTZo=x
VUUVOHBIT Y U UEH ARSI
e FET,

'$engine' : —E 2 =T DAHET,

Bk L B0 TT,
* Sophos
* McAfee
o« J LA A—)b
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AVKR—FRUNT7I— 4 Ayt— LA INTA—4
COMMONENGINE AUTO UPDATE | <$level>: <$class> '$engine’ : P—E R T2 P DA R,
DISABLED BERO L 50 T,

T BE AR E DT ¥ <Sengine>

(R LTINS 2> TOET, o= | Sophos

LD SAREN— D CHBEHEED |« McAfee

CLAVIRY, SOV oHBEHEE|

TS 2 &b Y EE A, PTVAAI
COMMON.KEY_EXPIRED Your "$feature" key has expired. Please contact lfeature] : AZRWEHE T ARERED
ALERT your authorized Cisco sales representative. VAR

%% T4 B A F—DAHIIRPGINTZ

ek E S ET,
COMMON.KEY_EXPIRING _ Your "$feature" key will expire in under $days lfeature] : AZRVERE T ARERED
ALERT day(s). Please contact your authorized Cisco sales £ 811,

representative.

ldays) : AR EIND £ TOR
%io§4tyx%~®ﬁ%%@ﬁﬂné #.
GalcikE S Ed,

COMMONKEY FINAL EXPIRING | This is a final notice. Your "$feature" key will [feature] : HRWEIE T ARERED
ALERT expire in under $days day(s). Please contact your £ 811,

authorized Cisco sales representative.

ldays) : AZIHIRAGIN S ETOH

il TR UA F—OHBHIRBYIND | %,

e Dicte D@ & L TIRE S NE T,
KEYS.GRACE_EXPIRING_ All security services licenses for this Cisco Email | ldays| : 77— M X{EHF S CTORET

ALERT

Security Appliance have expired. The appliance
will continue to deliver mail without security
services for $days days.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

I VT4 TN, BREBT FITAT L ADTA
> ZF BRI SN T, BT IR O BRARHE R
MOEMIIIZIEE S E T,

WMok 34k,

T A OFEMIZ DWW T, (RART 7
TAT UV ADT A & ADH MR
(7T~=2) ZZRLTIZEN,

B o x7LoEE
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AVKR—FRUMNT7S— &

Ayt—T LA

INTA—4H

KEYS.GRACE FINAL EXPIRING
ALERT

This is the final notice. All security services
licenses for this Cisco Email Security
Appliancehave expired. The appliance will
continue to deliver mail without security services
for 1 day.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

VT 4 TN, BT TI3AT A TA4E
VADFHHBEO 1 AFNCEEESNET,

WA OFERNZ W T, KT 7
FTAT LV ADTA o AR
(7—=2) BBRLTLIEIN,

KEYS.GRACE EXPIRED ALERT

Your grace period has expired. All security sevice
have expired, and your appliance is non-functional.
The appliance will no longer deliver mail until a
new license is applied.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

I VT 4 HIv, BT T4 T v ADORET
MEwmEs LREINET,

PRI OZEMIC OV TIE., (RAET
FTAT LV ADT A ADFHR
(7—=2) BBRLTLIIEIN,

DNS.BOOTSTRAP_FAILED

Failed to bootstrap the DNS resolver. Unable to
contact root servers.

i g

e TS AT AN L— k DNS H—
IZRIWEDE D Z ENTERWNWIEAITEEE
NET,

COMMON.INVALID FILTER

Invalid $class: $error

ik, BT 4 NV H DHET DA ITIEE
SNET,

lclass ] [Filter] . [SimpleFilter]
R EDWT I,

lerror] @ 7 4 /L& NS 72 BRI B
T 25BN D
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AViR—RU MNT7S5— R4

Ayt—T LA

INTA—4H

IPBLOCKD.HOST ADDED TO
WHITELIST

IPBLOCKD.HOST ADDED TO
BLACKLIST

IPBLOCKD.HOST REMOVED
FROM BLACKLIST

The host at $ip has been added to the blacklist
because of an SSH DOS attack.

The host at $ip has been permanently added to the
ssh whitelist.

The host at $ip has been removed from the
blacklist

Warning,

SSHZEILTT T4 T 2 A~DHi & ik
TWAN, BRI VT ooy vafiR L
WIP 7 R L AIE, 2 43PN 11 BB EEkTT
IR L2856, SSHO T 5 v 7 U & MNZiB
mEivEd,

RUIP T RLADLSLZ—FRIEFIZr 7 A
YTHE, FOIPT RLREFHRTIA R R
MBS vET,

RUA M)V ZAEOT LRI, 7797 U A
MTHBEKESNTHNTHE T 7 B ARFAI ST
i‘ﬂ—o

1 BRBERICEOT N VIET Ty 7 U R
R 6 BERIICHIBRS N ET,

lip] w7 A &3ITLIZIPT FL

Xo

LDAP.GROUP QUERY FAILED
ALERT

LDAP: Failed group query $name, comparison in
filter will evaluate as false

7 VT 45V, LDAPZ)V—7 7 =) —|Z%
LG EICEEENET,

lname] : 7 == U —OD4HT,

LDAPHARD ERROR

LDAP: work queue processing error in $name
reason $why

7 UF 45y LDAPZ =) —% (§_TD
P— NTEAITLT2%) ERICKRLTELEIC
EEINET,

: 7 =Y —D4Hi,
T —NFRAE LB,

lname

fwhy |

LOG.ERROR.*

IVT 4N, SEIEREXF LT TT—,

MAIL.FILTER.RULE MATCH
ALERT

MID $mid matched the $rule name rule. \n
Details: $details

¥, Header Repeats /L — /L7 true & FEAfl <
NLHRTHEESNET,

mid) : X v E—YO—EOMZE
o
lrule_name] : —# L7zl —L D4

ﬁILJ‘O

[details] : A v ®—YF 1T —L
B89 2 FEME R,

B o x7LoEE
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AViR—RU MNT7S5— R4

Ayt—T LA

MAIL.PERRCPT.LDAP GROUP
QUERY_ FAILED

LDAP group query failure during per-recipient
scanning, possible LDAP misconfiguration or
unreachable server.

VT 4N, BZEEDAX v VR
LDAP 7/ /v—7" 7 = ) —(ZRW LT 5E 125
FEnEd,

MAIL.QUEUE.ERROR.*

JUF AN, A= Fa—DXFIER

IN— R T —,

MAIL.OMH.DELIVERY RETRY

444 - 'Alert: Message Delivery failed for
$hostname. DANE verification failed for one or
more Domain(s).'

A w1 — - The message delivery failed due to
DANE verification failure for all mail exchange
(MX) hosts in $hostname. The appliance will
attempt message delivery again or bounce the
message.

"host' - DANE BRFEDN KL L7=R A K,

MAIL.RES_CON_START _
ALERT. MEMORY

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
RAM utilization for this system has exceeded the
resource conservation threshold of

$memory threshold start%. The allowed receiving
rate for this system will be gradually decreased as
RAM utilization approaches
$memory_threshold halt%.

VT 4 TNy AEVMEHBN AT LY
VY —AHH L EVMEE IR LG E 125G &
nEJ,

;R A RDL4TH,

fmemory_threshold_start] : A€V
D=ty MR o=t L
T UM,

Imemory_threshold _halt] : A€ U )N
TNDIDIZT AT BHMEIET 53—
T R LEVWE,

lhostname

MAIL.RES_CON_START _
ALERT. QUEUE_SLOW

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
The queue is overloaded and is unable to maintain
the current throughput.

VT 4 I, A=) Fa—NBANE 7R
D, VAT ALY Y—=RERINA 2 —T T
ol HAICEE SN E T,

lhostname] : AR kD4 HI,

227058 |}
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ALERT. QUEUE

AVKR—FRUNT7I— 4 Ayt— LA INTA—4
MAIL.RES CON_START This system (hostname: $hostname) has entereda| Thostname| : & kD4 i,

‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
Queue utilization for this system has exceeded the
resource conservation threshold of
$queue_threshold_start%. The allowed receiving
rate for this system will be gradually decreased as
queue utilization approaches

$queue_threshold halt%.

TVT ANy Fa—FEHRR AT LY
Y — AR L E WVEZ IR L7255 224G &
nEJ,

lqueue_threshold_start] : ¥ =—®
2—ty BT o/~ FLE
UM,

lqueue_threshold_halt] : & =—7237
DO AT APMEIET D/ 3—E
v L EWE,

MAIL.RES_CON_START _
ALERT. WORKQ

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
Listeners have been suspended because the current
work queue size has exceeded the threshold of
$suspend threshold. Listeners will be resumed
once the work queue size has dropped to
$resume_threshold. These thresholds may be
altered via use of the ‘tarpit’ command on the
system CLI.

e V—7 Xa—DV A XANPKRETED
72, U AT =N R IR SN AICEE
SNET,

;AR A NDL4TH,

lsuspend_threshold] : U A F—73—
FE SNV —7 Fa2—D TR A
X

lhostname |

lresume_threshold| : U A —73F
BanbdU—7 %o2—0 LRI A X,

MAIL.RES CON_START _ This system (hostname: $hostname) has entereda| Thostname| : &2Z F D4,
ALERT ‘resource conservation’ mode in order to prevent

the rapid depletion of critical system resources.

IVT 4N TTIAT AN T V=R

ik T— FilRolehHallxfEashE T,
MAIL.RES CON _STOP_ALERT |This system (hostname: $hostname) has exited Thostname| : A F D4R,

‘resource conservation’ mode as resource
utilization has dropped below the conservation
threshold.

B, 7TI5AT L AD [V —2AHif]
T RN S NG AICEE SN ET,

B o x7oEE
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AVKR—FRUNT7I— 4 Ayt— LA INTA—4
MAIL.URL_REP_ FROURL A7 Y £y hOEFEZSZRL | —
CLIENT.CATEGORY CHANGE | C<72&y,
MAIL.BEAKER_ URL 74 NVE VT DRT TN a—T 4
CONNECTOR CERTIFICATE INVALID |~ 7 ZZ L T< 7231y,
MAILBEAKER CONNECTORERROR
FETCHING_CERTIFICATE
MAIL.WORK_QUEUE PAUSED _ | work queue paused, $num msgs, $reason Tnum| : V—72 fo—IFET S
NATURAL A v—I%,
JIVT 4N, T—7 Fa—RNHIhiz
LAICERE SN ET, lreason) : 7—7 ¥ a—Hlrsh
7o B,
MAILWORK QUEUE UNPAUSED | work queue resumed, $num msgs lnum| : V—7 X a2—|2fF7ET 5%
NATURAL A vt—T%,

2UT 4 Hv, U—7 Fa—0NHEAINTE
LA EFEEINET,

NTP.NOT ROOT

Not running as root, unable to adjust system time

He

Bk root & L CNTP BRFEITEIN TV AW
72T 77 AT v ARG T
LA ERFEINET,

QUARANTINE.ADD DB_ERROR | Unable to quarantine MID $mid - quarantine mid] : MID
system unavailable
TIVT 4T, Ave—TRREEESY Tk
LTENTERVEGRICEESNET,
QUARANTINE.DB_UPDATE | Unable to update quarantine database (current lversion| : fHIN7-AF—~ "—
FAILED version: $version; target $target version) EN
T UT 4 T, RBET— % X—A03 7T v | Ttarget_version] : XD AF—~<
T— R TERWVWEBICHESNET, N—=Va
QUARANTINE.DISK_SPACE | The quarantine system is unavailable due to a lack | [fj le_ system| : 77 ANV AT LD
LOW of space on the $file system partition. £ 81
20T 4 T, BRBEROT ¢ 2 2 fildRs 7 v
oG A ICHESNET,
QUARANTINE.THRESHOLD | Quarantine "$quarantine" is $full% full lquarantine] : [@EHfED 4 A,
ALERT

g Rt U 7 OB RN 5%, 50
%. ERILXTS% ICELELEAICEESNE
7,

Mfull) : FREEE= U 7 O B HE,
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AVKR—FRUNT7I— 4 Ayt— LA INTA—4
QUARANTINE.THRESHOLD | Quarantine "$quarantine" is $full% full lquarantine] : FREfED4 A,
ALERT.SERIOUS o e
VT 4 v, WEHET ) T OREM R | Tfull) c FREET U T O R,
95 % T L2 B eIk E S E T,
REPORTD.DATABASE _OPEN_ | The reporting system has encountered a critical ferr msg) : BAELI-ZT— A v
FAILED_ ALERT error while opening the database. In order to e

prevent disruption of other services, reporting has
been disabled on this machine. Please contact
customer support to have reporting enabled. The
error message is: $err_msg

IVT 4N, VIR— | DN T—H
R—ZZBTRVEAICEEENET,

REPORTD.AGGREGATION
DISABLED ALERT

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc.). Once disk usage
drops below $threshold percent, full processing of
reporting data will be restarted automatically.

[ e =y

i, VAT ADT 4 AV HEBEBARRELTH
LHAICEEINET, v = FUIZH
T5T 4 A7 EREN e JERARO LEWE
T 5 L reportd | TENET 4 E—T L
WL, 77— F2EELET,

threshold] : L &\ VA

REPORTING.CLIENT.UPDATE
FAILED ALERT

Reporting Client: The reporting system has not
responded for an extended period of time
($duration).

L, LR N 2 DU P LR— kT4

BRI TE R oI HBITRESNET,

[duration] : 7 7472 FBRLR—
kT =T ~DOWEDLEEFITT S
Reffl, Z OfEIX. A FA I DT
KOXLFHITF ( [Th3m27s) ) .

REPORTING.CLIENT.JOURNAL.
FULL

Reporting Client: The reporting system is unable
to maintain the rate of data being generated. Any
new data generated will be lost.

IJUF 4 H, LER— PN —
HaRAF CERWLGAICEREINET,

B o x7oEE
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REPORTING.CLIENT.JOURNAL.
FREE

Reporting Client: The reporting system is now able
to handle new data.

Eil, LAR—k T UNHOHH T — 4
ED

PERIODIC REPORTS.REPORT
TASK.BUILD FAILURE

A failure occurred while building periodic report
‘$report _title’. This subscription has been removed
from the scheduler.

JUF 4 H, LIR—bh PN LIR—
FEER T E WG RICEE S NE T,

lreport_title]

P UR—RDZA bV

PERIODIC REPORTS.REPORT
TASK.EMAIL FAILURE

A failure occurred while emailing periodic report
‘$report _title’. This subscription has been removed
from the scheduler.

7 UT 4 S, LViR— hEETFA—ILTERE
TERDPLTEHBITEEFEINET,

lreport_title]

P VIR— DA B

PERIODIC REPORTS.REPORT
TASK.ARCHIVE FAILURE

A failure occurred while archiving periodic report
"$report_title’. This subscription has been removed
from the scheduler.

VT AN, VIR— b ET —IA T TER
Mol GEICEE SN ET,

lreport_title]

P VIR— DA B

FAILED ALERT

$ip with reason: $why

ik A
= Ho

LY ARG

SMTP FBREHLIE Y — "D EEARRE TH
SNET,

SENDERBASE.ERROR Error processing response to query $query: fquery] : 7= VU—9%7 FL X,
response was $response B )
lresponse) : 525 L72IGE Draw 7 —
&%, SenderBase 7O DI Z MBIz | X,
T—RELILGEICKRESNET,
SMTPAUTH.FWD_SERVER SMTP Auth: could not reach forwarding server lip; : VE—hF H—10DIP,

f'why |

C T =N LTCHH,

SMTPAUTH.LDAP_QUERY _
FAILED

SMTP Auth: LDAP query failed, see LDAP debug
logs for details.

i LDAP 7 = V) — 0N RER L2 3AIT IR E

SNET,

227058 |}
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AVR—RU M7 S5— 45 Ayt—T LB INT A—45
SYSTEM.HERMES SHUTDOWN _ | While preparing to ${what}, failed to stop mail lerror] : A& L7-xT5—,
FAILURE. server gracefully: ${error} $what:=reboot
REBOOT ek, RO AT ARy hF T

L CWHBRICHED A LT GBIk E s

7.
SYSTEM.HERMES SHUTDOWN _ | While preparing to ${what}, failed to stop mail lerror] : A L7-x=5—,
FAILURE. server gracefully: ${error} $what:=shut down
SHUTDOWN i, VAT LE VY MU UL TOVDER

IR LIS a Ik E s E 7,
SYSTEMILOGIN FAIDURES [OCK ALERT | User "$user"” is locked after $numlogins user' 1 L —H DL R

consecutive login failures. Last login attempt was
from $rhost

THH R LT 7 A U RIT AR RS 72 -
2dila— Thu s BAr vy s Ehb
EEEINET,

'numlogins' : #REHADT 7 — L&
VM E

"thost' : U E— R RA FDOT KL A

SYSTEMRCPTVALIDATION.UPDATE | Error updating recipient validation data: $why why] : =F— A vtE—U,
FAILED

7 UT 4 e ZAZEREEDT v 77— b

KL TZG BT E SN E T,
SYSTEM.SERVICE_TUNNEL. | Tech support: Service tunnel has been disabled
DISABLED

B, v A3 $R— b = 2ARIER S

Iz b U R OGEITEE S NET,
SYSTEM.SERVICE TUNNEL. Tech support: Service tunnel has been enabled, lport] : ¥—E R P RMIHERE
ENABLED port $port nNaFE— k.

T, A= FR— b b= ZPIHER S
NIz B RVBFENDOGEITEESNET,

B o x7oEE
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IPBLOCKD.HOST ADDED TO
WHITELIST

IPBLOCKD.HOST ADDED TO
BLACKLIST

IPBLOCKDHOST REMOVED FROM
BLACKLIST

The host at $ip has been added to the blacklist
because of an SSH DOS attack.

The host at $ip has been permanently added to the
ssh whitelist.

The host at $ip has been removed from the
blacklist

Warning,

SSHZEINLTT T4 T 2 A~DHi & ik
TWAN, BRI VT oy vafiR L
WIP 7 R L AIE, 2 43PN 11 BB EEkTT
IR L2856, SSHO T 5 v 7 U & MNZiB
mEivE7d,

RUIPT RLADSLZ—FRIEFIZa 7 A
YTHE, FOIPT RLREFHRTIA MU R
MBS vET,

RUA M)A OT LRI, 7797 U A
MTHBEKESNTHNTHE T 7 B ARFAI ST
i‘ﬂ—o

1 BRBERICEDOT N UIET Ty 7 U R
F 6 BERIICHIBRS N ET,

lip] w7 A &3ITLIZIPT FL

Xo

WATCHDOG_RESTART ALERT
MSG

<$level>: <$class>, <$hostname>: $subject $text
#45  (Warning) .

CiscoEA— N tHXa VT4 TTFIA4T R
. RO DDAV ASEEE=FT5
Ty F Ry S b= REEHLET,

o« AN AR

o U AL AKIR

« T UF w7 = TR

s J LA A—)L
FROT T OWT I AREE I D
Tk F Ry 7B RTRE LR WEA

TxvF Ry - R IV FHE
L, BHECT 77— b EEELET,

[ 4] (subject) ]: =P iZ@E
BEOUAvTF Ry 7 77— 04
[ 7% AR (text) ]: =P UIC
EHEDOU A F Ry 7 77— DT %
2k
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MAIL.IMH.GEODB UPDATE
COUNTRIES'

% (Warning) . [{Z (& 1F#H O HH
(Geolocation Update) ] : ¥ — FxtGOE
DY ARNEFERIATWET,

BINE7=E : <Sadded>
HIBR X v7-[F : <S$deleted>

UGN CTHAT K EE 7 Vv—7, A vE—
CIUNE . BIRa T T4 VED
REEMRLET,

‘added” : IROEMBEMSLET,
<iso_codel>:<country nam
el><iso_code2>:<country name2>,

“deleted” : IRDENHIFRS N E T,
<iso_codel>:<country nam
el>:<iso_code2>:<country name2>,

MAILUPDATED SHORT URL DOVAN 1T

158 (Info) . FHEURL FAA DU A R
FHEInTnES,

B /z KA A 2 <$added domains>
HIBR S 4172 K A A > : <$deleted_domains>

’added_domains’ : YRD K A A > 380
S ET, <domains_1>, <domain_2>
"deleted_domains’ : IRD K A A A3H|
FrE4vE T, <domain_ 3>, <domain_4>

MAILDOMAINS NOT REACHABLE

L (Warning) , LA RO R A A 35 S
NIZ-URLYR—=b DT FI7A4T L ATIET
J ¥ AT FH A, <$domains>

TTIAT VANRIINGD RAA AR T
XALIHCTBEDIT, T7AT T4 —/LD
N—VEFERLET,

<$domains> : KA A L Dh v ~XEIY
UA B,

MAILUPGRADE CONHG CHANGEALERT

5% (Info) . 7 v 77 L — |z —FF
BN AT ML o TER SN HEITHE
EEYERR

text' : ATV FwILTFAFy
VBRI LA AN T e —NLERE
DT 77— RPIZETINEL
oo AT IV hILTF ATy
BLOT VA A—ABRED T 0 —r3)1
BREEMR LT TEEN,

CERTIFICATE.CERT EXPIRING
_ALERT

AEBE TScertificate| 1& $days H #4212 HFR )
U £7,

T T—  L~L o EEE (WARNING)

[certificate] : HIFR N IT-OUV TV B FERA
EDL R,

ldays]
8

c ARBIRS NS £ TOR

CERTIFICATE.CERT CRITICAL
EXPIRING ALERT

AEAAE TScertificate] | $days eI ICHARR
Iz v £,

77—k~ 7 VT 4 /b (CRITICAL)
707 ¢ v GEREOEIMRIX, 5 H
AT,

[certificate] : HIFRNIT-SVNTU B EERA
EDA4H,

ldays] : HEc&s%vgHE (HH :
MM :SS) ., 7=&ziE. 4 H 10:12:20
B (4 days 10:12:20 hour(s)) T,

B o x7LoEE
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CERTIFICATECERT EXPIRED ALER

SEHAE [$certificate] DA ZHAR NG TV
iﬁ—o

77— R~ 7 YT 171/ (CRITICAL)

lcertificate] : HAMRA UL TV 3EAE

D4Rl

MAIL.APPNO_ACCESS_KEY

77— 7% A I : [Cisco Advanced Phishing
Protection 7 7 7 KH— 2 DH IR D 3R —
VIR LU E L7z, API AccessUID &
AP1 7 7 & AREHEZ B L T TE S0,
(Failed to poll for the Cisco Advanced Phishing
Protection Cloud Service expiry date, add API
AccessUID and API Access secret key.) |

SHEH  APLT 7 B A — L RAEEN AT S
ot 7-% . APP DEZHIRIZ DWW T D 7
T UIZRIRLT, 79— FFBREEINEL
77

ML

MAIL.APPINVALID KEY

77— hT7F AN APLT 7 & A ¥ — DL
72728, Cisco Advanced Phishing Protection 2/
70 R —EZDOFDARIZONTOR—Y
VTR L £ L7z, (Failed to poll for the
Cisco Advanced Phishing Protection Cloud Service
expiry date because the API Access Key is

invalid.) API7 7 & A UID & fl k% Fak &
THMENHY EF,  (Youneed to
re-configure the API Access UID and secret key.)

B APLT 7 B AF®— BN AT SN
o iotzd, APP OFEFHRIZ SOV T D7
T UIZRIRLT, 79— MBREESINLEL
77

ML

MAIL.APP.EXPIRED

77— ~7 %X I : Cisco Advanced Phishing
Protection 7 7 7 K — " A DHZHEAR A3 )
. T2 > TWET,  (The Cisco
Advanced Phishing Protection Cloud Service has
expired and is disabled.) A a7 H 7 b=
A=V ICEE LT, =X EZ TR LW
HME L TL &V, (Contact your Cisco
Account Manager to renew the service and enable
it.)

#LAA : Cisco Advanced Phishing Protection 77
7 R Y — 2O NIRRT THEL)IT 2 -
TWET, APPT7 A L A& HH LT, APP
P —EREANCT H2HENHY ET,

e L
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MAIL.APP.EXPIRY REMINDER

77— F7 %A I : Cisco Advanced Phishing
Protection 7 7 7 F¥—E AL
$eaas_expiry_date [ZHIFRGINIC/2 0 £,

(Cisco Advanced Phishing Protection Cloud
Service expires on $eaas_expiry date.) A =
TAY Y MR =V ITE#KE LT, A
ZHEHF LT ZEV,  (Youneed to contact
your Cisco Account Manager to renew the
service.)

i AEHIRD 3 HEimne 75— M2 EH
EESnET,

/T A—4% : eaas_expiry_date
eaas_expiry date (Cisco Advanced
Phishing Protection 7 7 7 K —E 2D
A RNHIR)

MAIL.APP.SERVICE
UNAVAILABLE

77— 7 %A b : Cisco Advanced Phishing
Protection 7 7 7 R#—EZDHF, (Cisco
Advanced Phishing Protection Cloud Service
update.) 7 7 U R¥—bE R L D@ ZENLT
EFEH A, (Unable to establish communication
with the cloud service.)

FLEA ¢ 10 [EhERE LT A —/ L% APP (ZHRIE T
XMool APPY 77 R —bE 227
AT EHA,

e L

MAIL.APP.SERVICE
AVAILABLE

77— F7 %A b : Cisco Advanced Phishing
Protection 7 7 7 R#—EZDHH, (Cisco
Advanced Phishing Protection Cloud Service
update.) 7 7 R¥—E R L OIE(E ML S
ALE L7z, (Communication with the cloud
service has been established.)

FEA  APP 7 T U RY—E X IFIHHET
—é_ﬂo

ALY

TYITT—2 75—

WDFIZ, AsyncOS THEREND AR S DS ESERT v I T —X T7— DI A %
SLET,

B o x7oEE
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REFRETDAEMSHETYIT—E2T5— DR

7orILas 7408 75—+

75— k4 (Alert Name)

Ayt—T LB

INDA—4

UPDATER.APP.UPDATE
ABANDONED

$app abandoning updates until a new version
is published. The $app application tried and
failed $attempts times to successfully complete
an update. This may be due to a network
configuration issue or temporary outage

T TV =g U4,
D PRAT L2 EE,

lapp]
lattempts

e Y h— g NI v ST — e

Pk L CWET,

UPDATER.UPDATERD.
ANIFEST FAILED ALERT

The updater has been unable to communicate
with the update server for at least $threshold.

lthreshold]
DILFH,

 NEIDSHEAEI D L& VME

b RO =T = A S ORUSIZIEKL

LE L7,

UPDATER.UPDATERD.
RELEASE NOTIFICATION

$mail_text

mail_text] : @+ 27 F R b,

I

He
Ho

VY — 2D mMmTT,

Inotification_subject
]\ o

DT AT XA

UPDATER.UPDATERD.
UPDATE FAILED

Unknown error occured: $traceback

ltraceback] : P L —ANv 7,

IUT 4 HI, T T — hOFETITIAL
LE L,

TIObTLAY 4L T5—Fh

WDFIL, AsyncOS THEMEIND SEFIERT U NI LAY T4 NVE T T7— DY A KNTT,
77— FOBHEERENTHSNATHNET, TU NI A7 70020, REE (BERBICX
T RNT LA V) HEHENAV AT AT 7= THUOBRENIBEENHDLZ LICEEL
TLIEEW,

R FETDHAREENHLITIV N ILAY T4ULE TFT53—FDUYRX b

7 >— k4 (Alert Name)

Ayt—T LA

NS A=A

VOF.GTL THRESHOLD ALERT

Outbreak Filters Rule Update Alert:$text All rules last updated

at: $time on $date.

ltext] : 77 5—hK 7T
T—FrDTFA R,

B, 7RI LA 7 T4 EZDOLXWVMENRLEE SN

GEllkESNET,

[time] : w&KET v 7T —

~ DB,

ldate ]
k@ HfF,

DT T T —

227058 |}
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AS.UPDATE FAILURE $engine update unsuccessful. This may be due to transient fengine] : 7 v 75—k
network or DNS issues, HTTP proxy configuration causing TR LT U,
update transmission errors or unavailability of
downloads.ironport.com. The specific error on the appliance for | error] : &4z L7z=
this failure is: $error 7=
e T UF ANA TV ETZIXCASEL—LDT
TT— MR LGB ICEE SN ET,

DIRZIVVT TZ53—h

WDFIE, AsyncOS TERSNDESESERITAX YV T TIT— DIV ARNTT, 77—
FOF E ERENEH S TNET,

RI0:FET HAREMLAHEISREYV T T5—FDYR b

75— k4% (Alert Name)

Ayt—T LEREA

INGA—A

CLUSTER.CC_ERROR.
AUTH_ERROR

Error connecting to cluster machine $name at IP
$ip - Serror - $whyS$error:=Machine does not
appear to be in the cluster

lname] : 3> DFRA MBIy
U7 NEE (0T .

lip] : UE—HF A FDIP,
T VT 4T, PRRET T —DRE LG E .
e . r T —|Z T
WCIKEENET, vV U BRI TREDA Y Zv]\ihyj =7 BT SRR T X
INTRWGEITEE D A[EEMERH Y 77, °
CLUSTER.CC_ERROR.DROPPED | Error connecting to cluster machine $name atIP | Tname] : <=3 > DH R FAB IO

$ip - Serror - $whyS$error:=Existing connection
dropped

U7 NFES (Fzidndhg) .

lip] : UE— K KA FDIP,
B, 7T AL OERN K ey 7SRz )
g r : 7 —\Z B3 Vida
WA SEE S E Xv;/hyj T 7T SRR T ¥
CLUSTER.CC_ERROR.FAILED Error connecting to cluster machine $name atIP | Thame| : <3 > DFR R MBI

$ip - Serror - $why$error:=Connection failure

VT NELS (li3nwnn .

FORWARD FAILED

i, 7T AL SOERICRILIZSEC | Tip) @ YE— R FA RO IP,
= _ s g o
EEINET, fwhyl =5 —\CBT 230727 %
D2 N
CLUSTER.CC_ERROR. Error connecting to cluster machine $name atIP | Tpname] : <=3 > DF A MBI

$ip - $error - $why$error:=Message forward
failed, no upstream connection

IVT 4N TTITATVANT T AH
D=L NT = ERETE R 285
IR EESNET,

U7 NS (Ezidndan .

lip] : UE— K FRX FDIP,
fwhy| : =7 —CB8T 25EM172 T %
2 k.

B o x7oEE
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75— k% (Alert Name)

Ayt—T LR

INDA—4

CLUSTER.CC_ERROR.NOROUTE

Error connecting to cluster machine $name at IP
$ip - Serror - $why$error:=No route found

lname] : <=3V DOFRA MBIy
U7 NEE (2030 .

IVT 4 TN, BT FZALZORO~ | Tip) @ UE—FBRARDIP,

Tl L— B/TE7 AT = g g =

TN PERBTCR A EEC | fwhy) x5 ol BT %

RIESNET, “h
CLUSTER.CC_ERROR.SSH_KEY | Error connecting to cluster machine $name atIP | Thame| : <3 > DR A NEB LNV

$ip - Serror - $whyS$error:=Invalid host key

U7 NES (Ei3ndhnns .

7 YT A J, MR SSHAA b =2 | Tipl : VE—F KA LOIP,
- RO E o - vy —
HoTGEISEREINET fwhy) : =5 —\CBIT HaEM7 T %
Z ]\ o
CLUSTER.CC_ERROR.TIMEOUT | Error connecting to cluster machine $name atIP | Tname] : <3 > DR A F4AB IOV

$ip - Serror - $whyS$error:=Operation timed out

U7 vEE (E30vng) .

b WRE SN EERN 2 A 2T R L] Tipl : VE—KERADIP,
PEITERE _ vy —
IR E SRS, fwhy| : =7 —(CEET 25EM72 T %
A b,
CLUSTER.CC_ERROR_NOIP Error connecting to cluster machine $name - lname] : vV DRAMBLOY

$error - $why

U7 NS (Ezidndan .

AUTH_ERROR

TVT A TNy TTITAT AN Z A% | Iwhy] : =J7—IZBT A5/ T %
DRNDO~ 2 DHZHIRIPT R AZEFFT| A b,
RIS TGEITEESNET,

CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - fname| : v Y DARA MBIV

$error - $whyS$error:=Machine does not appear
to be in the cluster

VT NES (Ei3nFhn) .

DROPPED

'why] : =7 —ICBT 25M72T ¥
TUT ATy T TALD Y ATERET | 2 R,
HERICRRRE= 7 — 3R AE LG AICEE S
NET, v BT TAEDA L NTRN
BalciZ DR H Y £,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - name] : v U DFEAREBLOY

$error - $whyS$error:=Existing connection
dropped

B UMW T T AZDORDO~ T D
NPT FVAZRETET, F T AFZA~
DN Ry 7 LIS EICEEENE
j‘o

U7 vEE (E3vng .

fwhy| : =7 —IZBT 25T %

2k,
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75— k% (Alert Name)

Ayt—T LEREA

INDA—4H

CLUSTER.CC_ERROR _ NOIP.
FAILED

Error connecting to cluster machine $name -
$error - $why$error:=Connection failure

lname] : <=3 DOFRA MBIy
U7 NAVES (EF0vThn) .

FORWARD FAILED

$error - $why$error:=Message forward failed,
no upstream connection

el RAREHGT T —NRAEL, <~ | Iwhy) =T —ICBT 28T *
NI TAZDB D DEMNRIPT KL | A b,
AEBGTE oG e IcEt G E
R

CLUSTER.CC_ERROR _NOIP. Error connecting to cluster machine $name - lname] : > DHRAMBLOY

U7 NEE (Ezidndan .

NOROUTE

$error - $whyS$error:=No route found

fwhy] : =7 —ICBT 25727 ¥
IVT 4 TNy v NI TAZDRD | 2 |,
UDHRRIPT RLAEZESTES, 7
TIALT VAN NIT —H BHRIETE
RIS TG EICER SNET,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - lname] : > DHRAMBLIOY

U7 NEE (E30vng) .

SSH_KEY

$error - $whyS$error:=Invalid host key

TVT 4 TNy =N TAXDOB D~ | Twhy] : =7 —ICBET 25677 %
SUDHMRIPT FLAZEETES, Bl A b,
DV ~DN— N EBRTE R 8;
BlCEFEINET,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - lname] : <YL DHRARNEEBIONY

VT NELS (li3unwdnn .

TIMEOUT

$error - $why$error:=Operation timed out

IVT 4 I, =N T AEZORO~ | Twhy) =T —(ZBT 52T %
VUDFMIRIPT RL ARG TE, A A K,
72 SSHR A b F—2 PG TE R0 o7z
BElCEEShET,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - lhame| : <> DFRANEEBLIORY

U7 NFES (Fzidnhg) .

T VT 4 NV, BRET — X BEMIN G
. UE—FARZX MIEESNEEAITE
FanEd,

L, VNI TALOP O~ DR | Twhy) - =7 —ICBIT R T %
WRIPT FLAZIFTE S, FRESHIZ| A K,
BAENZA LT U R LICGBICEESNE
B
CLUSTER.SYNC.PUSH_ALERT |Overwriting $sections on machine $name lname] : <Y DFRA MBI OY

U7 NFES (E7zidvndhg .

[sections] : EEHDI T RAHZ &7
VENLAPIFAR

B o x7LoEE



| vz27LE8
2y ro—vzzEozE |

—_ S IR
2y FI—OHREBEBDER
oI varTiR TTIATAOR Yy MU — T BAEOREIE T HHRBIC OV TR
LET, TNHOHRETIE, AT L8y T v U4 F—ROBHTU AT LA EY N T v
7 U4 —F (£721F systemsetup 2~ K) ZFHLCEELZFAA M4, DNS, BX
W—T 4 VT OFEMICERET 7B ATEET,
ZZTClE. IROBEERIZHOWTEBH L £ 97,
* sethostname
« DNS #%7E (GUI 5 X (Vdnsconfig =2~ KZFIH)
s —TF 4 T FE (GUI, routeconfig 2~ FE L Usetgateway 2~ N&F|H)
*dnsflush
« /X2 7 L—X (Passphrase)
e Xy NT—T7 T EA
e /A NF—

RTLTRR MNEDES
VAT LOWANIE, FA ABEHSNET, BREMTA M EANTLBERH Y F
I, RAMEEET LT :

*Web A X —7 A AT, [Fv hU—2 (Network) |>[IPA % —7 A A (IP
Interfaces) %7 U v 7 L, [%# (Management) %7 U 7 LC[AH A b4 (Hostname) ]
THRA M EZERLET,

+ CLI T sethostname =< > R&HEH L £7,

)

GE) ZEEEEETLET, HILOEARX MITAEDITRY £H A,

> ~ — E = -
KAAL Y 2—L O XT L (DNS) SBREEDER
GUI D [* v hT—7Z (Network) | A ==— [DNS] ~— % /=% dnsconfig =~ KT, 7
TTA T ADDNS REMEHRETEET,
WOBEMERETETET,
o f X —F v h®DNS Y —_FEziZa—PME O DNS »—REZFHAT D0, BILOHH
925 BARAY 72—
*DNS NI 7 4 v 7IMERHTHA L H—T =4 A
WX DNSIV Y I T T MEA LT U T D E TS DR
*DNSFv v/ U7

LRT LEE
|


b_ESA_Admin_Guide_ces_13-5-1_chapter3.pdf#nameddest=unique_80
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DZSN & |

DNS H—/\DIEE

AsyncOS TlE, A ¥ ¥ —F v h®D/L— K DNSH— 3 2—HME O DNS — 3 F70F A1
H—F v h®DJL— bk DNS — B L OFEE LI-HEB DNS h— & c& £9, /¥ —
I FON— h =BT D EE T, FFED KA AERTINBE— " 2iEET D2
EHLTEET, MEBEDNS H—NFH O RAA A SND oD, Y% KA 2T 5
MER Y — ) (Bcfer)72 DNS L o — R&4ft) THOIMERH Y £7,

AsyncOS Tlx, 4 > % —F > FODNSH—_ZEH LAaWiEEIc TA7Y » b DNS #—
EYAR—FLTWET, 2—FMBEORNI —"ZHH L TWE5EEIE, IS0 KAA B X
UBAE T 25 DNS =% ETHZ L HTEET,

(27U v FDNS| Z&ET DAL, in-addrarpa (PTR) T b U & [FRRICERET D L EN
HVET, ZOkD, Lz Tengl 72V —2F—LV— 1234120 XA L7 T DHEE
W2, T_XTO eng =2 FUNR 17216 * N —21ZHD5A. A7V v b DNS &HEIC

leng,16.172.in-addr.arpa] #fEETHLERH D £,

BRIV ETSAF YT«

ASIFT %% DNS — N2, BECTT T4 A4V T 4 ZBETEE T, AsyncOS TiE, 774 4
U7 4 D0IZHBITVDNS =D &5 A £ 797, DNS — DS E L7 WEE . AsyncOS
WSRO TFZA AT 4 o — RO ERAET, AL TT7A44 VT 1 Z2F>DNS H—
NIZBEHEOZ NI EERETDIHE. VAT AF 72 ) —2FT T NCRICT T4 4Y
T4 HFFODNS =% U 2 IS T U X MGRPET, VAT DIRAO 7 =) OF
RGN DD T2 A4 L7 7 N T5F THEHRHFEL., TOHKKD 7 = VI3 L CEHEIEIX Y
HOLRWRHIFE L ET, TO%RBEKTT, FFRRFMIZ. DNS Y — OIEfMEREFHT & 8%
ESINTWELTIAFT VT IETFLET, FALT 7 NOERZIIT T4V 7 1 IZBR7%
<, TRTCOIPT RVATHUTY, RUIDOTIZTAFV T L ITITHRBENT A LT U R
ESINTEY, ROTITAFVTLITTEVEWSIA LT T FBRRESINTWET, &R
ZA LT T MERITH 60 TT, 1207 T4 AV T 4 ZRELTWDEA, 407 T4 4
VT 4T 28— "DF A LT T MIOIZR D ET, 20D TFAF VT 4 ZixELT
WAGE, RUIOTTAF )T 41T DK — "0 A LT MIISHIZRY, ROTT
ATV T AT DET—NOX A LT T MIAS IR ET, T4 4V T 4 N3 ODY;
By AALT T MEISH, 108, 452 7,

72 zE, 4 OODNS B —REREL, 2207 TA4F VT4 0%, 12T T4V T 11
. b1 DT IA AV T 4 25 FHELIZE LET,

RI:DNSH—/N, TS3AF YT 4. BELUEA LT FERDH

[FS54A4 T4 H— BALTY
(Priority) ] ()
0 1.2.3.4, 5.5
1235
1 1.2.3.6 10
2 1.2.3.7 45

B o x7LoEE



| vz27LE8
tva—%y bk n—kH—nosm ||

AsyncOS (X, 7T A A VT 4 0ICRESNTZ20DY— N2 T U A NRIRLET, 7I7A44
VT4 0D — RN 1 DX 7 LTWDGE, b 1 20— "RBfEHanEd, 77144
TAODY—R"PRH LT LTWDEE, 7744V T 4 1OHF—s3 (1.23.6) HMEH S,
BAKNC T TA AV T 42 (1237) O —_"R(EHSHET,

HAA LT MEEINE T T7AF )T 4 0OV —NEWGFEBRERUEUTHD, T7ITA4F VT 41D
P — NI LD EWERNRTESIN, 7I7A4F ) T 4 20 —RTE BICEWEBARTE S
nE7,

A8 =3y b JL— b H—/\OFEMH

AsyncOS DNS U YL R E, @fEREZR - A — VEL(E IS EE 2 KB D[RR DNS #2fi 4 IUA T X
L EIITREF SN TWET,

)

GE)  T7ANVBIDNSH—NIA v Z—Fy b —F P—RUNERETDHZEEEBIRLIZGA.
BRE SN — NI — R e T2 TRV R A A D7 ) % FIFHICHRER T & 208N
HET,

HE[EDNSILY I TYTDRA LTIk

TFIAT LV RTETA—NDOEZEORE., VA F—IZHFE L TWATRTOYE—FKRA R
LT TZTEDNSAVy 7 7 v 7| OFETEREET (CEDNSAY I T v 7 2FETTHZ
LT, VAT AIFVE—FNBFARDIPT RLAOESMZMEBIORIELE T, 2t

Bt AR A RDIP 7 RLAIZH T H#5]& DNS (PTR) /L> 7 7 v 7 & ZhiZ#Hi< PTR

N 7Ty THREFICKIT HIEBIEDNS (A) vy 7T v I b0 7, Z0%, VAT A
ANV I T v TORERNBPTIR V7T v 7T ORERE =T 20 EINEeTF oy 7 LET, f
KR LRV, AVa— RBRFEELRWGEARR Y 77 A VX, —BT 2% EED Re,
VAT LIHRANT A T—T (HAT) WO hU E—ETHIP T RLADHEFHEH
LET) . ZOERRZA LT NERIZZ DLy 2T v FICOBEA S, @z Y &
TIA4FVT 4 (68%—2) THBHAIN TS 72 DNS ¥4 A7 U MIIT#EHA S EH
Ao

% DNS +— DT 7 4V MEIZ 20 T9, DNSH— O N BNFET DHA. &
A L7 T MElL (DNS — O x #5[& DNS VY 7T v 7T DX A LT 7 hOfE) BT
9, 72& 21X, DNSH— DN 8T, Wig|EDNS/IVy I T v T DHEA LT T kOfEN 20 7
DOYE. A2 A L7 7 MElL (8x20) =160 T3,

BN To) 2 AN19252 8T, §XTHOY RAF—ZH L TT r—ULZ#ig| & DNS /L v 7
Ty TDEALT T N TEET, Hx ORICRE LGS, W5 EDNS LYy T v
TIERITEN T, ROVITHEED X A LT 0 MEERT IZRINET, £/o, Z[EFRA D
FEAEICARA FDIP Ly 7 T v I~y B 7 En-—4 (CN) & 5846, TLS iRiEsz
BiERDD RAALNCT TIAT UV ANA =N EEETLOEIELET,

LR LEHE
|
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DNS 75— F
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TTTAT AOTHRERHZ, A v E—Y IDNSHF ¥ v adD7— A RT v I2RIK
L % L7 (Failed to bootstrap the DNS cache) | M5 S727 7 — MBERINDGENRH Y
FT, AvE—F, VATALZEBT T A< DNS =AW EDERTE 2o 7z
ZEERLTVET, ZOFELRIT, v MU — 7 BRI S DRI DNS 7 2 27 AR
T TN BA, T DEA I T TRAELET, ZOXAvE—UNBOX A
T CERRINTZHE, Fy NI —FZREPREAE L TWDD, £7213 DNS BETHE R —
DIEEESNTWVWARNWZ EZRLTWET,

DNS vyl adDy 7

GUI D [F ¥ v = &4 (Clear Cache) | A% >, F/zid dnsflush =~ F&EEH LT, DNS
Xy v aDTXTOFEREZ V7 LET (dnsflush 2~ > ROFERIIZ OV TIE,  [CLIReference
Guide for AsyncOS for Cisco Email Security Appliances] #ZM L T 72 &) , #—7/L DNS
VAT LAPERINTERC, oA EATEE T, avy NETSIEETEN. Ty
V2 OFFEANFIZ RIS PERE MK N3 2 ATRBE B 0 £,

G574 AN A—YHF A3 —TD A RXR%EEAL-DNS ZEEDEKTE

ATvT1
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6
ATy 71
ATvT8

ATvT9

FIE

[rv U —72 (Network) ]>[DNS] Zi#&R L £,

[FREDME (Edit Settings) %27 U v 7 LET,

A B —F > FD)L— bk DNS B — " F 72 iZa—P P E O DNS — &l 5 0, £7213A

VA —Fy h@D)— bk DNS —"ZfEH L THRE DNS b —NE I ETHNEBINLFET,

2—PME O DNS —R"EHEHT 58550, —IDEZASNL [TZ2EMN (AddRow) ] %7

Uy 7 LET, HEH—N_"TZOFEEE2EVIELET, = —WME O DNS — % A 1T 55

Bt 77944V T 4 LREFFCHEE L ET, sE/Z oW T, DNS — D E (68 ~—

V) ABRLTLLEE N,

D RAALNZKF LU TIREDNS 4 —RZHETHHA1E. RAA > LR DNS — 3D IP

T RLAZANLET, (T72BM (AddRow) 1227 Vw27 L, FAAL VEBIMLET,

G¥) RAA & E T~ TREIAHZ LT, 1 ODODNS Y — NIt LTHEEDO RA A & A
NTEET, IPT FLREZ D ~TRUSZ LT, D DNS Y — "2 AN+ 5 2
L TEET,

DNS Fo 7 4w T DA v E—T 2 AZERLET,
W& DNS Vw7 7 v P h ik d 5 F TS I EAE AN LET,

[F¥ v =2%27 U7 (ClearCache) #27 V7 LT, DNSF¥ v a7 UT73T5H52LET
TET,

EHzEEL, RFLET,
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PP k574 v —toiE [

TCP/IP 57 14 v IL— FDERE

ATy T
ATy T2

ATv73
ATv74
ATvTH
ATv 76

—HoOxy U=V BRETIE, FEOT 7 ANV N T U= A LSND T T 4 v I —
RS2 LERHY £,

EX— N X2 T 4 T7TI7AT L AIA =%y M Ta balx—=Tg4 (IPvd) B
JOS v =y b T bar =T g6 (IPv6) OETDODAXT w7 L—FEHERAL
F9,

AH T 4 7 Jb— KL CLI T routeconfig 2~ > REMH L CEET L0, 72Xk FIEIC
PEWET,

FIE

[*v T —72 (Network) 1>[/V—7 « > 7 (Routing) ] Zi®RN L E7,

BT 2 AXT 4 v 7 W= DX AT (IPv4 £721L IPv6) D7=DIZ, [b— b ZEBM (Add
Route) 1 %27V v 7 LET,

N— b DAHETE AT LET,

SEHEIP 7 RLABEAD LET,

=Pt U= DIPT FLAZANLET,
KHEZEEL, RIEFLET,

TI24IWET—bO A DETE

ATv T
ATy T2

ATvT3
ATv74

TNV T — T A BRRET DL, CLI Tsetgateway 2~ > K& 50, 713Kk
DFMEIZHENET,

FIE

[*v hU—2 (Network) ]1>[/V—7 4> 7 (Routing) ] Zi&RN L FJ,

ERETHAH—Fy b T halb =Yg 00kdll, y—h URARNT[T 74V Mb—
I (Default Route) 1 %727 U > 7 LE7,

= T x2ADIPT RLAZEFELET,
EHEEEEFEL, RFELET,

SSLEXEDIETE

[SSLiERREDFLE (SSL Configuration Settings) | ~— "% 721 sslconfig 2~ > R&fEH L T,
TTTAT o AD SSLREXML TE ET,
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B ossixzom:

FIE

ATy T [V AT LEH (System Administration) ]> [SSL A& RKFFDF%E (SSL Configuration Settings) | %
7Yy LET,

ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,
BE TALD AsyncOS X— 2 v (12012172 8) o T v 77 L—RNLEHE, T 74
JU k@ SSL B 1% AsyncOS 13.x IETHRD L D ICEF SN ET,
« GUI HTTPS D14 :

AES128:AES256: !SRP: | AESGCM+DH+aRSA: | AESGCM+RSA::
!'aNULL: ' kRSA: @STRENGTH: -aNULL: -EXPORT : ~-IDEA

A N2 K SMTP D4 -

AES128:AES256: ! SRP: ! AESGCM+DH+aRSA: | AESGCM+RSA:
!'aNULL: ! kRSA: @STRENGTH: -aNULL: -EXPORT : -IDEA

T kN Y K SMTP 04 -

ECDH+aRSA:ECDH+ECDSA:DHE+DSS+AES:AES128:AES256:
! SRP: !AESGCM+DH+aRSA: | AESGCM+RSA: ! aNULL: !eNULL: ! kRSA: @STRENGTH:
—-aNULL: -EXPORT: -IDEA

ATY T3 BRHIS LT, REFTLET,

« GULHTTPS SSL Z##&7& L £, [GUIHTTPS] C. 45 SSL L mia izt eEL
iﬁ‘o

« {2 SMTP SSL Z iR & L 9, [%1ESMTP (Inbound SMTP) ] . 9% SSL F & I
TR ERELET,

« 5{2 SMTP SSL Z#% & L 9, [%/ESMTP (Outbound SMTP) ] . flifl9 % SSL K&
B b R ERE L7,

s ZFDMDTLS 7 AT MY —EREHXRELET, 77747 AN EFIPS £— RO
B, [EDOMODTLSY A 7 b —1t A (Other TLS Client Services) ] Ti&. TLS v1.0 )7
KN T 740 hTHEShIZ/2 Y £9, [LDAP) 8L [Updater] DTLSZ 74 7 > h¥—
ERICH LTI, 7794 T ATTLSv10 FXEEMCTE £,

ROFaEBFLTITZE0,

« (GEFIPS =— FO#E) TLSv1.0 R & vIl FREZFRFICITANCTEEEA, 7277
L., 2060 FRULX TLS vi2 R ELICHERICTE £9,

 JEFIPS &— R CTTLS v1.0 AN/ > T D FALD AsyncOS N—V = > (B : 12x £7=
1313.0) 775 AsyncOS 13.5.1 LIRICT v 77 L— R4 5 & TLSVI.0 3T 7 4 /L h THEZ)
RV ET, Ty 7T L—RRICT 774 T ATTLSvI.0 FREFHZT HLERH
v ET,

* AsyncOS 13.5.1 ABEClE, SSLv2 38 X WVSSLv3 HFiT¥A— F S EHA,

B o x7LoEE
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SAML20 £ L=v o oL 44 o4 (5s0)

T T TAT UANFIPS B— FOA, TLSv1.0 LA — FShvEHA,
« T T AT AN FIPS T— FOEA ., TLSv1.0 FRITF 7+ S TEHI/AR Y 17,

ATw T4 [%E (Submit) 1227V v LET,
ATy TS5 [EHZHMEE (CommitChanges) ] %7 VU v 7 LET,

SAML20 2R L2091 Y4 A > (SS0)

o TN YA A (SSO) & SAML 2.0 (ZDOW T (73 RX—7)
¢« SAML2.0SSO DU —7 7ua— (73 ~_2—)
* SAML 2.0 [ZBH 9 2 EEFIHE & FHFE (74 X—)

cCiscOEA— N tEXa2 T 4 TTFIF3AT 2 ATODSSO DEEHE (75 2—)

UL A (SS0) & SAML2.0(ZDL\T

CiscoE A= tvX¥2VT 4 T7F7A4AT 2 AIZSAML2.0SSO 2V HR—hrT5LH5122DFEL
7o ZHIC XY, EHo—YPITHERN T SAML 2.0 SSO S —E 2 ~D7 7 & 2 IZfHH
LTWARILZ LTy % VT I IAT U ADOWeb A v B —T = AlZa A TExET,
7-& 2%, SAMLID a4 X — (IdP) & L T Duo. Microsoft ADFS, F7-1% Azure Z 8 %)
IZL72384A. SAML2.0SSO # Vi R— 43— R Ta M Z— (SP) L LTS I7A4 T
AERETEET, 2—VIE—EI A A T E, 73TD SAML 2.0 SSO Xfiint—E A |
T RBATEET,

SAML2.0SSO W7V —% 70—

SAML20SSO V—27 7u—%. RORICHFE L LET,
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B sy zrssEcsnsE

R 3:SAMLDT—% 70—

i

Web Browser

SAML 2.0 [ZR89 %=

s i

e Tk

e

User requests for 3 resource
For example: User logs in to the
appliance

=1

5P redirects to IdP with SAML
authentication request

Browser sends SAML
authentication request to |dP

| Microsoft AD, Azure or Duo)
-

@

Relays SAML Assertion tothe
Service Provider
=1

5P provides access tothe

reguested resource

Service Provider [SP)

Lo

FIH L HINEIR

(74 ~—3)

(75 ~2—2)

o HREH (75 ~—)

—fi&

@
@

IdP authenticates the user

©

IdP redirects to 5P with SAML
gssertion

Identity Provider (IdP)

SAMLIZ XY v NP A vF ik, 79740 a—H 4L —T7 (A (GUL) TOH

fEHT& %4, SAML a7 7 A /LD

(CLD ZfEfT&Ex7,

=L

X

WZiE, GUIL & a~v R I A0 F—=T =R

| SN ¢
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ns7yt |

CiscOEAXA—N X2 UT 4 TTIAT VAT, VY—ER o/ F—L D Fa/ (KX —
DA VAR AT | DDOBIRETEET,

ag7ok

2—PELT I ITAT U ANLur T 7 RLTH, D SAML2.0SSO X7 7' U &r—3 3 >
LT U RNINDIEIEHD EFEA,

HIREIH

JTGALZ LYLTSAML V'R 7 7 A )VERETH I EITTEERHA, T3TD SAML % E
X, v LIRS nE T,

CiscoEA— )L X2 T4 7FTSAT2ATHSS0 DXRTEHE

FIE

AV RFEEETIa Y B#
ATy | FifESRtE2mE L9, RS (75 =*—Y)

ATy T2 |—bt 2 FaxfF—L LT, 777 |CiscoEA— X )T 4 7T FI7A47
ATV AEHRELET, VAEY—ER SN X —L LT
ET D (76 _X—)

ATYTI|DPCI T 7 I7AT v A% ElET DX 9 |CiscoEA— VX2 UT 4 TTT747T
WZID e X =% ELET, VALBETHEIICID S A K —
ERETD (79 X—)

ATYTRNTTIAT U ATID 7u A B —% |CiscoEA—N X2 )T 4 TTI7A47T
ELET, VATOID Fang B—OEE (83
~2eD)

x%v7577547yxf&mm%ﬁﬁbt% SAML FBFEDHE b
uunE%‘fﬁ)‘j] l—/ij‘o

If=Sas
Y R—bENDTAT T AT 4 TanfF— (153—=7)
« X 2T REEORNE (76 ~—)

HR—FENBTFATUTA4T 4 TANALHE—

MEETHEHTAID 7u X, X —NCiscoEA— X2 )T 4 T FIAT L ATHR— K&
NTHENEINEFHERLET, FRRREFADID a4 X —F kD LY TT,

* Microsoft Active Directory Federation Services (AD FS) 2.0 LI

LR LEHE
|
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DZSN & |
B cr27rEcoans

* Duo Access Gateway

* Azure AD

N

GE) EEOE#ESAML20ID Ve X —%2HA LT, EFA—/7—F T = A TSAML Z{#H
LTSSO #RETEET,

X 17 HBEEDRAE

TIIAT AL ID TR Z—OROBEEEF 2 ) T 4 THRAET 572010 LERKOFE
HEZBRFLET,

« T T TAT AT SAML BREESRICEA T D, 721X 1D 72 3( X —TSAML 7 H—
Va rERE(LTAGE,. HOBLAEAERELZIIMEHETE 5 CA DOFEAE, B L OEE At
THONTWARMEX—ZBE L F T,

«ID 7'u /A X —"TSAML 7% —3 a VZELT DAL, ID 7 u o X —0OFERE % B
HBLTT II9A T RCA AR —MLET, T TA T AZZOHEHELMEHL T, &
£33 SAML 7% —3 3 U 2R L £,

FEAE DL

TTIAT VANLIFAEZERB L O 7 AR — T2 (20F, GFAEOHERZSM LT
W, BE, TTITAT AP LI AEET pfxﬂbitf%b TTIAT v A —E
A TN L =L LTHET D EEITE pem ERICEWT D20 ERNH Y 7,

REEZ pfx BB pem TERUCEHLT HI121E, ROBIEEZITVET,

«OpenSSLY — V& X 70— RLTA VA M=V L, TTT7A4 7 APLEE LIZFEHE
TZrAN (pfx) A AR —FLET,

s DA<y REFETLT, itlE%S pemﬂ%itfiﬁﬂﬂ'f‘— ML ET, openssl pkcsl2 -in

<certname>.pfx -nokeys -out cert.pem

s KD~y REFITLT, MEX—% pem PR TZ= 2/ AR — b LE T, openssl pkesiz

-in certname.pfx -nocerts -out key.pem -nodes
e IRDa~ v REFEITLT, *Jé‘%%%i})%/ﬁ;{7l/““zé’ﬁ”%bi#o openssl rsa -in
key.pem -out server.key
CiscOEA—)L X )T 4 FITSAT7UVAREY—ER TJANA S —ELLTEET S
S

G IDTufF—=TOHh—ER Faf F—OREMT, 77 I7A4T L ATOYH—EX Fun
A F—RETHESNVTHRESNET,

B o x7LoEE
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CiscoE A—)L £¥1 T4 FISAFUREHY—ER TOns4—& LTRSS [

1R BHHIIZ
ARSI (75 =) ZER LT EE W,

FIE

ATYT1 Web A L F—T A AEMBHLTCT I IA4T7 A0 T A LET,
ATFY T2 [V AT LEH (System Administration) ]>[SAML] IZBEI L £,

ATY T3 [—bR7 /31 F—DEN (Add Service Provider) 1% 7 VU v 27 L%,
ATV T84 ROFEMEANTILET,

J4—ILFK Bz

a7 744 (Profile =R Tu A — T a7y A VOLETEATILET,
Name)

A4 ¥al— 3BT

747 41D Y= R T H— (ZORE, ZHEHOT 7747 R)
D7 va—VREGOARTIZ AT LET, @, —EX
NAF— x0T 47 4 ID DFAUL URL TT,

£, i ID DO ID 7 A Z—NSAML 7 ¥ —3 3 o Ca—VEEETLHD
AT 21

DT 4— )V RIIRETEERTA, DT, F—TH—E R
TOaNRA T —"RETDHEXIT, ZOMEPKLIEITRY F9,

TH—aryaryya—< |BEENERICET LEH T, ID a4 X —7)» SAML 7 ¥ —
URL TarvEEETAURLEANLET,
TYy—varyaryva—~—URLIX, 7774 T LV A~NDT
I AERAENS URL T3, ID 7 u (X —THh—E R 7
ONRA X —%RETDHEXIT, ZOMEPLEIZRY F9,
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B ociscor L txX1UF FISATUREY—ER TONAH—ELTRET S

J4—ILF

B2l

SP FERHE

P = AT u N X —OFEAER, KROWT IO FIETA v
H— b TxES
s T ITAT U ATHMAFRERBEL EFEAELY K v 74
72U A RNNGIERLET,

cREEZ A AR — b LTS F— L BT £, GEE
E Ceert) JERUT L, WEF—I1T (key) BRUTT D LN
bvET,

¢ PKCS#12 7 7 A NMENX TREBAEEZ A A — M LET,

PKCS# 12 TERXDFEAETIFI/ SA T — RNMETT,
(ERE) FEREER D4 (Signing Authentication Requests)
T 7 TA4 T AT SAML BFFERIZEBA T D54,

1. T77I9AT U ADPLRGEEINZFERELE, BEfHF 6T
WAHAE X —%T v a—RKLET,

SEBAEX centlE X TT v 7a— R4 2A2X0ENH Y £9, 3F
ANZHONWTIE, BEX a7 RlE0EHE (76 X—) %
ZHRLTLIEEN,

2. WEX—ORXRXT7L—XB AN LET,

3. [B4AEK (Sign Requests) ] Z#iBIRN L EJ,

(EE) Wefbsn/i=7H%— 3 »DE 5 (Decrypt Encrypted

Assertions)

SAML 7% —v 3 VAR FBLT 2 K512 ID 7'r 3o X —%5k

ET 556,

1. 77947 U ApbESGINaEHE S, BEMIT b T
WAHREX—%T v 7ua—RKLET,

2. WEX—DRAT7 VL =Xz AN LET,
GE)  WEX—IL key BTHLMLER DY T4, FEHE

OEFERMITEIZOWTIEL, F 27 2EEOFEHE (
76 ~—V) EZRL TSV,

B o x7LoEE
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CiscoE X —)L £¥2UF4 7ISAFUREBETBES12ID T g s—585T5 [

J4—I)LFK EBA

BLTY—a v SAML 7% —3a VNIBATHEIICID Fu g X —%5&E
T 556, [B4 T —3 3 (Sign Assertions) ] Z&EIR L E
TO

IDOFTarERIRTHE, 77747 RIZID P g
H—DFFAEZBINT 2 0LENH Y F9, CiscoEA—/LtEF =
V74 TTIAT L ATODID 70 XL —Di%iE (83 ~_—
V) BTSN,

IR RS MBI A AN LET, ID 7V u ", X —F, =F— g /T
ZOEREFEHLET,

AR 72 R E bR HH WA b DB FA—LT FLAZ AN LET, ID
TanRA =, =T—a S TIOBEREEHALET,

ATy 75 [#E (Submit) 1227 Vv L, EEEZaIy bLET,

ZF 9 T6 [SSONFE (SSO Settings) | — VICERENDF—E R FUAL L —DAFF—H4 (2o
TA4T 41D ETH—a VK URL) &, [h—E RT3 X —3%7E (Service Provider
Settings) | N—VICRRINDAFTID OFREZHBEZEOET, ID /m A X —THh—L R 7
RN B —ZRET DHEEIC, ZNOOFHMBLEITRY £7,
MBS U T, AT X774 NVE LTZI AR—FTEET, HEVTET LIZD, [A
27— Dz AR — bk (Export Metadata) | %27V v 7 LTAZT—% 77 A NVERIFLE
T —HDID RS X —TIX, AZT—F T7 AN —EX 7Fa (X —DfEil%
n— RNTEET,

RDBERY

TITIAT U ALBETHEOICID oS =R ELET, CiscoEA—/L XU T 4
TITIAT LV AEBETHEOICID Pu ", X —%FRETDH (19 X—) #&RLTLTE
él/\o

CiscoE A — LX) T4 FTSATUREBETHLIICID TANA T —FRET
3

bR IS
RONFIZONVTHERR L TS EE N,

T TITAT VAN —E R T X —L L THR I T\, CiscoEA—/Ltx=2
TATITITAT LV AZY =R Ta X, F—L LTHRETD (163—) 28R L TL
722N,

LR LEHE
|
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B ociscor L x0T FISATUREBET 5L SICADFS ERET S

e =B R TONRAL L —DAEZT —ZDFMRN A —ENTNDB, FREIALZT—X T 7
ANVBT T AR—PFEIN TS, CiscoEA—IL X2 VT4 T T I7AT L AZP—ER
TaNRA =L LTRETD (76 =) LTI EEN,

FIE

ATFYF1 ID7u " Z—T, WOWTNILEEITLET,

cH—ER TN E—= (TTITAT ) Oz FETHERLET,
cID TN, F=RRAET =5 T 7 A IS —E R TR F =D e — R 5
LHEFA L TWDBERIE, A ¥ T —% 774 Va2 R—FLET,

T T TAT AN SAMLRFAFESRICEA T 5 L 5 ITHERFEADOEE . £721XSAML 7 —3 3

VEREEALT D TFEDOLEAIL. NTEET HAEAESL ID a3, X —ITBIMLET,

ID 7 A X —EEHORIBIZONTIE, LTFEBB LTI,
cCiSCOBEA— NN X2 T 4 TTFIAT L ALHBETAHLIICADFS ZHTET S (80
=)

«CiscOE A=/ X2 UT 4 T7T747 A LIETS X D12 Duo Access Gateway % i% i
T5 81 —=)

cCisCOEA— N tXa T 4 TTFI5AT L ALBETHILHIIC Azure AD X ET S (82

=)

ATYT2 DT, L —DRAE T =B BEERDLNEIFIALT—FE2T 7 A ELTTZT AR—
FLET,

RDEZRY

TTIAT U AETID 77u XA X —OREEHEKRLET, CiscoEA—NtXa2UT 4 T
FATVATODID T A X —DRE (83 —) 2L T EEN,

CiscOEA—IL X)) T4 FTSATURERBETHLIIZADFS 2B ET S

UTFE, BENOTTFI7A4T o AL@ETDHEIICADFS 2.0 LI ZRET 57 0DICFET
TANEND DX AT OWE T, BN IFEMARFIEIZ >N TiE, Microsoft D~ == 7 /L%
ZHRL T I,

Vb= R=T 4 LT =R Tuf = (TTITATR) OT P —var ar
v a—< URL ZBMLET,

«[VLb— 2 3—F 1 FZ7 AL (Relaying Party Trusts) ]>[7"7/37 ¢ (Properties) ]>[ID
(Identifiers) ]1>[V L — /3—7 ¢ ID (Relaying Party Identifier) ] T, #—E & Fm, 1

B—= (TTIGATVR) DT 4T 4 IDEANLET, ZOEN, TTI7A TV AD
P—ERA TR, T —REDT LT 4T 4 IDEERUNE I DEHRLET,

B o x7LoEE
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CiscoE A —)L X2 )T 4 7TS54 7V REFEIET D &L 512 Duo Access Gateway ZRFET S .

FEHANY O SAML GRGEERZEXET L LI — R Tanf F— (TFF7A4 T )
EREHE OB EIL, =X T a S X —0itE GRAEEREZBEL T D720 S
nz) #[VL—,3%—7 ¢ FZ7 AL (Relaying Party Trusts) ]>[7" 1237 1 (Properties) ]
>[4 (Signature) | D FT.cear FRTT v 7r—RKLET,

Wb S7z SAML 79— a U &R[ET 5K DI ADFS kT 25813, —Ev A
TanNA F— (TTIAT o A) OftAEL [V L— "—F ¢ T X (Relaying Party
Trusts) ]>[7"7 /37 ¢ (Properties) ]>[551k (Encryption) ] D F T .cer ETT v 7
27— RKLET,

[VL— 2/ 3—F ¢ h7 AL (Relaying Party Trusts) ]>[7"®2 /37 ¢ (Properties) > [FfiH
(Advanced) |O FTC, E¥aT7 "y ia 73 Y L% SHA-LIZRELET,

JEZZ SPNameQualifier # & O 57280 D N AKX K JL—/L & BIMLET, ROT 7 A VI,
Y TINDI AL A JL—)L T,

c: [Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>

issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer=
c.Issuer, OriginalIssuer = c.Originallssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"]

"urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress",
Properties ["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"]

"urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified");

BRL—NVEREL, ELA—/ T FLAD LDAP BMEEREERZ AT (B A—/
T RLA) ELTRETARITEBMBAIZ BN U £, £/2. BITEBEMAZBML T,
TN—T @D LDAP B2 LEER Y A7 CRIEEDO I/ NV—7) L LTHEETDHEIIC
]\/i—é—o

CiscoEA—)L X)) T4 7TSA TV AEBET HE 512 Duo Access Gateway ZEXET S

LT, BENOT 7747 A L0E7T % &L 912 Duo Access Gateway & 5X iE 9 5 72 DITFAT
TOHMEND DX A7 OMETT, 52202572 FIEIZ OV TiX, Duo Security D~ == 7
NESRL TSN,

*SAML7 ¥ —v a U EZEBLOUET L — A oM X —x2 o KR4 & LT,
P—bE R Fu N F—D (T FIATLAD) TH— g a3 =2—<—URL BN
Libﬂ‘o

s [Duo& /XL (Duo Admin Panel) 1>[7 7'V~ —< = (Applications) |>[7 7'V r—
v a »OfRi# (Protect an Application) ]>[SAMLY—E R 7 /31 X — (SAML Service
Provider) | C, y—bER 7u X, X — (TTI73A4TR) O T 474 IDEASNLE
T ZOEN, TTIAT L ADY—ER TN, X —FREDT T 4T 4 IDMELF LT
ME I MEMERLET,

BANY O SAML GRAFERZEETH LI —ER Tu M4 — (TTI7A47T L R)
EAE R TT A DA 1. Duo Access Gateway [ZF8AE Y — A Z R ET DRI, —E X 7

227058 |}



DZSN & |
B ociscor L X1 UF 0 FISATUREBET 5k 512 Aure AD ERET B

4 F— DR BAEREBLT 57D SND) % et BRTT v 7u— KL%
@—O

S S T2 SAML 7 —3 a U &2XET 5 K 912 Duo 24K T 2 5HHEIO%E 13, Duo
Access Gateway ([ZF8FE Y — A ZRETHEC, b—ER Fuf F—n (T FI7A4T7 A
D) FEAEEZ cer BT v 7r— RKLET,

* [DuoB# /<L (Duo Admin Panel) ]>[7 7'V 7 —< =3 (Applications) |>[7 7' U /r—
v a »ORi# (Protect an Application) ]>[SAMLY—E A7 /31 4 — (SAML Service
Provider) ] C, NamelD JZ\& L C [R4GE (unspecified) | Zi®IN L £ 7,

* [DuoE# /< (Duo Admin Panel) ]>[7 7'V 7 —< =3 (Applications) |>[7 7' U /r—
v a OfR# (Protect an Application) ]>[SAMLY—E X7 1/ 34 % — (SAML Service
Provider) ]| T, ¥ =27 Ny a 73U X L% SHA-256 [CHELET,

s [Duo’E /%L (Duo AdminPanel) ] T[SAML-%—E A7 m/31 X —3%7E (SAML-Service
Provider Setting) | Za% & 7 7 A /L & L TERAF L, Duo Access Gateway CTE D E T 7 A /L
SAML 7T 7' U /r—var b LTAUR— b LET,

CiscoOEA— LX) T4 TFTSATUVRERBETDELSIZAzure AD R ET S

IR, BEWOT TI7A4 T ALWBETDHEIIT Azure AD ZRET D1 OIIFEITT D4
NHDHH AT OEETT, BENP O TFINEIZ SV T, Microsoft Azure AD D~ == 7 )b
FEBLTLEE N,

*SAML 7% —v a UV EZERBIOUET L —E X Fuo g X—Fhl7 L LT, —F
A TaR_L B =D (TTIFGATAD) TH— g ara—<—URLZBILE
j‘o

[ F—TF A4 X7 7Y r—3 3 (Enterprise Application) [>[#HLWT7 7Y — g

(New Application) |>[¥+ Z U —LANDOT 7V r— 2> (Non-gallery application) ]>
[ 7B A A (Single Sign-On) > [FEASAMLEXE (Basic SAML Configuration) ]
IZH D Azure R—Z Y —E X Fa L ¥ —0 (TFS5A T AD) =T 45 4 ID
EANNLET, ZOMER, TTIAT LV ADY—ER TN, X —REDT T 4T 4
IDEEFRICNE D nEfRR LET,

« BAHAD O SAML FBREERZEXEFE T2 L)Y —E R T uf ¥ — (TTFTA4T )
ZRERE S D1, [SAMLEAREYE (SAML Signing Certificate section) | &7 2= >
([ —TF A4 X7 7V —3 a3 (Enterprise Application) |>[H LW T 7' U 7 — 3
> (New Application) 1>[¥+ 7 UV —LSDT 7V -r—2 3> (Non-gallery application) ]
>[¥ > 7 NHA A (Single Sign-On) 1> [SAMLE 4 GEAE (SAML Signing
Certificate) ]) T, h—ER T f F—0itl#HE GRREFERELEL T 2D S
%) 7y 7ur—FRNLET,

o [—VEMEL 7 L—2A (UserAttributesand Claims) |27 v a3y ([ H—F T4 X7 7
U /r—3 3 > (Enterprise Application) 1>[#H L\\7 7Y 7r—3 3 > (New Application) ]>
[¥v 7 V—LSNDT 7Y r—3 2 (Non-gallery application) 1> [ > 7 4 A A

(Single Sign-On) ]>[=—W @M & 7 L — 24 (User Attributes and Claims) ]) TZ/L—7
JL—LEREL, INA—TBEEZBIMLET,

B o x7LoEE



| vz27LE8

CiscoE A—)L £F2 074 7I5A7o2T0ID TOq 4—n&E |

s [SAML] > [—W% & 7 /v—7" (Users & Groups) | D 7= OITHERK 47z Azure 777V 47—
YarTa—PELFII =T E2BMLT, ZOAzureSAML T 7 U r—aslln s A
CCELa—FEHIE L ET,

CiscOEA— LX) T4 7FTSATRATOID T7ANA T —DEKRTE

AT T1
ATvT2
ATvT3
ATv74

1R BHEIIZ

WONFIZDOWTHER L TLIEE0,
T FITAT UV ALEDBEDT-HD ID T/ A X —3 % STV 3B, CiscoE A—/L &
X2 VT4 TTIATUALBETDHEIZID VoS X —%RETD (79 =)
BT IZE N,

cID RN E—=DAZT—=HZDOFFMR A —ENTND, F/2FID T, X —DRZ
T—=ERNT7ANE LTI AR— I TN5D,

FIE

Web A > H =T 2 A ATTTI7AT A0 T A LET,

[ AT LB (System Administration) ]>[SAML] IZF8E) L £7°,
[ID7 13 A X —@EN (Add Identity Provider) 127V v 27 L¥ T
WOFEME AT LET,

TJ4—ILF SR BA

77 7 A N4 (ProfileName) |ID 70/ A X — 777 A NVOLRIZAILET,

HiREE (ID 70 /3 A & —RE O FBIER)

T 47 4 ID ID 7N B =D a—r I —BOL4HIE AT LET,
\E., ID7a A, A—xT 4T 4 IDDERILURI TI,

SSO URL P — B2 Fr S Z— SAML FREFE R 2 3%(E T 5 MLER
»5 URL #HELET,

AERH = ID a8 X —MRNSAML 7 H—3 3 ZBL T 554, ID
TN B —DBLGFIAELZT v T u— RTA0ERH Y £
j—o

R E (ID 70 A F—= AZ T =L DA VR— )

IDP A ZF—ZDA LR— T  |[[AXT—HDA AR —b (Import Metadata) 1% 27 U 7 L

T, AZT—H 77 A NVEBRRLET,

227058 |}



2T LER |
B ox72512

AT9TE EREzZEEL, RFLET,

RDRERY
SAML FRFED A%,

~ —
ORTIBZA L
IS REA—N X2 T 4 TTI5AT L ADORFMBREIILE LW A HERLET,

TIIAT U ADY AT AL ORE, AT HRHEORE. EIIENTP Y — L7 ] —
A B =T oA ADFEIREITHITIL, GUID [ AT L& H (System Administration) ] A = = —
NG [HA LY —2 (Time Zone) | ~X— T F 721 [REZIERE (Time Settings) | X— T ZH T
57>, CLI @ ntpconfig =<2 K. settime 2~ RE XL Wsettz 2~ > FEEHALET,

AsyncOS CTEH S AR 7 7 A /WL, [ AT LB (System Administration) | > [RFZIE%
7 (Time Settings) | X—3, F 7L tzupdate CLI 2~ > RCHERTHZ L H T ET,

[#A LY —> (TimeZone) ]%— (GUID [V AT L EE (System Administration) ] A == —
MORIFTRE) Tl 777947 U ADRHHE 2R LE T, FEDRRHA E7213 GMT £ 7
Y FEBERTE X7,

FIE

ATY 1 [V AT LEH (System Administration) ]>[% A A ¥ — (Time Zone) ] X— T, [T %
% (Edit Settings) 1227 Vv 27 LET,

ATy 72 Hillk, H, BXOEM#HEZINF T A=a—nH@IRLET,

ATv T3 BHEELGFL, RIFLET,

GMT 7+t v FD&EIR

FIE

AT9 T [V AT L& (System Administration) ]>[# A & Y — (Time Zone) ]X— T, [iXE %
££ (Edit Settings) |22 Vv 7 LET,
ATy T2 IOV ARG [GMT 4 7% v b (GMT Offset) ] Z#4R L £,

ATV T3 [XA L V=2 (TimeZone) | VA NTA 7y FEBIRLET, A7k bEIX. GMT (¥
U= U ICET L0 LS T 20BN LM O Z LT3, FEMoRic~ A+

B o x7oEE


b_ESA_Admin_Guide_ces_13-5-1_chapter37.pdf#nameddest=unique_1624

| vz27LE8
uzEore ]

25 (-] ) DMV TWBHEE, 7V =y PFFRoORMCH=0 £, 77 T 5
(T+1) OFE. 7V =y P FHHBoOBEICH =0 £,
ATy T4 BEFEEEEFL, RIFLET,

=JL == =)
FFZIER TE DIRE
WDOFTED 1 SEERA LT, 777947V ADORRREEWRETE 9,
(HELE) 2y FU—27 ZA L 7 bha) (NTP) LT 7I9AT V ADY AT L
R OFRE (85 ~—)
T TITAT VA VAT AL OTEERE (85 2—7)

(M) Ry bD—9 34 L7800 (NTP) ZFRALETISAT7VADVRAT L
FF %I D E& TE

ZHE, BRCT T IA T U ABMUDT A, ATHEAE SN TV AEAICHEIRE SN S, B ORE
FHETT, A SNTET AL ZTT T, [ UONTP b — "% HlT 5 %0ERH Y F,

FIE

ATy T [VAT L (System Administration) > [FFZ)F%E (Time Settings) ] ~X—IZBE L £7,

ATv T2 [REOHE (EditSettings) 1227 U v 27 LET,

ATv T3 [FZIOFE S (Time Keeping Method) 1 &7 22 > C, [NTP (Network Time Protocol) % fif
A (Use Network Time Protocol) ] %3 L £,

ATV T4 NTPV— DT KL AZ AN L, IT%EEN (AddRow) 1227 VU v/ LET, EEDONTP Y —
NEBIMTEET,

AT NTP V— "% ) X " HHIRT BI121%, =03 3IFT7 M ar%27 ) v 7 LET,

ATYT6 NTP 7/ 2V —HDOA X —T 2 AZEIRLET, ZiUE, NTP 7 U =R EINDIPT
KL A2 £9,

ATy TT EEREEZREL, RIFLET,

TFTIS5AT7 R VAT LBINDFEHETE
BE., ZORZOREFETHERINEFTA, RVIIXY NTU—0 XA A T baj) P—
NEFHLET,
F|ig

ATY T [V AT LEH (System Administration) > [FFZIF% & (Time Settings) ] ~X— I IZBEI L £,

LRT LEE
|



DZSN & |
B c2-onzs<ax

ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,

AT 73 [BL O E N (Time Keeping Method) 127 ¥ 3 > C, [KEZ%l % T8 Ci%E (Set Time
Manually) ] Z3ER L £,

ATv74 A, B, B K 55 BLXOBEANLET,

AT9 75 [AM] 720X [PM] 28R L £,

ATV T6 BHEEEEL, RIFLET,

Ea—NDHREITAX

e BRICADR=TVOfEH (86 2—)
e —WREMORE (86 2—)

BERICAYR—CDERA

(=W NRIES NI FHA—PIRE) K<FHT D=7 A v 77 ER YR Mk

RCEET,
B#Y 1BEFIE
BERUZAD VR M=V ZBMN BT X—VIZBEIL, Uy r RYOHEBMTICH
EIRA) 5 [BRIZAY (My Favorites) | A =2 —05 [ZD¥—
VEBRIZADIZIEN (Add This Page To My Favorites) ]
IR E T,
BRUCAY ~OEHE TILMEEBRIFIILED Y £ A,
BRIZAY DIEF 22T T % [BXUZAD  (MyFavorites) ]>[BXUZAD &2 X TER
(View All My Favorites) | Z&R L, #Y72NEFICBK
WAV ZRZ v 7 LET,
BRUZAY ZHIBRT 5 [BXUZAY (MyFavorites) ]>[BXUIZAYD T X THER
(View All My Favorites) | Z3&R L, BRIV ZHIER
LET,
BRUZAY RX—=ICB#T 5 v 4 RUOE EBMTICH S [BRIZAD (My
Favorites) | H_— V& ERINL F7,
HAL N VIR— | X—=VEFRE|[VvA X v 2h— K (MyDashboard) |“X— &ML
TR T % TLIEE,

N1 AT
A—HYERTFEDEE
=N a—WE, KTV MIEBERSEREDT )V 77 VAR EEERTEET, =
NHEORTEF, =BT I IAT L RIERNNIa T A o THEXIT 74/ b CTHEHAINE

B o x7oEE


b_ESA_Admin_Guide_ces_13-5-1_chapter33.pdf#nameddest=unique_1355

| vz27LE8
spzz

To HA—FILTV 77 LUAREMRFS N, 2—FRT T I T ACa s A F577
AT h RS FEIETT,

PRI NEORELZEREL, BEEZaI v bLAVWE, HURRZA U T5 & XICRENT
7V MEICREYD £,

GB)  ZomRiE. AMBRRES Nz — P TEEEA, 06D —WE, [F 7 a v
(Options) ] A == —/nOEEZSHEERTE £,

FIE

ATYTN TV T 7 VO ARELRERT 22— F T OO N CTTIAT A Zn A LET,

RTw T2 [A7 a2 (Options) |> [BRHiskE (Preferences) | #®IRL 7, [4 7 2> (Options) |
Azma—X, V4 RO EHAMICH Y 77,

ATv T3 [RELWE (Edit Preferences) 127V v 7 LET,

ATV T4 REETOET,

TYVI7LUREE Bl

SREDFE o~ (Language Display) Web A ' Z—7 = A AL LN CLI THEAT 5 E7ED
Web f AsyncOS,

u

7T 47 <= (Landing Page) |Z2—YNT 7 I TR0l A 0F5HEXITFRRS

NH~—,
FoREND LR — MR [LA— K (Reporting) % 7 TLAR— Mk L THER
(Reporting Time Range Displayed) (7 | 9257 7 4+ /L ks ORFHIHELH,

T4 R)

FoRd D LAR— MTOK (Number of |77 4 /L b TH LR — MIRRSNDT —F DITE,
Reporting Rows Displayed)

RATY TS BHEEFEL, RIFLET,
ATYT6 =T TFEOD [AiD~X—TIZFE S (Return to previouspage) | V> 7 %27 U v 7 LET,

TTTAT L ADRD— KR EZmETEET,
» Internet Explorer ® AHE— RO EEX (88 ~X—)

cHLWWeb A v H—T =2 A R LT 7 T4 T o 2O TR EFOINE (88 ~2—
)

LRT LEE
|



2T LER |
. Internet Explorer DEIE— FOLEE

Internet Explorer DAt E— FD LEZ

BNT-Web A F—T 2 A AD VL Z Y T DI=HIZ, Internet Explorer A#E— KD A —/3—
TA REAENT DL E2HRLET,

)

GE)  ZOBREEZANCT LI EEBORY o —IERT 25EEIE. ZOBREL BT L2 &n
TEET,

FIE

ATy T [VAT LEH (System Administration) ]> [ %% E (General Settings) 1% 27V v 27 LET,
ATwv T2 [IEHA#E— RO EEX (Override IE CompatibilityMode) 1 F = v 7 Ry 7 Az A LET,
ATwT3 EREEEEL, RIFELET,

FLULWeba U3 —T A REFRALETIT547 0 ADERIKREK
FURE

[ RIS HT  (Usage Analytics) 1%, SHTHEHEROTZOIZYA N T 7T 4 ET 4T —F~
DA YA NEFGol-OIEH L ET, [HEHARIOHT (Usage Analytics) | 23272 > TV
DBHE. TTITAT L AIH LW Web A VX —T = A ATT T T4 T 2 ZAOMREDM R
T2 ENELET, HEARROREERIZ. 2L T, 77794 T v ADa—Hx 7 2]
TURAEMEZS®EDTZDODAL YA NEBLTZDIEHLET,

T 7 4V h T, BRI OGHHEREIXT 774 7 U ATHMZ /o> TWET, HRALRILO 547
BEREZ NI T DITIE, ROFIEEZFETLET,

FIE

ATy T [VAT LEH (System Administration) > [—#%3% & (General Settings) 1% 7 U v 7 LE T,
ATw T2 [EHRIGHT (Usage Analytics) | F=v 7Ry 7 A& 472 LET,
RT9T3 EREZEEL, RELET,

BRAHTTP ANy 54— S 4 XDERL

TTTAT v ATEE END HTTP ZRD HTTP ~ v X — DR R A A e ik d %720, CLI
T adminaccessconfig > maxhttpheaderfieldsize 2 REHHATE AL 51220 L7,

VRATLER
88



| vz27LE8
$—Ex ToornBRBERT—420%% |

HTTP ~v & — 7 4 —/L ROV A ZOEEEITL 4096 (4KB) | e KfEIE 33554432 (32 MB)
‘/C“j—()

H—EXIVDUVDBREHERT—FRADRTR
CLI T diagnostic > services V7 3~ R&EMHH LT, L FZ2FEITTE £7,

T TFIGAT UATEHENN s TWAY— R U AFHEEHLET, T I9A4AT VA%
HEE#HTLIMLEILIHY FHA,

T IGAT UV ATEHNNIIE S TNBYF—ER T PV DA T —H A EF R LET,

FEHIZOWTIE, TEA— X2V T 4 77747 AR AsyncOSCLL Y 7 7 L A
A R] Z#ZRLTIZIN,

LRT LEE
|



B v—cxrovoomeEnRF—5 2087




	システム管理
	アプライアンスの管理
	アプライアンスのシャットダウンおよび再起動
	電子メールの受信と配信の一時停止
	一時停止している電子メールの受信と配信の再開
	出荷時の初期状態へのリセット
	次のステップ

	AsyncOS のバージョン情報の表示

	Cisco E メール セキュリティ アプライアンスのライセンス
	ライセンス キー
	ライセンス キーの追加および管理
	ライセンス キーのダウンロードとアクティベーションの自動化
	期限切れ機能キー


	Cisco E メール セキュリティ仮想アプライアンスのライセンス
	仮想アプライアンスのライセンスの有効期限

	設定ファイルの管理
	XML 設定ファイルを使用した複数のアプライアンスの管理
	コンフィギュレーション ファイルの管理
	現在の設定ファイルの保存およびエクスポート
	設定ファイルのメール送信
	コンフィギュレーション ファイルのロード
	空白タグと省略されたタグ
	ログ サブスクリプションのパスフレーズのロードについての注意事項
	文字セット エンコーディングについての注意事項

	現在の設定のリセット

	設定ファイルの表示

	[設定ファイル（Configuration File）] ページ
	ディスク領域の管理
	（仮想アプライアンスのみ）使用可能なディスク領域の拡大
	ディスク領域の使用率の表示および割り当て
	その他のクォータのディスク領域の管理
	ディスク領域に関するアラートの受信の確認
	ディスク領域と集中管理

	セキュリティ サービスの管理
	エンジンの手動アップデート
	エンジンの以前のバージョンへのロールバック
	ログの表示

	サービス アップデート
	アップグレードおよびアップデートを取得するための設定
	アップグレードおよびアップデートの配信オプション
	Cisco サーバからアップグレードおよびアップデートをダウンロードするためのネットワークの設定
	厳密なファイアウォール環境でのアップグレードとアップデートのためのアプライアンスの設定
	ローカル サーバからのアップグレードおよびアップデート
	ローカル サーバからアップグレードおよびアップデートするためのハードウェアおよびソフトウェア要件
	ローカル サーバでのアップグレード イメージのホスト
	プロキシ サーバを経由したアップデート
	アップグレードおよびアップデートをダウンロードするためのサーバ設定
	自動アップデートの設定
	アップデータ サーバの証明書の有効性を検証するためのアプライアンスの設定
	プロキシ サーバとの通信を信頼するようにアプライアンスを設定

	AsyncOS のアップグレード
	クラスタ化されたシステムのアップグレードについて
	アップグレード手順用のバッチ コマンドについて
	使用可能なアップグレードの通知

	使用可能なアップグレードの通知
	AsyncOS のアップグレードの準備
	アップグレードのダウンロードとインストール
	バックグラウンド ダウンロードのキャンセルまたは削除ステータスの表示


	リモート電源再投入の有効化
	AsyncOS の以前のバージョンへの復元
	復元の影響
	仮想アプライアンスでの AsyncOS の復元がライセンスに影響を及ぼす可能性

	AsyncOS の復元

	アプライアンスに生成されるメッセージの返信アドレスの設定
	システム状態パラメータのしきい値の設定
	E メール セキュリティ アプライアンスの状況の確認
	アラート
	アラートの重大度
	AutoSupport
	アラートの配信
	アラート メッセージの例

	アラート受信者の追加
	アラート設定値の設定
	アラート設定
	重複したアラートの送信


	最新アラートの表示
	アラートの説明
	アンチスパム アラート
	アンチウイルス アラート
	ディレクトリ獲得攻撃（DHAP）アラート
	ハードウェア アラート
	スパム隔離アラート
	セーフリスト/ブロックリスト アラート
	システム アラート
	アップデータ アラート
	アウトブレイク フィルタ アラート
	クラスタリング アラート


	ネットワーク設定値の変更
	システム ホスト名の変更
	ドメイン ネーム システム（DNS）設定値の構成
	DNS サーバの指定
	複数エントリとプライオリティ
	インターネット ルート サーバの使用
	逆引き DNS ルックアップのタイムアウト
	DNS アラート
	DNS キャッシュのクリア
	グラフィカル ユーザ インターフェイスを使用した DNS 設定値の設定

	TCP/IP トラフィック ルートの設定
	デフォルト ゲートウェイの設定
	SSL 設定の指定

	SAML 2.0 を使用したシングル サインオン（SSO）
	シングル サインオン（SSO）と SAML 2.0 について
	SAML 2.0 SSO のワークフロー
	SAML 2.0 に関する注意事項と制約事項
	一般
	ログアウト
	制限事項

	Cisco E メール セキュリティ アプライアンスでの SSO の設定方法
	前提条件
	サポートされるアイデンティティ プロバイダー
	セキュアな通信の証明書

	Cisco E メール セキュリティ アプライアンスをサービス プロバイダーとして設定する
	Cisco E メール セキュリティ アプライアンスと通信するように ID プロバイダーを設定する
	Cisco E メール セキュリティ アプライアンスと通信するように AD FS を設定する
	Cisco E メール セキュリティ アプライアンスと通信するように Duo Access Gateway を設定する
	Cisco E メール セキュリティ アプライアンスと通信するように Azure AD を設定する

	Cisco E メール セキュリティ アプライアンスでの ID プロバイダーの設定


	システム タイム
	タイム ゾーンの選択
	GMT オフセットの選択

	時刻設定の編集
	（推奨）ネットワーク タイム プロトコル（NTP）を使用したアプライアンスのシステム時刻の設定
	アプライアンス システム時刻の手動設定


	ビューのカスタマイズ
	お気に入りページの使用
	ユーザ設定値の設定

	全般設定
	Internet Explorer の互換モードの上書き
	新しい Web インターフェイスを使用したアプライアンスの使用状況統計の収集

	最大 HTTP ヘッダー サイズの構成
	サービス エンジンの再起動とステータスの表示


