SMIME %274 Y—EX

ZOFEF, WO THMEINTHET,

*SMIME ¥ 2 V7 ¢ —E2ROE (1 —)

CEA— N X2 VT4 TTIAT L ATOSMIME X2 T 1 —2 23—2)
* SMIME Zfi I L7=RE A v 8=V DEL, Wialh, 721384 L5 (=)
* SMIME Z i L7 EGE A v —VORGE, ®HE, £33 E5 EMEE (18 X—)

« S/MIME GEAEOEM: (24 _2—)

 NEF—DOEH (26 —Y)

SMIME £+ 1Y) 714 Y—EXDHE

Secure/Multipurpose Internet Mail Extensions (S/MIME) (%, ZRRIRAEFHADEF A —/V A v
TV EEZET DO OEER—2D AT, S/MIME TiL, AR/ ¥ —D_T 2 H
LTCA Y=V LERITEL LET, ZOHEZEY,
c Ay E—URE S LEINTWDEE, A vE—VZEFOAIRKEF LINTA yE—V%
B ZEmTEET,
AV E—UNBLENTODIHA, A vE—VZEHITEEED AL L OT AT T 4
TAZMREL T, BEPICA vy B =V PREL SN TWRWZ L Z2ETEET,
S/MIME DFEMIZ DUV T, RO RFC A L T 7230y,
* RFC 5750 : Secure/Multipurpose Internet Mail Extensions (S/MIME) Version 3.2 - Certificate
Handling

* RFC 5751 : Secure/Multipurpose Internet Mail Extensions (S/MIME) Version 3.2 - Message
Specification

* RFC 3369 : Cryptographic Message Syntax

SMIME %2 T+ H—EX .



SMIME £¥2 1T+ 9—EZ |
B e tx105¢ 77547 RTOSMME €274 $—ER

EA—ILEX2 T4 T ITITAT72ATHOSMMEEZF 2
54 H—EX

AR CIL, T TO=Y Ra—¥RMAOFEHEZFTA L TW\We T, SMIMEZ{EH LT
BRICEE LTEWEBZTWET, ZOXIRMBRICH L TEA— L X2 T 4 7774
7 AE, fHx O =TI M AT A ELHEH LT, =V A LLT
SMIME X =2V 7 ¢ h—t 2 (B4, K5k, BEEB L OMESL) 2 AR—FLET, |

EA—tXx=2VT 4 77747 A%, Business-to-Business (B2B) 8L
Business-to-Consumer (B2C) > U A2k ®D SIMIME X =2 U7 ¢ —E A& L F9,

*SMIME ZfEH L7c A v E—VOFA, Kk, £7213E4 LR 5{LS/MIME & H L7z
BIEAvE—VDOEL, BB, EREEL LR =) 2R LTIEIN,
* SMIME ZfiH L7c A v E—VORGE, BA5k, F72I13E 5k & MRFES/MIME % H L7z

EIFA v E—VORGE, HE, £ ETEMIE (18 X—) 2B LTI,

BEEE
*SMIME £ ¥ =2 U7 4 h—EADLL AIZONT (28—)

SMIME X)) T4 H—EXDLLAHIZDT

e 2 U 4 : Business-to-Business (B2B) (3 ~X—)
e >} U A4 : Business-to-Consumer (4 ~X—37)

. SMIME %274 4—EX



| SMIME+£%21)F4 4—EZ
<7+ 1) % : Business-to-Business (B2B) .

< J 1) A : Business-to-Business (B2B)

Organization A

Email Security Appliance
Ne—

Gateway

Legend

e ssage from Message from
AtoB Btod i

PEA LB, MHEORTRYVRY 5T _XTCOAvE—V%, SMIME Z#H L TEA4B X
WCIEFELIZnEB X TWET, BF¥EAITZ 77— hU=A LYULTSMIME %2 U 7 4
P —EREFITTHEIIICEA— N X2 VT 4 TTIAT U AZRELTVET, £EB
X, = b= LYV TSMIME £ X2 VT 4 —EREZLITTDH LI — K R—F ¢
T —a v EBRELTVET,

\}

GE)  BFEOHITIE, BEBEYV—FX—F7 4 77V r—va 2 HEHLTSMIME %=V 7 ¢
P—EREFITL TS ERELET, EBIZIE, 27y — 7 =4 L~ T SMIME &
F2 VT 4 Y—EREBETCEDHEEOT )V r—2a b FE3 777947 A (E A=)V
YX2 VT4 TTIAT U AEET) 1280 £,

CEANDEBIZAYE—UFEE

1. Bob (BEEA) IFEFA—N I TAT L FEFHLT, REBLOKSILEN TRV Y
t— % Dave (8% B) ICEELET,

2. BEADEA—NEX2VT 4 TTIATVAF, Ave—V52BABIORELLT
TEBICEELET,

SMIME ¥ 71 H—EX [}



SMIME £¥2 1T+ 9—EZ |
. <5 1) 7% : Business-to-Consumer

3 ®¥EBDOT—hVxzAT, Y=F=T 4 77V = a3 A v b—VEESEBLD
FRFEL £75
4. Dave (IR SLSN TV RWNWEAMEA v =V EZELET,

TEBADZEAIZAVE—FEE

1. Dave ({B¥B) ITEFA -V T TAT o bEFEHAL T, RELDOESLEINTWRNA v
t—% Bob (B A) IZEXELET,

2. BEBOF—FU AT, =K RX—=FT 4 T7FVr—2 a3 3iA ve—U2BELB IO
B LTREAICEELET,

3 BEADEA—N X2V T 4 TTIAT L AE, AvE—VaEBLBIORBIEL £
ﬁ‘o

4. Bob [ZEEHLEIN TV WEBLFE A v E—VEZELET,

< 5 1) # : Business-to-Consumer

Organization A
Email Security Appliance
u o
== D= =R
“J
e Email Client | A
| »
Organization B | ;
e ;
[ N g " R
Etin Emil Client
Gateway
Legend
e ssage from Me ssage from
AtoB Btod H

PEA LB, MHEORTRYVRY 5T _RTCOAvyE—V%, SMIMEZHH L TEA4B X
OB b LicneEEBEZXTHET, B¥EAIL F—hV A LYULTSMIME EFX 2V 7 4
P —EREFITTHEIIICEA— N X2 VT4 TTIAT U AZRELTWVET, £EB
I, T RTCOL—YFDOEA AN 7T T e, SMIME®Fx =2V T 4 b—EREFETT
HEICHEELTNVET,

B SMIMEtF2)F4 H—ER



| SMIMEt*2UF494—EZX
SIMIME %/ L1=R1{EA v E— 0 B&. Bk, -aBacrst [

TEANTEBICAYE—UFEE

1. Alice (B¥#A) FEFA NI TAT U MR LT, READH LS TN RNA Y
t—U% Erin (¥ B) IZEELET,

2. BEADEA—NEX2UT 4 TTIAT AL, AvE—VEBABILORESLLT
TEBIZEELET,

3. EBOETA—NITTAT U MI, AvE—TVEEE LB IOMIEL T Erin IZF R L
£7,

TEBADZEAIZAVE—CFEE -

1. Erin (B¥EB) ITEBEFA—NITAT U EFEHAL, Avt—V2EABLORE{LL T
Alice ({E¥EA) ITEELET,

2. BEADEA—NEX2VT 4 TT7ITAT VA, AvbE—V2EELBIORIEL
j—o

3. Alice lIZRF AL SN TWVWRVKRBAL DA v —VEZELET,

SMIMEZ FRALI-FEAvE—TDER. BSIL. T
FTER LESE

cEA—I X2 VT4 TTIAT L ATDSMIME BL4BLOESY—r 70— (5
~N—3))

*SMIME i L CTHIEA v b=V DFEL, Wik, £70I13EB4 L5z 1T o ik (
6 —7)

« S/MIME &4 H OFEHEDORHE (8 X—)

* S/MIME K5 S L OAB ¥ — 05k E (10 ~X—)

* SMIME X570 7 7 A LVOEH (13 X—)

B4, Kb, ERIEBA LR ELEIT O A vE—VOWRE (16 X—)

e aAUTFUY T UNEEER LA v E—VDBEL | Kb, FI3E4L LR L O]
RS (16 X—2)

AT U T4 NEEERH LICEERED A v =V DEL, KEik, £13B4 LIKEL
(17 =—%)

A\

G EX—ntFxa VT4 T77IAT7 U AMMLT, BREBLCEREA yE—VOEAL, S
b, BEOEA LR AEEITO) 2N TEET,

EA—ILEXal)T4 7TZA4AF72ATOSMMEZEEE L UVEFE
J—0 70—

¢ SMIME B4V —7 7ra— (62—)

SMIME ¥ 71 H—EX [}



B svmvezzs—5on-

SMIME £¥2 1T+ 9—EZ |

« SIMIME H BtV —27 7m— (6 2—3)

SMIMEEZ&7J—- 70—
KOTavATIE, EXA—L X2 T 4 7T7FI747 2 ATSMIME B4 % FEI7T 5 F1EIC

DWTHALE T,

1L AvE—Tny a7 ATV X EHMALT, AvE—UF A=A MEERLET,

2. T7I7A4A T ADSMIMEGEHEDOE X —ZFHL T, AvE—U XA VX NElEE
fLLET,

3 WA bENIZA =V A AV 2 ANBLIOT 7T A 7 AD S/MIME FiEH E D A B % —
A LT, PKCS7T B4 EER L7,

4, A yE—VIZPKCSTBAZIMIL T, AvE—VIZBEALLET,

5. BAEINTA v —VEZEHICEELET,

S/MIMERES1ET—- 70—

WOTatvATIE, EXA—=NV X2 T 4 77747 AT S/MIME K214k % E79 5 ik
IZOWTEB L E T,

1
2.
3

\}

SUELEE v v a v F—2ERR L E T,

tyvary F—EFEHALTA vy E—VARIER L LET,

ZEH (F—bhUvxAFhiFarya—~) O SMIME GEHEDAR S —Z2MH L <,
tyvary F—ELLET,
Babsni-tyary F—&2 A v —JICRMNLET,

Wb S A v — V2 ZEHITEELET,

G¥) 77747 ATPXEBLUSMIMER 5L A X —T W5 TV DA, EXA—/LbEX =
V74 777947 ATETSMIME ZfEHA L, RICPXE 2L TA v —U %S L
F9,

SMIME ZERALTREA vE—CDEA. BBEIE, F-EFERLLE

SEZIT I A&k

FIE BIERRE B30
AT 7 1| SMIME GEBAZE O B2 18 L £, S/MIME GEBHEZE DO ZELE (24 2—Y)

ZZR LTS EEN,

. SMIME %274 4—EX



| SMIME+£%21)F4 4—EZ

SMIME ZER L THEA vE—CDEA.

g2k, srEBLcEsteTs>AE

FiE BERAR =3
2T 2| BHEIE LT, OWTIMNEEITLE | SR
EE « SIMIME B4 i O 0 i
» SMIME &4 O34, SIMIME &4 RE (8 =—7)
AELRTELET, * S/MIME K551 DB — D
* S/MIME K5 AL DA, ZIEHED HE (10 =)
S/MIME ZFAED AR F—2 R E L £
hﬂ‘o
« SMIME &4 8 XL OB 5L D4,
S/MIME & 44 FiEB & & 52575 D SIMIME
SEAEZEONFRS—ZFNENHRELE
j‘o
2T w7 | AvE—VDBEL, Wb, £RITBLE | A v E—VDBEL, WAL, £00F
3: B b7 o 7207 n 7 7 A VEERK L | B4 8 X ORZ{LH O SIMIME 415
3 a7y A VOERK (13 =X—)
PR LTLLEZN,

AT T |\ TTIATVATAy®—VDEL, Ba | B4, Kok, 20384 LREE
4 : b, FITB4L ERESLEITH T2DIT, 19 A vE—YomRE (16 =—
A=V T REFUEZERELE |Y) ZBRLTLIIEE N,

ER
2T v 7 |BFA—INLDOU—7 7a—T\DORX v— | HHg .
. N 23] N7 . = v =
S f?ii&iﬁ?g%itm%é e e ek AV Z LTz
1o & ° Ry —VDBL, WL,
72134 &5 bt L OENERRD
2 (16 2—3)
LT U T 4 NEEMH L
BLEHRED A v —VDEL,
b, X E4L LR (17
~N—3))
2T w7 | A=V EBAHEIIREEALT A2 | A= R —EERR L ET,
. > — =3
6: IV T RERLET A R — BB TS
Uy,
2Ty P TN EZLTEEBLEFIINET 7y arviz, | A—ILRY—|ZarTFy 7 1)1
EF LIma—Y 7 —FCBfH T £9, | ¥ 2 BEMT 9,
A=)V R v—%2SHRL T EE
W,

SMIME ¥ 71 H—EX [}


b_ESA_Admin_Guide_ces_13-5-1_chapter10.pdf#nameddest=unique_491
b_ESA_Admin_Guide_ces_13-5-1_chapter10.pdf#nameddest=unique_491

SMIME £¥2 1T+ 9—EZ |

B svivezzmomngons

\}

GE)

CLIZfEH L TS/MIME B4 . Ki5fbk, £713B4 LS b2 FEITT2551%. smimeconfig
a~<r R&EMHLET, [CLI Reference Guide for AsyncOSfor Cisco Email Security Appliancesl]
EHRLTLLEEN,

S/MIME E£ A DEIAENEKRTE

\}

A v —VIZEALT D7D SIMIME GEFHEEZRETH2MLERNH Y T, EA—L X2
TATTTATVATIE, ROWTNNOFHEZMEH LT S/MIME BLGEAELRETE £
7
T FIAT U AEMA L THCE4 SMIME GFFAEAERK L %9, HCEE4 S/MIME FEH
EBOMERR (8 =) 2B TIEE,
« 170 SIMIME GEAEZ 7 757 A4 7 2 AZA AR — bk LET, SIMIME B4 GEFHED A >
A—bF (10—=2) 2BRLTLITEIN,

G¥)

BC2E4% S/MIME

)

BHSNIEA v =V ERENO2—PFITHERE, £70037 A MRETEET 2123, ACEA
SIMIME GEHEZE M2 Z LR SN ES, BASHEA v =Vl —FITERE,
FIFFERBERE TIXET HI2IE, (B TE 5 CA 2L S LA %72 SIMIME FEHE % (4
Li‘a—o

S/MIME DFEAZEZMAZ W TIE, SMIMEFEHEDEH: 24 —) BB L T,

AERAE DR

Web A > ¥ —7 = A AFE 7213 CLI i L C, RFC 5750 (Secure/Multipurpose Internet Mail
Extensions (S/MIME) Version 3.2 - Certificate Handling) [Z¥#E#l9~2 H L& 4 S/MIME FEF E % 4

G¥)

ATvT1
ATvT2
ATvT3
RATv74

BLEINTEA v =V ERENO—FIZEE, £237 A MRETHET 101X, HEEA
S/MIME FEEZEHT 2 Z LRI ET,

FIE

[y hU—72 (Network) 1> [FEH]ZE (Certificates) 1 %27 Vv 27 LET,

[REFAE DB (Add Certificate) 1 %227 V v 7 LE7,

[H B4 S/MIMEFEH ED/ERK (Create Self-Signed S/MIME Certificate) ] 4R L £,
HOBARERFIZ, ROBHREZATILET,

. SMIME %274 4—EX



| SMIMEt*2UF494—EZX

e o |

Common Name

STEBERA A U5

Organization R 0D 1M 7 1E 40

HHL Mk DOEEA

M (Hi48) KA DAL N > 2 H#

IN/UR FAARR DAL DI, BB, E 721 THTT,

(Country)

R ORI B D 2 CFD 1SO [H4 22— K,

FAN F T DI

S IRNIC R 5 E TOBK,

BTl RO (RAALY)
(Subject Alternative Name
(Domains) )

DT 4=V RERELEGE, HELTZ AL D2 —
FITBL EINTA v E—VRFEETEET,
BLINTZA BV DRETD AL 4, 728 203,
domain.com <° *.domain.net 72 £ T3, = ~ VU D
By <KDY R NEFEHLET,

7= FORI4 (E A—L)
(Subject Alternative Name
(Email) )

ZOT7 4= FERELLES. HELLa—YFDHRnE
ZENTZA v E—VERETEET,

BHINTEA v E—VEREETH—FOEFA—LT
KL A (] : user@somedomain.com) , #E#=> KV D
B A EEY YR MEFEHLET,

FhE % — A X (Private Key
Size)

AEAEEA ZR (CSR) AT 2 WEF—DH 1 X,

G¥)

SIMIME B4 GEHEICIE, ¥ 7V =7 ORIl (KAL)

L7 V=7 FOR4 (E

A—)V) Dl FEEDDZENTEET,

ATFwTE [k~ (Next) |22V v 27 LT,
ATwT6 ST, REFITLET,
FEHEOAFTIZEATI LET,

« HEB4AREAED CSR % i85

JICEET 256

AEHEB L OB FREMER L £,

GEVI B4 ERE S 7> m—

(Download Certificate Signing Request) | %27 Vv 7 LCr—HLVELFRXy hT—2 <
¥ U2 PEM BT CSR ZRAF L £ 77,

AT9 T EREEFEL, RFELET,

SMIME ¥ 71 H—EX [}



SMIME £¥2 1T+ 9—EZ |
B svveszameos k-t

RDBERY

\}

GE)  CLIZfEH L THCOEA SMIME Gt E 4 KT 521X, certconfig 2~ KA L&
—é‘o

S/MIME ELZEIBHED A VR— k
Ao —UICBALTHIDOSMIMETEHENT TIZHIHGE. A v FA— ML TT 74T
2T E £,
[Z L& BRI

AV AR— +9 5 S/MIME ZEHEA, S/MIME fEHEOZM: (24 2—) IZER#H SN TV E
ez L TWA Z L 2R LET,

FIE

RAT9T1 [y FT—2 (Network) ]>[fE#E (Certificates) ] %7 U v 27 LET,

ATy 72 GEFEDENM (Add Certificate) 1227 YV v 7 LET,

AT9 73 [FEHEDA AR — b (Import Certificate) ] Z 3R L £,

AT T4 2 FU—7 EEidn—hL <= U OFHET 7 A V~DRAE AT LET,
RATFYTES T ANDNRATL—X % AJLET,

RAT9T6 [k~ (Next) 127V v 7 L GEHEOEHRZFZ R LET,

AT 71 FEHECARIZATILET,

ATV T8 BHAEREL, RIFLET,

RDBERY

)

GX)  CLIZfifH L CSMIMEGEHZEEL A >R — b9 5121%, certconfiga~ > R&afEALET,

Iz = 1 —
S/MIME i 5L FHD AT —DERE
A=V T A1, ZEZEOSMIMEGFHEDOABR T —%2T 754 7 > ZIBINT
HVBENRB D FET, HEORY o —BXOT o250 T, IROWTNANOFEEFER LT
NEFXF—%T T4 T L ABINTEET,
cZEEIC, BFA—NREDBEFTF ¥ RN EHEAL CARF—Z2%ETH2LI2ERLE
T, T, Web A v Z—T 2 A AFIICLI ZHHL CTARF—ZBINTE F9,

. SMIME %274 4—EX



| SMIMEt*2UF494—EZX

smivE i 2 A0 amE—nen [

AR — 2B A FINEIC OV TIL,. S/MIME B B(LH OB —0EM (11 ~2—)
R LTLLEE0,

eWebAf v Z—T 2 A AFEIZCLIZEH L TABRIF—OIEL A 2—T ML, ZEHIC
BLINTEAE—VEEETDEOIBERLET, EX— VX2 UT 4 TI9A4T
AT, BAINTZA v =N AT —2INETX T,
BHINTZEBRBA v =YD OARF—ZINET D HIEIZHOWTIE, AT —DIUE (
12%—=) 2R TSN,

S/MIME B 51 R D AR F—DEH0

AT T1
ATvT2
ATv73
ATv74
ATvTH

N

[ C &SI
« ABAF —3S/MIME GEBEDZEM: (24 ~—2) ICHASH TV D BEHZHIZLTND 2
EEMER LR,
* AT =B PEMEATHD Z L 2B LET,

FIE

[A—/ ARV — (Mail Policies) ]>[ZABZ%— (PublicKeys) 1427V v 7 LET,
[ZABH—% 180 (AddPublicKey) 1227V v 27 LET,
NF—DA4HIZ AT LET,

ARRF—F AN LET,

EEEEEL, RIFLET,

RDEZRY

GE)

CLI ZfEH L TAF—%:BM7 5121%, smimeconfig 2~ REMHEH L ET,

S/MIME YR &£ F #H ¥ —

ABF—ZEESMIMEZL B A v E—U 6 E0S (L) L, IEL-F—Z2 M H LT
FLHEAA =B RE LT —0OEE (EVRRAELFaryra—) IZXETHLD
W EA— N EXa)T 4 TFIAT LV ARHBRETEET,

AT —DOIUEIT, A=V 70— R —TA F—TMITEET, NELZTXTOARM
F—1%. [S/MIME UUEE# A /3B % — (S/MIME Harvested PublicKey) ] 3—ICFRENE T,

ESPEDEYS]
 NBIF—DIVE (12 =)

SMIME ¥ 71 H—EX [}



B 2ms—ous

NEFEF—DINE

\}

SMIME £¥2 1T+ 9—EZ |

NEX—ZEESMIMEZLFEL A v E—U 0B L) L, 2haMH L T e {biE A
Avb—UHENELEF—0OAE (EVXRAERITarvya—v) CEETH LI, E
AN tX¥a2 VT4 TTIAT VAR ETEET,

G¥)

ATy T
ATy T2

ATv73
ATv74

ATy TH

F 7 4 Tk, BRI E 7213 H © 84 S/MIME FEBHZO AR F—IZINE SN FEH A,

[Z L& BHIIC

E(EH D S/IMIME FFFAEDO AR F—72%, S/MIME iEFEOEM: (24 X—2) [ZHBA I TW
HEMET- L TWAZ EEMHRLET,

FIE

[A—/L AR Y — (Mail Policies) |>[A—/LV 7 1a— R Y I — (Mail Flow Policies) ] %7 VU v
7 LET,
BLWA—L Ta— R Y =%l T 20, BIFORY o —2ZEH L £7,
[Ex=UF ¥ —E R (Security Features) |27 2 VETAZu—/LLET,
[S/MIME AR % — D4 (S/MIME Public Key Harvesting) ] CLA F&FE{TL £,
* SIMIME AP ZF—DUUE AL A X —T /M LE T,
(ER) BASNTEAREA v E—VORGECKI LT-5E, AT —2INETLINE I »n
IR LET,
(R BH SNl —%2NETLINE I PERINLET,
GE)  48BERILLNICII U R AL Y E A v b — U b0 HH S h i A S — & 25+
L. TTIAT RTEET T — M EEELET,

EHEEFEL, RIFLET,

RDEZRY

GE)

TIITGAT U ALED, WEINTZABRXF—DY R ROV A XE512MB T, URT R
M= DE EA—N X2 T 4 TTITAT ALY REHDAEF—2 B8
HIBE S ET,

CLI ZfEH L T —DEL A x—7 /I HIZIE, listenerconfig 2~ REMH L £
—g—o

RDATY S

B SMIMEtF2)F4 H—ER



| SMIMEt*2UF494—EZX

smme k7o 7 LnEE ]

BHEINTAYE—VEEA—N X2 VT 4 TTIAT UV AOEHEICEETDHLY . %
BEIWCERLET, EX—N X2 VT4 TTIAT AT, BLEINTEA v E—UDBNA
BF—Z2IE L, [A—/LARY 2 — (Mail Policies) ]> [INE# A+ ABH*F — (Harvested Public
Keys) | _—VIZFRLET,

EPEREYS

* S/IMIME UUEEFE AN F— (11 =—)

SMIME E#{E7 0774 J)LDEHE

SMIME 5570 7 7 A IV TIE, IRDK D/ TA—FEERTEET,

« BH, KsfbZe &, HEHT 5 S/MIME £— K,

« BHEAT O 12D S/IMIME FEFHE

« NEW, B L. AT 5 SMIME B4 E— K,

« ZEHEDOSMIMEGEHEDAF—%2T 7 T4 7 L ATHHTERWESIZFATT LT 7

A,

el 2R, HOMBICEET DA v =TT R TCELBEATHLILERDH Y | BIOMIRIZE
BT oA v = VTR TBAFEL PO SLEH THLLER DD E LET, 2OV T VA
TIE, BADOH, BLOBABIUKE(LDO2o0FET 7 7 A VEERT D HENH Y £
T

Web A X —7 A AFEZIELCLI ZEHA LT, SMIME BE7 17 7 A VEA{ER. e,
R, £ v AR—hr, =7 AKR—F, BIOBBTEFET,

EEEE

c XA vb—UVDEL, Wb, £IEBLB IO ELHOSMIMEEE 7 1 7 7 A LDIE
(13—
* S/MIME %1570 7 7 A VOfRE (15 —2)

Ayt—TMEL, BEIE. FEEBEESIUBSIELADO SMIMEEETO T 714 ILD

YERK

FIE

AT9 1 [A—/L KU — (Mail Policies) ]>[i%{§7 1~ 74 /L (Sending Profiles) 1 %7 U » 7 L&
@—O

AT9 T2 [Fu77ANEEBN (AddProfile) 127V v 27 LET,
ATV T3 ROT7 4=V REFRELET,

SMIME ¥ 71 H—EX [}



SMIME £¥2 1T+ 9—EZ |

. AytE—TDEL, BEE, FLEEBABLUESIEAD SMIMEEETOT 7 1 LOVERK

S/MIME 702 74
LA

EETOTFALDREEANLET,

S/MIME & — R
(S/MIME Mode)

SMIME £&— FZBIRLEJ, HIZkDLEB T,
- E4

- lES1E
s B4 /51 (Sign/Encrypt) , B4 LTS LLET
*3f% (Triple) . &4, WA LL T OHEEL LET
G¥)  [B4 (Sign) 1. [BAMEEIL (Sign/Encrypt) ] £721% [3 1%
(Triple) 1DWFIH3D SIMIME E— FZ2MH L THAHHE
BOICRET DA =TI AT U REINET,

BT XA E
(Signing
Certificate)

2 FAAT S REHEFEZRIRL £,

GE) ZOT74— IV RERETIHLENHDLOX, B4 (Sign) 1.
(B4 /551 (Sign/Encrypt) ] £7213 [31% (Triple) 1 DOWT 4L
D S/MIME E£— R &38R L7258 DT,

(S/MIME Sign
Mode)

S/MIME 4 E— K

S/MIME B4 F— FZERN LE7, HIZKkDO LB T,

« &BH (Opaque) » REHEA A v E—V TR, AvkE—VEE
HBNIFEROESICHAESNTEO LN, BEHEZMIET S Z & TO
Ht D Z ENTEET,

- B (Detached) . BEAIERIZ. BALINDTF A MEBishE
9, Z D MIME % A 7% 2 % H OE 4312 application/(x-)pkes7-mime
® MIME 7 % A 7 % £§ multipart/signed T9~,

GE) ZTOT74— IV FERETIHLENHDLOIE, B4 (Sign) 1.
(B4 /M5B (Sign/Encrypt) 1 £ 721X [31% (Triple) 1OV
MO S/MIME &— REBIN L7I2GE50HTT,

B SMIMEtF2)F4 H—ER



| SMIME£%2yF ¢ 4—EZX
smMEsETn 77 LoEE

SMIME 70774 |ZFETOI77/IILDLEIEADNLET,
L%

SMIME 77 v a v | ZEFDORHF—2FIHTERWGARICEA— NV X2 0T 0 775
(S/MIME Action) |A 7V ANETTRET 7 aryZERLUET, HITKRDOEBY T,

¢ N7 A (Bounce) , WITNNDZEEDONRF—EFIHTE RN
e, AvE—VIEEHEIIAAY RSN ET,

s kr > (Drop) . WITFNDLOZEHEOARF—ZFHTE 720
A AvE—YE Ry IR ET,

« 3l (Split) , AvE—YRpEEInET, ARF—2FHTE A
WZEE DA =TS LS N TIThUE S, A F—%F
ATELZEZE~DA v E—VIIRE B S TEYE S E T,

5l : bob@examplel.com & dave@example2.com (2 A v —TZE(F L,
dave@example2.com DAPF—ZFIHTERNELET, 2OV TV A
T, [7E] (Split) |Z&#IRLTGAE, EA— NV EX 2T T 7747
v ARNIIR DR EATVNE T,
o Avt—U%IES(E L THH bob@examplel.com (ZEME L £,
o Avt—UEIESEE T dave@example2.com [ ZEF L E T,
GE) DT 4=V RERETDHLERHLDIE, K1k
(Encrypt) 1. [BE4/M5EAL (Sign/Encrypt) ] F£721% [3 /&%
(Triple) ] W7D S/MIME £ — K% L7-HA DK
T

RATYyT4 EREEREFL, RIFLET,

RO Y
A

GE) CLIZHEHLTCHET 7 7 A VE{ERT 511, smimeconfig =~ RAMEH L E7,

SMIME ZI1E70 7714 IILDIHRE

FIE

ATwT1 [A—/L R — (Mail Policies) ]>[%{57 17 7 A /L (Sending Profiles) | %2V v 27 L%
R
RATYT2 BEFTLIEET 077 A NEI Y v LET,
RTY T3 Avb—VOEL WL, E£3EHAB L0 SEM DO SIMIME X571 7 7 A L OER
(13 =) IZHAESNTNWD LT, 74—V RERmELET,

SMIME ¥ 71 H—EX [}



SMIME #2154 H—EZ |

B =5 met. $HEBRLBBILETS 4 vE—VDRE

ATy T8 EREFEL, RFLET,

E4. Bk, FLEEBREBSEZITOIAVE-DDRE

BETR T 7 ANVEER LTS, B4, Wb, 3B A LHSLEITO A v E—V2IRE
TOHREA LT TANZEERTIVLERHD T, a7y 7402 0%, BIGET
A—NVEAX L TCAyE—URNREINZREIC T 20 LES, avTry 7
NENWZESTA Y E—URFHFIC—ET DM SN, EA LV X2 T 7774
TYAIA =V DEL, WL, EI3EL EREBLEITOET,

BEIHE
cALTUVIIHEAS A =T DT 4 NE ) T

AVTUYIAINEEFER LAY E—DDEA. BEIE. £-1EE
£ EESIEH L VENRFER(E

&

ATvT2
ATvT3
ATvT4

ATvTh
ATvT6
ATy T17

ATvT8
ATvT9
ATy 710

[Z LB

AT Y T 4 VE DGR T A EFM L E T, o T Y T4 NV E O ES
L TLIEEN,

FIE

[A—/LAR Y 2— (Mail Policies) > [%8{g 27 > 7 4 /L4 (Outgoing Content Filters) | (2%
#LET,

[7 4% (Filters) |27 > a T, [74/V%%EN (AddFilter) 1227 VU 27 LET,

[ (Conditions) ] &2 2 a T, [§fF4EM (Add Condition) 142V v 7 LET,
Bh. WEb, ETEBALEREBEITOA Y E—VE T4 NE ) T DM EBINL £
T ol X, WEEHER ST D700, A EITIARTREDOHIEE I L—X
( TConfidential] 72 &) 2&Te A v —V %M+ 2542 BNTE £1°,
[OK]%#7 Vw27 LET,

[727 a3y (Actions) |7 arC, [77 v ar&iBl (AddAction) 1227 U v 27 LET,

[7 73 a v %&iBil (AddAction) 1V A k225 [SMIME B4 /M5 54k k727 a ) (SIMIME
Sign/Encrypt (Final Action) ) ] Z3IRL £7,

QLT T4 VHICEEMT AR ET e T s ANV EBRIR L E T,
[OK] %227 Vw27 LET,
ERuEERFL, RELET,

. SMIME %274 4—EX


b_ESA_Admin_Guide_ces_13-5-1_chapter11.pdf#nameddest=unique_532
b_ESA_Admin_Guide_ces_13-5-1_chapter11.pdf#nameddest=unique_519

| SMIMEt*2UF494—EZX

AVFUY TR EERALEERERD A vt— U084, Bet, srrBairst [

RDBERY

AVTFUY TANEEBEMULIED, T AN ERGE A= R =BT D MERD Y
T, MEO=—XIULC T, T7FNV IR —TarT oY 74N EZEL F—TNWITT 5B,
FINETANEERFEDOA =R O—ICEATHZEZRIRLET, A—L KU —0HE
EIZOWTIE, A= R —DEEZSH L T Z &,

ATV EFERAL-BEEFEOAYE—CDESR. BEIE.
F-I3BA LEEE

ATy T

ATvT2
ATvT3
ATvT4

ATvTh
ATvT6
ATy T17

AFvT8
ATvT9
ATy 710

BUERRC A v 2=V 224 Kk, FREBLARBLOR (kT D a7 7 4 V&7 Bk
LET, 7742bb, A vbE— RO ERICER, T XTOMLEPET LIEL, AvE—
VIIEBL ., ek, FRIIBAB IO S LS CRESNET,

[ L& BHIIC

C AT U T A NS ORIEEERT DS EIMLE T, 2T Y Ty Ol EE
BIRL TS,

FIE

[A—/VAKR Y T — (Mail Policies) ]>[318 2> 7 Y 7 4 /L% (Outgoing Content Filters) |25
BHLET,

[7 4% (Filters) 1 ®27 > a>TC, [74/V¥%ZiEBM (AddFilter) 1227 U 27 LET,

[Z&fF (Conditions) ]2 2 a T, [§&MF4EM (Add Condition) 142 U v 7 LET,
Bh. WEb, EIEBAL B ETOA Y E—VE T 4N Z2 ) 7T D5 EBINL E
T ol ZE EEERZRT ST 57200, A ETIIARUCREORGEE T L—X
( [Confidential) 72 &) Z#Hie A v v —V%MAT 55042 BMTE ET,

[OK] %7 Vw27 LET,

[727 a3y (Actions) | EZ v a T, [T v araBM (AddAction) [#7 U v 7 LET,

[7 7 a>ZiB (Add Action) 1V A k225 [S/MIME #4 /BlfE R =1t (S/MIME
Sign/Encrypt on Delivery) ] Z3%&R L £,

AT T4 VHICEEMNT AR ET e T s A VBRI L E T,
[OK] %727 Vw27 LET,
EREEFL, RELET,

RDBERY

ATV T ANEEBIMLIED, ZANMEEREA—L R =BT HLERHY F
T, O =—XS LT, T 74N IR —Tar s oY T4V BEAAFZ—TNITT 5D,
FINTTANEZERFEDOA =NV R O—ICEHATHZEZRIRLET, A=V KU —0#H
TEIZOWTIE, A=V RY > —DEEZBRBL T E &N,

SMIME ¥ 71 H—EX [}


b_ESA_Admin_Guide_ces_13-5-1_chapter10.pdf#nameddest=unique_492
b_ESA_Admin_Guide_ces_13-5-1_chapter11.pdf#nameddest=unique_518
b_ESA_Admin_Guide_ces_13-5-1_chapter10.pdf#nameddest=unique_492

SMIME #2154 H—EZ |
B osvive sERLEREEA v E— VORI, BE. E3ES LRI

—3 S = 4 = -
SMIMEX.EFRR LE=BEA v E—NDKIE. 8. £21&
4= =3 =
-R= a1
EA—NEX2YT 4 TTFI7A T ATOSMIME #IEB L OROEEY—27 77— (18
~—)
* SMIME Z il L CHEEA v e—VORGE, B5. 385 E itz T ) HiE (193—
)
A E—UhRESTAEOOIHEOHRE (20 2—)
CBAINTEA =V EREAFT DO OARF—ORE (21 =)
« S/IMIME E 58 L OMEED A 2—7 1 (23 ~—2)
» SIMIME B BALE A F T2IIRGEERE A A v E—HOT 72 a VORE (24 =)

\}

GE) EA-NE®X2VT 4 TTI7A4T L ADSMIME EX 27 4 P—ER&2MHLT, BEB
FOERFA v E—VOMKGE, BEb, EIFEBLERIEEZIT) 2N TEET,

EA—ILEXa T4 TITI3AT72ATHOSMMEREIEES L UVDES
J—4- JAa—

« SSMIME WiEET —27 7 — (18 ~2—3)
eSMIMEE 5TV —27 7o — (18§ ~—7)

S/MIME #R5E7—%~ 70—

WDOTavATIE, EX—NVYvXaUT 4 77747 AT SMIME Bk 179 5 kI

DWTHBLET,

L BAINTE A By a2 TAIVRALE#EHALT, AvE—Y XAV RA M
TER L9,

2. EEHOSMIMEGEHAEOAMF—ZHH L, B4 SNz A vbE— I S 72 PKCS7
BAEBEBALTA =Y X AP =2 FE2BELET,

3. RSN AYE—TV XAV A NE, BASINEZAvE—UNLEE LA vE—Y
FAYzAREHBLET, Avb—YF A V=X bR—BLEEA, A v — VIIHGE
EhET,

4. FEFERHTEEHE R AA D SMIME FEAEZMEE L £97,

SMIMEES7—> 20—

wDOTavATIE, EA— X2 UT 4 7TFF74(7 AT SMIME E 5% ET4 5 ik
IZHOWTEBH L E9,

. SMIME %274 4—EX



| SMIMEt*2UF494—EZX
SIMIME % L TH{E A vt — Uil #8. srrasegiEzin>as

1. 77947 A0 SMIME iFHHEZEOMEF—Z2HHL T, vy ar F—2E5LLZE
TO
2. ByvaryF—FFEALTA v E—VARLEERLLET,

SMIME Z{ER L THEEA Vv E—CDREE. EF. F-(HES LREE
ZIT27HE

Flg BRERE EE |
AT w7 | SIMIME FEBHEDO M2 {2 L F 3, S/MIME ZFFAEOE/: (24 ~—
1 D) B LTLEEN,

AT v | BEECT, MOWTANEETLET, |[SHRE

2 « SIMIME 5t D54, #iko S/IMIME A —VEEFTHLDOD
AERE (BB LD FATIZULE R R % — REREORE (20 ~—)
Bate) BT SIAT U AZBINLET, CBAESNTEA v REE
* SIMIME #RFEDH G, MREED FATIZ M2 THODREF—DHE (
72161548 @ S/IMIME REFED AR ¥ —% 21 =)
TTIAT U AZEBMLUET, « WAL LRGER Y A S DA
* SIMIME & 51{bH L OMGEDO A, LT R—F

BT TS5 AT L ABEMLET,

#fk > S/MIME FEBIE (5L 3
ITICHERMEX—%ETe) 277
FAT U AIZIBIMLET,
EEHE R A A DOFEGEF,

MRED FEITIZ M E /2453 SIMIME
SERAE D AR F —,

27 w7 |SMIME Z#fEH L THEEA vE—OMEE,  |S/MIME 18538 L OMEED A #—

3: BWEAb, EI3E L EMEERTTO A —L 7 | 7l (233—) BB L TL
o— R —RELET, 7230,
A7 | EE) EA—N X2 UTFT 4 T7I4 7 |SIMIME BEEAL# A F - I3MREEG
4: ANEFACE R ETZIIRGEEADA =2 | BA v E—VHOT 7 v a v Of%
WKL CHEITT DT 7V arvaERLET, | (43—Y) 2B LES
AN

N

GE¥)  CLI ZfEH LT S/MIME ik, 175, F7I3XE T & RGEE FEIT3 5851, listenerconfig >
hostaccess 2~ FZ&EHLET, FFMICOWTIL, CLIA VT4 v ~VTRSHRLTLIES
AN

SMIME ¥ 71 H—EX [}


b_ESA_Admin_Guide_ces_13-5-1_chapter28.pdf#nameddest=unique_964
b_ESA_Admin_Guide_ces_13-5-1_chapter28.pdf#nameddest=unique_964

SMIME £¥2 1T+ 9—EZ |

B 1 e-—vzasvarponnEoRE

AytE—TFESTTLH-ODAEDHRTE

ATy
ATvT2
ATvT3
ATvT4
ATv7TH
ATvT6
ATy 71
ATvT8

\}

RO SIMIMEFEHE (EBILOEITICHLERME X —2 &) 2T 774 T L ATBMNT 5
VERHY £97,

[Z L& B

c KD NTNDDHFIET, TFIA4T L ADSMIMEIFHEDAMF—%2EEHE (B
Flliarva—<) CHEFLET,

CETANREDETT v RNV LT, BF—2FELET,
c XF—UEEZ A L TARF—2 IG5 L 018, BREHICERLET,

BEHIIZOARX—Z2MAL T, BELENA v -V 2T 774 T RAKETE

¥,
A

GE)  B2C O F VU A TiE, MAEO SIMIME GEFHEN R A A L FFHED
BE. —HOBEBFA—IN 7 F47T 2 (Microsoft Outlook 72 &)
IR D SIMIME REBHE DO AR % — 2L L TR Sk A v
T—UEEETERNIERHY ET, ZHIX. INHOET
A=V TAT 2 MINRAAL FEHAEONMS— %A L7z E
bV HR—F L TWARWNE=ZHTT,

e £ VR— F9 % S/MIME ZEHES, SMIME GFBHEOE: (24 <X—2) [ZE#kEShTwn
HEEENETZ LTINS Z L R LET,

FIE

[r> T —2 (Network) ]>[REFHZE (Certificates) #7277 LET,
[REBAEDEN (Add Certificate) 1227V v 7 LE7,

[FEFAE DA > " — K (Import Certificate) ] 23R L E 7,

Xy U= EEliFIn—hn v o DFAET 7 A N~DARAE AT LET,
T7ANDIRAT L—R% A LET,

[k~ (Next) %7V v 7 LCREEDEFREZEZRLET,

REAEF ORI Z AT L ET,

EHEEZFEL, REFELET,

RDBRY

GE)

CLI ZffH L T S/MIME FEH]EZBINT 521X, certconfig 2~ R&EEHLET,

B SMIMEtF2)F4 H—ER



| SMIME£%2yF ¢ 4—EZX
Brshi-*ve—UrgiET s-oonEs—okz [

BRSNAVE—VZRIAT 2E-ODRHAF—DERE

BEENTZA v =V ERIET DI, BEEDOSMIMEGEHED AR —%2T7 774 7 A
BT 20ERNHY £3, HEORY >—BLO7 ot 2 S50 T, ROWTHNDHELY
FHLTART—%2T7 747 A BINTE £1,

c EEHIC, BT ANREDE ST ¥ FVEHEH L CART—Z25ET 2 L0 2RLE
T £D%, Web A ¥ —7 = A AF72IF CLI 2] L TAF—ZBINTE 7,

AR — % BN 5 FINEIC OV T, S/MIME ESALH OB X —08Mm (11 =2—)
FHEBLTLIEE N,

e F—INEAFEH L TARF—2TELET, AFT—0E (12—) 2L TL
720,
S/MIME #&EER D A B F—d B
[ZC®H BRI

o NBAF—23S/MIME GEBIEDO M (24 RX—) TSN TW A EHZHIZLTWVWD I
LEMERLET,
s NHF—DRPEMERTH L Z LR LET,

FIE

ATYF1 [A—/L KU — (Mail Policies) ]>[2ABA%— (PublicKeys) | %27 U > 7 LET,
RATv T2 [ABF—%EM (AddPublicKey) 127 Vv 27 LET,

RATYT3 AMF—DL4ETIEZEALET,

ATy T84 AFx—HF AN LET,

RATY TS BHEFEL, RIFLET,

ROERY
Y

G¥)  CLIZfH L TABF—%2B87 521X, smimeconfig 2~ REMEHLET,

S/MIME #EER O 2+ —DUNSE

ABI¥—%FE(E SIMIME BLEHA v Ee—U b EE (IE) L, 2HEfH L TNEL-
F—OfAE (EVoRAFERITary Y a—<) DODBLEFERA v E—V2RiET A X912,
EX—N X2 T 4 T IAT VAERETEET,

SMIME %2 T+ H—EX .



B 2sr—ongoqsx—

\}

SMIME £¥2 1T+ 9—EZ |
Tk

G¥)

T 740 F TR, IR E 7213 B 2 B4 SMIME GEFIEFEO AR F —TINE SN EE A,

1. WebA X —7xAAE7IICLIZHEA LT, ABF—OIEL A x—7 LI LET, A
B —DIED A x—T 1k (22 =) ZBRLTLLIEEN,

2. EEHIC, BLAEINTEAvE—VUREETHIIERLET,

3. WENTETLEL, WELEARS—%2T7 7747 ABMLES, S/MIME #EEHO
IWESNTAF—0BEN 23 2—=) 28BLTEEN,

ZOFMEIZEY . AyE—VIFHRIITS— b Y=o LYV THEES N E T,

PRF—DIED A 2—TILiE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

\}

FIE

[A—/L RV ¥ — (Mail Policies) ]>[A—/b 71— R U I — (Mail Flow Policies) | %7 U v
7 LET,
LA =L T7a— R —2FiT 270 BFEOR) —2ZELET,
[Ex= U7 ¥ —E R (Security Features) |7~ a ' F TR u—/L LET,
[S/MIME 3B % — DIt (S/MIME Public Key Harvesting) ] CUA F &2 3T L £,
* SMIME ABHF— DL A X —T /M LE T,
(ER) BASNEBEA v E—YORGEICRRLIZ5GA . A —Z2ET L0 E 50
ZERLET,
((EE) B SINTARAF—Z2NET LN E I NERINLET,

GE) A8HFRILINICIHI U RA AL VEHII A v —U OB OEF SN AR —%2Z{E7
De, TTIAT U ATEET - EEELET,

EHEZEEL, REFELET,

RDBERY

GE)

TIIAT AL, WEESNE-AREF—O IV RY M) OY A XL 512MB T, URI MY
NI DHE EA—IN X2 YT 4 T34 T2 AL RHHOARF—2 BB
HIpE S E,

CLI ZfEH L THx—DIEL A X —7 /I T HIZIEL, listenerconfig =~ RAEfiH L&
7

B SMIMEtF2)F4 H—ER



| SMIMEt*2UF494—EZX

SIMIME £EE A0 s h-aBix—oem [

S/MIME #REER D UNE S = A B F— D180

ATy T

ATy T2
ATvT3

ATvT4

FIE

[A—/L RV > — (Mail Policies) > [UUEEH A ABH* — (Harvested Public Keys) 1 %7 U v 2
LET,

BHIDIESINTZARXF—%227 ) v 7 LT, AF—%2av—LFT,

KX —%T 7747 L ATEMLET, SMIME BEEHOARF—0EMN (21 X—Y) %
ZHL T I,

KHEEZEFEL, RIFLET,

S/MIME 185 & &K MREED 1 r— T )Lk

ATy T
ATy T2

ATv73
ATvT4

ATy TH

FIE

[A—/L AR Y — (Mail Policies) |>[A—/V 7 1a— R Y I — (Mail Flow Policies) ] %7 U v
7 LET,

BLnA—L T7a— R =%l T 20, BIFORY o—2ZEE L E7,
[E¥=VUF ¥+ —E R (Security Features) |7/ v a > FTAZua—/LLET,
[S/MIME D18 5Ab/fEE (S/MIME Decryption/Verification) ] TLLF 24TV E 7,
* SIMIME 185t L OMRGEZ A F—7 /L L £ 9
* SMIME OfEGEE, T ¥ X IVBLEMEFET DM A v B—YU 0D HIBRT 20 EEIR L £,

T K 2—HIZ SMIME 7' — b 7 = A BEEIC DWW THI BT < ZeWaid, [HIFR
(Remove) | # IR L E,

NV TN T T ENTEAvE—VDGEE, NEBEAOAPMEREZITHIBRSNE T,
EREEEL, RIFLET,

RDEZRY

Bk

S/IMIME 18 51b3 L OMRGENR A —/L 7o — R o —TA R—=T /IR > TV DA, T
® SMIME # vt —Uld, 15k L ORMEEA T — % 2 CEMR AR < BUE Shk 4, S/MIME i
FACE SR ETNIRGEE A v =V BT 5T 72 a VERET DHAIE. AvtE—V 7 ¢
JL A Jb— )L smime-gateway-verified 35 X OF smime-gateway & i fl T& £9°, FEMIZ OV TIL,

S/MIME K SAL o £ T2 IIMRGEHE A v =V HOT 73 a  ORE 24 2—2) 2B L
TLEEY,

SMIME ¥ 71 H—EX [}



SMIME £¥2 1T+ 9—EZ |

B svivEmSEEsEEREES A v E—SROT Y L3 L ORE

S/MIME B S 1L F A F = (IREEFA A v E—CRADT7 V23 VDRE

EXA—NEXa2 YT 77747 ATSMIME B, MRk, EIXZOM % FET LI
By MRS CTRRDT 72 a v 2T 28 TEET, Ave—Y T4 0H L—)b
smime-gateway-verified 35 X U8 smime-gateway Z il L T, 75, Wik, £72IXE O ORE R
ZESWTA Yy =V LTT 7 v a &3 TTEEY, FHlic VTR, AvE—Y 70
NEEMFHLTEEF A=V R —0EHZZRL T EIW,

GE)

Fo, BAALERIIREE., HDOWEZOM G OFRERIZE ST 7 v a vz Ay — Y THET
THIZIE, AT oY T4 VB EED [SIMIME 7 — 7 = A A vt— (S/MIME Gateway
Message) ]38 X ON[S/MIME 77— k7 = A fiiEH 7 (S/MIME Gateway Verified) ] i/l T& £
T, FEICONWTIE, 2T Y T4 AEEBRLTLLEE N,

Bl - MREE. MRE. Bk, E£RIEF O FITEK L 7= SIMIME £ » t— 2 Ohg
IKDAT—2 T4 ETIE, AvE—UBNSMIME A vB—THENE I DEMHRL.
S/MIME % ffi ] U72MRGE & 72 1315 S LI R L7255 13 BRBE L £ 7,

quarantine smime messages:if (smime-gateway-message and not smime-gateway-verified)
{ quarantine ("Policy"); }

S/MIME FERAZE D ZE 4

« BALORD OGP EOELE (24 2—2)
« BESALD T D OFEHFEOELE (25 ~—)

EADT=HOIAENDEH

B EATH 72O SIMIME GEBHEICIL., ROBEREESODILERNH Y £4,

Common Name TEBE A UE

Organization HHA D TEHE 72 IE R4 FR,

HH A% KRk OEEA4,

(i) KRR D AL S & 2 HR T,

M /U FRE DAY A B DN, BB, E 71T HTT,

[E (Country) FAFR O B D 2 CF D IS0 [H4 22— K,
KahE COHIM AEFEAHIREIALIC R D £ TO HEL,

. SMIME %274 4—EX



b_ESA_Admin_Guide_ces_13-5-1_chapter9.pdf#nameddest=unique_180
b_ESA_Admin_Guide_ces_13-5-1_chapter9.pdf#nameddest=unique_180
b_ESA_Admin_Guide_ces_13-5-1_chapter11.pdf#nameddest=unique_189

| SMIMEt*2UF494—EZX

gstot-ovoiansozss [

Common Name

TEBEH A U5

BTV bORG (KAL)
(Subject Alternative Name
(Domains) )

BAHINTZA =V DBEILD AL 4, 728 2I1E,
domain.com <° *.domain.net 72 £ T3, #HET ~ VU D
Gy B~ XKYgn Y A MEFEHLET,

V7= FORI% (EA—V)
(Subject Alternative Name
(Email) )

BLHINA v E—VEFET DY OEFA—NLT R
LA (5 : user@somedomain.com) , #EErT > kU DA,
Hr~REEIY U A MEFEHALET,

W F — YA X (Private Key
Size)

CSR AT A X —DH A X,

F—DffE (Key Usage)

F—OMPRDUL, FEEZ(NEN TE 202 RET D
HlFKI TR TH, F—DMEAROILENFRE STV DY
A1X. digitalSignature 33 X OF nonRepudiation £ k2358 7E
SNTVDLRERH Y E7,

F— O R OILERFEE STV RWES . ZEHl2
Z A4 7 M, digitalSignature 33 & TF nonRepudiation £
FRRESNTND EHEET LIMNERH Y £7,

S/MIME FERAE D FEMIZ DU TiL, RFC 5750 : Secure/Multipurpose Internet Mail Extensions
(S/MIME) Version 3.2 - Certificate Handling 2 L T< 72 &\,

EEIED=HDIIREDEH

BB b Z24T 9 72 @ SIMIME FEBHEICIT. RDOIERE GO D LERH Y £4,

Common Name

TEREMH KA U4

Organization HER D IEfife 70 IE XA R,

KLk KRR DB A

o (Hi4) HEAE O AHLHAS & 2 ER T,

A FRR DA A B 2N BB, E 72 ITHTT,

(Country)

FARE ORI 2N 3 5 2 CF D 1SO [E4 =2 — R,

K2 E TOHIMH

FERAESHIROINIC /e B ETO A,

SMIME ¥ 71 H—EX [}



SMIME £¥2 1T+ 9—EZ |
| N Y

Common Name ZEEMREAAL A

BT bORL (KAL) |[EELESNTEA v =V DREBEO RAL 4, T2z
(Subject Alternative Name iZ. domain.com X° *.domain.net 72 £ ¢9, HEF -~ VU D
(Domains) ) Ba. W~ XE0 YA A LET,

Wb &N A vt —Y% FAAL VADTRTO2—H|Z
EETL2HEIE. BABF—ITSAN FAL U2 &0 HLE

B ET,

V7l NORIG (EA—L) | LINZAvE—VERET I Z—FOETA—/V
(Subject Alternative Name 7 KL A (ff] : user@somedomain.com) , = h U D
(Email) ) e, e~ VA RNEFEHALET,

FhEE % — WA X (Private Key CSR HITAR T D RE F — DA X,

Size)

¥ —Offii& (Key Usage) F—OMEARGUL, FEAFEZ M TE 20 %2 0ET D

HilF AT, F— DM AR OIRIED EE S 4.
keyEncipherment £ F3FRE SN TWDHMERH Y £7,

S/MIME FERAE DO FEMIZ DU TiL, RFC 5750 : Secure/Multipurpose Internet Mail Extensions
(S/MIME) Version 3.2 - Certificate Handling & 2 L T< 72 &\,

NREF—DOEHE
EA=N X2 T4 TTFI7A4T U ATIE, LFBRETT,
cEEA =TV ERST LD, ZEH D SIMIME K 5ALAEAE D AR % —,
c BAEHAERBA v E—VEBGET 70D, FEHE D SMIME B4 I EO LA ¥ —,

RONWTIINDIHET, BARF—%2T 7 T4 T L ATBIMTEE7,

« HHID PEM ERXOABEF—NHD561F, Web A v F—7 = A AEIZCLI 2L T
BINTEx £, AFF—omEMN 27 2—) 2L T &N,

s HUDOARAF—NEENTT I AR—= N 77 ANADRHLIGEIE, EOT I AR— 7 74
JV% [configuration 7 4 L7 RUIZa ™ —L, Web A v ¥ —7 = A AFFIXCLI ZfEH L
TA VA= PITEET, BFEOZI AR—K 77 ANMDLDORHAF—OA R —1 (27
N—=V) ZZRLTIEZEN,

EAXA—NtEXa2 0T 4 TTIAT VAT, F—ONELTR—FLTWET (BLELAE

FEA Y=o BEICART—ZEUS) . FEIC OV TIX, SIMIMEEERE AR F— (
11 X—2) ZBHRLTIEEN,

B SMIMEtF2)F4 H—ER



| SMIMEt*2UF494—EZX

sex—nemn [

NEF—DEM

AT T1
ATvT2
ATvT3
ATv74
ATvTH

\}

[Z L& BRI
o AR ¥ —23S/MIME FEFAEOEM: (24 X—2) IZHBASN TV A EAEZHZ L TWVD I
L EHER L ET,
e NHF—DPEMERXTH D Z L 2R LET,

FIE

[A—/ ARV — (Mail Policies) ]>[ZABHZF— (PublicKeys) 1227 U v 7 LET,
[ZABA%¥—% 1800 (Add PublicKey) ] %22V v 27 LE,
NF—DARTEATILET,

ABRAF—F AN LET,

EEEEEFEL, RFELET,

RDEZRY

GE)

CLI Z i L TAMF—%BIT 5I21%, smimeconfig 2~ REMHEHA L ET,

BEDIIVAR—F T7AIDLDRRAF—DA VR—

ATv T
ATy T2
ATvT3

ATvT4

[FC&BHHTIZ

T AR—N T 7 ANET I 74T 2 AD [configuration T 4 L7 bV IZa—L%Ed, =7
AR—bk T 7 A NEERT DFIEIZONTIE, AfF—0=7 AR -1 28X—2) =R
LTL7Z&EW,

FIE

[A—/ ARV — (Mail Policies) ]>[ZABHZF— (PublicKeys) 1227 Vv 7 LET,
[ABA%—% A >R —  (Import Public Keys) | %27V v 7 LET,
T AR—=F T7AVERIRL T [EE (Submit) 1227V v 7 LET,

GE)  ZEORRF—Z2E 277 AL EA VER— TG, AR — bk 7ot RTEREN
MINDZERHYET, Webf v X —7 = A AFE-IXCLIEEEI X A A7 U b & H
PR LTI &N,

EHEERIFLET,

SMIME %2 T+ H—EX .



SMIME £¥2 1T+ 9—EZ |
B 2es—ozozm—r

NEF—DITH XKR—F

TTIAT U ADTRTCONEF—IX, 1 DDTFAN 77 A NMCELD T I AR—F X
HU. /configuration 7 ¢ L' 7 F UITBRIFSNNE T,

FIE

ATy 1 [A—L KU — (Mail Policies) ]>[ZABH%— (Public Keys) ] Zi&R L £,
RATw T2 [ABF¥F—%=7 AR — bk (Export PublicKeys) ] %7 Vw7 LET,
ATV T3 TrANDLFTIEATIL, [EE (Submit) 1527 VU v 7 LET,

. SMIME %274 4—EX



	S/MIME セキュリティ サービス
	S/MIME セキュリティ サービスの概要
	E メール セキュリティ アプライアンスでの S/MIME セキュリティ サービス
	S/MIME セキュリティ サービスのしくみについて
	シナリオ：Business-to-Business（B2B）
	シナリオ：Business-to-Consumer


	S/MIME を使用した発信メッセージの署名、暗号化、または署名と暗号化
	E メール セキュリティ アプライアンスでの S/MIME 署名および暗号化ワークフロー
	S/MIME 署名ワークフロー
	S/MIME 暗号化ワークフロー

	S/MIME を使用して発信メッセージの署名、暗号化、または署名と暗号化を行う方法
	S/MIME 署名用の証明書の設定
	自己署名 S/MIME 証明書の作成
	S/MIME 署名証明書のインポート

	S/MIME 暗号化用の公開キーの設定
	S/MIME 暗号化用の公開キーの追加
	S/MIME 収集済み公開キー
	公開キーの収集

	S/MIME 送信プロファイルの管理
	メッセージの署名、暗号化、または署名および暗号化用の S/MIME 送信プロファイルの作成
	S/MIME 送信プロファイルの編集

	署名、暗号化、または署名と暗号化を行うメッセージの決定
	コンテンツ フィルタを使用したメッセージの署名、暗号化、または署名と暗号化および即時配信
	コンテンツ フィルタを使用した配信時のメッセージの署名、暗号化、または署名と暗号化

	S/MIME を使用した着信メッセージの検証、復号、または復号と検証
	E メール セキュリティ アプライアンスでの S/MIME 検証およびの復号ワークフロー
	S/MIME 検証ワークフロー
	S/MIME 復号ワークフロー

	S/MIME を使用して着信メッセージの検証、復号、または復号と検証を行う方法
	メッセージを復号するための証明書の設定
	署名されたメッセージを検証するための公開キーの設定
	S/MIME 検証用の公開キーの追加
	S/MIME 検証用の公開キーの収集
	公開キーの収集のイネーブル化
	S/MIME 検証用の収集された公開キーの追加

	S/MIME 復号および検証のイネーブル化
	S/MIME 暗号化済みまたは検証済みメッセージ用のアクションの設定

	S/MIME 証明書の要件
	署名のための証明書の要件
	暗号化のための証明書の要件

	公開キーの管理
	公開キーの追加
	既存のエクスポート ファイルからの公開キーのインポート
	公開キーのエクスポート



