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RATv T2 [FU2 32 (Action) | Key 7 Z oy URRnpb, [EERfERR (Deregister) ] 3N L, [E
T (Go) 127V w7 LET,

ATw 73 [EIE (Submit) 1227V v 27 LET,

Cisco Smart Software Manager TD7 754 7 V AD B &%

FIE

ATy T [VATLEE (System Administration) 1> [AYX— YT bz 75/4 €205 (Smart
Software Licensing) ] 23&R L £,

RTv T2 [FU23a> (Action) | Kay7Z oy VR ok, Bk (Register) 1%&R L, [EfT (Go) ]
7V vy LET,

B o x7oEE
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gzuzozz [

RDBERY

ek~ 1 AT O\ TIL, Cisco Smart Software Manager TDT 77 A 7 L ADX Gk (10 ~—
V) AZRLTIEIN,

ERETEX RN TV FICBWWTCIE, 7794 TV RADOREEZ VY FLERICT 94T A
ERETAHZENTEET,

CSSM CT 7' IA TV AEBET HANIOIH, T U AKR— FEREEELERETXET,

)

(B A= T4 AREREDN /2> TWDLEARIZOHR, N T U AR— FREEELHE TEE
To TTTAT VANTTIIBEBEINTVWDIYSA, NI UAR— MNREEZEETHIZIEL, 77
TAT VADBERERRT H2MERHY T, NTUVAR—MNREZLL LRI, 7774
TUARAEERETOHVNERDY T,

N7 U AR— FREEZETE T 5 J71EIX, Cisco Smart Software Manager TDT 77 A 7 L ADX%F
FAESRLTIIEIN,

FOAE & REFAZE D EH
Cisco Smart Software Manager C7 7' 7 A 7 U A &Gk LI 4IZ, GEELZETH X E7,

)

GE) T IAT U ABREFITRERSNIRIZOS, BAErEHTE ET,

FIE

ATvT1 [VATLEE (System Administration) ]>[AY— kYT +D 75422 2% (Smart
Software Licensing) ] Zi®R L £,

RTwT2 [FU3aY (Action) ] Key 7 X oy URARND, @bt 7 s a v EBRLET,
RREE ST HEHT
AEE A 43 CHET

ATv7T3 B8 (Go) |22V vr LET,
75—+

WD F U A THBIMPBPEEENET,
cAv—h VYT NUT SA BV UTRIERICEDM LI N

LR LEHE
|



DZSN & |
B x=-tz—vzoroEs

cAV— K YT U=T TA R TOAMUTRIE LT
AHE B A3 PR AR S vz

o FEMEIR 2346 T Ls GRMEIR 38 K OHIRIE TR — & O IFR CT#E)
« ERITBER Sz

o BERIZHRI L T2

« ERICRFES Tz

R R L7

IEHIORRMR S L

o BRERAREBRIC P L 72

« ID GEBIENIERICE R S

« ID REIAE DO FHTIZ KA L 72

* PRRED AR AL 7=

ID FERE DA ZNIR A G 7-

L TTA T AREMET YR OMRNOINT- (27 T4 7 v AEKMETHMFE IO
HARIHE T IR 12— OB TikfE)

BRI BT 5 BAI DA > 2 4 275 LT

AVX—hFI—Cz U FOEH

TFIAT VAL VAR ENTWVWART—FZ—T 2 hOARA—T g U EEHFTAHIT
X, MOFNEEZFEITLET,

FIE

RATv T [VRATLEE (System Administration) 1> [AY— kYT rD 7542225 (Smart
Software Licensing) ] Zi®&R L £,

AT T2 [AR—FI—P Y FOEFHFAT—4H X (Smart Agent Update Status) |27 > 2 > T, [§F
CEFHF (UpdateNow) 1227 VU w7 L, 7rE®RTHEWVET,

GE) CLI =~ R saveconfig i LT, 7% [:/X%A@EQEE (System
Administration) 1> [&XEY < ') — (Configuration Summary) ] Z{#H L T Web 1
VE—T 2 A AR THRELREEZRGFLLIETHE, Av—F T4 ABHD
RETRFINERE A,

B o x7oEE
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5528 —ktorv—k 5422 |

D95AZEF—FTORY—F 51422 R

N

GE) A~v—bF A4 AEREO Y FAXERIL, v~V E—ROALTHHATEET, 7 7AX E—

RCDODA<w—hF T4V AT, EEOT T I7A4T LRV LTAY—K T4 R
ERECEET, 7T7I9AT7 ARl L, FITARAZDOMDT FI73A4 T L AZ1DFTDT
TJXALT, BT TITAT AN T 7452 LI A~v—F T4 AERELZ R IE
TEFET,

FANZOWTIE, 7 7 AF B LA Z 2R L T &0,

Tup

CiscoEA— LX) T A RB7 T34 7 R REE
A—ILE—KrYZT LA DSA4 R

RAET FIA T ADY Y T v 7 & T4 AH5(2o0 Tk,  [Cisco Content Security
Virtual Appliance Ingtallation Guide] #Z ML T 72 &V, ZO~v== 7 /UL, I[ZiifisinTun
LTI AFTEET,

\}

CE) (KRBT TI9A T ADTA R AZRA LA N=)VTBHINT, T =HNVYPR—=bD MRV %

FIKZ e, FRBFVAT LBy Ny T U4 P = FE2ETTLHILIETEEEA,

RETITSATUVADTA o ADEHHR

WRT FIAT L ADTA B ZAOFEIARNIN TS 180 A, ZDOT7 7747 Atk
F2VT 4P —ERRLTA-LORMEEHATLE Y. ZOBEY, €% U7 1 =R
FH SN ET A,

T A AOFWIRN I A RES A S 180 HAET, 150 HAL, 120 HAT, 90 HAG, 60 HEl, 30

ART. 15 BHAf, S BAf. 1 HAl, BEROBANZT 77— b3 FESNET, £/, HTHRO

BTIZOWTH, AICHERTTY 72— M3 EESNET, ZhbiE, [ AT L (System) ] A

7. [EK (Critical) JEKRKEL VDT 77— TT, EEIZT 77— "B E LT DT
— FMZEHDEMN (49 2—) 2L T EEN,

INHDOTT—MNIVATLA eIl bEEREINET,

% DT A& AF—N, ﬁﬁ77547y1@?4tyxin%% WCHARREINIZ 72 B Z & A3
HVFET, CNOOEHRB T SINTEEEICH, 77— bR EEINET,

ESPEREYS

AT 7T AT 2 A TOD AsyncOS DIEITLN T A & o AT ELE KT T Alaett (43 *—
V)
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DZSN & |
B =07 rouE

HEI7FAILDOEHE

TTITAT L ANOTRTORET, | DOFRE7 7 A/VTEHTEEST, 2077 A VI0T
Extensible Markup Language (XML) X CHREINE T,

D77 ANFROBEEDTHIETHEATE £

CERET T ANENDY AT DMIRF L, BERBRET —H a2 v 7T v 7T BIORFTE
FF, TTIAT A ORELMEZRTZGS, RELIEEFOa L 7 4 Fab—3a
T AN Te—nA Ry 7| CTxFET,

WO a T 4 X2l —vary Ty A NEX T A= R, T I7A4T VA ORELRRK
EHERLMRTEET, LW IT0HDELIC, XML 7 7 A VA EHFELVZ) 7
TOHEENEENTVET) , BIEOBREIC~AT— T — GEANRYE) Bb-o728
B, ZOBBEEN NI TN 2a—TFT 4 U TICRSLDZ ENH Y T,

WO a T 4 X2l —va T ryANVEX Y a— L, BEEEMATHLET 77947
YARLT vy Fr— RTEET, ZOHAIE, FEMICREDEL 21T O 72T CLI & Web
AVHE—=T x4 ADMEN A8 SPET,

FIPT7T V¥ AZMEH L TREZ 7 ANEERET v T a—R LD, BEZ 7 A NVO—FE
7old AR % CLUCESZRE D AT 720 TE £,

c 77 AMEIXMLIERTH L7280, HET 7 ANVDOTXTOXML =T 47 ( ZEHRT
%, BH#fFF 54072 Document Type Definition (DTD) bHfEffi&ivE <4, XMLEEET 7 A
NET v 7 u— KT ARNICZODIDE#F 7 —RLTCXMLREY 7 A LV ERFETE £
T (XML FRGEY —/idA X —F >y N CRBEICAFTEET) &

XMLEREE 7 7ML EZFR LEE#HDODT7 ITSAT7UoRADEHE

BT TITAT VANSEHEDORET 7 AN EE T n— R L, ZEAXITW, BlOT7 75
AT VAT v 7Fa—RTEET, 2SIV, BEROT FI9A T ADA VA b—/L%&
HHEICEHTX A LRV E7, BIRATIE, REZ77ANVECX V)= T T4
TUYAMBM YU =X T I T A IZe— RTEEHA,

cHLTTITAT UV ANLE T a— RENTEEFORET 7 A Ve, Oy 7' v a
VIHEITEFET, (BHOTFIA T ARED) TRTOT FI5A4 T ATHBET S
NS0y arEEEL, MBI a ORI Vg R T
SAT AR — RTEET,

72 & %X, GlobalUnsubscribe 2~ R&T A N T H7-DICT A MNRETT 7947 A &fEH
TEXFET, 7o —NUEEEILEY A FNE#EUICERE LSRN, TANT I I9A4 T AT
g — NUVEMEIEIERRE R 7 v a v ETRTOEBE T 774 7 o AlZu— R TEET,

a4 xXal—a3arI774ILDERE

TTIAT VATRET 7 A NVEEHTHITIL, [ AT LEH (System Administration) > [3%
JE7 7 A /v (ConfigurationFile) 127 U v 7 LET,

[XE 7 7 A /v (Configuration File) ] X—IIZiX, ROEZ v a URNEENTVET,

B o x7LoEE



gaogE 77 vogassvzszf—+ [}

o [RAEDOFEE (Current Configuration) |: IEDOEE Y 7 A M ERGFRE LR 7 AR — T
LTI L ET,

« [(XE% v — K (Load Configuration) ]: iRE7 7 A VR LT E o — KT5720DIC
EHLET,

c[mr Ra—HFEe—T VA NTrYy 7 YRART—=FX—=2Z (A NA[FHE)  (End-User
Safelist/Blocklist Database (Spam Quarantine)) ] : ibAIZOWTiX, E—7 UV XA B LT
2y 7 JANEFEHLEEERICESSE A NVEEOREB L OE—7 U A M7 ey
JIVANDNNy T v 7 EEIEZR LTI TEZ N,

s [REBWDOYU > b (Reset Configuration) | : BUEDFRE & HimHFT 7 4 /L MEIZU & v
AR LET (VY MNCRELZRFT OLERSHY £7)

“

GE) WX —CHFEIEHRET 7 A NV EBEL AT L—X LT, KRk & 720 PEM BT
GOLILET,

HEEE

cBUIEDORETZ 7 A NVDORGFEL IO 7 AR —F (17 =)
el T4 X2l —ar TrArDr—FK (18 2—)
RET 7 ANDA—)LEE (18 2—)

cHEORED Y Y b (21 =)

REDREI7AILORESLUVII REKR—F

[ AT LE®E (System Administration) 1> [8%%E 7 7 4 JL (Configuration File) ]=—® [3]
EDERTE (CurrentConfiguration) |0t 7 v a v &HT5H L. BUEORET 7 A VE, 0—
NN AMRIELTED T T TA T A TRAELTZ Y (FTP/SCP /L— k @ configuration 7
L7 MVICRIFENET) . BESNTT RLAICETA— LV TEEFELZY TEET,

WOTERIT, BET 7 A MIATRES N EE A,

cURL7 4 V&V U THEECTHH SNA T —E R LD X o 7 RlFEICHEH S DR E,
o [T 7 = YR — MZWAEDHDE D (Contact Technical Support) ] ~— UIZERTE S LTV
% CCO =—#— 1D & ID,

[XET 7 A NVAND/NAT L —RX%[E7 (Mask passphrases in the Configuration Files) ] 7 = » 7
Ry 2% 7V v 7 LT, 2a—HFDONRRAT L=~ A7 T&ET, "ATL—X~v AT
LHEL. TOREBALENTZNRAT L=, =7 ZAR— FELIIRESNIZ T 7 A LT [rksks)
WEEH2 ONET, 7720, NAT LU —ANT AT ST E T 7 A /L% AsyncOS IZFFOY
0— RT5ZLETERNILICEELTLLIEE N,

[BXEZ 7 A NVND/SA T L—X%[279 (Encrypt passphrases in the Configuration Files) | 7 = >
IRy I A% ) v 7 LT, 2=HFDORAT L —X%~<v A7 TXET, KRIZ, ks,
RET 7 ANNOEEREX 2 VT 4 NI A—FEZRLET,

« AEHE DR F —

« RADIUS /XA U —

LR LEHE
|
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DZSN & |
B scorrox—nigeE

« LDAP /XA > RDO/RA T — R

e —H ) 2—HFDONNAT— ROy =

¢« SNMP /RS2 — |

« DK/DKIM &4, % —

« J&(Z SMTP i/ A T — KN

e PostX BF={b % —

«PostX Bf 57y NRAT— K

FIP vz ual TR UT g D/RAT—FR
« IPMILAN /X2 U — R

« 7w T —4 % —,30 URL

ZHUZ, saveconfig 2~ REFEHLTCa~vr RIA v A2 —T A ATHERTEET,

BRET7AILDFA—)LiEF
[ AT LB (System Administration) ]>[FXE 7 7 1 /L (Configuration File) | D [V 7 A V%

A—/LCi¥E (Emailfileto) 17 4 —/V REFEHT 575>, mailconfiga~ 2 REMH LT, BifE
DOREEWMN 7 7ANE L T2 —PFITA—LEEFETEET,

aAVvIJ4FalL—ar IrAILOA—F

[ AT L8P (System Administration) > [fXE 7 7 A /L (Configuration File) | ~<— @ [GXiE
%1 — R (Load Configuration) | &7 > a VA LT, HIiLWKEFRET 7747 LRI
= — ]*Li‘a_o :j’wi\ loadconfig A< ]\%1%)5'5] LCa~ry R NI A F—T A AT

B CE E T,

* configuration 7‘/{ L7 hU L:‘rﬁﬁ&%*ﬁ%?ﬂ L. 7Tvu— }\“g’*éo
RETZT 7 AN BT —HN LU NHEET v Ta— 15,
REH WA B 11T 2,

)

GCE) RRTVL—ANRT AT ESNEREZ 7AMVEIn— R T EHEA,

JIAEZE—RTIL, VIARZELIWXT T4 TV ADONWTNOREET— KT 50 EEKNT
EET, FTAFREET— FTEFEEICHOWTCIE, 7T AFENTEZT 774 T 2 ADHRIE
Or—REZHRLTIEIN,

EOFEDHAETYH, RED EBIZROZ T2 ED H0ERH Y 77,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">

<config>

LR LEHE
1| I
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avrs®ar—varraroa—F I

. your configuration information in valid XML

</config>

</config> B UH TIIREHEROBRIIEET D LERH Y £9, XMLIEXOMEIX, 77747
Y AD configuration 7 4 L7 kU IZd 5 DTD (Document Type Definition) % H L CHEHTs
LOMEEENFET, DID 7 7 A /L DARIE config.dtd Ty loadconfig I~¥2 REFH L~
LXILa~vwr R IA4 U TCRGET 7 — 3@ Shvizihe, BHidr— REhvEtA, REZ 74
NET v 7a—RTDHHIE, TTITATVAONETDID #4vra—KL, ZE7 71/
EREECE £,

WTNDOFHEDEETH, RE7 7 ANVER (& ENOZ T THD <config></config> CE
FINTMER) FEHRET 7 A LD complete B L N unique 727 v a v (ERROESH
77j)/é\ij’b\ <config></config> &7?‘”:{?@?5%6\) ;’A_—’/( :/7170‘— ]\VC% iﬁ‘o

complete (584%) | &iX, DTD CERSNI-Y T &7 v a v Ofthy 7B IO T % 72k
MEFENDZEEZERLET, L& 2T WONEET v a— NEITMTLET,

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport enabled>0</autosu

</config>

ZOREE. Ty 7= FRICKHEET 7 =03 A L&, 2721,
<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<config>

<autosupport enabled>0</autosupport enabled>

</config>

ZO%GEIE, BRET T = RAELEE A,

lunique (—&) J &iX. 7y e —RERIFMEVMSTONIREZ 7 ANOY T2 g
N, RELLTEZENTRNWIEEZERLET, 2L 2T, VAT HIX1IDODHRA N LD
DI ENTE 721/‘7%?5{)\ &@W?g (Eék <config></config> ’77%@@’) %7‘)7013“‘ ]\'@‘
HZ LIEFRETT,

<hostname>mail4.example.com</hostname>

FRONBTHFEINET, 2L, VAT ATIIERDO Y AT —%2EHRTE 520 (VA
T LR RDZEET VA T T ANERSNET) |

227058 |}
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B zesvcamant-ay

<rat>
<rat_entry>

<rat address>ALL</rat address>
<access>RELAY</access>
</rat_entry>
</rat>
FRONELZTZT v 7 n—RF452 LI3ZENE RSN,
ShEti,

A\
AE OBRETTANERRIRET ANOY T g o ET vy — REIIRTT 5EE1E. 1F
R OTREMENH S, (REENTVWARWEENMEEINLIZ ENH Y £1,

RET 7 ANDT 4 A7 FIROEI O Y THR, BUET T I7A T VARGFEINTNDLT — X D&

TV HNEWGEE, RETZ 7 A NVTREINIZZ £ —F 723729010, b i T — 2 M3l

PrEfvET,

(54 I TH- THIFA]

TEHAT EEB SN2
RETTFANDE I a7 v Fa— RE-I13ir+ 28546
Wt a7 4 Xal— a7 rANDT v a— NEEC
L, ZAX 7G5 L, REORENEHINET,

TEENRSLETT, ¥ TE2EZD
WEDHEPEESNEEA, T2

7= &z,

<listeners></listeners>

FRONEZT v 7Fu— K54, VAT ANLTXTOY A F—0HIRESNET,

A

AR RETFANOY T RIS arvET vy Fua—RLin, BE0fHiF=0 LizE. Web A o & —
T oA AEIICLINLEIMI S, KEOHRET —FBPEINDIZ ERHY T, BloTn
fan, YUTNA U E =T oA A FIFERR— b OT 74NV MREEZEHLTCT T4
T AR TE R VBRI, Z0avr R TH—E A& T =7 LANTLEE
W, F72. DTD TEEINT-HRTEEIN LS ONERWEAIEL., Z0oa~<r RE#HERA LN
TLEEW, FHLWEREZ 7 A NVET v 7a— KT HENI, BTRET —HXE\v I T w7 L

TLIEENY,

O3 ITR51)Ta3 DRI L—AOA—FKIZDONWTDIEEE
IRAT L —=AMMBEra YT 27 ) FoardEGirary 7 4 Xal—raryZrAea—
RLESELTH (e xiE FIP Y v v =2 Zfi/f]) | loadconfig 2~ > RIFARP L7 L—
RIZHONWTEELET A, FTP 7 v ¥ 2 VKL, logeonfig =2~ RZEH L TELVWWIR Y

L—RAaRETDHETEEPERSNET,

LR LEHE
T I
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X3ty b Tva—FsorontoxEsE ]

XFLYy b Ioa—T 4 UTITDOVTOEESIA
XML 227 4 Xalb—vay 774D lencoding] BYEIZ, 77 A Va4 T T4 THRIE
FTRODIERN L TWD Tty MR, T1so-8ss59-1] THOMLENRH D £7,
showconfig I ¥ K. saveconfig I ¥ K. F720% mailconfig =¥ K& T3 D=~
AT AT RN T 7 ANVTHRESND ZEITEELTIZENY,

<?xml version="1.0" encoding="ISO-8859-1"?>

BESTIE, oz a—T 4 v T eFORET 7 ANTE T Er— R TEET,

BhEEE
« IV ITAZMNEINIET T IAT S ADREDH— K

WMAEDHREN) Y b

BEOREE VY FTBE, T I9AT U ARTOHGRFT 740 MEICEY 3, VtEw
NS ARNCRELRET ALERHY £9, GUU TZORZ VEHERALTREEZ Y Y hT5
ZEE, VT ARZ Y U TBRETIIY AR — IR TWERA,

AR OPIPRE~D Y v & 4 x=) ZZRLTIZEN,

REI7AILDRTR

BET 7 A IVOFERIL. showconfig 2~ REFEHL CORLERTEET, showconfig &% &/
RiX, BIEOREZ®EmIZH ) LET,

mail3.example.com> showconfig

Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.

<?xml version="1.0" encoding="IS0-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<!--

Product: IronPort model number Messaging Gateway Appliance (tm)
Model Number: model number

Version: version of AsyncOS installed

Serial Number: serial number

Current Time: current time and date

[The remainder of the configuration file is printed to the screen.]

%% 7 7 €4 /L (Configuration File) ] R—

CRRET T ANOEE (16 2—Y)
o AT FIHREE~D YU Y b (4 2—2)

s =T VRANTuY I YANDNY T v T

LR LEHE
|
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DZSN & |

T A4 RV EBOEE

s BT 7 TF7AT A D) FEHAIRERT 4 A7 fEEOEM (22 =)
o T A4 AV FEMOEHAROFRREBIOE Y ST (22 %—)

c EDOMD Y #—F DT 4 AV FIHOEFEL (23 X—)

o T 4 AV FIRIZET AT 7 — NOZEOME (24 X—)

(RBT7TSA4T7 R DH) EHATIEELR T « X fEEDE M

ESXi5.5 BLXONVMFS 5 2F(TT AT 7T 4 7 A OE. 2TB 22 57 A7 fHl
EEINBTHZENTEET, ESXis5.1 2FITTBHT7 T4 T A OEEIL2TBIZHIR I
ij‘o

BT TITAT VA A AL AT 4 A7 B BINT 51213, ROFIMEEZFETLET,

\}

CE) T4 AZHEBOEEIZYR—FENTWERA, FEHMIZOWTIL, VMware D~ =27 V%%

ATy T

LTS EEN,

XL &HBHII
WET2BINT ¢ A 7 SRk 2 H BRI L £,

FIE

TTIALT LV ADA VAR L ARy SEET,

ATFv T2 VMware NMEMT 22 —F 4 VT 4 FIFEHY — L AEH L TF 0 A7 @A L £,

VMware D~ =27 /L TRET 4 A7 BEDOEHRICET 5 e SR L T EE W, ESXis.5
BT 5 ZofF#IE, U Y —AOKEE T, http:/pubs.vmware.com/vsphere-55/index.jsp?topic=
%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FDODE39ES57.html
TZMARET LT,

AT9 T3 [VAT LEH (System Administration) ]>[7 4 A7 & H (Disk Management) [\ZBE LT, &

EANENRKMINTZ L 2R LET,

TARVBEEOERRORTELVEIYET

TTIAT U AET, BETHEAINADEMEILT A A7 HEEBEZEI DY THZET, T4 A7
R R TEET,

B o R7LEE
I
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zotns +—s07« 2o agogE |

S

RIEFIR

ReRRLET

UTTEET

e B —VERADT 4 AV FH
B x—& EHAEOEH

WD THLT I TIAT A
TT 4 A7 fEIk & FE Y

[ AT LNEER (System Administration) 1>[7 « A 7 &E (Disk
Management) [ IZB8E)L £,

T—42 R a— LOFEH

s P —EZAOHE LIBHEB LA RNLREEO LS, Kbl

cARY = AN, TUNT LAV RBEOSE ., Rk

c EOMD T =2 DEE. FTFETT —Z ZHIBRL T,

W2 P HEICHIR S E T,

WRESNET 74NV N T 7 a vy NEFTENET, R
BEX v —ICHEIIMIICET SNDT 74V N T V3
VESHRLTLTEE N,

RETHH LW +—X & TR E)ITHEHEZES L
4, TOMDT 3 —F DT 4 A7 FEHOEE (233—
V) BEZRLTLIEIN,

TOMDY A —3DT 1« RV EBDEE

FTOMD I —Z IV AT AT = ea—VF F—2REGENET, VAT L T—XTHIER
TEFHA, BEHTE22—Y FT—RIFROT 7 AN ZALTNHY £,

EEXR

FIE

ay 7r7 A

[V AT LEH (System Administration) ]>[1 2 7227 )~
v = > (Log Subscriptions) | \Zf&#) L T,

cloul Favr NUBRLT 4 AV FIBAEHEELTND
MERERLET,

cERENDZTRTOR T VTR YT a U RKLETHD
e MR LET,

o MELLL BIZEEMZe e 7 LU IZ o TN E R L E
7

 HRERB AR, v— L F— =T 7 A P A XE/NEL L
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FEICRIGT D &, BHI A v rm— Rahd, Fln7T v 77— n7ic EﬁéﬂiT

ZOF Ty a MR DL, updateconfig 2~ v REMMHLET, ROBNIX, D473
VEWRT D HEERLTOET,

mail.example.com> updateconfig
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Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Timezone rules

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> validate certificates

Should server certificates from Cisco update servers be validated?

[Yes]>

Service (images): Update URL:

Feature Key updates
Timezone rules

Enrollment Client Updates
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

http://downloads.ironport.com/asyncos
Cisco IronPort Servers
Cisco IronPort Servers

Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Timezone rules

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

(1>

JOX Y —/NEDBIEZEETI-OHOEFA—ILT—FOzA4D

oo
axX A&

BRI TRNT X o —REFEH L TG, TueX L itlEOBLIHENT 5 CAREH
EETTIATUVAGEMTEET, 2K, 77794 TR E7a X — @G %2E
WELUET,

ZOF Ty a MR T DL, updateconfig 2~ REMHLET, ROBNX, D473
VERERRT D FiEE R L THOET,
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mail.example.com> updateconfig

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAWIBAGIBATANBgkqhkiGIw0BAQUFADCBGDELMAKGALUEBIMCSU4x
DDAKBGNVBAGTAOEBUTENM . « & v v e eee e e eeeeeeeeeeeeeeeaeeeeeeeeeneanns

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>

AsyncOS D7 v 745 L—F

FIE
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ATV TN EEETLTCWRWESIE, 7To | Ty 7 7L —RBLOT v 77— &
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77 LET,

RF YT T T 7 L~ RHATREIC 2 DE % | A TTRER T » 77 L— Kok (37
BB L. A VA h— AT B8 I Dai| <)

ELET,
ATV TINET v 77 L— ROFATHNT, MHHX A | AsyncOS DT v 77 L— RO (38
LR A B FIT LET, ~N—=2)
JIAEIRNO< DT T T 1— R
ATFYTE|T T T L —FREFTLET, TyTTL—RDF 7 ra— R AR

r— (39 =)



b_ESA_Admin_Guide_ces_13-5-2_chapter45.pdf#nameddest=unique_1709

| vz27LE8
55248k snt=v27 407 v T L—ERizonT ||

HDISRRAELENT-ORATFLDOT Yy THL—FKIZDNT
I IR ENT~ BT v ST L= RTBGAIE. VT AXNDO DT v T T L— R
LT XN,

Ty ITTL—KRFIERD/AYF a2 RIZDWT
T T T L—REEAON T a<r ROFEMIZOWTIL,  [CLIReference Guide for AsyncOS
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A,

S0 E R IET 5 (FEEHEREZ RO |[[FBT 7747 A (Management Appliance) ]

2—FDH) >[V AT LB (System Administration) ]>[3 A
T LT w77 L— R (System Upgrade) ]IZ/HE)
[/ i j—o
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ATy I
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ATvT3
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FIE
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T TEET,

XL B
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BT v T L= RA A=V ERA T H0ERINUES, K’IZ, @BRLZAFXELFR— |
THEIICHRY N2ty F Ty LET, ZLT, BIRLIEAFENLT v 77
V= FREAFT DT I IAT U AERELET, Ty 77— RFBLOT v 77—
FNERGT H700ORE Q1—Y) BROT v 77 L—RBLOT v 7T — &4 U
Y= FRFL20OY—"RE (Bl <—Y) 2ZRLTIEIV,

c 2T, Ty T —REA LA N=ATEHEEIL. AsyncOS O 7 77 L— KO |

(38 ~—) OFIMEZFATLET,

P TAIENTZV AT ADT v T T —REA VA M—=NLTEEHIT. 7 TAFRD~

DT T T —REZBL T EE N,

T T T VL= REF T ru— NTLRETOEE, A A M=)V OHEFRTE T 5 E TOHI

REMFITH Y EH A,

e 7w F UL — Ri%IZ. FIPS B— FTIXTLS v1.0 Z AT A< 2 £9, 7=77L. XLE

WIEU T, 7794 T ATTLS VIO ZFHOENCT AN TXET,

FIE

AT T [VAT LEH (System Administration) > [ AT A 7 w727 L— R (System Upgrade) ] %%
WLUET,

ARTY T2 [Ty 77— K47 3 (Upgrade Options) 1 %7 U 7 LET,

ATy T3 [Ty 77 L—1F (Upgrade) 1227 Vv 7 LCT v 77 L —FRK7akRici#ELET,

ATV T4 ROFT v a v ERRLET,

B8 BREFIR

1 BEIOBIETT v 77 L—RD |[[# 7 r— RKLTA A M=/ (Download and Install) ] %
Form—REAf A —=N% |7y LET,
FITT S

TTICA VA N—F%F T a— KL TWAES., BEfFD
Fora— e EEXTALHIRODLNET,
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PIEMzE o a—RLIEA VA R—FTA VA M—ATHBEERE, FHATERT v 77

L— RO U R KMND AsyncOS DN—T = U2 RIRLE7,
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BIDEFA—NT FLRZANLET, HEOEF AT FLAZRET 25513,
A~ TR £,

[#i1T (Proceed) | %27 VU 7 LET,
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CHLWS AT LOBRET 7 A NVERIFLET, FMICONTIR, BE7 7 A VOB
(16 ~—2) ZBRL TSV,

T YT TVLV—=FRETLEDL, BOY A S =24 R—T VI LET,
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FIE
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Sl BREFIR

Fyra—RNAT—=HADER | X—=YORREHE LTI IZEN,

o EATHO AT a— FBLEOF T n— RRET LTA v &

F— A ENBEDEFSTNALEDORRNESIT, XYoo —F
DAT—H ZERITFR R INFE R A,

Ayoa—RDFxy L | R=YOhRiZHb, [F7rn—KEF vt/ (Cancel
Download) | AR > %27 Vv o7 LET,

AT aE, Furn— RETHICOAFERINET,

Fyrua—RERTA A | X=VOHRIZhH D, [77 A /NVEHIER (Delete File) | A% >
k—Z OHIR 7V w7 LET,

TOFTvaiE, A VA N=TRE T a— RSN TWbHE
DR FRINET,
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*Web A > % —T 2 A AT, [VAT LEH (System Administration) > [ AT A DIRAE
(System Health) | X—IZBENL C, [~V AT = v 7 %37 (Run Health Check) | % 7
Uy LET,
«CLI T, =2~¥> K healthcheck #F/TL £ 7,
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T—hAvtb—VOfEE, ERE, BLXOFHET L2 —FEIEFITHEMAR L L THRETEE
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AutoSupport
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F 72, AutoSupport |L AT LAOBERFR], status =2~ FOH ), BIOMEHEIL TN
AsyncOS /3= 3 Y 2l 5 LAN— & EEEE LET,
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HEIVICHEEESNTNDT 7— MZEHIL, VXZK‘*%éMZ)%‘% vE—Y0avr—%%(E
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V) BBRRLTLEEN,
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TI7—=h Ay —=VIETIIAT U ANOMEOEMIEH SN D720, EFIZ AsyncOS D
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IR AT LIENRFEAE L THENET 2 & o IZEEr S e, MBNCIEATEMET 28 A —L v
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Date: 23 Mar 2005 21:10:19 +0000

To: joel@example.com
From: IronPort C60 Alert [alert@example.com]

Subject: Critical-example.com: (Anti-Virus) update via http://newproxy.example.com
failed

The Critical message is:

update via http://newproxy.example.com failed
Version: 4.5.0-419

Serial Number: XXXXXXXXXXXX-XXXXXXX
Timestamp: Tue May 10 09:39:24 2005

For more information about this error, please see
http://support.ironport.com

If you desire further information, please contact your support provider.
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77— U TIE, EETLHT I NOREEET T — NEFEFFMICEETCEET, &
L ziX, 77— M2{EFE D System (7T — N OFEEH) IR T B Critical (FEARE) OIEHRNE
BENLEDHLEMEZETOLIIICRETHZ LT, 77— MNZEHIRHEDT 7— D
HEEETDHRIICRETEET,
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ATY T [V AT LEH (System Administration) ]>[7 77— b~ (Alerts) ] ZE4R L £,
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(R YRAa Y R—r oY 7 b7 VI —ABIOEKRLYR— NEMOT 77— &
ZET DI, [V Y —ABIOHA— ~i@%l (Release and Support Notifications) | #7412 L
5
COZEENZETHT 7— DXL T EERELZRINLET,

EHERAEXEL, RFLET,

b EXEEDERTE

ROFEIX, T_XTOT7 F7— MIEHINET,
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CE)  BDODIERT D1DIT T IAT VA NMRAFT DT 7 — b OBE EFHKRT 51214 alertconfig CLI
av U R LET,
FlE
ATV [7T7—b (Alerts) | <X—V T [REZMmE (EditSettings) 127 Vv 7 LET,

ATy T2

ATvT3

ATvT4

ATvT5

7 T — F OEEITH T D Header From: 7 KL 2% A9 570, [HEIERK (Automatically
Generated) ] ( Talert@<hostname>] % H#EjZAERL) IR L ET,

HELET 77— bk 5T 2 E TR T 2B A BET 2501, T=v /Ry I At
WLET, FFHc>WTIE, BEELZT 77— F0EE 51 =) 2R LTI EE,

cHB LT 7 — bMERETHETIIFET 2R EONIEEAEE L ET,

CcHBELLET T — b EFRETHETICFRET DRBORKRIELTRELET,
[IronPort AutoSupport] 47> 2 > & 4 1279 % Z & T, AutoSupport & A R—7 /I TE E7,
AutoSupport DFERMIZ-DOUNTIE, AutoSupport (48 <X—) ZZML T EI VY,

* AutoSupport 231 X —7 /L DG4 Information L~/LD System 7 7 — hEZFETH L DI
BMESNTZT 7— FZE5#F1Z, 88 AutoSupport LR — "R EEFEEINET, F=v IRy
JAENT ZETT 4T NI TEET,

EHzEEL, RFLET,

T —bRETIE, 77— FOERIREIELREAHIE L E3, REIITRO LS REAN
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cHB LT 7 — MEKET D E TS 2R EOIHME,

cH B LT 7 — MR ET D E TR T 2B O R KA,

* AutoSupport D AT —H A (A FX—TNVEITT 4 E—T ) |

« Information L' ~X/L® System 7 7 — M 25T D L O ITRESINTCT 7— FMZEEZE~D,
AutoSupport Dl D AT —H A LiR— hDE[E,

EHELETS—FDEE

AsyncOSNEME L7277 — b EET D E TS T 28 oIELfREcE 4, Z0fE
EOWCRELZSHA, BEELET 7— oY~ —@FkEand, RbvicdXCoEHLE
TI—= MU TNEA KMIEFEINET ERFICKEOE T A —VEZET 5 EERH Y
), EELET 7 —MEFETHETICHET 20E8IE. 77— MEEET 72NN
LET, T 2880%, miEOFEMBO 2 F0MEE LT d, 20, ZofE%x s
ICRRET D L. 77— MEISHH%, 1504, 350k, 15B1%. 1558, 315 %L o7z
M CEESnET,

BRACHINZ, FEMRIIIEFICRERBEIC RV ET, [EETLI77—F AvE—V%REET
ZANCFHET D R R OF% (Maximum Number of Seconds to Wait Before Sending a Duplicate
Alert) 17 4 —/V FZEMEM LT, FFEEFROMENCHIR 2T 5 Z LA TEEd, & i,
WIME A S FMCRRE L, I KEZ 60 FMICRRET D &, 77— MISHHE, 158%, 35 Bk,
60 B4, 120 Bk &\ o - IR CTRME S E T

BH7 7— FOXRT

TIIGA TV ARIRFOT 77— R ETADT, TI—MAvEe—U%MEE 38R L
BARICGUIBLOCLIOMFTCERRTEET, TNH6DTT7— NI, TTIT7A TV ANLH
7oa— R TEEHR A,

BHTOT 7—hDIUANEFRTHIZIE, [TT7—F (Alerts) | _X—VIZHDH[ vy 7T TF—h
Z &K (View Top Alerts) 1R Z %27V v 273 %7, CLI T displayalerts =~ > RZ{EH L £
T, GUL TTY 77— R~%&, Hff, LL, 77 R TFA L, ZEHFICLTHELET,

TIANETIE, TTI7AT VAL [y TT7S— bk (TopAlerts) 17 1 v RVICFERT 572
DITRKSOEHDOT 7 — b RIFLETT T I7A4 T U AMRET 27 7— b O ERET I
X, CLI Talertconfig->setup 2~ > R&H L ET, ZOHELZENCTHIZITT 77— bD%
ZOWEHELET,

75— DA

WDOFRIZ, BELET 77— DY A NERLET, RIZIE, 77— b4 (Cisco TEHIND
WHESFLR 1) . 77— FOFEBEOT XA b, #B], HEKRE (critical, information, F7-1%

warning) BLRA v E—TVDTFA MIEENDNRTA—F (FHETDIHIHE) DEEhTn
T, 77— FOEEOTFARNTIE, NI A—HFEITEEHRIONET, &I, KROT
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T—h Ay E=UTIEAyE=VDOTF A M [$ip] PRI TWET, 77— M

Iz

[Sip] IZEEDOIP T RLAICEESHZONET,
T UFANRN T F—h

(52 ~—72)

T UFTIANA T T—h (53 3—)

« T4 L7 b VRS (DHAP) 7F—h (53 *—)
e N—RU=T TT—F (54—)

« ANLEEET T — F (55 X—)
cb—7VANTuY I URANTT—K (56 %—)

VAT LT T— b

T IST—=2TT7—Fh

(57 ~—2)

(70 =—2)

T I IRNTVLAT TA4NE TTF7—k (71 2—)

I TAXN T TT—k (71 =)

TFUOFRNLTZ—b

IRDOEIE, AsyncOS TEMESND SESERT VFARLT F—FDOYZAITY, 77—F
DR L ERENFEH SN TOES,

RIFEETDHAREENHEITVFRINLTI—FDYR b+

T— IR PIESNOHEICEESNET,

75— h4A Ayt—T LA INTGA—=4
AS.SERVER.ALERT $engine anti-spam - $message $tb lengine] : 7> F ANRLTLIUD
. 1717
IVT A AN, T rF AN T D EED
A LEBAICEREShET, 'message) : =7 AvE—,
ftb] : A XD RL—ANRy 7,
AS.TOOL.INFO_ALERT Update - $engine - $message lengine] : 7V FANL T I0D
5 . A il
e 7o FANL T DB RE LT
BRCEESNET, ‘message) : * vt—,
AS.TOOL.ALERT Update - $engine - $message lengine] : 7V FANL T I0D
: A il
IVT 4PN, TUFANRETZ UV OFEPIC
FHESNDY =101 SICRIEnHY . 77 | message] : A vtE—,
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TFOFIAILRTS5—h

7739402 75—+ |}

WDFEIL, AsyncOS TERINDI ZESERTVFUANATT— DY AT, 77—
ORI & EREN T SN TVET,

R2:FEETDARENHDITVFIAMILRATS— DY R b

75— h4& Ayt—T LB N A—4
AV.SERVER.ALERT $engine antivirus - $message $tb fengine] : 7V FTANVA TV
/AV.SERVER.CRITICAL DHA T,
IVT 4 TNy TUFTANA AT ¥
TV UCERRRIENRAE LA | Tmessage) : m S A yt—
EEINET. [th) A2 RO kLR 2,
AV.SERVER.ALERT.INFO $engine antivirus - $message $tb lengine] : 7V FUANLA TV
| DEAT,
fEsh, 7o FIANARF YL TV
If A S bAVIEAE LT ICk(E & | Tmessage) @ B2 A v E—
nET, 'tb] : A XD RL—ANRy 7,
AV.SERVER . ALERT.WARN $engine antivirus - $message $tb lengine] : 7V FIUANRAR TP
5 | PEAT,
il TUFIANA AT TV
WZRED R A LGBk G SN E T, lmessage] : =7 A vE&—,
'tb) : A XD RL—ZRy T,
MAIL ANTIVIRUS.ERROR_MESSAGE | MID $mid antivirus $what error $tag 'mid] : MID
JVTF 4 H, AvE—YDARFy | Twhat]  FEELLETT—,
K\Tyzz4?iX#kyﬁI§_% ltag) : YANAT T NI LA T4
EE}Z Lfiiiﬁﬁﬂx_ﬂé{ﬁ éhiﬁ_o (%ﬁﬁéj’bfb‘é%% .
MAIL.SCANNER. MID $mid is malformed and cannot be scanned | mid| : MID
by $Sengine.
PROTOCOL_MAX_RETRY Yo fengine] : fEHlSNTWVHT U,

TUVT 4TI, A vB—URRIEZRTZD,
AXx Yy TUVNIA =TV DAF
SNZKRUE L, FalfTORKEE %
il L7z, AvyE—JFm Uil
Ay SN TIE I NET,

Ta4LY M)ESFHE (DHAP) 75—+

PUFDFIL, AsyncOS THERSIND S EIEZRDHAP 77— DU A NTT, 77— hOii
Bl ERENRGEHINTVET,
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RIRET DAL HET ALY NESKETS—FDUR b+

DZSN & |

75— b

0

Ayt—T LB /

LDAP.DHAP_ ALERT

LDAP: Potential Directory Harvest Attack detected.
See the system mail logs for more information
about this attack.

B, T4 v NV ERBCREO TR & M
LIEGaIcEHEsnET,

N—FK9z7 75—+

LIFDFRIZ, AsyncOS THERIND S ESERN—RUV 27 77— DY A RTY, 77—
O & EAREN SN TVET,

RARETDHAEMNDIN—FIZ7T 75— FDUR

73— 4

Ayt—T LA

INS A—4

INTERFACE.ERRORS

Port $port: has detected $in_err input errors, $out_err
output errors, $col collisions please check your
media settings.

iE, AV H—Tx A AT —ERH LTS
BICERSNET,

lport] : A X —7=A
24,

lin_err] : HEDA v E—
CUBEDO AN =T —K,

lout_err] : FfedDA
T—VLBEOH =T —
.,

fcol] : BEDOA v E—
LIBE D37 > M ETZEEL

MAIL.MEASUREMENTS FILESYSTEM

The $file system partition is at $capacity% capacity

i F 2 R—F 19 U NT5% DA
RISV AICAEENET,

[file_system] : 7 7 A /Ly
AT DAL

lcapacity] : 77 A /LA
TLAOFERE (%) .

MAILMEASUREMENTS FILESYSTEM,

CRITICAL

The $file system partition is at $capacity% capacity

TVT 4Ty T4 AT IR—=F 43 90
% DFEHFRIZELEEGS (95%. 96 %, 97 %
) ITEESNET,

[file_system] : 77 A /L
AT KD

lcapacity] : 77 A /LA
T LD (%)

SYSTEM.RAID EVENT ALERT

A RAID-event has occurred: $error

B EOR 7 RAID-event 358 /E L7 1B A 105
Fan%7,

ferror] : RAID =5 —®
TH A B,
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75— 4 Ayt—T LERHA NG A—4
SYSTEM.RAID EVENT ALERT INFO |A RAID-event has occurred: $error ferror] : RAID =5 —®
T XA b,

&, RAID-event NWHRA LG EITEEIN
7,

ANLIBEET 5 — k

LLFDFIL, AsyncOS CAEK SN D S EXERANRLEHT 77— DOV A NTT, TI7—+D
A E EREN R STV ET,

REFEETDHARENHDIR/NLIFETS—FOY R

77— k& Ayt—T LA NG A—4
ISQ.CANNOT _CONNECT OFF BOX |ISQ: Could not connect to off-box quarantine at $host:$port | Thost] : A 7R 7 &
. N | fREED T FLR,
i, AsyncOSH (A 7R 7 RA) IPT KL AZHEE "
TERVEAICEFE SN ET, lport) : A7H>y 7R
PR CBded DR — b,
ISQ.CRITICAL ISQ: $msg lmsgl : FREND
_ - - Ay—v
VT 4T, ANLREEHCE R T =28 L
BEICEE I E T,
ISQ.DB_APPROACHING FULL ISQ: Database over $threshold% full lthreshold] : 77— b
I . | ZBT OO LE
%%oZNA%%?*ﬁﬁ&ﬁWVWWCﬁ%%QKﬁ‘w%D¢ e
FEENET,
ISQ.DB_FULL ISQ: database is full
T VT 4 T, ANKREET — X _X— AR T LI o
e EICEE SN ET,
ISQ.MSG_DEL FAILED ISQ: Failed to delete MID $mid for $rcpt: $reason mid] : MID
i 2 S AIEHED S OTEF A — L OBIBRICRIL L7z | Trept) @ SR 20T
BalcHEEnE S, Fall]
lreason] : A vt&—¥
DHIER S e B
ISQ.MSG_NOTIFICATION_FAILED |ISQ: Failed to send notification message: $reason lreason| : JBEINIEE
N | SNRWELH
i, WA Y- VOREITRB LG EICRE S

NET,
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77—t Ayt—T LA INT A=A
ISQMSG_QUAR_FAILED Bk, A vtV ORREC R LB O Sk
R
ISQ.MSG_RLS FAILED ISQ: Failed to release MID $mid to $rcpt: $reason mid] : MID
ik, Xyt —VOBMICER L-SAIcEEsnE | Tropt)  ZIEH R
+ lall)
reason| : A v&—
DMRFL S A7 W
ISQMSG RLS FAILED UNK RCPTS |ISQ: Failed to release MID $mid: $reason [mid] : MID
ik, ZEHEBREOTD, A vt— OBkl | lreason) @ X vE—Y
LG BICEESNET, MFER S Mg B
ISQ.NO_EU PROPS ISQ: Could not retrieve $user’s properties. Setting defaults | lyser] : =) R=—#
. - %
. AsyncOS 73—V DIFHZ FfF TE RWGEIC
EEENET,
ISQ.NO_OFF BOX HOST SET ISQ: Setting up off-box ISQ without setting host
5, AsyncOS 2MMTIRHEAZ ST 5 Lo ITRIES T
TWDHEDOD, IHRIRBENER STV WA I
(Y3

t—JURKNTBEYIURKNTZ—F

WD, AsyncOS THER SN S EFSERE—T7 VAN TRy I VAN T I7—FrDY R L
T9, 77— hOFPALERENTH N TNET,

K6 FEETHEAREMNAHDIE—TYRNTAVIYRFTS—FDYR

DHFREINT-T 4 A7 @A BERLE L,

To— k4 Ayt— LEREA NG A—4H
SLBL.DB.RECOVERY_ FAILED | SLBL: Failed to recover End-User Safelist/Blocklist database: lerror] : =7 —®OFEK
*$error’.
IVT 4N, B—TVANTRYZYANT—HFX—2
DFIHIZRR L £ LT,
SLBL.DB.SPACE_LIMIT SLBL: End-User Safelist/Blocklist database exceeded allowed disk | Tcurrent] : 5 —& ~_—
space: $current of $limit. Z A & (MB)
JVT 4N, B=7VANTRYZ YRAKNT == [limit] : 8&E 7=l

FRAE A& (MB)
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WDFIE, AsyncOS THERSIND S FIERVAT AT I— DY A NTT, 77— hOii
e ERENEHINTWET,

R7:FEETDHAREENHSIVATLTI—FDUR T

AVR—FR U MNTI— & Ayt—T LA NS A—4

AMP.ENGINE.ALERT Advanced Malware Protection O [fHIZ B 55
77— hOMERZEESZRBLTIEIN

AMP.ENGINE.ALERT.WARN TI—=NTFXAN: T A NG T N—T4 | NT A —4 . RO HH
% Cisco Threat Grid % — /N— IR TE FH
AT L7z, Cisco TAC IZEAE LT, HaA—h
T TLEIN,

77— kLYl S (WARNING) |
W BAA—NAT =T 2D, Av— ]
THOU NIDEERHLET 7794 T VAT

JL—74 ® Cisco Thread Grid - —/3—~D %
IR T DL, TI9— "R BEEINET,

AsyncOS API 77— k [ AsyncOS API for Cisco Email Security -
Appliances - Getting Started Guidel] @ [Alerts ]
v varaBRLTIEEN,

b Vo A=Ky T ATOA vy —TDEH

COMMON.APP_FAILURE An application fault occurred: $error lerror] : =J5—OT7 %A GEFIE
FL—2Ry )

IS R T 7Y =g VREENEAEL
AT EENET,

COMMONENGINE AUTO UPDATE | <Slevel>: <$class> '$engine' : —E R =P DAR,

ENABLED BTk D 3 T,
W AR E RO U <Sengines | AP ERDTT

IR LTHEIC > TWnET, TN TIox * Sophos
VOYORBT Y UEREZ TS Z LI« McAfee
%m0 ET,

« LA A=)V
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AViR—RU MNT7S5— R4

Ayt—T LA

INTA—4H

DISABLED

COMMONENGINE_AUTO UPDATE

<$level>: <$class>

T BE AR E DT ¥ <Sengine>

'$engine' : —E R =T U DAHL,
EiFRD EBY TT,

ALERT

(R LTINS 2> TOET, o= | Sophos

YOI NVREN—V THEEHRZ A% | « McAfee

CLAVIRY, SOV oHBEHEE|

FHD 2 L3 0 EE A, $ A A=
COMMON.KEY_EXPIRED Your "$feature" key has expired. Please contact lfeature] : AZRWEHE T ARERED
ALERT your authorized Cisco sales representative. VAR

%% TA A F—DOHBBIRB TN T

GECEESNET,

COMMON.KEY_EXPIRING _ Your "$feature" key will expire in under $days lfeature] : AZRVERE T ARERED
ALERT day(s). Please contact your authorized Cisco sales £ 811,

representative.

ldays) : H#HEIRASEIND £ COH
%io§4tyx%~®ﬁ%%@ﬁﬂné #
GECEESNET,

COMMONKEY FINAL EXPIRING | This is a final notice. Your "$feature" key will [feature] : HRWEIE T ARERED
ALERT expire in under $days day(s). Please contact your £ 811,

authorized Cisco sales representative.

ldays] : AZMHIREIND ETOH

B TAVUA XT—OEDHIRIUIND | %,

L OmpO@mmMmE L TEESNET,
KEYS.GRACE_EXPIRING _ DT TIAT L ADTXTOEXF 2T | Idays] : 77— MEER R TOMT

T—ER TA B ARBIRIINICZRY FL
72 The appliance will continue to deliver mail
without security services for $days days.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

VT 4 HN, (REET 94T ADT7 A&
U ABFNHARRIZ DUV T, R TR O BRIARE S
MO EMMICEE EINET,

WMok 34k,

T A OFEMIZ DWW T, (RART 7
TAT UV ADT A & ADH MR
(15 X—2) 2L TLLTEIN,

ALERT

KEYS.GRACE FINAL EXPIRING

This is the final notice. All security services
licenses for this appliance have expired. The
appliance will continue to deliver mail without
security services for 1 day.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

IVT 4, ARIBT I I9AT AT A4
2ZDOEHHBED 1 AENCEE ESNET,

Zﬁ%ﬁ;ﬁﬁﬁ@niﬂﬂ *—Ol/\"c j: 'f}in_»
747/%@74?/%@%%%@
(15 X—=2) 2L TLTEEN,

B o x7LoEE
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KEYS.GRACE EXPIRED ALERT

Your grace period has expired. All security sevice
have expired, and your appliance is non-functional.
The appliance will no longer deliver mail until a
new license is applied.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

I VT 4 HI, BT T AT v ADORET
MEwmEs LREINET,

WFHIROFEMIZ OV TIE, (AT 7
TAT VADT AT ADHHHIR
(15 ~=2) Z2ZRLTILESN,

DNS.BOOTSTRAP_FAILED

Failed to bootstrap the DNS resolver. Unable to
contact root servers.

o 7S5 4T AN b— k DNS H—

IZRIWEDED Z ENTERWNRAITEE S
nEJ,

IPBLOCKD.HOST ADDED TO
BLOCKED LIST

IPBLOCKD.HOST REMOVED
FROM_BLOCKED_ LIST

COMMON.INVALID FILTER Invalid $class: $error lclass | [Filter] . [SimpleFilter]
. R EDWT I,
I NI T 4 NV E BFET DIGEICEE
EhET, lerror] @ 7 4 /L4 D3R 7 PR IZ B
T 2B H,
IPBLOCKD.HOST_ADDED_TO_ | The host at $ip has been added to the blocked list | lip| : @274 % 3fFL7=IPT RL
ALLOWED_LIST because of an SSH DOS attack. =z,

The host at $ip has been permanently added to the
ssh allowed list.

The host at $ip has been removed from the blocked
list.

I

He
Ho

SSHZEINLTT T4 T 2 A~DHi & ik
TWAR, BRI LTy VAR L
WIP 7 R LA, 2 4 LANIC 11 [BIEL B3k T
IR L7834, SSHO 7 my 7 ) 2 MIiB
mEhEd,

FUIP 7 RLRpba—WFREFIZe 7 A
B EL FDOIPT RLATIFATY 2 MZ
BinEhET,

FFaJY AN EOT FLRIL, bR Ty
JYUANMIBEENTHNTHT 7 BARFFAIS
ET,

T MYIFMIERIC ey 7 U X b HE
EINCHIBR SN E T,
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LDAP.GROUP_QUERY_FAILED
ALERT

LDAP: Failed group query $name, comparison in
filter will evaluate as false

7 VT 45V, LDAPZ)V—7 7 =) —|Z%
LTSGR EENET,

fname] : 7 = U —D4 i,

LDAPHARD ERROR LDAP: work queue processing error in $name name] : 7 = U —D%LHi,
reason $why L
fwhy| : =Z =734 L7-#H,
7 UT 4 H)v, LDAPZ =V —3 (F_XTD
P STHRAT LI FERUTKI LIB AL
FEINET,
LOG.ERROR.* VT 4N, XFESFERhaX LT —,
MAIL.FILTER RULE_MATCH_ | MID $mid matched the $rule name rule. \n mid] : A v E—0O—E0OERBIE
ALERT Details: $details =5
¥, Header Repeats /L —/L7° true & #FAfi < | Trule_name] : —F L7zl —L D4
NHE-RNTEESNET, Al
ldetails] : A vE—YF 2 i3L—L
2B 2 AR

MAIL.PERRCPT.LDAP _GROUP
QUERY_FAILED

LDAP group query failure during per-recipient
scanning, possible LDAP misconfiguration or
unreachable server.

I VT 4 TV, BZEEDAF ¥ VIFIC
LDAP 7' /v—7 7 = J — (R L7238 Alc %
fganE7,

MAIL.QUEUE.ERROR.*

JUF A Iy A=V Fa—DIFER

N— R T —,

MAIL.OMH.DELIVERY RETRY

Subject - 'Alert: Message Delivery failed for
$hostname. DANE verification failed for one or
more Domain(s).'

A w2 — - The message delivery failed due to
DANE verification failure for all mail exchange

(MX) hosts in $Shostname. 7 77 A 7 L A A
-V OREERERITT S0, Avk—Y
AN UALET,

"host' - DANE RFEARIL L7278 X |,

B o x7oEE



| vz27LE8

v257875—+ |

AViR—RU MNT7S5— R4

Ayt—T LA

INTA—4H

MAIL.RES_CON_START
ALERT. MEMORY

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
RAM utilization for this system has exceeded the
resource conservation threshold of
$memory_threshold_start%. The allowed receiving
rate for this system will be gradually decreased as
RAM utilization approaches
$memory_threshold halt%.

JVT AN, AERVHEHRBN AT LY
Y — AR L E VMEZ I L7255 224G &
nEJ,

;R A N DL,

fmemory_threshold_start] : A-E U
DHA—Ey Mebllad o —t ML
& VM,

fmemory_threshold_halt] : A€ U2
TNDIDIZT AT APMEILT 53—
2 b LEUME,

hostname |

MAIL.RES_CON_START _
ALERT. QUEUE_SLOW

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
The queue is overloaded and is unable to maintain
the current throughput.

TUT 4Ty A=)V Fa—MBAfE R
D, VAT LY —RFRKNA X —T T
ol AICEEINE T,

Thostname| : 78 A kD4 Hi.,

MAIL.RES_CON_START _
ALERT. QUEUE

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
Queue utilization for this system has exceeded the
resource conservation threshold of
$queue_threshold_start%. The allowed receiving
rate for this system will be gradually decreased as
queue utilization approaches
$queue_threshold_halt%.

IJIVT 4T, Fa—FHRN AT A
V= ZHIFI L EVVEEBE LS EIORE S
nEJ,

Thostname| : 7 A s D4 Hi,

lqueue_threshold_start] : ¥ =—®
Z—ty bt o=k FLE
UM,

lqueue_threshold_halt] : % =—7237
NDTDIZY AT AT B/ 3—&
R LEVME,
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MAIL.RES_CON_START _
ALERT. WORKQ

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
Listeners have been suspended because the current
work queue size has exceeded the threshold of
$suspend_threshold. Listeners will be resumed
once the work queue size has dropped to
$resume_threshold. These thresholds may be
altered via use of the ‘tarpit’ command on the
system CLI.

e V—7 Fa—DV A ANRRETED
72, U AT =N R SN AICEE
SNnET,

;R AN DL,

lsuspend_threshold] : U AJF—73—
FHEIEESND T —27 a2 —D RV A
z,

lhostname |

lresume_threshold| : U A —723FF
BEN2Y—27 Fa—0 ERYA X,

MAIL.RES CON_START _ This system (hostname: $hostname) has entereda| [hostname| : & 2& F D4,
ALERT ‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
IVTAINg TTITAT VAN T V=2
Hix)] E— RICRo G BICEESNET,
MAIL.RES CON _STOP_ALERT |This system (hostname: $hostname) has exited lhostname| : 7&RA kDR,
‘resource conservation’ mode as resource
utilization has dropped below the conservation
threshold.
B, 77734 T 2D [ Y —2FHiK]
F— PR SN HAICEE SN ET,
MAIL.URL REP_ O URL A7 3V &y hOEEEZBRL |—
CLIENT.CATEGORY CHANGE | C<7Z&uy,
MAIL.BEAKER _ URL 7ANZ Y T DRI TINY a—T 4
CONNECTORCERTIFICATE INVALID | ~ 7 & BHEL T 280,
MAILBEAKER CONNECTORERROR
FETCHING_CERTIFICATE
MAIL.WORK_QUEUE PAUSED | work queue paused, $num msgs, $reason lnum] : YV—27 X a2 —IZHFZETA
NATURAL 2y — U,
I IUT 4, V=27 Fa—0Hlfrsiic
LAl EENET, lreason] : UV —7 Fa—3tir &
ppetiiiz N
MAILWORK QUEUE UNPAUSED |work queue resumed, $num msgs lnum| : V—7 X a2—|2fFET 5
NATURAL Ay UM,

2T 4 A, V=2 Fa—N0ERINE
GECEESNET,

B o x7LoEE
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NTP.NOT ROOT

Not running as root, unable to adjust system time

B root & LT NTP NETSH TV
TeOIZT T T AT o ADREZ 2 T & Tpun
el Eanxd,
QUARANTINE.ADD DB_ERROR | Unable to quarantine MID $mid - quarantine mid] : MID
system unavailable
IUT A I, AyE—VEEHET ) Tk
LI ENTERVWGRICEEINET,
QUARANTINE.DB_UPDATE | Unable to update quarantine database (current lversion| : fiHIN7-AF—~ —
FAILED version: $version; target $target version) E
7 VT4 NV, WREET— 2 _X—ANT 7 | [target_version] : XtHDAF—~
F— hCERVEAICEES L ET, ARAEL
QUARANTINE.DISK _SPACE_ | The quarantine system is unavailable duetoalack | [file_system| : 7 7 A L3 AT LD
LOW of space on the $file system partition. 4, it
7 UT 4 v, WREEIOT ¢+ A 7 SEIA 7 v
Wl TG BIEE SN ET,
QUARANTINE.THRESHOLD | Quarantine "$quarantine" is $full% full lquarantine| : F@EEfED 4 i,
ALERT o .
tgr e ) 7 OB RN 5 %, 50 Mfull) : FREEE= U 7 O & HE,
%, ETILT5% ICELIZHAICEE S E
—é—o
QUARANTINE.THRESHOLD | Quarantine "$quarantine" is $full% full lquarantine] : FEEED 4,
ALERT.SERIOUS

70T 4 v, BREET ) 7 O ERE RN
95 % IZEE LA IZEE S ET,

Mfull] - bR U 7 OB B R,

REPORTD.DATABASE OPEN
FAILED ALERT

The reporting system has encountered a critical
error while opening the database. In order to
prevent disruption of other services, reporting has
been disabled on this machine. Please contact
customer support to have reporting enabled. The
error message is: $err msg

JUT 4 H), LIR—h 2P UNT—H
R—=2ZBF R WG EICEEINET,

ferr_msg) :%4ELE=T— A
-
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REPORTD.AGGREGATION
DISABLED ALERT

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc.). Once disk usage
drops below $threshold percent, full processing of
reporting data will be restarted automatically.

ik A
2 32

Z VAT DT 4 AT TN RE LT
LHmEICEEINET, v = FUICH
T5HT 4 AZEREN e ZHEHARO L& WE
Zad 5 & reportd | IENET 4 E—T L

L, 77— & ELET,

['threshold |

: LEVME

REPORTING.CLIENT.UPDATE
FAILED ALERT

Reporting Client: The reporting system has not
responded for an extended period of time
($duration).

L, LR— N 2 DU P LR— kT4
ERAFTE R HmBICERESNET,

duration]
r T

FEf, Z OfEIEX, ARBIDHiAIU 5
KoOXFHITd ( [1h3m27s] ) .

D TGAT LV RIR LR —
OEWE bR ZRITT 2

REPORTING.CLIENT.JOURNAL. | Reporting Client: The reporting system is unable
FULL to maintain the rate of data being generated. Any
new data generated will be lost.
70T 4, LR— DU REHT —
ZERFTERVLEEICEESNET,
REPORTING.CLIENT.JOURNAL. | Reporting Client: The reporting system is now able
FREE to handle new data.

B, LAR—F o U RNHEOTET — 4
PR TEX D L 9o B E s nE
j‘o

PERIODIC REPORTS.REPORT
TASK.BUILD FAILURE

A failure occurred while building periodic report
‘$report _title’. This subscription has been removed
from the scheduler.

JUT 4N, VIR— K VB LIR—
FEERTERVWGEEICEEINET,

lreport_title]

cLAR— DX A ML

PERIODIC REPORTS.REPORT _
TASK.EMAIL FAILURE

A failure occurred while emailing periodic report
‘$report _title’. This subscription has been removed
from the scheduler.

JUVT 4 BV, LIR— hEBEFA—/NVTIEE
TERDSTEHARICEEEINET,

l'report_title]

S LVAR—=RDZA MV

B o x7oEE
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PERIODIC REPORTS.REPORT
TASK.ARCHIVE FAILURE

A failure occurred while archiving periodic report
*$report_title’. This subscription has been removed
from the scheduler.

JUT 4TIV, VR— R NET —A T TER
Mol GEICRE SN ET,

lreport_title] : LAR— FD XA FL

FAILED ALERT

SENDERBASE.ERROR Error processing response to query $query: fquery] : 7= U—93%7 FL XA,
response was $response )
lresponse] : SAE L72JS& D raw 7 —
15, SenderBase 7O DA A c | X,
7 =NREALTBAICEESNET,
SMTPAUTH.FWD_SERVER SMTP Auth: could not reach forwarding server lip) : UE—hF —10DIP,

$ip with reason: $why

FAILURE.
SHUTDOWN

fwhy| : =Z =734 L=,
5, SMTP FRGEERIE Y — D BEARE T H
LHmEICREINET,
SMTPAUTH.LDAP_QUERY _ SMTP Auth: LDAP query failed, see LDAP debug
FAILED logs for details.
B85, LDAP 7 =V — MR L= 8551245
INET,
SYSTEM.HERMES SHUTDOWN _ | While preparing to ${what}, failed to stop mail lerror] : AL 5—,
FAILURE. server gracefully: §{error} $what:=reboot
REBOOT ok HEBTOU AT LEL Yy MY
L T2 BICBED R A LT3 A0 E S
7.
SYSTEM.HERMES SHUTDOWN _ | While preparing to ${what}, failed to stop mail lerror] : 3&ELFxT=T—,

server gracefully: ${error} $what:=shut down

B VAT KAV Yy MU LTSRS

(CRENFEAE LT BB E SN ET,

SYSTEMLOGIN FAILURES LOCK. ALERT

User "$user" is locked after $numlogins
consecutive login failures. Last login attempt was
from $rhost

THW o R L= 7oA AT RIS 2 -
il a— T hvrhnuy s Enb
LEEEIRET,

'user' 1 L —HF DRI

'numlogins' : #ERRFHADT 7 — F L&
VME

"thost' : UE— K RAFDT KL A

SYSTEMRCPTVALIDATION.UPDATE
FAILED

Error updating recipient validation data: $why

I VT A I, ZAEERREDT v 7T — T
KL AICE ESNET,

fwhy| : =T — X vE—,

227058 |}



B ox7275—+

DZSN & |

ENABLED

AVKR—FRUNT7I— 4 Ayt— LA INTA—4
SYSTEM.SERVICE_TUNNEL. | Tech support: Service tunnel has been disabled
DISABLED
i, v A3 $R—F =2 HICER S
NIz b RV DGEITRESNET,
SYSTEM.SERVICE TUNNEL. Tech support: Service tunnel has been enabled, lport] : ¥—E A b R/ &

port $port

Hf, A a R — b— 2 HI/ER S
Nz N U RIVINEROEGEIZEE SN ET,

NDHHR— T,

IPBLOCKD.HOST ADDED TO
ALLOWED LIST

IPBLOCKD.HOST ADDED TO
BLOCKED LIST

IPBLOCKDHOST REMOVED FROM
BLOCKED LIST

The host at $ip has been added to the blocked list
because of an SSH DOS attack.

The host at $ip has been permanently added to the
ssh allowed list.

The host at $ip has been removed from the blocked
list.

I

He
Ho

SSHEITLTCT 774 T ¥ AOHH & il
TWAN, BRI VT vy ViR L
WIP 7 R LA, 2 43BN 11 [EIEL BT T
IR L7284, SSHO 71w 7 ) A MIiB
mEivE7d,

FUIPT RLANSLZ—WRIEFIZa 7 A
YEBRE FOIPT RURITHA Y A MT
BmEiET,

FFAIU A M EOT RL AL, FRHR Ty
JUVANMIEENTNTHT 7 EARFFAIE
nEJ,

T MVIEMIARICT ey 7 Y R EBH
BEYICHIBRS NV E T

lip) /A L ERITLEIPT FL

Xo

B o x7LoEE
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WATCHDOG RESTART ALERT
MSG

<$level>: <$class>, <$hostname>: $subject $text

v ==
B Ho

TTIAT VAT, RO D~V AS
WhrEe=HTD04vF Ry T —ER%ff
HALET,

N VAWN S

o A VAR

o« T UF =L = T BhE

s LA A=)
FRoz vy rongipsnrrEfo
Tk F Ry 7B RTRE LR WEA

VA vF Ny PR FT Y R
BL, BT - ERELET,

[ 4] (subject) ]: =T Z@E
BEOUAvTF Ry 7 77— o4

[ 7% AR (text) ]: =TT
EHEOUAYF Ry 7 77— DT F
A

MAIL.IMH.GEODB_UPDATE
COUNTRIES'

gl (NLETEHROFEH (Geolocation

Update) ]: BB — FdLROED U A FRE
FINnTWET,

BINE 7= : <Sadded>
HIBR S 7= E : <$Sdeleted>

IR CTHATHEEZ 7V —T, A vk—
CITUNE BT T4 ED
X EAERLET,

‘added’ : ROEBIMSNET,
<iso_codel>:<country nam
el><iso_code2>:<country name2>,

“deleted” : IROENHIFRS N E T,
<iso_codel>:<country nam
el>:<iso_code2>:<country name2>,

MAILLPDATED SHORT URL DOMAN LT

E (Info) . FHEURL FAA DU A R
TSI TVWET,

BINEiiz R AA > : <Sadded domains>
HIBR X7z KA A > @ <$deleted domains>

’added domains’ : YR K A A > 73BN
SN FET, <domains_ 1>, <domain 2>
*deleted_domains’ : R K A A > 3Hl
FREALE T, <domain 3>, <domain 4>

MAILDOMAINS NOT REACHABLE

[ )

MG IR KA A 38EM S 7= URL W
R—=b DT TIGAT LV ATIET 7V EATEE
H A, <$domains>

TTIAT UV ANZINGD KA A NI T
XBLNTTAHEDIT, 774 T U4 —ILD
N— N EER L ET,

<$domains>: KA A DA ~<XEIY
Uk,
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MAILURGRADE CONHG CHANGEALERT

{5 (Info) . 7 v 77 L— Rz —HH
FEMED S AT BT &> TER SNIHEIT%
FEInET,

text' : ATV V2 h AT ARy
VEBIORNT LA A T a—sSVERE
WT T T L— RRICERTEINEL
72 AT VY2 FwILFAE Y
BLOT VA A—NLARED T 17—
REEMER LTI EEW,

CERTIFICATE.CERT EXPIRING
_ALERT

REBAE [$certificate] (% $days H % I(ZHAFRY]
iz £97,

77— kLYl #4E (WARNING)

[certificate] : HIFRNNIT-DOUVNTUV B FERA
EDA R,

ldays| : AZWHIRAEIN S ETOH
ﬁo

CERTIFICATE.CERT CRITICAL
EXPIRING ALERT

AEEIE TScertificate| 1 $days K[ (2 HRR
Tz 72 v £,

75— KLYl 7 U5 ¢ J1L (CRITICAL)
(7 V7 4 Hv) EEOHFIZ, 5H
ERASER

lcertificate] : HAFRAS ULV T D REH
DL,

ldays| : HZ%&7%v 5 (HH :
MM :SS) ., 7=&ziE. 4 H 10:12:20
FFRH (4 days 10:12:20 hour(s)) T3,

CERTIFICATECERT EXPIRED ALER

SFAAE [$certificate] DOAZIHAMR2IFIFL TV
iﬁ‘o

77—k~ 7 UF 4 /b (CRITICAL)

lcertificate) : HIMRANEINL TV S EFIAE
DRI,

MAIL.APPNO ACCESS KEY

77— k7% Ak : [Cisco Advanced Phishing
Protection 7 7 7 R —E ZADOFZIHAIR D R —
Vo IR L E LTz, API AccessUID &
APL T 7 AR HEZ BN L TS 7230,
(Failed to poll for the Cisco Advanced Phishing
Protection Cloud Service expiry date, add API

AccessUID and API Access secret key.) |

I APL T 7 B A F— L EEEN A S
oo, APP OEZEIRIZOWT D 7
T UIZRIRLT, 79— MBREEINEL
775

B AP

B o x7LoEE
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MAIL.APP.INVALID KEY

TI—hTFA D APIT 7 A F— M L)
72728, Cisco Advanced Phishing Protection 2/
7 U N =B ZOHZHIRIZONTOR—Y
IR E L=, (Failed to poll for the
Cisco Advanced Phishing Protection Cloud Service
expiry date because the API Access Key is

invalid.) API7 7 & A UID & fi k% Fak &
THMENHY E£3,  (Youneed to
re-configure the API Access UID and secret key.)

FiH  API 7 7B A F— L REEN AT SN
o120 APP OAZNHRIZ OV T D Z
TUIZERKLT, T9—FREESNEL
77

LR L

MAIL.APP.EXPIRED

77— Kh7 %X I : Cisco Advanced Phishing
Protection 7 7 7 R4 — 2 DOHF MR Y]
., 2> TWET,  (The Cisco
Advanced Phishing Protection Cloud Service has
expired and is disabled.) v A2 T H T k<
A=V xICEE LT, P—ERAEZEHB LT
HME L TL 72 &V, (Contact your Cisco
Account Manager to renew the service and enable
it.)

#BH : Cisco Advanced Phishing Protection 27 7
7 R H— 2 ORI G THELIT 2 -
TWET, APPT AU A& HH LT, APP
=R AT LLENDHY 7,

ALY

MAIL.APP.EXPIRY REMINDER

77— K7 %A |k : Cisco Advanced Phishing
Protection 7 7 7 R —E A%
$eaas_expiry_date (ZHIRGIIUIZ2 D £,

(Cisco Advanced Phishing Protection Cloud
Service expires on $eaas_expiry date.) A =2
TAVY b F =T ITEE LT, P—E R
ZHHT L TL7ZEV,  (You need to contact
your Cisco Account Manager to renew the
service.)

A AR D 3 BRI S 7 T — M A3EH
EEINET,

/NT A —4& : eaas_expiry_date
eaas_expiry date (Cisco Advanced
Phishing Protection 7 7 7 R¥— 1 A D
A S HIRR)
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MAIL.APP.SERVICE
UNAVAILABLE

77— F7 %A I : Cisco Advanced Phishing

Protection 7 7 7 R#—EZDHF, (Cisco
Advanced Phishing Protection Cloud Service

update.) 7 7 U R —E R L Di#(E %ML T
ZF£4H A, (Unableto establish communication
with the cloud service.)

SHBH 10 [ENEEE LT A —/L% APP |ZHE%ET
XMool APPY 77 RY-—1E 2% H]
AT EHA,

YL

MAIL.APP.SERVICE
AVAILABLE

77— K7 %A I : Cisco Advanced Phishing

Protection 7 7 7 R¥—EZDHF, (Cisco
Advanced Phishing Protection Cloud Service

update.) 7 T 7 ¥ —E R & OEENPHESLS
NE L7-, (Communication with the cloud
service has been established.)

Wil APP 7 7 7 R¥—E R IIFIH #[HET
\é"O

BALAP

TvIT—2 75—+

WDFRIZ, AsyncOS TR SNDAREMENH LS EIERT v T T—4 TI7— DU A &
~LET,

RO FRETDAEMSHETYIT—E2T5—FDUYR G

75— b

Ayt—T LA NG A=A

UPDATER.APP.UPDATE
ABANDONED

$app abandoning updates until a new version lapp) : 77V r—v a4,

is published. The $app application tried and

failed $attempts times to successfully complete lattempts) : 547 L7zl

an update. This may be due to a network
configuration issue or temporary outage

gL TSV =y a3 T v ST b
HIELThET,

UPDATER.UPDATERD.
ANIFEST FAILED ALERT

The updater has been unable to communicate | [threshold] : ARISFEAEILS L XV ME
with the update server for at least $threshold. DILEF,

b RO =T = A S ORUSIZIKL
LE LT,

B o x7oEE
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77— k4% Ayt—T LA INTGA—A
UPDATER.UPDATERD. $mail_text Imail_text] : @HT 57 %2 k,
RELEASE_NOTIFICATION T _ i B
it Y Y —ZO@MTY, [notification_subject] : &I %7 & %
]\ o
UPDATER.UPDATERD. Unknown error occured: $traceback ltraceback| : ML —A v 7,

UPDATE FAILED -
TIUT 4N, T TT— FOFITITRE
LE L7,

TI2bTLAY 4L T5—Fh

WDFIL, AsyncOS THEMIND SEFIERT U NI LA Y T4 NVE T F7— DY AKNTT,
77— FOFBBHEERENTHINTONET, TURNTLA7 7 &, Rl (BRI
TR UA ) RSNV AT AT 77— THOBRENIEENHDLZ LICHEEL
TLEE,

R I:RETIARMENHEITIEITLALY T4LETS5—FOYRE

TI— k4 Ayt— LA NS A—=4
VOF.GTL THRESHOLD ALERT | Outbreak Filters Rule Update Alert:$text All rules lastupdated | Ttext] : 7 v 75— F 7
at: $time on $date. S—hDF XA b,
B, 79TV A7 T4NZDOLEXVMEREF I Ttime] : BT v 75—
EIOEEINE T, IN2lEZN
[date] : &#&T v 77—
INCIEES
AS.UPDATE FAILURE $engine update unsuccessful. This may be due to transient lengine] : 7 v 75— b

network or DNS issues, HTTP proxy configuration causing R LT P,
update transmission errors or unavailability of
downloads.ironport.com. The specific error on the appliance lerror] : F4EL-=x
for this failure is: $error 77—

AL P F 2K TV F X CASEL— LD T
T MR LG AICE E SN E T,

DIRBYT TI3—h

WDFIT, AsyncOS THERINDSIESERI TAZ VT TIT— DY ARTY, 7T—
N OFI L BERENFTHE AL TVET,

LRT LEE
|
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RI0:FET HARMLAHEISREYV T T5—FDYR b

DZSN & |

TI3— k45 Ayt— LEREA NG A—4
CLUSTER.CC_ERROR. Error connecting to cluster machine $name atIP | Tname] : <3 L DF X MBIV
AUTH_ERROR $ip - $error - $why$error:=Machine does not

appear to be in the cluster

VT 4 ), BEET T —RE LGS

U7 NES (EiF3ndhnns .

lip) : UE—hKHKRALDIP,

e r LT —|Z SRR T
R ESNET, v Ry 77\5’0>7</ Zvl\ihyj 7 BT SRR T
INTRWGEITEE D A[REERH Y 77, °
CLUSTER.CC_ERROR.DROPPED | Error connecting to cluster machine $name atIP | Tname] : <=3 > DH &R FAB IO

$ip - Serror - $whySerror:=Existing connection | | 7 L& B (F 713\ THD)
dropped
fip) : VE—b AR RDIP,
G, 7T RAE~OEEGN e v 7 I .
r c T T—(C E2Sa
BAICEESNRET, why | 7 —ICBT oM T ¥
A R,
CLUSTER.CC_ERROR.FAILED Error connecting to cluster machine $name atIP | Tname] : <3 v DF X MBIV

$ip - Serror - $why$error:=Connection failure

VT NELS (Eli3unhnn .

FORWARD FAILED

i, 7T ALSOEFICRIL 5| Tip) @ UE—F RA O IP,
= _ gt o
EEINET, fwhy| : =7 —IZBT BT %
A B,
CLUSTER.CC_ERROR. Error connecting to cluster machine $name atIP | Thame| : <=3 > DFR R MBI

$ip - Serror - $whyS$error:=Message forward
failed, no upstream connection

VT NAES (EixnFhn) .

lip) : VE—hHERAFDIP,
IVT A NN TTITAT LV RINT T AL _ )
. S r : —r s
@vyym%%y%%gfgﬁﬁot%é/;?w T =BT DR T %
WCEEESNET, °
CLUSTER.CC_ERROR.NOROUTE | Error connecting to cluster machine $name atIP | Tname| : =3 > DR &R MBIV

$ip - Serror - $why$error:=No route found

U7 vEE (E3vng) .

IVTF 4 AN, v By FALORO~ | Tip)l @ VE—h KA RO IP,
v _ B 7 -
i DN— b EPFTE 2o T2 HEIT fwhy] : =5 —|ZBT 220727 %
%15 éﬂ\iﬁ—o Z k

CLUSTER.CC_ERROR.SSH_KEY | Error connecting to cluster machine $name atIP | name| : <3 LDk 2 R B LY
$ip - $error - $why$error:=Invalid host key U7 AEE (F30 T .
7)%4ww M7 SSHAEA b F—7% | Tip) : UE—b FRFOIP,

-l ZE(E = EE 7
o B AR SNET, fwhy) : =5 —ZBIT 26727 %
A R,

B o x7oEE
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5525925 75—+ ||

77— k4%

Ayt—T LR

INDA—4

CLUSTER.CC_ERROR.TIMEOUT

Error connecting to cluster machine $name at IP
$ip - $error - $why$error:=Operation timed out

lname] : <=3V DOFRA MBIy
U7 NEE (2030 .

i, MESNIBER A LTy MLz | Tip) - UE—F KA MDIP,
BEACEE _ e
IR EINET, Twhy) =7 —IZBI B a7 T
A R,
CLUSTER.CC_ERROR _NOIP Error connecting to cluster machine $name - lame] : <3V DFEA MBI

$error - $why

U7 NES (Ei3ndhnns .

VIT AN TTTAT AW TS| Twhy) =7 —IZBIT Bt 7 %
DD~ DEMRIPT RUAZERET| A R,
SR BRI SNET,

CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - name] : <3 DRA MMLE L0

DROPPED

AUTH_ERROR $error - $whyS$error:=Machine does not appear | | 7 L E 2 (£ 7= 1T T .
to be in the cluster
fwhy| : =7 —|CB8T HatMl7eT %
IVT ANy 7 TAZDY I AHET | 2 |,
HERICERGE™ 7 — D3V LT A ICEE S
NET, v UWT TAIDA L INTRD
AR E DAREERH Y 77,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - lname] : vV DRAMBLOY

$error - $why$error:=Existing connection
dropped

VT NVES (Eidnang .

FAILED

"why| @ =7 —(CBI¥ 2REMl7e 7 %
b VNI TAADRD T DR | 2 b,
BRI T RVAZRIGTE S, 77 AL~
DR Ry 7 LGBk E &S
R
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - name] : <V DFEA MBIV

$error - $why$error:=Connection failure

U7 NS (Ezidndan .

FORWARD FAILED

i, RMZEHRT 7 — AL, v | Twhy) =T —ICBIT LR T %
N T AZDRNO= T DEZHRIPT R | A b,
A BPAFTE oo Bl E e E
j—O
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - ame| : <3V DOEREA MBI

$error - $whyS$error:=Message forward failed,
no upstream connection

VT ANy BT T ALEDRD=
SUDHEIRIPT RL ARG TES, 7
TIAT VANV AT — X BERIETE
RS TR BITEHEESNET,

U7 VEE (E3vng) .

fTwhy| : =7 —ICBT A5E/M7T %

A B,

227058 |}
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DZSN & |

77— k4%

Ayt—T LB

INDA—4H

CLUSTER.CC_ERROR _ NOIP.
NOROUTE

Error connecting to cluster machine $name -
$error - $whyS$error:=No route found

lname] : <=3 DOFRA MBIy
U7 NS (F2E0n3ndy) .

SSH KEY

TIVT 4N, =N T AZORO~ | Twhy] =7 —ICBT 5577 %
TUDERRIPT RLAZRGTET, Bl A b,
DL ~DN— b ERIFGTE o728
BICEEFEINET,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - lname] : > DHRAMBLOY

$error - $why$error:=Invalid host key

U7 NEE (Ezidndan .

TIMEOUT

IVT 4 TN, =N TAEDORDO~ | Twhy] =7 —IZBT 5572 T
VYOFEBRIPT RURAZEUGTE S, A A K
W72 SSHARA b F—Z2EFTE o
BRICEREshET,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - Thame] : <Y 2 DFRA MBI

$error - $whyS$error:=Operation timed out

U7 NEE (E30vng) .

Bh, vV TAZORO~ Y OR | Twhyl s =T =BT SRR T
WRIPT RLAZBGTE, fRESH | A b,
BIENZ A LT U P LT EICHESNLE
TO
CLUSTER.SYNC.PUSH_ALERT | Overwriting $sections on machine $name lhame] : <3V DEANBLIOY

I UT 4 T, BRET — X BRI B4
. VE—FFRRAMIEEINEAICE
FEnEd,

VT NELS (li3unwdnn .

lsections] : EfFHDI7 T 2% &7
arDlY Ak,

<y rcJ—9

REMEDERE

DRI arTIE, TTIAT U ADRy NU— 7 BEORREIE T DEREIZ DWW TRLE
LEY, INOOBEETIE, VAT Ly b7y 7 Vg F—FOEMTI AT LAY FT v
74— (£721d systemsetup =~ K) ZRHALTHELZFER M4, DNS, B &
ON—F 4 VT ORTEEICEET 78 A TEET,
Z 2T, ROBEREIZOWTCERIA L £97,

* sethostname

« DNS
=T 4T

BN

X [E

*dnsflush
¢ /XA 7 L— X (Passphrase)
s Xy NT—T TR

B o x7oEE

(GUI B X " dnsconfig =~ RZFIf)
i (GUI, routeconfig 2~ NI L Nsetgateway =~ > FZF|H)
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| vz27LE8
227642 +20zE [

= A B

VATLRAMEDER

VAT LOWHIE, KA NABSEASLET, FREMERA M EANT D LERD Y &
T BAMEEET I

*Web A% —7xAAT, [fv hU—2 (Network) ]>[IPA > ¥ —7 =A% (IP
Interfaces) %7 U v 7 L. 2 (Management) %7 U 2 LTC[H A b4 (Hostname) ]
THRAMEEELET,

* CLI T sethostname ==~ > RZ&fHEH L £,

N

CE)  ZHEZHETLET, HILLER MITADICRY A,

FAA Y r—L X T L (DNS) EREEDER

GUI ® [y bU—2 (Network) ] A ==—0® [DNS] ~— % 721 dnsconfig =2~ > KT, 7
TIGAT A DDNS REMERECEFT,
WOBREMERETEET,

o U H—F v PODNS ¥ —_"F T —FME D DNS V—"EZFHT 50, BLOEH

T2 BRI 72—

*DNS N7 7 4 w7 T HA L F—T =4 R

e WiB|XDNS/IVY I T T MMNEALLT U MNTDHE RS 5

*eDNSFHF¥ v =2dDZ7 U7

DNS H—/\DIEFE

AsyncOS TlE, A ¥ ¥ —F v h®/L— K DNSH— 3 —HME O DNS — N F703 A1
H—F v h®JL— bk DNS — B L OFEE LI-HEB DNS h— & c& £, /& —
Fv hO— N F—=NEFHTDE X, FED RAAL NMEHTHZRE— 2B ETDHZ
EHLTEET, UEBEDNS H— NFH O KA VTSNS 720, MU KA AL T 5
e — 3 (BcieHI72 DNS L o — R &) THALENRDH Y £7,

AsyncOS Tlx, 4 > % —F > F®ODNS H—_ZEH LAaWiEEIc TA7Y » b DNS #—
EYAR—FLTWET, 2—FMEORNI —"ZHH L TWD5EEIE, IS0 KA1 B X
UBE T 25 DNS =% ETHZ L b TEET,

(27U v FDNS| Z&ET DAL, in-addrarpa (PTR) T b U & [ERRICERET D L BN
HVET, 0D, I2E 2L Teng) 72V =23 —2%— 123412V XA L7 T HEE
2, TR_XTD eng =2 FUR 17216 Xy MU =272 555, A7 Y > b DNS REIC

leng,16.172.in-addr.arpa] ZfHETHLENH Y 77,

227058 |}
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B osuzorversqatusq

BRI R)ETSAF )T+

ATJTH4 DNS H—IZ, BIECT T4 A4V T 4 ZfEETEE T, AsyncOS TlE, 7714 4
U7 47301 W%ﬁwmw#%ﬂ@ﬁ%%ﬁAiﬁ DNS H— S35 LW 54, AsyncOS
WFROT T A F VT 4 RO — O ZR A E T, ﬂcf?4ﬁ)%4%ﬁomm%%
WCEEO= N BRETHIHE, VAT AF I —E2FETT LR LT T4 4
T4 HFFODNS =% U R IS T VX MIGERET, VAT NIRRT =) OF
RGNS T2 A4 L7 7 ) T5F TEHRHFEL., TOHKKD 7 = VI3 LCEHEiE XY
HOLRWRHIFE L 3, TO®%RBEKTT, FFERFHIZ. DNSH— DOIEfMREFHI &%
ESNTWATIAFT VT AIEGFELET, YA LTV NOEIIZTITA44Y 7 2 IZB%RA
<, TRTOIPT RUVATHULUTY, BAIOTT7A4F VT 4 IITmbENT A LT 7 MK
EINTEY, ROTIAFT VT AT EIVEVWI A LT 7 PBRRESNTOET, Kl
ZA LT MNERITR0RTT, 1207744V T 4 #HELTWDIEE, 40T T4
V7 41T 58— O A LT T MIOIZRD T, 2200774 F VT 1 &% E LT
WABEE, IO T TAF VT AT HEY— DL A LT 7 MI ISR, kDT Z
ATV T LIZHTEIEY—ROZA LT T MIASBIZRDEST, T7TA4FV T 403 DD
B FALT T NISH, 100, 45BIC £7,

72 Z21E, 4 ODDODNS YV —NREFREL., 22T T4 4V T4 0%, 79447 11
.0 1T IAA VT4 2R E LIELET,

RM:DNSH—/N, TSA4F )T 1, BLUVEA LT FEROH

ISqAY =, BALTY~ (B)
F 4
0 1.2.3.4, 5.5
1.2.3.5
1 1.2.3.6 10
2 1.2.3.7 45

AsyncOS I3, f?%ﬁ)%xo_ﬁﬁémtzo®%~”%7/&ALEﬁLi# TIAF
U7 4 0DH— 312X 7 L TND B 1o =R ENET, TTAFY
740@%—A#ﬁﬁ§7/bfméﬁA\774%)741@#~f~u1m)#ﬁ%éh\
BN T TAA VT 12 (1.23.7) OV —"NMERESNET,

BALTTNERITTFAFVT 4 0D —NEWEFELRTUTHY, 7T7A4F VT 41D
=N LY BN RE SN, 7T7A4 4V T 4 20— NZIEE HIZE VR E &
ET,

A3 =32y b I)L—bk H—/\DEA
AsyncOS DNS U YL NI, EtEREZe e 1 A —/VALE I B 72 K E D [F]IRE DNS 3t 2 U5 T &
D EITEHEFTSNTHET,

B o x7LoEE
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#ElzoNs Ly 7y Tns1u79+ ||

\)

GE)  F7F#/VEFDNSY—RNIA v Z—F v b b—F V= RPUNEHRET D & EBEIR LIS
RE SNV — NFHEE S — L 7o TRV R AL D7 =) Z IR T %544%75\

HYET,

WEIEDNSILY I TYTDRA LTIk

DNS 75—k

TFIAT LV ATBFA—NDEZEOR., VA FT—IZEHE L TWVWATRTHY E— KA R
LT [TEDNS Ay T v 7| OFfTERALET, (CEDNSA VI T v 7 &2FTT5
ZLT, VAT AFIVE—RFRARNDIPT RLAOEYSMAHEEB I OWMIELET, 2

PG LR A RO IP 7 R LAk A5 & DNS (PTR) /vy 77 v 7 e FiUlki< PTR

N 7T TRERICHT HIESIEDNS (A) vy 277 w7 nbeEd, 20%, VAT ALK
AN I T o TORERNPIR VY 7T v 7T ORERLE —HT DN E I DTy r LET, #E
RB—FE LW, ALa— R FELRWGAER 7 77 A VI, — BT 2%EHFEN Re,|
VAT AFERANTIVEARA T =T (HAT) NOx> b L —FFT 5P T FL AL
LET) . ZOREMNREZA LT MNERNZZ Oy 77 v AIZORHEHE, B ) &
TIAFVT 4 (16 3—2) THHAEINTHD 7 DNS ¥4 A7 U MIT#EH S EH
Ao

A DNSH—"DF 7 4L MEIF 208 T9, DNSH— O U BNEFEETDHA. &
2 A L7 D MEL (DNS H— O x 5/ DNS /Ly 7 T v 7 DX A LT U hOfE) BT
T, 72& ZIX, DNSH— "M 8T, WEIEDNS/NY I T v T DX A LT 7 NOEN 205
DEE. BRtZ A L7 U M (8x20) =160 T,

Wiz To) ZANT252LT, §XTHOY A — 7%LT73%AWuLa%[WS”/7
T T DEALT T MBI TEET, HE ORICHRE LSS, ¥E[XDNS /Ly 77T v
RIS T, ROV ITEED X A LT U MEENRT S _fiémih £, ZEFARD
AEAEICRA RDIP Ly 7 T v 7~ v B 7 E&niz—#4 (CN) BdH584A. TLS @il

B ROD RAANCT T ITA TV ANA—VEEETLHOZIELET,

TTIAT U AOHERERIC, FHICAYyE—Y IDNSFY v oD — bR M7 v 7KK
L % L7= (Failed to bootstrap the DNS cache) | 2315 EIN7=7 7 — b BERSINLGERH D
FT, AvE—UVIE, VAT AILLDLTTA <Y DNS = ~DfNGhbENRTE o7
TEERLTWET, ZOFERIL, v MU= BN SN DEINC DNS 7V AT AR
FTA NIl G A, T DA I T THEALET, ZTOAvE—UNRBOXA I
TTCERREINTEGE, vy NI —ZBBEPREAEL TWDH, £7213 DNS BRE THR /R —
PIEESNTWWARNZ 2R L TWET,

DNS v v a7

GUID [ ¥ v ¥ 2 %42 (Clear Cache) 1R %, F£7-iF dnsflush =~ K%&fHH LT, DNS
X¥ v vaDTXTCOEREZZ V7 LET (dosflush 2+ > ROFEMIZ DWW TIEL,  [CLIReference
Guide for AsyncOS for Cisco Email Security Appliances ] ZZM L T 7Z3\Y) , @ —7H /L DNS

227058 |}
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B /57 rra—v—1s—oxazemmALE NS BEBOEE

VAT ANER SIS, ZoMEEEATEEY, avr NI SIZE TSR, ¥y y
¥ a OFHFAPN—RFRYITPEREME T3 5 ATsetE & 0 £77,

G274 DN A1—HF—A 23— x4 XA%=EALT-DNS ZEEDHKRTE

ATy T
ATvT2
ATvT3

ATvT4

ATy T5

ATvT6
ATy T17
ATvT8

ATvT9

FIE

[ty hU—7 (Network) ]1>[DNS] Z&IRL 7,

[RRE DR (Edit Settings) 1227V v 7 LET,

A H—F >y hD/L— bk DNS V— " F 72 iF2—P M E O DNS U — &I 20, £330
v H—F - h®D/— k DNS B —NEHH L TRIFDNS 4 — 2R ETH20ETINLET,

2—HME O DNS b —NEEHT 25615, —IDZ AL 74BN (AddRow) ] %7
Uy 27 LET, FH—N"TZOEELEVRLET, 22—V ME D DNS — "% AT 55
G, TI9AF VT 4 bRFICHEE LET, FEMIZ DOV TIE, DNS —DfgE (75 X—

V) BT XN,

BD RAA K L TR DNS = NZFRET 25 51F. KA A L DNS +— 30 IP
T RLVAZADLET, ITZEM (AddRow) 1227V v 7 L., KAAL U EBMLET,

GE) RAAL 5T ~<wTREEZ LT, 1 DOODNSH— NIt U THEHED RAA V%
ANTEET, IPT RLAZH~TRYDHZ LT, #ED DNS — 3% A )7
HT EHLTEET,

DNS "o 7 4 w0 HDA v E—T = A ZAZEIN L E9,
WE| & DNS /Ny 7T v 7 adiibd 5 TICFHET 208 E AT LET,

[¥¥ v =2%27 U7 (ClearCache) |#27 V7 LT, DNSF¥¥ v a2k /7 UT73T5H5ILET
%iﬁ—o

EHEEFEL, RIFLET,

TCP/IP F5 T4 w9 JL—FDERFE

ATy T

—HOXRy MU= BETIE, BEOT 74NN S U2 AUHND T T 4y T = R
AT 2 LERHY £,

TIFIAT L AFA v X —Fy hFabhar A—Tg04 (IPvd) BLEOA V¥ —F%v b7
a2 han "= za26 (IPV6) DEITOAZT 47— NeEHLET,

AHT 4 7 Jb— ML CLI T routeconfig 2~ > REfEH L TEET L0, £ OFIEIC
PEWET,

FIE

[*v T —72 (Network) 1>[/V—7 « > 7 (Routing) ] Zi®IN L E7,

B o x7oEE



| vz27LE8

ATy T2

ATvT3
ATvT4
ATvTH
ATvT6

Fornk =tz nEE ||

VB 522 T 47 — DX AT (IPvd £721X IPv6) D7=DIZ, [b— b & B (Add
Route) 1 %27V v 7 LET,

— N DRI AT LET,

SE5EIP 7 RLAZ AT LET,
Ptz ADIPT KLAZANLET,
EHEEZFEL, REFELET,

TIAILET—FO A DETE

ATy T
ATy T2

ATvT3
ATy T4

TN T A BRRET DL, CLI Tsetgateway 2~ > K& 50, 7213k
DFNEZHENET,

FIE

[*v T —72 (Network) 1>[/V—7 « > 7 (Routing) ] Zi®IRN L E7,

ERETHAH—Fy b T hal =Yg 00kdll, y—h UARNT[T 74V ~Lb—
I (DefaultRoute) 1 %727 U > 27 LET,

F—hrUxADIPT L AZEHRLET,
KHEEZERFEL, RIFLET,

SSLEXTE DIETE

ATy T

ATy T2

[SSLAERLREDELE (SSL Configuration Settings) ] ~— "% 721 sslconfig 2~ > K& L T,
TTTAT o AD SSLREXML TE ET,

FIE

[ AT L8P (System Administration) > [SSL f#RkFREOELE (SSL Configuration Settings) | %
707 LET,
[BREDMWE (Edit Settings) %27 U v 7 LET,

227058 |}
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SSLBREDIETE

BE TALD AsyncOS /S—V a3 > (12012172 8) WO T v 77 L— R LA, 7
7 # v b D SSL 5 51% AsyncOS 13.x LIETRD L H ICEH SN,

* GUIHTTPS MDi5E :

AES128:AES256: ! SRP: |AESGCM+DH+aRSA: | AESGCM+RSA:
!'aNULL: ' kRSA: @STRENGTH: -aNULL: ~-EXPORT : ~IDEA

e AN KSMTP DIHE :

AES128:AES256: ! SRP: |AESGCM+DH+aRSA: | AESGCM+RSA:
'aNULL: ' kRSA: @STRENGTH: -aNULL: -EXPORT: -IDEA

c 7 RN KSMTP OIS :

ECDH+aRSA:ECDH+ECDSA:DHE+DSS+AES:AES128:AES256:
!SRP: |AESGCM+DH+aRSA: | AESGCM+RSA: !aNULL: !eNULL: ! kRSA: @STRENGTH :
—-aNULL: -EXPORT: -IDEA

ATFY T3 BERHIE LT, WEFEITLET,

« GULHTTPS SSL Z##&%& L £, [GUIHTTPS] C. 45 SSL i LmEE XA EL
i‘j‘o

« Z{2 SMTP SSL Z iR & L £9, [%1ESMTP (Inbound SMTP) ] C. 9% SSL F & I
TR ERELET,

« 5{2 SMTP SSL Z#% & L £, [%/ESMTP (Outbound SMTP) ] . flifi9 % SSL 5 &
B b F R EHRE L7,

s FDOMDTLS 7 I AT > b —EREHRELET, 77747 2 ANIEFIPS T— RO
B, [FDOMDTLSYZ 7 A4 7 > h3—t A (Other TLS Client Services) ] CTi%. TLS v1.0 J5
KT 740 N THEGIZRY 9, [LDAP] B LW lUpdater] DTLSZ A4 7 > h¥—
BRI LTUE, T T4 T ATTILS v10 X EFCTE £9,

WO EZB LTI,

« (BEFIPS =— FOHFE) TLSv1.0 & vil FREFRICIIASIC T EEA, 277
L. 260 FRUL TLS vi2 FR e EiCHEMCc T £9,

« JEFIPS E— R T TLS v1.0 REZNIT /2> TV D FALD AsyncOS N— = > (i : 12.x £/
1% 13.0) 205 AsyncOS 1351 LIRRIZT v 77 L— K95 & TLSVI.0 3T 7 4 /L k CTHER)
WV ET, Ty T T L—RRICT 774 T ATTLSvI.0 FREFHZT HLERH
VET,

* AsyncOS 13.5.1 LIFETiE, SSLv2 B X OSSLv3 FXTHAR— h &S Et A,
« T T TAT U ANFIPS E— FOLEG, TLSv1.0 FRUTHR— FSinvEH A,

e T FIFAT v ADFEFIPS E— ROBA . TLSv1.0 FRITT 7 4/ F TENC ARV £,

ATy a4 [FIE (Submit) 1227V vr7 LET,

B o x7LoEE
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SAML20 ZfERALT=> VT IL YA A2 (8S0)

ATy TS5 [EHZHME (CommitChanges) ] %7V v LET,

SAML20 2R LTI Y4 A > (SS0)

o TN YA A (SSO) & SAML 2.0 (Z2OW T (81 ~—7)
*SAML2.0SSO DU —7 77— (81 _X—)
* SAML 2.0 [ZBH9 2 EEFIHE A FE (82 X—)

e T TIIAT A TDSSO DHETEFHE (83 2—)

U A A Y (SS0) & SAML2.0 (DT

TITGAT U AIZSAML2.0SSO AR —h AL ELE, THTLY,

Lo —

VRN T SAML 2.0 SSO $tIGH—EZ~DT 72 ZEA L TWARILZ LT vy v b
TT T ITIATVADWeb A vV H—T =2 A R Zal A TxFET, 72& 21, SAMLID 7’

A #— (IdP) & L T Duo. Microsoft ADFS., F7-1% Azure Z AN LIZHA.
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