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Host Access Table (HAT) 35 & O Recipient Access Table (RAT) D& & [RERIC, 77 A V& =T
JAR=PBIOA VAR =FLTSMTP L — b vy BT E2ET T 52 L HTEEY, SMTP
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. Internet <

# SMTP

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACRLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNKNOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

7rLzozzaz [

The smtproutes command was
used to route mail accepted on the
public listener InboundMail for
example.com to the host
exchange.example.com.

‘ IP interface: PublicNet (e.g. 192.168.2.1)

‘ Ethernet interface: Data 2

|

Cisco Email
Security appliance

| Ethernet interface: Data 1

|

‘ IP interface: PrivateNet (e.g. 192.168.1.1)

exchange.example.com

ZRFLRAODEZTHZ

AsyncOS Tlix, BT A— N AT T4 T Ru—TEEEBLOZEEDOT NLAxE
X DHEPMEEHV FET, T RVRAOEISH L, 2&21T/8— b F— RA AL UIZEEE
NIZA—NEBIV XA VLT NTBHHEERL, NSV T7TFA N T 7T 2REBT (A7 75) HE

WEEHTE £,

RORIZ, FEEBLOZEEOBETA—NT L RAZEFEZHRZ 57202 S 5 S5k

OWEZRLET,

R1:7FLAQDEZT]AFE

A VT AT —TILOVERL
(8 =) &)

TOT KLR | ZEE#E Hae EERR
*@anydomain | user@domain TAVTAT—T)N (= e R —FZEEHED

%

o 7o —)UITE
cTA VT ABESA—
VT RURAE Mo
TA YT ARCw v
7
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*@olddomain *@newdomain KAA Y = s (F e LR —TEEHD
AL < THEEE (26 &
=) =HH) e YR F—T LIz A
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KOt (16 X—) % B L To:. From:, F
S ) 721X CC:~y #—

e URF—TLITHEH

IAYTRT—TILDERK

TAVTAT—TNVEFEATLE, I NERITEEROZEZICA v E—VE2 VXA LT N TE
F9, TAVTARLZ—FHMDOTA VT A~D~ v BT T —T %, —HDUNIX &
2T A Tsendmail 27 4 F 2L —3 3 D Jete/mail/aliases HEEE & [FIRED HF1ETIERR T
£7

U AT —NZELTEF A=D1 —T7%{E4 (Envelope To £ 71X repT T0 & HIEIEN
FT) BEAVTRAT—TALTERINTNDTA VT AL —ETHE, EBFA—NLOTA

= —

\}

TREET FLARESHBAONET,

=)

RAT F = v 7 DEBMNEAvE— 7 4 L ZODORTE TIZ,
Frzv 7L, ZEHEEERLET,
él/\o

JAF—=IZZA VT A T—T L%
[EF A=A, T T A NTHDONT] DEEZSZRLTLE
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N—=2) M) LITELRY £,
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NAA L a2 THRANMI 1D ED RAL CETTEHS RAAL DY AT, B~ TK
G, ALy () LX) THAET, RAAL UL T BT M 70, BX
OB Y A R TR E N 2 3CFHTT (RFC 1035, £27 a2 231 @ TR SR D40
EHM) 9 RAA Y (examplecom 72 &) X, U RTHED RAAL T, #H4 KA
A NEBT DI TXTINTRDD L) T NTO RAAS iE, —HThHLHERLENET,
7LC 3_’_ 2_51\ }‘7( A arrTFxA }\ .example.com fi\ mars.example.comj@i(ﬁvenus.example.com
EBLET, FAAS 2 THRRMORITT, vy 7 (A VT RLZEHY AR OU A
FRHYET, v v 7iE ROI IR ENET,

R2:IA(YTRAT—TILDOEX

ZiD (LHS) XY xXF £33 (RHS)

—HIB1 25U LA VT | an L F [ 1 OULEDOZEET RLAEIZA VT
2D A K 2D A K

EBOxA YT ATE, ROFAZHEHTEET,

username BT oA VT AEREELET, KATTD TRAA ) BWIES
T NLNTHESNTWOILERH D £T, ZD/RT XA —=Z R3320
N S (9N S5

user@domain — I AIEEREFA =L T FRLAZEELET,

EDVITHTVEROTA )T A% o~ TREI > TANTEET,

Eﬂ@%%1§%bi\ user@domain ﬁ?iﬁ@%ﬁéiﬁ%%)‘ —)L 7 K LA, iflfi}%”@i/l’ U 7 A ;’cff
HETEET,

TA YT AT 7 AT, BB RA AL D [ Ta— L) =AU T2 (BEERAA
TR, Tua—rVCHEAENDA A U T R) | A U T AT I O EORFERAY 22 K A A
VDBHDBRAAL L arTHA N, FRIEFOWGTEEETEET,

TAVTAD [Fxz—r) (FRHR M) BERTDHZEIITEEI0, 2R E
A=) T RLATKRDLAIVENRLD £,

sendmail 2> 7 4 X2 b— a3 Dar T XA NEABMEEEF-E57-2012, AvE—U% R
=4 /7°ﬁ‘5f:&>®¢ff7iﬁkf£§ﬁﬁ'ﬁff§>é /dev/null ﬁ)‘b‘ﬂ‘f~ 3 éﬂ(‘b\iﬁ‘o A YT R FT—T7)
WCE o TA Y=V N /dev/mul T vy B 7 END L, BEELIDCZPESLET ( TCLI
WEAEHBLIOE=FV 7| OBEZSR) , SEHFIIZTANONETN, Fa2—IZITA
nonERA,
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ESPEREY=]

A VT AT =T LOH (10 X—)
s aliasconfig =~ > RO (12 ~<—)

IAVTFARAT—ITILDIYRAR—rELUTA VR—F

TA VT AT —T)NEkA R — T HIT1E, SEICFTP, SSH, 353X UNSCP 77 A 2B L,
T FIGAT VAT I BATXA LS5 LET,

Ejﬁﬁ@i/f U7 =R 7‘*‘7/1/%{%@3*5@:{1\ aliasconfig A~ F‘@exportqj‘j:"?‘/ R % fif
HALET, 774V (Z7ANVAITESTHE) 1. VAT—0 /configuration?% [%S72))
ICEZRAENET, ZOT77AVECLUDHTERL, A VA —-FLETZENTEET,

(77 ANMIARERIEARD T N BRHDLGEIT. 77 ANVDA VR— MR T =B S
nET)

TA YT AT —T)VT7 7 A)V% /configurationT A L7 b UIZELE L. aliasconfig 2~ K
D import V7 a~wr RaflL 774 V2T v u—RKLET,

T—TNDOITONRIATT U NRN—FE B 2EHATLIE, ZOTBaA T U NERET,

AT 4 X2 L=V a VOEERKMEIND L), “T A VT AT—=TN 77 A NVEA
VIR— LB T comit I RERITLTL A&,

IAY)TFRXRT—TILOIY Y DI

avw RIA A H—T x4 A (CLD) Z2EHLTC=A VT AT =T by R ZHIER
THLEE, BICRAL Y TV—TEERT DL 01k bET, [ALL (any domain)| =
VU ERERTLE, TRTORALS VICHEAINDI A VT ADEFE &Y A MNRFEREN
T, 0%, HIBRTH22A4 VT AOFEZRINL 7,

IAY TR T—TILOH
A

G ZoT7—=IABloTXToOx FUIE, 2 AT FESATHET,

# sample Alias Table file

# copyright (c) 2001-2005, IronPort Systems, Inc.
# Incoming Envelope To addresses are evaluated against each
# entry in this file from top to bottom. The first entry that

# matches will be used, and the Envelope To will be rewritten.

# Separate multiple entries with commas.
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# Global aliases should appear before the first domain

# context. For example:

# admin@example.com: administrator@example.com

# postmaster@example.net: administrator@example.net

# This alias has no implied domain because it appears

# before a domain context:

# someaddr@somewhere.dom: specificperson@here.dom

# The following aliases apply to recipients @ironport.com and
# any subdomain within .example.com because the domain context

# is specified.

# Email to joe@ironport.com or joe@foo.example.com will

# be delivered to joseph@example.com.

# Similarly, email to fred@mx.example.com will be

# delivered to joseph@example.com
# [ironport.com, .example.com]
# joe, fred: joseph@example.com

# In this example, email to partygoers will be sent to

# three addresses:
# partygoers: wilma@example.com, fred@example.com, barney@example.com

# In this example, mail to help@example.com will be delivered to
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# customercare@otherhost.dom. Note that mail to help@ironport.com will
# NOT be processed by the alias table because the domain context

# overrides the previous domain context.

# [example.com]

# help: customercare@otherhost.dom

# In this example, mail to nobody@example.com is dropped.
# nobody@example.com: /dev/null

# "Chains" may be created, but they must end in an email address.

# For example, email to "all" will be sent to 9 addresses:
# [example.com]

# all: sales, marketing, engineering

# sales: joe@example.com, fred@example.com, mary@example.com

# marketing:bob@example.com, advertising

# engineering:betty@example.com, miles@example.com, chris@example.com

# advertising:richard@example.com, karen@advertising.com

aliasconfig 2~ > KDl

:@{@JTMA aliasconfig I ¥ ]\%‘f@‘zﬁﬁ LA YT R ?““7/1/75:1?}52 Ljﬁjﬂo ijﬂx
example.com D R A A2 2T XA MEHEELET, RIZ, customercare DT A U T R ZVERK
L/\ customercarelexample.com &:%{géﬂfij—’\.’c@%%f — L3 bob@example.com,
frank@example.com, $LT} sally@example.com {2 VU HALVL7 hEndE I LET, BT,
admin D7 1 —/3L TA VT ZZAER L, admin (23815 S 2B A —L8
administrator@example.comL: U &4’ vz ]\ éﬂf) K 5 Iz Li?—o %?\’ﬁ@:\ %EA}JD)EHKI/I) U T A
TR SnET,

T—7 VO HREZ, admin D7 2 — )L =AU T AL, example.com DEMD AL a
TX A MOFNIH N S IET,
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mail3.example.com> aliasconfig

No aliases in table.

Choose the operation you want to perform:
- NEW - Create a new entry.

- IMPORT - Import aliases from a file.

[1> new

How do you want your aliases to apply?
1. Globally

2. Add a new domain context

11> 2

Enter new domain context.

Separate multiple domains with commas.

Partial domains such as .example.com are allowed.

[1> example.com

Enter the alias(es) to match on.

Separate multiple aliases with commas.
Allowed aliases:

- "user" - This user in this domain context.
- "user@domain" - This email address.

[1> customercare

Enter address(es) for "customercare".
Separate multiple addresses with commas.

[1> bob@example.com, frank@example.com, sally@example.com

Adding alias customercare: bob@example.com, frank@example.com, sally@example.com
Do you want to add another alias? [N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.
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- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> new

How do you want your aliases to apply?
1. Globally

2. Add a new domain context

3. example.com

[11> 1

Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:

- "user@domain" - This email address.

- "user" - This user for any domain

- "Q@domain" - All users in this domain.
- "@.partialdomain" - All users in this domain, or any of its sub domains.
[1> admin

Enter address(es) for "admin".

Separate multiple addresses with commas.
[1> administrator@example.com

Adding alias admin: administrator@example.com

Do you want to add another alias? [N]> n

There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.
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- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]

customercare: bobGexample.com, frank@example.com, sallylexample.com
There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

(1>

ZOBEERT, BT AN T = U= OREITRO L D720 £,
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R2: 7547 RIZEESNEIAUVTFTRT—TIL

*_ Internet

+ SMTP
Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACELIST! $BLOCKED
SUSPECTLIST! STHROTTLED
UNENOWNLIST: SACCEPTED

spamdomain.com REJECT
.sepamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

‘ IP interface: PublicNet (e.g. 192.168.2.1)

Ethernet interface: Data 2

=T 4 T BFUERE#EDSRE |

The Alias Table feature was
configured to create the following
aliases:

admin:

administrator@example.com
[ example.com ]

customercare!: bob@example.com,
frank@example.com,

sally@example.com

Note that alias tables apply to all
email traveling through (received by)
the appliance, from both private and
public listeners.

Cisco Email
Security appliance

Ethernet interface: Data 1

| IP interface: PrivateNet (e.g. 192.168.1.1)

Private Listener: QOuthoundMail
Host Access Table (HAT):

RELAYLIST: SRELAYED
ALL: $BLOCKED
Default sender domain: example.com|
Received: header: DISABLED

YADL— FDER

FHNWOYT RAAL & HRY ER<
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A\

Y AH L— K & altsrchost .

6=

Y AH L— REEBREIX., VAT ALK L TRETDI A VT AT —T7 e L 138720, U
AF B TRELET,

U A —i%, LDAPREEZIFTANST =V —DEEKE CLDAPV—T 4 7 72U —DHI, A v
T —IUNU—7 a2 —RNIIHIMIT, ~SAHL =R T—T N T—HER L TCZEELZLETL
9, [BEFA—N LTI NTDONT OEEZSRLTLLTEE N,

TAH VL — REREEICLD, o Re—TEEFERBIOZELZE A —/LO To:, From:, CC:
TA— IV ROT FUANERICEEZBLZ ONET, FRT2V AT —TL1ZhlxD~v AT L—
KRG A—ZERETEET, 220H5 HFEOWTNNEHEHLET,

AER LT~ B T DART 4 7 T —T VA

+«LDAP 7 =V Z{#i i,
ZOETIE, AXT 47 T—TNEFHTLHECOWTHALEST, 7—7 1 0ERIT,
—¥? UNIX A7 AT sendmail 2> 7 4 ¥ = L —13 3 D /etc/mail/genericstable #§AE & A7
HHMERH Y £9, LDAPYA I L— K 7 U OFFEMIC OV TIE, LDAP 7 = U 2L T<
2S00,

BEETE B
e v AH L— K & altsrchost (17 _X—3)

< A H L— K & altsrchost

— I, v AI L— FERETIET N =T REENEE WAL, Ay -V TEITSND
ENLBEOT 7 v aid, ~AHL—RENET RLANDL ThU—) ShEd, =720,
CLI 75 altscrchost v > K& FAT L7256, altserchost ¥ » B2 713567 KL AnE R
H—ENET OEVERHDO~ AL —FENTLT RLATEZRWY) |

FEAMIZ DUV T, Virtual Gateway™ 77 0 U—EH LTI TORA MENTZ KA AL T
DDA =N T — T =A (60 ~—Y) BLOER : EF ANV AT TA 2 (73—
V) ESRLTLIIESN,

ESPEDEYS]
CABTF 4V AN L— R F—T L0 (17 2—7)
e I IAR—FN U RF—H=ADL—RK T—T 10 (19 X—)
AL — R F—=T DA R— ] (19 2—)
e v AT L— FDOf] (19 _—)

AATFA4 9 IRAL—RK F—TILOHEK

VYT DAET 4 v AHL— R T —T )V ERET HIZIE, listenerconfig 2~ KD
edit -> masquerade 7 a~ > RE2FEHLET, £/o, vy EVIREENDLI T 7 A NVEA
R—=FTEET, ~AHL—FRT—=TNLDA R —F (193—=) ZBRLTLLEE N, Z
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OV Tawr Rk, AT RLVA, a—H4, BIXORAAL UEZH LT RLABIOR
AN~ BT T T =T N EERB LI OHERFLE 7, LDAP~Y AL L— R 7 U QM
IZOWTIE, LDAP 7 = U 2L T &,

AvE—UNUATACHEAINS L X, T ARBRIN, ~v X —IC—HR oD
A E—UREEBRZONET,

RAAL LD AHL— R TFT—TME, ROX IR ET,

RIRRAL—F F—TILOEX

ZiD (LHS) XY XF £i1 (RHS)

—HTH 1 OU LD — | AT (AR—AFE T | EERIBEOL—VPELR R AL
PLLRAAL L DY A+ |1XF 7 30F)

WDOFIZ, v AHL— R F—7 L THESR P ERLET,

ZiD (LHS) £i1 (RHS)

username username@domain

oI, BT A2 —VAERELET, EUO2—YHII—KTIHEEEFA—
VA vE—=UiE, —EERY, FUOT RLATEXHBz bNET, A0, 8227 KL
AThHOHVLENDY £7,

user@domain username@domain

oy MNIE, —ETAEMRT RLAZBELET, LUDEERT RLRIZ—HT5
EEAvE—VIE, BAOT RLVATEEHMZ ONET, HAIT. BL2RT KLATHH M
ERH Y FT,

@domain @domain

ORI BHEDRAAL VOEEDT RLVAZFEELET, ELDOITD KA AL 14,
FODRAAL VTEEZHBZONETN, 2—VFHAEFEELHY TH¥A,

@.partialdomain @domain

ORI BHEDORAL VOEEDT RLVAZFEELET, ELDOITD KA AL i,
FODRAAL VTEEZHBZONETN, 2—VFHEFEELHY TH¥A,

ALL @domain

ALL=> "V, FOFFEOT FLRAI—F L, AUOT FLATEEH2 9, AL,
RAA ORI T@) 220 ERHY ET, 2oz bV, 77— ANONEICE
R WITERERKIZRY £,

GE) arL Y UL, TIARN=h URT—DORIMEHTE ET,

s b—VE, v AB L — K T =T AL TOHBNEFIE-> T LET,
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o 7 7 4V h CTIEZERFIZ~y X —® From:, To:, 83XLWCC: 74—V KNDOT KL A)—
L, EXH2OoNET, oo —TREEHFICHLTEZIHRILILOICAHT v arvE
WETHIEHLTEET, mo "\ —TEEEBIOEZ I IR~y X —IX, config
Tavy R L CTAEE 20 %z £,

« T T INDITORIATT =5l s #) ZHTLE, 2072 A M7 U RNEE
T #DDITORBET, TRTCaALITHLERRSNTEREINET,

e AN — R T =T ML, new T a~wr RTER LD, 77 A0 R—FLTEE
MZ X > T, 400,000 =2 k UZHIR &AL ET,

T3AR—F YRF—RAYZADL—F T—=TIL OB
# sample Masquerading file
@.example.com @example.com # Hides local subdomains in the header
sales sales_team@success.com
@techsupport tech support@biggie.com
user@localdomain user@company.com

ALL @bigsender.com

YAAL—F T—=TILDA4 ViR—F

W D sendmail D /etc/mail/genericstable 7 7ANEA R — FTX ijﬁo genericstable
Ty ANEA R— T HITIE, SBICFTP, SSH, BXUSCP T 7 EA%MR L. 77 FA47T
VAT VREATEDLLIICLET,

genericstable 7 7 A IV%E configuration T4 L7 R A TA= PN masquerade YT avr FD
import W7 A~ REFHA LTI 7 AV ET v 7 a—RLET, a~vr RE, ROIEF Tl
Li‘é—c

listenerconfig -> edit -> listener number -> masquerade -> import

FUF, export M7 avr REHHL T FOay 7 4 Falb—Ta a2 ¥ rn— RT&EE
To 774N (77 ANVAIXESTHEE) X, configuration 7 4 L7 R U IZEZIAENE T,
D77 ANE CLIOAFTEREL, AV A—FLETZENTEET,

import"j‘j:lvr/ KNEfEHT 25 & =3, 77/(/1/§:ﬁ§j37231:/ D @%‘ﬁ’@iﬂf‘/\é Loz
LCLZE W, e N (ElARH> THIANRWGEAERE) b L, 774 1vDA
VIR— FMRIZCLI T =7 =0 A LET, A v AR— MR —038ETLE. 77
ANEERT B TNA VR — SN EREA,

JUAF—Dar 7 4 X2l —alyOEBEENEREMEINS LI, genericstable 7 7 A /b
AR —FL7EEZETHUT commit I REFITL TS ZE0,
I RXHL— LD

:@{ﬁjfﬂi\ listenerconfig ) masquerade “9'73'7\/ F%ﬁiﬁﬁ L C. PrivateNet A2 —Tx
A A EIZ®H S [OutboundMail] & WO ARTO T T A X— ks URF—HIZ, RAAL L ~vATL—
N7 —7VEER L ET,
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EP. YAB VL= FICLDAPZMEMT 247 a v 285 L%, (LDAPYAIL—RJ T
U OZEMMIZHOWTIL, LDAP 7 =Y 5B LT EW)

RIZ, @.example.com DE(5y KA A L FRFLD example.com|Z~V Yy B 7 ENNET, Tk D,
BT RAA L example.com MIZHDEBED< L U MHIEEINDET X TOEF A —/LRN
example.com{l¥ Y BV 7 ENFET, IHIT, 2—V4 joe I3 KA A I joeRexample.com | <
By rENET, MFOTY b 2RI 1D NAL Y v AD L= T=7ABHA S
AT, masquerade.txt EWVVIZRIDT 7 A W AR—FEINFET, configh 7 a~vr K&
HEHALT, CC: 74—V RDOT FLAOES A PN/ Y | RBICEENHEESHES,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.
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- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient address should
be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.
- LDAPGROUP - Configure an LDAP query to determine whether a sender or
recipient is in a specified group.

- SMTPAUTH - Configure an SMTP authentication.

[1> masquerade

Do you want to use LDAP for masquerading? [N]> n

Domain Masquerading Table

There are currently 0 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> new

Enter the source address or domain to masquerade.

Usernames like "joe" are allowed.

Full addresses like "user@example.com" are allowed.

Full addresses with subdomain wildcards such as "username@.company.com" are allowed.

Domains like @example.com and @.example.com are allowed.
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Hosts like @training and @.sales are allowed.

[1> @.example.com

Enter the masqueraded address or domain.

Domains like @example.com are allowed.

Full addresses such as user@example.com are allowed.
[1> @example.com

Entry mapping @.example.com to @example.com created.
Domain Masquerading Table

There are currently 1 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> new

Enter the source address or domain to masquerade.

"o

joe

"

Usernames like are allowed.

Full addresses like "user@example.com" are allowed.

Full addresses with subdomain wildcards such as "username(@
Domains like @example.com and @.example.com are allowed.
Hosts like @training and @.sales are allowed.

[1> joe

Enter the masqueraded address.

Only full addresses such as user@example.com are allowed.
[1> joel@example.com

Entry mapping joe to joe@example.com created.

Domain Masquerading Table

=T 4 T BFUERE#EDSRE |
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There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.
- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[1> print

@.example.com @example.com

joe joe@example.com

Domain Masquerading Table

There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.
- EXPORT - Export all entries to a file.
- CONFIG - Configure masqueraded headers.
- CLEAR - Remove all entries.

[1> export

Enter a name for the exported file:

[1> masquerade.txt

Export completed.

Domain Masquerading Table

There are currently 2 entries.
Masqueraded headers: To, From, Cc

Choose the operation you want to perform:
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- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[1> config

Do you wish to masquerade Envelope Sender?

Do you wish to masquerade From headers?

Do you wish to masquerade To headers?

Do you wish to masquerade CC headers?

Do you wish to masquerade Reply-To headers?

Domain Masquerading Table

There are currently 2 entries.

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

(1>

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port

B 71 B L UREHE:
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Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient address
be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.

- LDAPGROUP - Configure an LDAP query to determine whether a sender or
recipient is in a specified group.

- SMTPAUTH - Configure an SMTP authentication.

[r>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

should
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(1>

=T 4 T BFUERE#EDSRE |

INTZUE—TTA X T =T 2 A DFEEITROL T F7,
E3:F54_R—F YRF—AICEEEhIIRHL—F

Internet -+

¢ SMTP

Public Listener: InhoundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACFKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

‘ IP interface: PublicNet (e.g. 192.168.2.1)

Ethernet interface: Data 2

B

Ethernet interface: Data 1

RAA Y <y THERE

YAF—HIZ TRAAS v =T ZRETEET,

| IP interface: PrivateNet (e.g. 192.168.1.1)

Received: header:

Private Listener: QuthoundMail

Host Access Table (HAT):
RELAYLIST: $SRELAYED
ALL: $BLOCKED
Default sender domain: example.com
DISABLED
Masquerading:

Cisco Email
Security appliance

Two entries were added to the
masquerading table for this
private listener. The first entry
masks all subdomains of a
network (e.g.

exchange .example.com is
rewritten as example.com). The
second entry rewrites the bare
address joe as

joe@example.com.

BETDY AT =LA Y w v

T—TNWVEERTEET, RAAS LV o T T—TNIZEENTWVWBE RAL T B Ry
T =T, EZEEOT R =S EENEXZ SN ET, ZOMBAEIL. sendmail D
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[NAAL Y T =T BEREE 7213 Postfix O [T —7 /1) HEEEICI TV E T, ZOMEET
X, =X —TZEFEOLPEEEZT. [Tol ~y X —FFESHEIONEEA,

Y

G RAA L ~ v THEREDIEIL, RAT DERITT 74V b AL VOFBEZICEALET,
(BT A= NATTALNTHONT] DEEZBHRLTLITEEN,

RAA Y =y THRECE L HDFEETIE, BHEOLV I — RAAL VDFERFEA—NEZIT AN
F9, LR EEMMMOSIEBNLIZGEIL, T7I9A4 T VAL RAAL U~y T HVER
LTEINLEZ RAL DR =V 52T AN, 2o _Xa—TZEHEEREOBAED RA A v
ICEEBMZ D ENTEET,

)

GE) K 20,000 DRIEDOEA KA A > ~ v B T EHRETEET,

RUFRAM T T T—TILOEIDH

A =l Bl

username@example.com | USEr name2@example.net HHNEZERRT KL ADH

user@.example.com | USer2@example.net

Gexample.com user @example.net FERIT RUVA, £RI35E8EBM N A A
EFIE! e
@example.net

@.example.com user @example.net
EJ/ xS

@example.net

IROFITIE, listenerconfig 22 N domainmap YT av s REFERLT, X7 Yy UR
7 — [lInboundMail] AD KA A v ~ v 7 %H/E L E T, oldcompanyname.com R A A EBILW
FDOYT RAAL HD A —VIT, example.com N A A NIvy B 7 INET, v v 7L,

WoLwICHhESnEY, ZOFlE, THDORAAL %) AT —DORATICALET D27 4
Fal—varbFREVET, FAMY vy THRBICLY, BRICT o "n—TZEE
joe@oldcomapanyname.com 2 joe@example.com [ EXHZ GNET, —F., UAFT—DRATHN
e ]\)( /]) Ve oldcompanyname.com 75?[%< L v Joe@oldcompanyname.com DA */Vﬁlﬁﬁ'ﬂj’b%ﬂ
T, 2N —TZEEEEIRZTIN—T 7 ENET, o, =AUV T AT =7
RREBRRVET, =AU TR T =TV TiE, WRIZRT FLAICRREND Z L BLET
T, MEEO=2—V¥4edomain] % [[A L2 —H 4 enewdomain] (2% 7T 2L IITHERET D2
LITITEERA,

mail3.example.com> listenerconfig
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Currently configured listeners:

1. Inboundmail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. Outboundmail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.
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- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> domainmap

Domain Map Table

There are currently 0 Domain Mappings.

Domain Mapping is: disabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import domain mappings from a file.

[1> new

Enter the original domain for this entry.

Domains such as "@example.com" are allowed.

Partial hostnames such as "@.example.com" are allowed.
Email addresses such as "test@example.com" and "test@.example.com"
are also allowed.

[1> @.oldcompanyname.com

Enter the new domain for this entry.

The new domain may be a fully qualified

such as "@example.domain.com" or a complete

email address such as "test@example.com"

[1> @example.com

Domain Map Table

There are currently 1 Domain Mappings.

Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.

- EXPORT - Export domain mappings to a file.
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- CLEAR - Clear all domain mappings.

[1> print

@.oldcompanyname.com --> (@example.com
Domain Map Table

There are currently 1 Domain Mappings.
Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.
- EXPORT - Export domain mappings to a file.
- CLEAR - Clear all domain mappings.

[r>

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Enabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.
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krqr 2y T 7—Innq vk—tssvzozk—+ [

- SETUP - Configure general options.
- HOSTACCESS - Modify the Host Access Table.
- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this
listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

(1>

BEEE
s FAA U vy T T=TNDA L R—=FBLIVPT7 ZR—F (31 =)

TT—TLDA VR—=bEEVTY XK=k

RAA =y T T—T N A VR— NEIEIT 7 ZAR— T 51201%, SEICFTP, SSH, BL W
SCPT7 /7 A ZfERL., T IAT VAT I EBATELLHICLET,

IV TTDH AL DT NUNEENDTHRA L T 7 ANEERLET, =2 b VIR
AT (FT7XFEIFIAN—R) TREID £3, T—TNOITORETT =5 #)
EEATLLE. TR AT REShET,

7 7 A V% configuration 7 4 L7 ks VIZEEE L, domain 7 2~ RO import B 7 a~ K
EHEALCTZ 7 ANET vy r—RNLET, a~vy NE, ROIEFTHEMALET,

listenerconfig -> edit -> inejctor number -> domainmap -> import

F70E, export T avwr FEEHLTCEEFEDO a2 74 Falb—va a2 ¥ yrn— RTEFE
T 77 AN (77 ANVAIXASTHE) 1L, configuration 7 4 L7 h VICHEZIAENET,
D77 ANECLIOAMABTEEREL, A A —FLETIENTEET,

import W7 A<= REMHAT AL XX, 77 A MIAENRT L NI DOHEREENTNSE LI
LTL7ZaN, Bgh7em MY (ARG > THUPRWEGRRE) RbbdE, 774 0DA
VIR— MRIIZCLI T =7 =03 ELET, A AR — MRICEX= T —03BET L, 77
ANBIKRT Yy B TNA VR —FENFERA,

VAF—=0ar7 4 Xalb—ra X OERRKMINLELIIC, RASfV~y T T—T N T 7
ANEA LR —=F LB T comnit I~ RERITL T EEW,

INTZUH—TTFTARXTF— Tz DFEEITRD L D720 £,
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4:087Y vy YRF—RICERSNFFALUTYT

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL:! $ACCEPTED

A domain map for the public listener
Recipient Access Table (RAT): “InbolmdMaﬂ' was created. Mal] for
the domain and any subdomain of

example.com ACCEPT Sidcompanynens oom i I‘]]apped "
newcompanyname.com ACCEPT :
ALL REJECT the domain example.com.

Domain Map: enabled

@.oldcompanyname . com

‘ IP interface: PublicNet (e.g. 192.168.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 ’7
| IP interface: PrivateNet (e.g. 192.168.1.1) |

Private Listener: OutboundMail

Host Access Table (HAT):

RELAYLIST!: $RELAYED

ALL: $BLOCKED

Default sender domain: example.com
Received: header: DISABLED
Masquerading:

@.example.com @example .com

joe joe@example.com

IND A LE=BFA—ILDOAIE

N UVALTEBFA—NMI, HOLPLBEFA—NAEREIIBON TR EELWLDOTY, 777
AT VAT, FFHICRECE DI FIERFET, RUVALEBEFA—NVEUHEHTX
j—o

TOETIE., TTI9A TV ATEEA—NITESWTRIEANY 25 AT A HEOHIHEIZS
WTHHHL TS Z LICHEELTLEEY, TTIAT UV ANBERA—IVITESWTERENY
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VAERT B TFIEIZOWTEHET D12, NYUARGEEEALET (N7 U AREE (43
N—) BBMR)
BEEIE H

« BUE R ATRE 2R B A — /L DMLFEL (33 ~—)
cH LW R a7y A )VOIERL (41 ~2—)
e JRAF—~DNRT AT T A NDOEA (41 X—)

ECIEARFIEE B+ * — /LD ALE

AsyncOS A _L—7F ¢ 7 VAT LTI, BUERATRERE A= ([(RTUALIEA vE—
D) E, RoOAT IV ICHESRET,

Thont—32] vV R

BHIDO SMTP AU N\t—2 30T, UE—F FAL U AYE—DFNDVRLET,

VTR AT A | IR ERTTRER A v =, 2 2, 2a—HF DA — LRy 7 AN
WolEWNWTT, TIHDAytE—UiF, B THRITCTEET, Wl : SMTP
4XX =5 — a—F, )

N R AR U | KBHICEE TE WA v =D, T2 2E, ZO2—WIZLD RAA
WIELOTFELERA, ZNHDA =V, FafTanEztA, W :
SMTP5XX =57 — a— kK, )

BIE] (FEfE THUNE—30THLN ) INHUR:
JE—F RAS UK, AVvE—DFEBIETHEOICRITANT, BTOHNIVALET,

V7 R R R | —EICEBMEARAIRER A v —, T2l 2iF, 2—HFDA— LRy 7 AN
WolXWNWTT, ZHbDA vytE—IiF, B THEHRITTEET, @ : SMTP
4XX =5 — a— K, )

N— R R KERINCEME TE R WA v E—, e xiE, FO2—FIFEDRAL
WXL OTFELERA, ZNHDA v —U0F, FafranEzti, W :
SMTP5XX =5 — a— K, )

GUID[* > hT—2 (Network) | A ==a—D [/ A7 w7 7 A/ (BounceProfiles) ]~3—
v o (EiT bounceconfig I~ R) #fEHLT, B35V R F—ZLi— KBV 7
OB RE— 3 NT U AD AsyncOS DB HIEEZRELET, Ny A a7 7 AL
PER L7=6, [*y hU—2 (Network) ]>[V A7 — (Listeners) ] ~X—¥ (F7=ix
listenerconfig I ¥ R ZflHL T, 7u 77 A2 A7 —ICEHALEST, AvE—
TANZ LT, BEDA Y E—VIIAY A Ta T 7 AN AR S THILHTEE
T GEMICOWTIX, AvE—Y T4 NZEMEHNLIZEF AN R o —DEHESRL
TLEE, )
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B oo zssvn—r Yo RcET 2R

ESPEREY=]

« VT MR UABILON— R AT AT HER (34 X—)

e RN A T T g AINDINT A —HZ (34 =)

e N— R NNy RAL status 2w K (38 X—)

e NE— g N UARBLIOSMTP LV — DA = 74 0% T 7 ay (39
~2e)

e R UAR T T ANDH (39 X—)

« BE AT — 2 2@EA (40 X—)

CBIEEEA = (40 N—Y)

BIEEE R =Vl N— K RN R (40 =)

JYIRNYUZRBEUN—K N\ URIZET 3EE

cHNE=T gy VT ERYURADEE VT P AT A AR NI, ZIEE~ORE
M—REIC R T DTN ER SN E T, B—DOZEENERHDOY 7 h AT A A~
MY IRLBESELZ LD T, [NV AT 1T 7 AL (BounceProfiles) ]~—
P F 7213 bounceconfig 2 v R LT, F£Y 7 F NTU A ARV NDNRTA—L %
RELET, (NURATRT7ANDNRTA—=5 (34~—2) 2], )
TI7HNVETIE, "= R AT RALTEZEEZ LN T A XA ye—UBNERSI, It
DFEEIZHEINET, RAyvE—ViE AvikE—vzrXe—TJOzoXn—7%E
FHT RUATERINTT FLRITEE SVE T, Envelope From &1l % =~ —7%
BEAEWLEY) ., COBEZT s E—7 1L, ROVITHA— R R 5
Waen 7 77 ANVICEHLZEHTEET, (eX 7] OoBELZSHR, )

o X a2 —NTORKFHELIIFHRITORREBDOELLNIETL L, YT P AT AT
N RN AT ) £,

NOUR TATF7AILDING A—73

NROUATOT7ANERETDHEEIT, WONRTA—HEHFHL T, Avk—UIZkiIchr
Ne—2 a3 Ny AT HEEZHREL ET,

RENDURATAT7AILDINS A—4

BAERTEIH |V PR TALEA v E—VEABELET DI, N—RARAT U2 Ay
(Maximum UL LTINS X HICRDHNT, Z[EH DA A MG RA D

number of naE%, 774/ b OFERITEEI 100 T,

retries)

Fa—DFRAXEBE| V7 N AU A LA vE—VEREE LETLZDIZ, N— K XX L
() A=V LTINS L DIZRDHIC, ZIEHE DR A MIHERN
(Maximum R HND DIZHRLINDIFH, 7 7 40 ME 259,200 B (72 F§fH]) T

number of seconds| -,

in queue)
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Rz 7a774nnx554—4 ]

AytE—U%FBR
T95FETOHME
R (B
(Initial number
of secondsto wait
beforeretrying a

message)

VT KNG R LT A vV ERINCES LIE T £ TORERR, 7
T &V ME 60 BT, HEERITRIEAZ KRS VEIZCRET D E, Y7 b
N U ADBATHEME T LET, WICHEEZ BT 512, hSvEIC L
9,

AytE—U%FBHR
T9HFETORK
TR (FD)
(Maximum
number of seconds
to wait before
retrying a
message)

VT RN UA LA =V EEUE LT E CIOFRA%T 2 e K, 7
74V ME 3,600 F (1FFH) T4, Ziud, ROBITE TOMRTIE R
<. HRATRE Z 3T 572D TE 269 1 DD/RT A—XTT,
WA TRIBR O BRI, RRFRATRIRICHIRES N E T, fHRINH
FATHIR R RHFRITHREZ B 2 25613, sRERITRIBAEH S hvE
T
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N—FI/I\H 2R

A ytE—TMEE
(Send Hard

Bounce

M essages)

N=R ATV RAZH LTI A X ye—V%EETLNE D NEERE
LET, ZOFT T a NG RGEIE. NV A A=V A iE
RCT&xFEF, 774V FTIE, NV R X yE—TTDSN X (RFC
1894) MMEH SN E T,

DA =2 (fF4 EARL) DEFEICESNWTHAZ A XSy
VARAyE—UEEFETLHIELTEET, LE T, PEREOA vE—
VICFFEFETCNAT VA Ay —UEEEFEL, MMOSFEOTXTOA
T DIIFWBEDONT A Ay — VR EETH LN TEET,

[[@%17 > 7 L — b (Notification Template) ] FC[4TDENM (AddRow) ]
7V LT, AveE—VOSHEEMEHATHIT L — M EEIRLE
ﬁ—o

G¥) T7H/NV O FUPHIBRSN TN E 2R LET
([AvE—TDF3E (Message Language) | % [T 7 # /L b
(Default) JIWZRRE) » T 74/ by N Y O Z@HT
L — MIEETEET,
Ao —=VDOEEEIL. RO F VA TIEIT 74V b ERBRENET,
s A —UDFEN, OB T L — b M) TEINLI-EEE
LR DEGE,
e A=V DEEN, T IAT AT R—FENTWARWVWES,
T TITATUVANRA =YD EEMHTEX WA,
s AvB—=VONE (4 EARL) N850 34 AR THDEA,
A OfF] (FEFED A v 22— IZFEHEFEONT VA XA v —U %G
L. OEEDTRTOR v E—JIZIFEEBOAAT A A v v—V%5%E
T2) BRETIHIHEE., BT L — b OT—TNFIRO L ST E
R

Message Language Template
RiEFE [zh-cn] ¥ ||| bounce_chinese

Default ¥ || [ bounce _english

RN RTSE DS DSN D status 7 A —/V RERITT 2008 5 M EBIRT 5
e TEET, NIV DA, T7I7A T AIDSNAT —HF A a—
K (RFC3436) Z#E L, ZDa— REEEAT —X A@EFNO Status 7  —
JVRTHERHLET,
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NOUR TATF7AILDINS A—4 .

BIEZEA vt—
DMiEE (Send

BB L CTEEA v b=V 2R BT o0 E ) haifELEd, 20
FT v a UERNRGEEIE, TDOA v —Y (4 LA OFFRICED

Delay Warning | \\CH A % AOBBLEE L A v —VEMRTE ET, 2L 2E PEEED
M essages) Ay —VITIHERE CRBEZEE A v —VEERF L, hOSFEOT T
DAy B—=VITIRFEDORIEEERA vt —V 2 RETH LN TEET,
[#&17 > 7 L— b (Notification Template) ] FC[{TDiEM (AddRow) ]
7V LT, AvE—VOFHEEMEMNTL7 07— FE2EIRL £
R
GE) TI7FNEOT NYBHIBRENTWRNZ 2R LET
([AvE—TDFGE (Message Language) ] % [T 7 4 /v b
(Default) JWZFEE) o 774/ b MDA A@BHT
YL —NMIEHETEET,
AvE—VDOFEL, ROTFTIFTIET 74V MR SET,
s AvE—UDFEN, MOBEHT L — b N CTERIRLIZ-EFE
LRI DA,
c AvE—VOFHEN, TTITAT U ATHRE— F SN TWRWEA,
T TFIAT VA NRA =V DEELBRTE RVER,
« AvE—UONE (4 LR 2350 A MR TH L HE.
AR OB (FERED A vt —VIZIEPEREOBIEEE X v — V25 E
L, OFFEDOTXTDA v E—VITITRFEORIEEE X v & — T % EE
T2) ERETLHE, BHT T L— bOT—TERO LS ITR 0 &
75
Message Language Template
REFE [zhon] v || [bounce_chinese v
Default ¥ ||| bounce_english v
Ayt =V OR/NHR, BROKRET 2RKRKERITEEEAEET 2 &
HTEET,
INDUREDZE| A vE—VDONRY AL L TCT 74NV FOZ " —TH#EHRT RLA
EDIETE TIERL, BIOT RLAIZTHZ EMTEET,
(Specify
Recipient for
Bounces)
NDURBLVE | AT A Ay E—VBIONEIERA v —Y DB HT %5 DomainKeys
EAYE—IAD | 707 7 A )VEREIRTE £7, DomainKeys DFEAIIZ-DUVNTiX, DomainKeys
DomainKeysE% | & DKIM ZiE& S L T 72 &0,
DfEA (Use
DomainKeys
signing for bounce
and delay
messages)
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. N—F N R Estatus ATV K

L—T 1 VI B UERIEKEDRE |

S a—N\ILERE
(Global
Settings)

INLDEREXTIICIE. /A2 RTAT 74 )L (BounceProfiles) | R—2d [ B—/3L
EQE ##wE&E (Edit Global Settings) ] oy Eﬁﬁﬁj—%ﬁb\ F/=lEZCLI T bounceconfig OV
VREFEARALTTI4IL MDY UR TJOT7A4ILERELET,

EETRERR bE
) 349 HFET
DI DFFHEEFRE
() (nitial
number of seconds
to wait before
retrying an
unreachable

host)

VAT DINEIEARATREIR AR A b ~D LT A
T SRR, T 7 4L ML 60 BT,

EEFREERR FD
RAHAHFATHE
f@ (Maxinterval
allowed between
retriestoan
unreachable
host)

VAT ADRBIEARREIR AR A MO FRITEFHET D IRRIER, T 7 4 v
R 3,600 B (1B T, AR RRE T LTND7ZOICEE D &)
(RIS % & HRATIEOR/IDETRG L, ¥ 7o LizAA Maxtd 3
ZD%OFRIT T, MBEERAICEXIL CnEET, IRKT, 20K

BT £,

IN—FKN\H R Estatus AT K

N R U AR =V DERNBA X —TNVDEE, T 74T ATEREHD A N— Ky

VAR B—=UNEREN DTN,

status 38 L O status detail =2~ RDRD I o 2 X 03 2

TWEET,

Counters: Reset Uptime Lifetime
Receiving
Messages Received 0 0 0
Recipients Received 0 0 0
Gen. Bounce Recipients 0 0 0

ZEHINC OV T

TR A=V DERNBT 4 B—T VDA,
DI ZITENBEZ FHE A,

[CLIILEAEHBIOE=HXY 7] OEEZSRLTIEIN, ~N— KN
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Aont—2a v NIV RABEUSMIP L—FD A v tE—

\)

sana7ovay |}

GE) Ayt—vxrRe—70OTRue—FEEET FLAGE, AvE—Y~y X —0 [From:]
TR 9, AsyncOS Tk, "— K NRNT VA XA v —Vhz L _Rua—7%EET KL A

LITEBRDEBF AN T FLRIZHET DL IICHETETET,

Aont—2a0 NDUVAEBEIUSMIP L—rDA Yy E2—D T4 LR 723y

SMIP/L— h~ v B ITBLORA Y= T4 VB T g 0i, hoXk—y g0 37
ADRERLE L TCT T IAT UV ATEREINZSMTIP AT VAR =DV —T ¢TI0

HAENFEHA, TTI9AT UV ATHNRNE— a3 RV A yk—
DA =YD R —TEEHITKETDHSMTP RN AR vt —

UhzfEEns L, it

UHERSNET, 2

DL, TTIA TV ATIHREBICA v —URNERENST-D, VL —MICBASHEZA v

T ICHEAINASTRTO SMTP b— MIBA SN ER A,

NV TOT7A4 LD

NG 20D T, RIgDHNT A TaT 7 AN RTA=FREHSHET,

K61 NHYUR TOATFAILINSA—4

NS A—4H

fEe

e KA TE# (Max number of retries)

2

¥ o —ORKRFEH () (Maximum number of seconds in queue)

259,200 #> (72 IREfE)

HRITT 5 F CoyEIREKRRE #)  (Initial number of seconds before
retrying)

60 7

T4 5 £ COmRFERE (B)  (Max number of seconds to wait
before retrying)

60 £

Bl TiE, ZIEHE~OROOREIZ, t=0 TETSNET, ZHI, AvE—VBTFI747
YARITHASNIZER T, 77 4 /0 FOREEBRITRRIZ 60 B TH L7720, RAOOHRIT
3R 1 3% O t=60 TEITSNET, FRITHESFR S ET, BRITHRIE, RARHERIT

MR TH D 60 Hafiifl L TIRESHE T, ZD72D, 2 BODOHERATT

I, t=49120 THEITS

NFET., FRERMTERIZ 2 THDE-D. ZOFRITOERBICEDOZEFEDO N N— K N7 %

Ay —URERINET,

RI:BI2: INHUR TATF7ALIL NS A—4

NS A—=5 &
AR FFAITIEEL (Max number of retries) 100
X o2 —ORKFEE (B)  (Maximum number of seconds in queue) 100 7

=71 vissvmEsEoxt I}




=T 4 T BFUERE#EDSRE |
B z=x7—sz@anzt

INSA—4H &

HR1Td 5 £ CcovlElR KR ()  (Initial number of seconds before retrying) 60 b

AT 9 2 £ TORKFEFFRN ()  (Max number of seconds to wait before retrying) | 120 £

B2 TlE. BEPIOEMEIZt=0. HPOFRITIZt=60 TEITENET, 2EHBAOEME (t=120
TRAETAH LA a—/L) OBERFNCA vE—UNW— RAY R SNET, R8RS,
ZOHE TR 2 —NTORKEEMTH S 100 BEEiEm L TWEH72H T,

BEEAT—2 A@EMAEK

VAT AL o TERENDINT VA X v E—VIE, T 74/ N THEAN— KLY 7 FORE O
/317 2 2T Delivery Status Notification (DSN; BifE 27— % 2 @) B &M L E3, DSN
IZ. RFC 1894 (http://www.faqs.org/rfcs/rfc1894.html %2 H) CTHE SN TWAEXTHY |

(A otE—U% 1 NBLEOZEFITEE Lz & EO/REREZ LAR— T 572912, Message Transfer
Agent (MTA; A v E—VHETZ—V = b)) EREFEFNRA—NV = U oA THEATE
HMIME 227 0 24 TERK] LET, 7740 F TR BEAT—F Z@HITITEE
AT —=HADHH, BEIORA v =IO A R0k LD H/NSWEHITIED 2 v — U0
ENET, AvE—Y AR 10k LV bREWGE, BEAT —F Z@ANTIE, A vE—
VAN L —DHPEENET, AvE—U Ay —=N 10k ZERALHEIE. BEAT—Z X
WHITIEASYy X =R ETHNET, DSNIZI0kE D b REWVWA v E—Y (F7EA vE—
Vosy H—) #ED DAL, bounceconfig < K max_bounce copy /N7 A —H & T
EET (ZONRTA—=HFICLINLDOARFIHTEET) .

BEZEEA Y-

VAT LTHERR SIS DBIEEF A & — (Time in Queue Message) | T, DSNEZDMEH
SNET, TTHNINTA=FEERTDHITE, [Fy bT—72 (Network) [ A ==2—D [
v A7 v 7 7 AL (BounceProfiles) 13— (7213 bounceconfig =~ K) ZfEH L T,
BEAFDNT 2T 0T 7 A NEfRET DDHHIAER L, LLFORT A—=2DF 7 4 )V ME%
EHELET,

o BIEEE A v — UM EE S D E/MER,  (The minimum interval between sending delay
warning messages.)

o BILEE X » B — UNIRESNDIZEHEHTZV O K, (The maximum number of delay
warning messages to send per recipient.)

BEZEAyE—JLN—FK/INH IR

[ = — CTORKRLEFFRFFE (Maximum Time in Queue) 3¢ E & [BIE#EE A v — T D%[F (Send
Delay Warning Messages) | O fe/IMEIFRERE D Wi % FEF /N S W RICERE L7581, FU
A =Dk LTRSS & — R ANT U 2D G & FRICZET 5 2 L AIRETT, v X
T, BIEEE A v —VOREEA X =TT DHEE. ZROOREDT 7 4L Mi
EER/IREE LTHEHT 2 Z L2 MR LET,

IB, TTIAT VAL TAERSNDBIEESE X v —VBIONRNT AR v E—Y
1T, MEPICHRRTISGBIETAZ ER3H Y £,
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| v—F4 v B&VEREREDSE
FLLm oz 7a 71 Lok |

HFLWAY R TJO774IILDOER

WOFITIL, [NV A7 17 7 A )L (Bounce Profiles) |~<— %4 LT, bounceprl &9
BRIDONT A Ta Ty A NVIPMERINET, ZOTr 77 A LTiE, N— K RAu23h
7T RTOA =BT LA ThH 5 bounce-mailbox@example.com [ZiE(E SAVE T,
PFIEEERA =3 A X =T NV T, ZEEHTVEEA vy E—UR 1 OBEINET, &
HA =V MOT 7 40 M 4 K (14400 #) T,

ESPEREENS

cTF TN ENDAT LA T u Ty A LORRE (41 =X—)
e minimalist X7 > A T a7 7 A )LD (41 ~~—3)

TIHIWEDIND VR TAT 74 IILDRE

NYUARTRT 7 A)VERET DI, NV R TR Ty A VDY A NTHAEZEZ Y v 7 L
FT, TIANVIDORY AT T 7 A NVERETDZLHTEET, ZOFITIE, 7741
]\ 701:1 77/(/1/%;%%% LT\ maximum number of seconds to wait before retrying unreachable
nosts % 3600 (1 W¢f]) 7>5 10800 (3 WFfH]) ([THRP L £,

minimalist /\™9 > X 7O 7 74 )LD

WOFTIE, minimalist & W) ZRIONRT A Ta 7 7 A IVPMERSNET, 2O 77 A
T, AvkE—=—URANyor2asind tEiciafTEand (RRERITER 0) | T4
T 2RI R ESNE T, "R NRNT R Ay e—ViET =T L THY, V7
b R R TIRE SN E R A,

JRF—AD/INHOR TAT7A4ILDOER

NV RATa 77 ANVEER LTS, [fy NV —2 (Network) ]>[U A7) — (Listeners) ]
~N—UF 7T listenerconfig A~ REMH LT, 207 w77 A% ) AF—|T#H T
TET,

WOHTIL, bounceprl 7’1 7 7 A /L7 OutgoingMail U A+ —IZi#H S E T,
ZOKRT, BEFA—N T =MV oA OREITRO L HIZ72D F7,
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=T 1 VI B UERE#EORE |
B csmcssEr—LEmEoEE

5: TS5 AR=K YRF—ADNIVR FTOT 74 ILDEA

Public Listener: InboundMail
Host Access Table (HAT):

WHITELTST: $TRUSTED Note: This public listener remains
unchanged.

BLACKLIST: $BLOCKED

SUSPECTLIST: $ THROTTLED

UNKNOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCEPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

example.com ACCEPT
newcompanyname .com ACCEPT
ALL REJECT

‘ 1P interface: PublicNet (e.g. 102.168.2.1) ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

T Ethernet interface: Data 1 ’7

| IP interface: PrivateNet (e.g. 192.168.1.1) |

Private Listener: OuthoundMail
Host Access Table (HAT):

RELAYLIST: $RELAYED

ALL: $BLOCKED This listener was modified to use a
bounce profile named bouncepri.

Hard bounces are sent to the address:
Default sender domain: example.com| pounce-mailbox@example.con.

Received: header: DISABLED

Masquerading:

@.example.com @example.com

SEEFIEIC K DEF A —ILEEDEHE

REOBEBFA—NVBREHRCTEEIND L, ZEHFRAALCTRIENELDLZERHY £7,

AsyncOS TiX, 77T A4 TV ATHIK EEREST 774 7 U ATHESLIE R AL V5EICEGE S

HAE—VREERTDHZILIZED, Ave—VRELZFEMCERTEET,

W= be—UHE (GUI TIX [A—/ R Y v — (Mail Policies) ]> [ => hr—L
(Destination Controls) ], CLI CTiXdestconfig 2~ > ) ZEHT 5L, OB ZHIETE £

‘é‘o

o L— MR (43 _X—2)
«TLS (43 2—73)

B 7 B L URERREDEE



| v—F4 v B&VEREREDSE
L—rsiR [

o N UARRGE (43 R—)
e N7 A 71774/ (Bounce Profile) (43 ~2—73°)

L— + iR

« [[AI5%¢  (Concurrent Connections) |: Y E— hHRRA MIH L TT T T4 T ANEZ 9
&I 5 [RIRF R

s [T DK A vE—% (Maximum Messages Per Connection) | : 777 A4 7 A
WHT LW 2 Bl 2R, 5058 RAA VTR ET DA v E—VH

« [32{5# (Recipients) |: 7774 7 U ABFEEOHMICFRED Y E— AR MIxH LTk
BFETo=EEK,

o [HIBR (Limits) ]: 45562 &, BELUMGA Am A b Z 12, HillR% 58 A3 5 ik,

TLS

« UE— b AR MIXT D TLS it 2 A, "B, MHDOWTIUTT S0 (TLS OF B
47 =—) BHW])

s TLS B 72 Y E— h AR A MIH L TA v E—U0EE 3D & X2, TLS x T
T—a URNRILTEGEICT 72— R ET 5008 90 ZHud, RAA VHAL TR
. Fa—RRBmETT,

e UE—F AR MIHT DT RTOFRIE TLS 558 THHI 2 TLS FEBHEDE| ) 24T,

N MY Hi
AT ABEEEER LT, 7 FLR 2%y S FT B E 5 5 (S0 2RI (52
) BB .

N 2R AT 74)L (Bounce Profile)

HEEDVE—FRA MG LTT FIA TV ATHHENEZ AT 27077 AL (F
THN DN ATa T 7 AL, [Fy hT—2 (Network) |>[NT A7 a7 7 A
/L (Bounce Profiles) | ~—Y TRELET) .

RIBED RAAL ANHT 27 740V PREZHIET 52 &b TEET,

ESPEDEYS]
o A—JVEMEIHERTAA v —T = ZADWE (44 _X—)
« 7 7 4V FOEFHIIR (44 X—2)
e EfEEa L P — L (44 2X—3)
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=T 4 T BFUERE#EDSRE |
B 1 rmeeEmyso8—Tz1z0%RE

A—ILEEICERT S A2 —T 24 ADRE

HIiA 2= A A% deliveryconfig 2 < K, A v— 7 4% (alt-src-host) . F
TR — b = A 2 L THRE L2WEaIE. A % —7 = A Z1E AsyncOS /L—
T AT T ML TRIRENE T, AN, THSE) 2%RT 25 L AsyncOSIZ k-
TERENET,

PRIk D LB T, B—I N T LRI, AV F—T A ADRy NN AT A F—
TxAADIPT RLAZHEATHZ L Tl#BlEnEd, Ebbb, [fy bV —27 (Network) ]
>[A 5 —7xA A (Interfaces) ] ~X— I FE721F interfaceconfig A< REFEHALT (D
VWIET AT ADE Y N7 v 7 RIC) REINET, 7 RUAEMPELLGEX,. L0 BEW
Exy b AZBMERESNET, 5EEN T —DLOBE . Ny MIEdRa—h A v F—
Tz ARBETREEINET,

RSN T — DN TIERWEE, X7y MIT 74V bor—% ([Fy U —2 (Network) ]>
[V—T 4> 7 (Routing) ] X—TF721F setgateway I~ REMFH L CEE) Tk L TEE
ENET, TIZFNVEIA—ZDIPT RLAZu—h LT, WA v 2 —T =1 L, vB—
HINVT RVADH A F—T 24 ADBRPNV— VIS TRED £9, 72 & XL, AsyncOS
T, 774NV M AV—FDIPT RLAREEN T TR EENZRIP T FLABEIRR Y K
VAT PNEIRINET,

N—T 4 7 T—TNE, [*y hT—2 (Network) [>[/b—7 4 > 7 (Routing) |<— (F
72% routeconfig A~ r) ={#EH L’C%’i‘fﬁﬁéﬂiﬁ”o N—T 4T ?‘—7/1/’C#ﬁw9‘ﬂ5i~\/
U, 74 M — bR BEBESNET, — EBEENIZRDI1ZE, BRENEL
nET,

T 74 )L ~DOEMEFHIR

G RAA T LI, HHOBREX 2—03HV £, 20D, FAA LT LiZhx DR
Rppfehl B ([X{5c= > b r—/b (Destination Controls) |17 —7/VCHRE) bV ET, &5
2, [EESE = b r—/L (Destination Controls) ]7 —7 /L CTEAKRHITR IV THVRN—ED N
AL ZEIE, T=TNVTRELEO 17740~ (Default) | HIBRAEEH L £,

EELZIY FO—ILDOER
GUI C[A—/VAR Y 2r— (Mail Policies) ]>[£{§%c = kv —/ L (Destination Controls) ]-<—

¥, 721X CLI Tdesteconfig =~ REMAH LT, EELE=a hr—nx MY 2B,
£, BLXOHIBRLET,

BAEIEH
sIPT7 RLAN—=T g U OFEH (45 3—)
o RAALNTHRT D8, A vb—V ZEHFOHDOEH] (45 ~—)
« TLS OFEH (47 <—7)
« NV RRRFES X0 T OEH (47 RX—)
c N UADEH (48 N—Y)

B 7 B L URERREDEE



| v—F1o9BLUREREDRE
P7rLR n—varneE [

e HLWE[EdEa har—L = R OB (48 X—)
« SRR EDA AR — hBL PR AFR—F (48 X—)
« SO & CLI (52 ~X—2)

P7RLAN—Da DEE

RAAL VBT HIP T RLADAR—V g VEARETEET, 77 I9A T VA FA 0 F—
Iy bR bhalr—=va 4 (IPvd) BIOAS 2 —Fy b 7'e har"—V 3 (IPv6)
OWMGFEFEHLEST, 7T7I9AT L AOV AT —%7 v halvombEiziZ1>ONN—Ta v
EEATLLOCRETEET,

IPv4 FE 721X IPv6 (2%t LT [WZH (Required) |BREXIEE LI, 77747 AXEES
NIENR—=2 g3 D7 FLAZEH LT RAAL v~Oier Iy o— a2 LET, RAAL Y
WIPT RLADN—=T g UV E2EDRWESE, EFA—/VTEEINET A, IPv4 7213 1Pv6
O [H#ELE (Preferred) |FXEZIRT LA, 7774 T 2 AIRANIRE S NIz A=V 3 D
T RUVRAZHEHA LT RAAL o~ 2 Fr T — a0 L, AIORBNEEFE TRV
Alhic 7 +—n "y 7 LET,

FASDIZHT HER. AvEe—Y, REFEOHOERE

TIIAT LV ATEFA—NERET L2 HEEZHIRT L2 LR, 77747 ANE0E
TFA—NER D VE— FRA NME ORI N—T0 = 7 — NITER RPN B E e &
INZTEET,

RAAL T8I, FFEOHIRIZY AT ATHBIEL2WE 21T 58k, BEAvE—Y, ZFE
FORKEEEVLTLZENTEET, 20 [Ty RRA R~ T—T7 ML, #Eh=av b
7 —/LRERE ([ A —/V7R U — (Mail Policies) ]>[1%{g5c =2 h o —/1 (Destination Controls) ].
E destconfig A~ F (CAEiD setgoodtable ¥ K) ) & LTTE% LET, KA
A BEBET HITIE, RO ML ET,

domain.com

Ep

.domain.com

Z O EMFHT S & AsyncOS T sample.server.domain.com M X 5 72 %7 K A A DL
A b=V ERETE L9200 4, FFMRY T RAAL T RURAZERNC AT %4
BiIH A,

Hefgi, A vbE—v ZEFEIZOVWTL, EET HHIBR2A Virtual Gateway 7 R LA & 2 AT 4
BEOELHICH L THHASINDDONEFELET, (Virtual Gateway 7 K L AHIRTIX, 1P
AVE—=T oA AT L ORIREFREZEHELET, VAT ARKOHIRTIZ, 77747 R
THASNDEROGIHEEEHRLE T, )

Fro, EFRULHIRS RA L U ARICEA SN D0 E I ERELET,

)

CE) BEDOIVARAT AT 74 ME, FAAL B0 500 8k, #5HT-0 50 A v &—TTF,
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=T 4 T BFUERE#EDSRE |
B 1 imvans 2ve—v. 2EEOROEE

IRHDEIZHOWTIE, ROKXTHHAL E7,

% 8:[({E5%£3 > O—)L (Destination Controls) ]57— 7 I)LD{E

J4—ILF SR BA

[ IR 2 oe TTTAT VAL 5 THEDR A Mk LTI 5 3858 DR KK,
(Concurrent (FAAL T, NI NV—T T =T OFRA N EEDHZENRTEET, )
Connections)

B o= 0 O | B LWEERDSBBIND ETIZ, TTI7A4 T UV ANBRFEDR A M 5
KA Y=V | B—REEGRICH L THAISND A Y=V DRKE,

(Maximum
Messages Per
Connection)

ZA5H FrE OHIRPNICFF I SN D ZAEHEORKEL, [78L (None) ]1x, Hi% KA
(Recipients) |1 Zx LT, ZIEHOHIRN 2N L 2w L ET,

TTIAT VANZIEHE O % DR/ (1~604y) . Wi To)
PIRETDHE. ZOWENT 4 E—7 2 4,

GE) ZEEHIREZLEETL L, TTICFa—HNICHLHTITDA v
v—vohvrENn)ey hENET, TTTAT AR, B
LWZEFFHIRIZESWTRA v =V % EE LT,

il R o> 3 HIRRDS B A A o 2RIEM Gafl) ShonE 2 hefEELET,

Lﬁﬁy COBEE. B, A vb—T. SEEOHCEE SN ET,
PR > AT AR L 4 Virtual Gateway 7 KL ADO E LB IS O
IEEELET,

GE) IP7 RLADIN—T2FELTH, WS~ T = A Z3%E
LTWARWEAIE, B — by = T EICEARIRZ 3R E L
RNTLIEZSN, ZOREE, REF— by =A ZHT 5 &
NNIEHESINTE VAT LDOREXNGIZ L TWET, KESF— K
U = A OFREFIEITOVWTIE, Virtual Gateway™ 7 7 /1 ¥V —%
FEHLTTXTORR NENT KA AL  TOHED A —V 7 —
FyxzAg (60 2—) ZBRLTITEIN,
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| v—F4 v B&VEREREDSE

TLS D EHE

A\

nsozz |

6=

IR A3 Virtual Gateway 7 KL A Z L ICHH SN DGETH, VAT AREOHIREZ AT — K
7 = A OFCTERE L7 E % Virtual Gateway OFl[RICFEET 5 Z LIC K- T, AT A2KOH|
[REshEmIcEETcEET, 22X 400FEBF— Y oA 7 FUADREEINLTWNT,
KA A > yahoo.com IZ%F LT 100 & ¥ %< ORIRHER 2 B0 L 51T 512, (85— &
¥ = A OfIR % R R 25 IR E L E T

delivernow 2% RZTXTD KA A NIHK L THITT D &, destconfig T~ RTEHF I

TWABTRCOIT 2Ny hENET,

N A A L B[ T Transport Layer Security (TLS; 7 VAR — gtXx=2U74) ZRETDHZ
L TEET, (WA (Required) |FRENBEINTGE., T I7A T ADY A F =M K
AA L DOMTAIZK L CTLS e r A= — hENET, RAvT—r 3 IRIRT D &
B A —MIZ ORI AT L TEE SR EE A, FEMIZONTIE, BUERFO TLS 3 L OFER
ERFEOAMEE SR L T IZE VY,

TLS i 3B KA A NZA v =V ZBUR T DPRIC TLS F T v m—2 3 VR LI2E;
B TTIATUART T— FaERETINEIDEIRETEET, 77— A vt—VI0i
KL TLS XAy m—2 a U OSEE AL VA NEENET, TFIA TV AL, VAT
LT F—= b DEATOEEREBRELNLVT 77— NZETHL0BEINTZT R TOZEEIC
77— AyE—UVEFEEFELET, GUID [ AT LEEE (System Administration) ]>[7 7 —
L (Alerts) 1%— (F£721% CLI ® alertconfig =< > K) AL TT 7 — hOZ(E&E %2 EH
TEET,

TLS#fE T 7 — b & A X —7 /W HITiE, [1BF%E = k= —/ 1 (Destination Controls) ]~~—
PO [ a— VR E S (Edit Global Settings) ] %27 Y v 7 %7213 destconfig -> setup V7
a<wr REFRALET, Zhud, RAAL VBN TIERLS, Z7e—ARRETT, 77747
VANEREERITLIZA v E—VOFERICOWVWTIE, [E=% (Monitor) [>[AvE—Y T v
X7 (Message Tracking) | X—VFEZiFA— a7 &2FHLET,
TRTOIIE TLS #hel M T 25ENEL IR ET DL ENRH Y £, [HMEh= fre—
(Destination Controls) ]-~~—®D [/ v — ViR E Zfmbe (Edit Global Settings) ] & 7213 destconfig
>setup 7 a<vr AL T, SEAELEE L 7, iEAZEORBEHIEIZ OV TR, FE
FEOMEMZZRLTIZE0,

T T— OB ONTIE, (VAT LAEH | OEZBBL TSN,

NIRRT DEE

FEINDA—NINT L ARRED Z X 2 TPTON LN E S INERETEET, 774/ b
WCHLTHRET 2L b, HEDHEICH L THRET 22L& TEET, Y AaTE, 774
VM LT Y  ARGGER A X — 7 W LTeR T BRI RS S & LTl L e 2 1F
T D Z e MR L ES, FEMICOVWTIE, AT ARGE (523—) ZZRL TSN,
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B vzoss

N ZADER

FLLEEEXRD Y

&
ATvT2
ATvT3

SESHIIRTE D A

L—T 1 VI B UERIEKEDRE |

UE— hARA MEMET 2EERHCZEHEOREFIE CE LT TR, TORAL THEHAX
NBERG A TaTZ 7 ANVERETDHIIELTEET, EETDHE, RUL A TardZr AL
L destconfig 2~ RO SFEHDON T LMIFRRENET, NV AT 0T 7 A )VEFRE LR
BEE, 774N ORI T A ABNMEAESET, FEIC OV TR, HriLnasr e
2 a7 7 A IVOVER (41 =) ZBRLTLIEEN,

kOo—)L T2 Y DEM

FIE

[1X1Z 52BN (Add Destination) 1 %227 VU v 7 L%,
TRV ERELET,
EREEEEFEL, RIFLET,

VR=FBEUVTYXKR—F

BEDORAA EFEHLTCWAEAIE. TTORAL VOREEay be—L = b &2E
BITDH-DOBRET 7 ANVEER LT, TTIAT VAL VAR— T&ET, RET 7 AV
DAL, Windows INIZE T 7 A L ERTWET, RAAL DRI A=H(TE7 v alE
oo, BZva A ELTRASUABNMERESNET, 2L xIE, B2V a 4
[example.com] ZERHLT, RAA ~ example.com DINT A =B o 7 V—TIZLET, H/?E%éj/b
RWTRTONRTA—=HE, T 74NV OEEFELEa s he—L = NS ET, 7
TNV EORETa b= N DT A—=FEEFRTHITIE, RET 7 A M (F7+
Uk (DEFAULT) | BZ v a v & E T,

BET T ANEALVR— T BE, TFIAT LU AOEEa Ly fa—Lxmy N R$TRTE
EXXINET, L. RET 7 ANMIZ (F744 1 (DEFAULT) ] B > a UNEFERTWHARWN
BA. 774N N EEEEINETA, TOMTRTOBEFORFLEa hr—L =
Y M UITHIBRS L ET,

WEZ7ANTIE, RAL KR L TKRONRT A =X EZERTEXET, (744 (DEFAULT) ]
® 7 22 IZid bounce profile /NT A—H RS TRTONRT A= BYETT,

B 7 B L URERREDEE



| v—F4 v B&VEREREDSE

®9:#EEXIY FO—LE

semmsEns vRi—rsrvzszf—+ [}

EITF7AILDINT A —4

NS A—HBZ

B

ip sort pref

RAALATKILTA v Z—Fy b bar =Yg VERELET,
ROWTINDOMEZE AT LET,

+ IPv6 [Preferred] D& O pREFER V6

+ IPv6 [Required] D¥5{ D REQUIRE v6

« IPv4 [Preferred| DI35H D pREFER V4

* IPv4 [Required] DA D REQUIRE v4

max_host_concurrency

TTIAT AL S THEDR A ML TITh D BIERR DR K
@O

RAAL NI L TIDNRNT A—FEERT HHEITE, linit type B X
[6) limit apply INT A—H %E%ﬁ—éﬂ\gﬁ‘% D E9,

ex messages per comnection

HLUWEEG DR ENDETIZ, TFIAT U ANLEEDR A Mkt
THH-RIEHEICH LT SND A v —T DK,

recipient minutes

TTTAT O ANZAEE OB B A L WE (1 ~6047) . Z5EHR
ZEMALRNE T 25813 REBOETXIZLET,

recipient limit

FEEOBIFINICEF I SN DZEHE ORI, ZEEHIREZEH L X
T DHEIF. RERDEFICLET,

RAAL K LTI DONRTG A—Z ZEFKT DA 1L, recipient minutes,
limit type. BT limit apply T A= B ERTIVLENRDHY 7,

limit type

FIBS RAAL VEIEEZD RAL VNHREINTHEA—VHIP T R
LADELLIZHEA SN 200 EEELET,

RONTNDNOEZAT LET,

¢ 0 (F721% host) : I\%/f‘/@%é}
o1 (£7-13 Mx1P) : A—JLEHLIP 7 R L 2ADEE

limit apply

HIBRAS o AT AAfR & 4 Virtual Gateway 7 KL A0 85 525 S
LO0ERELET,

ROWVTNNDEEAT LET,

¢ 0 (F721% system) : VAT ABRKDOLE
*1 (£721% ve) : Virtual Gateway D5

bounce validation

N UARRET RVA XX Tt AT 0 E I aEELET,
WOWTNHOEE AN LET,

0 (E721X off)
e 1 (¥721% on)
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B exsnmscos k- rsLuTs K-k

INS A=A Z nBA
table_tls RAAL DO TLS REZEELET, FFMIZONTIE, BEERFO TLS B
FOGEERGEOAMEE SR L T &,
WOWT PO E AT LET,

¢ 0 (F7/-1Fofs)

o1 (F72lTon) THELE (Preferred) | DOFAE
2 (iflljﬁ required) FLZ\ZE (Required) i O)%/El\
*3 (E72lT on veriry) [HELE (RRAE)  (Preferred (Verify)) | D3

AN

=
o4 (jf 7’:’_ X require_verify) : UZ\ZE: (&EE) (Required (Verify)) ]
DIE

LFEINTIE, RLFLNLFOXFNTH Y £ A,

bounce profile ERHT DT R a7 7 A VDA, 5740~ (DEFAULT) ] PE[E 5T
arvbhr— Ty ) TIEATEERA,

send_tls_req alert |WMZAM TLS #ERN KRN LT-GEICT 7 — M EEET N E S D,
WOWTNNDOEE AT LET,

°* 0 (F7=iL off)

*1 (F721% on)
INF T e— N VERETHY ., [T 74/ 5 (DEFAULT) | &5k
fe—L = b)Y CORMEHTE X,

certificate A TLS B CEA SN AFEAE, ZudZ7a— A ETHY ., 7
74 b (DEFAULT) 1 IE(Ed2 v ba— L2 MY CORMERTE E7,
GH) AEFAEZIEE LR WEEIE., TEOEAEREV ¥ THR

FTH, FEOEWEEMATS 2 Lidtd 27 TIRAN
T S O R T X S AL,

N A A  examplel.com, example2.com, 3L T 7 4/ hDEEEa L he—/L = M O]
EWRITRLET,

[DEFAULT]

ip sort pref = PREFER V6
max_host_concurrency = 500

max messages per connection = 50
recipient minutes = 60

recipient limit = 300

limit type = host

limit apply = VG

B 7 B L URERREDEE
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| v—F4 v B&VEREREDSE

semmsEns vRi—rsrvzszf—+ [}

table tls = off

bounce validation = 0
send_tls req alert = 0
certificate = example.com
[examplel.com]

ip sort pref = PREFER V6
recipient minutes = 60
recipient limit = 100
table tls = require verify
limit_apply = VG

bounce profile = tls failed
limit _type = host

[example2.com]

table tls = on

bounce profile = tls failed

EREOFITIE, examplel.com 33 & TN example2.com (ZOW TR DEEFEFXa L he— o

WERSNET,

examplel.com

IP Address Preference: IPv6 Preferred

Maximum messages per connection: 50

Rate Limiting:

500 concurrent connections

100 recipients per 60 minutes

Limits applied to entire domain, across all virtual gateways

TLS: Required (Verify)

Bounce Profile: tls failed

example?2.com

IP Address Preference: IPv6 Preferred

Maximum messages per connection: Default
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Rate Limiting: Default

TLS: Preferred

Bounce Profile: tls failed

[iXf§5c= > h m—/L (Destination Controls) ]“X— D [7—7 /DA »7/R— k (Import Table) ]
NG VN S fall e destconfig -> import ¥ REFHRALCT, BEZ 74 Ve FR—FLE
9, [BfESc = hr— L (Destination Controls) ]-X— D [T —7 /v Dx 7 A7R"— k (Export
Table) ]735 V. FT-lE destconfig -> export 2~¥ o REMEH L T, BEHLa br—n1
FUVZINI 7 7 A NMIZT AR— b THZEHLTEEST, T AR—FINTZINI 7 7 A LIC
X (F740 b (Default) | RAAL VEBT L MY EEFENTHET,

CLI T destconfig =2~ FEZEH LT, #Eka s he— L = N ARETEET, ZD=
~ 2 RIZ2WTIX,  [CLI Reference Guide for AsyncOS for Cisco Email Security Appliances] % %
LTS 7ZEN,

INTD 2 RFREE

(R Ay —1F, ZEAMOMIAICL > TEREENDIHLWA v =TT, TOE
FA=NOZ R —=TREERF LT N —TZEFEE L TESNET, 2oy
A1E, LD A v —UPNEUE AR AR/ & 21T (BAFIX, ZEET RLABFELRNZD) |
HBEIFZEOT R o—7%EFE (MAILFROM:<>) TR —FZEHICEDEINET,

ANLEEEFZ, BoT bz E LIV VAR BICLDEFA—NA VT TANTI 7T ¥
SNOBBELZEFTETHOLTNET, ZOXIREEL, RMOEYRA—/L P —NZEoT
EEEIND, KRNI VAR yE— 2> T ThivET, EARIC, A SAREHEDER
THTREATEH, A—7 VL —BIWQN [VoE] 2y hT—27 2B L TEEIER A
A VTR RO H LT FL A (o R —TZEH) ICETA—NAEFEELET, 20
LA vE—UTIE, o XN —TREFEMBEINDGTLD, ANATESR FAL VD
EEINELIICALET (24X Moejob (Va—var) | ELMEENET) &

WIZ, BRhler " —FZEHFICLDHDERETFA—NVTEIZ, ZERMOA— L P —NIZLo
THLWEFA—L (R R A vE—) DERSH, —HICEFERRAS L (mrXo—
TIREET RUANMEBESNIZ RAAL V) OEFA—NVEEELICHEINET, ZORE.
DX —= N RAL T, [RRoTsieBNE SN RN AEZELET, 20D
NYUAZ =V, HEFTCLBESZENHY T, 20X 570 DoSKEIZL Y,
BAA—NA LT TANT I FXYNE T LT, =7y EBIENRRES A —VOEZEELT
e /I

RO T A FRE LTo /T o AR T 5728, AsyncOS (21X [/3 7 A FRFE (Bounce

Verification) ] N E SN TWET, A RF—T T DHE, XRTUAREICL > T, DT 7
FGAT UVAMNBREEENTEA v =D _Ru—FREEET FLRZZ IR bhET,
WIZ, TTIATVATZELIENRNT LV ZAA =T, 2o _Xua—FZE3FIZDZ 7))
WTWDLMNEI PR TF =y 7 SNET, EYRAT R (ZOF TR TND) Thiud,
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mE . axvsenyozii [

ZITPHINTEESINET, F 7PN TNRNAT 2 A =%, BIOERZ{T R F
TO

Ny AR LT, BEA—NMIFESNWTERBARAV A A vV EHTEET, T
TIAT UV ATERBA—NMIIESWTRENT AT D HFIEORIEIZ DWW TIE, N>
ALTZEBFA—ILOMHE 32 2—) 2B L T &N,

ESPEREY=]

MEL . XX T LR U RRREE (53 R—)
e N UAKEEEFH L TART A Ay — 2 h—2 %51 (55 2—3)
c BT LDNT LRSI A v E—VO8ENZIT AL (54 2—)

BE . 3% 20 &\ U RIREE

NG U ARGEEA R—T ML TETFA—NVERETDE, TTIA4T ALY, Ayvk—
VOx RN —FREET FUAREFEEHZ bivET, 72 & 21X MAILFROM: joe@example.com
23 MAIL FROM: prvs=joe=123ABCDEFG@example.com (2725 & LET, ZDOHID 123... £\ 9
FHNE, INTUARGESX 7] THY, TTIAT VAL > TEEEND LI, =
n—7REEICBINESNET, 20X 7L, AN U ARGERE CER SN F—2MH L TE
MENET (F—DEEICONTIE, NYARGET FLADZ X 7 F— (54 X—V) &
BRLTLESWY) , ZORA v BE—URWAY 2T AL AT U ANDOT L R0 —FZE2ET
RURIGEFILZ DAY ARREY 7 B EENET

T 74N P TEV AT ARETAY CARGES X0 T oA X =T NVERIEIT 4 E—7 M TE
FI, FFED RAAL AN L TNAD VARGEY ¥ 72 A 2 —TNVERIEIT 4 B—7MZT 5
ZELTEET, BLAEDHEE, 774V FTAR—T/MILTEE, B2 BME72 R
A A & [BEH 2 e — b (Destination Controls) | 7 — 7 /MZHIZE L £9 (EKEFka b
VO (44 X—2) BBR)

A=V HZTFREDT RLARTTIZEENTWAEAIL, AloX FRnBmEnEti
(TTIATUVARNRNT ARy EB—2% DMZINOT 7574 T 0 ZZEMET H5E) .

ESPEREY=]

cEBEANATUAR A0 (53 L—3)
e RN UAKEET RLADEX LT F— (54 _—)

BENIVR AytE—DNIE

B2 B TREENTOVWENT L AFEME SNET, ¥ 7 DBHIRS L, = _Xa—7ZEFHN
HrasnEd, ZiuE, ETA—NNSRALTTAL D RAL v~y TUEOBERITHKELET,
TTTAT U ATE T D NTNRNANT o ZARZ TN ST ZADMBEE L
T, ST 200, FNEBIAZ LAYy X —%BNTHONEERTETET, il ONT
X, T U ARGEREMEORE (56 X—) LTI EEW,
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B v zpamrrizosxsy £—

RN U AREES TIFAE LR WS, ¥ VORI SRz —R"EFE SN 84. £7201%
AvE—=UNRTHEIDEWVGEE, TOA =3 NNY U AREETER SR EICE- TR
bIvET,

22 RDA—a ZZE, TTFIA TV ATHEREENTEART U ZAA v —UDRENT
b\iﬁ‘o

Fri Jul 21 16:02:19 2006 Info: Start MID 26603 ICID 125192

Fri Jul 21 16:02:19 2006 Info: MID 26603 ICID 125192 From: <>

Fri Jul 21 16:02:40 2006 Info: MID 26603 ICID 125192 invalid bounce, rcpt address
<bob@example.com> rejected by bounce verification.

Fri Jul 21 16:03:51 2006 Info: Message aborted MID 26603 Receiving aborted by sender

Fri Jul 21 16:03:51 2006 Info: Message finished MID 26603 aborted

)

G¥)
RAA AN LT S ARRGRES F 0 7 2T LTS TE S0,

Ny A A=)V EMA OFN A —/L H—s3 (Exchange 72 &) IZRUET 25 G1L. £ DN

AsyncOS TlE, NT U ANRX /LD MAILFROM 7 RL A (<>) BRREINZA—LTHD L
RBEINET, FIIMEOT RN —TZEERGENDLTREDOH LN T A Ay —
DBFEIE, KVELHRR) =Pl SnET, 20OL 5256, 7 H TOX—RNITELR
S, nF—LOo—FLMRILNET,

INDDRRERET FLRADR XU T £—

AXUTX—F, NT VAL TEAERTDEXCT T IAT UV ATHASNDTF A X
FHNTT, RAALUMNBREEINDZTRTOA—VIIT B LTH IINFTFoNE72H, T
TOT T IA TV ATRUF—%2EHT 52 ENHBENTT, ZOXICLT, 57774
TUVATREA =0 o RXa—TFEEZE X TN ToNn5EE6. BOT o547 A
MHENT L AZZELTH, TOEENAY UV ADHGER K OEUE S nvE T,

23T HEOM TR SH Y 9, 22 2E, THHEO ) BICA X U7 F— 285k RAR

TEET, TOBRE, 77I9AT7 AT THIOVEH LV I NETOTATOF—2MHHL
T, A TOMNTEA v E—URRBRIELE S & LET,

RTIGELDINIUORENT- A vE—DDEENZITAN

AsyncOSIZIX, NU U ARGEICEHE LT, ¥ 7O W THWRNWAT R EFHETHE D)
ERATHOHATRELHV 9, T 74V FREF Wz THY, ¥ 7O Tuen
Ny AT THD ERRSNET, BT, TT7IAT UV ATIE[A—AKRY — (Mail
Policies) ]>[/37 > AfRGAE (Bounce Verification) | ~X— Y CEIRS /=T 7 v a3 V- T,
Ay E—URERINDLD, EFAAZ L~y X—=NSET, [TV 28R L7285
B TTTAT UVATIEE TN TN RWAR T RIEHTH D E RS, P AL
F9, ZhE, ROLH> R FIATHATEET,
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| v—F4 v B&VEREREDSE
N RBHEEALTAY VR Ave—3 2 b—L%HE [

WA NEZA=Y 7 VA NMIERT DI LERF LTV 2= B0 DL LES, La
L. A=V 7 URXRFTIE, =X —T7EEEOEEEY MDA vt —YOHREZITA
NTCHWET, TOXIREE, 2=V X /& A ve—VEZFANONERA (¥
ITEMINICERT S ND D)

FIE

AT TN 2—FRA—NEEEFLLD ETD KAAL % K= b —/L (Destination Controls) ]
T=TMEML, EDORAL T 22X 2T 4 =TV LET, ZORRT,
2— PR A— L EEEFETEET,

ATYT2 L, ZDRAL UINHDNY L REE TN TW RN, ST ZAZAE &N
N—FTDINE. TDRAAL L DEEE I N—T 2Bk L. K& (Accept) | A—/b 71— iR
Vor—D [ TR LAY AEERE R7ZT (Consider Untagged Bounces to be Valid) ]/37 A —
oA F—T M LET,

INDVRABREZFERAL TN VR A yvte—Y X b—LZf[L

FIE

ATV TN EXL 7 F—% AN LET, FHMICONWTIL, NV RAKEET FLADE ZH1TF—0ORE
(55 =) ZHRLTLIEIN,

ATV T2 RN ARBARELRELET, SFHICOWTIL, AU 2R EHORE (56 =*—3)
LTI,

AT 73 [EEd=2 b —/b (DestinationControls) | ZfEH L7=/"\0 > ARREE A F—T M LET,
FEAZOWTIR, MER T e — LD (44 X—2) ZZRLTIZIN,

RDBARY
ESPEREY=]

« N U ARFET RV ADH THHTF—0%E (55 2—)
« N ARREREEOKRE (56 ~—)

« CLL 2l L7= 7 o ZMREEORERL (56 ~=2—2)
NV ARRREE 7 T AXEIE (57 =)

INOURBEE7 FLAD A YT HF—DERE

[NT Y ARREET KLU ADH 717 % — (Bounce Verification Address Tagging Keys) ] D U A K
Wi, BIEOF —, BIXOWMEICHEH L TELEHIRSN T RWF =R ET, FiHo
F—2 BT DI1IE, KOFIEZFETLET,
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ATy

ATy T2
ATvT3

F—DHIFR

INTD D RFREFERTE

ATvT1
ATFw T2
ATvT3

ATy T4

ATy TH

L—T 1 VI B UERIEKEDRE |

FIE

[A—/VAR Y 2 — (Mail Policies) ]>[/ 7 > Af#7E (Bounce Verification) ] X— T, [¥—%
B (NewKey) 127U v 7 LET,

THRAPNLFINEATI L, [FE (Submit) 1Z227 U v 7 LET,
EHERFLET,

RDERY
BEEIER
o« X—DHIEE (56 X—)

HWT RLRA XX 7 F—%HIBRT 2101, TAF T A=a—0bHIBRT 20—V %8R
L. [b&% (Purge) 1 27 Vv 27 LET,

[EDE%TE
Y Y ARRERE T, TN L ARG LI & X CRTT DT /v a v EIRELET,

FIE

[A—/LAR U 2 — (Mail Policies) ]>[/X7 > A#FE (Bounce Verification) ] Z3R L £,

[RRE DR (Edit Settings) 127V v 7 LET,

TN\ L RABERTHDON, AAZ LNy X —% Xy e—I0BNT 500 %R L %
T Ny X —EBINT 55513, ~y X —04RTEEE AT LET,

VEIZS U T, A~— MiAMERELZ A R—T VI LET, ZOREXHEATSHE., BlEA—
WERBA—NLOBEFTIODOY) AF—Z2HEHL TWAHETH-TH) HEA N A vE—
V. BEOHRNA =L = NTERINDNNT A Ay B—T %N\ ARRAEAPED S H #)
FICERIFTE D L9 ICLET,

EEEEEFEL, RELET,

CUZEFALI/\D U RRIEDIER

CLI T bvconfig =~ > N$ X WNdestconfig 2~ > REMHL T, NV ARGFEZRE T £,
INHOawy RIZOWTiE,  [CLI Reference Guide for AsyncOS for Cisco Email Security
Appliances | #Z ML T 7Z2E 0,
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nyvagiess29%% [

INDURRIEEY S RREERTE

N U ARGEL, WD T T4 T ATRIL IR A% —] ZFHLTWHLRY, 77 A
ARETEHELET, MLF—2HHATI288F. EBbOLDUVATATHELYRAAY LV A 5%
FTANSNEMLENH D £, BEZEON X —FT/%—13, &7 7747 AIZEHATIE
HoERA,

BTFA—IBE/NT A —FDETE

deliveryconfig 2~ > RiL, 77 I7A T UV ANLEFA—NVEEET L EEIHEHINH T
A—HERELET,

TTIAT AL, SMTIP & QMQP & WIH B DA — L7 a0 ba )Lz L TA—LE2%EL
FT., 2L, TRTOREEF AT SMTP 2 L TERESNE T, 207,
deliveryconfig =~ > R CIX7' v F a/LOIBENRETT,

)

GE) Zov7ya ii@@#EN TV aieEmida~r FITi, v—T 1 v 7 OESRIEN I 2%

B2 5500, BELZFTAHLONREENTWVET, FFMICONTIE, 8 Ty hu—2 &
IP7 RLADEID B TSR L TLIEEN,

ESPERENS

c T I FIDPNDEEIP A X —T A A (57T%—=2)
« WS ATREME D 0 BRAE (58 ~—)

« 77 4V N DR KIFARFEGE (58 X—2)

+ deliveryconfig Dffi (58 ~=—3)

—

TIAILEDEBEIPA A —T AR

TN NT, BELA—NEBIZIEIP A =T 2 AETEIIPA V H—T =2 AT N—T
MEHSINET, BIERESNTOWDLEDIPA VX —T oA AEZEIIPA X —T = AT
N—TTHLRETEET, FFEDA ¥ —7 = A APREINROEEIE, AsyncOS 1L, (5
FEARANEBIETSHE X, SMTPHELO 2~ RTCF 74V FORUEA v Z—T = A R L[
AT ONTZARA M LES, IPA U F—T = A AZRET HITIL, interfaceconfig =
~ U REMEHLET,

B A—NMBEA VF—T 2 A AOBINEREEN T2 L EDAL—VFTROEBY TT,
s VE—FDBF AN —R"RBREFHA L H—T =2 ADNTNNERICY T3 b |
oD% E., NI 74y 71 3—8BT DM 04 —T =4 A LERNET,

« auto-select |ZF%E L7234 . routeconfig ZEH L TRRE LA X T 4 v 7 b— EBEIC
7m0 ET,
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cZITRWGE, 774NV M=V LELCY TRy hEZHDLA o F—T = A AR
EHSNES, §XTOIPT FLATHEICHT 20— FREFEDOSHE, A ARER D
LI bR RA =T =4 APMEH S ET,

BC{SEIEeTE oo U #dE

WX, http://tools.ietf.org/html/rfc5321#section-6.1. 2 M L TL 72 &0y,

COMREEANCT DL, AvE—VEEMEEHTE 22720, Ave—VOBRIZORNRD
ZERBVET, £, T TA T AT REC 5321 IZHEHL LU 22V RBBIC 22 0 £ 4, ZEfIC D

BOAE ATREME D 0 BEREN N2 D &, AsyncOS Tld, A v —UARIMBEUE SN T bZEE
RARNBA =V DOZEEMRT HETORIIHAALT U T HTXTOAyE—V% TR
ErREtESH Y ) THHEARLTHRWET, ZOWEEZHENTL L, ZEFESRA M TERT S
TRV ZEOMRPET ONDGEIT, AvE—Y0abt—2@EZE LR TEALE
7, AsyncOS Tlt, ZOZEEEGAREMEH Y L L TA— L o JIlisHkL, TOA vE—V
EETLELOELTRARLET,

774k OBRAFEEG

TTITAT APFEA v —VORUE THNLT 57 7 4V b DR KFEIRFEFRH bIEETE £
T, (VAT LABIKDOT 74V MIFAAL T EI210,000846:TT) ZOHIRIZ, VAT —5H
720 OEKFEIRFE A v 2—VEER (VAT—b7-0 0T 74V NI, 774 X—kK U R
F—"T 600 i, X7V v URF—TI1000#6eCTT) L ELbicE=FV v TInNET, T
ANV EEDHNSVEERET D E, F— Uz ARV Ry hT—7 2K L2 K 9 I
THZENTEET, HE2E, BEDT 7 AT VA — VN KEOERZ VR — K L
A, FO XD RBREE TIL Z U0 EIK T Denial of Service (DoS; V— B 2 HE47) ZALNF| X4 =
ENBZENDHY ET,

deliveryconfig 045l

/j/'{@ﬁjfﬂi\ deliveryconfig I~ VY ]\%—f{ﬁﬁﬁ L\ [EE1§EJ"§E‘I‘$§) D (POSSible Delivery) ] 75_’/])
F—TNMIZLT, TIANVINDA L Z—T x4 A% [BE) (Auto) [IZRELET, VAT AL
RO RFAE A~ —VBUFIE, 9000 #25: TT,

mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.

1. Auto

B 71 VB L UEREHREDS


http://tools.ietf.org/html/rfc5321#section-6.1.

| v—F4 v B&VEREREDSE
deliveryconfig 0 {5 .

2. PublicNet2 (192.168.3.1/24: mail4d.example.com)
3. Management (192.168.42.42/24: mail3.example.com)
4. PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery"? [Y]> y

Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000

mail3.example.com>

INTEFA—NT =T A OREIFKRDOLDIZRY T,
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. Virtual Gateway™ 72 / O —%#FALTTRTDRR FENz RAL D TOERDA—ILF— b+ A

6:58EH S VEIE/NT A — 2 DETE

Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACEKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
UNENOWNLIST: $ACCEPTED

spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY
ALL: $ACCEPTED

Recipient Access Table (RAT):

example.com ACCEPT
newcompanyname.com ACCEPT
ALL REJECT

‘ IP interface: PublicNet (e.g. 192.168.2.1)

Ethernet interface: Data 2

Cisco Email
Security appliance

-

Ethernet interface: Data 1

| IP interface: PrivateNet (e.g. 192.168.1.1)

Private Listener: OutboundMail

Host Access Table (HAT):
RELAYLIST: $RELAYED

ALL: SBELOCKED

Default sender domain: example.com
DISABLED

Received: header:

Masquerading:

FA destconfig entry for the host

small-isp.net was used to limit
100 simultaneous connections, or
10 simultaneous connections using
Virtual Gateway addresses.

The deliveryconfig command
was used to use Auto-selection of
interfaces for email delivery and
the Possible Delivery feature was
enabled. The system-wide
maximum outbound message
delivery was set to 9000 total
concurrent connections.

FENT=FALVTOEBBDA—ILT—Fo A

Z DIATIE, Cisco Virtual Gateway™ 7 7 / 1 ¥ — & Z OF| ., Virtual Gateway 7 K L A D
Ji%. B X Virtual Gateway 7 R L ADE=F B L OEHTIEICHOW TR L £,

#x |

Virtual Gateway™ 77 / O —%FRA LTI RTOHRR

iE

R

Cisco Virtual Gateway 77 / BV —TlE, RA M THTXTO RAAL I L TRARLIPT R
VA, RA R, BEORAA VEFHAL T U X —T IFTA X AN T~ T2 A ZHREL.
FIUWELT 7T A4 T ZARIZHEA R LTWADHETH, ENHD FAA ATx L THIlZ I3
DEFA—/VRY —ifiifildl LA XL KRG ZAERLTEE T, TXTOT T IAT U AE
TV TR FRERAE S — b 7 = A4 7 KL ZAOHUEIX 255 T,

B 7 T B L URIERS

=
EDER
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M=

ESPEREY=]

W (61 N—2)

« Virtual Gateway 7 K L ZADRE (61 ~=—)

* Virtual Gateway 7 KL ZADE=% (69 ~—)

« Virtual Gateway 7 K L A Z L OFEEEROEH (69 ~—)

BEND AL — LB FA—NTEEEOGVAI 2= —va VEEBTE L8912, VX
2 3P H D Virtual Gateway 7 7 / =¥ —Z A% L £ L7z, Virtual Gateway 7 7 / 1 27— & {fi J{]
L& TTTAT 2 AEMED Virtual Gateway 7 R L AIZHEIL, £DOT RUAEMH LT
HA A=V EEZETEET, 4 Virtual Gateway 7 KL AZ1E, BlA#DIP 7 KL A, KA B
. RALV BROEF AL Fa—RE5260FET,

BlaxDIP T KLU A LKA N %4 Virtual Gateway 7 KL AZEI VS THZ L2k, 7F—Fh
U oA R TEHESNDET A —NDBZEERA FTELIEI S, BEERE A —/LDBA
NAERRENTT oy 7 SN0 IENTEET, 77747 2 AIZIL, Virtual
Gateway 7 KL A Z L2 SMTPHELO 22> RCIELWE A M &5 TE 25 K7 HERED
DEF, FDOH, ZIEM D Internet Service Provider (ISP; A ' #Z—F% v b h—E R /3o
A=) BWIDNS NV 7T v T aEiTTHE, T7T747 2 ATIE, £ O Virtual Gateway 7 R
ngmféhéﬂt Bl A—LDIPT RLAL—FHIEDHLZENTEET, Z<DISP T
HKEFA—NERHT27DICHEDNS Ly 7 7 v 7 HEH LTV D 728, 2 OREIZIE
ﬁ%f#o¢m®wy&7/7f®m7bvx#%ﬁwfxk@??kvx& —L
@w%é\EPTﬁ\%E%ﬁKET&é&ﬁﬁLT\%%%~w%ﬁﬁ?éﬁ§ﬁ%<&©
%9, Cisco Virtual Gateway 7 7 / 2@ ¥ —"TCi{X, WiDNS /L > 27 7 v 7REE[MOIP 7 F L&
EWIZ—HT D720, AvE—UREBEKET T ay s INTLEIOETET,

% Virtual Gateway 7 FL A TO A v —V 8 Bla DA vt —Y Fa—1CE Y THNET,
ZAEH R A N THRE D Virtual Gateway 7 KL AMNMDLDE - A —/L &7 1 /7 LTWDiGa, £
DARABLDA v E—VFTF 2 —TFHSN, BEIIZZA LT RLET, LT ry 7
éﬂ“(lﬂfoﬁb‘/“J[J@VirtualGatewayfr:wlj\? WZHARLT RAAL DA v E—ViE, EFICEAE
SINFET, ZhH6DOF2—1F, BEETENNOLDE LTHROIVETH, VAT LEH, ¥
7. LAR— N ORETIL, BIRRRBLE BT T O Virtual Gateway ¥ = — 23— (KD H D & L
THOIVET,

Virtual Gateway 7 K L X D& E

Cisco Virtual Gateway 7 R LV AZFRET HHIIC, EFA—/VOEELE LTEHSNALIPT R
LADOEy hEEID K THLERHD 9, GEHIZOWTIE, 8 Txy hT—2 L 1P T
RUADOEFIN B T) 2B LTLZEN, ) F7o, IPT RLARHENRAA MAITRREND
EIIEDNS =P ELSBRESINTWHILENRDH Y £9, DNS — 3P EL S FEINT
WAL, ZEEFRANTHIDNS Vv 7 7 v IREITIND & BN IPIARA N4 OXT IR
wEnET,

IL—T4 /7%;6@31::%& EDERTE .



=T 4 T BFUERE#EDSRE |
B res— oz TERTAHLLIP A V8 —T 2 ROER

ESPEREY=]

AT = R T oA THEHTDHLNIP A & —T = ADMEK (62 5—)

A=V NLEMEHIP A A —T 2 ADV BT (64 —)

e altsrchost 7 7 A DA R— K (65 ~X—7)

« altsrchost D[R (66 ~—°)

e altsrchost 2~ > RAIZE R~ v B I RRHESNTZT A N 77 A vDf] (66 ~<—
V)

« CLI Zf£H L7z altsrchost ¥ » B> 7 DB (66 ~X—)

RET— x4 THERATHIHLWIPAS 2 —T 4 ADERK

IP7 RLARERA NS L7256, Virtual Gateway 7 RV AZRET H720I2, £TIEED
IP/7RA R DT TH LWIP A v X —T7 = A ZAE{ER LET, THICIE, GUID[FR Y hT—
7 (Network) ]>[IPA > % —7 = A A (IP Interfaces) ]-~<—3/, F /=i CLI ® interfaceconfig
avy RaefHLET,

PALHE—Tx2ARAERELTEZL, BEOIPPA L H—T A RAEA L H—T A A TN—T
NERAETEET, 2N N—TF, BFA—NAOERMERIC o Fuvey) KFXTIE
T2 S5 Virtual Gateway 7 KL A IZE D Y THZ LN TEET,

WP P A B —T = A ZAZEKR L2 6, 2 DO J51LT Virtual Gateway 7 R L A Z 5% E L,
EFEP AL E—T oA AZAFEFIA LV E—T oA A TIN—TNEEESNIEFA—I v
NR—=rEEHFLET,

ealtsrchost 2~ REMEHT L&, FEOKREEIP T RLAELIZ o X —TH%EET
RUADIERNOEHRARNDIP A 2 —7 = A A (Virtual Gateway 7 KL R) FE721dA >
B=T 2 A A TN—TIEFA—NE Yy BT L TRETEET,

A=V T A NFEHEH LT, FFERARNDIP A ¥ —7 x4 A (Virtual Gateway 7
RLR) FlFA L E—T 2 AR ITN—T 2R L TCT7 77 EDA =V %BUET D
72D T7 4 NV ERETEET, EEFILARA L (Virtual Gateway 7 KL A) BHET 7 3=
CEZRLUTIEEZY, (ZOFEFREROFEL Y bREERH Y | 5871 T, )

IPA =T xA RAEERT DEEMICOWTIE, (M (T 7794 T 2A~DT 78 A #5HK
LTL &N,

ZZET, WOKNIRT EIICERSINIERDA o F—T = A A HNT, B A—/LF—F
VoA OREEMEHALTEE L],

B7:RTVvY AVE—TzARETSTAR— b L2 —T 1 XD

‘ IP interface: PublicNet 192.168.2.1 ‘

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance
Ethernet interface: Data 1 ’7

| IP interface: PrivateNet 192.168.1.1) |
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| v—F4 v B&VEREREDSE

RES— kA THRATEHLLIP Ao 8—T x4 20k [

WORFITIL, [IPA > Z—7 x4 A (IPInterfaces) | X— Y CTEHEBA VX —T = A4 ADMIZ2 D
DA H—7 xA A (PrivateNet 35 J2 ' PublicNet) MNEREINTWD Z & 2R T F I,

X 8:[IPA >3 —7 A RERE (IPInterface) ] R—

IP Interfaces

Network Interfaces and IP Addresses

Add IP Interface...

Name IP Address Hostname Delete
Management | 192.168.42.42/24 | mail3.example.com | i
“PriVEtENEt I 192.168.1.1/24 T..ma\IB.axamp\E.cUrn I @
"PublicNEt ] 192.168.2.1/24 ."ma\IB.E)camp\e.corn [ i

WIT, [IPA >4 —7 = A ZDEM (AddIP Interface) |~3— %l LT, Data2 £ —% % » b
A v S =7 = A A LIZPublicNet2 & W I A HTOF LA 2 —T = A AZAFR L LT, IPT K
LA 192.168.2.2 7M. A5 A R4 maild.example.com 2MEE SN TWET, XHl2, FIP
(FE—F21) BEOSSH (F—F 22) BAF—F iz 5,

K 9:[IPA >3 —7 A RADEH (Add IP Interface) ] R—

Add IP Interface

IP Interface Settings
Name: | IPuhIlcNetZ

Ethernet Port: | @
IP Address: W*
Metmask: IW*
Hostname: ..Im

Services: | Service

[l Fre

o
o
=

SH

Appliance Management

*

O urre

*

O Hrres [

O redirect HTTP requests to HTTPS {HTTP and HTTPS Services will be turned on)

| IranPart Spam Quarantine

| D IronPart Spam Quarantine HTTP

il

D IronPort Spam Quarantine HTTPS
| O redirect HTTP requests to HTTPS (HTTP and HTTPS Services will be turned on)

[ This is the default interface for IronPort Spam Quarantine
Quarantine fogin and notifications will originate on #his interface.
URL Displayed in Matifications:

Hostname

(examples: R flspamQuurly, hitp://10.2.1.1:82/)

Warnings -* Flease exercise care when disabling or changing these items, a5 this cowld disrunt active connections o this gpoliiance when changes
to these fterns are committed,

** Hpperlinks and UELs affected by these changes will not be usable untll the changes are cormmitiad.

Cancel
INTEFA—NT— I VoA Dar 74 F¥al—va FROEIITRY ET,

L—F 4 Y 6 URIEREEDRE
|
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B ot—coromeEmPros—Tzr2ADTvELY

10:3DITVYw 9y L3 —T x4 ADEM

IP interface:
PublicNet2
192.168.2.2

IP interface:
PublicNet
192.168.2.1

‘ Ethernet interface: Data 2 ‘

Cisco Email
Security appliance

—‘ Ethernet interface: Data 1 T

‘ IP interface: PrivateNet (e.g. 192.168.1.1) ‘

Virtual Gateway 7 RV AZfEHT 5 L, ROMIZRT LI Ra 7 1 Fab—2a b A[EET
o
M:1204 =Ry b A22—T 4 RLEIZH D 4 D0 Virtual Gateway 7 F L X

C Internet -
# SMTP
Public
listener:
InboundMail ﬁ SMTP * SMTP ¢ SMTP f SMTP
IP interface: IP interface: IP interface: IP interface:
PuhlicNet PublicNet2 PublicNet3 PublicNet4
192.168.2.1 192.168.2.2 192.168.2.3 192.168.2.4

[

Ethernet interface: Data 2

]

‘ Ethernet interface: Data 1 ‘

| IP interface: PrivateNet (e.g. 192.168.1.1) |

AODIP A L H—T A AIFNTNA—NEMEIHEATEE TN, 1 F—F v bnbD
A=) HZ T ANDLIICREENAZDF AT Y v 7 JRF— 127215 TY,

AvE—UHhoBERIPAVI—T I RA~NDIVELY
altsrchost A REMATH L, KT T I7AT v A%, BFA—NVOEETERDELDIP
A B —7 A A (Virtual Gateway 7 KL A) (&7 A2 MET 5 Z L0 HAICHIIEA
RFETY, 72, A v— Y EFFED Virtual Gateway (2~ > B2 F T AR E BT T
TR FEPBETHIUE, A =Y 74 ZOERAZBRF LTSN, FEMcoNT
X, Avte—Y T4 NEEMERLIEEF AL R —DHEHAESRLTIEE0,

altsrchost ¥ I\’%ﬁ)ﬂﬁ“é L N kaDb‘ﬁ*‘hbw:%’ﬁb‘T\ é&%)‘ _/VODEE{%EPK@%)EH‘@_E)
PALVE—T A AFRIFIA L EZ—T oA A ITN—TFHEHTXET,
CEEHEDIPT RL R
e R —TFEEEZHET RL A

B 7 B L URERREDEE
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| v—F1o9BLUREREDRE
altsrchost 7 7 1 LD A ViRk— b .

BFA—NORETICT AP AL EZ—T oA ZAFERFIA L E—T oA A TN—TFEET S
Wi, BEHFOIP T FLAFREIZ o Re—TEEET RLAEZIPA VF—T =4 AFTIZ
AVE=T 2 ARITN—T (A B =Tz A AL FETNITN—THTHE) EXTICTDH~vy
v R — L ET,

AsyncOS Tl&, IP 7 RL R _"u—7R®EET NLADOW iz~ vy 7 F—L gL
F9, IPT7 FLAFEFT o R =R EGET FLARWTNNDOFT— L —FT 256, Wit
THIPA LU H—T7 2 A ADREGEREBICHEHINET, —EHLA2VWEAIX. T 744V NORE
AU B =T =2 A ANFEHENET,

—E B D b B % — Z ESIEITR L E T

BEBDIP7 LR |[EHEZFOIPT FLRATZLE-HTHLERHY 3,

5] 1 192.168.1.5

EEBHDIVAO— |=r~m—F%EBIE. 7 L2 hnse 5T 20BN 0 &
TiLtEE +.

{EJ . username@example.com

A—H4& (Username) | = _o—7%EHT FLAD ¢ il E TOMMICK LTa—H4
%ﬁ(&#ﬁéﬁiﬁ‘o @%E%%é.\bf)%)%%ﬁ\&) ) ij‘o WJ . username(@

KA 4 > (Domain) T ROaO—TEEET RLAD e it BT THEDIIDITH LT R AL
VAL E—BEEET, e RBEEGOLILENHY FT, #:

@example.com

)

G U ZAF—I% altsrchost 71’“7/1/“([\%{5&%3:31 v L, AL — l\%%’(%ﬁ"l v 7 Lf:?ﬁz))
BAYE—V T ANINTF =y SNDHATETIZ, BT A—NVEREDA VH—T7 = A ATz

ELET,
altsrchost 2% RINOH 7 a~ 2 K& L, CLI T Virtual Gateway (2~ v £ 7 Z{ERK
LET,
BX iER
new L~y B 72 FETERLET,
print Yy TOBIEDOY A N EFRRLET,
delete F—T AN LT E 1 O8I LET,

altsrchost 7 7 1 )LD A > 7R— bk

HAT, RAT, smtproutes, ¥ AN L — K 7—7 )b xTA U7 AT —7)LEEEEIZ, altsrchost —
YEVIET s ANEZ T AR — R BELOS VAR L TERTEET,

I =71 vissvmEsEoxt I}
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. altsrchost MR

FIE

AT F1 altsrchost 2~ RKDexport V7 a~> REHH LT, BBFEOZ NV Z 77 AL (77 A NV4
ITHSTHRE) =/ AR—FLET,

AT9 T2 CLIONEET, 77 A VEBAELET, GEHIZOWTIX, FTP, SSH, B3 JXONSCP 77 & A
EZRLTLL &N, )

ATFYT3 THRANZTAHZEBHERALT, 7740 LW MY ZER LET, /L— L2 altsrchost
T =T BT BIEF A EETY,

RTFYTE T7ANEBRELTA L EZ—T A AD laltsrchost] T4 V27 FUICEHEBEL, AV R—FTX
HEolcLET,  GEIZOWTIE, FTP, SSH, BLXUSCPT7T 7 AL TL7Z& W)

AT w75 altsrchost D import %7 a2~ REMHLC, ELZ7 7y A VEA L AR—FLET,

altsrchost 0 #i|fE
altsrchost =2 F U i%, &K 1,000 il F TCEFLXTEE T,

altsrchost A7 > FRICEDGIVYE VY IMWEE INTEFRF 7714 )LD1H
# Comments to describe the file
@example.com DemoInterface
paul@ PublicInterface
joe@ PublicInterface
192.168.1.5, DemoInterface

steve@example.com PublicNet

import B L Wexport ¥ 7 a~ 2 Nk, IfTHALTEITII, FEEHEIP T FLAEZFT oA
B—T7EEET RLADITEA L X —T 24 AZIZ~ v BT LET, AR—RLSDOF)
LBV ERBOT vy I RF—, AX—ALSDOLFENLRD2FEOT 2y VI3 o H—
T AR ELRY, v () FREAR—2R () TRYV EF, 2 A2 MATT L A—
@) ThHEY., BHEINET,

CLI Z{#F L 7= altsrchost ¥ v E >4 DB

WOFITIX, altsrchost T—7ANHNTENT, BEO~S v B INRNI ENRENET,
FD%., 250 MY BMERENET,

c IN—T T —NFEA L @exchange.example.com B O A — VX, PublicNet-{ > ¥ —
TxAf AT BT ENET,

XFEHIPT FL A 1921683535 (lo& 2T, ~— T T 407 Fxvo_—v Ayk—vr»
T VAT L) MHD A=), PublicNet2 f > ¥ —7 = A AlZ~v v B 7 EINET,

L 1O FROT=DIT altsrchost ¥ Y BV I RHNEIN T, BEBPHEESINET,

B 7 B L URERREDEE
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| v—F4 v B&VEREREDSE
CLI Z{#HF8 L 1= altsrchost ¥ v E > 4 D&M .

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping. Partial addresses such as "@example.com" or "user@" are
allowed.

[1> @exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?
1. PublicNet2 (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[11> 4

Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.
[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping. Partial addresses such as "@example.com" or "user@" are
allowed.

[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?

1. PublicNet2 (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

=71 vissvmEsEoxt I}
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. CLI Z{# M L 1= altsrchost ¥ v E > 5" MiEM

3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: maild.example.com)

(11> 1

Mapping for 192.168.35.35 on interface PublicNet2 created.
Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 -> PublicNet2

2. @exchange.example.com -> PublicNet
Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added 2 altsrchost mappings
Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

ToflicB T ar 7 4 Xal—Ya ryOEEEZRORICELET,

B 71 VB L UEREHREDS
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Virtual Gateway 7 KL ADE=4 .

R 12:5) : FRATEZIPA A —T A REEAVE—T 4R FTIL—TDER

IP interface: IP interface:
PublicNet PuhlicNet2
192.168.2.1 192.168.2.2
‘ Ethernet interface: Data 2 ‘ The altsrchost table was
T ) modified to create these
mappings. Messages from
@exchange.example.com use the
% * interface PublicNet, and
messages from 192.168.35.35 use

— =:. the interface PublicNet2.

exchange.example.com 192.168.35.35

Virtual Gateway 7 FLXDE=4

Virtual Gateway 7 K L A Z &M A OBUEHEF A — /L Fa2a—D0H 0 £33, A7 LEH
nX 27, LiR— b OBRETIX, SEMZREBS 53T Virtual Gateway ¥ = —28—{KD §,
DL L THbivET, Virtual Gateway ¥ = — Z L IZR[EEFRA NDAT—H A EE=F T 5|
IZ. hoststatus 35X W hostrate =~ > REFEH L EF, (CLIKLAEHRBLINE=F1 7]
DED [F=H Vo TIMERTEDL R =R FOHAIY | 2SR L T ES0,

hoststatus 2~ > FiE, FEDZEEHEFA MIETLIEF A —NVEIMEOET=X U UV TEHREIKL
F9,

Virtual Gateway 7 7 / 1 ¥ —Z ] L TW 2551, 45 Virtual Gateway 7 N L ZZBE3 2 15
HERRINET, ZOa~vr RiE, IRINDFA MERDO AL H AT LHLERSH D F
9, AsyncOS F v v ¥ 2 [THME N TV D DNSIF# &, ZEHRA P LRFBICESN T
FT—HFREINET, RENDT—ZIE. HFBITEIT LT resetcounters 2~ 2 KD D RFET
7

WENDMEHEBRIT, Ay 27 —V020007 AV V—TbENET, I HIT, K

ENHMOT —ZITIE, HEDT VT4 ET 4, MX La— R, BEOSXX =T —0R"bH 1 £
hd‘o

Virtual Gateway 7 KL X C & DEEEHEDEIE

DY AT L RNT A—=ZTE, VAT L LoYUL L Virtual Gateway 7 R LA LUV TTRRED
%‘g‘/@—é—o
7ol ziE, —EOZEFISPTIE, K27 74T FERA MIHFAT SN TS EE A HIIR L <

WET, FD7D, FFIZET A — /DO Virtual Gateway 7 K L A THUE STV 5 & &
2, ISP & OBMRZERT 5 2 L NKETT,

destconfig =~ > N, BIWMIES — b = A 7 FLRITxT D EBIZ OV TiE, su el
EHETFA—NVEEOEI (42 2—) 2ZRLTIEIN,

Virtual Gateway 7 R LV AD [ 7 V=7 ZAElT 5 &, Z—773 254 D 1P 7 K L A THi
SN TWDEAETH->ThH, Virtual Gateway D2 > K 1A /N— T —T )L EN T N—T|Z
HWHShET,

I =71 vissvmEsEoxt I}
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B /o-—mEErgtosm

T2 & ZiE, 254DORIFIPT RLAD I A—T52EKR LT, [Ty RFuevy) FATIEEIC
HHTLE Ity hTry7FEaTns & LET, £72, small-ispcom DV R KA /3—F—
TNT, RGN Y AT A DOBATE 100, Virtual Gateway 7 KL ADHAIX 10 THH L L
F4, Z20ar7 4 Xal— g TlE, FOSA—FRNO 254 HOIP T KL 2T ~Tizxt
LT, 83t TI0L 0 2L OEHAHL Z LT A, 70— 1E, B—O Virtual Gateway
7T RLAELELTHbNET,

7 0—/N\)LEEFIEHEED

BEDZEE, ZEHERAAL L, ERIFXIP T RLART FIAL T UV ANB A v —T %55
L72WE 9127 5121E, AsyncOS D [7 17— NLEE1E IR (Global Unsubscribe) JHERE % i H L
F 9, unsubscribe =¥ REFEHTDH L, [/ 2 —EME/E L (Global Unsubscribe) ] U A
W27 RURZBIAEIBRLIZY . ZOBEEZ A IOERNCT L enTEET, [FTu—
UVICEMEE IS N ) =2—F, RAAL Y BFA—IV T RLVA, BIRIPT RLADY R
FC, T RTOZEET RLARTF =y 7 EhET, ZEENVAMNNOT RLALE—KT5H
A, 2EF T Ra vy 7Shvdhvv— K 30 > A X4, Global Unsubscribe (GUS; 7' @ —/31
BEfEIRE) B 2R EnEd, (a7 774 020%, BT H5ZEEN Ny FEn-
DIp/N— K NG U ASRIZOPBFERENE T, ) GUS OF = v 7%, BT A -V E3%EHE
WCEETDERNITOND D, VAT ATEREENDITRTOA v - BEINET,

\)

6=

[7 v — VEERE L (Global Unsubscribe) JHEREIZ, A—VU 27 U X E) 6 DA FTOHIERS
A=V 7 UANOEKERETICRDLLDOTIEIH Y A, ZOMEEIX, REdeo
TATAEFA-NARNEESINRNEIICTLE 72—t =T AD=AL L LTENET S Z

L HEELTVET,

[7 71— LEdfE4E 1 (Global Unsubscribe) JIZI3f K 10,000 7 RV AZFEETEZET, [/ e —
2VVEMEE IR (Global Unsubscribe) [ IZIBME 72T KL AL, RO 45D 9 HLNTANDOTE
K&l FET,

£ 10: 70— /N\LEERLOEX

username@example.com FERRADEFA—/V T FLR

COWIE, FFE RAL DR EXEEEZT
By 7LD IhET,

username(@) a—4

—PAREE, TRTD RAA - ThREL—
PR OT_RTOXEELET Yy 7 LET,
ML, 2=V HORIZT v b~—7 (@)
2P ET

B 7 B L URERREDEE
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cU£EA Ly A— LEEEE~07 FLaogen [

(@example.com KA AV

RAA HESLX, FFE R AA 58D T RTD
ZEEET7T vy 7T HOIEHINET,
X, BRI AL VORNZT > h~—
7 (@) #=fHrEd,

@.example.com S RAA

BT KA A BSCE, FFE R A A V388 LT
ZOFRTOYT FAL VHEOTRTOELR
Faerny 735l snET,

10.1.28.12 IP7 FLA

IP7 RUAESCX, FFEIPT RLUAZEDT N
TOZEFEET oy 7 T57-0IEHEINE
9, H—IP7 RLATHEE NAAL &K A b
L TWAHEEIT, Z ORSCHMER] T, #X
L. — e Ky NGV OA 77> NPT
KL AT,

ESPEREY=]

«CLI ZfH L7/ v — SVEMEE E~DT KL 20BN (71 =—)
o« T — N UEMEEIL 7 ANDZ T AR—FBIOA R—F (733—2)

CLUZERLEJ O—NILEEFLE~ADT FLXDEM

:@@J’Cfi\ T RLXA user@example.net 75§7T3—/§/1/Ea1§1,$ﬂ: A ]\(:Ej]l]éj’b\ A /“TZ‘—‘“/
BEN— RANT U ZTHEIITHEEPERESNET, ZOT7 FLRAZHEEIND A vE—IEIAN
VASINET, T ITAT VAL VBMEDHEANIA v E—YBRNT U AINET,

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as

"@example.com" or "user@" are allowed, as are IP addresses. Partial hostnames such as

"@.example.com" are allowed.

I =71 vissvmEsEoxt I}
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[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y
Would you like matching messages to be dropped or bounced?
1. Drop

2. Bounce

11> 2

Global Unsubscribe is enabled. Action: bounce.
Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

(1>

mail3.example.com> commit
Please enter some comments describing your changes:
[1> Added username “user@example.net” to global unsubscribe

Do you want to save the current configuration for rollback? [Y]> n

B 7 B L URERREDEE
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SO—ALEEELT 7 A LTy 2K— bt B&UA vR— ]

Changes committed: Fri May 23 11:42:12 2014 GMT

SAO—NIEBERLEI7Z7AILOI I RAR—,ELUA ViR—

R

HAT, RAT, smtproutes, A¥7 4 v 7 Y AHVL—RT—T N, = VT AT—T)  KAA
¥ =y T =7/, altsrchost T2 b U ERIERIC, 7 e — VE(EIFIET S B UIET 7 AR
T AR—FBLOAS AR — R L TCEETEET,

FIE

AT 71 unsubscribe 2~ KD export 7 a~> REHEH LT, BFEO= NV EZ 7740 (774
HIZERTHRE) 7 AR—FLET,

AT T2 CLIOAET, 77 ANVERELET, GEEMIZOWTIE, FTP, SSH, B X OSCP 77 & A
LTV, )

ATFYT3 TXRANZT 4 X EBERALT, 7y LW MY ZERLET,

TZ7ANVNTZY M) ZRXEIHIZE, BITLET, D054 —F 4 T VAT LOBAT
FKHAEHEHTEET (CR>, <LF>, F7/IX<CR><LF>) , 2 A Y MTdF o "—fs #) T
WMED, BEISNET, ZE2E ROT77A AT, B-OZEEEFA—L T FLAR
(test@example.com) . HFE R A A DT R TOZEHE (@testdomain.com) . EHE KA A T
A CARTZ R ST X TO2—Y (testuser@) . BEIOFFEIP 7 R ADEEDOZEE
(11.12.13.14) AEpb S ET,

# this is an example of the global unsubscribe.txt file
testl@example.com

@testdomain.com

testuser@

11.12.13.14

AT T4 77 ANVERGFELTA X —7 =4 AD configuration 7 4 L' 7 F VICEIEL, A >R — hTX
HEHCLET,  GEMIZOWTIX, FTP, SSH, BXUSCPT 7 EAZSBMML T 7ZEW, )
AT 75 unsubscribe @ import 7 2~ REHEMA LT, fELZ7 7 A VEA R — M LET,

aﬁi)‘-—)L'/§4':ff5’f:/

WDORIZ, ZEPOEE~DNV—T 4V TET, ETA NNV ATLATL—T 4 TIN5
R OMEZ R LUET, SR EOIRICETSNE T, 2 TIE@HEICHALES, &
Ef—wt%;)7477747/2@ EBA AN T T =T 4 T B IO
HEEE] DOFATE DL, V—0 Fa—TEITEINDIUEAEF L FT,

TDNRA T TA N EENDEREDREDKERSTIL., trace I~ FEFEHLTCT A MTEE
T, FFCHOWTIR, TR T7Nva—T 407 OFEO [TAM A=V LI A—
L T7a—DOF NNy hL—R | EHRLTLIFEEN,

L—741 76 UREKEDET I}
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\)

=T 4 T BFUERE#EDSRE |
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