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S

Bl

SMIME 7" — k7 = A
A vt— (SIMIME
Gateway Message)

A wt—U1L S/MIME B4 S TWAH 0, BEE{fbEnTnao, £7-
ITBEAB IO LS TWD D, §EIIZ OV TIE, S/MIME & % =
V7 g4 —ERAESRLTLEIN,

SMIME 7 — k7 = A
FRELEFT

S/IMIME # v & — I IEFICHIES N TWA D, LSRN TV D,
FIIESEB I ORIES LTV DD, FEIC OV TIE, S/MIME &
X2 T = REBRBLTIEIN,

AvE—VERE

A=y (L&A FBRLIEWTNUNDOEETHDLN D
FMETIE. W7 7 ANVBIONy X —OFFEITHER L EE A,

SEOBRHOBIEDLEA

%%%—WE FT A%, A v E—VOEEEHRET 2 DITHAA
OEEHRH U EFEHALEST, EFA—NVT— Mo A1T,
%&f/t VAL EMH L, SRRV AZELET,

SERHT Y, HIHENTZT XA NHNOESTEOMEREZIRE L,
ENEBTA—NT— b oA IZELET, BETFA—NAT— I V=S
X, ZLEWIERE L OSFEE A v E—VDSiELARLET, BT
A—=NT = T2 AlE, WO TV FONTNNT, AvE—YDF
Fa THIBIRRE) A LET,
I ENTEEEN B A—NT—F U= THR— SN TV
WS
B AN = T2 A BA =V OFHEERHTE WSS
s ST Y ACEL NI SN T X A FOFEH A AN
50 34 bR OT A

HELE A RGE FD A vv—TZ, BEHET D MIME BERAREEN5 D,
BHHETDMIMEEARANEGENDA =T 7 v a 2R 7455
Bk, Zo&REEFERALET,
Note W7 7 AN_R—=Z2D%M (& 212, W77 A VON
K) REME (Pl ziF. 2T UV AR T A VDR
) 1, (EETIHIMIMERERZET) AERAYE—UT
ITEMEL E8 A
AR Ay —UNRIR LZETERESNZ b ONE S hafRlLET,

MEJBREELENT 2 L, BRUFEOEHNLDEFEA vE—Y
A TE £97,

Note NEERa T Y 7 4V E BT AR, BFA—L
F—= R Uz TANRLIRZ D EGMILET,

aAVTFIUY T4IILE .
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avyFry 7404 |
B -27vons0rsvay

&6 SR BA
RKAAL DL Ea EEHERAAL L, BESKIERBEL — L CWEd3?
T—3

cEEZ AL DL 2T —V 3
o NG T 4 — K
BRI OWTIR, AT 4 — REHFHT A E AL — U=

ADBEETFITEEZE RASL L VL EaT—Tar 74N E ) T hS
LT,

— ~
ATV DALV EDTO 3y
TOvaE, AT = M= A RALT YT LS DR ES S A =TI
fToZ2LTY, Avb—VOLEFE, MEEE/II Ry IR ESEEEREZATDT 7 a i
HEINTWET, AvE—UTEREEERIEINRay T EWnwotc TRET 7 a v BETIN
HZLT EA—NBX2 YT 4 TTI7A T ATHREINCT 7> a UNRIEEFEITEN, 7
TRTVLAYT TANEFEIIDLP A% ¥ LR EDZDOHDOT X TOMLENFE i S FEH A,

BT T4 NFITE, B 1 ODT 7L a v EEETALERHY £,

T va i, EFICHENA o=V TEITINDTZD, I T T4 A OEEDOT I
Va Vv EERTAGEE. T/ varylEFEERE L ET,

Attachment Content 55, Message Body F 7213 Attachment {1, Message AR, £721%
Attachment WA & —HT 2 A v =X LTRIEEY 7 v a V2% E LA, RiESh
T Ay E—VNO—HLIENEEZR R TEET, AvE—VARUERTTLHE, —HLTEAE
B CHRAFR RINE T, £/, $MatchedContent 77 > a VA EFEH LT, —E L7zHN
BaeAvb—VOMAHICEDLZENTEET, FFMIZONTE, [TFAMYY—R] OFE
AL TLTEEN,

TANE T EICERTELRKT 72 a 31O 0T, &&7 7 a i, VA FOKE
DT varTy, "urA EE, BEIOFey X, &7 7varTd, arrry
TUANEDT 7 a AT DEE, GUIBIOCLIC LY, &7 7 ¥ a o i3siifiliic ik
RICARLE S ET,

77 v a B, onpage 225 SR LTSN,

. aAvFUY I4I1LAE
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| 25>y 7404

avrrvnsnrsvay |

Table2:2 27> T4WEDTH a3y

Tovay

B

F%% (Quarantine)

[F@BE (Quarantine) ], VT 4UA>D Policy [@ERET U 7IZERFFS 41D
Ay —=VIZT T T M ET,

[E#HT 5 A vE— (Duplicate message) ]: A vE—TYDae—
ERESNERBECY 7ICEE LT, AU PT L Ay =0/
BERITLET, AFEOEBMT 7> a R, FVTF L A yt—
VICHEA S ET,

BB R ORT 51k

A v—=UF, WROLBEEREZESR £, T XTORERTET TS
L. Ave—UhRES b, BESET,

[Kf 54—/ (Encryptionrule) ]: A vt —T & HIZKESLT 5
M, TLSH&gE & 1 L 7o E 3T S e N R L 7235 B 72 ok L
£9, I OWTIE, TLSEEREZ 5L I 22 L
TLIZENY,

(S 7O 27 4L (Encryption Profile) ] : ALHEINE T L= 5,
REESNH ST a 7 A VEFHALTA vE—V %Rk L,
Ay—VEEELET, DT 7 aid, Cisco 55t T 77
ATV AEIEIHAAT Yy R¥—H—REHHLET,

(4 (Subject) |: BEEALEINTZA v =V DHLTT, T 741
M $subject T,

NEICL>THMNT7 74
NV E R

[REELHT T 74U (Attachment contains) | : IEREHZ &
A=V DT RTCOBN 77 ANV E Ky LET, 7T—IA47
77 AN (zip, tar) 1, FIZEENTND T 7 A LDWNT DN
ERER L BT L5 Rry 7SN ET,

[R¥— FEABIFEEL (Containssmart identifier) ] : f5E S 47z
Av—=bFIDEZBFDA Yy E—VOTXTORI 77 A VE R v
LiTO

[AVTUOVHEDEEZEURMTT 7 14)L (Attachment contains
termsin the content dictionary) | : ¥~ 7 A /LIZ, <dictionary
name> & WO A FITD 2 T Y FEEOWT LD IER KRB E 72T
FENEENTNDNE I MEHBILET,

[Fk &7z —%% (Number of matches required) ] : true & 792
eI — VTRER—BHARELE T, TOLEVEIE, 7%
Ak, Av—FIDERIZa Ty F 47 aF Y o—EREEIC
*LTHETEET,

[AvtE—UELEZ (Replacement message) | : A7 3> ax
Y RME Rry TSNS T s A VOBEBIER IS T XA b
EEELET, W7 74007 v H—1%, B A v -8B
MEND7ETFTT,

aAVTFIUY T4IILE .
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avFry 7408 |

Tovay

B

7 7 A MERIZ & - TR
7 7 A N EERE

. aAvFUY I4I1LAE



| 25>y 7404

avrrvnsnrsvay |

\’l

\i

B

[7 7 A V4 (Filename) |: fAE SN IEHEKBLE 7 7 A VAP —
BT DDA E—VOTRTCORMN T 7 ANV E Ry T LET, 7T—
A TRROE 7 7 4V (zip, tar) WIS TD 7 7 A LR dH
LD%E. ZOBMNT7 AT Rr y TEINRET,

[7 7 AN AR (Filesize) |: A vE—YOUMF 77 A 10D D5,
n— xra— RERNTHRE LY A X (O NEALD) PLEDH A
ACHDLT77ANETXTRe Yy LES, 7T—HAT 774V
FRITER T 7 A NVDEE. ZOT 7 a i, EMRTOY A X%
AT, EEEOBEKRDO YA X0 GHl S vE T,

[7 7 AN AT (Filetype) ]: Ay L=V OIRMNT 7 AND 55,
RELETZ 7 AND (740 H—F Vb =BT 5774 V%
TRTCRrYy 7 LET, 7= THROWR 7 7 AL (zip, tar)
NS T D7 7 AN B LEE. ZORMTZ 7 A MEI ke vy 7S
NET,

[MIME% A 7 (MIMEtype) ]: A v E—VDIRMN 7 7 A LDH b,
FEDMIME A4 7D7 7 A V2T XTRry 7 LET,

[Z7 AN Ny AR (FileHashList) ]: B8R L7=7 7 A Ly
YaUARNDT 7 AL SHA256 i —ET DA v E—TI2dHh
LI RTCOUMN 77 ANVE Ry LET, FryrXX¥or Rk
MOV T 7 A NNy a2 A RERIRLET,

Note SHA-256 7 7 A Wy Y a B A Thaie 77 ANy ia
YA NDOHBIRTEET,

[f A—T2HTHIE  (Image Analysis Verdict) ] : $8€ Sz A A —

VHEE BT DA A VIR T 7 ANV E Ry T LET, AR

A A—TGHPEIEIZIZ, [Bed Ly (Suspect) ], [AiEH]
(Inappropriate) ], [F#EE)H L < I13&E4H LV (Suspect or

Inappropriate) ], [A % ¥ > /R A (Unscannable) ] ¥ 7213 [1IEH
(Clean) 1 23H 0 £,

NEBEBHE I — K, ETF= PN Lo TEEDOHDL 77 AL L
THEENTEA v E—VDTRTORA v E—IFRAN 77405 R
oy 7 LET,

T7ANL NN )R FEEIRLET, (EE) CiscoE XA —
NEXa DT 4 F— b U xA TEBEBRE L22WEFR] U R N Bk
BT 7 AN Ny 2D A NPRRLUET,

PRI OV, AN BT+ — REEHT 28+ A —1 57— |
VA DREESRLTITEIN,

[AvtE—UZFELEB X (Replacement message) | : A7/ a > 2
YME ey PSR s A VOB SN DT F X b
EEELET, BT 74007 v &2 —i%, B A v E—VICE

aAVTFIUY T4IILE .
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avyFry 7404 |

%
\)
\’l
w
\i

B

MENH720TH,

~ 7 NG ENDIRE
77 A VA

BELEZTZ7ANV AT DI aDNGhliol-ivkft7 7 A V%
TRy LET,

Note T —=A T ERITHOIAL T 7 A NI~ T aBNEGENT
WAES, HT7 7 ANTI A E—U NS Fry FENE
j—O

[ AH L7ZZLEEZ A vE— (CustomReplacement Message) | ({T:
B) I T7 s ANVDBEBRSNDEE, TN FTIE VAT A
ERRDA B —VRA =V KXO—F FBMSNET,

UTE, =7 a7 7 ANV A =V bHIREND
EEWVAT AL TERIND A vy E—V DI T LTT,
A MIME attachment of type
<application/vnd.ms-excel> was removed here by a

drop-macro-enabled-attachments filter rule on the
host <mail.example.com>.

[IAH LFE LR A A v&— (Custom Replacement Message) ]
T4 RICHAAZ L A=V EANT DL, VAT DERD
AvE—VIFIANINTEA v E—VICELEZONET,

URLVE 27— a v
(URL Reputation)

AyB—IIZEGEENDLURLOEE : 7 4 )X TOURL L E 27—
g EFIZURL AT I OT 7 a3 OB LURL 7 4 b
2V 7 OFFAI Y A ROERESRL T EIN,

LE=2T— g U AHCERWURL IZIE., T2a 7L &#

FALCT 7 varvaEELET,

Note S/MIME Z il L THE Bt SN TV B354 £ 7213 SSMIME
BANEGENDHEE. B A—NT = T2 1IA vE—
CHEBHFHRE R LUET,

URL #7 =Y (URL
Category)

AyE—VICEENDURLOERE : 7 4V HX TOURLL E =T —

varyEIZURL AT DT 7 a ORI URL A7 =

VIZOWTEZRL T ZI N,

Note S/MIME % ] L CH; Bk STV 2454 & 7215 SIMIME
BANEGENDIGE, BIA—NT— b T oA FA v~
VhEBEBHERE I LUET,

. aAvFUY I4I1LAE
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| 25>y 7404

avrrvnsnrsvay |

THay SiBR
0 SRIAST OB [[FICECE (Above) |: A vt — FERICHBFREABML 4

(N =),

[FIZERE (Below) |: A v E— Y FHlchEEFHABMLUET
(7 v H—) ,

o ZoarFuy AR Ty a v EERAT AT, REE
T XA T TIHER L TWALENH D 97,

FEARIZOWTIE, HEFET 7L — FEZRLTIIEE N,

TONT VAT T 4H
LD AX ¥ DA N
2

A=V LTCT TR T VLAY TA4NZITELDATY VB A
Xy 7 LET,

DKIM Z4 D3 A /XA

A=k LT DKIM B4 & /31 N A LET,

gt — (Bee:) #EE

[EF A —/L7 KL A (Email addresses) | : i EZEHEICA v —
ChELTa—LET,

(4% (Subject) |: st —&NiA vE—YOMLE2BMLET,
[WA—2RR (FTF3>) (Return path (optional)) 1: U % —
VRAERRELET,

[REA—IKRRAF (TP 3>) (Alternate mail host
(optional)) ] : A —N FA MERELET,

P EE (Notify) |: HEESNIEZEHEICZOA v E—VE2HELE
T, A7 a rTHEEEB LU ERICHMTEET,
(%2 (Subject) 1: a—3Ni A vE—YDHAZEMLET,
[WA—2RR (T2 32) (Return path (optional)) ]: U #—
YORAEMRELET,
[7 7 L— MM (Usetemplate) |: fER L7277 L — b7
Y7 L= bhaERLET,
AV TN A=V ERMG7 740 LTEDET (Include
original message as an attachment) ]: 4V P X vt —T &R
TZrANE L TEMLET,

ZlEH LR BF AN T RFLRA Yy E—VOZEHEEBEET ANV T RL

ANZEELET,

aAVTFIUY T4IILE .
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B -27vons0rsvay

avyFry 7404 |

Tovay

B

REEEFEARA MTA Y
v —U R EE

[A—/LARA K (Mailhost) ]: A vE&—Y D355 A —L KA &g
EA—/VHRAMIAETLET,

Note TOTIva N, TUFARLA ARy YUk
DANRLE L THHEENTEA v =V REHES 20 &
HICLET, o7 s v a i, BEEEESIC LT, 15
EA—IVARA MIEELET,

IPA U E—T A RADG

[RDIPA 2B =T x4 AW bxEE (SendfromIPinterface) | : i

HE EIPA L F—T A AMPHEFELET, [IPA U F—T A A0
%{E (Deliver from IP Interface) |77 v a v idk, AvE—TD Y —
ARAMEREY —AICELELET, Y—AKRANMI, AvE—
UNEEENDIP A U H—T oA ATHREINET,

~v X —DkrE [Ny A —% (Header name) | : FE~ v X —ZBUERNIC A v B —

CINOHIERL £,

~v A —DBINRE

AE—DITH LAY S —EBAEEBREDAY T —ZEEL
£,

[~> ¥ —4% (Headername) | : F#lE 72 IIBEF D~ ¥ —DAHI,

[FLWLWANY A —DEEIEE (Specify value of new header) ] : #rL
WSy B —DIEEBUFRNC A v E—JICfA L £,

[BEFEDA~ Y F—DEDRTIZ{TAN (Prepend to the Value of Existing
Header) ] : BMERTNICBEFED~y X —OHNIfEZ BN L 7,

[BEFEDAY Z—DEDE A2t (Append totheValueof Existing
Heade) ] : BMEATICEEFD~y X — DB AIZEZ BN L 7,

[BEfE D~ X —DEN S5 L CE#t (Search & Replace from the
Value of Existing Header) | : [f5E%f4: (Searchfor) |17 1 —/L RIZ,
BEFD~y X —TEZWZ HE2 ROT 570 DMBRTEEZ AT LE
T, ~y X —IZHAT HEE R CTEH: (Replace with) 1 7 4 —/v
NIZADLET, BERBETLHOICERERREZFEH T ET,
~y X = bEEZHIRT 25461, IR TERR (Replace with) ]
74—V REEADFEFICLTLLIZEN,

BEE A — L DR

BEEINTEA v =V From ~y X —ZHIfRL, = Xp—7
FEHETEIMAET,

BEEA— LV OBRHZEZR LT E X0,

. aAvFUY I4I1LAE
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| 25>y 7404

avrrvnsnrsvay |

Tovay

B

A w— X T OB

DLP RV — T4 NHZ Y T THRATHIAY LHGEEZ A vE—
DICHALET, DLPRY V—Z2HEL T, AF v UL a Ay
=V EITRHDHA Y E—VICRETHENTEET, AvE—
CHETIIZEFENTIEEREINEYA, DLPRY —TDO A vt—
T ETOERIZONWTIE, T—HBRIEORY —%2BH LT
<TEEW,

n 7 T kY OBN

HAH <A XINT=T ¥ A F% INFO L~ C IronPort 7 % A
A= a ZIHHALET, ZOTFAMIUIT 7 v a VEKEM
HATsr2E0nTEET, 7 2 M) igAvtE—Y b T
WZHbRRENET,

BZ D S/IMIME 24 /Ik%
=it

EEWFIZ A~ B — 0 SIMIME B4 £ 7213 b2 EIT L E7,
A o —UIFIR OB ZHEA, TN T OULENSE T LIRS T
BLETIIRF S fEENT, BESNET,

SMIMEZEETO 77/ IL : FEESNIZSMIMEEET 0 7 7 A1 /L
A LT, SMIME B4 £7-13 54237 L$£9, S/MIME %
FE7a 77 A NVOEREZML T ZEN,

AL LT <R
BT 7 v 3 >)

A=Vl At B L UEE L. ZORDEEDLEZ 2% v 7
LET,

(K5 75{b/Lb— L (Encryptionrule) ]: A »E—U % HICK 5{bT 25
D>, TLS#ERE & I LTI ER T RIS R L= 58 72 T 51{k L
F9, FEMICOWTIE, TLSHR AR S bRV ITHEHEZSHRL
TLIZENY,

[BE{t 7O 277 4L (Encryption Profile) ] : & &=k 5L~
D77y ANEFERLTA =2 L L, A vE—V%EISL
F9, ZOT 7 a X, Cisco§HbT 7747 L AETITHA
Ty RF—HP—REHFHLET,

(4% (Subject) |: BN A v =V OHLTT, T 740
MEIX $Subject T,

S/MIME E4 /514l (%
By a )

SIMIME B4 F 7213 5 b2 FITLTA v =V EE L. FD%
OFITIA X v FLET,

SMIMEZETOT 7ML : IRESNTZSMIMEXEE 717 7 A )V
A LT, S/MIME B4 F 713055t 2 FE/T L £ T, S/MIME 1%
FE7a 77 A NVOEREZML T ZEN,

NG 2T 5 (
T y)

B
®
\d
N

AvE—VEFEEHEIIRLET,

aAVTFIUY T4IILE .
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| RZEE T

avyFry 7404 |

Tovay

A

BODaLTF Y T 40
e Ax v (T
g y)

Ay =V RROMBEICEFE L, TOROERDO2 T Y
TANEEAFy T LET, REIDGLT, A vbE—URZEHIC
B SN, MEENFEITSNDD 7Y T LA 7 74 NFIT
Lo AF Y BB SNET,

Ka v 7323 (&K&T7
g y)

Aoyt—Th% Faey 7 UCHEELET,

Safe Print

[SafePrint] 2TV JA4NE T 7 aryEALT, Avk—
T OWST7 7 A V% Safe Print TH AL ET,

Safe Print 27T Y 7 4V H T 7 vasid, IROWT LD HEE
THEHTEET,

o —H T DS 7 7 A V% Safe Print CHY /) (Safe print matching
attachments) : Z DA 7 a L EERATLHE, RESNT-2v
TV T ANEFC BT DT RTOR Y=V DIRMT 7
A )V % Safe Print TH I L £,

o TRTOIRS 7 7 A /L% Safe Print CHi /I (Safe print all
attachments) : Z DA 7 a L EERATLHE, RESNT-Z2V
T T 4 IV E SRR true DIFHITT RTD A v E— Y DOE
ft =7 7 A /% Safe Print CH I L E1,

[Fvy (Yes) | ZBIRL T, AF ¥ o ARA[L~v—7 INTNDHA Y
=V OWRMN T 7 A NVEHIBRLET,

Note 574 /L hTIX, IR 7 7 A VB AF ¥ U TERWEE,
VAT DERD A =TV NIRRT FA N T AL L
TEMENET, (WAFLELEZA v E—Y (Custom
Replacement Message) |7 4 —/V RICHAZ LA vyE—
ZANNDLET,

FERZOW TR, A v =V OUM 7 7 A /L% Safe Print TH )9
DHAEDEFA—NT— U =A ORTEHTEESR L TITEEN,

HEIEE

o TV a AR, on page 22

\d
AN}
\' ’
ul
\I
Rt
%)I_E

ATV T ANFICEIVABIND A v E—VIBNESNA Ny X —IZiX, T T v a VLT
RRACA Y OF N Ay =V OB RICHBMICERINOIER A EZDOLZENTEET, b
DRFERILELBNET 7 v a VEREWENE T, BT A AT — U= TEIROT 7> a VE
BN R—hEInTHWET,

. aAvFUY I4I1LAE
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| 25>y 7404

Table3: 70 2 3 VEH

7ovaves [

T XX Bl
TRTDO~y X — (Al Ayl—U ~yX—|lEBEXHIONET,
SAllHeaders
Headers)
ALY A X (Body Size) SBodysise A vB—=V0Y AR (A FHEAAL) ITE X
! ZBNET,
Hf} (Date) Shate BAED HAT (MM/DD/YYYY B 128 & #a

ABINET,

FayFsnkz7r7 A
4 (Dropped File Name)

Sdropped filename

EITIZ Fe sy PENET 7 ANLDIAR L
F9,

Fry7Enl7 74V
4, (Dropped File Names)

Sdropped filenames

$filenames & [FERIZ, Rry ST 74
NDYANERRILET,

Fey 7SN 7 740
% A 7" (Dropped File
Types)

Sdropped filetypes

$filetypes & [FIERIC, RmyFanic7 7 AV
BATDYANERRFLET,

ToRu—7%EE
(Envelope Sender)

Senvelopefrom
or
Senvelopesender

Avt—YOxrXu—7%EH (Envelope
From, <MAILFROM>) |ZEZ#ix bvE T,

TR —TREEH

(Envelope Recipients)

SEnvelopeRecipients

Ay =Y DT N\n—TZEEHET T
(Envelope To, <RCPTTO>) IZE &z 51
‘i?‘o

7 7 A V4 (FileNames)

A =207 7ANDT 7 ANLD T

Pritenanes L KB R Mo E R HET,
77 A )L A X (File Srilesises Ayt —2O0AT 7 7 ANV A DT < X
Sizes) D URAPMIBEEHBEZONET,
77 ANE A7 (File St lotypes A B—VORMN T FANDT 7 AN EAT
Types) v ERTAUVEGN ) A MCEE BRI ONE
7T
7 4 V%4 (Filter Name) , ML XD 7 4 VX DAFNCES B bVE
SFilterName
haAo
GMT H ST imeStan BEORZB L OHAT (GMT) IZ@EX#25
(GMTimeStamp) ° NEJ, BEBFA—/L A vE—TD Received:

TTRLND AL FERTT,

aAVTFIUY T4IILE .



| RZEE T

avyFry 7404 |

ZH

X

Bl

HAT 7 Vv —~74 (HAT
Group Name)

$Group

Av—=VDA Ty NRFIZ, BEHN—
BT HEEEINV—TOLENCESHBZ BN
£, BEE I N—T LN IROEAIL.
SCH T>Unknown<) A IILE T,

A= T7a—RY —
(Mail Flow Policy)

SPolicy

Av—UDA Tl NREZ, EBEHITHE
HALZHATRY > —DARNCE X2 bvE
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VA B L ET,

« [Z{E A—/LR Y >— (Incoming Mail Policies) ] % 7213 [24{8 A —/L7R U 2»— (Outgoing
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« MERE (f6k5)  (GB2312)

« PEEE (A7) (HZ GB2312)

« BE[EFE (ISO 2022-KR)

o @ [EFE (KS-C-5601/EUC-KR)
« HAGE (Shift-JIS (X0123) )
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