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* [S/MIME RFEE 721315 512 L L7z (S/MIME Verification/Decryption) | : S/MIME f#

FEETIIE S, HDHWVIEEDOWMFITRB LA v =T ORI

[SIMIME WFEAE B 255 Eh L E L7z (S/MIME Verification/Decryption Successful) ] : S/MIME

AN LTZEEE 2 ITE 5. D WIRE S EREER I LTz A v 2 — Y DO,

[1EH 78 A y*’fz~°/° (CleanMessages) ]: =T AN HIL, UANLATHANLTHRWNE

IR EHLIZ A o ZEFHNOAX Y T ay ([HaxDA—L R —THUHESH
/W”Lt% /JZ»*“/&TJ:) EER LTI ESNTLEFRA v — V%2 Rk EMIC

RLEBDOTT, L, VANAGEEIZIZANRNLGEE LTy —27 SN2 0b

LIEEINTEA v E—VITEFHINRVD T, EEDORA v E—VORMEHKLE. 207

V=2 Ay =V ORITRRD TR H Y 7,

s TV A A= AyEg—

s [v—T T 4T Avt— (Marketing Messages) |: 72 & %1%, Amazon.com D J 9
B, TR T2y a NIRRT 4 T TN Ko TRES T RARZ A Y
VT A =T OREL

[V—Y %/ Fy NU—F 27 A v+— (Social Networking Messages) |: —3 v
Ry NU =27 HEVVHEEEE Web A R, T — T LR EINDOBHAA vy E—T D
w8, 7o& ZIF, Linkedln 7 4 —7 A, CNET 7 4 —7 L7 ENH Y £,

[NV A wE— (Bulk Messages) |: 7 7 / BY— AT 4 743D TechTarget 72

E.RBHENTOWRWS—F T 4 T TN—T ko TEHESNEIRE A v =20

Avb—V TR TEMEHLT, 20T IAVIIFHRTLHA vE—TYDOY XA M ERR
T, FEROEED T VA A= T VKIS 2FZE 27 ) v 7 LET,

N

B Aob—Y 740 HI—FL, 74NMZITEoTEH
0y FINTED, RUCAINTED LN A vE—Y
X, 7V = LT ENET, AvE—Y T4
HIZLoT Rueyrasnin, "NV AESNAvE—
ik, REBICEENER AL

Ayt— jo) ’I*‘Ejili

AV E—VEEFA NN, T T EBBETHOT, EEONT IAVITELET 560360
FT, LT, AL, A NVREME, EREe T 2T E~— T ST A v —
UM, arTrY 74 NAICHE—HTAIERH Y ET I N OB AL—VIZENT, TU b
TVA 7 T4 NZIZEDIREE (ZOHAE, A ve—URREE» DRSNS F THEH ST,

U —7 X2 —IZXDWBEPFMTONET) OWICANRLREME, VA NVAEME, ~ VT =T
M, BXOarsoy 7402 00— S IFRHEMTIDET,

T2 2T, AvE—UNRANRLGMEE =7 ZND L, TUT ANLEEN A/ NLGIED X
=R Ry T THIIICHESINTWVDLEAIZIE, Z0AvE—URRay s, AN
LATCEPESLET, EHIT, ANLGHEDA v =V &5 EhE A T T A TR
L. D a T oY ZANENIDRA =V Rayr Ny FRE3RETH X5

EFs—nLtxaysq w=s0EAsE



BF AL tFa)T+ E=20EAHE |
. [3%{E A —JL (Incoming Mail) 1 R—

T U FANRBEENRESNTVDIEAICHL, ARLIT U Z IS LET, AvbE—UN0
ANABEME, A NVAGME, R LT =2 T BT R WRES, o T Y T4V Ay
¥ NI T AT T,

[5{E »* —JL (Incoming Mail) ] R—
[5%{5& #—/b (IncomingMail) |~—LTlid, BEVOEFA—/L7— bU = A (kT 5T
TOYVE—FRANOBFA—ANEF =2 )T 4 E=FEERICE > TUES Y T2 A 21
BICBEH L THEERIT) AW =Xt InET, 2k, A—LVEEEDOIPT RL X,
RAAL Y, BEOMRE Ry PU—2 F—F—) CHT 2565 ETE ET, A—ABEH
DIPT RUA, RAAL 2 MRIZOWTE, EEHE w7 7 A VR EFITTEET,

[%1F A —/V (Incoming Mail) ] <~—IZi%, [FAA > (Domain) ], [IP 7 KL X (IP
Addressl) ]. BLO [y hU—Z7HiA#E (Network Owner) | D3 FIHEDO E 2 —ANHEENT
BYO, VAT AT AV E—FRA MDA Ty gy PABRLEZE 2 —CEtENE
j‘o

B A=A — NI 2 CHREFLOTRCONRTY v 7 ) ZAF—Z A—LEEE LT B R
ALYy (Fl3 2= T, IPT RVRAERIER Yy NU—T 4 —F—) OF ([ZEA—
VOFEM (Incoming Mail Details) 1) NE/RSINET, F— bV A AT XTOA—L
D7 —%F=FTEET, fEEDO RAL NP/ Ay VT —2 F—F—% 27 v 27 LTRY L
T, FEETR T 7A=Y (VU7 LI RAAL VNP/IFy NU—7 A —F—I|Z[H
HD[%Z/E A—/v (IncomingMail) ]72—3) O ZDOREFICETL5EMIT 7 BATEET,

FERFRER T RTOINNT 7 4/ N TRRINDIDITTEHY EHA, T—7 LD TFOD [F
(Columns)| V> 27 %27V w7356, BidiFRey MRRRENET, 22X 774
Jb R TTIFERRIT > T D [EE R~ D = TN X 5 H (Detected by Advanced Malware

Protection) ] ¥|% & R TEXE T,

[3218 A —/V (Incoming Mail) ]i%, —EHDOX— (%1 A —/V (Incoming Mail) ], XFH 7
R77AN BEROEFEEI V-7 LiR—F) ZF0LLIIHRT 22 b TEET, [ZE
A—/b (Incoming Mail) | X— TlE, ROBIEEZFEITTEET,

s A—NEEHDIPT RLUA, RAAL Y, FRITHEBE (Ry bU—27 F—F—) IZET3
R 2 FATT %,

cEEFEEHEIN—T VAR — ERRLT, FEOERE I/ N—TBIRA— LT —K) —
T Uy a Al LR AR D, FERICOVWTIE, BEEINLV—T LER—F (18 X—
V) BBRLTLIIEEN,

TN bOD, EXa VT 4 —ER (FEFELVEaT—var T4 F Y T
TUTFANRA, TVFUAINA, T A=) IZXoTTuav s ENiAvytE—T0
Bip &, A—/VREFITET DR MEHE R MR T 5,

T UTFANKELET U TFUVANAEFX 2T 4 h—ERICL->THIESND, REDA
NEAFERITTANAET A=V EEE LIEREEINCY — 5,
cIPLE=2T7—varP—ERZMEHLTRHEDIP T RLA, FAAL Y BLUOHEOM
DOEMED R U NZE 7 L ST 24TV, REEICET 23EMA2 ST 5,

B EFA—LtFa0T1 E-2OEASE



I BFA—ILEFa T4 EZF2OFERAE

215

EXA—IL

zEi—1 [

BEDREEE RIALL T LT, REEDIPLEaT—varAar, RAALVANE
B ULEEEE I N—T R, IPLE 2T —Y g U —EANLEEE T 53
ERET 5, BEEEREE I V—TIENT 5,

T UFANRDNELZT VFIANA X2 T 4 =L RCL>THIESNS, KED
ANRBETNTTANAEL A —IVEEE LIFEOREEE RUALL T T 5,

s RAAL T DEMANEE LD, (MWEIZSELT) RAL IPT RLA £720F
Py NT—7 F—F—DT a7 7 A ) X=Un5 [BEEH T NV—TITEM (Add to Sender
Group) 127V v 7 LT, BEFOREHE I/ N—TIZIP T RLU A, RAA 2 F2ITHER
PBNCEET, BIANEZETDIHIEDODOF— T2 A DREESH LT ZEN,

REEIER
e ZfEA—L (133—2)
o [Zf5 A —/LOF A (Incoming Mail Details) ] U A & (14 <—2)
o T A NRHEHPAENDRESR—T BEE TR T AN =T (16 %—Y)
CEEEHEIN—T LR—F (18 3—Y)

[318 A —/V (Incoming Mail) ] X—Y TiL, VAT ATEHEFADOTXTONNT Y v 7 JR
F—=DVTNVNEA LTI T 4 ET A ~DT 7 ARSI, ZEHO FREED KA AL v

(B A =V ORER, 7V —r A=V 0RER, ZL—A—L A vE—V DR
B BEO[ZEA—/LOFEM (Incoming Mail Details) 1Y A b W9 25D 7 & a v THERR
SNET,

[%2fF A —/LOFEH (Incoming Mail Details) 1V A MIEENDHT —F OFHICOWTIX, [
fFA—/LOFEH (Incoming Mail Details) 1V A & (14 X—) ML T EI0,

FEIR R
A=) R R 7T 7B LR EEMHICE T 2EEFEE (13 =)

A= bLU R TSTIZBITSRREERICET HEEEE

BFA—IN X2V T4 = 5(1%% . = NV = AZHMAT DA =T 7 — X &
RS LE T, T—XIT0R T LICEHINETN, VAT AR RINDT— XL, BE
DIAT AR LD S 120 0N E T, TRINDIERICED D REMGEHEEZEECEET,
F=RFVTNEALTE=HY T ENTHWEDOT, FEHRITEMMICEFR S, T—FX—
ACHEHINET,

RFFHIEGHIL, IRORICFERHDOA T2 g VI HBRL £,

RUBFA-ILEF2UTo EZSHRTHEATRLEREER

GUI T:EIR L =B EaEE EE
R (Hour) EITD 60 77 + F K5 47
H (Day) [ELIT O 24 IFH & EE D 60 43
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EF AL tFaUT4 E=20EALE |
. [Z{EA—I/LDEEH (Incoming Mail Details) 1') X +

GUI T:EIR L 7= BFRASEE E&

Week ELO 7 B + % A ORGHE L 7= RER

30 H (30 days) ETD 30 A + 4 B Of&GE L 7= K
90 H (90 days) BT 90 H + 2 H O L 72 RefH
WEH (Yesterday) 00:00 ~ 23:59 (“FAll 0 g ~/F1% 11:59)

42 H  (Previous Calendar Month) FDOHOHEHIOH D 00:00 ~FDH OFHEDH D 23:59

A3 A 2 L (Custom Range) FRE L72BAn o BAT & Rl 36 KL OWE T o0 [ A & Bf ] CUH
FE T HiPH

L L R—T 4 > T A F—T ML TS &, RRINDRFMFEHA T > a U RERRY F
T, HEHEB LA — b T— ROFEHIZ W T, Cisco Secure Email and Web Manager (M 3
J—X) OEFRF—E2ESBR LT EE0,

[Z{EA—I)LDEH (Incoming Mail Details) 1') X

FA AN = T2 A DTV 7 U AF—Z8HE LTz EALEEE N, =15 A —/L (Incoming
Mail) | X—V D FEBIZHDZESINTINBRAAL T A NORICBRIN L E 2 —TRRSN
T, T—FEY—RITHIL, ATLEMLEZ Y v LET, OB T Y OB
WTIE, B A—LOSE (10 3—2) 22RLTL7ZE0,

ZTNWDNSIV Y 7T v TDFITIZE T, VE—FFRAFDIPT FLA (DFED, FAA
V) BB SN, AMESRIEESNET, ¥ TLDNS Ly 7 Ty 7R L OREERAEOFEH
WZOWTIE, BIA—NEZETHODOT— N oA OFEESHRLTIEEN,
EEFHOFEMO Y 2 MZiX, [~ U — (Summary) ] & [T_T (All) D250 2—2HY
ij‘o
F7 4 kD [EIEZF DM (Sender Detail) ] £ o— T, ZREBENRITFLIEA vE—T0
BRI, BT TVHONRPNEENE T, 7T VI, B (Overview) | X—T D
[%/§ A —/ ¥~V — (Incoming Mail Summary) ] 77 7 L[F L C7,
[[PL 27— 37 0 LHZIZ K5I (Stopped by IP Reputation Filtering) ] DfEIX, RO
BOBERIZESHTEBSNET,

« ZOREFENLO REINZ] A vE—Y0H,

G INTo, ETCIE TCP S Ok (FarcEs s nE7) .

@#)L; & 0)7{ /VE—:‘/%I Li‘d’?é?%x_&)fi%ﬁo
B AT — N A IZEWAMBIIT N TWDIGE, S SN -Bho Ef 725z 55
FRNCHEFF CE EH A, 20ROV, EGINEROEIT, ARHHRE CROBEEE 72
EEHEIZOWTORMERSNET, 2056, RSN 2MHEIT TR ( 2F040n<Ltb
DED A v E—UnHIE& i EfRTE £,

B EFA—LtFa0T1 E-2OEASE
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I BFA—ILEFa T4 EZF2OFERAE

\}

[FAA VIEEHRNHY T A (No Domain Information) ] .

G¥)

[MEZE (Overview) |"™—YD[IPLEaT— a7 0 VFZIZX D151 (Stopped by IP Reputation
Filtering) ] D%, #«T@ﬁféﬂt&M@%éﬁ%ﬁﬁ’% ESVWTWET, XEHE
B DFERGEELTZ T D3, At DT WZRREMTT,

FRTEDHBIMON T KIROLEEBY T,

[BEft 57T (Connections Rejected) ]: HAT R U v —lZ K> To v v 7 ENT-TXTOER, &
T AN = F T 2 A IZENATRT DTV AEE ., SR SR O B2 R EH
BINCHERFCE ERA, TORDYVIC, HREINEROKIT, SRR TR OLBEE TS 70k
BEIZOWVWTORHER SILET,

[BeA&GR  (Connections Accepted) ] : 52T AL B LTz T TOHERE,

[RAAL LV EaT— a7 4V ZIZL 5151 (Stopped by Domain Reputation Filtering) | : 2%
FBERAALA DL 2T =Y a VHEICESWT T vy 7 S A v E— T OREL

[ZE#E AT v MUIZ X D151 (Stopped by Recipient Throttling) |: [V E =T —3 3> 7 4 L4
\Z & D181k (Stopped by Reputation Filtering) ] 2 > 7R—3> hT9, HAT ERAE (1 BFREY
720 DRRZEER, Avt—UH0 ORRKRZEER. 3RO DRRKA v E—Y
B) oI EBAloll, IEESNEZEA Yy E—VORERLET, oL, HES
ENT=h. TCPHEGROBEGICEET 2ZEA v =V FHEE NEFFENR T, [LE 2T —
a7 4 NZIZX B (Stopped by Reputation Filtering) ] 3EH SvE 9,

B~/ = TN L 58 (Detected by Advanced Malware Protection) ]: 7 7 A /L L

BaT—alr 74 NWZ 72k o, 77 AMVREEOHLL 7 74 /LE LTHRE SN
Avt—y, ZOEIZE, 77 ANVGITICEVERERS D LR ENTHEDT v 77— &
X7 s A NVEEENEEA,

BEMEBIEE (Total Threat) | GEEZF L E a7 — a LIk VRIEEnT-, EohieZ(E35,

AL, BEORTA VAL LTHIEESNE) BEA v -V 0K

T—=TNDOTFEIZH D [F] (Column) V7% v rF5E, 1T LORRFIERRIED
B ET,

ZOUVANI, BTLRAELYV 2% 7w T5L Y= ENET, DT7L2AHLOICH
HINSTRZABIE, T—XOBRAED Y — MUEASINTWAED T LEZRLET,
ESPEDEYS]

[RAA UNEHRMPH Y £ A (No Domain Information) ] (15 ~~—2)
cFEMIORBINEDE (16 ~—)

[KAA IEHRMNHY A (No Domain Information) ]

%%%~wf—kvm4uﬁﬁbk%@®\ﬁfwm@wy77yffﬁﬁf%ﬁﬁotP
AANE, BHRAAL V[ RAAL B #RPH Y £ A (No Domain Information) ]2 HEIRJIZ
HahFEd, IO OFEEOKRIES WA A ME, REEORIEC L > TEHTEEY, &
FA—NEZETDHEODT = 2 A OREZSZRL T ZIN,
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B zaomabe

HHOBMWEHE
7— 5 B

BFA—Lt¥ayT« E=40EAAE |

UAMIRRINDEGBEHEORIZL, [FErSN7-HHE (Items Displayed) ] A =2 —nHERNT
TET,

BIA—IN X2V T 4 T=XDOT =T NMIERINTEEEIZONTL, TOXREE (F
AL [ RAA NEERPH Y £ A (No Domain Information) 1V > 7) &7 U w7 L THEDE
FBEICET M E FU LT LET, MRITEEE e 7 7 A V_X—VIZR RS, IP L
E;?—yay#—fxﬁ%@UT»&%A%ﬁﬁ@ihiﬁo%E%7m774w&—9#
i, FFEDIP 7 RV AEZEI Ry NU—2 A —F—CBT25EM% RYULZ T TEET
(T—FRRAAENDHEN—V  BEHE T 774V =T (16 3—2) &)

[5f& A —/v (IncomingMail) | X—L D NIZH D [IKEH 7 /L—7D L AR— K (Sender Groups
Report) 1 U2 %20 w2 LT, BIOLHE—F GEEHIA—F L— 1) EERT D&
L CXFET, BEZINL—T LR— FOEMICHOWTIEL, EEEZEIL—T LR—F (18—
V) EBRLTIEEN,

RAENDHER—T  FEHTOT7A L R=D

[%1§ A —/V (Incoming Mail) | <X—UIZ&H 5 [ A —/L D7l (Incoming Mail Details) |7 —
TNEI VI TDHE ZORRELTEBE TR T 7 AN SN—UNRERRINET, TDX—
VIZIE FEEDOIP T RLVA, RAAL Y, 3l Cry NT—2 F—F—) OF =2 n3E
FNTVWET, FHEHET BT 7 AL X=VIE, FEEFOFMIERPIRENET, LEOR Y
NI —27 F—F—FIEIPT FLADOREE T 7 7 4 L =%, %8 A —/V (Incoming
Mail) | N—=VERIIMOEEE T T 7 A R=V THEDHBZ 7 YV v 7 LTT VAT
EFET, XYy NUV—7 A —F =L, FAA L E25Lx2 T 474 THY, RAL UL IPT
RL2ZGhT T 47 4 TT, ZORBRBIUIP LE 2T — 3 o —E 2L OREROGE
ANZDONWTIE, BFA—NEZETLHEDODTF— N oA OREEZR LTI,

IPT7 RLVA, Xy hT—7 A —F—BILORAAL NIEHLTRREINDIEEE T e 77 AL
~9ﬁ\§9£ﬁwi¢o%h%hm&~ymﬁ\:@%E%#%@%E%~»K%#éﬁ
FZI7RBLOY~ ) —T—TARNEENET, 77 7O FIE, ZOREHICEETDL AL
itim?%ux%%Tﬁé%(@ﬁ@W?hvzmém%7m774w«~“a@\#m
RUANMIGENTEEAL) | BIOZOREEEDOHIAD SenderBase fFH, BZEEH I/ NV—T1F
W, BELORy NI HEREBONEREZ arRNdH D £,
e Xy NT—7 F—F—Ta T AN R—=VIZE, Xy NT—2 F—F— BLORZD
X NI =2 F—F—ICHETDE FAALRIP T RLACHETAERNEENET,
. %%4/7m774’/1/f\ﬁ\“‘& F, 2ORAAVBIORZO RAAL IZE#ETHIPT R
BT RN EENE T,
-m?vafm774w&~9mm\m?PvzmﬁK%ﬁé%ﬁﬁ@ihiﬁo

BEEE T 7 7 A N _X=UE, X=Y DO THOBUEDIERT — 7 WVITIROT — &2 BN E
EFNET,

sIPLEaTF—TarHh—ERn5048a—nNIUESR, 7L 2iF. ROBHTT,

*IPT RLA, RAL A, £3Ry N —7 F—T—
Ay NI—=7 F—=F—=OhTI) (Fxv hV—27 F—F—0D%H)
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| EF4A—LEF2UT4 E=2DEAAE
FaprgmaRrEnsBE~R—2  2EETOI7A LA~ ||

+CIDR#iH (IP 7 KL ADH)

cIPT RLVA, RALY, FliFHy hU—7 A —F—O R~/ =F a2— B X
RHEN v =F a— K

c ZORBEDOLRIIDA vE—VEZEFELTHLD R

KB DREHFE I/ V—T L DNS BRFESNTZNE I IPT RLAREE T 7 74
L R—=T D)

HEN~7=F =2— RiE, BEIL24ERIC AL UREE LA vE—VOOIAETT,
HEOHEIZHEHIND Y b ¥ — 27 —/L EFREEIZ, SenderBase ¥ 7 =F =— Ki&, 10
R T OB AR L CEBEIND A v E—VOROEETT, BEORKHER
EIX10ICRESNET, Ziud, HROEBEBF AL Ay =0 (I 100EA vE—
V/IH) Y LET, MEEEEFHLEEA. 1AM Y hO~ T =F 22— ROBEINT
FEEEDFED 10 fFOHITHEYE L E T,

AL~ =F =— Rid, EHIT 30 HREIGEE SNZE A —VORIZESWHTEHIENH
HENZEERWT, AR~/ =F 22— FNEREUFEEZFEH L TCRBENE T,

¥y~ S =Fa2—K (IPT7 KL ADH)
CHRBREA0HDOE IP7 FLR Fa7 7 AL =Y DH)

«Bonded Sender A7 —# A (IP7 KL A 777 A )L =T DI)
cIPLEa7—varAay” (IPT7T KRBTy A_—TDH)

BIDOA v E—UMLOR (XY NT—2 F—F— T a7 740 X=VBLUF
%4V7D774W&%y@g)

DXy NU—7 F—F—ZB#HT D RAA D (Fy NIT—0 F—F—Tn7»y
AN RXR=UBIORAAL Y T 77 A)L RX=T D)

DRy NIT—T7 F—F—DIPT RLAD, (xy NTV—7 A —F—Tar7rAL
R=TUBIORAAL Y T 7 AN =T D)
cEHFA—NOEREBIHEHAINIZIP T FLRAOEK (Y NV —7 F—F— X—=TD
)

PLEa7—va =R Lo TREESN D TR TOFRPTER S NI — T E R
F5HIZ1%, [SenderBase’ H DREMIEH (More from SenderBase) |V > 7 %7V v/ L&
R

« A—)L 7 A—#EEHE R, EEFICOVWTIEIN, & LRREREIC D287 A —

Nxa VT4 BE=XIEREELET,

e ZDRXY NI =7 F—F—lZ Lo TEHIND RAAL VBIOIP 7 RLRAIZET 55
X, Xy NU—7 F—F— T a7 7 AN A=V FRENET, FAALUHNOIPT KL
BT 25EME, RAAL  R—=DiIZERrEINET,

RAAL L TaT 7 AN RXR=UnbREDIP T RV A% FUALE T T FUIAT v
FLTHET e 7 7 AN XR=VEFRRTEET, £/o, 77 LD TEIZH D [
(Columns) (V> 27 %7 Vw27 LT, [IPT KL A (IPAddresses) |7 — 7 /VNOEEET
RL A Z L2, [DNSKZE (DNS Verified) | A7 —# A, [IPLEaF—3 a2 2a7 (IP
Reputation Score) ]. B L O [IFTDOEIEH 7 /L—7 (Last Sender Group) ] & F T 5T &
HLTCEET, ZOT—TNVNOLEDHN T LEIERRITLHZEHTEET,

EFs—nLtxaysq w=s0EAsE



BFA—Lt¥ayT« E=40EAAE |
B :=z70071008%

Iy NU—7 F—F—=TaT 7 AN X=Vpb ZOT—T LD FEICH S [

(Columns) (V> 27 %27V vy 7352 &ICL0D, [FAA L (Domains) | 7—7/LAND K
AA T L0 [HES  (Connections Rejected) . [###t &GRS (Connections Accepted) ],
[ZEFH A1 v bW X D151k (Stopped by Recipient Throttling) ], B X O[EER~/L T =
TN X A8 (Detected by Advanced Malware Protection) | 72 EDFHR AR R TX F
T, TOT—TNVNNOEEDOH T LEIERRITHIELTEET,

VAT LAOEBEOLAIL. INHOHER—VT (WMEIISLT) T AT A DF =y
IRy I A&7V w7 LTHE [EEEZNV—71ZBM (Add to Sender Group) 1% 7 U v
7L, BEEHEIN—TIZRXY NU—2 F—F— RAAL 2 FLEFIPT RLUAZEBEMNT
HZrbTEET,

o, BEEOBIEOHERT — T VORGEE I N—TTERO FIh D [EEE I V—TI
B (AddtoSenderGroup) ]V > 7 %7 U v/ LT, #EEIN—TICEEEEZEBNT D
ZELTEEY, BEHEEXEE I/ N—TITENT D HEOFEMICOWTIE, B A—L
EZET OO0 oA OREESHRLTLITEIVN, YR N, LT LLAERZ
TOVEIZHY FHA, EX2 VT 4 P—ERIEFERBA—NEZUHIELZ L TEE
R

REEIER
EEFETO T A NDOKE (18 2—)

EEHEITOI7MILOBRE

FEDOEGBEEZMRBET DL, [Z7 A4 > 7 FFE (Quick Search) Ay 7 AIZIP 7 KL A, R XA
A, FFMBL 2 AN LET,

BEET 0T 7 AN XR=URREEOERE LICFRRINET, T DT HIATN L B
NV KEE T T A =Y (16~—2) ZZRLTIESN,

EEHEITIL—T LAHR—F

EEHEINV—=T VR—MI, REEIN—THBLIOA =L Tr =R =T 7 v a LRIO
BfioV~ U —Zft L, SMTP il L O A—L 77— KUY v—D MY REERTE 5
XolcLET, BEHIN—TI2LD A—/L 7r— (Mail Flow by Sender Group) ] U A hiZ
X, BEEE I NV—TOREB LB RSNET, [(A—NVT7r—R) =T ar
IZ X 5856t (Connections by Mail Flow Policy Action) ] 77 7%, %A —/L 7u—RJ > —7T
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B 75r5049 7005 (OutbreakFilters) 1x—2

TVLA T T ANZIZE > TREESN - A v B—VICETAERPRINET, ZOX—U%ff
HLT, /82K T4 NA, k. BLORT7 4 v o T T A EZE=2 TXx F
j—o

[# A 7B (Threats By Type) | &7 v a lidk, BFA— AT —FU oA ICL>TRES
T BB A vﬁ_y@éiﬁif£547ﬁ>ﬁéﬂiﬁ‘o

[&BEiY~ Y — (ThreatSummary) &7 3 2 2, [w/4 7 =7 (Malware) ], [ 4 v 7

(Phish) ], [FE#k (Scam) ]. BEI O[T 4 /LA (Virus) JIZLDEEA vE—V DHNFRIVR S
NEF, BEE 7V v 7358, AvE—Y I vF T EFEHLTCEORIZEENTNDT
RTCOAyE—=VDY A NRERRINET,

[EEVEROT 7 v 7 LA 7%~ VU — (Past Year Outbreak Summary) ]1Zi%, Z @ 1 FEfIZH
72 7= VBAEB IO =D VBERRRINDDT, =Ly NT—=7D L R
Lra— U Ry RERETEXET, Fa— LAY 2 NI, TTo%RAE (YA LA
LA NALSNDTTT) O EMESTT, ZHUTK LT, m—AARAE, BEVOEFA—
NT—= N 2 AN BEE 5T VANVAREIRES N TWET, v —I/VEREAT — 2T
L. VA NVAUSNOEBITE ENEFA, 7T —SVEYRAET — 21X, T N7 LA U REBE
THAERESINTWD LEVWMEA M 2 7=, Threat Operations Center (& X - THiH S 723X T
ORAEEFRLET, v —WVEYRAET — XX, TV N7 LA JRBECHARES N TS L
EVMELZ R, ZOT T IAT UV ATHRHINTETRXRTO YA NVAERERLET, [R—
T NAREDEFHRF] (Total Local Protection Time) ] (. Threat Operations Center (2 & 54 7 A
WAFAEDR &, FERU X —IZEDT VT IANA T =F v DA & ORI ZEICH I
DNTWET, T LT XTOT e —SURER, BEWOEBEBFA—NLT =T xA] i”E“
EHEZDDTTEHY FXA, T T RERFRNFELROD, T FIANA R
H—=InH T =F v R EAFTERNWZ 2R LET (—HORE—1X, v 7 =F v
EHELEREA) o ZHUL, RERMPEr THDL 2 LE2RTOTIEIRL, RERFMOEHIC
VEREREAFTERNIEEZRLET,

[FREfE X AL7= A v &— (Quarantined Messages) | &7 v a > Cld, &Y~ 1 /L% ORGEEIRILD
BEPRESNET, ZiUE, BYT o L Z PR LT BTER R B A B — Y O AHET 5
DIENEHSORETT, RBEfSN 72 A v E—T0F, ﬁq:jjﬁzﬁ%* R ESNET, W, AvE—UF
TrTFITANABIOT U F AR = ADMEHFTRBIZ R DRNCREE S NV E T, A vy E—Un
fRILENDE, TovFIANABLIOT VFANRAY 7 R 2T I Lo TAR Y Sh, Btk
M 7= EHESNET, BN T X T OEBMEICL Y . A v — U0 REEREL
NIZHDHEETH, AybE—YoREELV—L (BEXOREEMT ONDHAE) BEEIND5GE
B ET,  FREEFEEICA S 2R TR <) R A v — V28R 52 L1280,

T DI K DIRELE D E £ 7,

[ DFEAE (Threat Details) ]V A MZIEZ, &BOHT TV (TANVAL FEIK, 72137 4 v
) L BB OL4REL BEOBH, SN A v =T 0K RED, FEDOREICET S
HHRPERSINET, VA NVABEOGAEIZMWMEVFEROTANAT T N7 LA 7 (Past Year
Virus Outbreaks) 12, FEAEDLRIE ID, VA VARAERYD T a— Ui &7 3,
T RNTVUA T T4 NI Ko TRESNDRERR, BIOREESNTZA v E—V 0N E
FNFET, BEAOA=a2—%2FHL T, Za— LR EFHIIa—LREONTIN, BX
DRRTHEA =B ERTEEST, ZOVANMI, VT7L2RAHLEZ Y w7 LT/ —
FCEET, Bz 2V v 2958, Avk—Y TR ZE2ERALTEORICEENATH
HZTRTCOAYE—VDU A NPERINET,

B EFA—LtFa0T1 E-2OEASE



| EF4A—LEF2UT4 E=2DEAAE
[DA4ILR 24T (Virus Types) 1 R— .

(AN 7 10— )L CHERE L7= H I (First Seen Globally) ] OWfEIE, R KKDOEF A —1FB
FOWebE®=#Y 7 x>y NU—27 T 5 SenderBase D7 — X |ZH-SU T, Threat Operations
Center [Z X > CIRESNET, [IRERFR (Protection Time) ] 1%, Threat Operations Center (Z &
DEGHOMIE L, EBENUF—IZXR DT U TFUANA LT =F v OfFRE ORFEZEICEES
TWET,

o) 1L, BREREDNEE LRV, T FUANARE =5y 7 =F Y Bl & AFET
ERNVWZLEERLET (O -, VIS =F v ERE LEEA) o RERRENE
BTHHILEERLTWDEIDITTIEHY A, LA, R#ERMOBEHICHERERE AT
TERWVWIEEERLET,

[ZEAYE—VNEDE v M A vE— (Hit Messages from Incoming Messages) | &7 v =
WZIE, DA VAR 7 7 A0 EOMOER GED v AME) | EERZER v E—T DO
HEHPTRENET,

(B~ NEloe v b A >tE— (Hit Messages by Threat Level) 12727 2 a Zid, BB L
NV (LL L~ 5) [ZESWTREEBA v E—Y (74 VZAEBLOIET 4 LV 2ME) OFEIG
EENREINET,

[T b7 LA IREBESILTUVD A v— (Messages resided in Outbreak Quarantine) &7 3+ =
AAZE TR T LA TR ) TICAS TWEBE A v 2 — V00, ZOHICIE3\T
IRENET,

[EX#x 572 EATURL (Top URL's Rewritten) ] &7 3= L, BAERKIZE ST, E
EHZ ONT B 104D URL 23 A FTRSNET, EEHZ H472 URL 2 & HICRRT
LI, [FBrRENeT A7 A (temsDisplayed) | Ry 72 o 2R LET, BEEZ2 Y v
I35, [AvE—Y T vXx Y (Message Tracking) | X— U T@ERNLcEZHZ DT
URL 250 _RCOAvE—VDY 2 MREREINET,

[77 b7 LAY 7 4% (Outbreak Filters) |<— VAT &, ROEREBIGCTEET,

TREEENTVWA R v =YD E . FNHLDOBHEBDE AT
c TANVAREIIRTET I N T VA7 7 4 VHBERED Y — K X A A
« I — N A VAR LG Lo e — L U A L ADFRAEIRD

[DA4ILR 24T (Virus Types) ] R—

[VANARZAT (VirusTypes) | X—TTliL, XY NV—ZIZRALTETVANLVABIRR Y b
U= NHRESNTTANVADEINREINE T, [VANVAX AT (Virus Types) | ~3—
Wi, BEWVOEBEBFA—NT— N oA TB#ITH5VANVAZAT Y Lm0 VUL > TS
NTETANABREREINET, ZOVR—FEFHL T, FFEOTA NVAIIK L TREDT 7
VarvEFETTHIENHRESNET, 728 XIE PDF 7 7 A JVICHAGA TN D Z L AVHIA L
TNDTANAE KREIZZE L TWDHEE, PDFRIRMNENTHND A v =V % RHET 27 «
BT areffild 52 LRI nE T,

BEDOIANA Ay TV EBFITLTCODIGEA, [VA VAKX AT (VirusTypes) |3—
DITF, A XTI TWVWABTRTOTA VA AF Ly TP ORERENEENE T,
NR=VNWIERENDTA NV ADLENE, VANVA AF Y TVl K o THE SN T- 4|

I EFs—nLtxaysq w=s0EAsE



EF AL tFaUT4 E=20EALE |
B weLo L5y s (URLFiltering) 1x—

TT, HEOAX YL o DU M1IODO AN AEBRB LIEAS. BIU AL RICx LT
DOy N BGFEETDREEENH Y 97,

[VANASZAT (VirusTypes) | X—PI2iE, *y hT—ZIZRALTEZUANVABIOER Y b
U — 7 TEZE SN VA NZAOMENRINET, B LIEZE YAV AD AL (Top
Incoming Virus Detected) |7 > 2 iZid, Xy NV —=JICHEHESNTZTA NV ADTF ¥ — b
Ea—RRIETERINET, B L2k E Y A L ZAD AL (Top Outgoing Virus Detected) ]
v va i, XAy NI DB ERENTEVANADT v — b Ea—NEIETERINE
D

GE) UANRITERELIEZA v =P Ry BT —Z KB LR A M2 FRT 5123, [ZIEA—
/b (Incoming Mail) ] <X—IICBEI L, [F UMEHREAIEEL T, vAVREMHENICY — L
E9, BRI, Ry FT—INTUANAGEDOE T A =NV EZFELIZIP T FL A E2RKRT
D10, HEA v E—TEH (OutgoingSenders) | X—T & F R L, VA NLAGEA v E—
VHNZ Y — L ET,

[VANAZATDFEM (Virus Types Details) | U A ML, BELEEZEAyE—Y, BX
VG A 2=V ORBIR ERED A VAT DIERNF RSN E T, B LEZEA Y
TV O A NI, VANV ADARIBEI RO VA NAER LTIZZEA v E— VO
BRFRENET, FERIC, BEA v E—VOFMY A M2, VALV ADARIBLOZOY
ANAER LTZEEA v B =V ORBINRRINE T, VA NV AORBEOFEMIT, [EA v
t— (Incoming Messages) |. [£{8 A v &— (Outgoing Messages) ], F72IT[ERE LA >~
t—T DG (Total Infected Messages) | B2 Y — R T& £97,

[URL 7 «JL%Z 1) >4 (URLFiltering) ] R—

sURL7 A4 NVH VT LiR—F TV a2—/UE, URL 7 4 V¥ U T IMHHDGZEZDHN
NEINET,

cURL 7 A4 NZ V7 LAR— NI, EZEA vy E—VICH L THEATEET,

cURLZ ANFZ N T 2PNk oT (TUFRRNT O RNT VAT T ANH AF ¥
DO—EE LT, FHRFAvE—V/arT oY T4 N2 E2ERALT) Ay ENd Ay
T=VDHNR, TNHLDOEYV 2 —VICEENET, 72720, LT LHTXTOREIURL
TANEZ Y RO BITEKT 5D TIITE EE A,

[ LAZURLA 7 =Y (Top URL Categories) | E¥ = —/LIZiX, 2T Y T4 F E2lE
A=V T4 NFC—ETHNEIDIILPDLT, AFx X SN A v =V THIH
ENTTRTCOIT IV NEENET,

FZEA v —VICHEMNT D ZENTESLURL L 2T —2 gy LULiE 1 D721 TF,
Ay —VIEBEOURLRHH5HE. A vE—YNOURL DR BEWL 2T — g
DFEEHERICKE SV E T,

[E¥= U7 ¢H%—EZ (Security Services) ]>[URL” /L% U 2 (URL Filtering) ] T
WMELZZa— L) A RDO URL L, VAR— MIEENEEA,

ERID 7 4 VB THEHAESNAZHFARIU A RO URLIZLVA— MIEENTE T,

B EFA—LtFa0T1 E-2OEASE




| EFA-LEFaUT4 E=L2OERALE
[Webf >52 54932 k5 v¥2% (Web Interaction Tracking) 1 X— .

cHEDHDHURL LiX, TURNT LAY T4 N FIZE->TLE 2T — a3 UMW & fE
EN7ZURLTY, ==2—hJ/VURLEE, TURNT LAY T4 NFIZESTI Y v I K
OREN VI L HE SN URL T, 2D, ==— k7 /LURLIL, CiscoWeb & ¥ =
Vr g 7aXxic AV 7 T HDicEZBRZONET,

cURL T Y R=Z2D T 4 NHADFERIZa T YRBLIOA =Y 7007 LR— |k
WS VE T,

*CiscoWebEFx =2 VT X ickd7 U v 7D URL FHMEDORERIZ, LAR— MIX
ML EHA,

[Web1 2590232 k5v¥>2%5 (Webinteraction Tracking) ] NX—
i>
eWeb A XT3 ay hTuvF T Lik—hEFYa2— M2, Web A X T 7 ard
hT XU TREREINA R —T NV DGR DIRT — 2 NIV IAENET,
eWebA v ZTF 7 ay hTovXrZ LiR—h EDa2—E, UTAEALTITESSN
T30 oBEICERSNET, o, BEHIONZURLZZ U v 7 L72# T, Web A
VRS ay FIvXU T LIR—MIZOARY MR LAR— FEND F TITITREK?2
HEE b 2 E03H 0 £,
eWeb A XT3 ary hTuXr T LR—MI, VIAVAALLTEFINEYA, 77
T RICUAA LT FENDLEXWZ ONT-URLEZZ U w27 LI, Web A v & 573
VORI yRUT VR—=MIZOARY MR VR— FEND FE TITITHRK 2 Bi23035 Z
ENRHY FEF,
cWeb A XT3 ary TRy Lik—hMI, BZEAvE—VICRH L EATE F
j—O
sV Ra—¥FNI Vo Lz, 79U RIZIVEA LY FENDHIEXHHZ H17-URL (R
V—FFIET T RTUAT TANEITEST) OHEN, TNHDOEY 22—/ EENE
j—O
*[WebAf #7273 ar 7 vx 2 (Weblnteraction Tracking) ]~ S— i, RO LA —
MAEGENET,
IVRFA—HYNI v Lz, EEBMIAONT-BEEDH S LI URL (Top Rewritten Malicious
URLsclicked by End Users) . IRDOTE#HZ ETiifiL AN— FaRR$T512E, URLZZ Y v 7
L/\i‘g_(]
e EXMWZ ONTEEOHLURLAZ Uy LIz Ra—HD ) & K,
cURL 237 VU v 7 &= A& i1,
cURLBRY V—F=E T T NI LA TA4NZIZEoTEXHIONTZNE 5D,
e EBXWZ DN URL NV U w7 SN EXICEITENET 7V ay GFal, 7ry 7,
FEFARE) , URLBT Y R T LA T4V RIZEoTEXHZOLNTEY . KR
HENMERA TERWEE, AT —HF RIARHE LTERENET,
EEMAONE-BEEDOHDHURLEY Y vy LIzEfLT Y Fa—4 (Top End Userswho clicked
on Rewritten Malicious URLS)

I EFs—nLtxaysq w=s0EAsE



BFA—Lt¥ayT« E=40EAAE |
B szr—rno—smLk—r

Webf 235933 bIvFx 2 DM (Web Interaction Tracking Details) o R DEH A
BENTVET,

c VTRV AALY FENDEZHZONTZTXTOURLDY A~ (BEOHDLHD
LRV b M) , FMILAR—FERTRTDHITIE, URLEZZ Y v 7 LET,
e VT URIZUEA VLY FENDZEZIHEZONTZURLRYZ Y v 7 SNTHEICEITENE
Trvay EFe, Tavr. TRIEAR) .
T—HERRT DT, ROBIEEZFEITLET,

¢ [321§ A—/V7R Y > — (Incoming Mail Policies) |>[7 ¥V 7 LA 7 7 ¢ /L& (Outbreak
Filters) | Z&IRLTCT Y M T LA T4 NHFEZREL, A vE—VOEELIONURL O
BEXWZEANLET,

« [CiscoSecurity Proxy ICU B A LY k) 77 auZHALT, avToY 7408 %
MRk L £,

T Ra—¥NURLZZ Y v LIZEXIZEDOURL DHE (ERERITEEOH D) AW
Thdht. AT —FRAIARE LTERRINET, 2, =—FD 27 Y v Z7IKEIZ, URLAN
IHICTHEINTWED, Webr—ARNE T LTWh, BERAEETH -T2 TH 5 A]
BEMERH D 3,
e EBXWZ LN/ URLZT Y Faa—WR2 U v s Lz, 7V v 7 &z URL Z &7
RTOAv =YDV A NERRTHIZE, FEEFEI7 Vv 7 LET,
*Web A > XT7 7 ay bTvxrr LiR—FEHERLTODHAIE, ROGIRFEICE
BELTEEN,
cHEDHHURLEZEBEXWZ 121410, A vt —V2FELTHoa—Y (FHERY)
AT DL 9ICar T oY ERIZA v = T 4 W ZEREL TWAEA, B S
Niea—YPRZOESHRZONTZURLZ27 U v 7 LEHAETH, TOZEED Web
AVETITvay VIR T TN LET,

e EBXMZ SN URL 250t SN A v —YDabt —%, WebA v ¥ —7 A
2AEMHL T —Y (FHERE) CEETIHLAG, 202—% (AvkE—Y0a
E-MmMEEINz2—Y) NEOEEHBZ 5N URLEZ27 Y v 7 LEEATH, 7T
DZIFEDWeb A X T 7 ay TR d T—2REGLET,

s FOFRERTHSTH, B A—NT— NV =A DA EEET D TEND HHEIT.
VAT KR E W E SR (UTC) SRS L2 LT,

BEA—ILDO—HELKR—k

I A =L OREFEROER 2R LTI ZE W,

774 LEaAaT—a3vBLEUV T 7ML LAR—F

WIZTRTLAR—MIOWTE, 7740 L Ea2T7—2 a3 BLORT7 7 ANAVSHOLAR—KE T
TR T ESBLTLITEZIN,

B EFA—LtFa0T1 E-2OEASE
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| EFA-LEFaUT4 E=L2OERALE
[A =LKy ZAOEMER (Mailbox Auto Remediation) 1 LK— [l

 BER~ /L = T B (Advanced Malware Protection)
o 77 AV HT (File Analysis)
« AMPHIEEDT v 77— K (AMP Verdict Updates)

[A—ILRy o XD BEEEE (Mailbox Auto Remediation) ] L7/Kk—

[A—/VRy 7 ZAOHEEHRE LA — b (Mailbox Auto Remediationreport) | X— % LT (&
=4 (Monitor) |>[A—/7AK v 7 ADHENEE (Mailbox Auto Remediation) ]) . A—/LR v
I AMEBREROFEMAE R R TEET, TOVR—F2HH L CROFEMEZRRL £,

A=V L TCEENDLBEEDOT 7V a v

« SHA-256 /~ v ¥ 2 (BT B TNWD 7 7 A V4

o A—VIR w7 ZAMER PN E IR L TEZEHICOVWTERINTWDL TR T 7 A4 V4,
D—E

BN KRB L 7B

s AL Zw B T EaNT=T 0T 7 A LDz

Ave—Y M7 o X JICHER vE—VERRTHICIE, SHA256 Ny v a7 Vw7 L
i—a—o

FANZOWVWTIE, A=Ky 7 ATORA v E—YDEEEZSR LT IEEN,

[TLS 3%t (TLS Connections) ] R—<

[TLS ##¢ (TLS Connections) ]~— 121, A — /L OEZAF M H & D TLS #c O 2K 1) 72
FERRWAERTRENET, ZOLFR— MTiX, TLSEMAFEH L TA— L EZERET LK NAL
YOFEIC OV T HRENE T,

[TLS £t (TLS Connections) | X— T ZHEHTH L, ROFEREPETEET,
« EZEHERICE D, 2IRH7Z TLS OEAEIG
* TLS #&felZ i) L7z 3— R —
« TLS B&f5elZ i L g o Jor 83— hF—
* DANE 234 7R — b & T % TLS B pEh L7z S— b —
* DANE 23R — b & TV % TLS #tlc L L7z S— b —
« TLS FEREICRIED & 5 73— bk F—
e X—= M= TLS 2 L7z A — /L ORI 228515
« DANE 2378 — b STV 5 35(F TLS #kcICpict L7 H1 &
« DANE 3% 7R — b STV 2 HEEHRIC R L7 BIA

i

=
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BF AL tFa)T+ E=20EAHE |
B (== SMTP 25T (nbound SMTP Authentication) ] X—

[TLS #f¢ (TLS Connections) ]-~~—i%, EEHHICHT 287 v a b, BEERICEATS
v a G NTWET, F' 7 v aidid, FEERSEENTS T T e — B
FOERNEGENTHET,

7T 7\E, FBE L-REMFEFEICH= 5, 5%1E TLS O L a8k L O b h
WO E 2 —NFKRINFET, 7771003, AvbE—VORE, e {bIh=mEe{hs
NN A =V, R/ LTE TLS B 5k A v —T 0 R, h/ KB L 7= DANE ##:¢
DENEREINET, /77T, TLSHMETH > -8kt & . TLS NHIZE L S -
XAl S ET,

2‘%&: B SN A =V ERIEZETD RAAL VOFFMRFRREINET, RAA T
mW%WLt E@nﬁﬁﬁkﬁ%éﬂtﬂﬁﬁﬁ@ﬁ AT &7 TLS B D%k
(EAZIJJ L7eRILLTe 2o 69) | BB LSV TW e 0 OfaE, DANE D%k
(ﬁi%b?‘:b)é’iﬁ&b?‘:ﬁ%:ﬁﬁbf) ZFRRTEET, £72. TLSBEITENTZ TR TOBRD
L, BLOEFISERE SNIEREEEA v — 0% (TLS MESEDENT DD D 5 1)
HERRTEET, ZOROTEHIZHD [ (Columns) (V27 &7 Vw7352 812X, F
TLEDORNIERREYVREZ D Z LN TEET,

SMTP S2ZF (Inbound SMTP Authentication) ]| R—

[2fESMTPFEAE (Inbound SMTP Authentication) | ~—IIZiX, 7 74 7 > FiEWEOEME

W, BLOBEBF AN = Uz ba—FDA—NVT T4 T FMETSMTPE v 3 > &8

FET 57D SMTPAUTH 2~ RRRRINE T, BT A—NTF— by oA 1%, iHEER

IL SMTP AUTH =2~ > REZIFAND &, A—NT T4 T b~O TLS e 2 et L7,

IIAT Y MIZOERmEFHALTA v E—VE2RELET, *%x%w& FY AL, 2

ﬂ%@ﬁﬁ%nwfiﬁfﬁwféﬁwtw LAR— ML, RAAL A ER f4/m7F
(ZFSUN T SMTP BFEDFEIAE RSN E T,

WOTEREZHERT DL, ZOLVR—FE2EHL X3,

« SMTP #FEA M H L TV 5 55 O %K

« 7 TAT v FREAEEHEH L TV A RO

« SMTP AUTH % L T\ D8k D%k

s SMTPREGEZMA L L5 & LT, SRR LI RA AL

« SMTP ZEEN LM LT —FH T, 74+ —A Ny 7 EFEITHER L TWAHEREDOHK

il

[%1

[x{.:. SMTPEEFE (Inbound SMTP Authentication) ] -~<X—ZiX, =5 LD 7 7 7, SMTP
o nftil:;{fi uit?? L7z A ?‘/l/%'{m%@ 7 7. BX U%ﬁ‘{fi@ N ui(ﬁ@ﬁ%fﬂ %@@?*‘7/1/75)2%
RENET,

[3215 L72#%%i (Received Connections) |77 7 Tld, 87 L 7= R #EFHIZ IV T SMTP k%
ﬁfﬁ LCEmEZRFEL L D & LIZA— V7 T4 T v bOERBERINRENET, 207 T 71

VBTFANT = U = A DT LT O EL, SMTP FRGEZ EH L CRRAEZ AT L 72
#ot@ﬁ@ﬁ\7747/F&%i%@%Lfmﬁﬂ%%%iUm%Lt%M@ﬁ SMTP
AUTH =i~ > RZ&2f ] U CREREA RIS L O L ekt OB TR S E T,

[%215 L7=%15% (Received Recipients) |17 7 721X, SMTPFEFFEEZHEH LT, A vE—T %k
BT DICEFA—NT = U = ~OEARAEL LD & LI A—NVT T4 T A

B EFA—LtFa0T1 E-2OEASE



I BFA—ILEFa T4 EZF2OFERAE

[L— +#IR (Rate Limits) 1<—2 [

?6§1§%®§i75§%réﬂiffo DT T 7 TR, ERSEIESNIZZEH O, B J UM
RRAE S NIR P TeZFE DB b RSNET,

[SMTPpu FEDFEAN (SMTP Authentication details) 7 — 7 /MIZid, A v bB—T %R EET H7-0OIC

B A—NT =N oA ~OFREBIEL L) & Lica—TE2ET AL VOFFNRFRIN
9, RAAL L TEIZ, 7747 MEEEZEH U8t (RS £ I3RB) o3k,
SMTP AUTH =~ > R&EH U7c#eeallT (BB E7213KE) 0. B 747~ Mk
R ARIT N R L7-% . SMTPAUTHIZ 7 = — /"y 7 LI OB e FR x4, <2—
CEMOY I EFEHLT, AL VAETRIEIRAAL U IPT RUABNZZ DR EFRRTE
£,

[L— F#IBE (Rate Limits) ] R—

TR —FEEHETLEOL— MIBEEAT L L. A—LREET RLRZHESINT, fHx
DEEENLOREMBIB S EDET A —IV A v —UZEEREHR X ET, [L— MR
(Rate Limits) ] L'AR— MZiX, ZO#lRE iKY ERl- 7= EE7BNFrInET,

ZOVAR=MI, UFZ2HETL2HAICRILET,

c REDANLEZXRET OO SN REOHSENTERna—F Ty o b

< EEI, 77— N, BEVRER EICEF A A ELEHT HMBEN ORI AT 7Y r— e
v

« NGRSO Y —ZFHO 720D, MHEN TEF A — L ZIEBRENEE L TV 2%E T

P ASNKLFRRENROD, KEOFEEF AL FT 74 v 7 2RELTODREET

WESEE A I T D E# a2 S iefid LAR— b ([N#ER=~— (Internal Users) ]. [ZE{E A v
t—T%EHE (Outgoing Senders) |72 &) TiX, BEEINTA v E—VOEOAFHH S E
T, INHDOLHR—FTIE, DEDOA =TS HOZEHITHE LA EEIGRN S E
A,

[ EATBCEBEE (A > 27 > RBI) (Top Offenders by Incident) |5 v — MZid, sREFAHIRLID b
ZLDOZEFEIIA v E—VERBHEBIIEEFELELO & Lf_i/’\lﬂ“—7ﬂ£1u%‘75)?%ﬂ“éhi
T, FRITRIA T MY LES, ZOF ¥ —FTlE, TRTOY AF—=nb0DA
VTV MR SN ET,

[ EAZ BB (FEAT L 7= 215 #F %%) (Top Offenders by Rejected Recipients) ] F ¥ — hZ B E
HOHIRE LF D, b2 OZEFEIIA vE—TV % EE L?ii/f\lﬂ“*7ﬂ£1n%z75€%i“éh
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A= 70— R =R LEBERA v E—VONL—LOEFREZSZRL T ZE N,
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Xa—DORNy I Ty 7NE Ty T 4 DOEEZRLTWDAREERH D 3, [V
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1: [T (AID) 1 (39 =—)
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T—7 %a2a—OLEMELSLVEEETLFIEICONTIE, VAT AREART A—FDLE W
EOREZZML T IZEN,
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[%1F A —/V (Incoming Mail) |~~—UIZi%, AEHEH. &EA vE—T Ok, FHA vE—
VAR, EEAvE—TVORT A XDIREINET, ERE. FBE L-REREEHICHIR X E
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BEFA—)LtFaUT4 E=40EASE |

. [ X T LEE (System Capacity) 1: [%{E A —JL (Outgoing Mail) ]

'l

[~

—
\

AT LABE (System Capacity) ]: [iX{§ A —)L (Outgoing Mail) ]

[15fE A —/L (Outgoing Mail) ] ~—IZiE, FEHHL, BEA v E—T O, A v E—
VAR, EFEAYE—TVORYTA ADNRENET, MRE, FBE LR ICH R T X F
T, THHORRIZBIT D HEFEDOA vy E—VEEARLS IO ML REBREL T Z & E
PC9, [#F A —/L (Outgoing Mail) | _X—T &2 HT25 &, RFAIIC A — /L EDO N % BHR
L., VAT AX YU T A DOFHBEESETHZENTEET, BREA—NT—F LEERLET —
AEHEEL T, BFED RAAL L EIZIP 7 RLADNLEEENDLBFA—NLDOEDO LR
ERATHIEBHEREINE T,

& (System Capacity) 1: [ AT L®DAT (System Load) ]

VAT ADOAM L AR— MI, RRFEREINFET,

« 2IRDCPULEA = (Overall CPU Usage)
¢ AFEYR—=T AT w7 (Memory Page Swapping)
VY —=RHKIT VT4 T

2{KNDCPUERZ (Overall CPU Usage)

B A—NT— R =AlX, 74 FVIREEDO CPU V V—RAZEHLTCA v E—VANL—T
FEmESES X ICkEbSnTVWET, CPUBEHAENELS TH, KT LHLVAT A Fx
Ry T 4 DMEZRTHOITTIESH Y THA, CPURHAENREL, 22oFR ) a—2DAE]Y
NR=U AUy ITBRRET LIRS, XX 0T 4 OMBEOFREERH Y £7,

GE)

D7 T 7%, CPUBARO LEWEL~ NV HFRENET, LIVEL LV ZET T 58
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:@&%me A— VLB ZARABIORTANZA LTy LR— N, BLUREE R L X
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ol ERLET, 28213, 77 71CnHEREINTWVWABIESIT, BFA—1LF—
7 = A H n[E RCM | @D\9ﬁ<k%m1E%TLTw5_&%ﬁ%bi¢o

kﬁw® A=V — h?14i BHEIZ RCM 272 5 D TliE7e< . A—VENIEFIZEZ N
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i
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[ AT LRXT—42 X (System Status) ] R—

[ AT LAT—H A (System Status) ] <X—IIZIE, VAT LADTRXTDOYTIVHA L A—)L
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<2 R L WNdnsstatus 2~ REEHA L TATTEHEREF U T, status detail 2~ >
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AT —H ZADEFR] AL T IEI0,
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BEEIER
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e L—hF (41 3—=2)
sy UH (4] =)

VATLAT—RR

[ AT L AT —H A (SystemStatus) B v a NZiE, [A—V VAT LADAT—H A (Mail
System Status) ] 3B LN [/X— =2 FH (Version Information) ] 2378 SAVE T,

ESPEREENS

« A=) VAT LDAT—H A (Mail System Status) (40 X—)
e N—=Ta UEH (40 X—)

A—IL VAT LDOARAT—% X (Mail System Status)
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7T
VAT A AT —H A (VAT b AT —HZADFEMIHONTIE, AT —HX X (Status) (8
N—=) EERRLTLLEZEEY) ,
o AT — B ARG ST EHEREL,
BT A—NT = T2 A DT v T HEA L,
s VAT LANOERLENWA v E—Y BEHICEEF2—IC A>T 2N A vy E—U8E
i)

N—2 3 UIER
[/N—2 3 1E#H (Version Information) | &7 3 a ZiE, ROERNEENET,

cEBFA—NT = T A DET VA,
e A VA= ENTWND AsyncOS AL —T 4 V7 VAT ADNR—T g L ENVRH,
¢ AsyncOS T XV —F 4 VT VAT LDA A F—)LH,
DY AT LDV T TS
ZOfFIE, VAT B A= PR NCWEDEIBAIEIE ST, (Fr=h 3
R—hOEH 228, )

[#—% (Gauges) 110iE. KO LS ICF a—B LY Y —2EARICHOVTRENET,

o A—/VALEEX = — (Mail Processing Queue)

s X2 —WNDOT 77 1 73%(57% (Active Recipients in Queue)

« ¥ 22— Z~—2Z (Queue Space)
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I BFA—ILEFa T4 EZF2OFERAE

o« —fRAY72 Y V) — AfFEH = (General Resource Utilization)
e JIEHENTWDT 4 A7 % & (Logging Disk Utilization)

L— bk
[L— b (Rates) 17 v aidld, ROZEHICHETLUEENRINET,
o A—/VALEE L — | (Mail Handling Rates)
o JLERYE - DFEIE (Completion Rates)
hoi
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=T Oh T XIIFRE LA,
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GE) BHEFEIN—TFHITIARNN—F TA—FICBTE22—F T HI L NOID, h 725
vty hTEES, FAN IN—THNTHEE LIc2—Y TH Y FTlX, AveZE Uy b
TEEHA, FEMCOVWTIE, 22— TH T FEEATAHEEE2BRBL T IEE N,

IO EETEY FTHIE, (WU %V &y b (ResetCounters) (227 V27 LET, T
DR H X, CLID resetcounters 2~ > RN & FAEROMREZ IR L 77, FEHIIC OV T,
BIA—NE=ZV T 7200y hESRLTIEIN,

o A—)LALEEA X | (Mail Handling Events)

« JLERHE F2A X b (Completion Events)

s KAA Y F— A4} (Domain Key Events)

* DNS A7 —% A (DNS Status)

[KBEED A—)L (High Volume Mail) ] R—
~

G¥) [REEDA—/ (High Volume Mail) ]3—7|Z1%, Header Repeats /L —/L 2T 25 A v —
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BEFA—LtxauTs E=20EAAE |
. [AvE—2T 1 )L2 (Message Filters) 1 R—2

o [Eff= > _m—7%(535 (Top Envelope Senders) ], Z D7 7 76, AsyncOS 233215 L
A=V O IR —T R EE R TEET,

o [BER) EAL A v E—T 7 4L (Top Message Filters by Number of Matches) ], Z 2
Z 706, —BEIZHK-S < (Header Repeats L — V&3 2%) A vtv—2 7 4%
EHERTEET,

[KFEED A —/L (High Volume Mail) ] X—12id, EiAvE—Y 7oL 34T 25
A= T ANFIHLIA v =YK RTELEREINET, &ﬁ%&)/ﬂfé
L AvE=V R TR T EMEALTEORIZEENTWVDETRTORA vy =D Y A R
THrRINET,

UAR— GO BRI (BECl2 ) | R A X 2o ERIRTEEd, /9 7%
CIXREHEY A R OT—H X, TRTOLAR— b EFEERIC [=27 AR — bk (Export) |1V > 7 &ff
HALTCSVERIC=27 AR — ~F 57, [EIRIAH (PDF) (Printable (PDF)) 1V > 7 Z{EH L
TPDF R/ AR—FT&EFET,

[AvtE—T T 4I)L32 (Message Filters) ] X—2
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LK) TERRINET,

BT 7T, EZIEA v E— yaiof%%%<b)ﬁ ENDHA Y=V T 4 VE EHER
TEET, KT, A vbE—T 740 & L FHTEIAYE—V T ANFIT—HK LAY
?~V®ﬁ#73hi?oﬁﬁ%7)/??é&\X/?—7F7/%/7%ﬁﬁbf%@ﬁ
WCEENTWNWDEITRTOA =D A RBERINET,

LR— MR OB (FH0ERY) | ¥R A X LAORBEERINTEET, /T 7F
SIEEE Y A P OF—2IE, TRTOLR— b ERBRIC [T 2R— |k (Export) ]V 7 %ffi
ALTCSVFRIC=7 2R— ~4 57 [HIIA (PDF) (Printable (PDF)) ]V > 2 Z{fifA L
TPDF ERic= 7 ZAR— FTxE7,

[Safe Print] R— <

[Safe Print] LR — bk X—=UZH LT, RONFERRTEET,
« 77 AN ZATHIO, Safe Print TH A SNTZIRT 7 7 A vt (77 71 .
« 77 AN ZATHIO, Safe Print TH SNTZIRGT 7 7 A v OE (RIEX) .
[Safe Print CHY ) S#v7c 7 7 A VAR OEE  (Summary of Safe Print File Types) | &2 2 3 T

Safe Print THA SN/ 7 7 ANVOGHEE 7 Vv 7208, [AyvE—V T vF T
(Message Tracking) ]2 A > & —YOFEMAFREINET,

B EFA—LtFa0T1 E-2OEASE



I BFA—ILEFa T4 EZF2OFERAE
CSV 7— 4 DHE .

CSV 7—4& MESF

BIA—N X2 )T F=F TS T 7 OFERICHER S -7 —#1%, CSV A THESG
TEET, CSVT—HIIT 7 EBRATHHEIL, RO2OTT,

cBFA—INIZKBCSV LR—FDEME, ETA—NTEESND, XTI A4 T
N5 CSV LAR— NEARTEET, ZORMEHEX, [LA— b (Reports) | ~—UIZFk
IRENDERICEHT ARV AR — F2LE LTG5, RNy NI —2I127 7k
ATERNZ—HIZ CSV T — X ZiEET D HEIERHTT,

Comma-Separated Value (CSV; B ~XEID) LiR— bk ZA 7L, A7V a—ViREI
VA= FORERT — X 52 EL ASCHTF AN 77 A4/ TH, % CSV 77 A WITIE,
RAR1001T2EHDH 2 ENTEET, LAR— MIEEOHEEOENE TN LA, FERIC
kL CTHUED CSV 7 7 A AIMERRESIE T, H—D LR — FOEHD CSV 7 7 A Vi,
B0 zip 7 7 A WTIEMG SN T, T—0A 7 77 A NVDRGFEF TV 3 v BT 50,
EBIDEF A=/ A v E—VICBfFEINTEFA— L TERESNET,

HTTPIZCKBCSV 774D, BET AN tXa VT 4 E=FEETKSLZ 770
TERRICHER &i=F —#1X, HTTP 2 L CHBSG T 4, ZofMEHEIX, thoy—
NEFH L CT =X Ot 28179 2 TEOHAICE N LET, m& 21X, £IL
F—=A2DOFE T a— R B, BXOMOY 2T L TOMERTEITIHERZ V7 MC
LT, F—2olfGx 8L TE £7,

ESPEREYS
cHE) I m A2k D CSVF—ZDEE (43 2—)

BEITOEXIZL S CSVT—2DERIF

VLT HHTTP 7 =) — % ik b RSB ICHGT 2 7151, RBERFEEOT — 2 %FRrT559
WCEFA—N X2V T 4 T=F R=VD12FRETHI LT, RIZ, [F AKR—}
(Export) |V v 7 Z#ab—C&xd, ZNNF 72— KURL T, ZOXIT—F G
ZHEML LA, ¥ a—RURLINOART A—ZZEEL, BFE LRV ENEETY
(Fiezz®|) .

Zym— RURLIZ=— Mo, (@Y7 HTTP it fEH L) L7 =V —%
FATL., RO T—% By NERETE A2 ) 7 Mav—T&Ed, ZOAZ U7 h
ClX, Basic HTTP GRAFE 7217 v ¥ —FEAEHTE 9, BEHZ rERATCSV 7 —# %
BT 2581, ROFHEICEETHIHLERHY 3,

« URL O HAHAKRHIEE T 2 REM#H o GiE 1 RFL 1 B, 1EMZRE) . URL 2=
E—LT MBE1H) OCSVT—% &y NaBET 5856, ZOURL Z#RIZEMRT S L
X|ZIE, URL OFEERND MBE1H] 208 ETHH LT —F By hEERSLE
7, WEFEIPH OBPULRFF S 4L, CSV 7 = U 3CFF (7= & Z21¥ date_range=current day) (Z
FKRINET,
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B wovsoin

T —H Ty DT 4 NE ) T LOSEOELIEN, T4 VRSN, 7)) —C
FINCEREINTET, LE—FCIE. ZANAXITTEAEHERAEINTERA, 1 DOFHE L
T, BAELVR—RMNIBITS [ZTu—)uma—h)] EEEL I EZRETONET,

s CVSH U m— RTIE, BIRLZEMEHICOWTENOT =X OT X TOITHREINE
@—0

sCSVTIiE, #A 2 AX U TBIOF—THERINEZENOT —FOITHREINET, AT
Ly RYy— TV r—ya U ERERTE2ELT, BEOAT v 7 THIZY—FTaE
@—0

c IAIDITIZIE, VAR — MIRSNDARTRALI—HTHI T L EHBLAEENLTHOET, #
ADABLT (AADLAR T (44 —) 22 BLO%— (A7 Va3 F—
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N=UBIOFE A=/ (OutgoingMail) | _—TZIHT L &, BREMICEZBHF T
F9, FMICONWTIEL, [V AT L% & (System Capacity) ] : [521F A —/L (Incoming Mail) ]
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[EEA<IILY = 7IH# (Advanced Malware Protection) 1: [#Z (Summary) ] .

ViR— F R=UEFRT BT, [VAR—bF Reports) | Ky 77X oD [7 74 VBL0~
N7 =7 DL AR— b (File and Malware Reports) [ =27 3 a3 Vb [EER~ /LT = 7 F5#H
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s FDMDLR—FTDOT 7 A LEaT—ary 7408 F—2DER (68 2—)

—_—

[EEGE~<ILY 71 (Advanced Malware Protection) ] : [IZ (Summary) ]
[EE 7~ = 7 (Advanced Malware Protection) | : [#2 (Summary) ]-X—121%, 77
ANVLE2T—varBIOT7 7 A MG —ERA TSN DZERBLOCHET 7 A b ~—
ADEROMEOEERT RIS NET,
FEMZ WL, T[@EEe~v D = 7RGl (Advanced Malware Protection) ]-[AMP L &= 7 —

> =¥ (AMPReputation) | (64X—) | BLO I[FEE L~/ Y =75 (Advanced Malware
Protection) |—[7 7 A /L5347 (File Analysis) ] (65 X—) | BB LTI &N,

I EFs—nLtxaysq w=s0EAsE



BEFA—)LtFaUT4 E=40EASE |

. [EEZ<ILY = 75 (Advanced Malware Protection) ]1-[AMP L E 27— 3 > (AMP Reputation) ]

[EELZTILY = 7 (Advanced Malware Protection) ]-[AMP L E 27— 3> (AMP

Reputation) ]

[~/ = 75l (Advanced Malware Protection) ]-[AMP L' =7 — 3 > (AMP
Reputation) ] X—UIZiE, 77 A4V LEaT—Yary —ERCLoTlkBI Sz, ZEB
FORGEENTZT 7 AV R=2ADOBBERFRENET,

PIENEEINTZ T 7 A MO T, [AMPHIEEDT v 77— K (AMP Verdict Updates) ] L
R—F2BRLTLEEY, ZnH0HEIT. [EER~LY = 7B (Advanced Malware
Protection) ] L'ARN— MIXBLELEH A,

JEfE 7 7 A VETNET —HA THEBT 7 A NVIDEEDO DD 7 7 A VB HH E Wiz 5E,
T ANETNIT — A THEHT 7 A/LD SHAEO AN [EE 2~ v = 75 (Advanced
Malware Protection) ] LR — MI&FENFET,

[AMPIZ & W A SN 7-%215 7 7 A /L (Incoming files handled by AMP) |t& 2 ¥ = /2%, %15
LievnV o =7 77 ANVN[EEOSHD (Malicious) |, [1IEHF (Clean) ], [FHA (Unknown) IR
[A% ¥ ARARE (Unscanable) ]. [f&V A2 (LowRisk) 172 DX FEXF 07 IV HNZEKR
SINET,

HEODHDIZIET 7 AL, RO LS ITHEENET,

c[w/ 7 =7 (Malware) |ICHHENDHAMP L E 2T —Y a v —RTZELEZT v
U A MBS LTV D 7 7 A L SHA DEIE,

o [ A X L (Custom Detection) | (2435 & 415 AMP for Endpoints 2> Y — /L T%/5 L
77 v w7 A MIBEIN TS T 7 AL SHA OE|E, AMP for Endpoints =2 > Y — /b
OB ENZT a7 U A MIEEREND 7 7 A VSHA DBEA4 L, ViR— Lo [#H(E
~N =T B 7 7 A v (Incoming Malware Threat Files) |27 > a > T[> TN AHR
L (Simple Custom Detection) ] & L CFERINET,

o [1AH L LEVWHE (Custom Threshold) [ IZ/0 &I D L EVWVMEBREICHESNTT v Y Y

)Xb_ﬂﬁéhfwé774w$mm%

LAR— b [ (More Details) |22 v ar D)2 %27 Y v 2734 %E ., AMP for Endpoints
A= TOTa Y7 JAMBBRENLTWDEZ7ANVSHAD 7 7 ANV 7227 U D
AR TR TCEET,

[V RVE (LowRisk) JHIEDFEMZ LA — FDO[AMPIZ LV X715 7 7 A /L (Incoming
Files Handed by AMP) ] &7 v g VIZERTEET,

[BER~/vy = T : %15 (Advanced Malware Protection: Incoming) ] L'AR— K ~X— D
[AMP L tv'=5—3 2 (AMPReputation) | B =—% M4 % &, kOEREFRTEET,

cEERT N 2T DT AN LT — g PRI LS THERBIE
2ZE77ANVOME (77 7%

o BIN L 72 IS E SN TR TOYA T =T B 7 7 A NMZBET S L K 79
S

e MIDZfE~ N =TT 71,

B EFA—LtFa0T1 E-2OEASE



| EF4A—LEF2UT4 E=2DEAAE
[EEL<ILY = 7I5# (Advanced Malware Protection) 1-[2 7 « L5347 (File Analysis) ] .

e FiDOZE~= VT =TT 7 AN (T7 AV ZA TR .

« FiDOZE~NT =T BT 7 ANE—BGRRT D [XE LIV =T EHRT 7 AV
(Incoming Malware Threat Files) | > #7277 4 7 T—7 /b,

RUNEToFDE BT 7 A NOEROREZ ETFEMR T R TR SN E T,
T EAMERTZOLAR— MIGHIND A v -T2 AvE—Y T X T
F—=HEFRRTHIE, KOFWEEDO) 7270 v 7 LET,
[EE7e~ LD = 7 BAfH : 2513 (Advanced Malware Protection: Outgoing) ] L'7R— k ~X— D
[AMP L t'=5—3 2> (AMPReputation) JE=—% M+ 5 L, kOEREFRTE T,
cEERYLVT2THT Y DT A L aT =gy = BRI Lo TERBIE
T ET7 7 ANVOBE (7F 7R .
ORI LBREEIEIOEE SN TR TCOYA T =2 TEHE 7 7 A VBT D hL U R 75
7 o
e MDOREESAL T TERB T 71V,
« EREDORE~A T 2T HE T 7 AV (T 7 AN ZA TR,

« FLDREE~NT =T EB T 7 ANE—BRKRT D [EE LI~V =T HRT 7 AV
(Outgoing Malware Threat Files) | A > ¥ F 77 47 T—7 /b,

RUNETTDHE BT 7 A NVOBBORNEZ S MR o R\ F RSN E T,

T REAMRTZIDOLUR— MIEHENDA v E—VITHT A=Y F TR
T—HEFRT DI, ROFWESOIV 2727 Y v 7 LET,

[EEA~<ILY = 75 (AdvancedMalwareProtection) 1-[Z 7 1 JL%#T (FileAnalysis) ]

[EE 7~/ = 75 (Advanced Malware Protection) |—[7 7 1 /VZ3 4T (File Analysis) ]-%—
VITIE, T DT OIZEE SN T 7 A MITOWT, B EHE (ETITHRRHEE) BNERR
ENFET, EFANT = T 2AIT30 0T IR ETF =7 LET,

1000 B2 D7 7 A NVGHTRERZFRTHIZIE, T—HEF esv 77 ALE LTI AR— 1
bij‘o

A7 I AD Cisco AMP Threat Grid 7 7°F A 7 > A TOREHDYE : AMP Threat Grid 7 ~°
FTAT VATHAIY A MIRESINTWATZ 7 Aux, 7 —>) ELTERSINET, 7
Y A MZOWTIEL, AMP Threat Grid D R 2 A > £ A v T4 v~ LT 2B L TL
72 &0,

RUNEZEGFDE H7 7 A NVOEBORELELEMR O RP R RS NE T,

SHAIZHT 2 ZF DMMDIERAEMB T 20, 72037 7 A ADOWEFEMR— DO TEHO Y v 7 %7
Uy 27 LT, Z7ANEGH LTz —NICBET2B8MOFMERRTHZ EHTEET, B
IZOWTIE, SHA-256 Ny v a2l X5 7 7 A VO (68 X—) ML T X0,

TIRAERTZOLR— MIEHEND A v E—VICHT A=Y F T v X7 T—
X aFRRT HITIE, ZO FEM (Details) |V 27 %27V v 7 LET,

I EFs—nLtxaysq w=s0EAsE



BEFA—LtxauTs E=20EAAE |
. [EE#A&<ILY = 75 (Advanced Malware Protection) 1-[Z7 7/ )L L kAR X% < 3> (File Retrospection) ]

MG 7 7 ANVETNXT — A TERT7 7 AN L7 7 A VRN GHTHICEE S NS &,
M ENn7=7 7 A LD SHAEDH [ 7 7 A L8 (File Analysis) | LAR— MZEENET,

[FEEZ2~ L7 = 75 (Advanced Malware Protection) ] L'7R— h X— D [7 7 A /L0471 (File
Analysis) | Ea—ZHT 5L, ROFEHRELRRTETET,

CEWERN T T HHT DT AN E RIS T T 7 A DT DT=DIT
T a—RENEZET 7 ANVBIOEET 7 4 VO,

s T ANGHERPET L TWAEZET7T7ANVBILOEETZT 7 A LD Y X K,

o T AN EROUBFEL L 70> TWEAZET7 7 ANVBILOEEZ7 7 A LDY R K,

[T%T_E'?)lﬂb T 7B5{E (Advanced Malware Protection) 1-[Z7 74 JL L FARRS T 3
> (File Retrospection) ]

[FEE7Z~ v = 754 (Advanced Malware Protection) ] [7 7 A /b k2 A7 > 5 - (File
Retrospection) |X—IZIE, ZOEFA—NT— U oA TUEIN, A vE—UZERITH
ENEDST T 7 ANDBEREINET, 2OV AOFFEMIZONTIE, BEWVWOETA—L
F=Rz2ADv=a T VESZRLTITEIN,

BER VY = TR AR S Te B n T A BB R 2 Y TH), FR7T—2 TEVEE
M7 ERBA LN D & BEROHENED D RN H Y £77,

1000 B2 DHET v 7T — " a2FRTHIZIE, T—FZ cesv 77 AL LTy AR— |
L/iﬁ—o

1 S SHA-256 |Z%F L CHIENEEEE b - 725515, HIEERE Tl < S OHIEDIH =
DLR— MIFEREINET,

i A AT RE 7 fe REFREIEPAN (LR — MOEIR SN 7= B REIE I BIfR 72 <) IZHEE D SHA-256
DB EZITHTNTORAvE—VERRTDHITIE, SHA256 V27 %27 ) v LET,

[FE 72~ v D = 7 BAfl (Advanced Malware Protection) | L'ZAR— h X—YD[7 7 A /L L ha A
~2 v 3 (File Retrospection) ] B = —&fHT&x 7,

s L RaAXI T 4 TRAEEERN D DERFG 7 7 ANVBIORETZ 7 A LDY X |,

[EELE<ILY 751 (Advanced Malware Protection) ]-[A— /LRy o XD BEEEE
(Mailbox Auto Remediation) ]

[FEE /e~ L = 7 B5## (Advanced Malware Protection) |-[A—/L7R v 7 2D HENMEE (Mailbox
AutoRemediation) ] LAR— h X—UITiE, ZET 7 A VTKT D A=K v 7 ZEEDORERD
ARSI NE T,

[REE7Z2~ vy = 7Bt (Advanced Malware Protection) ]-[A—/L7h v 7 A0 HEWEE (Mailbox
AutoRemediation) | X—Y % FEHTLH L, WiLEDL b AT T 4T X2 VT o HFRER
RTHIENTEET,

CZEEDA—NR 7 AMEEORD E TRz~

B EFA—LtFa0T1 E-2OEASE



| EF4A—LEF2UT4 E=2DEAAE
[EE%A<ILY 7% (Advanced Malware Protection) 1-[* —/LARw 9 XD BEEE (Mailbox Auto Remediation) ] .

e Ay B—VICHLTELNDEEDT Vg
s SHA-256 /v ¥ =2 \[ZBHEMTF BN TWND 7 7 A L4

o A=)V I AMEE PR ETZITRRM L EZEEICOVWTERSINTWDL B 7 7 A V4
D—E

 EIE DRI L T2 B

s AL Ty BT ENTET BT 7 A DR

MEE MBI L7253 (Recipients for whom remediation was unsuccessful) ] 7 4 —/L RiZ, &
DT FIVATHEHFINET,

o MEZH7R A — VIR 7 A ZASFE 3G #)78 Microsoft Exchange Online == — & 72 1% Microsoft

Exchange 7> 7' L I A2 —FTlIlen\h, B A—/AT— U = A ITRIE S 472 Microsoft

Exchange Online & 72 1% Microsoft Exchange 4> 7' L' I AD KA A T A7 v MIELTW

ZNAN

M7 7 ANEZELA v B =V A= VR y 7 ATHATE R, 2L2E, = Fa—

PRA v —TEHIR LT,

« #BFET 7 — : Microsoft Exchange 4> 7' L I AD A —)LiR v 7 AZHEG T DT DIET A —
N — Y oA THRESNZ2—FT I T FBELL RV,

BT T — B ANAT MU A PNMEET 7 a v EFETLED L L EIC, &
A—)V 57—~ = A & Microsoft Exchange Online & 72 /X Microsoft Exchange 4> 7L I X
P—ER & DORIZEEREORBENFEE LT,

HERRICEAT 2 =T — ¢

* Microsoft Exchange 4> 7 L X A7 1 7 > N D4, Microsoft Exchange 4> 7 'L I A
DA—IRy 7 AT DTDICEFA—NT— T oA TIHRESNCZ—YT
7y MTBEe — L RED Y THI TR,

* Microsoft Exchange Online 7 7 7 > k D354, Office 365 7 7'V r—v a 2, ZIEH
DAV 7 ZIZT 7 AT DT OIEE IR MR T2,

s RAALUNTT BT 7 ANy BT ENTWRW  ZEE RAL vy BT Shi
T Ty A IVDBIEN,
c A—IVR Y ART 7B AR E IR ES)
CA—NVRY T ANDT JRAMERSNDT AV N TuTZ A DTaT 7 A
A TRIELL 720,
* {53 3 2072 Microsoft Exchange Online = —# & 72 |% Microsoft Exchange 4> 7" L X
A =P TR,
 ZAEED, BFA—NT— MU = A ITERIE S 4172 Microsoft Exchange Online ¥ 72 1%
Microsoft Exchange 2> 7'V X AD KA A T A7 MIEL TV,

A= F TR UTICHEER v —U R FRRT AT, SHA256 Ny am 7 U w7 L
ij—o

I EFs—nLtxaysq w=s0EAsE



BEFA—ILEFaT+4 EZ20OERAE |
B ostazenvsaicsz77 4L 0m5

SHA-256 /\ v > 2|2 &B T 714 ILDHERI

T ANBIEEHICET TEX D720, 77 I79A4A T A FEXaT Ny va 7a ) X4
(SHA-256) Z#EH LT 77 ANDID ZEKLET, T I7A4T VABLRIDORLHFE T
T A NEWERT A, TRXTOA L AZ U AWRE L SHA256 & L CHEINET, #HEK
DT TIFAT U ABRR LT 7 A NVEWHT D5E, 77 ANVOTXTOA A AR T
SHA-256 ID 23% 0 £,

FEALDLR—NTIZ. 77 ANDBFD SHA-256 5 (FEHERR) BllcRRrEnNE+,

FOMDLAR—FTHDI7AIL LEATF—3Y T4 FT—2DFRE

FETHEAE, 77 ANV L EaT—va BRI s A NG OT — 2 O LAR— K TH
fFEHTEET, VLAR—NMZEoTL, [RER~YLY = 7B TRt (Detected by Advanced
Malware Protection) ] %237 7 # /L h THEBERIZR > TWDIHEERH Y £3, BINDF| & KR
TBHIZE. T—TINDHECH D [FE 1 AX~A X (CustomizeColumns) |7 A 2 %7 U v
7 LET,

[VAILR T4 )LB Y %5 (VirusFiltering) 1 X—2

[VANAT % )7 (Virus Filtering) ]X—YTld, *v hUY—ZIZRBALTZUA VAR
TRy NI MORE SN TANVAOMEBENREINET, [VANVAT A NE YT
(Virus Filtering) ] -X—JI2iL, BEVWOEFA— VT — U oA THEHHTHUANVAAX ¥
VEUUUICE o TRIBENTE VA NVABRFEIRENET, ZOLAR—MEFEHALT, FEOY
ANVAZK L TREDT 7 v a v &FATTHZ e RS ET, 728 21X, PDF7 7 A LI
FHAIAEND Z ENHIAL TWD A N AZREIZZE L TWDHEE, PDFRRM I THND
A=V hWET DT 4V E T a B ERT D RSN E T,

BEDOTANA AX Y TP EBFITLTWDEA, [VANVAT 4 Z ) 7 (Virus
Filtering) ] {— 221, £ F—7 MR TNETRTDOUA LA ZAF ¥ T2V DFER
NEENFET, L—VICERENDLTANVADLENL, VANVA ZAF L 2Pk T
HESNTELRTTT, BEOAXY L o DU N IO TA NAZBE LSS, RL YA
AR L CHEE O N Y BFEET D AN H Y 3,

[VANAT % )7 (Virus Filtering) ] X—I21F, *v hU—ZIBALTZUA VAR
KOy MU= CEZEENTZ VANV AOBMENREINET, MHLEZEVALVAD E
AL (Top Incoming Virus Detected) ] &2+ 3 »Iidk, Fv hU—ZIZEEENTZTA L AD
Fx¥—h Ea—2RIECTRRISNET, B L7ZEET AV AD BN (Top Outgoing Virus
Detected) |27 v a ilid, Xy NI DOLERBEINTZTANVADT v — b B =2—2 KA
TRRSINET,

B EFA—LtFa0T1 E-2OEASE



| BFA—LtF2)T4 E-2OFERAE
[¥4 O#H (Macro Detection) ] R— .

\}

GE) TANAIEG LT A v =V Xy FT—JZICEE LA AR FE2FRT2120%., [ZIEA—
/b (Incoming Mail) ] ~—IZBEI L, R UHMEWMZEEL T, VA VABHERNIIZ Y — L
£, FERIC, 2y FT—=INTUANAGEDE T A =NV EZFFELIZIP T FLAZRRT
D10, [HEA v E—T%EH (Outgoing Senders) | X—T & FR L, VA NLAGEA v E—
UHlZ Y — M LET,

[VANAZATOFER (Virus Types Details) ] U A M, BELZEZEA vE—Y, BX
WG A v =V ORI ERED T A NVAIZET A HRPE R SNET, R LIZZEA Y
=YD Y X MZIE, VANV ZADAFIRBEIOZDOTA NV AIER LEZEA v =YDk
BRFoRINET, RIS, EEA Y E—VOFEMY X MO, VA NVADARIBLORZOY
ANAEJ LTDEEA v B =V ORBNRRINE T, VAV AORBEOFEMIT, G A v
t— (Incoming Messages) |. [i5{§ A »&— (OutgoingMessages) ], FE7ZIT[ERELIA
= DOAFE (Total Infected Messages) ] BIIZ Y — b T& £,

[~ O#HE (Macro Detection) ] R—

[« 7 vt (Macro Detection) | LAR— h X—=T %A LT, WOBEHEZRRTXET,
c T 7 ANEATRHIDOS 7 A iNFGINZIe o TeZAZUAT 7 7 A VB D LB LOWE (777
BB LOERER) .
T 7 ANEATRHIDOS 7 AN I o T BB 7 7 A VD BB L OWE (777
BB LOERER) .
NI UBRFENIRSTE RS T 7 ANDEE T )y 7T hHE [AyE—Y FTvF T (Message
Tracking) JICBHE#E X v v —V &2 FIRTEET,

B A—NVT— U xoA T[~v7 vl (MacroDetection) | LAR— h_X—T &2 FKRT HITHE,
[LAR—TF (Reports) | K w7 X oG [¥49 Atk (Macro Detection) | #iR L £,

N

GE)  LAR— MERPICROWLIRRFEA L ET,

T —IAT TrANKNIZ I DL Lo~ ailmtiansd e, T—hIA4T 774NV EZAT
MBI FET, T—IAT 77 ANVNO~ T aiNHEIN IR0 7 7 A NVDEITH T
h X ER AL

HMIDIAHR T 7 ANVHIZ I DU EDO~7uedmHasns e, BlorsA v 247N 11X F
T, DAL T 7 A VIO~ T OB 2o T2 7 7 A NVOEII I v b EnFER
Ho

I EFs—nLtxaysq w=s0EAsE



BEFA—LtxauTs E=20EAAE |
B (omaRcizsE (DMARC Verification) | x—

[DMARC#::F (DMARC Verification) ] R—

[DMARCH:iFE (DMARC Verification) ]-5—3121%, DMARC #FEA LR L7z BALD R A A o~
&, DMARCHRFEICRER L7z A »— 1% LT AsyncOS AT L7 T 7 ¥ 3 v OFEHIE H A
FoRENET, ZOLR— M2 L TDMARCHEZ KE(L L, RO LS pfERE TS T
£,

« it H 2% < DMARC #EHIL TIXRW A v B— V% EE LIz RAAL L ERMD,
« % KA A T, DMARC BGEIZHRIL L7z A »2— 2% LT AsyncOS B ED K 5727 7
a v EIT LD,

[DMARCHFE (DMARC Verification) | ~— Y ONEITRD LY TT,

« DMARC BRFED KILHUZFE S BN KA A Y ZRT 7T T FRR,
o RAAL VBNTROIEHE RTE,
T v ayia UTRR, MRl FRESINTA vV, KEErs Y v s T
L, BRENTWDEITIVDA Y E—VDIU A NBERINET,
* DMARC MRFEIZAH LTz A v EB— T D%,
* DMARC #GEFRATIEE DA

LR — bt GO R#EE (R0l ) | ERd A X LAO#EEZRINTEET, /97 F
TIXEERY A hOT—2I1%, §XTOLR— kLRI [=27 AFR— bk (Export) |V > 7 &ff
AL T CSVIERIZT 7 AR — FTE £,

[URL 7 « JLZ 1) > % (URLFiltering) ]| R—

csURL 7 4NV H VT LiR— Y a—iE, URL 7 4 VZ U U TRFERIOGEIZDIHN
hanxd,

sURL 74 V% V27 LiR— MI, EZEAvE—VICH L THERATE 7,

cURLZANAZY T 2PNk oT (FUFARNRLT ORI VAT T 4NE AF
D—FE LT, FRFAvE—/ar Ty T4 NEZEBERLT) AX vy ENDHA Y
TV OHRN, TNHDOEY 2= MIEENRET, 2L, 4T LT RN TORFEL URL
TANEZ Y THEREOAITERR T H DI TIE T EHA,

[[EAZURLA 7 = U (Top URL Categories) | €Y =—/ /LTI, 2> T Y 74 X Fi2id
A=V T ANZIC—ETINEIDICPDPDLLT, AXy U SNToA Y= THiH
SNTETRTOITITINEENET,

FA = ICEHE T A ENTEALURL L 2T —2 32 LoULE 1 2T,
Ao T—IIEBOURL DN H LA, A v E—VNOURL DEBIEWLE 2T — 90
DFERHE RIS S L E T,

[E¥ = U7 1% —EZ (Security Services) ]>[URL” /L% U 2 (URL Filtering) ] T
WELTZZ a— S )VEFR Y A RO URL I, LAR— MIEENEEA,

RO 7 4 N Z HERENATZHFATY A RO URLIZLA— MIEERET,

B EFA—LtFa0T1 E-2OEASE



| EF4A—LEF2UT4 E=2DEAAE
[79RTLAY T4 LB YUY (Outbreak Filtering) 1~x—% ]

cHEEDHDURL LI, TU FT LAY T4 NZ Lo TLEaTr—va rnNMEWEHIE
ENEURLTY, ==2—FI/LURLEIE, T RNT LA T4 NEIZE-T 7Y v 7
OIRERN ML LM E SN URL T, 2D, ==2—kF/LURLIL, CiscoWeb Tt ¥ =
V74 7axil VA L7 b TH70ICEESBLZONET,

cURL AT I3Y R—ZAD T 4 NVEZDOfERITa TV BIRRAvyE—Y 7 4% LER— |
KBS E T,

«CiscoWebt¥=2UT 4 7YXk b7 Y v 70 URL iHMEO#FIL, LAR— MO
XN FEH A,

[ bTLAY T4)L%1) 2% (Outbreak Filtering) ] X—

[7Y N7 LA 27 4% (Outbreak Filters) | X—IZiX, FLDOT U KT LA IZRT U N7
LA T4 NZICkos TRBES I A v — DI D EEBRE RSN E T, 20—V %f
ALT, MBEKoTmvA VA, Bk, BT 4 v v THBICKT DB s =4 T& %
R

[T N7 Vv A2 7 40% 107 (Outbreak Filtering) ] LAR— b X—T & H LT, kOFH
EANFTEET,

s TANAREGLT 4 NVE =K TRBES NI A v =V STz r—1,
e Ao —UNRT U NT LA IREEHCE EF LM
s e HABICFORINDERDOH 5 AlREMEN $ 5 URL

[T b7 VA2 7 4% (Outbreak Filtering) ] LiR— h R—T & FRT5HIT01%, [V

A—hF (Reports) | KR TH T UNL [T KT VLAY 7 4% Y 7 (Outbreak Filtering) |
EIRLE7,

WOERTIX, [TV T VLA 277 4% Y 7 (Outbreak Filtering) | LAR— h X—Y DI F X
Fhtrva AoV THHALET,

RE[TIRTLAY T 4ILBY) > (Outbreak Filtering) ] R— D

tovay £ EA

[FFfEI%EPH (Time Range) ] (N | FRd 2RFEGEHZ RINT 5720047 v a v fED Fr vy

ny 7y YRR T AR,

X A TR [# A 75 (Threats By Type) 1 &7 v a ilidx, &1
A—NTF =R T AL TEZFEENTHEA =D
SEIERFATHREINET,

I EFs—nLtxaysq w=s0EAsE



. [79rTLAD T1L2Y % (Outhreak Filtering) 1 R—

BFA—Lt¥ayT« E=40EAAE |

o3y HL:L

B~ ) — [#&E Y~V — (Threat Summary) | &7 ¥ a 2, [w/V
¥ =7 (Malware) ]. [7 4 v+ > 7 (Phish) ]. [FEHk
(Scam) ], BLW [T A LA (Virus) |IZLBAvE—T
DOHNRBRSINET,
ZOUVR—=PMIRHIND A vy E—=DIIHT oA v =Y
N7 o XU T OFMAERTT DL, ROFWESFDOY
&7 Vv 7 LET,

B D FEA [FEDOFEA (ThreatDetails) 1A > % 777 47 T —7WVIZ

X, BEOIT Y (AR, FEH ETIE T4 v
7). BB O, BEOPH, I A vy =T
B lo, FFEORAEICETIFEMNERINET,

ZOLVR— MIFEHEND A v E—TIZHkT DA vE—

T X TOEMERRT HIZEE, ROFWEZDY
THhRIY T LET,

BEAYE—UNHDE v R
A=

[EFEA Y=Y BDOE v A vE— (HitMessages from
Incoming Messages) &7 3 a i, BIRLIZFRIHICT ¥
NTVLAT TANZIZE o TR INTEZEA Y=V D
Boro 7 bEE R L TOWET,

7 A NVA LS OBEIZIE, SMNB Web A b~V > T A fif
AL 4 v TETF A=, FElk. BLO~1rv=7
BiAi 3 & EE T,

BB LD E v b A vE—
>

(B L~ BlO e >~ b A vt— (Hit Messages by Threat
Level) | BEZ v avid, 7URNT LAY T4 0228 -5T
B SN BBOBEREOHEEZ R L TVET,

LoL 5 OB NI F 713 EBIZB W TEKRTH 5D
L. LoUL LITEBO) 27 DMEWZ &R LET,
LIV OB ONW T, BEWVWDOETFA LT — T
ADF L TA L~ INVTERIFT—Y—H A REBRLTL
72 &0,

(R

]ﬂi&

T RT LA T RIEND A
B

(77T N7 VA JREEN O A 1t — (Messages resided in
Outbreak Quarantine) ]iZ, A vE—YNBT U M T LA JE
BEICE EE o TV EREHOR S 2R LET,

Z oML, BENRBROLZEEOHEICNE 2T —
ENETHIDIThHNDBRERIC L > TR EY £7, @E.
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s AL T T 7 AN RX=VIZF, TORAAVBIRZDORAAL CEETHIPT K
VAT AN EENE T,

IPT RFLAR T 77 A _X—=121F, IPT RLADOHIZET AIERBEENFE T,

& [EEH 7 27 7 AL (Sender Profile) ] X—IIZiX, _—TY D FHOBIEDERT —7 /i
ROT—ZPEENET,
cIPLEaT7—varP—EANL07a— R, 72& 2 IE, ROEFEHRTT,
cIPT7 RLVA, RAAL %, ETFy NT—7 F—F—
s Xy NT—2 F—F—DOHFT Y (Ry hT—27 F—F—0DH)
« CIDR &l (IP 7 KL ADH)

s IP7T RLVA, RAAY, FFHFy NU—0 F—F—DOREfi~/=F=2— KB X
OHHBf~v/ =F 2—F

B EFA—LtFa0T1 E-2OEASE



| BFA—LtF2)T4 E-2OFERAE
BAEEDM (Sender Details) 17—T 1L [

c TDOEEZENOEPOA v E—VEZELTHSORK

I DREH T N—T L DNS BRIESNT=-NE I (IPT RLAREE T w7 74
L R_R— D)

H¥NL~ 7 =F 2 — Rk, Hir24 RIS F%%/ﬂ%@bt%/ﬁ%vmﬁ®%ﬁff
WEOHITCIHEAEIND Y & ¥ — X7 —)L LREFRIC, SenderBase ¥ 7 =F = — Ki&
%%ﬁk#éﬂﬁﬁﬁ%ﬁ%LTEMéméf/ﬁ ?@;@ﬁﬁf¢05%®%k@%
EIX10ICRESNE T, ZHiE, HRAOEBEBTFA—L A v b—VORICHYE LEYT, ik
BEAGH LGS, 1R FO~ 7 =F 22— RO, EEOED 105 O8I
WLET,

ABNI~ 7 =F 2— Ri&, B30 HEIZHE SNZE A= VO RICESWTEENE
HENDEERWNT, B~ =F 2— RERUFERFEH L CEBISNET,

EEw=Fa—F (IPT FLADR)
RBEEABOHOE (IPT7 RLA 777 AL =V DR)

e Bonded Sender A7 —&% A (IP7 KL R a7 7 A )L X—TDH)
cIPLEaF—yarRar (IPT KLATRT 7A=Y DR)

CHAIDA =TV NODORE (XY FU—F F—F =L FAAL 2 T Ty AL ~—
T DIr)

c ZDFXy MU= F—F—IZHHETE RAS O (Fy NU—F A —F—T Ty
AN R=UBIORRAASY a7 7 AL X—=TU D)

eI DF Y NU—I F—F—DIPT FLRADE (X VI —0 F—F— a7z AL
N=TUBIORRAA Y Ta T 7 AL 2= 0O0h)

BT ANVDOEBIEHENZIP T FLADOHK (Ry hT—2 F—F— X—=TD
)

IPLE 27— a =R Lo TRESN D TR TOFRN T I N X—V 2 KR
J51Z1%. [SenderBase’» b DFEAMIE R (More from SenderBase) 1 %7 U v 7 LET,

DXy NIT—F F—F =l ko TEHIND RAAL VEBLXOIP 7 FLAIZET M
X, 2y PU—0 A —F—Fa 7 7 A L R=VIZEREINFET, FAASLSVHNOIPT FL
AT HEEMIL, FAAL Y R=VICETRINET,

RAL Y TR T 7 A NDR—I0, BEDIPT RLA%2 7Y v 7 LTEEDIERER T
HZEL, MBI T A NDR—TERRTHIE L TEXET,

LE{EE DM (Sender Details) 17— )L

[A—v 7 —OFE (Mail Flow Details) ] : [25(5 (Outgoing) | _X=YDO I 2T
7T 4 TR EEHE O (Sender Details) |7 — 7 MiZiE, BFA—NT— T A EOT
Uy7UXTWK%ﬁéﬂkLﬁ%%%ﬁ%%éﬂifo;®T TMZIE, IR LT 2 —
WZHANWT, RAALVERIFIP T VAR REINET,

I EFs—nLtxaysq w=s0EAsE



B ozEzo0—7uk—+

BEFA—)LtFaUT4 E=40EASE |

ZOUVR—MIGEHINDA v E—VICHT A=Y FT v R T OFEMERRT DI
X, KOFEZV 2% 2) v LET,

WORIZ, [IFEEHDOFEM (Sender Details) | 7 — 7 /VNOF|DOFEMAZ = LET,

= 8:[EEE DM (Sender Details) ]7— 7 IILIADFI D4

F%

Bl

EEH AL (KAL)

(Sender Domain (Domains))

EEHED RAAL 4,

PEHIPT FLA IPT FL
A)  (Sender IP Address (IP
Addresses))

EEHEOIPT RL X,

RA MG (IPT LX)
(Hostname (IP Addresses))

KEHE DR MM,

[ A/ LR (Spam Detected) ]

B &N 729 _RTHO AL,

[V A VAR (Virus
Detected) ]

B SN _XToOTA LA,

R~ VY = 7 BE TR
(Detected by Advanced
Malware Protection)

EBER LT 2T A Lo TR SN A v E—
¥ DR,

AT YT 4 NI E D
1k (Stopped by Content Filter)

arT Y TANFIE o TIESTE A v E— U DRE,

DLP (Z X 5151 (Stopped by
DLP)

DLP =Nl ko THIEENT- A v E—T Dk,

ARt 4 (Total Threat)

BA =Y (AL, UANR) OB

7 J—> (Clean)

TRTOI Y =2 AytE—,

VA A= BREDSENC T2 CORNET A — L — R o =
A CUEEND A =V, 7 ) —> L LUERShET,

At A v =% (Total
Messages)

TRTO A vE—TDEFHE,

EEBITIL—T LAHR—F

EEHIN—T LR— NI, BEHEINV—THBLOA—L T =R o—T 7 a Hlo
BfoV~ ) —Z24t L, SMTP BB L O A—L 7o — KU v —D h L REHRTE S
koL Ed, BEHEINV—TI2L D A—)L 71— (Mail Flow by Sender Group) ] U A ~Z

B EFA—LtFa0T1 E-2OEASE



I BFA—ILEFa T4 EZF2OFERAE

-t |

i BEEHEIN—TOEHEBLOEHRENREINET, [A—T7r—R) =T ar
Z X B8 (Connections by Mail Flow Policy Action) | 77 71X, &£ A—/ 7 —KR) o — 7T
7yay®%ﬁ®%A%fbi#O:®&~“rm RAR T 7R T—TL (HAT) AV
T OREOBEI R INET, HATOFEMIZOWTIE, BT A=V EZET D007 —
Y2 A DFREESRLTIEIN,

[65%¢ (Outgoing Destinations) ]~X— 121, A —/LDEFE R AL AT D ERP TSN
F9, 2OV, 2007 va TR SRET, =T RENE, BREFERA vE—
DHID FAFIEB L ORIEZ V—r A v —V0 b2 R~T 7T 7 TSN ET, ~—
VOTEICIE, MEEFEEONCY — NSl (T 74V MNRIE) BT LERTRPEZRIN
£7,

LR— MG oREHE (B, B, 723022 2080 E) Z@RCTEET, /9 7%F
TEE Y 2 FOF—Z1E, TRTOLR— R EFEBEIC[= 27 AR — b (Export) |V > 27 Zffi [
LTCSVERIZ=Y AR —FTEET,

[i£15%t (Outgoing Destinations) ] ~—YZfiHT 25 &, ROFEHREZAFTEET,

BT A—NT =Nz ADA—VFESE

K RAALVITERFEEINDA—NVDE

« J U= ANRAEME, TANAGME, v =T £FarT Y 7o H KB
1ED A — L DEIE

JREEINTEA v E—UBIOS Y — N Lo THA— AT UV REINTEA v =T D

[TLSEES1t (TLS Encryption) ]| RX—

[TLSH5{t (TLS Encryption) ]<X—IZiE, A —/VOEZAFITHEH S5 TLS B 5{bD 4k
7RISR R ENE T, ZOLAR— T, TLSERZHEA L TA— V2R ETIE R
AA L OFEMICONTHERINET,

[TLSH; 51t (TLS Encryption) | X—Y&MH$ 2 &, ROBEREMHRTEET,
« RREHERIC LD 2ERRZ TLS OEHEIE
 TLS #&fe I L7z 38— R —
« TLS B2 L7g o Jer8— hF—
« DANE 28R — b & TV 5 TLS Bt L=/ 8— ) —
* DANE 234K — b & TV % TLS #tlC R IL L7z 8— hF—
« TLS GRREICED & % 73— ~F—
o N— b F =M TLS ZMEH L7z A — L ORI 725 &
« DANE 3% 78— b &3 TV 5245 TLS #2fe o plidh L7 Bl

| BEFA—LEXalTq E=SOBAAE I“
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BF AL tFa)T+ E=20EAHE |
B (== SMTP 25T (nbound SMTP Authentication) ] X—

¢ DANE ¥R — F SN TW D EEHEIC R L-ES

[TLSHf =1k (TLS Encryption) ]-X— 1%, EHE#FEICEAT 287 v a v &, BEERICET S
v v a ATV ET, £ Vg ZiE, BEERN G ENTZS T T, U — B
SORBPEENTNET,

77 710X, BE L RRIFEIIR IC 72 5 25505 TLS O b S vkl KOs b s
TWEHRDOE 2 —NFRINET, 777120, AvkE—CoKE, BebEan/-/mEe{b &
WAy e—U 0, /R LT TLSE S A v E—Y 0/, /KL 72 DANE 8¢
DENFRENET, 777 TlE, TLSHUETH > - & . TLS 2N HLITHE S S - B8 2
XAl S ET,

2'%61 RSN A =V EEZET D FAL VOFFRRERINET, RAS T
o RRERIE L T /EO) TLS #ft & B4 éz"bt TLS Bk, 34T 47z TLS B Ofa ik
(EﬂZIjJ LR L7020 6F) | B L STV e Wt O, DANE it O
(ﬁ%bkﬂ%ﬁbkﬁmmuf)%%ﬁf%iﬁoit TLS 233 T 729X TOHEHED
A BIOEFICEHE SNHELA v — 0/ (TLS 2MESEDWLZEDNT D) 5 F)
HLRARTEET, 7—TNVOELEIZH B [FE AKX ~A X (Customize Columns) | 7 A =
A LT, FaeFrnEiddEFoRiccesd,

SMTP :2:F (Inbound SMTP Authentication) ]| R—

[BZ{ESMTPREE (Inbound SMTP Authentication) ] ~X— 21X, 7 7 A 7 > FiEFAEOMH G

W, BLOBEF AN Uz ba—HFDA—NVT T4 T FMETSMTIP v 3 > &8

FET 57D SMTPAUTH 2~ RBRRRINE T, BT A— T — by A%, itAEER

IZSMTP AUTH 2~ REZIFANDL L, A—VT T34 T O TLS B 2 e r LE T,

TIAT MIZOBGEHFEAL TA v —VE2RELET, BFA AT~ U=A1F, &

n%®ﬁﬁ%n—#$ufﬁwf%ﬁwt@ LR — M, h%4/%khf4/m7%
(2SN T SMTP REAEDFERIN TR S E 7,

WOTERZHERTDITE. ZOLVR— AL £,

« SMTP FBFEAAH ] L TV 5 B G B DIk

« VT4 T FREEEZHEH L TV A O

« SMTP AUTH % i ] L T\ 2 Bk D %%

s SMTPFEREZMHA L L5 & LT, SRR LI RA AL

« SMTP ZBEEN LM LT —FH T, 74 —ANRy 7 ZEFEICHER L TWAEREDOK

i
il

[x1 SSMTPREAE (Inbound SMTP Authentication) ] ~— 312 i ZAE LRt 7T 7. SMTP
FEEER A T LI A= ZEFEDO T T 7, BLOEROEGERITOHMEZ ST — 7 VD E
RENET,

[315 L7=#%#%t (Received Connections) |7 7 7 T, 5 L7-EFEHFH I\ T SMTP #EGE%
ﬁﬁﬁ LCHERmEZRGEL L D & LIz A= 7 T4 T v bOERBERNRENET, 207 T 71

EBTFANT = U oA BEAT LT HER ORE. SMTP GBREZ ] L CRBREZ T L 722
fPO B O, 7747 v FREEZMEH U CRREEN RIS X OREh L 7= 8kt D3, SMTP
AUTH =1~ > RZ&2fl ] U CRERED RIS L OV L ekt OB FoR S E 77,

B EFA—LtFa0T1 E-2OEASE



| EFA-LEFaUT4 E=L2OERALE
[L— +#IR (Rate Limits) 1<—2 [

[518 L7=%15% (Received Recipients) 17 7 721X, SMTPREFEZMHEH LT, A vE—U %k
BT 2IDIZE S A—NT = U oA ~OHEHGRZRIEL LD & LIcA—NT T4 T a2
T 5% {m%@ﬁﬁ‘ﬁﬂ‘éﬂi?—o ZDT T 7T, HERORAE SN EE O, B LU
MRFES NN e EHE DO RINET,

[SMTPEREED AN (SMTP Authentication details) |7 — 7 /WiZid, A vt —T B EETDH7-0IC
BIA—INT = T oA ~OEEREBIEL LD & LIma—TFE2ET KA A VOFEFINRRE
FT, RAAL L TEIL, 7747 v MEEEER UcgiialtT (P E 723k o
SMTP AUTH =~ > F&EH U7c ekl (£ 7213 Rk80 o, B 747~ Mk

ERHARIT N L2, SMTPAUTHIZ 7 = — /L3y 7 LI OB 2 FR T 9, ~2—
CEMOXTEFHL T, RAL VA EIEIRAL P T RLABNCZ O REERTEE
D

[L— F4%IFE (Rate Limits) ] R—

T Ra—TEEETLEDOL— MIREMFHT D &, A—NLEEET FLAIZHE ST, flx
DEEFEHENOLOREMER L OBET A=V A v —UZEEHEFIRTEET, [L— MR
(Rate Limits) ] L7A— MZiX, ZO#IREZ RS LR SR EGENERINET,

ZOVR—=MI, UTFERETLIHEIIRILLET,

s REDANRLEZRETHEOIMERAENEAEEOHAEATEVna—F Th oo b

., T T — . BHEIRE R CICEF ANV AR ORIERET U r— g
Nz

s NEREERSL) VY —RFHO =02, N TEF A — L EZREICEE L TWAEET

o ANA LT R ENVN, REDEREETA—N M T 74 v 72X EFELTWDHEET

WA EF T o fEHE e S tho LA — K (W= —% (Internal Users) ], [Ef5 A v
t— V%% (Outgoing Senders) |72 &) TiL, EEEINTA v E—VOEOAGFHH S E
To INHDOLHR—FTIE, DEDORA vE—VEZBOZGEITERE LI AEE LM S v E
A,

[ LA BEBEE (A > 27 > RBI) (Top Offenders by Incident) |5 v — MZid, REFABIRID b
2L DZEFEIZA vy E—VERVHBRICEFE LELI) L Lz R TR EENERINE
T ERITBIA VTV MY LET, 2OFv— T, TXTOY R F—mb0DA1
TV MR S E T,

[ EAL BB (AT L 7= 5215 % %%) (Top Offenders by Rejected Recipients) | F ¥ — MZIX, iRTH
HOHIRE EES, b B DZEBEICA vE—VERE Lo Ru—TREENFTEN
F9., ZOF ¥ —F T, TR_XTCTOY AT =2 LOZEHFHNEFSNET,

TN —=TRERICLD V= MHROBRE, FFBEFD L — MROEFIZ SV T,
A= 7= R =% HLEEEA vy E—YDONL—VOERESRLTIIZIN,

[ERID#H: (Connections by Country) ] R—

[E 5Dz (Connections by Country) | L'7R— F X—U%FEHAT 5 &, ROEREFERTEE
D

BFA-LEFXaUT4 EZZOFERAE
I
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BEFA—)LtFaUT4 E=40EASE |

. [2—4 A—)LH<1)— (User Mail Summary) ] R—

« FIGERIDZAF A — NSO LA (7T 7 4 i B) |

« BIGERIDOZAF A — VRO R (FEX) |
BEONMNBEFROZEA—NDOBEGOEE ) v 35E, Avke—Y T o JICEE
Av—UEFRTEET,

[EFt A v E—% (Total Messages) ]5IZ1d. SMTP it L~V TxIF AN LD A v E—
DHFRINET,

G¥)

LR — MERHITIR DAL FE A L £,

e FITANR—KIPT RLRAE LTI DUEDZERX—LFEmBBEEND &, ZEA—L
BN L AR—+D [FI9A4ARXR—FIPT RLRA] L LTHEESNET,

BT NWIP L 2T — a0 2a7 e LT 1O EOZEA—NAEERIHRL NS
L. FOZEA—NEERIZLAR— T TEFERZ2 L] ITHEENET,

[—%H A—)L Y < 1)— (User Mail Summary) ] R—

[—H A —/LHE (UserMail Summary) ]X— Tk, WEla—HFIZ Lo TEZEI NI A—
VIZBET 2Dy, BT A—LT FLAZLIZFRENET (H—a2—FOBEHOES A —V
T RVANR, VA MIRRSNDGENHY T, VAR—FTIE, BEFA—AT FLATEL
DOHNERA)

ZON—=VE, 200k v a r THERERET,
c EFRBREFA v E—VHBLOERREEA vE—VR0 fiia—H e LA A—1%
ZET D =V 2RI T 7,
o 2—H A —)L T a—DFE
UAR— b oREEE (B, B, @, £/203H) 2@8RCTEET, V7 7R =
DT — X% ?«T@VTkuW% [=2 A& — Tk (Bxport) | U7 ZfH L TCSV
iz =2 X‘J‘“* cCxFET, £, T—TINVOEEIZH D [FE T AKX~ A X (Customize

Column) 1 7Aar%x2 Vv r35E, EROT—TNINERR LD, T 74V DFI%
HEFRICLIZY TEET,

[2—H 2A—L 7 —0DFf (User Mail Flow Details) ] U A hTi, EZ{FA— /LB ET A —
VT R LU RBNTIER, A4, (%E@#>\W4wx N =T AT Y T 4 H
D—E, TLA A= (FEOH) ZHEINET, ZOUVANL, AT7LRHLEZ Y v
LTY—bhTEET,

Wi — LR— b E2EHT2 L, ROBEHREAFTEET,
e HLEL DA —NEZEE L2 —Y
cHHLELS DI ) —VELA—NEZE LTa—Y

BFA-LtFa)T4 E=FOFERAAZE
[ 88 |



| EFxr—ntFa2UT1 E=20OBAKE
[A—FA—)LoO—D# (User Mail Flow Details) ] .

cHHBL DT LA A Ay — VR EE Liia—HF
b B DANRLEZF LIz —Y
caL T U T4 NERE N H—Llra—FLeEFDa LTy 7 4V Z O

cETA—NEOaALT Y T4 VE TR SN —

FEEWNE 22— & 1Z, ReptTo: 7 FL ZZHESNWTY AT ATEFA—NEZET S5 —
Bz LTT, BENBL—FILMail From: 7 KL A ZESWTEY . NERy RT—27ND
EEFNPEELTCWAETFA—LOEEZ BT AEAITEBIHET,

—EORFEA—L (NY R E) OREEFEEFET, mll T, ZhLOREFEEL, EEBIOC
RGNt = e 4 S s

WER— D [NER—F OFEHM  (Internal User Details) ] X— Y 2 FRd 5I121E, Z ONHE =2 —
PErs) v LET,

FOhH BIZH D [Fa T AH~A X (CustomizeColumns) 74 2> %27 U v 73 %&, [Intelligent
Multi-Scan CH i S 4172 &5 A 2N A (Incoming Spam Detected by Intelligent Multi-Scan) ] 51X°
[Intelligent Multi-Scan G H S 41725815 27X A (Outgoing Spam Detected by Intelligent Multi-Scan) ]
Flp & 77 v M TIEIERROFINERINET,

ESPERCRS
o [2—P A= 7 —OFFEM (User Mail Flow Details) ] (89 ~=—3)

« FFEDOWEH L —F DMK (24 X—)

[2—HA—)LT7O—DF# (User Mail Flow Details) ]

[—P A= 7 a—0FH (User Mail Flow Details) ] 227 >3 Clid, &0 73V (A4
FrHi (Spam Detected) ]. [V A /L AR (Virus Detected) ], [ 72~ /L = 7 BT
(Detected by Advanced Malware Protection) . [>T > 7 4 W IZ X 55511k (Stopped
By Content Filter) ], [Z LA A — /Ll (Graymail Detected) ]. 35 L OV [IEH (Clean) ]) @
A=V RERTEZEA v E—VONRR EHRE Ll —FICET 2 3FME R R SV E
T BEAYE—VOHAF, LEIELT, 7= NV0OELIZHD Sl h AT ~vA R
(Customize Columns) ] 7 A 2% 7 U > 273 5&, [Intelligent Multi-Scan THiH S 4172515 A
232 (Incoming Spam Detected by Intelligent Multi-Scan) (¥ Z R /R CTXEF, ZOfEIX, 774
N LEaT—rvalry TANE ) TICEVEREDDDL 7 7 AN SN 7 7 A V%
BUAyE—VOHERLET, ZOMEICIE, WEDT v 7T — NELIEX T 7 A VFHITEDY
BENDLDL 7 7 ANVE L TRIEESNTZ 7 7 A VEEENER AL, EZEI T Y T4 EER
FODLP RV v —D—F b RENET,
AT UV T4 N OFMEREXIET 23T Y T 4 VEERAR—VIERRT DI
FEDALTY T ANEL[E Y v LET (277 404 (ContentFilters) ]X—
25 ~—=2) #2W) . ZOFEZENT L, FEDa LT Y T4 NZIZ—H LT A—
NEFEZEFE L2 —FDY A BB TEET,

I EFs—nLtxaysq w=s0EAsE



B =ons1i—vomx

BEFA—)LtFaUT4 E=40EASE |

BEDREBIL—Y DRRE

[DLP 1 >

~ —

T

FFEONEH =2 —Y (B A—V 7T KLR) X, [2—F A —/LZE (User Mail Summary) ]-3—
POTEICH DB T +—LIPORBTEET, BT FA MIBAIC—HFEEDL0, AL
T XA NTHEDHAERBET 50 (b xiE, Tex) THELHAZRETIHA.
lexample.com| 723 —F L £7) Z®INL FJ,

> k &< 1)— (DLP Incident Summary) 1 RXR—

[DLPA > 7 v k¥~ U — (DLPIncident Summary) ]-~<—121%, &5 A —/LCH 4 L7z Data
LossPrevention (DLP) RV > —i&ENA T v MIBETAIERIPIRENE T, B A -V —
b A TIE, [EE A —/7R Y ¥ — (Outgoing Mail Policies) ] 7 —7 /L TA F—7 T LT=
DLP B A—NAKRY —2HHLC, 2—FNEELEET — ¥ 2 MmHLET, DLP KR
V—ILENTAEEA v =V RN RET LT, AT hELTHESNE T,

DLP A v 7T h LAR— AR T L& RO KD @A G cE£7,
o Z—FREIE LIHE T — ¥ OFEE
« ZNBHDODLP A YTy FOEKE
cINHDAYE—TVDIL, BESNIA Yy E—VDR
cINHLDORAYyE=TVDIL, Fry T EINAyE—T0DH
CINBHDRA =V DOEEH
[DLP >+ 7 > h¥ <~ U — (DLP Incident Summary) ]-<X—1%, KD 2 >DERET 3
THERL S VE T,

« HARE (X (Low) 1. [ (Medium) 1. [& (High) 1. [Z V7 « AL (Critical) ]) Ao
FALDLP A T PBLORY —D—EBAEENTHDLP A>T DO ML R
77

«[DLP A > 7 F DMl (DLP Incidents Details) ] U A k

LAR— MG OREEE (BEECHER L) | b A X rofHEeRINTEEd, /97 F
T Y XA T —X1E, T_XTOLR—F EREEIZ[=7 AR — (Bxport) 1V > 7 &4
HALTCSVERIC= 7 AR — M T&EET, KEHELUSDFFETD PDF OAERKIZOWTIE,
N— MCETAEERHE (99 2—) Z2BRL TS,

R =2 X > THRHENTZZDLP A > o7 > M 2 38MfE R Z FR9 521X, DLP R Y
O HIEZ Yy LET, ZOHEEFERATLE, R -tk TRt EnT, #E
F= B EEGRA— LR E L= DY X 2R TEET,

BEIEE
« [DLPA > 7 > b ®OFEfM (DLP Incident Details) ] (91 ~<—)

« [DLP 7R U > —#£fl (DLP Policy Detail) ]X—3 (91 ~X—)

B EFA—LtFa0T1 E-2OEASE



I BFA—ILEFa T4 EZF2OFERAE

[DLPA

7_

[DLPA > F > bDEES (DLP Incident Details) ] .

MDEfH (DLP Incident Details) ]

B A =N — T A DFEFEA—NRY o —THIEA £ —7 /LD DLP RV > —|%, [DLPA
Y7 hOFER (DLP Incident Details) | 7 — 7 /VICE RS NE T, dElfEHREFRRT HIC
3. DLP R Y > —D4di% 7 Vv 7 LET,

[DLPA > > 7 > h®FAll (DLP Incident Details) | 7 —7 /L ix, RY > —T&DDLP A > 7
VRO E, BERELVSABIONRERLET, ERELVIZE, AUV ASATZA Y
t—voE, 7 VT TEME, WAL TERIE, ERIFHIRSAIZA vy E—VORbEENE
T, T—HEY—FTDHIE, SIRHELEZY v 7 LET,

[DLP 7R') & —&%#A (DLP Policy Detail) ] R—<

[DLP/I' 37 FOFEM (DLP Incident Details) ] 7—7 /L CDLP RV > —D4RiIE 27 Y v 7
L7t %@ﬁ%kbf%réﬂé@u%)/—iﬁ(mymmwxmn]ﬁ~“V%@
R =BT DLP A T b T—FNRFRENET, ZON=V2iE, EREIC
W/ZDLP A T DT T I NFERENET,

ZON—=VITFE, DLP R v —IZERK LTe A v E— V2 EE LIeAENH 2 — P2 RRT 5,

— VTN H D [EEFERIA 7T > b (IncidentsbySender) |V A b EENET, 2DV
A MZE, ZORY) =BT —HF T LD DLP A o7 v hOREUIINZ T, EREL
SULBIONGR, A v 2= OWT N7 U TICEME Sizns, Kb S ClME Sni=n,
Rey ZENTEPIRENET, EEEDA 5 > b (Incidents by Sender) ]V A b Z i ]
THE, MROWET -2 %%y N =IO —WIZHEE LTZARENEOH 52—V 2R T
xET,

EEELET Y v 7T B L, [N —Y (Internal Users) | X— UM £, FEMIIZONT
I%. #unique 1511 ZZM L T2 &0,

[Web 1 >% 5% < 3> (WeblInteraction) ] XR—

WebA > ZT77ary hT7yFyT LR—=FEV2— L, WebA 2 F T 7 aD
N7 w2 THERENA X =T NDERIORT —Z PR IAENET,

*WebA XT3 ay vTvxr 7 LR—FEBVa—)LE, VT XA LATIIEFRIN

T30 mBEICEHINET, Fo, FBEMIONIZURLAEZ Y » 7 LI21% T, Web A
VETIvay TR T LIR—= IO R MR LAR—FEND E TITIEHEK2
BE D Z e £,

Web A XT3 7 vay hTuxo 7 LiR—NMI, VINAVFALTERINEEAL, 77

DRICUVEA VLY RENDIEESHBZIONIZURLEZ Y v Lizth, WebA VXT3
Y RIS LR—=MIZDA N R LR— FENDETITIIHEA 2 B0 5 2
ERHY FET,

*Web A 2T 7vary FT7yxr T LR—MI, B%EA -V L THEATE X
R

EFs—nLtxaysq w=s0EAsE



BEFA—LtxauTs E=20EAAE |
[Web 1 >%2 5% < 3> (Weblnteraction) ] R—

e Ra—YRI Uy Lz, VIRV EA VLY FENDHEEHZ H1L7-URL (R
V—FET U RNTLAT TANEZITEST) DHB, THHDEY 2a—/WIZEENE
j—o

*[Webf %7273 a7 vx 2 (Weblnteraction Tracking) ]~S—IIZid, RO LA —
R EENET,
IvRa—4¥nNs)vs L=, EEDOHSLEARURL (Top Malicious URLsclicked by End
Users) . IRDOTEHRAGTFEML AR — M ERRTDHITIE, URLEZZ Y v 7 LET,
cEBEHZ ONTEEOHDHURLEZ ) v/ Lty Ra—HFD U 2 |,
«URL 287 UV v 7 Siviz B & izl
cURL ARV v—FLE TV NIV AT T4V Z XS TEESBZ OLNTZNE I D,

e EBXWZ ONIZURL NV U w7 SN EXICETENET 7V ay Gl 7ry 7,
FEFARE) , URLBT Y R T LA T4 VR TEXHZOLNTEY ., &K
HENERATERWGE, AT —X AIARRAE L TEREINET,

BEENDHDHURLESZ Y v Y L=k Ka—4 (Top End Userswho clicked on Malicious
URLS)

OB va il ZEAvE—VBIVEEA v E—JIZONWT, EXHBIONEZEED
HBHURL #H b %< 7Y v/ Liza—ToMENRFRINET,

Web1 V259232 b5 yX 25D (Web Interaction Tracking Details) o K DOE#H A
HENTVET,
VTRV AALY FENDEZIHBZONTZTXTOURLDY A~ (BEEOHDHD
Lnbm) , ML AR— b EFRRTHIZIE, URLEZZ Y v 7 LET,
e JTTRIZVEAALYT FENDIEEWHZONTZURLBZ Y v 7 SNTHBAICFEITENTE
Trvay (FFR, Tavr, £REIARH)

T A HFRT DL, ROBEEZFATLET,

o [%1F A —/V7R Y 2 — (Incoming Mail Policies) |>[7V h 7 LA 7 7 ¢ /L% (Outbreak
Filters) | Z&IRLTT VM T LA T4 NEEZREL, AvE—VOEELIONURL O
EXWRZEADNLET,

+ [Cisco Security Proxy ICU R A LI b T vavuaRALT, avsyy 740 8%
MR L £7,

T Ra2—¥NURLZZ Y v 7 L2 EICFDURLDHE (EFEITEEZEOH D) HNAH
ThiHrGE. AT =X AIARE L TR REINET, Uk, =2—HF 07 U v 7RI, URLA
EHICTEINTWED, WebH— " F 7 LTV, BERARETH 72720 TH 5 1]
BEMERH Y 3,

s BXWZONTZURLEZ Y Ra—Rn 7 Vw7 Lichltk, 7V v 7 Sz URL &1
RTOA =YDV A NEFERTHIZIE, 27V v 7 LET,
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| BFA—LtF2)T4 E-2OFERAE
(58 LHK— b (Remediation Report) 1 <—3 ||

eWeb A XT3 ary hTuFr 7 LR—FE2EHALTCOWAEAIL. ROGIFRFEICE
BLTLEEN,

cHEEOHHURLAEXIMWZ 2512, Avb—U2REL THlo—Y (g L)
WCHEHT AL HICar T oV ERIFAvE—Y T4 VB ERELTVALES, B E
NEa—YRZoEZHZONIZURLEZZ Y v 7 LEBAETYH, TOZEHD Web
AU ETITay NIRRT T2 NS LET,

«EXMz K- URL 25 0fRHf SN A vtE—VDabt—%, WebA X —T A
A& L Ca—Y (FHELRY) CEETIIHA, Toa—F (Avk—YDa
P—NREISNT2—) BEOEXBZ 5N URLEZZ U v 7 LERETH, T
DZIEBEDOWeb A BTV ay hTyvXo T T—2RE5LET,

s FOBFNTHH-TH, BIA—NT— b U= OEAEETTILTEND DLHATL.
AT AR Z R EM SR (UTC) ERIMIT AL 212 L TS ES N,

(& L 7R—  (Remediation Report) 1 R—

& LA — I (Remediation Report) JZfEH LT, [A—/7R vy 7 ZDAEMEE (Mailbox Auto
Remediation) ] & [A—/L7R v 7 ZADOKFE L& (Mailbox Search and Remediate) | DI % 5
EE=FZTEET,
ZOVR—FZEHLT, UFOZ EZ2TVET,
[ ARy 7 A0 HBEMEE (Mailbox Auto Remediation) ] & [A—/LR v 7 ZDKBR LE
18 (Mailbox Search and Remediate) ] CiAT SN A v —VDO—E A2 FRT D,
B RIOBEHR 2R T 5, 22X, HEio T —, =7~ ET7,

DY A RTIE, [L— MR (RateLimit) |LAR—FOSEISE 2BV a Ao Tt L

£7,
o ay xR
B3] % (Summary) &7 ¥ 3 iid, ROBEEPERINET,

[ A=Ky 7 20O BENEE (Mailbox Auto Remediation) ] &
[A—/ViR w7 ADfFE & EME (Mailbox Search and Remediate) |
ZREH L TEENRITINZA vE—VDOEFH

c RESNIMEET 7 ¥ a NI L TEEFRIEEI N A viE—
PO,

AEENKIRLTZ A v =YD,
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. [AvE—2T 1 )L2 (Message Filters) 1 R—2

[Avt—

BEFA—)LtFaUT4 E=40EASE |

o ay

Bl

[A—I/ViR v 7 2D HENE
# (Mailbox Auto
Remediation) ]

[A—/VR > 7 ZAHENEE (Mailbox Auto Remediation) ] L'7R— k&
73 a AAliE. ROFERPERINET,

o A—)VRy 7 AHEMEEDEI E I IXRIL L2 E5E 0,

s A=t LTI AMEERT 7 2 a

« SHA-256 7~ ¥ 2 [ZBHEAFIT BTV D 7 7 A /L4, SHA-256
NyakZ )y LT, [AvE—YFT7vF 7 (Message
Tracking) ] <—TYWNOHEA v -V 2R RLET,

o A—)LR v 7 A0 HEEENREIIXRK L -2 EEICE
"INETe T A NVLDE,
s BEMERIZRL L 7B,

[A—IVR T ADRE &
15 (Mailbox Search and
Remediate) ]

[A =Ry 7 AR & {EE  (Mailbox Search and Remediate) | &
7 v a AZiE, ROFEMIERAFRRENET,

cHEITHELITET LEEBEAAYyTFO—E,
s Ny TFHNDA v E—VDEFEAT —H A,
e Ny FHENYFID, Ny FOFEMERTT HITIL, Ny F
sy LET,
o A=Ky 7 AOREE LAEE BB S A7 H R,
o A—)LIR v 7 ADKRFE AEE DB S -k E o,
« A=)V Y 7 ZADRER LAEE Z B LTZR A K,
s Avt—VIZXH L TEITSNTBEET 72 ar,
* A ¥ —® Cisco IronPort A v&— 1D,
s A E—UNEFIEEINDHN, A vE—UR%(E
FIZ L5 THAMS NI E D E R T BEwHET A =
“o
HEEDODN Y TFNOA =V DEBEAT—2 A ([l
(Success) 1. [ZREX (Failed) 1. F 72X [ETH (In
Progress) ])
cAvE—VEEELIEEEEOEFA AT FL A,
« A b —UNEE SN, TO%TEENRITEINT%E
FEDOBETA—NT KL A,
A vt —UNZEEITHEE Sz B A &R,

o7 4J)L% (Message Filters) ] X—

[A>vE—T7 4 0% (Message Filters) | X—2i%, —BHDO LA A - 7005 (I
HEL DAY=V —H LA vE— /74/1/5?) BT D IERN 2O (HBr T~

ER) TERIRSNET,
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I BFA—ILEFa T4 EZF2OFERAE
[KBE®D A —/L (HighVolume Mail) ] R— .

W77 7T, EZEAYE—VICLoTHRBEL NI T—END A ve—T 7 4V F ZHER
TEET, R, HiAve—Y 7002 E EETHAvE—T T4 NFI—H LAY
TV OHBRENET, BiEE 7V v T E AvE—V N T yF UV EEHLTEOR
WWEENTVDITRTDORA v E—DY 2 FRFRENET,

ViR — MO (R0RZeE) | RV A 208 ERINTEXES, /777 F
TIXEERY 2 hOTFT—2I1%, XTOLR— bk EFRBRIZ[=27 AFKR— K (Export) |1V > 7 &ff
ALTCSVERIC=I AR—FTE 1,

[KBE®D +—/L (High Volume Mail) ] R—
A\

GE)  [KEFEEDA—/L (High Volume Mail) ]-2—1Z1%, Header Repeats L — /L& EMT 5 A v&—
VT UANEDT =BT INERRINET,

[K&E&ED A —/ (High Volume Mail) | ~<X—JI2lE, RO LV AKR— "3 KiET T 70O THRR
SNET,

« [ EAZf44 (Top Subjects) ] Z D77 71 b. AsyncOS I35 L2 A v —T O B4
EHERTEET,

o [Eff= > X —7 %53 (Top Envelope Senders) ], Z D7 7 76, AsyncOS 235215 L
A=V O iz R -7 R EEEHERTEET,

o [~BHB| AL A »2— T 4 0 #  (Top Message Filters by Number of Matches) ], Z D7
Z 706, —BEIZHK-S<  (Header Repeats L — V&4 5) EiAv®—2 7 4%
EHERTEET,

[RE&ED A —/L (High Volume Mail) ] <—II2ix, EiAvtE—Y 7oL #4T 5
Ao =T T4 NBI—H LA vV ETRTRLEREINET, BEE Y v T5
L AYE—V N TR T EFEHLTEDORICEENTNDTRTOA Yy E—VDY X KR
FrEINnNET,

UAR— MR ORFHIEHE (FFEel e L) | FHRIr A Z 20 EERTcEET, /9 7F

TEFE Y A hOT—XIE, TRXRTOLAR—FERBRIC[=27 AR — b (Export) ]V > 7 %
ALTCcSsVERIZ= AR—FT&EET,

[3>F7>Y T 4I)L43 (ContentFilters) 1 R—
[>T Y7 4% (Content Filters) | ~~—UIi%, EZfEar T Y 7 4 VZ D EAL—E
mbE< DA yE—VIZ—HK LIzarT oy 70 0%) [T LE@RP 2EEOEA (KB
F7EUARN) TERENET, [T Y7 4/LH (Content Filters) | X—T & HT 5
LAY TUY T UNB T EFa T TR ERY R L, ROERERIG TX
ij_o

e ZERA—NVETIIEEA N LT NI H—ENFERHORLE Na LT Y 7 4 )L HF
HEEDaALT LY T4 N B E RN H— LT A=V EEZE L A —
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EFA—LtFaUTs E-20EALE |
B -7vonsonm

VARNDAT Y TUNELET V7T DL, [arT Y7 400X O (Content Filter
Details) | X—IZZ D7 4 VEZIZEHT L2 R R TEET,

BEEIEE
c VT UV T 4SO (96 )

VT T4ILE DM
AT TUNELY T I )y 7T hHE AT Y T 4 VEOFEINE RS NET,
[T 7 4 VX DOFH (Content Filter Details) 1121, Z D7 4 /L& ORREIY 2 —Ek &
O — PR DO —BNFRENET,

[N —%5>—% (Matches by Internal Users) (&7 a3 > Tli, =—%4% 27V 27 LT
N —% (BT A—/L 7 FLRX) O [NE=—HF DM (Internal User Details) | X— T %%
ARTEET (Bunique 15115 5H)

[Safe Print] R—
[Safe Print] LR — h X—YZHEH LT, RONFEFR R TEET,
« 77 AN ZATHID, Safe Print T SN 7 7 A 0¥ (77 7N .
« 77 AN ZATRHID, Safe Print TH) SRS 7 7 A VO (R
[Safe Print CH{ ) &7 7 7 A NAEFAOMEE. (Summary of Safe Print File Types) | &2 2 > T

Safe Print CHI I SN 7 7 A NVDEREAEZ )V v 7T [AvE—V RN TvF T
(Message Tracking) ]IZA v —VOFEHINFRENET,

[EER T4 vV JR5#EILAR— b (Advanced Phishing Protection
Reports) ]| X"—

[LA— bk (Reports) ]>[A— /L7 @ —H#% (Mail Flow Summary) ]>[@E7R 7 v > v 71
(Advanced Phishing Protection | L' AR — h_X— 21X, IROERNPFRSNET,

» Cisco Advanced Phishing Protection 7 7 7 R —E X ZIEFIZEIRE I N2 A v E—VDEFE
8

« Cisco Advanced Phishing Protection 7 7 7 R — E X THAE SN2 T2 A v =V DEFE
.,
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| EFA—LEF1UT1 E=2OBEAHE
[A =LA S—DM (Mail Policy Details) 1 Li— kx—o ]

A\

B Avt—URAFT—XOBREIZRBLESGATX, RE
7 4y T BiEERE D EQE’E@;:IET%M\%%‘% U
F9, MOV TL, EFA AT = U= AL
Cisco Advanced Phishing Protection 27 7 7 R —E XD
MEFEEZSRLTITZIN,

[H‘F‘?‘i?{ v 7B O# (Advanced Phishing Protection) ] L'AR— M X—T & HH T3
. ROEREMR TEET,

o Xy aR— RTHEL VO TRTOETA—/NVT—hUx=A D5 Cisco Advanced
Phishing Protection 7 7 7 R#— B ZXIZEE SN A v =V DOEFHL,

« Cisco Advanced Phishing Protection 7 7 7 R —EZ~DHEE AT L7Z A v B — VDO
(7774 v 7K

Cisco Advanced Phishing Protection 7 7 7 R —E R THERE S NLDH A vE—TV DA X T — X Dt
MfE®R 2 FRRTHI12iE, V7 %27 U v 7 LT Cisco Advanced Phishing Protection 7 7 & R¥—

a7 A > LEd, FFMIZ 2OV TiE, Cisco Advanced Phishing Protection 7 7 7 K¥—tE &
TOA Y=V RALT =L DE=HY T 2B LTI,

[A—JLRY) —DE# (Mail Policy Details) ] L7TR— FR—
[A—/LiR Y 2 —DFA (Mail Policy Details) ] LAR— b= 2 LT, kEFRTEET,
RESNTEA—NARY =B LI iDOZEA vy —Y (V7 7BL0HENR) |

BESNTEA—NRY I —IC—H LT FOREAvE— (FF7BIU0HERER)

[321R U — (IncomingPolicies) | Z7 > a > C, $EDA—NRY =l —FHL1=ZEA v
=D& E ) v/ LT, [AvyE—Y T vF Y (Message Tracking) | TA v&—
VOFMELR R LUET,
[iXER U > — (OutgoingPolicies) €27 2 T, FFEDA—NRY > —IZ—FHLTEEA Y
t—YOEHEE Y v LT, [AyE—Y T vF T (Message Tracking) | TA v&—
VOFMELR R LUET,

LR— FMERDEEE

AsyncOS (2B D LR—T 4 v 7I2id, RO 3 SOEARIENEENET,

o HHAL, BENL, FITABNLCEITEND AT Va2 —ARESNIE LA — M EER T
7,

s 2BV AR—bEAKRTEET (AT~ F) LAR—F)

cLIHIFEIT LIV R = DT — A T EFRRTEET (AP a—REINTZLER—
BIXOArTF=o K LR—bsOWET)
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BEFA—)LtFaUT4 E=40EASE |

B xro—nageshiLf—rERE7—ha T Lk—tDEAT

ARroa—)L

AV a—VBEINZVAR—FBIOA T~ K LAR— R, [£=% (Monitor) ]>[&
LA — K (Scheduled Reports) | N—UMORETEET, 77— A THFHLVFR— ML, [T
=% (Monitor) ]>[7—HFA 7 LaAR— I (Archived Reports) | X—T L RRTEET,

FFA—NT— b xA1F, ARLEEFTOLR—F2RFLET (FXTOLR— ML
T, KR THFH 1000 N—T 3 >) , BBEIIG U7 (Be &) OLVR— N2 EEETH
TEET, BETANAZEELZEELRWEATH, LA—NMIT—IA473NET, LAR—
FNEZEOT RURITEET H2UENH L56. FINCZEEEZRETLLV L, A=V 7
U A SEAERS D INESTT,

FIFNRTHE, ATV a—ARESNEELE—FDOI b, EEDO1R2OLHE— MRETFA—
NTF—= KT 2T —HAT7ENET, LAR— NI, BFA—/NT— 7 =AD/saved reports
F4L7 PUICEESNET, GEMCoWTIE, FTP, SSH, BXWUSCP 77 A& &M L
TLIEEY, )

EEEE

ATV a— LREESNTZVR—NETIZT — AT LIR— DX AT (98 _X—)
o LAR— MRET RLADOHKE (99 ~2—3)

=L

RESNI=LR—bEERET7—HAITLR— D24 T

RO LAR— b OFFHENGBINTE E4,

cAMP L V27— g v

s [EE R~ T = 7B (Advanced Malware Protection) ] |2

s [BER~LY =T il (Advanced Malware Protection) ] I
vay

o [ERI D FEE

s LT Y T 4 IVH

DLP A ¥ T hH~U—

* DMARC HFE L AR — F

« lH b L <IXERL (Delivery Status)

« B

SNBER T 4 — R

o (B3 A — )L ORI

s REEDA—)L

« %15 SMTP @i

o~ 7 B

« A=) 7 u—OHE  EE

« A=y 7 AD HENMEE

e AT —0DFM BEXREE: RAALY)

« A= 7 u—HRE : RAE

A=V T4 NH

«\E S A—/L LR— |

o

3157 7 A Vo HT
SITA 77 AL ha Ay

o
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| EFA—LEF1UT1 E=2OBERAFE
Lii— hicpas sxEsE

« FIE 5k
o L— MR
CcEEHRAA DLV aT—2 g v
s EEHIN—T
s VAT AR E
* TLS B 51k
o —HW X — LS (User Mail Summary)
*URL 7 4 VE VT
cTOUNITVLAY T4 NH
s AR T4 NEY T
Web A Z2 77 ar
KLAR— NI, ST HEFA =N EXF2VT 4 T=F XR=VOY~ ) —THKINET,

ESPEDEYS]
s LAR— MIETLIEEFE (99 —)

LAR— KT 5FEFE
PDFIEADa T oY 74 0% LR— MI, K400 T 7 4 VL ZITHIBRENET,
SERRY A MI, CSVIERD LR — N TCAFTEET,

A
(G¥)  Windows 2> ¥ = — 4 L CHIERE, HAGE, £72I38EERED PDF #4579 521X, Adobe.com
MBS T EH T b XNy 7 aFyra—RLCa—A) arta—H I A =175
: & %%‘g?ﬁ‘o

2 ‘A= > =
LR— FERIET FLADEKTE
LAR— NMORET RVRAERET DL, BFA—NT — NV oA IZERESNDA vE—TOD
WET RLADBKRTEESI L TLZ SV, CLIND, addressconfig 2~ Rafif L E
D

LR— hDEE

T A4 TERD AN D 2 — MRE ST LF— M, (B, e, BB, 5 L ORFET S

TEMTEET, FEBICVAR—F2EITTHEBTEET (AT~ FLikR—h) o &
NHEDLR— FOEFHEB L OFERIZHOWVWTIL, B LET,

Y

() 7722 F—FTIH, VR—FERRTEERA, vV E—FOHE, VLR—F2FRT
TET,
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B < ro—rzesntor—r

ArToa—)L

BFA—Lt¥ayT« E=40EAAE |

[(E=% (Monitor) |>[E¥ LA — bk (ScheduledReports) ] X—IZiE, B A— N7 —hU =
A THERBEHDAT V a— NV EINTZLAR— DU XA MPRENET,
&R R

c ATV a—/LRESHTZLAR—F (100 X—2)
e T — AT LR—F (102 X—)

BEINF-LKR—F

AV a— )V E SN VAR — M, HEAL, BEAL, EFABMTEITTLE AT
Va— VR ETEET, LA— T TARMEBNTXET, LEAR— MEFETT DRI
WERERZAR L, FBELESIE (e 2E, WEIHERITFIO 1) OF—F20LNEENE
T, PRI RCFETT D EH0ICA T Y a— A ESNTWD BEALO LR— MM2iE, /o[
(FRTOBF~FRIORE) OF —2NEEND Z EITIHEE LTI LS,

BEVOBEBFA—NT =T x2A1F, TIHLEDLR— bty "RRAT P2 — LB ESNTZ

RETHH SN TWETS, ZOLR— by FOWTrzfALEZY BECHIBRZIT- 72
DT HTEINTEET,

ESPERENS

s HENIZAR T A LR — MDA Y 22— (100 ~<—)
e ATV a— LR EISNT-LER— FORE (101 ~—)
« AV a— VR TEISNELAR— FOHIEE (101 ~<—)

BEMICERTHLR— DA77 21—

ATy T

ATy T2

ATvT3

ATv74

ATy TH

FIE

[®E=%# (Monitor) ]>[EH L R— bk (Scheduled Reports) ] ~<—C, [EH L AR— kZiBIN
(Add Scheduled Report) 1 %27V v 27 LET,

LR— FORBEZER L ES, #BRLZZ VAR — FOREBEIIC U T, B4 T g 2T
SET,

ERATATRE/R A 7 ¥ 2 — VIR E SIVIZ AR — D OFHADOFEMIC OV TE, A7V a—/LBIESH
TEVR—=FERET—IA T LR—=FDZAT (98 —2) ZZRL TSN,

LAR—=FDOLNYRFT WA ML E AT LET, AsyncOS TiE, LAR— MAB—ENE D M
R SNFEEA, BELZEET D720, [ CABTTHEEO LAR— FZER LRV T ZE 0,
VAR—F 7—2ORFM#EIHAZEIRLEST OV NTLAT 74008 LR—FTIL, Z0OF7
D= V%{iﬁﬁf%iﬁ/\/) o

LiR— OB &@LU £7,
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| EFA—LEF1UT1 E=2OBERAFE
2rva—ngEsntLi—rors

*PDE.EUEH. 77— A7, £7ITZDOMGFOHETPDF ERD R¥a X MEERL
F9, [PDF L'7R— h%Z 7 L B =— (Preview PDF Report) | %7 U v/ 35 L, 7272HIC
PDF 7 7 A L TCLAR— MR R TEET,

HEELIA D ZFETO PDF OAERICHOWTIE, LFR— N 2 EEEE (99 <—) %
ZLTIES W,

«CSV, W= DRF—FEELASCUTF AN 77 A NVEER LET, %CSVT 7
AWML, TRI100/TE2EDDHZENTEET, LiR— MNIEEOBEBHEOENEGENDH
A, BRI LU THED CSV 7 7 A VIDMERLENE T,

ATYT6 HHAERESIE. VRN A7 arvd EELET, LR—RMILoTE, VAR—F T
allib FHA,

AT9T1 A7V a—NVBRORGEAT Y a v E2RELEY, BT AT NLAZEELRVEA, U
He MET = A T SNETH, WPROZEFICLEESETA,

Gx)  HERT Ak (Yahoo X° Gmail 72 &) IV AR— M EEETHHGE. AT Do b
ﬁ?j) A RIVR=T 4V TBET RLAZBIMLT, LR— FOEBEFA—/LN
B TANRMIGEINZZWNWE DI LT EE N,

ATy 78 [EE (Submit) 1227V w7 LEd, BEEEGFLET,

R a—ILERESN-LR— FDRSE

FIE

ATy 1 [—ERZ (Services) |>[HEFEH L 7R — I (Centralized Reporting) ]X—TVU A hD LR —
NZAMVETY 7 LET,

RATYT2 BEEETVET,
RATYT3 EHAEREL, RIFLET,

R a—ILERE Shiz LiR— - DOHIBR

FIE

AT9 1 [—E R (Services) ]>[HHIEE L R— b (Centralized Reporting) ]-X—C, HIfrT 5 L
R—MIHIET DT = v 7 Ry 7 Akd i LET,

GE) AT Va—nLRESNEZVAR—=FE2TXTHIBRT 21203, [T3C @Al [ F=v7
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