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<?xml version="1.0" encoding="IS0O-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<l-=
XML generated by configuration change.
Change comment: added guest user
User: admin
Configuration are described as:
This table defines which local users are allowed to log into the system.
Product: M160 Messaging Gateway (tm) Appliance
Model Number: M160




cugsnsomm [

Version: 6.7.0-231

Serial Number: 000000000ABC-D000000
Number of CPUs: 1

Memory (GB): 4

Current Time: Thu Mar 26 05:34:36 2009

Feature "Centralized Configuration Manager": Quantity = 10, Time Remaining = "25 days"
Feature "Centralized Reporting": Quantity = 10, Time Remaining = "9 days"
Feature "Centralized Tracking": Quantity = 10, Time Remaining = "30 days"
Feature "Centralized Spam Quarantine": Quantity = 10, Time Remaining "30 days"
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual”

-—>

<config>

CLEZEDO S DEMH

WDOFR T, CLIEA o ZICiEkIN s et iR i2 s LET,

® 4:CLIEE DY O#EHER

et Bz

BALNAE L | A NDIE[E S TR,

.

PID a<w KRR ANTENTZHEDOCLIEy v aro7atv A ID,

Message AvE—UlF, AHWSN/CLla~> R, CLIES (A==—, YR
E) L BXOEREND 0T P THERESNET,

Bl

WD CLI A& v 7 OfliE, who 3 X U textconfig CLI =~ > R23 A J) & 417z PID 16434 O H
ZRLTOET,

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who'; prompt was
'\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered 'textconfig'; prompt was
'\nUsername Login Time Idle Time Remote Host What\n

\n

admin Wed 11AM 3m 45s 10.1.3.14 tail\nadmin 02:32PM Os

10.1.3.14 cli\nmail3.example.com> '

Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt was '\nThere are
no text resources currently defined.\n\n\nChoose the operation you want to perform:\n-
NEW - Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]>
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#Et ELE)

HADAR L | XA NPEE SR,
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ID Bt ID, FTP #2f5¢ Z & O BIE D 1D,

Message gz h)DORA =TT a 0t v ST ANVDARAT—HF AHFH.
FIFFTPEERIE® (e /Ay, Ty Fur—FK, Furan—K, a/7vh
Y)Yy ET,

i

KD FTP — " o 77O, #E: (ID:1) NS NTWET, SEEGEOIP T FLAD

WEN, 777487 4

TWET,

Wed
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Fri
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Fri
Fri
Fri
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Sep

o 0o oo

[ee)

10
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10
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18:
18:
18:
18:
08:
08:
08:
08:
08:
08:

03:06 2004 Info: Begin Logfile

03:06 2004 Info: Version: 4.0.0-206 SN: 00065BF3BA6D-9WFWC21
03:06 2004 Info: Time offset from UTC: 0 seconds

03:06 2004 Info: System is coming up

07:32 2004 Info: Time offset from UTC: -25200 seconds

07:32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86
07:38 2004 Info: ID:1 User admin login SUCCESS

08:46 2004 Info: ID:1 Upload wording.txt 20 bytes

08:57 2004 Info: ID:1 Download words.txt 1191 bytes

09:06 2004 Info: ID:1 User admin logout

HTTP 05 D& A

WDFZ, HTTP v ZIZiik s n s matE#Rz2 L £,

® 6:HTTP O J IZRHF SN HHEHER

(Z7ANDT vy TFn—FeZyrn—FR) BLOn 77U RIVRSH

et BT

A A DAK |\ NA RIS ST R,

-

ID v a2 ID,

req Piit~ U DIP T KL A,

o= PHgt . — D2 — W4,

Aytk—v FATINTZT 7 v a ST 1. GET =v 2 K, POST =2v o K, 7

IV AT A AT = ARENEGEENDIHENDHY £9,

Bl



zismnsoEn ||

& HTTP v 7 Ofli%, admin 2 —HIZ L2 GUIOHER AT ALy v T v 7 4P —FK
DFEITHRE) ZARLTHVET,

Wed Sep 8 18:17:23 2004 Info: http service on 192.168.0.1:80 redirecting to https port

443
Wed Sep 8 18:17:23 2004 Info: http service listening on 192.168.0.1:80
Wed Sep 8 18:17:23 2004 Info: https service listening on 192.168.0.1:443
Wed Sep 8 11:17:24 2004 Info: Time offset from UTC: -25200 seconds

Wed Sep 8 11:17:24 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg POST
/system administration/system setup wizard HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/system_administration/ssw_done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/incoming mail overview HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/mail flow graph?injector=&width=365&interval=0&type=recipientsin&height=190
HTTP/1.1 200

Wed Sep 8 11:18:46 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/classification graph?injector=&width=325&interval=0&type=recipientsinsheight=190
HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/quarantines HTTP/1.1 200

AN LIREER T OER
KO% (2, AsSDRHER 7 RS SN D HEHERE R LT

£ 7: RANLIREEQ T OFEHER

et 589
YA BRE Y | RISELR S IR,
i’

A ytE— Ay —Vi%, ETFENET 7 ay (Ryv—0REE. REEEED S O
fithi7n &) TR SN E T,

Bl

wov 7oL, FEEES S admin@example.com (2 2 {HD A v &— (MID 8298624 & MID
8298625) NMEM SN/ Z L ERLTWET,

Mon Aug 14 21:41:47 2006 Info: ISQ: Releasing MID [8298624, 8298625] for all

Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298624 (skipping work queue)
Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID 8298624 to admin@example.com

Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298625 (skipping work queue)
Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID8298625 to admin@example.com

2 /NLPEEEGUI O 5 DFEF

ROE N, ASLGEREGUI = 7 IZRgk SN D MatiEmE s~ LE T,




. THER b A=) OTDERA

% 8: R/\LIREE GUI O U D#fEEHER

et Bl
A DAL |8 DDE(E SHVIZREL,
>

Ay— A o=, —YHGER Y, EITENET v a o THERERE T,

Bl
wRow Z7OFNE, R LIERERE, n 7 A v, BEXOr 77U haRLTWET,

£ 9: R/L[EEE GUIO S D15

Fri Aug 11 22:05:28 2006 Info: ISQ: Serving HTTP on 192.168.0.1, port 82

Fri Aug 11 22:05:29 2006 Info: ISQ: Serving HTTPS on 192.168.0.1, port 83

Fri Aug 11 22:08:35 2006 Info: Authentication OK, user admin

Fri Aug 11 22:08:35 2006 Info: logout:- user:pqufOtL6vyI5StCqhCfO session:10.251.23.228

Fri Aug 11 22:08:35 2006 Info: login:admin user:pqufOtL6vyI5StCghCfO session:10.251.23.228

Fri Aug 11 22:08:44 2006 Info: Authentication OK, user admin
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FHRMERR (New)
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Mon Apr 17 19:56:22 2003 Info: New SMTP ICID

5 interface Management (10.1.1.1) address
10.1.1.209 reverse dns host remotehost.com
verified yes

Mon Apr 17 19:57:20 2003 Info: Start MID 6
ICID 5

Mon Apr 17 19:57:20 2003 Info: MID 6 ICID 5
From: <sender@remotehost.com>

Mon Apr 17 19:58:06 2003 Info: MID 6 ICID 5
RID 0 To: <mary@yourdomain.com>

Mon Apr 17 19:59:52 2003 Info: MID 6 ready
100 bytes from <sender@remotehost.com>

Mon Apr 17 19:59:59 2003 Info: ICID 5 close

o m



B ssxts—noszoruom

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID
8 interface 192.168.42.42 address 10.5.3.25

Mon Mar 31 20:10:58 2003 Info: Delivery start
DCID 8 MID 6 to RID [0]

Mon Mar 31 20:10:58 2003 Info: Message done
DCID 8 MID 6 to RID [0]

10

Mon Mar 31 20:11:03 2003 Info: DCID 8 close

ik ow 7 77 A NaGHB WD TODITA FE LT, ROKREMEHLTIIZSN,

RI12: TXRA b A—JL OT OB

7%

=
k)

Bl

1

VAT AR LTH LWL I, 41> Y=27 a2 ID (ICID) (5] 8%
WMTHNE L, BEITEHIP A v — T oA ATZEIN. 10.1.1.209 DY E— k
RANTEBEINE L,

7747 3B MAILFROM <> RNRETENTZHE, AvbE—JITA o=V
ID MID) T6) 2380 ¥ THILE LT,

EEHET FLADREHI S, P ARLLHhET,

ZEZNHISN., ZEHID RID) 0] BEV L THNE L,

MID 5 3Z T AN B, T4 AZICEEATh, KRS E T,

ZECHI L, ZEERS 7 m—ALET,

A vB—URMETS aE ANBHBENE L, 192.168.42.42 755 10.5.3.25 ~DEMEIZ,
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Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface mail.example.com (1.2.3.4)
address 2.3.4.5 reverse dns host unknown verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None

Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From: <someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID 0 To: <user@example.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID '<37gva9$5uvbhe@mail.example.com>"'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from <someone@foo.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative

Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery

Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4

Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID 200257070 to RID [O0]

Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID 200257070 to RID [0]

[ ('"X-SBRS', 'None')]

Wed Jun 16 21:42:38 2004 Info: MID 200257070 RID [0] Response 2.6.0

<37gva9$5uvbhe@mail .example.com> Queued mail for delivery

Wed Jun 16 21:42:43 2004 Info: DCID 2386069 close
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Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address 63.251.108.110
Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [O0]

Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

QANDZEEMMEESNTA v E—NT FIAT AL P =7 FENET, BIEFIC,
FHABARNNSXX =T —%2RLELEZ, T, AvtE—U2 L 00ZEFICHLEE T
RinoleZl bHRmLET, T I7AT VAR, BEHFICHEALT, Xa—0bENOLDOZEHE
ZHIBRL 9,

Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address 64.81.204.225
Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 0 - 5.1.0 - Unknown address

error ('550', ['<george@yourdomain.com>... Relaying denied']) []
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address
error ('550', ['<Jjane@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close

ESNdY T koD

A=V NTFIAT AL P27 NENET, BYIOBERITT, A *yﬁz—“/ii/7
N URALT, ZFOHOEGEF 2 —IZANLLINET, ZIEWD@JWT’C)‘ v =X IERICED
FEnEd,

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address 63.251.108.110

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]

Mon Mar 31 20:00:23 2003 Info: Delayed: DCID 5 MID 4 to RID O - 4.1.0 - Unknown address
error ('466', ['Mailbox temporarily full.'])[]
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Mon Mar 31 20:00:23 2003 Info: Message 4 to RID [0] pending till Mon Mar 31 20:01:23
2003

Mon Mar 31 20:01:28 2003 Info: DCID 5 close

Mon Mar 31 20:01:28 2003 Info: New SMTP DCID 16 interface PublicNet address 172.17.0.113
Mon Mar 31 20:01:28 2003 Info: Delivery start DCID 16 MID 4 to RID [0]

Mon Mar 31 20:01:28 2003 Info: Message done DCID 16 MID 4 to RID [O0]

Mon Mar 31 20:01:33 2003 Info: DCID 16 close

Ayt—T &y VR (scanconfig)

ROT T FT, Ayb—VOMRERZ TS R0gGE (RE7 7 A Ve IR 55
) OENEZ scanconfig 2~ > R&fEH L CRE LT-HA .

If a message could not be deconstructed into its component parts in order to remove
specified attachments, the system should:

1. Deliver

2. Bounce
3. Drop
[3]>

A=) a JICLLFBRFRRINET,
scanconfig T, A v B =TGR TERVWGAEICEET 2 L2 ITRE LIZHE,

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 From: <test@virus.org>

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 RID 0 To: <joe@example.com>
Tue Aug 3 16:36:29 2004 Info: MID 256 Message-ID '<137398.@virus.org>"

Tue Aug 3 16:36:29 2004 Info: MID 256 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:36:29 2004 Info: MID 256 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:36:29 2004 Warning: MID 256, Message Scanning Problem: Continuation line
seen before first header

Tue Aug 3 16:36:29 2004 Info: ICID 44784 close

Tue Aug 3 16:36:29 2004 Info: MID 256 antivirus positive 'EICAR-AV-Test'

Tue Aug 3 16:36:29 2004 Info: Message aborted MID 256 Dropped by antivirus

Tue Aug 3 16:36:29 2004 Info: Message finished MID 256 done

scanconfig T, A v —VEGRTERWEAIZ Ny T5 L0 ICRE LTS E,

Tue Aug 3 16:38:53 2004 Info: Start MID 257 ICID 44785

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 From: test@virus.org

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 RID 0 To: <joe@example.com>
Tue Aug 3 16:38:53 2004 Info: MID 257 Message-ID '<392912.Q@virus.org>"

Tue Aug 3 16:38:53 2004 Info: MID 25781 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:38:53 2004 Info: MID 257 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:38:53 2004 Warning: MID 257, Message Scanning Problem: Continuation line
seen before first header

Tue Aug 3 16:38:53 2004 Info: Message aborted MID 25781 Dropped by filter 'drop zip c'
Tue Aug 3 16:38:53 2004 Info: Message finished MID 257 done

Tue Aug 3 16:38:53 2004 Info: ICID 44785 close

REIT7ANEET Ay E—Y

ZOBITIE, BT 7 ANV OB E AT DX DT, Ff [Message Body Contains| % 1%
e T TANEPRRESNTNET,

Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management (192.0.2.10)
address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info: ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]
SBRS 0.0
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Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From: <senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID 0 To: <recipientl@example.org>
Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001lcba32e$f24ff2e0$d6efd8al$@com>"
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001'

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst’

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx'

Sat Apr 23 05:05:43 2011 Info: MID 44 queued for delivery

3ODWA T 7 AND 2FHMD Unicode THDHZ LITHEE L TL 72XV, Unicode 2 F/RT&
RWIRATIL, 2O X 9 IR 7 7 A VIX quoted-printable X TERIR IV E T,
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Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc filter 'nonetest'

Eyl e

Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam
Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter filter 'testfilt'
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Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From: <HLD@chasehf.bfil.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID 0 To: <stevel@healthtrust.org>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-ID
'<W1THO5606E5811BEAO734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream home - Now make
it a reality'

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from <HLD@chasehf.bfiO.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for per-recipient

policy DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine
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Wed Feb 14 12:11:41 2007 Info: MID 2317877 antivirus negative

Wed Feb 14 12:11:41 2007 Info: MID 2317877 queued for delivery

Wed Feb 14 12:11:44 2007 Info: RPC Delivery start RCID 756814 MID 2317877 to local Spam
Quarantine

Wed Feb 14 12:11:45 2007 Info: EUQ: Quarantined MID 2317877

Wed Feb 14 12:11:45 2007 Info: RPC Message done RCID 756814 MID 2317877

Wed Feb 14 12:11:45 2007 Info: Message finished MID 2317877 done
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Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset -652
Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us next poll: 4096
Thu Sep 9 08:44:59 2004 Info: sntp query host 10.1.1.23 delay 642 offset -1152
Thu Sep 9 08:44:59 2004 Info: adjust: time const: 8 offset: -1152us next poll: 4096
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Wed Oct 3 13:39:53 2007 Info: Period minute using 0 (KB)
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Wed Oct 3 13:39:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-40
Wed Oct 3 13:40:53 2007 Info: Pages found in cache: 1304596 (99%). Not found: 1692
Wed Oct 3 13:40:53 2007 Info: Period hour using 36800 (KB)

Wed Oct 3 13:40:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:40:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:40:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:53 2007 Info: HELPER checkpointed in 0.00580507753533 seconds

Wed Oct 3 13:41:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-41
Wed Oct 3 13:41:53 2007 Info: Pages found in cache: 1304704 (99%). Not found: 1692
Wed Oct 3 13:41:53 2007 Info: Period hour using 36800 (KB)

Wed Oct 3 13:41:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:41:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:41:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:42:03 2007 Info: Update 2 registered appliance at 2007-10-03-13-42
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Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.
Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229 for
['MAIL OUTGOING TRAFFIC SUMMARY.

DETECTED_ SPAM', 'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',
'MAIL OUTGOING TRAFFIC SUMMARY.THREAT CONTEN
T FILTER', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL CLEAN RECIPIENTS',

'MAIL OUTGOING_TRAFFIC SUMMARY.TOTAL RECI
PIENTS PROCESSED'] for rollup period "day" with interval range 2007-08-29 to 2007-10-01
with key constraints
None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.DETECTED SPAM'] returning results from
0 to 2 sort ascendin
g=False.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.
Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230 for
['MAIL OUTGOING TRAFFIC SUMMARY.
TOTAL_ HARD BOUNCES', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS DELIVERED',
'"MAIL OUTGOING TRAFFIC SUMM
ARY.TOTAL RECIPIENTS'] for rollup period "day" with interval range 2007-08-29 to 2007-10-01
with key constra
ints None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.TOTAL HARD BOUNCES'] returning
results from 0 to 2 sort
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_ascending=False.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.
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Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007 Info: Version:
6.0.0-425 SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007 Info: Time offset from UTC: 10800
seconds Fri Sep 28 14:22:33 2007 Info: System is coming up.
Fri Sep 28 14:22:33 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 16:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 18:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 20:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 22:22:35 2007 Info: SLBL: The database snapshot has been created.
1 14:16:09 2007 Info: SLBL: The database snapshot has been created.
1 14:37:39 2007 Info: SLBL: The database snapshot has been created.
Mon Oct 1 15:31:37 2007 Warning: SLBL: Adding senders to the database failed.
1 15:32:31 2007 Warning: SLBL: Adding senders to the database failed.
1 16:37:40 2007 Info: SLBL: The database snapshot has been created.
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WD SMA v 7' Of]i%, Email Security Appliance 7°5 b7 v &7 7y A VB X U a— KT
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Wed Oct 3 13:26:39 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T202244z 20071003T202544Z.s

Wed Oct 3 13:28:11 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T202443z 20071003T202743Z.s

Wed Oct 3 13:28:46 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T202544z 20071003T202844Z.s

Wed Oct 3 13:31:27 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T202743Z 20071003T203043%.s
Wed Oct 3 13:31:28 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from
172.29.0.15 - /reporting/ou
tgoing queue/rpx.2007-10-03-20-152.000F1F6ECAT7C-2RWDB51.v1.tgz

Wed Oct 3 13:31:53 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T202844z 20071003T203144Z.s
Wed Oct 3 13:32:31 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from
172.29.0.17 - /reporting/ou
tgoing queue/rpx.2007-10-03-20-152.0019B9B316E4-JZ41PCl.v1.tgz

Wed Oct 3 13:34:40 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T203043Z 20071003T203343%.s
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GenBneRep | A=l S 7z "0 v A (53,
RejRep | HEA S22 54,

DrpMsg ey Enizxryt—,
SBncEvnt | v 7 f N X XA RV B,
CmpRep |27 L7=%{EH,

HrdBncRep | /n— K N o 2 K- 52(E3,
DnsHrdBnc | DNS /\— R /87 2 %
SXXHrdBne | 5XX /v— K X172 &
FlrtHrdBne | 7 ¢ L % /~N— R N7 0 &,
ExpHrdBnc | Hi[REJiL/~— K X172 &,
OtrHrdBnc | Z o n— R 7 o 2
DIvRep | B3 S 7= ZA54,

DelRep | KR S L7 521574,

GIbUnsbHt | 7' — LEE(E IR Y 2 b & O —Fkk,
ActvRep |77 T 4 TR,

UnatmptRep | REAAT52 154

AtmptRep | FRITZEH,

CrtCncln | HI7E 0 & (5 H2t,

CrtCncOut | BITE DI k5,

DnsReq  |DNS K,

NetReq | v hU—27 23R,

CchHit Fyrvoia by h,

CchMis Fyrviz I A,

CchEct X ¥ v 2 sk,




257—5z2n70uR |

HrEt A

CchExp | % v v = HRYIHL,

CPUTTm | 771 &r— = U MEM L7- A CPU KEH,

CPUETm | 77U r—3 a3 USBGA ST D OFRER R,

MaxIO A= Tt AT D 1 BB DEKRT 1 227 10 @ik,

RamUsd  |#] ) Y4THLDAEY (4 FNHAL)

Swin ATy TA v ENTAEY,

SwOut ATy TT T NI AEY,

SwPgln | N—v 1 anzAEY,

SwPgOut | ~N—V7 7 hEhi=AEY,

MMLen | > 27 ANDOERHA vE—TH,

DstinMem | X & U NDsise4 7Y =7 ML,

ResCon UV — 2 RFFD tarpit i (KED VAT LAAMIZ LY | FEA— VO AR
ZOMEILZTEELET)

WorkQ E¥F 2 —ICHDBUED A v E—TH,

QuarMsgs |+ 27 AWRHEZ b 2l 4 DX v — V% (EEORMERIAFET D A v —Y
T—ERTRHINET)

QuarQKUsd | o 2 7 A A vt —VIc ko> T SRz u (0 b,

LogUsd |fEfi&hin s S—F 43 3 0EE,

CASELd |CASE A% v > Tl S#7= CPU D EIE,

TotalLd  |CPU DA FHNE &,

LogAvail |\ m 2" 7 7 A VR TE 57 4 A7 RO K E I,

EuQ ARLIREHEND 2 > — T8,

EuqRls AR LBREERR T 2 —ND A v ' — U8

1

Fri Feb 24 15:14:39 2006 Info: Status: CPULd 0 DskIO 0 RAMUtil 2 QKUsd 0 QKFre 8388608

CrtMID 19036 CrtICID 35284 CrtDCID 4861 InjMsg 13889 InjRcp 14230 GenBncRcp 12 RejRcp

6318 DrpMsg 7437 SftBncEvnt 1816 CmpRcp 6813 HrdBncRcp 18 DnsHrdBnc 2 5XXHrdBnc 15

FltrHrdBnc 0 ExpHrdBnc 1 OtrHrdBnc 0 Dl1vRcp 6793 DelRcp 2 GlbUnsbHt 0 ActvRcp 0 UnatmptRcp
0 AtmptRcp 0 CrtCncIn 0 CrtCncOut 0 DnsReq 143736 NetReqg 224227 CchHit 469058 CchMis

o m



B x72050mm

504791 CchEct 15395 CchExp 55085 CPUTTm 228 CPUETm 181380 MaxIO 350 RAMUsd 21528056 MMLen
0 DstInMem 4 ResCon 0 WorkQ O QuarMsgs 0 QuarQKUsd 0 LogUsd 3 AVLd 0 BMLd O CASELd 3

TotallLd 3 LogAvail 17G EuQ 0 EugRls 0

DRTFLOYDER

WDORIZ, VAT A u Il InsmetEme s LTI,

£ 19: R T L O OFEHER

et Bl
HA DAL |\ NA NPIEE ST EFA,
-

Ay —v B IR S LT A N b,

Bl

WD AT a7 OB, commit #E{T L7ma2—FDOLFTEATTENZaxy Negte, W
<OMD commit =2 MY EZRLTWET,

Wed Sep
Wed Sep
Wed Sep
Wed Sep
Wed Sep
Wed Sep
Wed Sep
Thu Sep
Thu Sep 9

O 0O 0O 0O 0O 0O 0O o

18:
18:
18:
18:
18:
18:
18:
:49
:49

08
08

02
02
02
02
02
13
17

log for examples
Thu Sep 9 08:51

log.

:45
:45
:45
:49
:49
: 30
123
127
127

:53

2004
2004
2004
2004
2004
2004
2004
2004
2004

2004

FSvExLT aJIZDONT

7 wv¥ 7 v 7izid, AsyncOS DE T A —/VEEICBET 2 ERN/TEEHSNET, v s Ay
=R, A e TGRS NTEA yE—V O Ty R T,

FoovxrrZalit, Avke—Y WX I T—ER—ABERHTHIZH, AvE—T k
To¥ys avR—dy FCHHASRETS, nY 77 A VET - R ADERT B AT
HWEINA2DOT, FIyxrraliZ—@8Eobolcn 24, NI yXr s a S oBFRiT.
NZEBHAEY T2 HEgE LIk d 2> TVER A,

FToyxRT R VY= ADRRME AR OTZDIIANA T VA TR S, kS E
T THHIX, FEEAIIC LA T U R4, Cisco BT 22—7 4 V7T ¢ ZfEH L TE#HR L2

BIFIANITE

3279‘*0

%

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

Info:

Version: 6.0.0-206 SN: XXXXXXXXXXXX-XXX

Time offset from UTC: 0O seconds

System is coming up

bootstrapping DNS cache

DNS cache bootstrapped

PID 608: User admin commit changes: SSW:Passphrase

PID 608: User admin commit changes: Completed Web::SSW
Time offset from UTC: -25200 seconds

PID 1237: User admin commit changes: Added a second CLI

PID 1237: User admin commit changes: Removed example CLI

FEAELY N A[REIZ 72 D £9, A#Y —/ UL, URL : http://tinyurl.com/3c518r 12 & ¥



Y RS O
A IR T3y
e YT AT arDFRE 27 2—)
sGUITOBRY BT 27 ) S g rOfEk (29 =—)

s X LT DT I —NLERIE

ns47zou7var [l

(30 ~=—7)

e S W TR Y g rDa—F—— (32 2—)
s RA DN F—DFRE (34 3—)

> ¥ N N —
A9 2JX91) T3 NERTE
ual 7270 a2k oT, CiscoarToryY vXa)Tr s 7794 TR, F-
TV E— MIRGFEEINLBeDa s 77 A VRERENET, vZ BT A7 U 7o a i,
Tova (Ooara—2ICEE) FR37V (TFI7A4 T ANRLEE) SnEd, %
o, a7 BT 27 ) T g AR OBMERH D £,

z20:09 7741 ILDEMS

B

358

a7 %47 (Log Type)

REENDIEROIAT L, T BT R7 ) T a D
REEZELET, FMIcHOVWTE, v 214 7OWME (6
N—=) BB LT EEN,

£ Hii (Name)

BTERTLZOD, el T 27U T arDbnhRe
ERAY AN

07 7y A4 (Log
Filename)

TAARITIZEZRALEEDT7 7 A VOYERL, VAT MTHE
BoarsoywXa T4 TTI7AT UV ARHL5E.
0y 7y ANEER LT TIAT L AEZEAITE D&
oay 7y ANLEFEHALET,

Ty AN A XL r—
Z—/3— (Rollover by File Size)

77 ANDRRFA X, ZOFA RCEETH L, m—
TR SHET,

FEZIZ L g — g — —
(Rollover by Time)

SN Te s 7y A vEr— A —R—F 55 A 3
VU, a g oua— A= N"—BLOREAr 2 — (3
R=) OF T a2 L TLLEI N,

L — hIFR (Rate Limit)

Frite LI ISREDE (RN T, 1/ 7 7 A A Zi
FRENBHA Y FORAREAELET,

77 /v h OFFREIEFHOMEIL 10 7T,

v 7 L~UL (Log Level)

gl 727 g OEEMLL,




B oy rrons

B 358

Huf5 51 (Retrieval Method) 0J Ty ANET TITAT VANGERET D & & (AT
5975,

B8 7 7547 >R (Management Appliance) |> [ X T LEE (System Administration) |
>[ASJHTRY 1) T3> (LogSubscriptions) |X— (F721XCLI D 1ogconfig T+ K)
EEHLT, v B 727 VS arEZRELET, v AATEANT LT 0T R
RENEST (v7 XA TOWE (6 =—) 2ZM) . FEALoOus ZALTT, us ¥
T2V Fraron s L LDANBERENET,

GE)

AT 4 Xalb—va V@R oRh a7 4 Xab—va Vg b arT ¥
b—Yaran— FTSARERHSHAEIE, 27 Fal—a Vv AT SRR
L—AMEENTNDL L — R TERNWZLICEELTLEES Y, [BEB7TIS5/47 R
(Management Appliance) |> [ X T LB (System Administration) |> [R5 HTRH 1) T
2 3 Y (Log Subseriptions) | X—Y T, NRAT7 L —X%&nJIZ&HHNE I NEemb 7 m
YT RIIFEIRINT S, [E3A (Yes) ] IR L E T, CLI D logconfig 2~ REfHT S
Balt, 7rr 7 R Ty EANLET,

AT LANILDEETE

\)

R LI LT, ISR SN HRESRELET, v 71l SO0 L0
WTNNERETEET, il LXILVERET DL E, ARINn LV EREL
TG a LT, RERB T 77 A NDPMERIIL, VAT L NT =<V AZKRE R EL
B2 F9, iBfilea /7 LULVREICIE, BRI NT-el LXLVREIZEENDITRXTOA Y
=Tl BIORA vy E—UREENET, FMLLE BT HIEE, VAT LADONRT F—<
VAFIETLET,

GE)

nJ XA TR n S LV ERRECEET,

z21:09 LR)L

Ay LAJL |EREA

7YT 4N | 2T —EERRICRESNET, ROABSNIR S LAARETT, 20
Jb 07 LT, N7 A= U ABLOEERT T I9A TV ADT 7T 4 €
TAEE=HTHIEFTEEHA, L, i L~ rokoic, vsr
T 7 ANDT ITHRRYA XZETDHZLEIH A, 20T LUV,
syslog L' ~UL Alert & [A% T,




suicons 4I7zxsu I avots ]

a4 LA)L |EiBAR
g FTRTDVAT AT T —LEENHRENET, Z0oa s LYLTE, N7 +—

VU ABLXOEERT SIA TV ADT I T A T 4 T FTAHI LT
FH A, Critical 227 LV IV IFRLS, B2 77 A VBRRRTA XTELE
T, ZoOr s oYL, syslog L1 Warning & [R]% T,

VAT LOBERBIREEERINE T, L 2IL, EioA—7 U CRERITH
FEE SN FE T, Information L~ULiL, B JICHERINDHRETT, Zor s L
~ULE, syslog UL Info &[R4 T,

a4

Information = 2° L~UL XV § 3R FRA S S NE T, =F7—% N T 70
Va—T 47T HEET, Debugn 7 LoV EGHLET, ZORET
BIZFEHAL, ZBTT 7408 LVZELET, Z0a s LULEX, syslog b
~L Debug & [FAI%TT,

FL—2A

A AREZR T X C OB HRMP TGRS E T, Trace 77 L-ULiE, BIREIZOH
HRINnEd, ZOL-NWEFEHTLHE, VAT LADORT =< ANRKEL
KFT20T, RS EFAL, 20O Z L-ULL, syslog L'l Debug &[]
HTT,

GUI TORYT TRV

1) TS 3 VDER

ATv T LW Web >4 —T = ADBH) 7T REA—N ¥l F 4 FMar y—Lc, s ()
TAarvE7 V7 LT, LAY —Web A vy F—T xR —RLET,

ATw T2 [EBHT 7T A7 A (Management Appliance) |>[> A7 LEH (System Administration) ]>[v2 747 &
27V 7'+ a v (Log Subscriptions) |~<X—C, [BZ Y7 A7 Y73 DiEN (Add Log Subscription) ]

27U v 7 LET,

RATYT3 wT FATEERL, ns4 (7 F4L27 V) dns 7y A VAKOARTEATILET,

ATYyT4 U TLIHAE, BRT 7 AN VA XEEELET,

ATYTS  HETLIHAE. nr R — AT 5 A, K EERHBERAEE L ET, SOV TR,
07D —=NFA—=N—BIOHERATVa—L B3 —=Y) ZZRLTIZEN,

ATYT6 U T LA HE LR (BHAL) WICr 7 7 7 A MTREKSILD A X b ORKREE R E

Liﬂ‘o

AT TT1 N THEEE. vl L EEELET,
ATv7T8 (BT Fal—valBERTDR) NATL—ZXeuZIZEDLINE ) PEERLET,
GE) VAT ENTZRAT L —ANEGENTWAI L T 4 FXal—aiiu— RTCxEHA, 2
T4 Fal—arBEashbar7 4 Xal—ygro— RTAARENEDR S S840,
[EVy (Yes) 12BN L TR T L —X e JIZE80OET,

ATYT9  mIORBEHEERELET,




B orvozouivavoms

ATV EEEZEEFL, RIFLET,

O IR 1) Tarnkws

ATy T [ 7Y 7 A2 V7 3 (LogSubscriptions) ]-X—®D[1 74 (LogName) [FlZHours4%27 Y v
LET,

RTYT2 a /Y727 VT a EEHFLET,

ATV T3 BEHEFEL, RIFLET,

[N R Y R E I_|_|
A& M7 8B—/\LEETE
VAT AT, TEXARN AN TBIORAT—FZ A0 SNICV AT A AN v 7 Z2EMIC
FlikLE9, [m7 %722 U7 a3 (LogSubscriptions) ]-X—Y D[/ v — VL% E (Global
Settings) |27 ¥ a Nl D [ EDOME (Edit Settings) 1R %> (F721%. CLI ® logconfig ->
setup 2~ RN) AL T, ROBHREZHELET,
o VAT APHE ZFLERT D F TR T 2 RER (R ELAT)
Ayt —VIDNY X —EFET DL DD
c VE— MEERT—HF A a— REGRET D0 E 9 H»
DAY= OV TVl N Ny X —E0ETHNE I
s A=V liZa IlRET DNy X —
TRXTCDCisco AT Y X2 VT4 TTFI7A4AT A a2t RO 3EHE LR Thisk
TEET,
«[AvE—VID (Message-ID) |: ZDOA T a vy ERET DL, AMERGAILTITOA Y
VDA E—VID~Ny X —puiliiksnEzd, 20Xyt —VIDIE, ZELE
Ay —UhbBESNEEA L. AsyncOS TR ENABENH D £4, RICHIZRL
£7,

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-1D Message-ID-Content
e [VE— M (RemoteResponse) |: DA v a VEBRET D E, ARERGEIXT T
DAYy =DV E— MNEERAT—F A a— R ZIC@eEkSnEd, RIChlzrLE
j_o

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'

UE— MSEXTFHNL, SMTP I v 3 — 3 VEMEFED DATA 22~ 2 R~DISEH%IZ%IE &
nNo, ABARDZEDOTEDLTXANTT, ZOFITIE, Efth A Mddataz~ > REHE
ITLIZRD Y B— MEZED,  [queued as 9C8B425DAT7) L7210 £,




ryt—vAvi—nnxyy |}

250 ok hostname
250 Ok: gqueued as 9C8B425DA7

SCFHND IR 8 5 28 AR0AFEA, B LV 250 I5E D OK LFIFFRESNET, XFHIOKE
IZHOWTIE, ZAETIRRESNET, & ZIE, Ciscoar 7Y X274 77747
VARIIT 7 4V R T, DATA =< RiZkF LT 250 Ok: Message MID accepted & V> 9 T4 T
IRELET, Lo T, VE—bF RAIBHOD Cisco 2T ¥FXa VT4 TTI7A47T
VATHDLEAEIL. = MY [Message MID accepted| 732 ZIZFidk SV E T,

s LDV T Y =7 ho~vy & — (Original Subject Header) ]: ZDOF ST a & A Rr—7 /LT
THE, FEAVE—VOIROY TVl b~y —0u JICGER I ET,

Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2

Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID 0 To: <joe@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44e4n$2@example.com>'
Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'

Iyt—U AySH—pOx Yy

BRICESTUL, AvE—UNVATLAZBRTLLEIT, A=Y~y ¥ —DFELN
BETEHTHIVENRH Y 3, [B7HZED T 11— E (Log Subscriptions Global Settings) ]
~— (F721X, CLI ® logconfig ->logheaders "7 2~ R) T, fdkd o~y X —%ZHEL
T, TTI9AT AL, BESNIZA vV~ —2TF AN A—LulZBLONT v
X m R LET, Ny X —DNFEET DG E, VAT AE Ay X —O4HT SR FRER L
FT, N —REELRWEGAIE, =7 IMbiigkIhEwA,

G¥)

\}

VAT AL, a XTI E LTy X —ICBR R, A v E— VORI I RERE, A >
T —DICHFETHT N TCO~Ny X —% 3 L £,

GE)

\}

SMTP 7’1 | 2 /LZ-DV T RFC &, http://www.fags.org/rfes/rfc2821 html {IZH YV £, Z D
RFC (IZiF, a—=PFERO~y X =PHES N TVET,

GE)

logheaders 2~ > REMH L T~y X —%2 0 ZIZ5E8TH L OITHEL TWDIEHEE, ~v X —
HHRITEUEHEHROZICEKRINET,

R2:~y5F—mn0O%5 (Log Headers)

ANYHE— I Ny B —DAH]
£

& 0 ZICFEER S N D~y F— DN
//.."é_\’




B cuvzemLrnxss0sn—nngE

7o é X, mJICigkT 5~y X — & LT ldate,x-subject] ZFHETDHE, A—/L B JIZIRD

TINRARINET,
Tue May 31 10:14:12 2005 Info: Message done DCID O MID 3 to RID [0] [('date', 'Tue, 31
May 2005 10:13:18 -0700'), ('x-subject', 'Logging this header')]

GUI ZERL-OFX > D7 0—/NILERE

ATy T [0 YT A7 V7 a3 (LogSubscriptions) ]-X— M [7 17—/ L% E (Global Settings) &7 v a »iZ
D [EDOHE (Edit Settings) | R %7V w7 LET,

ATYT2 VAT AL AR ADBE, A=) B ZIlAyE—VID Ny X —%M250E 90, VE— MNEEN
ZBHMMEID, BIOEA =V OOV TVl b Ny =M HNEIDERELET,
INGDOFREDFEMZONTIE, aX 707 a— LiE 30—Y) 2L T3,

ATV T3 a Mz 5F0Mo~y X —2 AN LET, F=o bV IIh o~ TREIY £97,
ATy T4 BEEFEL, RELET,

O YJXR21)Joaroo—)LA—/\—
AsyncOS ’u 7 77 A )V ra— LA —R_—F5 L ROZEPMTbILET,
T — )V —N—DHALAZ LT THHA T 7 7 A NVEER L, XF Te) OJEEFIZE -
THEDOZ7 7 AV E LTHRELET,
BUEDOR T T 7 ANDLARTE, RAFEHZRT LT [s) OIEFEICERTLET,
BTk GE SN0 Ty ANVNR Y E— N RA MIEEEEINET (Fyva X—=20H;

) e

cRCHTR7 YT aypbURNc Rk Licn 7 7 7 A A BiaksnE S (7 y va -
DB .

BT DT 7 A NOBHBEBAISE T, v /T ATV T a RO B ENT 7 A
ABHIRENES () 7 S=2ADHA) |

WOVEZE

A Y IR TarvAOOSTOO—)LA—/N\—
e 77— F—N"—BLOHEERAFa—L 3X—) | 2HRLTLEIN,

GUI ZER LRI DEIKEA—/LA—/\—

RT9 T [vFH T A7 YT a3 (LogSubscriptions) |X—Y T, B— A —_"—F207OH[OF =y 7Ry
J A%F AT LET,

.



cuznLtznsomEn—it—~— [

AT T2 [T (Al) | T=v IRy I AZFLNCLT, TRTCORTER— LA —"—xtRE L TRIRTHZ &
HTEET,

ATv 73 [49<a—A— 3= (RolloverNow) | RH¥ %227V w7 LET,

RDBIRY
cn 7 Y TRI Y FrarNousou—LA—— (323—)

« CLI 4 L7cr Z ORI e — /LA —"— (33 X—2)

CUZAL-OJ DA —/ILA—/\—

rollovernow 2~ RZfEH L T, —ElZI_XTon s 7y Az —L 4 —"—F5nh 1
A NNOLREEDOR Y 77 A NVEERRLET,

J5724hW 21— A3 —T A ATOREDOT TV ) DX
7~
GUIZ /L Tuy 77 A )VER Rt 5L, [m7H 7 A2 Y 72 g (Log Subscriptions) ]
R—=IDTF—=TND[a 774, (LOgFlleS) 9N ehduars7YyTR27VTFrarks )y
LET, v Y7270 Fvar~D) 0%y r358 NATL—XEANT57 1
VT IRERENET, RIZ, TOF TR YT aroal TrA D) A NRERENE
T WMo T 7y ANVE )y LT, TITVICERRLEZYD, T4 AT %ﬁbt

TARZENTEET, /974 MV 2=V A =T AN LT T EHRRTHIC
BEHA LA =T 2 A ATFIPh—EREA 3= MILTEBLIMLERNLY £,

EHOOT T R)DRT (tailla< 2 F)

AsyncOS 1, 77 I7A TV ACRESINT-u 7 0H~ b 2FpRT 5 tail a~ 2 RaeH
AR—FLTWVWET, tail 2~ FEFEITLTHRERESIN TN a7 DFESEZERTHE, £
Ou T NERRINET, Cul ZHL7ZIRETCEZLTC, il a~r FEKTLET,

N\

GE) a7 4 X2 b—aVEREa i, kilavwr REFEHLTCERTLIZENTEEY A, FTP
F72IXSCP ZEHT A2MENH Y 7,

Bl

WOFHITIE, il 2~ REFEHALTOAT A v 2K R LET, tail 2~ NiE, tailmail logs
DI, RART LRI OAHENTA—ZLLTHETLSZ L TEET

Welcome to the M600 Messaging Gateway(tm) Appliance
example.srv> tail
Currently configured logs:




B rx+x—onx

KA+ F—0

1. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

2. "euq logs" Type: " Spam Quarantine Logs" Retrieval: FTP Poll

3. "euqgui_logs" Type: "Spam Quarantine GUI Logs" Retrieval: FTP Poll
4. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

5. "mail logs" Type: "Text Mail Logs" Retrieval: FTP Poll

6. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

7. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
8. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

9. "smad_logs" Type: "SMA Logs" Retrieval: FTP Poll

10. "system logs" Type: "System Logs" Retrieval: FTP Poll

11. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

Enter the number of the log you wish to tail.

[1> 10

Press Ctrl-C to stop.

Thu Sep 27 00:18:56 2007 Info: Begin Logfile

Thu Sep 27 00:18:56 2007 Info: Version: 6.0.0-422 SN: 001143583D73-FTI9GP61
Thu Sep 27 00:18:56 2007 Info: Time offset from UTC: 0 seconds

Thu Sep 27 00:18:47 2007 Info: System is coming up.

Thu Sep 27 00:23:05 2007 Warning: DNS query network error '[Errno 64] Host is down' to
'172.16.0.3" looking up 'downloads.cisco.com'

Fri Sep 28 22:20:08 2007 Info: PID 688: User admin commit changes:

Fri Sep 28 23:06:15 2007 Info: PID 688: User admin commit changes:
“Cexample.srv>

=% TE

logconfig -> hostkeyconfig 7 2~ RZH LT, Ciscoa 7Y X274 77747
VANBMDOY—NZn S E Ty 2T HEEC, SSHTHEHTLRA N —ZEFHLET,
SSH#— 2%, WX — L AT —D2OoDFR A F F—0NNLE T, FEBEARA - F—[XSSH
P—=RZHY, VE— T UNOHARD 2 LIXTEERA, AFKA F F—%, SSHY—
NWEXFET DIV EDOHDLEEDT TA4 T b v CBESNET,

G¥)

=Y X —ZEFHTLHICE, BEOCOEA— L X2 VT4 TFIAT L AD2—Y A R
FidA T4~ 7D [Managing Secure Shell (SSH) Keys] ZZ& L T 7Z&0,

hostkeyconfig "7 a2~ RIZ XL > T, IROEENFEITINET,

R23:HKANF—OFEER: YTV KDY Rk

av Uk 5EA

HHUERL (New) FLnF—%BILET,
e (Edit) BAFOXF—2EHLET,
HIER (Delete) BFOF—ZHIRL £,

A% % > (Scan)

RAN F—ZHIMIZF Y o— R LET,

Flill (Print)

F—2RRLET,

.



Azt x—ozE W

avy kR

Bl

A B

T 7 AR EINDHIETT,

VAT ABRARNF—ZFRLET, 2L, VE—F AT LD Tknown hosts]

7 4> —7"Y & (Fingerprint)

VATLRANF—DT 4 =TV ERRLUET,

z—H (User)

HIETY,

VE—h~=Ninl %7y vadT bV AT AT HU Y hOARF—2FRLE
Fo ZHUE SCP Ty va TRV Ty a VERET D EEIFERINDF—
ERICTY, ZhuE, VE—bF A7 LD lauthorized keys] 7 7 A /WVIZHE S 1

Bl

WOFITIE, 2~ RIZEoTHEA N F—NRNAF ¥ S, FAMIEBNESHET,

mail3.example.com> logconfig
Currently configured logs:
[ 1ist of logs
]
Choose the operation you want to perform:
- NEW - Create a new log.
- EDIT - Modify a log subscription.
- DELETE - Remove a log subscription.
- SETUP - General settings.
- LOGHEADERS - Configure headers to log.
- HOSTKEYCONFIG - Configure SSH host keys.
[1> hostkeyconfig
Currently installed host keys:
1. mail3.example.com ssh-dss [ key displayed ]
Choose the operation you want to perform:
- NEW - Add a new key.
- EDIT - Modify a key.
- DELETE - Remove a key.
- SCAN - Automatically download a host key.
- PRINT - Display a key.
- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.
[1> scan
Please enter the host or IP address to lookup.
[1> mail3.example.com
Choose the ssh protocol type:
1. SSH2:rsa
2. SSH2:dsa
3. All
[31>
SSH2:dsa
mail3.example.com ssh-dss
[ key displayed
]
SSH2:rsa
mail3.example.com ssh-rsa
[ key displayed
]
Add the preceding host key(s) for mail3.example.com?
Currently installed host keys:
1. mail3.example.com ssh-dss [ key displayed

[Yy>
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]

2. mail3.example.com ssh-rsa [ key displayed
]

3. mail3.example.com 1024 35 [ key displayed
]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.

1>

Currently configured logs:

[ 1ist of configured logs

]

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1>

mail3.example.com> commit
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