S FA—INTRETDI-ODT—boxA
DEXTE

il

ZOFEL, WOBETHERINTWET,
CETA—NEZETDHEODF — T oA REDOHE (1 =)
s URF—DfEH 2—)
e U2 F—D T a— L E (52—)
cWeb A VX —T =2 AEMALTY AF—2ERTHZ IR ERDY A=
(8 X—2)
cCLIZMALTY AT —2{ERTHZ LI K DEmERD ) 2= (14 2—)
c T H—TTARX =T AR (17 X—)

BFA—INZTREITLH-ODT— VT AREDHE

TTITAT A, OB A - F— by L UTHREL., B A — RO,

A=Y OZF AN, ZENLOEE /R AT A~D Y L—%fTWET, 7774 7T AL,
A=y "pba—HFDORy NT—=TNOZEFEEHERA M~ 2—FDORy NU—THNDY
AT BIPHA A =Ry MIEFA— VAR cE £, WE, &1 A — L EERIX
Simple Mail Transfer Protocol (SMTP; > 7 /v A — ik 7' b)) #EHLES, 777
AT AL, SMTPHEEA T 7 4 /0 N CHREEL, SMTPZ —F 7= A & L THREL, X hU—
JDA—)V 7 AF = VEIE IMX] & HEENRE T,

TTIAT AL, G SMTP B R A2t 272Dl A —%2EHLES, U AT —
L. FFEDIPA LV H—T 24 ATRESNDE A —NVAAHY—ERZMRLET, VAT —
X, A Z =Xy NERZIFA U F—y MIEELL Y T2 —HF DRy NT—=TNDOT R
T AN, TTITATVAZADEFA—NVEFICHEASNET, A vE—TU8B KON,
A=V EZIFANTZEEDORA MY L—3 270Xl NBOH 5 HEHEEZ, U A
F—FFHLTHELET, VAT—F, BESNIEKIP T RLRAEZREDR— N ETHT
T2 ISMIPT—F | L LTRRTZENTEET, £/, VAF—EIT T I7A T U ANRT
TIAT VA A=NEZFELE) ETHVATLLBETOIHELERLET,

WDHEAT DY A F—E/ERTEET,
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B oA

BFA—NERET 20Dtz ORE |

s [/8T71) w9 (Public) |o 1V X —F v FIOLERTIA—N A=V v AL,
ZIFANET, TV w7 URFT—IIEHDOEA SO EZIE L., BoNT-HD=
FBHEICAyE—VEELET,

s [FZA4R—F (Private) |, 2—V DRy NT—THNDUV AT LN (L X —F v b
THY N =7 DINIWDZEZETIERL, BHENH I V-7 27 BLONE A —/
#—,N (POP/IMAP) 1 5) | BT A— NV AvE—V% U v AL, ZIFANRET, 77
A_— R Y 2F—1F, Bz BEMD) BDOFRA ML OBEREZZE L. 2HOZEE
WA Y=V %ELET,

U AT —%AET 5 &3, ROFHbIEELET,

cJRF=DTANT 4, TRTOY A F—THEATL 7/ a—r7a X7 4 BLOKY 2
FlCEAOT T 4 EERLET, LExE, VAFTIHEHTHIIP A F—T =
AABELOR—b, ZLTCZIWDNT IV v I ETETTAR—=F DY AT —DEL L)%
FBETDZENTEET, ZOHFEOFEMIOWTIE, VAFT—OfFH Q2—) %
ZHLTLEEN,

cJRFT—ITHERAFIT SN TVSDEEDKRR bhY, UE— F AR Mnb DE(EHH %
WyoaL—nrEERLET, XX VE—RFFANEZERL, VAT TR TED
MEIINEERTEET, ZOHEOFEMIHOWTIL, RA N TI7EX T—=7 V&M
LT7cHfpt 2 fF il T 2R A FOEREELESR LTI ZIN,

e (INTNVYY YRF—DH) VRF—DAvE—CFZITANDA—HIL FALD, £
DZFENNRT Y v 7 VAFT=IZHoTHAESNLINEERLET, & xT MfkT
currentcompany.com RFAA V%ﬁ{%ﬁﬁ L/’/Cl/\ézﬁ\ L)ﬁﬁ&i oldcompany.com A A V%{%ﬁﬁ L
TWzATE, currentcompany.com & oldcompany.com D HFD A vt —T %% T ALD Z
ENTEEY, ZOFEDFHEMIIONWTIE, FAAS A ERITREET FLAITHESHE
BEDOFF A ETITHEREZ SR LTI ZSI VY,

RARNTIBAT—TNEBIOZEET 7 AT—T N EET) AF—TOREIL, UV AS—
DSMTP 7 >3 —3 g UHIICSMTP — L lBfE T 5 HIEICEELET, k- T,
R CDRNCT T TAT U AMANRLEEEFETOHRA N T ry 7 TEET,

1:)VRF—  IPAVE—T 4R, YWEA—YRy A3 —T 4 XADEE

‘ Listener ‘ Port

IP interface IP address
Physical Ethernet interface Physical interface

= e Cisco Email
Security appliance

) A —DEH

GUI D [ b7 —7 (Network) ]>[VU AJ— (Listeners) ]-3— %721 CLI @ listenerconfig
avy REMFALTY AT —%2BELET,

B EFA—LERETREHOF— LA OB


b_ESA_Admin_Guide_12_0_chapter7.pdf#nameddest=unique_203
b_ESA_Admin_Guide_12_0_chapter7.pdf#nameddest=unique_203
b_ESA_Admin_Guide_12_0_chapter8.pdf#nameddest=unique_204
b_ESA_Admin_Guide_12_0_chapter8.pdf#nameddest=unique_204

| EFA-LERETIODT—FIT(DEE
yz+r—oid [

TRCOY AF—ICHEHIND /0 — LR EEATERTEET, FFIIOWVWTIE, U ATFT—D
Ja—rERE (58—2) ZBRLTLEE N,

TTIAT o ATY 2T =2 HBLORET 25613, ROL—LETA RT7A4 VITHEL
TLTEENY,

HEFHDIP A o H =T 2 A AT LITHBED Y A F—ZERXRTETETH, HJ AT —
HIpDR— eI 20ERZHY £,

T 7 AN RTIHE, VAFT—FETF AN T 57200 A — L e hark LT
SMTP #fFH L £, 7272 L,‘ Quick Mail Queuing Protocol (QMQP) Z{#H L CH& ?% —
NIRRT 2 XICT 7 IAT U AEZRETH L TEET, ZhEfTHIC
listenerconfig CLI =<~ ]\;}c—?f{ﬁﬁﬁ Li'ﬂ—o

VRF—IF, Ao ¥ —Fy v T har—Tg04 (IPvd) BLOAR—T 306 (IPv6)
T RLVADWE T EYR—FLET, H—DJ R F—TLEELMhDTa halrR—Tg o F
TiEm A2 TCEET, VAL, BfA A e LTA— AR EICR T 7 han
N=VarzHLET, w&ziE, VAT —2NIPv4 & IPv6 DOl FIZERE S 41, IPv6 %
AL THRR MBS T 256, UAT—IXIPv6 2R LEY, 72720, UAFT—2IPv6
T RUVADHDFEMEFREINTWDEHAEIL IPVAT L ADREMEHT DA A MO
TEEHA,

Db 1ODY A — (F7 4V MHE) WY AT Lty N7 7 U4 PF— ROFAT
BICT T I7AT A RICERESNE T, 72720, VAT —2FECIERT 254, AsyncOS
TIEZINHDOT 7 4 /v b SBRSHIFM A SN EF A,
ClI0BLEURCIN T FIAT VA VAT Lty KT v W4 F—RTIE, 741k
T, A X=Xy MPbHODF %f~w®%h&W$7/FU T NEDFEA A — Ok
DM FEITOITZDD, 1 DO/ T7 Y v 7 VAT —%JEEZ B> TRELET, 2FEV, 1D
DY RAF—TliFO¥RELZ FATTEET,
TTIATVADTAMBIO NI TN a—T 4 o 7WZRIBT A0, TV v o %
7PE7T 74 R_R= M) A F—DRbVIZ, [Ty IFK—N] XATD) A F—%{ERTE
FT, 77 v IR AT —OEKIFIZ, A ve—TFBIRTORIICZEDA v E—U%
TAAZIZEZIALNE I DERIRLET GEZOWTIE, [TAME RN T TV 2—
T4V OEEZZRLTLEIN) , Ave—V%HIRT DOHICT 4 A7 ICEXIATD
ELZELV—FBLIUOF 2 —0#EOWEIHEILLET, AvE—U%T 4 A7ITEEIA
FRNY ZF—IT, f/ﬁ—yim/XTA@%@ﬁﬂﬁva—b®Mm_&j%i
T, ZDY A F—DOH A L. CLIDO listenerconfig 2 ¥ o N A LUZSAICTE T RA
TEET,

X 32U DA =Y Fy A HE—T oA AEFFOT T ITAT UV AET N EONRT Y v I8
FOTTAR=1F VY RF—L, 3O EDA =Y Ry N F =T 2 AEFFOT T TAT
AETNVETCYVAT LY VT v 7 U4 —RIZEoTEREN D, EENRES A —L
PR Y A ERERLTOVET, 29000 2 F—0ERINET., HAA X —T A A |
TA RN NGRS T 272007 ) v 7 J2xF—L BDOIP A Z—T A
ALETT Y MR R EAEHREIZT 27200744 X— K VXA F—T7,

2T A DRy b A E =T =2 RAEFFOT T ITAT U AETINEDNT Y v 7 Y
AF =, A=YV XY F AL E =T 2 A ANR2 DT DT TI7AT VAT IV ETUAT A
Ty N T v U4 = RIZL o TER SIS, IEHERNRE A=V 7 — b7 = AR ERL
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BFA—LERET SO0~ bz 1OFE |

B oA

TWET, 1N\ T Yy RERBIOT U MY v RO G 274 272012, H—0 IP
A B =T 2 A AT1ODY ZF—IMEF SN ET,
R2:32ULEDA—HRY AV E—D A REH DT ISATUVRETLLEDNRTY I ELUVTSIAR—FJR

+—
‘J/"'*)("’_'\_‘
A —
i ) y —
L\# Internet A - Note  This public listener uses SMTP
e | protocol on Port 25 of the
e o PublicNet IP interface on the
Data2 Ethernet interface to
SMTP
accept messages from the
Public Listener: Internet.
SEalicndMail IP interface PublicNet sends
| IP interface: PublicNet (e.g. 192.168.2.1) | messages (o destination hosts

on the Internet.
‘ Ethernet interface: Data 2 |

Cisco Email
Security appliance
IP interface PrivateNet sends messages to

} Ethernet interface: Data 1 |

internal mail hosts.

| IP interface: PrivateNet (e.g. 192.168.1.1) ‘ Note This private listener uses SMTP

Private Listener: protocol on Port 25 of the
“OuthoundMail” PrivateNet IP interface on the
: Datal Ethernet interface to
accepl messages from internal
| — systems in the .example.com
domain.

Groupware server / Message generation system

K3:22EFA—HYHRY A VE—T A REHE DT ISATURETILEDIRTY Y JRF—

y- .
)
\_ Internet A <—;

L s o

# SMTP

Public Listener:
+ “MailInterface”

e “—"‘ IP interface: MailNet (e.g. 192.168.2.1) ‘

Ethernet interface: Data 2

Groupware server /
Message generation svstem

Cisco Email
Security appliance

GE) ZonrgVy7 JRAF—Z, A=V Xy b A HZ—TxAAData2 LOIPA L H—T = A R
PublicNet 7R — k25 ECSMTP a2 ha L zEHL, A1 v Z—Xy M bDA vE—T %%
Z 1. .example.com FAALVHNONET T AT ENHEDRA v E2—% i LET, IP A H—
7 x4 AMailNet X, 1 % —F> b EOFEEARAFERNEFHDA—/LHRAMIA vE—TEDE
FELET,

B EF A VE22ETIEHO5—FITADHRE



| BFA—LERETELOOS— YA DBE

yrr—oro—rsiiE i

JRF—DOH O—/NLETE

YAF =D 7 a— VR EIR, T IAT UV ATRESNEZTXTOY ZF =T L ET,

U 2F—M,

AR —Fy N Fa ha)l =g 4 (IPvA) BXOR— 306 (IPve) 7

RUADW G EFFOA v H—T =2 A ZAFRAT 546, VAT —0OFEILIPv4 B L UIPv6 k
F7 47 OWmFICEAINET

RT9F1 [y FTU—2 (Network) ]>[U AF— (Listeners) ] ZZINL £,
RATY T2 [ a—rILRELRE (Edit Global Settings) %7 U v 7 LET,
RT9T3 RORICERINIHELZERELET,

R1:)VRFT—D5 O—/\LERE

g Ba—/NJLEEE

BLL]

e K FIRFHEGEEL
(Maximum Concurrent
Connections)

U AF—ICRRFICE CX DI K ZRE L E T, C3x0B L UNCOX0ET /LDT
7 4V MEIZ300 T, CIx0EF /DT 7 /L MEIX50 T, U AF—21Pv4 &
IPv6 D] ff DYl & = (T AN D56, #ui2 2OMTHlilsnE T, 7-&x
IR RIRFRERE RS 300 DI5E . IPv4 35 1 UN IPV6 Bt o fie KIRIRFHE e 5028 &3t
300 25 2 L TEERA,

BeK TLS [RIFREEERiEL
(Maximum Concurrent
TLS Connections)

TRTHOY ZAF—TORFETLS #Ht DR AR EZRE L ET, 7 7 +/b MEIX 100
T, UAFT—MIPv4 & IPv6 DitiJi D TLS B &% 1T AN DA, Bk 2
OO THBLINET, 7o & TR KFRFEEEDS 100 D6, IPv4 3 L VNP6
D TLS Bt O e KRIRFEE A EE 100 2 2 5 Z L IXTEEH A,

ZlEh T2y b
FEf  (Injection Counters
Reset Period)

A V=l va il EBR )y FENTGEICRETCEET, ZHDIP
T RUVADA G o2 EEH L TCWDIEEICE Y =RV AT LDOEA, ho ¥k
KB (=& 21E, 60 rfEfaTIEe< 15 3R T) Vey b5 E0I1T#%
ELET, ZHUCED, T2 REHARRERY A XZETHERLED, VAT A
DINT F—< A E B2 -0 352 L &RETXET,

BAEDT 7 4V MEIZ 1 EERITT, /155 (60F) Mok 4 BEfE (14,400
) FTofEEETEET,

AVl a il EZR L TSN,
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B vxr—ovo—uss

BFA—NERET 20Dtz ORE |

Ja—NLERE

Bl

SR DZA DT 7
kN E CTORFBREH
(Timeout Period for
Unsuccessful Inbound

Connections)

AsyncOS WK L 7= BB H AL oD £ TEOE EORIEIZT HH MM %
BELET,

KHL U456 SMTP o Xt —2a v b0 EHR A=V A 0P
TavNFEAETAHZ L, SMTP 2< > REIZESMTP =~ RRITE
BTET, HBELEAA LT U MOGELEEAIL. RO T —NEESh, Bk
DRER S VE T,

421 Timed out waiting for successful message injection, disconnecting. |

EHRA =V ATV v a Y RRAETHET, SICRIRLIZE B sh
=7,

NTV v 7 YRS =0 SMTP #fEiC DA TEET, 774/ MEIT5HT
R

FTRTOA N
Fior O 4w iRe R ) R
(Total Time Limit for
All Inbound
Connections)

AsyncOS WEFHRNHAL 6D ETEDOEEOREBIZT 2 AMPMZRE L £
D

ZORENL, RRFFEERRHZEAT 22812k, AT LY Y — R &R
THEODLEDTT, Z ORI O 80% BRI 5 L, RO A vE—
URRRINET,

421 Exceeded allowable connection time, disconnecting. |

TTTAT AR, BERD KR D 80% A D L, BERS A v —Y
DERPTEMTSND Z &2 <STeDIcHE a2t L L5 & LET, AR LK
KEEGEREE D 80% (ZEET AW TWAGA . AT D AR & 5 S
T7, FEHGIRAZEET 525G, ZOLEWVEICERL T ZIV,

X7V w7 Y AF—0 SMTP HHelC DAMEM TEET, 774/ MEIZ 155 T
bgAO

it

=)

WL DI RV A X
(Maximum size of
subject)

L DY A AN ESINTZHIBRNTH D A v —UNEKRE I, ZOMD A >
T—UIEHESShET, ZOEE0ICRET D L. HIRITEA SN ET A,

B EFALERETEEHOS—FITADF



| BFA—LERETBIODT—FI 1 ORE

0T a—T4oonaEns 4 ve—vonE [

Ja—NLERE

Bl

HAT BEIEfRA (HAT
delayed rejections)

Ay t—UZEHR VIV THAT G2 FATT oM E I DERELET., 774
JU kGt HAT 12 & o CHE S U8558 SMTP 7 > 3k — 3 3 L O BIkAIE |2
NF— A yb—V% bR TRTENET,

HAT MEE] &ETEFA— AN EL IS L. AsyncOS TIESMTP 7 v 3t —
Ta YOBIERETIE R, A v E—U%EE LV (RCPTTO) THEAGZFATT
XFET, TOHETAYE—VEESRTHIET, AvE—VOERPEBIESN
AvE—=UNNRY AT 5720, AsyncOSITIER SN A v E—VIZBT 5 LD
FEMZAE R ARG CTEE T, R Tav sl SN Ay E—VOT RLARE
FOEZEFEDOT NLANH A=V ER R TEET, £/, HAT FELGOBRIEIZ
L oT, EEMNMTA ML FERITS N D aTRetE b/ h &< e £97,

HAT BB S % A X — T T D & ROBIERFEELET,

MAIL FROM 2~ RBRFAIENDMN, A vb—Y A7 V=7 MIER I
W,

B A—NVDEEDIODT VT EAPELSSINTZE NI A vE—UNRRRI I,
TRTHORCPTTO =~ RBESREND,

SMTP AUTH % fifi H L CE{EMH MTA 2SFRFES L5 85A . RELAY AR Y o — 3 FF ]
I, A—NEEEEBVIOEHETE D,

CLI @ 1istenerconfig --> setup Z<¥ RMNDHDHARETE E9,

ATy T8 ERzZFEEL, RFLET,

RDEZRY
ESPEREY=]
« D

TUA—F A VI REEND A v E—VORE  (7—)

BHOIA—TFT 4 VTN EFEFND AV E—VDERE

WD /3T A
TEET.

v H

« X7
c T X

ZOEEE

— A DA yE—V DT a— RFREEETIED, T 747 2 AOEMEE EFR

L @ ASCII LIS D~ H—
—F I~y X —Dxzra— RHEROFR—F

FET DL, CLI T localeconfig =~ > K& L £,
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BEFA—ILERETHE005— vz 1 0EE |
B oweb s REERLTURF—EERT 5 EICL ZERERDY A=Y

A\

GE) WebA v F—TxA AR L TZOEELZRET 52 LITTEETA,

CLINZ VA VT MOV TNIZHONWTIEL, REFEAY V7 L a— NN E 2K
LTL7Z&EW,

Web1f U 3—DJ A RZERALTYRFT—ZERT S
CICKBEFRERDODIUR=ZVY

AT T [y hU—2 (Network) ]>[VU A} — (Listener) ] Z&RNL £,
ATwFT2 [UAF—%BM (AddListener) ] %27V v 27 LET,
ATYT3 RORIERIN TV OIREEZHEL LT,

R2:)URFT—RE

£ (Name) U2 F =121, BHICBRTE D L0IC—BOL4FI 2T T 7EEw, VAT —HIZE
FTDHLAITIE, RLFENLFREBIENFET, AsyncOS Tik, DU 2 —IZF
— DA Ef T HZ EITTE EH AL

VAF—=DZA | RDOY ZAF— ZATONTINERINLET,

L? (TYP)eOf cXTY VY (Public) |o ATV v s YAF—ITE, AU F—Fy bpDETFA—
istener NEZET BT OFT 7 40 MEER G T ET

[FS5A4R—F (Private) |, 77 A X— K URF—IL, 7T7A4X—1 (NE) v
FU—27 CHHT S EEAE LTOET,

AV B =T = A | VAT —5ABRT BREFHT TTA TV ADIP A VS —T = A ZE LU TCP H— b
A (Interface) |ZBRLET, AL F—T = ATHEMATHIP T RLADNA—=V g 2k oT, U R
FT—IXIPvd 7 KL A IPv6 7 RL A, EIEM T D=2 3 Vb Okt & =T A
EF, F7 A4 R THEL SMTP THEK— k25 26 A L. QMQP TidH— b 628 %

Li—é‘o
Ny A 7o NG A Ta 77 A NVEERLET (CLI D bounceconfig 2~ REMEH L TERK S
77 AN NN RATaTZ 7 ANE)ANDLRIRTEET, FrLWLWNATY R T 77 AL
(Bounce DIERR & S)

Profile)

FROBEFHE | B ANV LELITTICRAT 2REFEAEBRLET (A —AAKRY >— (Mail
(Disclaimer Policies) ]>[7 %A b U ¥ —& (TextResources) |~—F 7L CLI D textconfig I
Above) VRTER SN EEZ VA MPOBIRTEET, [TFAMV Y —X] OEESZH)

B EFA—LERETHLHODT—FITADRE
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| BFA—LERETBIODT—FI 1 ORE

ATy T4

Web > 5 —7 14 REMALTY RF—%HHT B LickpEmERD Y=Y ||

TRLOMESRE BT A—AVO EEIITICEH T 20EFHEAZEIRLET (A=A Y ¥ — (Mail
(Disclaimer Policies) ]>[7 %A b U ¥ —& (TextResources) |—3F 7% CLI D textconfig I~

Below) VRTER SN EE U A M BEBIRTEET, [TF AN Y—2] OFEEZBH)

SMTP iBiE7 1 |SMTP BT r 7 7 A LV EFRE L £ 7,

7 7AN
(SMTP

Authentication

Profile)

AR U AF—~O TLS Bt D720 DFEAEZFRELET (k> hU—2 (Network) ]> [FE
(Certificate) BAE (Certificates) ] X—F721% CLI D certconfig 2 ¥ R CTEBIMINIZREHAEL Y

A MDPLBERTEET, o MTA L OB B LEEOMEEZ]R) |

(EE) MOETERZR IS SMTP lvatr rroM) B EL N Trepr To) T~ 2 KR TOREHTOHIEHOFRE Z{TW)

i‘@_o
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BEFA—LERETHLOOT— bz OBE |

B oweb s REERLTURF—EERT 5 EICL ZERERDY A=Y

RIE

Bl

7 R R N—H—
% A7 (Address
Parser Type)

KDIR—=Y— AT ONTINNEHH L TT 7T A7 A0, RFC2821 Htglc XD
TR e ST D A IR L 9,
Strict E— K :
s Strict ®B— F|Z RFC 2821 {Z¥#EHL L £ 9, Strict B— FTiX, 7 F L AT
RFC 2821 OFMEIZHERL L E 523, ROFISNB L OEIEENRH Y £,
+ [MAIL FROM : <joe@example.com>] D L HIZ, T B DEIZA—REHHA
T&EFET,

o RAA VAT EHERATEET,

« IMAILFROM] =<2 RE LW RCPTTO] =<2 RTIX, KILFE/NLFEN
XA E T,

o VU A& RIZHR AR RICERTE 8 A (724 2%, RFC2821TiX 1D ok
VI —YPHEERTEERTA) &

DLTFOBIMA TS a v O—8i%, A 32— M TEXETN, #9795 &, RFC2821
WZE R ER L ET,
Loose E— F :

Loose fEATIZFEAMINZ AsyncOS DLARTD/NN— g b OBEFOEMETY, &1 A —
VT RUAD TR #RER L, RO LE2TWET,
e I XA FOEWR, FPRARENTaAL N (ByaTHERLTWS) NP R— X
N, ThoidERsnEzd,
« [RCPTTOJ =2~ FE L IMAILFROM] i< RCTHRESNTZEFA—/IL
7 RLZAORHIBICITILY v a RRE T,
cHEORA NNy aZEHTEET (ROBEWDARA R LLOE T A—
VT RUABKREIND) ,

gy h—H4
%A (Allow
8-bit User Names)

A FZ=TNZTDBE, (A=W L T) 7T RLVAQZ—VFZEFIZ8E v b

DX FEMERTEET,

8w F AL
4 & FFA] (Allow
8-bit Domain
Names)

AFR=TNMITHE TRVAD RAL VERFIC8 By FOXTFEMEHTE £,

B E3A—LEBETEEHOOS— YA DRE



| BFA—LERETELOOS— YA DBE

Web > 5 —7 14 REMALTY RF—%HHT B LickpEmERD Y=Y ||

RIE

Bl

oy R AA U ERF
7 (Allow Partial
Domains)

AR=TNCTDE, WO RAAL LV EFEHTEET, B0 AL IR ERRAL
TiE7e<. Ry bR LDOKRKAAL L TT,

WDOT RURE, #5 RAA o OfITT,

* foo

* foo@

* foo@bar
TI7HN D RAAL UHREE EFICEES L7201, 204 T varv izl x—T/N
T AMERH D F9,

[77 4/ k KA A U %iB)I (AddDefault Domain) ] : 584(Efifi K A A 4 Tid/e<,
TIHWVRDRAL L EHBFA—NLT RLVAIHEHLET, [SMTPT KL A f#l 4~
= (SMTP Address Parsing options) | C [#8453 K A A % FFA] (Allow Partial
Domains) ]723A R2—7 /W5 TWRWRD | ZOA T v a i 7 4 8—7 L0 TT,
THIE T 74V FEEE RAAL V] BEEEOT RLABLOGEREM N A A 4
EEEROVZEHEOT RLALEMTAZ EI2L-T, VAT—RY L—F 5%
A—NVEEETLHTEIRELET (EWVHALL, VAT—0 [Z0xEo] 7F
VADWEE S EE AR~ A XATEET)

WRDL AT LT, EFEHT RUAERHED AL 2B () iS4 —
NERET %G, INEFEMLTT 740 FOREE FAS v 2BINTE XY,
LR ROV AT LATIFE S A —NVOREE L L TABMNIILTS Tjoe] DI
AN SNIZETF A —NAPERENET, T 73V FOFEE FAAL 2 ERS D
L N |—@yourdomain .com| i Fjoej ﬁ:f‘fj][] Iy zh\ %/ﬂi\.ﬂ%ﬁfﬁ%1§%% joe@yourdomain.com

PERLENET

V=R J—TF 4
7" (Source
Routing)

MAILFROM] 7 FLAEB XL [RCPTTO] 7 RV ATEETNV—T 4 > 7B H
ENEHEOEEEZRELET, BMETLV—T 4 7%, B T@) XFE#EHAL
TNh—T 4 THREETDH, BT A=V T NLRAOFKRREATT (f :
@one.dom@two.dom:joe@three.dom) . Ireject] ZFXETHE. 7 FLRATHELR IR
F9, Istrip) ZRETDHE. T RVADEETLNA—T 4 V TEGDBHEIBRES L, A >
T—URNEE EBVHAINET,

RELRT RLUAX
¥ (Unknown

Address Literals)

VAT AT TERWT RLA UTFIAEZELREXOEERZRTELET, B
EiX, IPVA LSO RTTT, DD, 722X IPv6 7 KL 2 U T I LD4,
Za han LV THEST 50, ZEHT WA= R AT U RE(THITENTEE
KR

VT IABEENDSEEET KL ATEGA— K ST AORHE LAY £, ¥E
HT FLATRESNZBHABSH Y ET. A v E—VERETERVEE, ~—F
RYYABPA= R AT ASNET (CEA—F ATV R)

HEENTHA, BEELZEEOT FLARTa ha)L LAV TTCIHERE SR
9,
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BEFA—LERETHLOOT— bz OBE |

B oweb s REERLTURF—EERT 5 EICL ZERERDY A=Y

ATy TH

RIE

BLl

=L THKRDXL
FaEE  (Reject
These Characters in

XF (el zaiF %) 2aa— Ve ANTo5E A ShET,

User Names)
(ER) WORIZERSINTWVDE Y AT —OEMEE D AX A AT DH-ODOEERBREEHELET,
ERTE R AA
KRR FrA] S B e REEE .
(Maximum
Concurrent
Connections)
TCPY v A SMTP H— 3352 17 AFLAH R AsyncOS CTHEEL SN DD Ny 7 a7,

Fa—H%A X (TCP

Listen Queue Size)

CR & LF OHEY %
\» (CRandLF
Handling)

FOFEEDCR (HIF) XTBLOLF (8fT) XTFE2ELAve—T 0N EE
IR L E 9,

«[EE® (Clean) |o A vt —YZFHFALETN, TDOEFEDCR LFEBLOLFE X
F% CRLF JLTFACEH L7,

- HEE (Reject) |o A v E— V%G LET,
[ (Allow) |0 A vE—UEFFATLET,

Received ™~ v ¥ —%
;BHN (Add Received
Header)

T RTDORZIE A —/VIZ Received: ~ X —%BIMLET, /2, VAF—TEA
T —VIZReceived: ~v X —%BIMLTCY L—FTBE LA —/LEEHELET, Received:
Ny B —=NEENRNE T AT, 2oL T ar 2L TT k=71
]\/\i—g—o

(GX)  Received: ~v #—lF. V—7 Fa—OWNBTIIA vE—JI0BMENEH
Mo ZDNZ—[FTBEUEDTZDIZA v E—URF 2 — b HT= & BN

SHNET

Received: ~v X —%T 4 B—TNWIZT DL, AT TANTTF ¥ OINTIZERE S
NETRTORA =Y TN —NDIP T RUAETIIARA NMBREREND Z
LIZE-oT, Xy T D MR URARSNARNE T DI ERTEET,
Received: ~v ¥ — %7 4 £ —7 /T HBEITIFEE D LETT,

B E3A—LEBETEEHOOS— YA DRE



| BFA—LERETELOOS— YA DBE

ATvT6

Web > 5 —7 14 REMALTY RF—%HHT B LickpEmERD Y=Y ||

RIE

Bl

SenderBase [P~ 1
7 ANERER

(Use SenderBase IP
Profiling)

[SenderBase IP7’ 7 7 7 A /L% {#i [ (SenderBase IP Profiling) ] % A F*— 7 /LT 5>
EOMBBIRL, ROLHIICHEEXITOET,

c[VTY—DRA LTI (Timeout for Queries) |, SenderBase L' B =7 —3 3
Y —EANLRESNDERET T ITAT U ANLEDLS LVOHIRF v v =
ToONEERLET,

o [#5%% Z & DSenderBase? 1 .7 ™ I (SenderBase Timeout per Connection) |
SMTP ##5t = & @ SenderBase 1§ %7 77 A4 7V AN EDL L NOMMF v »
VaTANEERLET,

(EE) RORITE

TO

FEINTWDZDOU AF—(CBHEAHT 57z LDAP 7 = U —ZHlill 2% E 21TV %

UAF—DOLDAP 7 =V —% A 3X—TMIT B, ROFBREEHRALET, ZoF7varz2HHT5

AT,

LDAP 7 =) —Z{ER L CBLS ME NSV 9, 72U —DK XA 7I2iE,

RIET D Te O DER D

YT rsarnNbVES, 7)) —DEATEHI7) v LT TR I arERERBEALET,
LDAP 7 = Y —{ERE DM DWW TIZ, LDAP 7 =V &ML T 7 X,

J9TY—DRAT

B

VA=)

TR 7Y OEAIE. ERATA7 VA2 A M BEIRLET, LDAP 77
v NEU— X —DERIZFITT DD, SMTP I o 3t— a3 U THEITT S
MERETEET,

U— 27 X2 — OB LDAP 77 v 7 N2 FETT LA,
THEELE LT, AU AERII Ry AITHRELET,

SMTP /1 /3t —3 9 > CLDAPT 7 & 7 + % F47+ 544, LDAP Y — NZEET
XRWGARICA =NV EZWHET 5 FEEBEELE T, AvE—UZFFT50, 2—
REDAY DEETHRiE Na vy 7T 50 ERINTE 7, KEZIZ, SMTP 72

& — 3 3 T Directory Harvest Attack Prevention (DHAP; 7 « L 7 k U M5 BERSIE)

DLEVEICE LG A ICHRE ey 7300 E ) hERIRLET,

SMTP 1 >3 —3 a3 V CREHEDOHIEEZITY & B LDAP 7 = U —[E D IRIE
PR TEET, LEN-T, (RO LDAP 77 7 A X—T M L=
By TAVLI N = ROARMBEERTHZ LITEE LT EEN,

FEHNZ DWW TIL, LDAP 7 = U O EA B L TL7E &V,

—E LW EF T

N—T 4T 7T
)

N—T 4T 72 —DAE, VAL 72U —28IRLET,
IZ. LDAP 7 = U O EE SR L T 7ZE 0,

FERZ DWW T

gD AN
L—=F

AL —R 72 —DFEIE, VA M»H 72 —%8{R L T, From 721 CC
Ny H =T RLRALWoTn, v AHL—RTEHT7 RLAZEIRLET,

FEAMIZOWTIX, LDAP 7 = O 2B L T 72 &0,
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BEFA—LERETE005— bz 1 OFE |
B s55c500. T4 0 FA42, FEAREO MAILFROM

D9T)—DRA4T |EGHA

ThN—7F sz TN—7F 72V —DFAHIE, VALY —Z@ERLUET, FEcoVWTIL,
LDAP 7 = O E A SR L T 2 &0,

AT9 T EREEFEL, RFELET,

RDZRY

BEEIER
W RAL Y, T7x N RAAL Y RIERFEA DO MAIL FROM (14 ~X—)

ok

P FAALY, TI4ILE FAAL Y, FIELRK DO MAIL FROM

TR u =T REERGEE A =TS LA, EIE) AT —OSMTP T K L AT A~
VA TS RAL L OFANET 4 v —T M LTEgE, VAT =0T 74V b RAL URE
PR SN2 R0 £,

T D OERBITZ AT HE A T,

CLEERALTYRFT—FERT 5 EICKHEHEERD
JR=24

ROKIZ, VA FT—OFEMF L OFREICEE S 5 % 2 7 12T 5 listenerconfig 7 =< > N
Dz L ET,

KRIVRFT—EERTHERY

JRAFT—&RT D2 RY ARV RBEUPHTavTUF

H LW 2 F—DIERR

listenerconfig -> new

listenerconfig -> setup

JAF—DNRy R Ta77A)VDFE

P

E

bounceconfig, listenerconfig-> edit -> bounceconfig

Y R — DG AIE D B

textconfig, listenerconfig -> edit -> setup -> footer

SMTP FHAEDFRE

smtpauthconfig, listenerconfig -> smtpauth

SMTP 7 K L A AT DR E

textconfig, listenerconfig -> edit -> setup -> address

B EFA—LERETHLHODT—FITADRE
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| BFA-—LERET OO — LI DRE
HAT 03855 1 —5 [

AT —%ERT D2 RY AR FELUYTav ok

UZF—DF 74V b RAAL VDORE

listenerconfig -> edit -> setup -> defaultdomain

Received: ~y X —DE+F A —/L~D8
il

listenerconfig -> edit -> setup -> received

FOFEFD CRBILOLF XF® CRLF
~DETE

listenerconfig -> edit -> setup -> cleansmtp

RARNT 78R T—=TILOERE

listenerconfig -> edit -> hostaccess

n—H) RAAL ERITEED 22—
(RAT) ~DFET A =D A (X
TU w7 JRAF—DI)

listenerconfig -> edit -> rcptaccess

U AF =Dk v — g
(TLS)

certconfig, listenerconfig -> edit

AFFAEDOER (TLS)

listenerconfig -> edit -> certificate

listenerconfig =~ > ROFEAMIZ DUV TiX,  [CLI Reference Guide for AsyncOS for Cisco Email
Security Appliances] ZZH L T 7230,

BFA—INDON—T 7 BLOEEREDOHEMIONTIE, v—T 4 7B LOREHERED
BREEZRL T EE,

FAEIEE

HAT OFERI/ ST A—% (15 X—)

HAT QEEHI/ NS A —4&

WOFRTIL, HAT ZFM ST A —Z O EEFR L TOET, DLFOEMEIZOWTIE, %A
KZEBMLTEFua oS hE2RTH BAIMEZEMLTAT AN, hEXRTIENTEET, X
FORVMEIZ AL MERREINET, TAX Y RTBWTZRT A—=HE, IROFBITRTEEK
X R—FLTWET,

K 4:HAT S/ 85 A — 2 DX

NG A—=5 378 & &l
BHLDTZ Y DIRRA v — , 522

¥ max_msgs_per_session 1000
AoE=UHIY @ﬁ%jﬁ%{% max rcpts per msg w5 10000
Eg o B o 1k
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B v o5 2 —4

BFA—NERET 20Dtz ORE |

1 & 72 V) D REENZ AT
RE

N HA—4 378 fie el
BRAvE—Y A X , BiS
. . max message size 1048576
(Maximum message size) - - 20M
oY X’j“—ﬂlgtliﬁféﬂf:% max_concurrenc &5 1000
— b G X7 u Yy
PN 3T
SMTP /N F— a— | &5
smtp banner code 220
SMTP /3 F— T F 2 |k (*) peZ
smtp banner text Accepted
SMTP fif5 /3 — 22— K &
smtp banner code 550
SMTP {5 /3T — T F A | pE ] ,
(*) smtp banner text Rejected
SMTP/ N —7R A "4 % B on | off | default
x use_override hostname default
, pas
override_ hostname newhostname
TLS % f on | off | required
tls on
AR DRIFEA X X o DO on | off
spam_check off
AR AF ¥ L DOfFEH . on | off
virus_check off
VIR 72 0 DR H# B
max_rcpts_per hour 5k
! H#Fﬁﬁgbf: D Px7— == ]\ max rcpts per ho code %‘é% 452
=7 = % X r ur
DRAZ(FEH e e
1 &H 720 DT F 2 b D . ronr toge | XTSI . Cient
e max_rcpts per hour tex oo manyrecipients
REzfa&th (*)
SenderBase D1 H on | off
use_sb on
SenderBase L' ' 27— 3 -10.0 ~ 10.0
P, sbrs([valuel sbrs[-10:-7.5]
AT DEF rvalue2
1
T4 V7 b UERKEEYIL - &
dhap limit 150
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| EFA-LERETIODT—FIT(DEE
To8—F54x 5=+t

- (@ J— N\ XY >
RBR—TS5AXT— AR
ZORETE, T F—TTARXF = V= OREFTA LV F—Fy bhD A=V EZITE
D, IN—79 =T $—,3 POP/IMAP ¥ — "F 723> MTAIZEFA—L%2 U L—LF
T, AT TA R — b T AL, TNERFIZ, INV—T =T —"BIUOFDM
DEF A= =050 SMTP X v —VE2Z 1T, £ Z—F > b EOZEEITTHE
Li‘a—o

4$:TR—TSA4XF— b2z ADIRTY v JRAFT—ETFTAR—F YRF—

Large Small
corporations corpor atlons

Cisco
SMTP
Email Security appliance
& Firewall
/ f

R ATHP ., ff»
? /

Y
=N 0 —

I Groupware Server I POP/IMAP server

5 O

Groupware client POP/IMAP client
ZORETIE, 2 EH 2200 AT —RRETT,

AU =R ML DA—NTETFEZIFAND LHICRESINTZY A F—12D

c NE T N—T" 0 2T BLOEF A —/L P —s3 (POP/IMAP) 725D A —)L721) &5 07 AiL

HEITHRESNTZY AF—1D
BB NRTY 7 Xy NI—7 T 534 _X—F Xy NU—7 HIZ@BIONRTY v 7 Y X —
ETFGANR—PN YR F—FERT AL T, EX2 VT 0, RU—fH, LR—F 17,
BHRAICEFA—NVEXBTEET, X XT Vv s URAF—TZFELIZEF AL
1, RESINTZANRLMHRE LV VUV BIORUVANVARRAX Y 2PNl -TT 740 b
TAXF YV ENETH, T7T7A4AX—F VAT —TZEINDIEFA—INVITIAFTYy  ENER
Ao
K : oo X —TFGARXF = T2 DTV VAF—=LT T4~k JRF—|L, ZD
TUH—TTA R —= NI 2 AERDT T T7A TV ATHERENTND 1 DO TY v 7 )
AF— (A) L1 25D7TF7A_X—hK U RA}— (B) Z/RLTWET,
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