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WIZCLL & Web A ' Z—T = A ZADW TN [NRA R SvET,
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JE7 7 A /v (ConfigurationFile) 127 U v 7 LET,
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BEHALETS,

[ Ra—PE—T VR N7y 7 VRN —FX—R (A/NA[GEHE)  (End-User
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2y 7 AN LIEEEHICESSEFAEGEOHEB L NE—7Y A M7 e Yy
JIUANDNNy T v 7 EZRLTIEEI N,

s [REBWMD YU '~ b (Reset Configuration) | : BUEDRE & M HFT 7 4L MEIZY &
LD LET (VY MINCRELZRFT O2MLENHY £7) .

\}

GE) BB —LEAEERTE T 7 ANV ER LA T L =X LI, Bk &2 PEM EA T
GHOLILET,

ESPERENS

cBUEDREZ 7 A VORFB LR 7 AR —F (17 X—7)
a7 4 Fal—val TrAOua—K (18 =)
RET 7 ANDA—)LERE (18 2—)
cHEORED Y Y b (21 =)

BREDREI7AILORELLVII REKR—F

[ AT LB (System Administration) ]>[fXE 7 7 1 /L (Configuration File) ]-~<— 0 [BlE
DF%GE (Current Configuration) 227 ¥ a VAT 2 &, BUEORET 7 A V&, B—T)L
TV UNRELTZD T IAT U ATHRAF LY (FTP/SCP /L— bk @ configuration 7 « L 7
MIVICRTFEENET) | BEEINZT RLVAICEFA—NLTER LY TEET,

WOITERIL, BRET 7 A4 MITRESHEE A,

cURLZ 4 VXUV THEETHEH SNAY—E R L DX o 7 72BE I H S AR E,
o [7 7 =B YR — MW EDE S (Contact Technical Support) | ~<— IZERAFE S 4L TV
% CCO =—H ID & #H ID,

RET 7 A NVND/NAT L—X%[E7 (Mask passphrases in the Configuration Files) ] 7 = » 7
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[REZ 7 A NVHND/RAT L—RX%[37 (Encrypt passphrases in the Configuration Files) ] 5 = »
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« LDAP /XA > RDO/RA T — R

e —H ) 2—HFDONNAT— ROy =

¢« SNMP /RS2 — |

« DK/DKIM &4, % —

« J&(Z SMTP i/ A T — KN

e PostX BF={b % —

«PostX Bf 57y NRAT— K

FIP vz ual TR UT g D/RAT—FR
« IPMILAN /X2 U — R

« 7w T —4 % —,30 URL

ZHUZ, saveconfig 2~ REFEHLTCa~vr RIA v A2 —T A ATHERTEET,
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[ AT LB (System Administration) ]>[FXE 7 7 1 /L (Configuration File) | D [V 7 A V%
A —/LCi.fF (Emailfileto) |7 ¢ —/V R&EHT 575>, mailconfig 2~ > R&#H LT, BIIE
DFEEERN 7 7 ANE L T2—WFIZA—NVIEEFETEET,

varvIJrAmo—Fk

[ AT LB (System Administration) ]>[FXE 7 7 1 /L (Configuration File) ] -~X— D [EE
Zwm— K (Load Configuration) |7 v a v ZH LT, ILWREFRET 7747 AT
v— RNLET, T, loadconfig A< FEfEHL Ca~r I A X —T A4 AT

B TEET,

e configuration 7 A V7 M UIZIHFREKM L., 7 v a— KI5,
WET 7 A NVEO—I)V VU NLEET v a— KT 5,
ROE TR 2 AL D AT D,

GE)

AT L—RAPN AT SNTZRET 7 A /Vidu— RTEERA,

JIARZET—RTIE, VIARAZEREZT S TAT U ADODWTNOREERL— RTH0EERT
EFET, FTAXERTEET— RTEHFIBIZONWCL, 7 TAXEINTZT T I7AT 2 ADHRT
DOr—RFEZR LTI,

EOHEOEETH, REDO LHICKO X T2 E5DBVENRH Y 5,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">

<config>
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avrs®ar—varraroa—F I

. your configuration information in valid XML

</config>

</config> B UH TIIREHEROBRIIEET D LERH Y £9, XMLIEXOMEIX, 77747
Y AD configuration 7 4 L7 kU IZd 5 DTD (Document Type Definition) % H L CHEHTs
LOMEEENFET, DID 7 7 A /L DARIE config.dtd Ty loadconfig I~¥2 REFH L~
LXILa~vwr R IA4 U TCRGET 7 — 3@ Shvizihe, BHidr— REhvEtA, REZ 74
NET v 7a—RTDHHIE, TTITATVAONETDID #4vra—KL, ZE7 71/
EREECE £,

U\'ﬂ—ﬂO)jﬁffo)%é\T%\ %ﬁﬁiﬂ77/fﬂ//£\ﬁg (%J:ﬁ[i@& 7(3?)5 <config></config> Fﬁﬁfi
FTINTNER) ETHET 7 4 VD complete 33 X N unique 727 v a v (LRROESH
ﬁf))é.‘ih\ <config></config> & 7?‘]5:@@’5—5%{5}) 75_”]) \/730_ ]\T% i@—o

lcomplete (5842) | &id. DID CERINTZY T BT v a L OBBY 7BLOKR T ¥ 72k
DEENDEEBWRLET, & 21X, WORNEET v 7 a— REITHET LE T,

<?xml version="1.0" encoding="IS0-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport enabled>0</autosu

</config>

ZOHEIE, Ty e — FRICRHEET 7 =3 AL ET, EL,
<?xml version="1.0" encoding="IS0-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<config>

<autosupport enabled>0</autosupport enabled>

</config>

ZO%EIE. BRET T = RELEE A,

lunique (—&) J &iX. 7y e —RERIFMEVSTONORETZ 7 ANOYTET g
B, REELTEENTRNWILZERLET, LE2E VAT AT HODARA My Lok
2z k75§¢6‘%f£1/‘73&)\ /ﬁ\’@lﬁ]ﬁ E%k <config></config> &7%/3\:@) 7wy a— K9
L2 EIFTFRETT,

<hostname>mail4.example.com</hostname>

EROWEEFHESNET, 2L, VAT ATEEED Y AF—EEHTE L0 (U 2
FoZLICRRDEFET I ER T T ABERSNET) |

227058 |}
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<rat>
<rat_entry>
<rat_ address>ALL</rat_address>
<access>RELAY</access>
</rat_entry>

</rat>

FROANBLZTZT v 7u— R0 83BEN L Rash, 5B M XTH THIFA]
ShEEA,

RETTANEITIRET 7ANDY T T a 27 vru— RERITETT 2581,
P ORRREND D, IRESIVTWRWEAERHEEINLIZ EBH Y 9,

RIET 7 ANDT 4 A7 FIROE O L THR, BUET 7 I7A TV ARGFEINTNDT —X D&
FOH NSNS, RET 7 ANVTIREESNTZ YV +—Z &M= T72012, &biHWT—2 Ml
BRrEE9,

EHL T EERENE YT

REZFANDE IV a w7 v 7ra— RERIINTT 25813 EENNLE T, #7250
Nk, ar7 4 FXFal—var 7 rANDT v — RRCREDENEEINEY A, 72
L, ZAX 7G5 L, REORENEHINET,

7= &z,

<listeners></listeners>

FRONEZT v 7Fu— K54, VAT ANLTXTOY A F—0HIRESNET,

FE

WRETF7ANDY T I varweT v 7a—RL0, 05720 L25A. WebA > 2 —
T2 A AFIICLINGEIE &, REORET —FBBEINLZENHY 3, FHF—
rCHlOTa han, YITNA B =T oA A ETFT 74NV NREEFEHLTT 774
T AR TE R WEAIE. Z0a~vr R TH—ERAE2 T 4t —7 M LAV TL 2 &
W, 72, DID TEESINLEREH IR LS OS2 WEAIX., Zoa~r RE#HEHALARN
TLEEY, HFILWERETZ 7 A NVET v 7 a— RT LA, BMTRET =X 52Xy 7T v 7L
TLEE,

Ay HITRH) T3 oDIRATL—XOA— KIZDOWVWTHDEESEE

IRATZ L—ANPNNERa T YT A7 ) Fvarrkgirary 74 Xal—vary 77/l bo—
RLESELTH (e xiE FIP Y v v =2 Zfi/f]) | loadconfig 2~ > RIFARP L7 L—
RIZHONWTEELET A, FTP 7 v ¥ 2 VKL, logeonfig =2~ RZEH L TELVWWIR Y
L—REBRETHETEENERINET,
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XFLYy b Ioa—T 4 UTITDOVTOEESIA
XML 227 4 Xalb—vay 774D lencoding] BYEIZ, 77 A Va4 T T4 THRIE
FTRODIERN L TWD Tty MR, T1so-8ss59-1] THOMLENRH D £7,
showconfig I ¥ K. saveconfig I ¥ K. F720% mailconfig =¥ K& T3 D=~
AT AT RN T 7 ANVTHRESND ZEITEELTIZENY,

<?xml version="1.0" encoding="ISO-8859-1"?>

BESTIE, oz a—T 4 v T eFORET 7 ANTE T Er— R TEET,

BhEEE
« IV ITAZMNEINIET T IAT S ADREDH— K

WMAEDHREN) Y b
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AR OPIREE~D Y > & (4 =) 2ZRLTIIZENY,

REI7AILDRTR

BET 7 A IVOFERIL. showconfig 2~ REFEHL CORLERTEET, showconfig &% &/
RiX, BIEOREZ®EmIZH ) LET,

mail3.example.com> showconfig

Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.

<?xml version="1.0" encoding="IS0-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<!--

Product: IronPort model number Messaging Gateway Appliance (tm)
Model Number: model number

Version: version of AsyncOS installed

Serial Number: serial number

Current Time: current time and date

[The remainder of the configuration file is printed to the screen.]

[%%E 7 7 1/ JL (Configuration File) ] R—

CRRET T ANOEE (16 2—Y)
o AT FIHREE~D YU Y b (4 2—2)

s =T VRANTuY I YANDNY T v T
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< a » (Log Subscriptions) ]IZ#&#)L T,
clon s T4 LT NI NRLT 4 A7 EBREHE L TWD
MEMERLET,
AERSNDZTRTORT B TRV Tva U RRETHD
ZLEMRLET,
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TO%L Y—NEDBELEET L3517 TI51 702 58%E [

mail.example.com> updateconfig
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers

Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Update interval: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled
Choose the operation you want to perform:
- SETUP - Edit update configuration.
- VALIDATE CERTIFICATES - Validate update server certificates
- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> validate certificates
Should server certificates from Cisco update servers be validated?
[Yes]>
Service (images): Update URL:
http://downloads.ironport.com/asyncos
Cisco IronPort Servers
Cisco IronPort Servers
Cisco IronPort Servers
Cisco IronPort Servers
Update URL:

Feature Key updates

Timezone rules

Enrollment Client Updates
Support Request updates

Cisco IronPort AsyncOS upgrades
Service (list):

Cisco IronPort Servers
Cisco IronPort Servers
Cisco IronPort Servers
Update URL:

Timezone rules

Enrollment Client Updates
Support Request updates
Service (list):

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

(>

JOXF L H—NEDRIEZEETAEIITTISFAT U RERE

BRI TRNT 0 F o —_"2 M LTV LA, 7'r % U REEOEL ITHEH T2 CAREH
FE2TTIAT U AZBMTEEY, ZHUCKD ., T I9A4 T A3 T s b—@EzE
HELET,

ZDOF T a rEERT DX, updateconfig 2~ > REMH L LT, kOB, Z0A4 73
VEWRT D HEER L TOET,
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mail.example.com> updateconfig

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAWIBAGIBATANBgkqhkiGIw0BAQUFADCBGDELMAKGALUEBIMCSU4x
DDAKBGNVBAGTAOEBUTENM . « & v v e eee e e eeeeeeeeeeeeeeeaeeeeeeeeeneanns

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>

AsyncOS D7 v 745 L— kK
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for Cisco Email Security Appliances.]

[CLIReference Guide for AsyncOS
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FERRRELE T v TJ L— FDOEA
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BT o7 L R AT AL e B & notification) ] Z R L To 5, [BALZ (Close) ]
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* High CPU usage
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DEEEINET, & 201, LEVED 1000 ICRESNTWHES.

B o x7LoEE



Ex—LtXaysqs7I5147 2okRomnz |

AEEX 2 —DRRA v E—THN 1002 ITE L E &I, KROIOT 77— EREESH
F L7,

s IS HLINICHERE X 22— DR KA v —VHN IS10IZETDHE, TI79—FRHH 1O
EEINET,

GE) ZOREREDT T — MITXT, VAT LT I—sABT7TAVITBLET,

ATyT 4 EEAREL, RIFLET,

RDBERY

TOMEEDT T — FERELEBRAIZ. VAT AT T7— MIBREENTWA Z L 2R L TL
ﬁéwo:@ﬁﬁmowfm\77—%xh%®Lm (49 X—2) EZELTIEIN,

EA—ILEXaT4 TITSAT ORI ROMER

\)

AIVAF oy FHERERFEHLC, EXA— N X2 )T 4 T IA TV ADRELZFERTE
T ~NVAF 2wl EFETTDHE, BEORAT—F A a JOERET—4% (K3 TH) 245
MEn, 77547 2 ADOWRIENHIBr S NET,

GE)

VAT ATCIONNEFEITT AL, AT —FA2 a1 AU o S—2086FENnT
WAMENRHY £97,

ANIVA F w7 EFITT BT

eWeb A X —T A AT, [VAT LEF (System Administration) > [ AT L DIRHE
(System Health) ] X—IZBE L C, [~V AT = v 7 %37 (Run Health Check) | % 7
Vw7 LET,
« CLI Chealthconfig =~ RZ3FE{TL£7,

IMTRERIC LD . WEEVAICT AT ATRORMEDN 1 DU ERAE LN E D IR ENE
R

« U Y —RHEIRE—NF

o A—VILER O AL

* High CPU usage

s EWAE YR

cEWAEY N—=T RT vy BT
NNVAF 2y ZIZBNT, T7I7A47 AT EROMENR 1 DU ERELTNWD Z BRI
e, VAT AREZMER L TRET D 2 L ERE LTI ES W, S OW T,
http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/11888 1-technote-esa-00.html
ZZRLTIEEN,
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DZSN & |

TI7—=hF AvE—VITHBAERSNOEEEF AN A=V THY, TTIAT AT
BAETHAXY MIBEATLERDEENLTOET, ZNHDA XY NI A T —b AT ¥ —
FCOEREE (EIFEKRE) LR, — T 774 T L ADFFED 2 R—R
FEIIEEBICEEL TWES, 77— NMI, T IA T RATERENE T, BETLHT
T— M Ayb—VOfHE, ERE, BLXOFET 22— FLIEFITFHEMR LV THRETE X
9, 77— NI, GUID [V AT L (System Administration) |>[7 7 — & (Alerts) ] 3—
¥ (F£721% CLI @ alertconfig =~ > F) TEEHLET,

77— FDEXE

AutoSupport

77— ME, ROBEREICH > THEESNET,

7 UT 4 v ISP HE T,

MG ARESHK D UPRERMEE T T —, IR LIRS B Y F
R

NG T ADN—T 4 UHERE TR S LD TH R,

Fo37e R — b EASBDYV AT AEEORGFEFRRICT 572D, VAT ATERINIZT T
DT T—=F Ay E—VEVAIIEETLIRIIT I IAT UV AERETEET, ZOMRERIT
AutoSupport & FEFIL, VA INZKDBEHRDO=—A~OT a7 7T 4 TSN H E T,
F 72, AutoSupport |L3 AT AOBEIFFRE], status =2~ FOH ), BIOMEHIL T
AsyncOS /N— g U EZWHIT D UAR— & EEEE L ET,

T 74V N T, 77—k ¥ A 73 System CTHEKJE L1723 Information D7 7 — h Z5%/57
HEICEREEINTVWDET 77— FZEEFIL, VAIEREINDIZEA vV Dabt—%2%Z(E
LET, WEIZT 77— K A vt — V% EHEE LR2WVEEIE, ZOREET A E—7 M TX
F1., TR A X —TNEFIZT =T NICTHICE. T I — FREEORE (50—
V) BBRBRLTLIEIN,

7 25— FDEME

TTITAT U ANS [T 7— b%15% (Alert Recipient) | THRE I N7 LR IZEEEND
77— M, Y OEELITH L TER S SMTP L— MIREWET,

T8 AyE—=VET T IAT U ANOMBEOBAIMEH SN D720, E(EI2 AsyncOS D
PEHER—NVEME AT AEHHLEEA, DV, 77— A vE—F AsyncOS THKA
IR AT AEEDREAE L CHEIET 5 L O ICERE ST, ERNCIATENET HE T A —/L v R
T AT INET,

77—k A—)L AT A, AsyncOS ERl—DOFEEILALEFAL, ZDOD, TT7—h
AyE—=UE, WO LS IO A —VEAE L ITE TR DEEELT 2 RN H Y 9,

B o x7LoEE



| vz27LE8
75—t 2vt—soh |

e T TI— M AvE—UF, EEODNSMX La— REBLWRALI— ROy I 7T v 5l
AL TRESINET,

¢ 7 T—hF AvE—UIEIDNS = MU ZEIOSMFY v a2, FOXF¥ v 21330
HTEWV Ty aE&NET, ZDd, DNSHEERFICHLT 77— A hEn %
‘3‘0

¢ 7T —hF A bE—VF U7 Fa—FZ@BLRWVWED, UL NVAELITARLD AR ¥
VRIBA T, Aok —Y T4 N R FEITa T Y T4V Z ORI EENE
B A,

e T T— M AvE—VIEHEEF 2 —E2EB LW, Ny AT a7 A INVERITEE
SEREORIBRIZ I B A2 Z T A,

TI7—hkAytE—0H

Date: 23 Mar 2005 21:10:19 +0000

To: joe@example.com
From: IronPort C60 Alert [alert@example.com]

Subject: Critical-example.com: (Anti-Virus) update via http://newproxy.example.com
failed

The Critical message is:

update via http://newproxy.example.com failed
Version: 4.5.0-419

Serial Number: XXXXXXXXXXXX-XXXXXXX

Timestamp: Tue May 10 09:39:24 2005

For more information about this error, please see
http://support.ironport.com

If you desire further information, please contact your support provider.

77— FREFEDIEN

TI7— bV TR, KMETDHT I FOREEE T T — FNREFEEFMICHE TR EY, =
EZIE, T T — FZAEHE N System (77— b OFESE) (ZBH 5 Critical (FEAE) OF WL
[BFEENTLEDOHBNEZIETHEIIICHETDHET, 77— MN=EHIREDT 7— D
HEEETDHEIICHRETEET,

GE) AT AOE vy T 7B AutoSupport & A F— 7 M LTEGE, BELLEE AL T K
AT RTOEREBLIOZ FADT7 7= aeZELET (T 740 1) o ZOREIFTND
THEETEET,

LR LEHE
|



B 75— rsxmozx

ATy
ATy T2
ATvT3
ATv74

ATy TH
ATvT6

DZSN & |

FIE

[ AT LEP (System Administration) 1>[7 7 — & (Alerts) ] Zi&#R L £,
[Z{5# ZiEM (Add Recipient) | %27 U 27 LET,

ZEHEDOBTA—NT FLRAEZANLET, BHOT FL A2 D < TRYI>TANTHZ L
L TEET,

(ER) A2 FR— by 7 =7 UV —RABIOEKRFA— MNBEMOT 7 — b
ZAET DI, [V Y —ABIOHA— ~@% (Release and Support Notifications) | #7412 L
i—a‘o

COZBEVPZETLT IO ZA T L EREZRRL T,
KHEZEEL, REFELET,

75— FREEORE

A\

WOREIL, T _XTOTI— MIBEHENET,

G¥)

ATy T
ATvT2

ATvT3

ATvT4

B OHERT D12DIT S I7A T  RRAFT D7 7 — MO EFT 5121 alertconfig CLI
avy RefHLET,

FIE

[77— 1k (Alerts) | X—Y T [REZMmE (Bdit Settings) 1227V v 7 LET,

77— M OEFIHEHT 5 Header From: 7 KL A& AJ15 50, [HEIAE (Automatically

Generated) ] ( lalert@<hostname>] % H#E)/ERL) AR L ET,

BELET 7— b aRET5E T T OB ERET 25003, Ty IRy 7 A% F

WCLET, MOV TE, EELET 7— hOEE (513—2) Z2BRLTIEIN,
cHMB LT T — FEEET L E TS 2o ZEE L E 7,

cHBELLET 7= heXET 5 E TR T DB EORRNEZRE L ET,

[TIronPort AutoSupport] 47> = V%A 129 % Z & T, AutoSupport Z 1 R — 7 /MITE £7,
AutoSupport DFEFMIZ DUV TIL, AutoSupport (48 ~X—7) ZZHL T 2 &0,

« AutoSupport 231 1 —7 L DG4E | Information L /LD System 77— b &%Z{595H K H (1
WESINTZT 77— bZEFIC, 58 AutoSupport LA R— MR EESINFET, Fov IRy
JAENT L TT 4 =T NI TEET,

B o x7LoEE



| vz27LE8
75—tz I}

AT9TE ERzZEEL, RFLET,

%3E

%
dl
-
n||||

77— MRETIE, 77— FOERARENELREZHE L £, REITITRO X 5 REHNR
HYET,

* RFC 2822 Header From : 77— b &2 XMET 54 A I 7 (T RV AZ AT D0, 774
V@ Talert@<hostname>] ZfEH L E7) . £72. alertconfig->from =~ RZEH L
T, ZOfEZ CLI TRETHZ &b TEET,

cHB LT 7 — MEXET D E TS 2B EOIHME,

cHB L7277 — MR ET D E TITRET 2 E O R KE,

* AutoSupport D AT —H A (L X —T)NEZILT 4 B—T V) |

« Information L' ~/L® System 7 7 — M 25T D KO ITRESINTCT 7— FZEEZE~D,
AutoSupport Dl D AT — & A LiR— hDE[E,

EHELE-T7S5—FDEE

AsyncOSWEME L7-7 7 — b &E(ETH £ CILRHET 20 BOMMEZEECE £4, 20|
EOWCRELZSGA, BEELET 7— oY~ —FkEand, bvicdXCoEHELE
TIT—= MRV TNAEALNCEESNET FERFRICKEDE A —NVEZET L AREERH Y
) . EHELET 7 —MEFETHETICHET 208IE. 77— MEEET D 72NTHEN
LEd, M4 280503, AiEIORFERREO 2 f50EE R LW TT, 2F0. ZOfE%E 5
ICERET D L. 77— MISHHE, 1501, 350k, 75B1%. 15581, 315 % L o7z
MR CEE SN E T,

BRASHIZ, BEMRIIIEFICRERBEIC RV ET, [EETLI77—F AvE—V%RET
LANCFHET DR OF% (Maximum Number of Seconds to Wait Before Sending a Duplicate
Alert) 17 4 —/)V FE2EM LT, FHFEMBOBDEBICHIRZHRT L ZENATEET, L xid,
HIHMEZ 5 VICRE L, RANEZ 60 MICRIET D &, 77— MI SR, 150%, 35 &,
60 ok, 120 Btk & Vo =B TEE SN E T

&7 7— hFOXRT

EA— N X2 UT 4 TTI3AT LV AIRGTOT 77— "R ETHDOT, 79— hF Avk—
CEMEIELIIHE LB AICGUIB X OCLIOW TR RATEET, 2NHDOT F— M
TTIAT VAN H ?/D—l\f“éiﬂi%uo

BHOT 77— DV ANERFT DL, [T77—F (Alerts) | X—VIZHDH[by T TF—h
Z &K (View Top Alerts) 1R Z %27V v 273 %7, CLI T displayalerts =~ > RZ{H L £
T, GUITY Z7— R, Hff, LL, 75 TFAL, ZEHECL>THELET,

TI7HNVETIE, TTIAT AL [y 7 77 —h (TopAlerts) 17 1> RUICERT STz

WK SOMEDT 77— bR FLET, TTITAT VAPRGET DT 7— O ERET D
21X, CLI Calertconfig->setup =~ > FZEH L E7, ZOMEEA BT 2121Z7 77— D
BEOICEELET,

LR LEHE
|



B 75-rous

77— hDEREA

RO,

DZSN & |

SHELET 7= DU A MERLEY, R, 77— M (Cisco THM SN D

WESELIRF) . 77— FOFEEOT XA b, #B, HKE (critical, information, %721

warning) BLOA vE—T DT F A MIEFENDNRTA—F (FETHHE) BDEEL T
£, 77— FOEEOTHZX FTIE, RIA-FEITEESHRZONET, L 2E KOT
T—h Ay =V TEHAYE=VDOTFA M [$ip] BNiEibENTWET, 77— KK

2 I8ip) 1ZEBEOIPT7 FLAICEEHZ bR ET,
e T UFANRN T T — |k
T UFTUANATT—h (53 3—)

7 4 L7 UK (DHAP) 77— |

cA— KT =T T I (549—)
« ASLWEEET T — b (55 0—)

cb—=T7 VA NTEY I YRAKNT T—h

¢« VAT AT T—h (57 =)

T T T—H T T—h
T RNTVLAY T4NE TT—h (69 2—2)

I TGARAN T TT—h (70 2—)

TFOFARANLTS—h

WDFKIE, AsyncOS TER SN EEFIERT VFARLTI— DIV A ITT, 77— h
DA & EREN T SN TWET,

RI:FETDHAEENHEITUVFRINLTI—FDYR b

(52 =—2)

(68 ~=—3)

(54 =—7)

(56 =—3)

75— k4% (Alert Name)

Ayt—T LA

INSA—4

AS.SERVER.ALERT

$engine anti-spam - $message $tb

IVF 4TIy T UFANRE T DT EEN

BAELIZHEICEESNET,

lfengine| : 7T AL TP
2AT,

lmessage| : =7 Av&—,

lth) : A XV FD ML —RANy T

AS.TOOL.INFO ALERT

Update - $engine - $message

B, ToTF AL D NCENFE LT

BRICEREsnET,

lfengine] : 7 F AL T V0D
44 il

Imessage] : A v&—1,

B o x7LoEE




| vz27LE8

779402 75—+ |

72— k% (Alert Name) Ayt— LA INS A—4
AS.TOOL.ALERT Update - $engine - $message lengine] : 7> FANRATLILD
5 24|
I VT ANy TUFANRNTZ VU OERIC
FEHENDY—AD 1 SICRERHY, 77 | [message] @ A vt—

7 FAHIE SR BAICERE ShET,

FUFIALATI—k

WDEIL, AsyncOS TERENDLEEFSERT UV FUANATTI— DY ARNTYT, 77—
FOFHHEBEBRENTHI N TWET,

R2FEETDHAHRENHDITUVFIAILRATS— DY R

7 25— b4 (Alert Name) Ayt—T LB INTA—4
AV.SERVER.ALERT $engine antivirus - $message $tb fengine] : 7V F A NVA TPV
/AV.SERVER.CRITICAL DEAT,
VT 4N, TUoTFTAIVA AX ¥
TV CERARIIEN R LA | Tmessage] B Ay E—
EfEInET, th) : A~ RO R L—RRY S,
AV.SERVER.ALERT.INFO $engine antivirus - $message $tb lengine| : 7> FUANA T
| DEAT,
B, ToFIANAZRF YL TP
ICIESA R PRI L EAICEE S | message] @ B A vtE—,
nET lth] : A XV PO L =Ry T,
AV.SERVER. ALERT.WARN $engine antivirus - $message $tb lengine] : 7V F U ANA T LI
| DEAT,
Wl TUFTIANA ATy TV
WCRBEEN A LT-SA I E E SN E T, lmessage| : 27 Av&—,
lth) : AV DL —ANRY T,
MAIL.ANTIVIRUS. ERROR MESSAGE | MID $mid antivirus $what error $tag mid] : MID
JUF 4 I, AvE—VDAF Y | Twhat] AL T —,
W2, TUVFIANA ZAF Yy VR T —% tag) : AR T T LA

R LTEHEIRE SN E T,

(RESNTVDEHE) o
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2T LEE |
B = orumsgs one) 75—+

7 75— k4 (Alert Name) Ayt—T LA NG A—5
MAIL.SCANNER. MID $mid is malformed and cannot be scanned | mid| : MID
by $engine.
PROTOCOL_MAX_RETRY T Cengine) : HEH S RLTL BT U

I UT 4T, Ay BE—VRRIERIZD,
AXx Yy TV UNIA BTV DAF Y
ANIKRMUE L, BalfT O/ KR E
iR L7, AvE—TFz Ui
Ay INTIEINET,

T4LY M)ERFKE (DHAP) 75—+

PLFDFIL, AsyncOS THRSND S ESEZRDHAP 77— DU A NTY, 77— b
HEBEBRENTHINTWET,

RIURETDHARELHDETA LY N ESRETS—FDYX k-

~o
|
W
|
N

75— k4% (Alert Name) Ayt —T LA /

LDAP.DHAP_ ALERT LDAP: Potential Directory Harvest Attack detected.
See the system mail logs for more information
about this attack.

B, T4 L7 b UEREEO REMEE B
LIZhRIEFEahE T,

N—FK9z7 75—+
LT D#FEIZ, AsyncOS THEMRINDHIESERN—RKV =T 77— DU AKNTT, 77—
ORI & EARER R SN THET,

RARETDHARMNDBEIN—FIZT7 75— FDOUR

77— k4 (Alert Name) Ayt— LA IS5 A—4
INTERFACE.ERRORS Port $port: has detected $in_err input errors, Sout_err| [port] : A % —7 = A
output errors, $col collisions please check your 24,

media settings.
lin_err] : HEDAvE—

Wi, AL H—T 2 A A TT—ERI LIS | SLUBROANT T —H,
BlRESNET,

lout_err] : FhDA
=Y LBEOH =T —
i&o

feol] : HBEDODAvEB—
LI DR > N85k,

B o x7oEE
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2ism7s5—+ [

75— k% (Alert Name)

Ayt—T LA

INS A—4

MAIL.MEASUREMENTS_FILESYSTEM | The $file_system partition is at $capacity% capacity | [file system| : 7 7 A /L3
AT KD

Bih T AR =T g UINTS% O
(NI SV AR E SN E T,

$¢ 1

lcapacity] : 7 7 A /LT A
T LR (%) .

CRITICAL

MAIL MEASUREMENTS_FILESYSTEM, | The $file_system partition is at Scapacity% capacity | [file system| : 7 7 A /L'
AT DA

TVTF 4 Iy F g A =T 423 90

) ICEEENET,

% O FZRIZE L35 (95 %, 96%. 97 % | [capacity] : 77 A /L
T ADOEAE (%) .

SYSTEM.RAID EVENT ALERT

s R 72 RAID-event 25584 U= 341025
SN ET,

A RAID-event has occurred: $error lerror] : RAID =7 —®
i: 3‘\" A ]\ o

SYSTEM.RAID EVENT ALERT INFO

1%, RAID-event 23%/E L7-AICEEIN
7,

A RAID-event has occurred: $error lerror] : RAID =7 —®
TF AR,

ANLIBEET 5 — k

BUFORIL, AsyncOS TAMSND S E S ERAS LT T — b U 2 bTF, 75— [
B L RSB STV ET

REFEETDHARENHDIR/NLIFETS—FOU R

7 Z>— k4% (Alert Name)

Ayt—T LB

INS A—4

ISQ.CANNOT _CONNECT OFF_BOX

ISQ: Could not connect to off-box quarantine at $host:$port

i, AsyncOS/ (A 7R w7 RA) IPT KL ATHEE
TERWEAICEEINET,

Thost] : A 7Ky 7 A
WREED T R LA,

lport] : A 7R A
MRBEICHEE T 28— K,

ISQ.CRITICAL

ISQ: $msg

T VT 4T, ARANRBEECE R —038E LT
SRR E SN ET,

‘msg| : #ARIND
Avl—¥

ISQ.DB_APPROACHING FULL

ISQ: Database over $threshold% full

B, ANLRHET — S N AR T WTEW ISk

EanET,

lthreshold) : 77—k
e THEHEDO L
VM
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B t—>vxrzovsuzrrs—+

~o
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W
|
N

75— k% (Alert Name) Ayt—T LR /

ISQ.DB_FULL ISQ: database is full

DT 4 N, ASBEEET — 8 R— AR T T o
TR AICRESNET,

ISQ.MSG_DEL_FAILED ISQ: Failed to delete MID $mid for $rept: $reason 'mid] : MID
et 2 S AIREED S DT A — L OHIBIC IR L | [rept]  ZABEE 1T
BRICEREshET, Fall]
lreason| : X v&—
DHIBR S W B
ISQ.MSG_NOTIFICATION FAILED |ISQ: Failed to send notification message: $reason reason| : WEINEE
- = o o | SRWEELH
ik, WA v —VOREBICRM LG EICEES
ET
ISQMSG_QUAR_FAILED ik A b VORI LR ShE
R
ISQ.MSG_RLS FAILED ISQ: Failed to release MID $mid to $rcpt: $reason 'mid| : MID
ik, Ayt — VORISR LIS AICREShE | (rept) - RIFH I
+. lall)
lreason| : X v&—
DRI S 7 VB
ISQ.MSG_RLS FAILED UNK RCPTS |ISQ: Failed to release MID $mid: $reason ‘mid| : MID
e S ENRHOTED. A vt —U OISR | Treason] A vE—Y
Bt Ao Mies-S R (=Sl DR S R WEL
ISQ.NO_EU PROPS ISQ: Could not retrieve $user’s properties. Setting defaults fuser| : T=> Ra—+
. - %
14, AsyncOS 73— DA B C & RWEAIC
EEINET,
ISQ.NO_OFF _BOX HOST SET ISQ: Setting up off-box ISQ without setting host

i, AsyncOS 3SMITIREEZ 22 L O ICRESH
TS HDOD, FMBRREED EFR S TWVRWEEIT®
(CIEYOEXNE

+—2URNTAYIYRETI—F

WDFEIL, AsyncOS THERIND X EFSERE—T7 VA NTuyZ7 VAN TIZ—FDY A K
TY, 77— FO@ALEBERENTHENLTVET,

B o x7oEE



| vz27LE8

K6 RETIHARELNHDIEL—TVRAN/ITAVIVRAFTIT—FDY R+

v257875—+ |

75— k4 (Alert Name)

Ayt—T LA

INTG A—4

SLBL.DB.RECOVERY_ FAILED

SLBL: Failed to recover End-User Safelist/Blocklist database:

’$error’.

lerror| : T —DJEHK

IUT 4N, B—T7 YV ANTay 7 ) ARNT—HRN—2

DOEIRIZKRE L E L7,

SLBL.DB.SPACE LIMIT

SLBL: End-User Safelist/Blocklist database exceeded allowed disk

space: $current of $limit.

IUT 4 hN, B—T7 VAN TaYy I YA RNT—=HRN—2

PR SNTZT 4 A7 fElla il Lk Lz,

lcurrent] : 5 —# ~_X—
2 & (MB)
Mimit] : 5%0E S 7=

[RAf & (MB)

\'l
N
I
L\
\d
Jl
I
-

WDOFIE, AsyncOS TERSIND S EFSERVAT AT I— DOV ARNTT, 77— hOji
B EBERENGTH SN TNET,

RI1:RETDHAEELNHEVRATLTI—FDYR +

AVR—FRU M7 S5— 45 Ayt—T LB INTA—4
AMP.ENGINE.ALERT SER~ Ly 2 T OMEICEEST ST |-
7 — FOZEOHHRESR LTI ZEWN
AsyncOS API 77— k [ AsyncOS API for Cisco Email Security -
Appliances - Getting Started Guide] @ [Alerts|
7 varasRLTIIEEN,
A=NRy 7 AHBEERT 7 — |0 [7F—h B arz2ZRLTIES -
K W, A—ILRy I ADRA vE—VOHBE
'
COMMON.APP_FAILURE An application fault occurred: $error ferror] : =7 —D7F A~ GEHFIX

[ ey

ML RBAZRT ) r— g VEENREA L
PGB EICEEESNET,

FL—2 Ry 7)

ENABLED

COMMONENGINE_AUTO UPDATE

<$level>: <$class>

T BE AR E DT ¥ <Sengine>
W L TAEBIC > TnET, ZhTZox
VUOVDOHBIT DU RIS Z &
0 ET,

'Sengine' : Y — A =T DA,

EIXRD L FBY T,
« Sophos
* McAfee
« S LA A—)b

227058 |}
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b_ESA_Admin_Guide_12_5_chapter22.pdf#nameddest=unique_817
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B ox7275—+

DZSN & |

AVKR—FRUNT7I— 4 Ayt— LA INTA—4
COMMONENGINE AUTO UPDATE | <$level>: <$class> 'Sengine' : —E & TP DA,
DISABLED RO L5 T,

T BE AR E DT ¥ <Sengine>

(CX LTI 2o TVNET, fE= | Sophos

LD SAREN— D CHBEHEED |« McAfee

WCL2RWRY . o= P OB HEE A% )

TS = Li3d D Et A, s T VA A
COMMON.KEY EXPIRED Your "$feature" key has expired. Please contact [feature| : AZHHIFEAEIH AHERED
ALERT your authorized Cisco sales representative. VAR

B, TR F—OAMHIRBEINT-

ek E s E T,
COMMON.KEY EXPIRING Your "$feature" key will expire in under $days [feature| : AZhHARNEIIL BEEHED
ALERT day(s). Please contact your authorized Cisco sales | 4, AL

representative.

ldays] : AZIRAGIN S ETOH

%%O§4tyx% DHEHIRAEIND | %,

GEIZRE SN ETS,
COMMONKEY FINAL EXPIRING | This is a final notice. Your "$feature" key will [feature| : ANHE T ARERED
ALERT expire in under $days day(s). Please contact your | 4, B,

authorized Cisco sales representative.

ldays] : AZBIRAGIN S £ TOH

it T4 UA XT—ORBMRBEIND | %%,

Leoko@Eme LTEESNET,
KEYS.GRACE EXPIRING All security services licenses for this Cisco Email | [days| : 77— FEEHLACTORT
ALERT Security Appliance have expired. The appliance | #rqoos v B ¥,

will continue to deliver mail without security

services for $days days. RMT A OFEMIZ OV T, AR

To renew security services licenses, Please contact 74 70‘/ XO) 7 4;;;/ A O)ﬁf ] BEI(

your authorized Cisco sales representative. (15 <=2 ZBML TSN,

I VT AN AREBT TI7AT U ADT A&

> AR SUNT, R IR O BRARHE R

MO EMIIZIEE S E T,

B o x7oEE
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KEYS.GRACE FINAL EXPIRING
ALERT

This is the final notice. All security services
licenses for this Cisco Email Security
Appliancehave expired. The appliance will
continue to deliver mail without security services
for 1 day.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

VT 4 TN, BT TI3AT A TA4E
VADFHHBEO 1 AFNCEEESNET,

WFHIROFEMIZ OV TIE, (AT 7
TAT VADT AT ADHHHIR
(15 ~=2) Z2ZRLTILESN,

KEYS.GRACE EXPIRED ALERT

Your grace period has expired. All security sevice
have expired, and your appliance is non-functional.
The appliance will no longer deliver mail until a
new license is applied.

To renew security services licenses, Please contact
your authorized Cisco sales representative.

I VT 4 HIv, BT T4 T v ADORET
MEwmEs LREINET,

PRI OZEMIC OV TIE., (RAET
FTAT LV ADT A ADFHR
(15 =) Z2ZHLTIEEN,

DNS.BOOTSTRAP_FAILED

Failed to bootstrap the DNS resolver. Unable to
contact root servers.

i g

e TS AT AN L— k DNS H—
IZRIWEDE D Z ENTERWNWIEAITEEE
NET,

COMMON.INVALID FILTER

Invalid $class: $error

B, BN T 4 VI DET DIHEITEE
SNET,

lclass | [Filter] . [SimpleFilter]
R EDWT I,

lerror| : 7 4 /L& PIEZh 72 RIS
T 5B D1 o

227058 |}
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IPBLOCKD.HOST ADDED TO
WHITELIST

IPBLOCKD.HOST ADDED TO
BLACKLIST

IPBLOCKD.HOST REMOVED
FROM BLACKLIST

The host at $ip has been added to the blacklist
because of an SSH DOS attack.

The host at $ip has been permanently added to the
ssh whitelist.

The host at $ip has been removed from the
blacklist

Warning,

SSHZEILTT T4 T 2 A~DHi & ik
TWAN, BRI VT ooy vafiR L
WIP 7 R L AIE, 2 43PN 11 BB EEkTT
IR L2856, SSHO T 5 v 7 U & MNZiB
mEivEd,

RUIP T RLADLSLZ—FRIEFIZr 7 A
YTHE, FOIPT RLREFHRTIA R R
MBS vET,

RUA M)V ZAEOT LRI, 7797 U A
MTHBEKESNTHNTHE T 7 B ARFAI ST
i‘ﬂ—o

1 BRBERICEOT N VIET Ty 7 U R
R 6 BERIICHIBRS N ET,

lipl w7 A& ATLIZIPT L

Xo

LDAP.GROUP QUERY FAILED
ALERT

LDAP: Failed group query $name, comparison in
filter will evaluate as false

7 VT 45V, LDAPZ)V—7 7 =) —|Z%
LG EICEEENET,

mame] : 7 T U —D4Hi,

LDAPHARD ERROR

LDAP: work queue processing error in $name
reason $why

VT 4Ty LDAPZ =V —2% (F_TO
P—_TRIT L) 2RISR LIS E1
EEINET,

: 7 =Y —D4Hi,
T =T —INFEAE LT B,

mame

'why |

LOG.ERROR.*

IVT 4N, SEIEREXF LT TT—,

MAIL.FILTER.RULE MATCH
ALERT

MID $mid matched the $rule name rule. \n
Details: $details

15#, Header Repeats /L — /L3 true & FFI &
DT ITIEE SN ET,

mid| : A vtE—YO—EOMHIE
o
rule_name] : —EHL7=/L—L D4
ﬁILJ‘O
[details] : A v E®—F 13— L
B89 2 FEME R,

B o x7oEE
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MAIL.PERRCPT.LDAP GROUP
QUERY_ FAILED

LDAP group query failure during per-recipient
scanning, possible LDAP misconfiguration or
unreachable server.

VT 4N, BZEEDAX v VR
LDAP 7/ /v—7" 7 = ) —(ZRW LT 5E 125
FEnEd,

MAIL.QUEUE.ERROR.*

JUF AN, A= Fa—DXFIER

IN— R T —,

MAIL.OMH.DELIVERY RETRY

444 - 'Alert: Message Delivery failed for
$hostname. DANE verification failed for one or
more Domain(s).'

A w1 — - The message delivery failed due to
DANE verification failure for all mail exchange
(MX) hosts in $hostname. The appliance will
attempt message delivery again or bounce the
message.

"host' - DANE BRFEDN KL L7=R A K,

MAIL.RES_CON_START _
ALERT. MEMORY

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
RAM utilization for this system has exceeded the
resource conservation threshold of

$memory threshold start%. The allowed receiving
rate for this system will be gradually decreased as
RAM utilization approaches
$memory_threshold halt%.

VT 4 TNy AEVMEHBN AT LY
VY —AHH L EVMEE IR LG E 125G &
nEJ,

: IRA N DAHI,
memory_threshold_start| : A-E U
DH—Ey FERGT S/ =k L

EVWME,

[hostname |

[memory_threshold halt] : A€ U2
TNDIDIT Y AT BHMEILT D /3—
b LEUME,

MAIL.RES_CON_START _
ALERT. QUEUE_SLOW

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
The queue is overloaded and is unable to maintain
the current throughput.

VT 4 I, A=) Fa—NBANE 7R
D, VAT ALY Y—=RERINA 2 —T T
ol HAICEE SN E T,

[hostname| : 7~ A b DFI,

227058 |}
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ALERT. QUEUE

AVKR—FRUNT7I— 4 Ayt— LA INTA—4
MAIL.RES CON_START _ This system (hostname: $hostname) has entereda| hostname| : 72 kD4,

‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
Queue utilization for this system has exceeded the
resource conservation threshold of
$queue_threshold_start%. The allowed receiving
rate for this system will be gradually decreased as
queue utilization approaches

$queue_threshold halt%.

TVT ANy Fa—FEHRR AT LY
Y — AR L E WVEZ IR L7255 224G &
nEJ,

[queue_threshold start] : % =—®
Z—ty N o/ —k L FLE
UM,

[queue_threshold_halt| : % = —737
DO AT APMEILT H3—F
¥ LEWE,

MAIL.RES_CON_START _
ALERT. WORKQ

This system (hostname: $hostname) has entered a
‘resource conservation’ mode in order to prevent
the rapid depletion of critical system resources.
Listeners have been suspended because the current
work queue size has exceeded the threshold of
$suspend threshold. Listeners will be resumed
once the work queue size has dropped to
$resume_threshold. These thresholds may be
altered via use of the ‘tarpit’ command on the
system CLI.

e V—7 Xa—DV A XANPKRETED
72, U AT =N R IR SN AICEE
SNET,

;R A N D4,

lsuspend_threshold] : U A F—73—
FE SNV —7 Fo2—D PR A
=

[hostname |

lresume_threshold] : U A F—73
ENdU—7 Fa—o ERY A X,

MAIL.RES CON_START _ This system (hostname: $hostname) has entereda| [hostname| : 72 F D4,
ALERT ‘resource conservation’ mode in order to prevent

the rapid depletion of critical system resources.

IVT 4N TTIAT AN T V=R

fiK)) E— RIZR-o T2 m BRIk ESnE T,
MAIL.RES CON _STOP_ALERT |This system (hostname: $hostname) has exited (hostname| : A F D4R,

‘resource conservation’ mode as resource
utilization has dropped below the conservation
threshold.

B, 7TI5AT L AD [V —2AHif]
T RN S NG AICEE SN ET,

B o x7oEE
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MAIL.SDS.CATEGORY_CHANGE |3k URL #7 2V & v FOLEHABRL |—

TLIZEVY,
MAIL.SDS.CERTIFICATE _ URL ZA4NEZ YT DRI TN a—T 4
INVALID YT ESZRLUTIIEEN,
MAIL.SDS.ERROR_FETCHING
CERTIFICATE
MAIL.WORK_QUEUE PAUSED | work queue paused, $num msgs, $reason lmum| : V—72 X2 —\ZHFGETS
NATURAL A v—UK,

I UT 4N, V=27 Fa—2Hlfrsic

BAICEREENET, lreason] : U —7 o —ilfsh

ppatiiilzE

MAILWORK QUEUE UNPAUSED |work queue resumed, $num msgs lmum| : V—7 X2 —IZGFEETA
NATURAL A v—TH,

I VT AN, V=7 Fa—0EHEINE
GEIZRE SN ET,

NTPNOT _ROOT

Not running as root, unable to adjust system time

B root & LT NTP BREITEINTHARN
T2OWT T T7AT v ANEA 2 T& ek
LA E SN ET,

QUARANTINE.ADD DB_ERROR | Unable to quarantine MID $mid - quarantine Imid| : MID

system unavailable

I VT 4, Aye—UhkRHET Y T2k

LI ENTERVWERICEEINET,
QUARANTINE.DB_UPDATE | Unable to update quarantine database (current lversion| : MRS A¥x—~ —
FAILED version: $version; target $target version) g,

7 VT 4T, BT — 2 R—ANT v
T— FTCERWGAITEESNET,

ltarget version] : XHRDOAX——~

N—T g

QUARANTINE.DISK SPACE
LOW

The quarantine system is unavailable due to a lack
of space on the $file system partition.

T VT 4 I, WBEEROT + A7 G50 7 v
o Te G aIcEfEEnE T,

[file system| : 7 7 A /LY AT LD

Al

QUARANTINE.THRESHOLD
ALERT

uarantine "$quarantine" is $full% full
Q q

b R ) T OREM RN 5%, 50
%, ETRIX TS5 %ICELTEGAICEESNLE

B

: B4 A,

: FREE U 7 DR B,

[quarantine |

[ full |

227058 |}
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QUARANTINE.THRESHOLD | Quarantine "$quarantine" is $full% full [quarantine) : WEED 4 i,
ALERT.SERIOUS - -

7 UT 11V, [RBET Y T DR RN Mull) : [REBE= U 7 O EMHE,

95 % ICE LG AICEEINET,

REPORTD.DATABASE OPEN
FAILED ALERT

The reporting system has encountered a critical
error while opening the database. In order to
prevent disruption of other services, reporting has
been disabled on this machine. Please contact
customer support to have reporting enabled. The
error message is: $err_msg

IVT 4N, VIR— | DN T—H
R—ZZBTRVEAICEEENET,

AL — Ay

lerr_msg]
-

REPORTD.AGGREGATION
DISABLED ALERT

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc.). Once disk usage
drops below $threshold percent, full processing of
reporting data will be restarted automatically.

[ e =y

i, VAT ADT 4 AV HEBEBARRELTH
LHAICEEINET, v = FUIZH
T5T 4 A7 EREN e JERARO LEWE
T 5 L reportd | TENET 4 E—T L
WL, 77— F2EELET,

lthreshold] : L &\ MiH

REPORTING.CLIENT.UPDATE
FAILED ALERT

Reporting Client: The reporting system has not
responded for an extended period of time
($duration).

L, LR N 2 DU P LR— kT4

BRI TE R oI HBITRESNET,

[duration] : 7 74 7 b LHR—
kF—F o ~OWE LY EFHITT S
RFffl, T OfEIX. AMDFEAEN DT
KOXLFHITF ( [Th3m27s) ) .

REPORTING.CLIENT.JOURNAL.
FULL

Reporting Client: The reporting system is unable
to maintain the rate of data being generated. Any
new data generated will be lost.

IJUF 4 H, LER— PN —
HaRAF CERWLGAICEREINET,

B o x7oEE
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REPORTING.CLIENT.JOURNAL.
FREE

Reporting Client: The reporting system is now able
to handle new data.

Eil, LAR—k T UNHOHH T — 4
ED

PERIODIC REPORTS.REPORT
TASK.BUILD FAILURE

A failure occurred while building periodic report
‘$report _title’. This subscription has been removed
from the scheduler.

JUF 4 H, LIR—bh PN LIR—
FEER T E WG RICEE S NE T,

lreport_title

CLAR—bFDZA ML

PERIODIC REPORTS.REPORT
TASK.EMAIL FAILURE

A failure occurred while emailing periodic report
‘$report _title’. This subscription has been removed
from the scheduler.

7 UT 4 S, LViR— hEETFA—ILTERE
TERDPLTEHBITEEFEINET,

lreport_title |

D LVAR—bhDZA RV

PERIODIC REPORTS.REPORT
TASK.ARCHIVE FAILURE

A failure occurred while archiving periodic report
"$report_title’. This subscription has been removed
from the scheduler.

VT AN, VIR— b ET —IA T TER
Mol GEICEE SN ET,

lreport_title |

CLIR— DX A L

SENDERBASE.ERROR

Error processing response to query $query:
response was $response

158, SenderBase 2>5 D& & LB Z =
TR AELTGEITHESNET,

lquery| : 7= U —F257 RL A,
lresponse| : {5 L7ZInE D raw 7 —
7

SMTPAUTH.FWD_SERVER
FAILED ALERT

SMTP Auth: could not reach forwarding server
$ip with reason: $why

ik A
= Ho

LY ARG

SMTP FBREHLIE Y — "D EEARRE TH
SNET,

lip
'why |

: UE— K —20D 1P,
T —INFEAE LT B,

SMTPAUTH.LDAP_QUERY _
FAILED

SMTP Auth: LDAP query failed, see LDAP debug
logs for details.

i LDAP 7 = V) — 0N RER L2 3AIT IR E

SNET,

227058 |}
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SYSTEM.HERMES SHUTDOWN _ | While preparing to ${what}, failed to stop mail lerror] : AL 5—,
FAILURE. server gracefully: ${error} $what:=reboot
REBOOT ek, RO AT ARy hF T

L CWHBRICHED A LT GBIk E s

7.
SYSTEM.HERMES SHUTDOWN _ | While preparing to ${what}, failed to stop mail lerror]| : AL 5—,
FAILURE. server gracefully: ${error} $what:=shut down
SHUTDOWN i, VAT LE VY MU UL TOVDER

WZRERRAE LT GRIlRE S ET,
SYSTEMILOGIN FAIDURES [OCK ALERT | User "$user"” is locked after $numlogins user' 1 L —H DL R

consecutive login failures. Last login attempt was
from $rhost

THH R LT 7 A U RIT AR RS 72 -
2dila— Thu s BAr vy s Ehb
EEEINET,

'numlogins' : #REHADT 7 — L&
VM E

"thost' : U E— R RA FDOT KL A

SYSTEMRCPTVALIDATION.UPDATE | Error updating recipient validation data: $why why] : =F— A vtE—U,
FAILED

7 UT 4 e ZAZEREEDT v 77— b

KL TZG BT E SN E T,
SYSTEM.SERVICE_TUNNEL. | Tech support: Service tunnel has been disabled
DISABLED

B, v A3 $R— b = 2ARIER S

Iz b U R OGEITEE S NET,
SYSTEM.SERVICE TUNNEL. Tech support: Service tunnel has been enabled, fport] : ¥ —ERX FURMIMHERAE
ENABLED port $port noHR—F,

T, A= FR— b b= ZPIHER S
NIz B RVBFENDOGEITEESNET,

B o x7oEE
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IPBLOCKD.HOST ADDED TO
WHITELIST

IPBLOCKD.HOST ADDED TO
BLACKLIST

IPBLOCKDHOST REMOVED FROM
BLACKLIST

The host at $ip has been added to the blacklist
because of an SSH DOS attack.

The host at $ip has been permanently added to the
ssh whitelist.

The host at $ip has been removed from the
blacklist

Warning,

SSHZEINLTT T4 T 2 A~DHi & ik
TWAN, BRI VT oy vafiR L
WIP 7 R L AIE, 2 43PN 11 BB EEkTT
IR L2856, SSHO T 5 v 7 U & MNZiB
mEivE7d,

RUIPT RLADSLZ—FRIEFIZa 7 A
YTHE, FOIPT RLREFHRTIA MU R
MBS vET,

RUA M)A OT LRI, 7797 U A
MTHBEKESNTHNTHE T 7 B ARFAI ST
i‘ﬂ—o

1 BRBERICEDOT N UIET Ty 7 U R
F 6 BERIICHIBRS N ET,

lip] : @AV EFITLIZIPT L

X o

WATCHDOG_RESTART ALERT
MSG

<$level>: <$class>, <$hostname>: $subject $text
#45  (Warning) .

CiscoEA— N tHXa VT4 TTFIA4T R
. RO DDAV ASEEE=FT5
Ty F Ry S b= REEHLET,

o« AN AR

o U AL AKIR

« T UF w7 = TR

s J LA A—)L
FROT T OWT I AREE I D
Tk F Ry 7B RTRE LR WEA

TxvF Ry - R IV FHE
L, BHECT 77— b EEELET,

[ 4] (subject) ]: =P iZ@E
BEOUAvTF Ry 7 77— 04

[ 7% AR (text) ]: =TT
HAEDOU A F Ry 7 77— DT *
Z |

227058 |}
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MAIL.IMH.GEODB UPDATE
COUNTRIES'

% (Warning) . [{Z (& 1F#H O HH
(Geolocation Update) ] : ¥ — FxtGOE
DY ARNEFERIATWET,

BINE7=E : <Sadded>
HIBR X v7-[F : <S$deleted>

UGN CTHAT K EE 7 Vv—7, A vE—
CIUNE . BIRa T T4 VED
REEMRLET,

‘added” : IROEMBEMSLET,
<iso_codel>:<country nam
el><iso_code2>:<country name2>,

“deleted” : IRDENHIFRS N E T,
<iso_codel>:<country nam
el>:<iso_code2>:<country name2>,

MAILUPDATED SHORT URL DOVAN 1T

158 (Info) . FHEURL FAA DU A R
FHEInTnES,

B /z KA A 2 <$added domains>
HIBR 417z R A A > @ <$deleted domains>

’added_domains’ : YRD K A A > 380
S ET, <domains_1>, <domain_2>
"deleted_domains’ : IRD K A A A3H|
FrE4vE T, <domain_ 3>, <domain_4>

MAILDOMAINS NOT REACHABLE

L (Warning) , LA RO R A A 35 S
NIZ-URLYR—=b DT FI7A4T L ATIET
J ¥ AT FH A, <$domains>

TTIAT VANRIINGD RAA AR T
XALIHCTBEDIT, T7AT T4 —/LD
N—VEFERLET,

<$domains> : KA A L Dh v ~XEIY
UA B,

MAILUPGRADE CONHG CHANGEALERT

5% (Info) . 7 v 77 L — |z —FF
BN AT ML o TER SN HEITHE
EEYERR

text' : A T VP2 b wILFRAFY
VBRI LA AN T — N LERE
WY T T L— FRIZEREINEL
Tme AT IV hILTF ATy
BIXOIT LA A= EED T a0 —r31
BEEMRLTIIEEN,

TvIT—8TF5—F

DRI,

~LET,

B o x7oEE
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REFRETDAEMSHETYIT—E2T5— DR

72— k4% (Alert Name) Ayt—T LEHEA NS A—4
UPDATER.APP.UPDATE _ $app abandoning updates until a new version fapp) : 77U r—v a4,
ABANDONED is published. The $app application tried and

failed $attempts times to successfully complete | |attempts] : &A47 L 72lHl%L,
an update. This may be due to a network
configuration issue or temporary outage

e Y h— g NI v ST — e
Bk L CWET,

UPDATER.UPDATERD. The updater has been unable to communicate | [threshold] : ARISFHEAEILS L XV ME
ANIFEST FAILED ALERT with the update server for at least Sthreshold. | oo~ ==7_

b RO =T = A S ORUSIZIEKL

LE L7,
UPDATER.UPDATERD. $mail_text ‘mail_text] : #4157 F 2 k,
RELEASE_NOTIFICATION i 3
i, VU —ZADEHMTY, Inotification_subject] : #1957 ¥ A
]\ o
UPDATER.UPDATERD. Unknown error occured: $traceback [traceback| : L —RA v 7

UPDATE FAILED -
TVT TN, T T T — ROFEITITR
LE L7,

TIbTLAY 4L T5—Fh

WDOFRIT, AsyncOS THEREIND I ESERT VRN T LAY T4 NE T F7— DU A NTT,
77— hOBBEEBRENGEHE SN TNET, TU NI LA 7 7o 2%, fRiE (BRI
T RT LA VR CHEASHD VAT AT I—FTHLERENIEANH DL Z LIHEEL
TLEEN,

RI:FETDHAEENHLITIEILAY T4ULET5—FDYX b

75— k4% (Alert Name) Ayt—T LA NS A—4
VOF.GTL_THRESHOLD_ALERT | Outbreak Filters Rule Update Alert:$text All rules last updated | Ttext] : 7 v 75—k 7
at: $time on $date. S— DFFA b,
e 7V T A7 74N ZDOLEVENRERESNTZ| Ttime] : HflT v 77—
BEIlEEINET, ~ DFEZ,
[date] : A&7 v 77—
NPREEE

LRT LEE
|
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AS.UPDATE FAILURE $engine update unsuccessful. This may be due to transient lengine] : 7 > 77— b
network or DNS issues, HTTP proxy configuration causing TR Lo U,
update transmission errors or unavailability of
downloads.ironport.com. The specific error on the appliance for | error] : &4 L7z=
this failure is: $error F—,
W TUFANRL TP EIECASEL—L DT v
TT— MR LGB ICEE SN ET,

DIRZIVVT TZ53—h

WDFIE, AsyncOS TERSNDESESERITAX YV T TIT— DIV ARNTT, 77—
FOF E ERENEH S TNET,

RI0:FET HAREMLAHEISREYV T T5—FDYR b

75— k4% (Alert Name)

Ayt—T LEREA

INGA—A

CLUSTER.CC_ERROR.
AUTH_ERROR

Error connecting to cluster machine $name at IP
$ip - Serror - $whyS$error:=Machine does not
appear to be in the cluster

mame] : vV DHRA MBIV
V7 NEE (E2E0nIng) .

lip] : VE—hK KR LDIP,
T UT 4 I, RIS —NRRE LTSS 2
e T [ : =7 —\Z E3 ki
WCEESNET, v BRI TAZDRA ;;hyj T TERT B R T
NTRWGAICRE D AREENRH Y $7, °
CLUSTER.CC_ERROR.DROPPED | Error connecting to cluster machine $name atIP | pame| : <3 L D7k 2 FMB LY

$ip - Serror - $whyS$error:=Existing connection
dropped

U7 NES (Fzidndhg) .

lip] : UE— K A FDIP,

Bk, 7T RI SO Fr oy 7S .
= Ho
N, ['wh T —|Z ST
%/ﬁ\ic%{aéhiﬁ_o W yJ 7 ﬁ F%T%)ui‘ffﬂ iTﬂF
A b,
CLUSTER.CC_ERROR.FAILED Error connecting to cluster machine $name atIP | Mpame] : <3 L DFR A MBIV

$ip - Serror - $whyS$error:=Connection failure

U7 NES (Ei3ndhnns .

FORWARD FAILED

ik, 75 AR~OHEFIC R LTS | Tipl @ VE— K &A RO IP,
oy _ g e
REINET, fwhy| : =5 —|ZB$ 236/ 7 %
X ]\O
CLUSTER.CC_ERROR. Error connecting to cluster machine $name atIP | pame| : <3 L DA A M L

$ip - Serror - $whyS$error:=Message forward
failed, no upstream connection

TIVT ANy TTIAT VANT TAH
D~V NT —F EBRETE > 1256
R E SN ET,

VT NELS (3w .

lip] : UE—HF A FDIP,
'why) : =7 —ICBT 256/M727 %
A R,

B o x7oEE
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75— k% (Alert Name)

Ayt—T LR
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CLUSTER.CC_ERROR.NOROUTE

Error connecting to cluster machine $name at IP
$ip - Serror - $why$error:=No route found

70T 4 ), 7~‘/‘/75§0-725'0>%IJ0><7
DN — N ETGTE o2

mame] : <~V DHFRA MBIy
U7 NAERS (EiTWvn) .

lip] : UE— K HFAX FDIP,

'why| : =7 —IZBd D577 %
EEShET, s e
CLUSTER.CC_ERROR.SSH_KEY | Error connecting to cluster machine $name atIP | pame| : <3 > DR A MBI

$ip - Serror - $whyS$error:=Invalid host key U7 AEE (FR30-Fn)
7 UT 4 N, W SSHAA R =2 | Tip) : VE—h KX RO IP,
- AR E o = B =
bolBaTRESNET Iwhy) : =7 —ICBT 5 akl7 7 %
x ]\ o
CLUSTER.CC_ERROR.TIMEOUT | Error connecting to cluster machine $name atIP | Tpame| : <3 L DHE A FEAB IOV
$ip - Serror - $why$error:=Operation timed out U 7AEE (£330 .
et HRE SAVEIRMEDS X 4 27w L Liz| Tip) 1 UE— R AR ROIP,
AT - g
BElCEE S ET, 'why| : =7 —IZB¥ D577 %
Z ]\ o
CLUSTER.CC_ERROR_NOIP Error connecting to cluster machine $name - fmame] : v U DHRA MBIV

$error - $why

U7 NEE (F230nhng .

IVT A Iy TTITAT AN T AKX | [why] : =T —IZBET 53727 %
DD~ DEBRIPT RUAZERST| A K,
ERPSTGEITEEESNET,

CLUSTER.CC_ERROR NOIP. Error connecting to cluster machine $name - lmame| : vV DHEA MBIV

DROPPED

AUTH_ERROR $error - $whyS$error:=Machine does not appear U 7AEE (£330 .
to be in the cluster
'why) : =7 —ICBT 256/727 %
IVT ANy T TABZDY T NTHERET | A R,
%)[‘%‘ CRRET T — D8 ?F\éﬁi L/f_ & W_i"fgé
hi? CUUNT TALD A NTIRN
IZEEE DATEEMED B Y £ 77,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - mame| : v DOHRANEBLORY

$error - $whyS$error:=Existing connection
dropped

e <V UNT TAEZDRO~ DR

NPT RUAZEGTES, 77 AF~
OGN Ry 7 LIRS Ic R E SN E
7,

U7 NVES (EF0Thn) .

f'why) : =7 —IZBT 256/ 78T ¥

x]\O
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75— k% (Alert Name)

Ayt—T LB

INDA—4H

CLUSTER.CC_ERROR _ NOIP.
FAILED

Error connecting to cluster machine $name -
$error - $why$error:=Connection failure

mame] : <~V DHRA MBIy
U7 NAERS (Eixvn) .

FORWARD FAILED

ey KRG 7 —NBAEL, v~ | Iwhy) =7 —ICBT 28R T x
NI TAZDB D DEMNRIPT KL | A b,
AEPETE R oTEHARICKESNE
R
CLUSTER.CC_ERROR _NOIP. Error connecting to cluster machine $name - mame| : ¥V DHRARMBLOYY

$error - $why$error:=Message forward failed,
no upstream connection

U7 NS (EzidnTan .

NOROUTE

'why] : =7 —IZBAT 256/ T ¥
JVT 4NNy VNI TAEDRNIDY | 2 K,
UDHRRIPT RLAEZESTES, 7
TIALT VAN NIT —H BHRIETE
RIS TG EICER SNET,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - mame| : ¥V DHRAMBLIOY

$error - $whyS$error:=No route found

U7 vEE (E30vng) .

SSH_KEY

TVT 4N, NI TAZORO~| Twhy] : =7 —IZET 5577 %
SUDHMIRIPT FLAZERETES, Bl A b,
DV ~DN— N EBRTE R 8;
BlCEFEINET,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - lpame| : ¥~ DHEAREEBIONY

$error - $whyS$error:=Invalid host key

U7 S (F230vTng .

TIMEOUT

TVT A TN, =V N7 TAZOO~| Twhy] : =7 —(ZBET 25727 %
VUDHEMIRIPT RUAERGTES, F| A b,
72 SSHR A b F—2 PG TE R0 o7z
BElCEEShET,
CLUSTER.CC_ERROR_NOIP. Error connecting to cluster machine $name - mame| : <> DOFRANEBLORY

$error - $why$error:=Operation timed out

VT NES (Eli3unwnns .

Bh, VBT TAZ OO~ OF | Twhy) =T —IZBT DREMZR T
MRIPT RLAZBGTE S, fRESH | R b,
BUEDN S A LT U b LT A IR E SN E
S
CLUSTER.SYNC.PUSH_ALERT | Overwriting $sections on machine $name Mmame] : <3V DHRARBIOY

T VT 4 NV, BRET — X BEMIN G
. VE—FERRMIEEINHGAIZE
FanEd,

U7 NEE (Fzidndans .

[sections| : EfEHDT T AHZ &7
ardDU AR,

B o x7oEE



| vz27LE8
2y ro—vzzEozE |

—_ S IR
2y FI—OHREBEBDER
oI varTiR TTIATAOR Yy MU — T BAEOREIE T HHRBIC OV TR
LET, TNHOHRETIE, AT L8y T v U4 F—ROBHTU AT LA EY N T v
7 U4 —F (£721F systemsetup 2~ K) ZFHLCEELZFAA M4, DNS, BX
W—T 4 VT OFEMICERET 7B ATEET,
ZZTClE. IROBEERIZHOWTEBH L £ 97,
* sethostname
« DNS #%7E (GUI 5 X (Vdnsconfig =2~ KZFIH)
s —TF 4 T FE (GUI, routeconfig 2~ FE L Usetgateway 2~ N&F|H)
*dnsflush
« /X2 7 L—X (Passphrase)
e Xy NT—T7 T EA
e /A NF—

RTLTRR MNEDES
VAT LOWANIE, FA ABEHSNET, BREMTA M EANTLBERH Y F
I, RAMEEET LT :

*Web A X —7 A AT, [Fv hU—2 (Network) |>[IPA % —7 A A (IP
Interfaces) %7 U v 7 L, [%# (Management) %7 U 7 LC[AH A b4 (Hostname) ]
THRA M EZERLET,

+ CLI T sethostname =< > R&HEH L £7,

)

GE) ZEEEEETLET, HILOEARX MITAEDITRY £H A,

> ~ — E = -
KAAL Y 2—L O XT L (DNS) SBREEDER
GUI D [* v hT—7Z (Network) | A ==— [DNS] ~— % /=% dnsconfig =~ KT, 7
TTA T ADDNS REMEHRETEET,
WOBEMERETETET,
o f X —F v h®DNS Y —_FEziZa—PME O DNS »—REZFHAT D0, BILOHH
925 BARAY 72—
*DNS NI 7 4 v 7IMERHTHA L H—T =4 A
WX DNSIV Y I T T MEA LT U T D E TS DR
*DNSFv v/ U7

LRT LEE
|
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DNS H—/\DIEE

AsyncOS TlE, A ¥ ¥ —F v h®D/L— K DNSH— 3 2—HME O DNS — 3 F70F A1
H—F v h®DJL— bk DNS — B L OFEE LI-HEB DNS h— & c& £9, /¥ —
I FON— h =BT D EE T, FFED KA AERTINBE— " 2iEET D2
EHLTEET, MEBEDNS H—NFH O RAA A SND oD, Y% KA 2T 5
MER Y — ) (Bcfer)72 DNS L o — R&4ft) THOIMERH Y £7,

AsyncOS Tlx, 4 > % —F > FODNSH—_ZEH LAaWiEEIc TA7Y » b DNS #—
EYAR—FLTWET, 2—FMBEORNI —"ZHH L TWE5EEIE, IS0 KAA B X
UBAE T 25 DNS =% ETHZ L HTEET,

(27U v FDNS| Z&ET DAL, in-addrarpa (PTR) T b U & [FRRICERET D L EN
HVET, ZOkD, Lz Tengl 72V —2F—LV— 1234120 XA L7 T DHEE
W2, T_XTO eng =2 FUNR 17216 * N —21ZHD5A. A7V v b DNS &HEIC

leng,16.172.in-addr.arpa] #fEETHLERH D £,

BRIV ETSAF YT«

ASIFT %% DNS — N2, BECTT T4 A4V T 4 ZBETEE T, AsyncOS TiE, 774 4
U7 4 D0IZHBITVDNS =D &5 A £ 797, DNS — DS E L7 WEE . AsyncOS
WSRO TFZA AT 4 o — RO ERAET, AL TT7A44 VT 1 Z2F>DNS H—
NIZBEHEOZ NI EERETDIHE. VAT AF 72 ) —2FT T NCRICT T4 4Y
T4 HFFODNS =% U 2 IS T U X MGRPET, VAT DIRAO 7 =) OF
RGN DD T2 A4 L7 7 N T5F THEHRHFEL., TOHKKD 7 = VI3 L CEHEIEIX Y
HOLRWRHIFE L ET, TO%RBEKTT, FFRRFMIZ. DNS Y — OIEfMEREFHT & 8%
ESINTWELTIAFT VT IETFLET, FALT 7 NOERZIIT T4V 7 1 IZBR7%
<, TRTCOIPT RVATHUTY, RUIDOTIZTAFV T L ITITHRBENT A LT U R
ESINTEY, ROTITAFVTLITTEVEWSIA LT T FBRRESINTWET, &R
ZA LT T MERITH 60 TT, 1207 T4 AV T 4 ZRELTWDEA, 407 T4 4
VT 4T 28— "DF A LT T MIOIZR D ET, 20D TFAF VT 4 ZixELT
WAGE, RUIOTTAF )T 41T DK — "0 A LT MIISHIZRY, ROTT
ATV T AT DET—NOX A LT T MIAS IR ET, T4 4V T 4 N3 ODY;
By AALT T MEISH, 108, 452 7,

72 zE, 4 OODNS B —REREL, 2207 TA4F VT4 0%, 12T T4V T 11
. b1 DT IA AV T 4 25 FHELIZE LET,

RI:DNSH—/N, TS3AF YT 4. BELUEA LT FERDH

[FS54A4 T4 H— BALTY
(Priority) ] ()
0 1.2.3.4, 5.5
1235
1 1.2.3.6 10
2 1.2.3.7 45

B o x7LoEE
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tva—%y bk n—kH—nosm ||

AsyncOS (X, 7T A A VT 4 0ICRESNTZ20DY— N2 T U A NRIRLET, 7I7A44
VT4 0D — RN 1 DX 7 LTWDGE, b 1 20— "RBfEHanEd, 77144
TAODY—R"PRH LT LTWDEE, 7744V T 4 1OHF—s3 (1.23.6) HMEH S,
BAKNC T TA AV T 42 (1237) O —_"R(EHSHET,

HAA LT MEEINE T T7AF )T 4 0OV —NEWGFEBRERUEUTHD, T7ITA4F VT 41D
P — NI LD EWERNRTESIN, 7I7A4F ) T 4 20 —RTE BICEWEBARTE S
nE7,

A8 =3y b JL— b H—/\OFEMH

AsyncOS DNS U YL R E, @fEREZR - A — VEL(E IS EE 2 KB D[RR DNS #2fi 4 IUA T X
L EIITREF SN TWET,

)

GE)  T7ANVBIDNSH—NIA v Z—Fy b —F P—RUNERETDHZEEEBIRLIZGA.
BRE SN — NI — R e T2 TRV R A A D7 ) % FIFHICHRER T & 208N
HET,

HE[EDNSILY I TYTDRA LTIk

TFIAT LV RTETA—NDOEZEORE., VA F—IZHFE L TWATRTOYE—FKRA R
LT TZTEDNSAVy 7 7 v 7| OFETEREET (CEDNSAY I T v 7 2FETTHZ
LT, VAT AIFVE—FNBFARDIPT RLAOESMZMEBIORIELE T, 2t

Bt AR A RDIP 7 RLAIZH T H#5]& DNS (PTR) /L> 7 7 v 7 & ZhiZ#Hi< PTR

N 7Ty THREFICKIT HIEBIEDNS (A) vy 7T v I b0 7, Z0%, VAT A
ANV I T v TORERNBPTIR V7T v 7T ORERE =T 20 EINEeTF oy 7 LET, f
KR LRV, AVa— RBRFEELRWGEARR Y 77 A VX, —BT 2% EED Re,
VAT LIHRANT A T—T (HAT) WO hU E—ETHIP T RLADHEFHEH
LET) . ZOERRZA LT NERIZZ DLy 2T v FICOBEA S, @z Y &
TIAFVT 4 (143—2) THHINTWD R DNS ¥4 A7 v MIT#EHA S EH
Ao

% DNS +— DT 7 4V MEIZ 20 T9, DNSH— O N BNFET DHA. &
A L7 T MElL (DNS — O x #5[& DNS VY 7T v 7T DX A LT 7 hOfE) BT
9, 72& 21X, DNSH— DN 8T, Wig|EDNS/IVy I T v T DHEA LT T kOfEN 20 7
DOYE. A2 A L7 7 MElL (8x20) =160 T3,

BN To) 2 AN19252 8T, §XTHOY RAF—ZH L TT r—ULZ#ig| & DNS /L v 7
Ty TDEALT T N TEET, Hx ORICRE LGS, W5 EDNS LYy T v
TIERITEN T, ROVITHEED X A LT 0 MEERT IZRINET, £/o, Z[EFRA D
FEAEICARA FDIP Ly 7 T v I~y B 7 En-—4 (CN) & 5846, TLS iRiEsz
BiERDD RAALNCT TIAT UV ANA =N EEETLOEIELET,

LR LEHE
|
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DNS 75— F

DZSN & |

TTTAT AOTHRERHZ, A v E—Y IDNSHF ¥ v adD7— A RT v I2RIK
L % L7 (Failed to bootstrap the DNS cache) | M5 S727 7 — MBERINDGENRH Y
FT, AvE—F, VATALZEBT T A< DNS =AW EDERTE 2o 7z
ZEERLTVET, ZOFELRIT, v MU — 7 BRI S DRI DNS 7 2 27 AR
T TN BA, T DEA I T TRAELET, ZOXAvE—UNBOX A
T CERRINTZHE, Fy NI —FZREPREAE L TWDD, £7213 DNS BETHE R —
DIEEESNTWVWARNWZ EZRLTWET,

DNS vyl adDy 7

GUI D [F ¥ v = &4 (Clear Cache) | A% >, F/zid dnsflush =~ F&EEH LT, DNS
Xy v aDTXTOFEREZ V7 LET (dnsflush 2~ > ROFERIIZ OV TIE,  [CLIReference
Guide for AsyncOS for Cisco Email Security Appliances] #ZM L T 72 &) , #—7/L DNS
VAT LAPERINTERC, oA EATEE T, avy NETSIEETEN. Ty
V2 OFFEANFIZ RIS PERE MK N3 2 ATRBE B 0 £,

G574 AN A—YHF A3 —TD A RXR%EEAL-DNS ZEEDEKTE

ATvT1
ATy T2
ATvFT3

ATvT4

ATy TH

ATvT6
ATy 1
ATvT8

ATvT9

FIE

[y U —72 (Network) ]>[DNS] Zi&R L F7,

[BREDME (Edit Settings) %27 U v 7 LET,

A B —F >y FD/— bk DNS —_F 72 iZa—P P E O DNS — &5, F7213A
VA —Fy h®D— bk DNS —"ZffH L THRE DNS 4 —NEIEETHNE BN L FT,

Z—HHE O DNS Y —"EHHT HHEAIEL, $—IDZ AL [{TZEM (AddRow) |1 %7
Uy 7 LET, HEH—N_"TZOFEELEVIRLET, =2 —WME O DNS — % A ST 55
EliE. TI9AF VT 4 LREFFICHEE L ET, sEiZ oW T, DNS — D E (74 ~X—

V) AL TLLEEN,

D RAANZK LU TREEDNS 4 —RZHETHHA1E. FAA 2 ERE DNS — 3D IP
T RLAZASNLET, IT7%2BM (AddRow) 1227 Vw27 L, FAALVEBIMLET,

G¥) RAAL & HE D ~TREEZ LT, 1 OODNSH— N2t L TEBD RAAL V&2 A
NT&EFET, IPT FLREZD U ~TREISZ LT, BEDDNS Y — "2 AHT5Z
L TEFES,

DNS "I 7 4 vV ADA v B —T = A ZAZEIR L ET,
WE&EDNS /vy 77 v T adikd 5 F TICFHET 28 E AT LET,

[Fvviax2U7T (ClearCache) |27 Vv 27 LT, DNS¥¥ v a7V 73526 T
TET,

KHzZEEL, REFLET,

B o x7LoEE
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PP k571 v s —toiE [

TCP/IP 57 14 v IL— FDERE

ATy T
ATvT2

ATv73
ATv74
ATvTH
ATv 76

—HoOxy U=V BRETIE, FEOT 7 ANV N T U= A LSND T T 4 v I —
RS2 LERHY £,

EX— N X2 T 4 T7TI7AT L AIA =%y M Ta balx—=Tg4 (IPvd) B
JOS v =y b T bar =T g6 (IPv6) OETDODAXT w7 L—FEHERAL
F9,

AH T 4 7 Jb— KL CLI T routeconfig 2~ > REMH L CEET L0, 72Xk FIEIC
PEWET,

FIE

[*v T —72 (Network) 1>[/V—7 « > 7 (Routing) ] Zi®RN L E7,

BT 224 T 4 w7 —FDE AT (IPv4 £7212 IPv6) D=2, [b— h & B (Add
Route) 1 %27V v 7 LET,

N— hOLRTEATI LET,

e IP 7 KL AZ AT LET,

F=R Tz ADIPT RLAZANLET,
EHEEZEEL, IRMFELET,

TIAILET—FO A DETE

ATy T
ATy T2

ATvT73
ATvT4

T7HN N — b U =g BFHET HITIL, CLI Tsetgateway 2~ > FEFEHAT 50, TR
DFMEZHENE T,

FIE

[r> FU—2 (Network) ]>[/V—7 « > 7 (Routing) ] =N L F7,
ERFTDHAH—Fy b Tabhalr =Tz rOiedll, b—h UARNT[T 74V Mb—
I (DefaultRoute) 1 %27 U > 27 LET,

F—b T2 ADIPT RLAZEFELET,
EBEEEEL, RFELET,

SSLEXEDIETE

[SSLA#AIFDEXE (SSL Configuration Settings) | ~— 3 £ 721 ssleonfig 2~ > R&fEH L T,
TTTAT U ADSSLREZM TE £7,

227058 |}
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FIE

ATy T [V AT LEH (System Administration) ]> [SSL A& RKFFDF%E (SSL Configuration Settings) | %
7Yy LET,

AT T2 [REDOHE (Edit Settings) %27V v 27 LET,
RTF9 T3 BHIEU T, WEETLET,

« GUITHTTPS SSL Z##%7E L £, [GUIHTTPS] C. /45 SSL L5 XA EL
£7

« {5 SMTPSSL Z % & L 9, [%2/ESMTP (Inbound SMTP) ] T, 9 % SSL = &k
LR ERRELET,

« %{5 SMTP SSL Z % & L 9, [£/ESMTP (Outbound SMTP) ] T, fiH9 % SSL =&
K b F AR E L7,

RORAaEBELTITZSVN,

¢ SSLv2 & TLS vl AR A X —7 W ZiZTE FH A, 2720, bR
SSLv3 F L iz r—T e TE T,

¢ TLSv1.0 R & vl FRARBERIZAENZITTEERA, 2770, 26D FRILXTLSv1.2
FREFITHERCTEET,

ATy 4 5 (Submit) 1227V v LET,
ATy TS5 [EHZHMEE (CommitChanges) ] %7V v 7 LET,

lbSsnt=txa) T 1 D=HD SSLv3 DERN1E

XU T 4 kT A0, ROV —E R IIx LT SSLv3 Z e cE £,
T T T—H
cURL 7 4 NVHZ YT
o TV K —YlEE
* LDAP
ROV —EZADSSLV3 A R—T IV ET2IET 4 B —TMIZT HITiE, CLI Tsslv3config =+

YREFEALET, ROFE, = 8 —FREEEICR LT SSLv3 ZEshC T 5 HiEE R LT
WEd,

mail.example.com> sslv3config
Current SSLv3 Settings:

UPDATER : Enabled
WEBSECURITY H Enabled
EUQ : Enabled

LDAP : Enabled

B o x7oEE
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S EIVPIN

Choose the operation you want to perform:

- SETUP - Toggle SSLv3 settings.

[1> setup

Choose the service to toggle SSLv3 settings:
1. EUQ Service

2. LDAP Service

3. Updater Service

4. Web Security Service

[11>

Do you want to enable SSLv3 for EUQ Service ? [Y]>n
Choose the operation you want to perform:

- SETUP - Toggle SSLv3 settings.

1>

VATL AL

TIITAT U ADY AT AL ORE, AT HRHEORE. EIIENTP Y — L7 ] —
A B =T oA ADFEIREITHITIL, GUID [ AT L& (System Administration) ] A == —
WS [#A LY —> (Time Zone) | ~X— T F 7213 [FFZI%E (Time Settings) ] ~<X— Y &3
57>, CLI @ ntpconfig =<2 K. settime 2~ RE XL Wsettz 2~ FEFEHALET,

AsyncOS THEH SN AIMHE 7 7 A vk, [ AT LEE (System Administration) > [FRFZIER
7E (Time Settings) | X—3, ¥ 7L tzupdate CLI 2~ > RCHERTHZ L H T E T,

B A LT — 2 DER

ATy T

[#A4 LY —> (TimeZone) 17— (GUID [V AT L% BL (System Administration) ] A = = —
MHFMTRE) TIX, 77794 7 AORFE 2R R LE T, FREOR A £ 721X GMT 47
Y FEBERTE X7,

FIE

[ AT L4 (System Administration) ]>[# A A& V' — (Time Zone) ] X— T, [%E %R
4 (Edit Settings) 1227 Vv 27 LET,

ATy 72 Mk EH, BIOREHEELTAE T A2 —nbRIRLET,
ATvT3 ERzEEL, RFELET,

GMT A 27t v FDER

ATy T

FIE

[ AT LB (System Administration) ]>[# A A Y — (Time Zone) ]X— Y T, [XE %
% (Edit Settings) 1227 Vv 27 LET,

ATy T2 HIDOY X x5 [GMT 471 v b (GMT Offset) ] Z3#IR L 9,

227058 |}
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B =uscoms

ATY T3 [#A4 L V—2 (TimeZone) |V ANTAHZ Yy hERBIRLET, 78y X, GMT (7
Vo D) IGETAEOIIE LI ETHAXLENL DM O Z LT, R ORI~ A T
At (T-1) BNV TWEEAE, 7V =y U FROBMICHZY 3, 77 AREE
(I+1) OFA, 7V =y PTHFROEANCHT- 0 7,

ATy T4 BEFEELEGFL, RIFLET,

R TE DimE

WDOFED 1 DEFEH LT, 77747 2 AORMRELEmWMETE 7,
(HELE) 2y FU—27 AL 7 baj) (NTP) LT 7I9AT V ADY AT L
HEZOFRE (80 ~—)
T TIITAT A VAT AR OFEFRE (80 2—)

(HE) xRy bT7—234L7aFaJ)L (NTP) ZERALET7ITSATUOADURT L
REZIDERTE

THUE, BRCT I IA T U ABPMD T RS RS SN TWAESICHERR SN D . A0 E
FETT, HAESNZT A AET T, BUDNTP V—_E2EHT20ER”HY £97,

FIE

AT T [VAT LEH (System Administration) > [FFZ)F%E (Time Settings) ] ~X— B L £7,

ATy T2 [REOHE (EditSettings) 127 U 27 LET,

ATv T3 [FZIOFE S (Time Keeping Method) 1 &7 22 > G, [NTP (Network Time Protocol) % fif
A (Use Network Time Protocol) ] Z3&R L £,

ATY T4 NTPH—1DT7 FL2Z AN L, {728 (AddRow) %27 U v 7 LET, HEONTPV—
NEBMTEET,

ATy F5 NTP B — "% U 2 b SHIBRT LI, =0T IF T A2 %227 ) v 7 LET,
ATV T6 NTP 72V —HDA v Z—T 2 AZERLET, ZHUE NTP 7 ) —REESNDIPT
KL 2270 £9°,

ATy TT1 EEEZREL, RIFLET,

TITZAT7 VR DRTLBEZOFEHRTE

BE., JORZOREFFFTHERINETA, ROVICRY NT—F XA L Ta ha) h—
NEEHLET,

B o x7oEE
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ATy
ATy T2
ATvT3

ATy T4
ATy TH
ATvT6

Ea—onzsz4X |

FIE

[ AT LEBL (System Administration) |> [[RFZIF%E (Time Settings) | -~X—IZHBE L £,
[%EDOFRE (Edit Settings) 1227 U v 27 LET,

[BEZI DF%E 775 (Time Keeping Method) 1 &7 3 3 > ¢, [Fi%l %2 FEICiRE (Set Time
Manually) ] ZiER L £,

H. B, . K 50 BROBEATILET,

[AM.] £7201F [PM.] Z®IR L £,

EHEEZFEL, RFELET,

EAa—DHAREAITAX

e BRICAV _R—=U O (81 ~<—)
s 2—PREMOKE (82 X—)

BERICAYR—CDEA

(B =B NVRBRES NI A —PIRE) L<HAT =YD 7 A4 v 7 T EA U X &AE
RTE £,

B#Y BIEFIE

BRUICTAD U R MIAR=T%B | BINT 5= ICB#3 L, U1 Fyofh EMMEICS

T5 % [BEIZAY (MyFavorites) | A =2 —M 5 [ZD_—
TEBRICADIZENM (Add This Page To My Favorites) ]
IR L FE T,

BRUIZAY ~OEFE TIIMEERIBILED Y XA,

BRUIZAY DIEFF 22 HT % [BXUZAD  (MyFavorites) ]>[BXUZAD &2 X TER
(View All My Favorites) | Z&R L, #Y72NEFICBR
WAV ERT 7 LET,

BRUZAY ZHIBRT 5 [BXUZAY (MyFavorites) ]>[BXUZAYD 2T X TER
(View All My Favorites) | Z3&R L, BRIV ZHIER
LET,

BERUIZAD X—=TICBET 5 742 RUOA EBMATICH D [BRIZAD (My

Favorites) | DH_— VRN L £,

HAL N VIR— | X—=VEFRE|[vA X v 27— K (MyDashboard) |“X— &ML
TR % TLIEEN,

227058 |}
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A—HEEEDEE

R 2= FT AT MNIEAREHEREDTV 77 VO ARELZERTEET,
NOEDOBREIT., 22— BT FI5A TR CENICa A oTHLE T 74V N CHEHEINE
T, Ba—WZ TV 77 L RABRENMEESN, 2—FRTFIA TR u AT H7 5
AT b= AZBRAR SR LT,

I—PFNRINOOREEZELL, EHEEaIy NLWe, BFOa A 035 & EITHRENT
7 4V MEIZEREY £,

H

GE)  ZoHmEiX, SAMTRGES N2 —FIEHTEEEA, TRHO2—HF, [ a v
(Options) | A =2 —bEESHELZEINTE 7,

FIE

ATFYT1 TV T 7 VU ARERERTH2a—YF THI L N TTIIA4 T A2Ca 7L LET,

ATw T2 [47 > a (Options) > [BEEa%E (Preferences) | Z3IR L 9, [4 7 3 (Options) ]
Azma—E, V4 RO EBAECHY £5,

ATw 73 [RELMmE (Edit Preferences) 127V v 7 LE 7,
ATy T4 REETVET,

T)I7LUREE ieR

S0 Z~ (Language Display) Web 1 % —7 = A AL ONCLI THEHT 5 E7ED
Web H AsyncOS,

5 UF 47 ~2—2 (Landing Page) |2—FNT IS4 T A Tur A 0T 5L EITFRE

NoH~R—,
FoRI D LAR— MRpH#EPE [LAR— b (Reporting) ]# 7 TLAR— MIxfL CTHER
(Reporting Time Range Displayed) (7 | 957 7 4/ ~ OREH i,

74 )

FT H LAR— MTOE (Number of |7 7 4 /L h T LAR— MIERRINDHT —F DT
Reporting Rows Displayed)

ATy TS BHEEXREL, RIFLET,
ATV T6 NX=T O [RiDO<X—VIZRE D (Return to previous page) | V> 7 %27 Vv 7 LET,

B o x7oEE



| vz27LE8
Internet Explorer DE#E— FD LEE .

Internet Explorer DE#RE— FDLEZE

BN WebAf L X —T =2 ADVL XY T DI=H|Z, Internet Explorer A€ — KD A —/3—
T4 REAENT DL E2HRLET,

\}

GE) ZOBREZ AT D Z ERHEOR Y o —IER T HHA L. ZOMREAESNCT L2 LR
TEET,

FIE

ATY T [V AT LEH (System Administration) ]>[—fi%i%E (General Settings) 1 %7 U v 7 L %7,
ATw T2 [[EE#E— RO EEX (Override IE CompatibilityMode) 1F = v 7Ry 7 A4z LET,
ARTwT3 BEREEEEL, RIFELET,

BERXHTTP ANy 53— Y4 XDERL

TTTA T AIZEE S D HTTP ERD HTTP ~ v X — D KV A A& % ET 5729, CLI
C adminaccessconfig > maxhttpheaderfieldsize ¥ ./ REfFEHTEL)12720 F L7

HTTP ~v & — 7 4 —/L ROV A ZOEEEIL 4096 (4KB) . e KfEIE 33554432 (32 MB)
‘/C“@—O

H—EX IV UVNDBEFHERT—FADERT

CLI T diagnostic > services Y7 a<w KafEH LT, UTEFITTEET,

T TFIGAT UATEHENN s TWAY— R AR LET, T I9A4AT A%
HE#E#HTLIMLEILIHY FHA,

T IGAT UV ATEH NI TNBYF—ER TPV DAT— X A EF R LET,

Bl . DLP TV VDR T—H ANDKRER

WOHITIE, services A~V REFEHL T, 77794 TV ATHNN /> TWSHDLP =¥
YDAT—HAERRLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.
- NETWORK - Network Utilities.

LRT LEE
|
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- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- ANTISPAM - Anti-Spam services

- ANTIVIRUS - Anti-Virus services

- DLP - Cisco Data Loss Prevention services
- ENCRYPTION - Encryption services

- GRAYMAIL - Graymail services

- REPORTING - Reporting associated services
- SBRS - Reputation Engine services

- TRACKING - Tracking associated services

- URLFILTERING - URL Filtering

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> dlp

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[1> status

Cisco Data Loss Prevention has been up for 3s.

5l : Graymail T2 2 > DEBEFLE)

WO TIL, services A~V REMFH LT, 77747 2 AD Graymail =2 2> % FRLHE) L
E3 N

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- ANTISPAM - Anti-Spam services

- ANTIVIRUS - Anti-Virus services

- DLP - Cisco Data Loss Prevention services
- ENCRYPTION - Encryption services

- GRAYMAIL - Graymail services

- REPORTING - Reporting associated services
- SBRS - Reputation Engine services

- TRACKING - Tracking associated services

- URLFILTERING - URL Filtering

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> graymail
Choose the operation you want to perform:

- RESTART - Restart the service
- STATUS - View status of the service

B o x7LoEE
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