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S/IMIME # v & — I IEFICHIES N TWA D, LSRN TV D,
FIIEBIEB I UORIEES N TV D0y, FEMIIC OV TIE,. S/MIME &
X2 T = REBRBLTIEIN,

AvE—VERE

A=y (L&A FBRLIEWTNUNDOEETHDLN D
FMETIE. W7 7 ANVBIONy X —OFFEITHER L EE A,

SEOBRHOBIEDLEA

TTITATUANE, AvbE—VOFHEEBRET 2 DIHAAHRDSE
BT U E2ERALET, 7794 T RT, 4 EA v E—UK
XEMH L, SERE= U CELET,

SR YT, EENTET I A MNOESTEOMREZIE L,
ENET TITAT U AZELET, T34 T AL, b EOER
EHLOSHEEA Y E—VOERBELEARLET, T I7A4T7 A, &K
DLFVFONTNINT, Avv—VDFEAE NHRBIREE] &L
7,
HHENTESENT T4 T v A THR— FENTVARNES
T TIATVANRA =V DOEBERETE WS
s ST U ACEL NN SN T X A FOFEH A AR
50 XA FREDEA,

HEBE A RGE FD A=, BEHET D MIME ERRE NS0,
BHHET D MIMEEARANEGENDA =T 7 v a a2 i74 55
AL, ZORMEHEHLET,
Note W7 7 A N_R—=2D%ME (220X, 77414 V0ORN
7K) RREE (72 21F, ar T UK AERMN T 7 ALV DRR
) 1, (EETIMIMERERZEGT) AERAYE—UT
EEMEL £8 A,
ALEE A o—UMNBIRLUEZETERSNTZHONE S a5 LE T,

NEIEREEEZEHT2 L, BIRLEBEDOENSDERFEA v E—Y

P TE ET,

Note NEEHR T YT 4 VA BT DRI, TS I7A4T
R TANRARET v BHZ LET,

aAVTFIUY T4IILE .
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avyFry 7404 |
B -27vons0rsvay

&6 SR BA
RKAAL DL Ea EEHERAAL L, BESKIERBEL — L CWEd3?
T—3

cEEZ AL DL 2T —V 3
o NG T 4 — K
BRI OWTIR, AT 4 — REHFHT A E AL — U=

ADBEETFITEEZE RASL L VL EaT—Tar 74N E ) T hS
LT,

— ~
ATV DALV EDTO 3y
T aNEt, TTIGAT AN T T 4 NEDEIC—BTEA v E—JITfTH 2k
TT, AvE—VOEE, BEEERII R vy TR EXFSERFIATOT 7 a vy BNHESN
TWET, Avt—VTRIEEZII Ry 0ol R T 7 ar ] RETENDHZE
T EA— N X2 T4 TTITA T ATHEANCT 7> a URAIREFEITS, 7V N7
VA T4 NEZEIIDLP AF ¥ VR EDZEDHOT X TOUENERINEE A,

BT T4 NFITE, B 1 ODT 7L a v EEETALERHY £,

T va i, EFICHENA o=V TEITINDTZD, I T T4 A OEEDOT I
Va Vv EERTAGEE. T/ varylEFEERE L ET,

Attachment Content 55, Message Body F 7213 Attachment {1, Message AR, £721%
Attachment WA & —HT 2 A v =X LTRIEEY 7 v a V2% E LA, RiESh
T Ay E—VNO—HLIENEEZR R TEET, AvE—VARUERTTLHE, —HLTEAE
B CHRAFR RINE T, £/, $MatchedContent 77 > a VA EFEH LT, —E L7zHN
BaeAvb—VOMAHICEDLZENTEET, FFMIZONTE, [TFAMYY—R] OFE
AL TLTEEN,

TANE T EICERTELRKT 72 a 31O 0T, &&7 7 a i, VA FOKE
DT varTy, "urA EE, BEIOFey X, &7 7varTd, arrry
TUANEDT 7 a AT DEE, GUIBIOCLIC LY, &7 7 ¥ a o i3siifiliic ik
RICARLE S ET,

77 v a B, onpage 225 SR LTSN,

. aAvFUY I4I1LAE


b_ESA_Admin_Guide_13-5-2_chapter12.pdf#nameddest=unique_7
b_ESA_Admin_Guide_13-5-2_chapter12.pdf#nameddest=unique_7
b_ESA_Admin_Guide_13-5-2_chapter13.pdf#nameddest=unique_361

| 25>y 7404

avrrvnsnrsvay |

Table2:2 27> T4WEDTH a3y

Tovay

B

F%% (Quarantine)

[F@BE (Quarantine) ], VT 4UA>D Policy [@ERET U 7IZERFFS 41D
Ay —=VIZT T T M ET,

[E#HT 5 A vE— (Duplicate message) ]: A vE—TYDae—
ERESNERBECY 7ICEE LT, AU PT L Ay =0/
BERITLET, AFEOEBMT 7> a R, FVTF L A yt—
VICHEA S ET,

BB R ORT 51k

A v—=UF, WROLBEEREZESR £, T XTORERTET TS
L. Ave—UhRES b, BESET,

[Kf 54—/ (Encryptionrule) ]: A vt —T & HIZKESLT 5
M, TLSH&gE & 1 L 7o E 3T S e N R L 7235 B 72 ok L
£9, I OWTIE, TLSEEREZ 5L I 22 L
TLIZENY,

(S 7O 27 4L (Encryption Profile) ] : ALHEINE T L= 5,
REESNH ST a 7 A VEFHALTA vE—V %Rk L,
Ay—VEEELET, DT 7 aid, Cisco 55t T 77
ATV AEIEIHAAT Yy R¥—H—REHHLET,

(4 (Subject) |: BEEALEINTZA v =V DHLTT, T 741
M $subject T,

NEICL>THMNT7 74
NV E R

[REELHT T 74U (Attachment contains) | : IEREHZ &
A=V DT RTCOBN 77 ANV E Ky LET, 7T—IA47
77 AN (zip, tar) 1, FIZEENTND T 7 A LDWNT DN
ERER L BT L5 Rry 7SN ET,

[R¥— FEABIFEEL (Containssmart identifier) ] : f5E S 47z
Av—=bFIDEZBFDA Yy E—VOTXTORI 77 A VE R v
LiTO

[AVTUOVHEDEEZEURMTT 7 14)L (Attachment contains
termsin the content dictionary) | : ¥~ 7 A /LIZ, <dictionary
name> & WO A FITD 2 T Y FEEOWT LD IER KRB E 72T
FENEENTNDNE I MEHBILET,

[Fk &7z —%% (Number of matches required) ] : true & 792
eI — VTRER—BHARELE T, TOLEVEIE, 7%
Ak, Av—FIDERIZa Ty F 47 aF Y o—EREEIC
*LTHETEET,

[AvtE—UELEZ (Replacement message) | : A7 3> ax
Y RME Rry TSNS T s A VOBEBIER IS T XA b
EEELET, W7 74007 v H—1%, B A v -8B
MEND7ETFTT,

aAVTFIUY T4IILE .
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B -27vons0rsvay

avFry 7408 |

Tovay

B

7 7 A MERIZ & - TR
7 7 A N EERE

. aAvFUY I4I1LAE



| 25>y 7404

avrrvnsnrsvay |

\’l

\i

B

[7 7 A V4 (Filename) |: fAE SN IEHEKBLE 7 7 A VAP —
BT DDA E—VOTRTCORMN T 7 ANV E Ry T LET, 7T—
A TRROE 7 7 4V (zip, tar) WIS TD 7 7 A LR dH
LD%E. ZOBMNT7 AT Rr y TEINRET,

[7 7 AN AR (Filesize) |: A vE—YOUMF 77 A 10D D5,
n— xra— RERNTHRE LY A X (O NEALD) PLEDH A
ACHDLT77ANETXTRe Yy LES, 7T—HAT 774V
FRITER T 7 A NVDEE. ZOT 7 a i, EMRTOY A X%
AT, EEEOBEKRDO YA X0 GHl S vE T,

[7 7 AN AT (Filetype) ]: Ay L=V OIRMNT 7 AND 55,
RELETZ 7 AND (740 H—F Vb =BT 5774 V%
TRTCRrYy 7 LET, 7= THROWR 7 7 AL (zip, tar)
NS T D7 7 AN B LEE. ZORMTZ 7 A MEI ke vy 7S
NET,

[MIME% A 7 (MIMEtype) ]: A v E—VDIRMN 7 7 A LDH b,
FEDMIME A4 7D7 7 A V2T XTRry 7 LET,

[Z7 AN Ny AR (FileHashList) ]: B8R L7=7 7 A Ly
YaUARNDT 7 AL SHA256 i —ET DA v E—TI2dHh
LI RTCOUMN 77 ANVE Ry LET, FryrXX¥or Rk
MOV T 7 A NNy a2 A RERIRLET,

Note SHA-256 7 7 A Wy Y a B A Thaie 77 ANy ia
YA NDOHBIRTEET,

[f A—T2HTHIE  (Image Analysis Verdict) ] : $8€ Sz A A —

VHEE BT DA A VIR T 7 ANV E Ry T LET, AR

A A—TGHPEIEIZIZ, [Bed Ly (Suspect) ], [AiEH]
(Inappropriate) ], [F#EE)H L < I13&E4H LV (Suspect or

Inappropriate) ], [A % ¥ > /R A (Unscannable) ] ¥ 7213 [1IEH
(Clean) 1 23H 0 £,

NEBEBHE I — K, ETF= PN Lo TEEDOHDL 77 AL L
THEENTEA v E—VDTRTORA v E—IFRAN 77405 R
oy 7 LET,

T7ANL NN )R FEEIRLET, (EE) CiscoE XA —
NEXa DT 4 F— b U xA TEBEBRE L22WEFR] U R N Bk
BT 7 AN Ny 2D A NPRRLUET,

PRI OV, AN BT+ — REEHT 28+ A —1 57— |
VA DREESRLTITEIN,

[AvtE—UZFELEB X (Replacement message) | : A7/ a > 2
YME ey PSR s A VOB SN DT F X b
EEELET, BT 74007 v &2 —i%, B A v E—VICE

aAVTFIUY T4IILE .
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B -27vons0rsvay

avyFry 7404 |

Tovay

B

MENH720TH,

~ 7 NG ENDIRE
77 A VA

BELEZTZ7ANV AT DI aDNGhliol-ivkft7 7 A V%
TRy LET,

Note T = A T EIFHOIALRT 7 A W~ 7 mnEENT
WHGE, BT 7 A MEIA v E—Yb Fry Sk
ﬁ‘o

[ AH L7ZZLEEZ A vE— (CustomReplacement Message) | ({T:
B) I T7 s ANVDBEBRSNDEE, TN FTIE VAT A
ERRDA B —VRA =V KXO—F FBMSNET,

UTE, =7 a7 7 ANV A =V bHIREND
EEWVAT AL TERIND A vy E—V DI T LTT,
A MIME attachment of type
<application/vnd.ms-excel> was removed here by a

drop-macro-enabled-attachments filter rule on the
host <mail.example.com>.

[IAH LFE LR A A v&— (Custom Replacement Message) ]
T4 RICHAAZ L A=V EANT DL, VAT DERD
AvE—VIFIANINTEA v E—VICELEZONET,

URLVE 27— a v
(URL Reputation)

AyB—IIZEGEENDLURLOEE : 7 4 )X TOURL L E 27—

g rERIZURL T I DT 7 a OB I OURL 7 1 /L

2V 7 OFFAI Y A ROERESRL T EIN,

LE=2T— g U AHCERWURL IZIE., T2a 7L &#

FALCT 7 varvaEELET,

Note S/MIME Z il L THE Bt SN TV B354 £ 7213 SSMIME
BANGENDIRE, TTIAT VA FAvE—VEE
BEIE BT LET,

URL #7 =Y (URL
Category)

AyE—VICEENDURLOERE : 7 4V HX TOURLL E =T —

varyERIZURLATIVDOT 7 v a OB I OURL 7 =

VIZOWTEZRL T ZI N,

Note S/MIME % ] L CH; Bk STV 2454 & 7215 SIMIME
BANEGENDIGE, TTITAT VAT A=V 5
I T LET,

. aAvFUY I4I1LAE
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| 25>y 7404

avrrvnsnrsvay |

THay SiBR
0 SRIAST OB [[FICECE (Above) |: A vt — FERICHBFREABML 4

(N =),

[FIZERE (Below) |: A v E— Y FHlchEEFHABMLUET
(7 v H—) ,

o ZoarFuy AR Ty a v EERAT AT, REE
T XA T TIHER L TWALENH D 97,

FEARIZOWTIE, HEFET 7L — FEZRLTIIEE N,

TONT VAT T 4H
LD AX ¥ DA N
2

A=V LTCT TR T VLAY TA4NZITELDATY VB A
Xy 7 LET,

DKIM Z4 D3 A /XA

A=k LT DKIM B4 & /31 N A LET,

gt — (Bee:) #EE

[EF A —/L7 KL A (Email addresses) | : i EZEHEICA v —
ChELTa—LET,

(4% (Subject) |: st —&NiA vE—YOMLE2BMLET,
[WA—2RR (FTF3>) (Return path (optional)) 1: U % —
VRAERRELET,

[REA—IKRRAF (TP 3>) (Alternate mail host
(optional)) ] : A —N FA MERELET,

P EE (Notify) |: HEESNIEZEHEICZOA v E—VE2HELE
T, A7 a rTHEEEB LU ERICHMTEET,
(%2 (Subject) 1: a—3Ni A vE—YDHAZEMLET,
[WA—2RR (T2 32) (Return path (optional)) ]: U #—
YORAEMRELET,
[7 7 L— MM (Usetemplate) |: fER L7277 L — b7
Y7 L= bhaERLET,
AV TN A=V ERMG7 740 LTEDET (Include
original message as an attachment) ]: 4V P X vt —T &R
TZrANE L TEMLET,

ZlEH LR BF AN T RFLRA Yy E—VOZEHEEBEET ANV T RL

ANZEELET,

aAVTFIUY T4IILE .
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B -27vons0rsvay

avyFry 7404 |

Tovay

B

REEEFEARA MTA Y
v —U R EE

[A—/LARA K (Mailhost) ]: A vE&—Y D355 A —L KA &g
EA—/VHRAMIAETLET,

Note TOTIva N, TUFARLA ARy YUk
DANRLE L THHEENTEA v =V REHES 20 &
HICLET, o7 s v a i, BEEEESIC LT, 15
EA—IVARA MIEELET,

IPA U E—T A RADG

[RDIPA 2B =T x4 AW bxEE (SendfromIPinterface) | : i

HE EIPA L F—T A AMPHEFELET, [IPA U F—T A A0
%{E (Deliver from IP Interface) |77 v a v idk, AvE—TD Y —
ARAMEREY —AICELELET, Y—AKRANMI, AvE—
UNEEENDIP A U H—T oA ATHREINET,

~v X —DkrE [Ny A —% (Header name) | : FE~ v X —ZBUERNIC A v B —

CINOHIERL £,

~v A —DBINRE

AE—DITH LAY S —EBAEEBREDAY T —ZEEL
£,

[~> ¥ —4% (Headername) | : F#lE 72 IIBEF D~ ¥ —DAHI,

[FLWLWANY A —DEEIEE (Specify value of new header) ] : #rL
WSy B —DIEEBUFRNC A v E—JICfA L £,

[BEFEDA~ Y F—DEDRTIZ{TAN (Prepend to the Value of Existing
Header) ] : BMERTNICBEFED~y X —OHNIfEZ BN L 7,

[BEFEDAY Z—DEDE A2t (Append totheValueof Existing
Heade) ] : BMEATICEEFD~y X — DB AIZEZ BN L 7,

[BEfE D~ X —DEN S5 L CE#t (Search & Replace from the
Value of Existing Header) | : [f5E%f4: (Searchfor) |17 1 —/L RIZ,
BEFD~y X —TEZWZ HE2 ROT 570 DMBRTEEZ AT LE
T, ~y X —IZHAT HEE R CTEH: (Replace with) 1 7 4 —/v
NIZADLET, BERBETLHOICERERREZFEH T ET,
~y X = bEEZHIRT 25461, IR TERR (Replace with) ]
74—V REEADFEFICLTLLIZEN,

BEE A — L DR

BEEINTEA v =V From ~y X —ZHIfRL, = Xp—7
FEHETEIMAET,

BEEA— LV OBRHZEZR LT E X0,

. aAvFUY I4I1LAE
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| 25>y 7404

avrrvnsnrsvay |

Tovay

B

A w— X T OB

DLP RV — T4 NHZ Y T THRATHIAY LHGEEZ A vE—
DICHALET, DLPRY V—Z2HEL T, AF v UL a Ay
=V EITRHDHA Y E—VICRETHENTEET, AvE—
CHETIIZEFENTIEEREINEYA, DLPRY —TDO A vt—
T ETOERIZONWTIE, T—HBRIEORY —%2BH LT
<TEEW,

n 7 T kY OBN

HAH <A XINT=T ¥ A F% INFO L~ C IronPort 7 % A
A= a ZIHHALET, ZOTFAMIUIT 7 v a VEKEM
HATsr2E0nTEET, 7 2 M) igAvtE—Y b T
WZHbRRENET,

BZ D S/IMIME 24 /Ik%
=it

EEWFIZ A~ B — 0 SIMIME B4 £ 7213 b2 EIT L E7,
A o —UIFIR OB ZHEA, TN T OULENSE T LIRS T
BLETIIRF S fEENT, BESNET,

SMIMEZEETO 77/ IL : FEESNIZSMIMEEET 0 7 7 A1 /L
A LT, SMIME B4 £7-13 54237 L$£9, S/MIME %
FE7a 77 A NVOEREZML T ZEN,

AL LT <R
BT 7 v 3 >)

A=Vl At B L UEE L. ZORDEEDLEZ 2% v 7
LET,

(K5 75{b/Lb— L (Encryptionrule) ]: A »E—U % HICK 5{bT 25
D>, TLS#ERE & I LTI ER T RIS R L= 58 72 T 51{k L
F9, FEMICOWTIE, TLSHR AR S bRV ITHEHEZSHRL
TLIZENY,

[BE{t 7O 277 4L (Encryption Profile) ] : & &=k 5L~
D77y ANEFERLTA =2 L L, A vE—V%EISL
F9, ZOT 7 a X, Cisco§HbT 7747 L AETITHA
Ty RF—HP—REHFHLET,

(4% (Subject) |: BN A v =V OHLTT, T 740
MEIX $Subject T,

S/MIME E4 /514l (%
By a )

SIMIME B4 F 7213 5 b2 FITLTA v =V EE L. FD%
OFITIA X v FLET,

SMIMEZETOT 7ML : IRESNTZSMIMEXEE 717 7 A )V
A LT, S/MIME B4 F 713055t 2 FE/T L £ T, S/MIME 1%
FE7a 77 A NVOEREZML T ZEN,

NG 2T 5 (
T y)

B
®
\d
N

AvE—VEFEEHEIIRLET,

aAVTFIUY T4IILE .
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| RZEE T

avyFry 7404 |

A

Ay =V RROMBEICEFE L, TOROERDO2 T Y
TANEEAFy T LET, REIDGLT, A vbE—URZEHIC
B SN, MEENFEITSNDD 7Y T LA 7 74 NFIT
Lo AF Y BB SNET,

Aoyt—Th% Faey 7 UCHEELET,

[SafePrint] 2TV JA4NE T 7 aryEALT, Avk—
T OWST7 7 A V% Safe Print TH AL ET,

Safe Print 27T Y 7 4V H T 7 vasid, IROWT LD HEE
THEHTEET,

o —H T DS 7 7 A V% Safe Print CHY /) (Safe print matching
attachments) : Z DA 7 a L EERATLHE, RESNT-2v
TV T ANEFC BT DT RTOR Y=V DIRMT 7
A )V % Safe Print TH I L £,

o TRTOIRS 7 7 A /L% Safe Print CHi /I (Safe print all
attachments) : Z DA 7 a L EERATLHE, RESNT-Z2V
T T 4 IV E SRR true DIFHITT RTD A v E— Y DOE
ft =7 7 A /% Safe Print CH I L E1,

[Fvy (Yes) | ZBIRL T, AF ¥ o ARA[L~v—7 INTNDHA Y
=V OWRMN T 7 A NVEHIBRLET,

Note 574 /L hTIX, IR 7 7 A VB AF ¥ U TERWEE,
VAT DERD A =TV NIRRT FA N T AL L
TEMENET, (WAFLELEZA v E—Y (Custom
Replacement Message) |7 4 —/V RICHAZ LA vyE—
ZANNDLET,

FERZOW TR, A v =V OUM 7 7 A /L% Safe Print TH )9
DHAEDEFA—NT— U =A ORTEHTEESR L TITEEN,

Toay
BOoDarTLY T 40
e Ax v (T
g y)
Ka v 7323 (&K&T7
g y)
Safe Print
ESPEDEYS]

o TV a AR, on page 22

\d
AN}
\' ’
ul
\I
Rt
%)I_E

LT T4 NFILE VB END A vE—UIGEBIMEND~y X —ITiE. TV a v ET
RRZA Y TN A o=V OERICBEBICERINAEREZEDLZENTEET, D
DRFRIREENIT 7 v a VEREMEINE T, T I7AT VA TIRROT 7 > a VERNY

R—hSNTHET,

. aAvFUY I4I1LAE
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| 25>y 7404

Table3: 70 2 3 VEH

7ovaves [

=¥ B Z%B3 (Description)
TRTDO~y X — (Al Aoyt—U Ny X —IZEXHRIONET,
SAllHeaders
Headers)
ALY A X (Body Size) SmodySi g A=V DH A X (4 FHT) ICE X
! ZbhET,
Hf} (Date) Spate BAED HAH (MM/DD/YYYY B0 (1CfE & #a

ABIET,

FayFsnkz7r7 A
4 (Dropped File Name)

Sdropped filename

HiFlCRay 7ENE7 7 A NVADOBEIKL
*9,

Fry7Enl7 74V
4, (Dropped File Names)

Sdropped filenames

$filenames & [AEEIZ, Ry a7 74
NDYANERRLET,

Fey 7SN 7 740
% A 7" (Dropped File
Types)

Sdropped filetypes

$filetypes & [AERIC, Fuy7FEhic7 7 A v
BATDYANEERRLET,

ToRu—7%EE
(Envelope Sender)

Senvelopefrom
or
Senvelopesender

Ayg—YOxru—7%EE (Envelope
From, <MAILFROM>) (ZEE#HZ b ET,

TR —TREEH

(Envelope Recipients)

$SEnvelopeRecipients

Ay —VDOT N0 — S ZEEHTRC
(Envelope To, <RCPTTO>) |Zf@X#1x i
*7,

7 7 A V4 (FileNames)

A=V 77 ANDT 7 A NVHDH

S$filenames T/VIX@J U = ]\ ﬂl%%?ﬁi%ﬂiﬁ_o
77 A4 X (File Sfilenises A=Y DORM T 7 AN A DT~ K
Sizes) IR NZEESHLONET,
77 ANVH A7 (File Criletvoes A =0T ANDT 7 ANEALT
Types) ® BT AU~ RKE) )R MOEE A DNE
7
7 4 /v %# 4, (Filter Name) , BRI ND T 4 N ZDARNCEES L bILE
SFilterName
.@‘O
GMT H K S CMTimestan BIEORFZI B L O HAT (GMT) IZiE Xz 6
(GMTimeStamp) ° NFEI, BFA—I A vE—TD Received:

ITTRLNDZALEFKTT,

aAVTFIUY T4IILE .



| RZEE T

avyFry 7404 |

Content)

=H 558 £%BA (Description)

HATZ Vv— 7% (HAT . Ao —UDA Tl MNEIC, EEFHFN—

Group Name) ° B A REH I N— T OLRICEZ R Hh
9, EBEHINV—FITLBIN R OEE T,
A T>Unknown<) 2R ASNVET,

A= T7a—RY — . A= DA Yy M, REEITHE

(Mail Flow Policy) ! FI L7 HAT AU L — 4R E Xz bivE
T, FRNCCESINTWERY —Z 2
XN TWARWES . UFH| [>Unknown<] 23
WAINET,

—E LA (Matched aAVTFUV AX YL T ANEE N =1L

SMatchedContent

1oL EoEICES A ONET, &L
NEE, 2Ty T4 rvatl<yTF,
A~ — D EIFEREIR L OBy &
?—O

~~ A4 — (Header)

SHeader['string

']

DAy =V —ET o~y =P aEh
D56, SIS &~y X —OEICE S A
bivEd, “HSIHAMBMERN SN HELH
DET,

(Remote Host Address)

ARARR—A TTIAT LV ADKRA MICEEHRZ O E
SHostname
‘d‘o
NEEA v E—1ID suiD A=V N CHAIT DI ERT S
(Internal Message ID) A vt —ID (MID) ICEEX#Z 5N ET,
RFC822 [Message-1d| DfEi & 138725 7=
BELTL7ZEW ( [Message-1d) #HfEd 5
\Z1X $Header Z#fEH L E9)
=15 U A — (Receiving SRecviistoncr AobE—UEZELEIAF—D=y 7 X—
Listener) LIEEHZ bNET,
ZEAHE =T 2 A SrecuTnt Ave—VEZE LAV E—T 2 AD=y
(Receiving Interface) I X —LICEEHRZONET,
UE—RIPT KL A cromotels A=V ETTIAT UV AZEFE LIV A
(Remote IP Address) FTLADIPT RLAICEZHZ ONET,
VE—hEART FLA A=V ETTITAT L AITERE LIV A
Sremotehost

TADKRA NLICEEHRZ HLET,

. aAvFUY I4I1LAE
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avFUvicES A ve—snT4 sy vnE ]

=H 558 £%BA (Description)

SenderBase L £ =7 — SRebutat] EEHEDSenderBase L' E 2T —Y g A a7y

Sav 2ay i ICEEX#ZONET, LEaF— g Ao
TR WAL None] IZEEHZ HiLE
‘d‘o

Subject ssupiect Ao—VOBZ[ITEEBRZILNET,

RE . HAEORZ (o—h/LIERE) IcEx#z o
nFE9,

Timestamp - HAEOHZAB XA (v—h LG 12

v BEXHAONET, BTA—LAvE—V0

Received: 1T TH.HN D TER & AL TT,

AVTFIOVIZE DL AYE—DD T4 IILR Y OTFE

BEEE
s AT T 4 L Z O, on page 25
« FT AN P TCOTRTCOREEDALT LY T 4L EDA F—7 UL, on page 27
CBEQZ— S =TT B A v =V ~D AT Y 7 ¢ L4 D, on page 27

=L

cGUI TOa LT Y 7 4V Z DOFREICET 2 1EE S, on page 28

aAVToY T4 L2 DERK

L& BHINC
AT Y T U NZII—ET DA =V EN ST GG, e kT e T s A VAR
[DAPEISM
s —HRA v VICHBEFERZBNT 2561F, REFEOARMERT20EFEHT V7
L— M2 ER L ET,
s —HTBEA =TIl OoNTa—FIZEHA v —VERETIHEAIL. BHEERTD
oM S L— FEER L E T,
A v —VEBEHETDEAIL. INHD A v =T %8 L Policy FREE A /ERL T2
n, FREEFOLOEMEHLET,

Procedure
ATwT1 [A—/L KRV — (Mail Policies) ]>[3%f5 A —/L AR YU >*— (Incoming Mail Policies) ] %2 U »

7 LFET,
EJ S

aAVTFIUY T4IILE .



avyFry 7404 |

B -7y nsonm

ATy T2
ATy T3
ATv74

ATy TH

ATvT6

ATy T17

[A—/VR Y 2 — (Mail Policies) > [i5{§ A —/L7R U 2»— (Outgoing Mail Policies) | %2 U v
7 L\ij—o

[Z7 42D (AddFilter) 1227V v 7 LE 7,

T4 NVEOLATHTEFHEATILET,

(FHAEZHR) [fWiErlfe/e > —V (&%) (Editable By (Roles)) ]V > 27 %27 Vv 27 LT, K
V—DOFEMELRINL, OK] 227V v LET,

RY o —FHE 2 —F o — VB TAHBEERE I Da Ty 74 V22 REL, B
DA = RY S —THERATXET,

UEE) 7402 % N H—F 57005 M%8MLET,

a) [&M%BM (Add Condition) 1 %27V v 7 LE T,

b) SFKUUOX A TEBRL 7,

¢) KON —NLEEHZELET,

d [OK]%#7Vvr7 LET,

e) 7 A/NKITBINT HEMEHICHONT, EROFIEEMHEVIEL TTo T LI, a7
U T ANBIIBBOGEEERT DG, 2T Y T AR —E LI R &N
HI=OIT, BERINDT 73 arD0F T G AND) | FLFERINTZWTIN O
T var GHELOR) OEANMLENE I NEER T ET,

Note SMEEBMUWGES, T7I7A4 T VAT 7 4 V2 ICEH#ET D A—LRY —D
19L—ETIHHLDHLA =V T YT 4NEDT 7 arBETL
S

TANEDEMEI—BTHA VI LTETTIT I IA T AOT 7 v a r&BIL

e

a) [77 v ar%iBM (AddAction) 1227 Y v 7 LE7,

by 7T ar ZATEERIRLET,

) TUvarEEHRLET,

d [OK]%27VUvyZ7 LET,

) T T TIAT UV ALFETTHBEMOT 7 a o0 T, EROFIEEZ#HVIKRL TIT>TL
72 &0,

f) BEOT 7 a kLT, TTIAT UV ANA v = ICEMAT2IEFCT 7 v a vk
BliE LET, 740 LIS TR&) 7272 arBd 0., AsyncOS 13 B BT
T s a v EIEFZEOREZICEEL T,

EHEEFEL, REFELET,

What to do next

e T I ANV NDEREELIIREA—N RIS —TarT oY T4 E A X —TNIZTE
i‘j—o
EEDZ—P TN —TFDA— VR —DaAL T T 4 NE A, RF—T NI TEFE T,

. aAvFUY I4I1LAE
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FILLLTOTRTOBEENILTLY T4 0804 2—Tuit [

TI74AIWETODITRTODREZEDIADTUOIITAILIDA3—TIVE

Procedure

AT9T1 [A—/LAKRY T — (Mail Policies) ]>[3%/5 A —/L7K U > — (Incoming Mail Policies) ] %2 U »

7 LET,

EJelbs

[A—/LAR U > — (Mail Policies) > [15{5 A —/L7R U ~*— (Outgoing Mail Policies) 1 %7 U
7 L\i—éqo

ATV T2 TT7FNVNRI—fTOarToY T4 NE X2 )T 4 P—ERADOV 7 %27 ) v 7 LE
j——

ATFYT3 avs oy J4N0E ¥Xa )T 4 =R X=IT, [T oY I 4NE) T F T
JV kAR U — (Content Filtering for Default Policy) | D% [2> T Y 7 4 VX B HHIZT 5
(Disable Content Filters) ] 5 [ZT Y 7 4 NFEHINZTDH REENDAX~AX)
(Enable Content Filters (Customize settings)) ] IZEE L £,
TIASVYRARTERSINTVND AL T Y T4 0% (AT 7 4 0% OREE onpage
ITERSNIZT 4 H) B, ZOX=VWIZFREINET, BE (2T VY T4V EAR)
2925 (BREEHAZ~AX) (Enable Content Filters (Customize settings)) JIZEE T 5 &, 45
TANIDF = 7Ry I ANA F—=T VT30 7,

ATFY T4 A X—=TNTHMaDarT Y 7 4 ZD[F%) (Enable) |F v 7Ry 7 A&F 2L
ij‘o
ATwTS BEREZEEL, RIFELET,

BEEDAI— FIL—TFI2/TEIAvE—ADaAVTFUY T4 IL5
D& A
[ L BRI

22— TN—T DA E—VIIKLTCarTry 74V EERT 5, HREEE
FEA—NV KR —%ERLET, FFMICONTIE, EEEBLOZEEDO I LV—TD
A= WY —DEREZRL T ES N,

Procedure

RAT9T1 [A—/LAKRY > — (Mail Policies) ]>[3/5 A —/LR U *»— (Incoming Mail Policies) ] %2 U »
y L/ibé‘o

E

aAVTFIUY T4IILE .
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ATy T2

ATvT3

ATv74
ATv75

[A—/VR Y 2 — (Mail Policies) > [i5{§ A —/L7R U 2»— (Outgoing Mail Policies) | %2 U v
7 L\i—é—o

AT TANBICHEATHA—N R —Da T 74 wxa )T 0 h—ER
([T 7 4v% (ContentFilters) 1%) OV 2 %7 U v LET,

ATy I4NE X2 )T 4 A NRN=DT, (R —Dars YT 4R
7. x> =7 U 7 (ContentFiltering for Policy: Engineering) | DfE% [Z 2T Y 7 4 )V H &
BIINZT D (T 74NV D A—=NVRY —&E4MKAK)  (Enable Content Filtering (Inherit default
policy settings)) |16 [T Y T 4 VE ZHNCT D (REZ AL ~AX) (Enable
Content Filters (Customize settings)) [ IZZH L £,

2—YRERT a0 T TANEZDF =y IRy 7 A RIRLET,

EEEZEREL, REFLET,

GUITHDaVTUY T4 I 3DHFEIZCEET A IEEIE

AT U T A NEENERT D & ZICKMERET DMEITHY EHA, T a UBE
BENTVRWES, EEINDIT VY a VIR —VMCERENET (SfhxisEL
RN R, ttue) A v =Y T4 M F V=BT A LR T, 3Ty 740
ERRY L —IZEAENIBE. TRTORA v =V Ry yForrEntd) .

e HAB L a—F a—LEaLr Ty T4 NRZTEY LT TWRWES, ST vy Do
VT T ANRIITRY AL R —DEBEOREERENMEN TE £, BEE
HELaLUT VY T4 NV ZOFEMIIHOWVWTIE,  [Common Administrative Tasks| D %%
LT EEN,

EHIE L AN —HX, I T UV T ANVE BN AL A—F 1 —)L[ZE ) B THRTY
LDHEATH, TTIA TV ADTRCOALr T Y7 4 VH EFRBIOWRETE £,

s T ANEN—NVBIORT 7 arDT7FA e AT 56, EREHRBAICBNT, &
DA B CPIFFRBR BN H D £, ~$*+2{[1\|()

EREHZFEHL22WEE. I\ Ny 72Ty va) 2BHALT, ZRHDEEDOX
FHRIAG =TT HUNENH Y £T, 72L& X N*Waming\*] & AT LET,

« Ibenign] 2T Y 74 NAEERLT, Ave—VRHUBLRa T Y 74NV 2%
FARTEET, eI Ma—DT 7 arn BIE] Thdarsoy 742 &k
MTEES, Z0ar7oY 74 nZiE, A= VBB E 52X FEAN, ZTDT7 4V
ZEHLT, EF AN EXF2UT 4 w32 =T v R BN VAT LOMOE
F (T A= nuwl) THEZEZTHWDLNT A NTEET,

WfilC, BEA VT UVERIIREALT UV T ANED [FI5 4~V U RN OBM&EME
JALT, 7794 TV AICE DB EN DT RTO A —/LD A b — DHLBRIC R
EH 25, EEICENZ, JKEHIC RSy T oY T g VA BERTE RS, ZoarT
U T4 NBIFRD LD ITERTE £,

s [Zfgar TV 7 4% (Incoming Content Filters) | £7/2iX [>TV 7 4 v
% (Outgoing Content filters) | X—T %A LT, EFN 1 OF LW T 7 g
B EERR L E T,
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e [Z{E A—/LR Y > — (Incoming Mail Policies) ] % 713 [24{8 A —/L7R U 2»— (Outgoing
Mail Policies) | " X—Y%#H LT, 774/ K KU —DF L \ar7o>r 7 41
oA F—T M LET,

DT RTORY O —TZDarsory TA4NEEALRX—T M LET,

e AT U T 4 NH THEHTE S [Bee:] BLO[BREE (Quarantine) 17 7 > = %, {EAR
TLHRRBET Y 7 ORFREICHICELB ET GEZO VW TR, AU —, YAV A, BX
N7 U N T A V7 REEASRLTLIEEN) , AyE—URT I AT LANnL Y U —
AZNIRNWEDNTT D7 (DFED, BEECY 7 OHI0 Y TT 4 27 FIEN T I2n o i
WZR BRI T D) | R v—RlfEDA— L T —2 s I 2L — 57 4
NZEERTE LT,

 scanconfig 2=~ NEFE UENEH &M 5728,  [EntireMessage] &%, A v &—
VDN B = Ax v LEH A, [EntireMessage] Zi#IR$ 5L, 2 /12 UARXEB L
OB 7 7 ANTET R AR Y SN FET, FFEO~y X —HEWRARET 2121, [Subject]
F721% Header] MMM L ET,

*LDAP 7 =V 2L H52—FDOREIX, 77747 ATLDAP h— 3% E I TN 55
& (m>F VY, ldapconfig A~ R&EEH L TRED LT % & TFFE D LDAP H—X
I T VTLRICT T IAT UV ARHKESNTWDEE) 7217 GULIZR RSN ET,

o U Y —ARFRNIERINTWRWIZD, a7 7 4 )uH Jb—L ENLZ DN D)
DtV va i, GUUZRRSNERA, 22X, @H7T T —FBLOA v -
BEFHIL, [7F A FU Y —R (Text Resources) ] ~—F721% CLI ® textconfig =
<V REHEHALTHEINCRESN TOWARWES, A7 v arE LTERENEEA,

AT UV T A NVHIEREIL, WOXLTFT L a—F 4 DT HFAMEREHBL, b xiB
MBLOAX Y TEET,

« Unicode (UTE-8)

* Unicode (UTF-16)

» Western European/Latin-1 (ISO 8859-1)

* Western European/Latin-1 (Windows CP1252)
- TEGEE (&K T)  (Bigs)
« TEEE (f6R7)  (GB2312)
- pEEE (flitk5) (HZ GB2312)
o #[EFE (1SO 2022-KR)

« ##[EFE (KS-C-5601/EUC-KR)

« BAGE (Shift-JIS (X0123) )

« HAGE (1SO-2022-JP)

« HAGE (EUC)

BROLTE Yy M 12DALVT Y TAVINTHAGDE Ty y T/ TEET, #

BOXFTra—T 4 T TOTFAMDORRBIVANTONWTIE, Web” 7 ¥ D~

ZaTNVEZBBLTKTES N, FEAEDT T TR, EEOXLT Y hERIERZL Y

Y TTEET,

aAVTFIUY T4IILE .
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cEREEIIRE T VY T4 NFOEH—T, [ (Description) ], [/L—/V
(Rules) 1B LAV — (Policies) |DPV 7 EZFEHL T, a7y 7 4 )V ZIZHE
fHEN VWA 2 —%2LF L ET,

o« [P (Description) | B2 —IZiX, &3> T Y 74V Z D@7 4 —/L RIZAT L
27X AMPERENET (ST 74V Ea—=TY) .

e [b—/b (Rules) | B2 —IZi, V—/b ENAK X=X ORI N L— LB IO
EHIRBEDNFRENET,

¢ [RY T — (Policies) | E=—IZiX, A X—TNMIZESNTWVWELEALT Y T4 VHE
DRY vV —=NFRENET,
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