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% : SPF 33 LU SIDF O%E 332
1 : SPF/SIDF #% & 334
Bl 774~ ARY — T A=%D SPF/SIDF 335
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{5l : DMARC HRFED A ZNE 335
localeconfig 339
7B (Description) 339
715 339
il 339
smtpauthconfig 340
78] (Description) 340
715 340
il 340
VAT LDy T w7 3
systemsetup 341
i8] (Description) 341
75 34
Bl 342
URL 7 4V 2 U7 344
aggregatorconfig 345
78] (Description) 345
715 345
B 345
urllistconfig 345
#H] (Description) 345
T 345
7l 345

websecurityadvancedconfig 346
B (Description) 346
M7k 341
Ny FIRA 341
Bl 347

websecurityconfig 347
B (Description) 347
715 348
B 348
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websecuritydiagnostics 348
78] (Description) 348
54 348
i 348

a—YE R 349

userconfig 349
i8] (Description) 349
071k 349
Bl B Lna—H— T h T FOfER 349
Bl : RADIUS ¥ — " —ZAMEEREICE >~ 77 v 7 350
Bl FEE D2 —Y— m— Ikt 5 “ERBIEDO A ML 351
Bl - SAML FEFEDO A 2L 353

passphrase ¥ 7213 passwd 354
#H (Description) 354
fEAJ71% 354
{31 355

last 355
7B (Description) 355
i fH 715 355

151 355
who 356

i8] (Description) 356
it fH 71k 356
f4 356
whoami 356
WA (Description) 356
715 356
i 356
FAHEF A=V T — T = A OB 351
loadlicense 357
A (Description) 357
514 351
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i 351

showlicense 357
7B (Description) 357
715 358
Ny T 358
{5 358

(LIETTH 358

geolocationupdate 358
#H] (Description) 358
17715 358
{7 359

geolocationstatus 359
7B (Description) 359
715 359
i 359

Cisco Cloud Service N — % /L DFETE & i 7LD E 359

cloudserviceconfig 359
B (Description) 360
7715 360
B : B A—/— K~ 7 = A T Cisco Cloud Services DA%t 361
B . EA A —/LF— K7 = A TD Cisco Cloud Services DL 361
5 : Cisco Cloud Services 7R —H /L ~DFEF A —/)L 57— b7 = A DEEE 362
i : Cisco Cloud Services IN—Z )L ~DE A A —/)L7— b T = A O HBEPRER 362
5] : Cisco Cloud Services IN— % LI G DE | A —/V 57— N7 = A OBEAEE 363

5] : B+ A—/LA— b7 = A % Cisco Cloud Services " — & /L2 #5345 Cisco Secure
Cloud Server M EEIR 363

Bl . WA A —/V— 7 = A TO Cisco SecureX Threat Response DA %Nl 364
B : A A—/L— K7 = A TD Cisco SecureX Threat Response D HELH{L, 365
B . EFA—INT— T =4 TDCSNDAZME 365
f . B A=V — K~ = A TDCSNDEZL 366

f§il . Cisco Talos Intelligence Services 78— % /L'7)> 5 @ Cisco Cloud Services REFE & F— D
Zra—FR 361
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WA A—/L 77— 7 = A T Safe Print i /& Z %% 367
safeprint 367
7B (Description) 367
715 368
% 368
Talos Cloud Services ~DFEF A —/L 7 — T = A OFEfE 369
talosupdate 369
7B (Description) 369
715 369
% 369

talosstatus 369
78] (Description) 369
715 369
il 369
T A—/L— K = A L Cisco Advanced Phishing Protection O#t 4 370
eaasconfig 370
7B  (Description) 370
715 310
Bl . A AT — P = A DX 310
caasupdate 371
FiH (Description) 37
A7 3n
5l 3n
eaasstatus 371
78] (Description) 372
Tk 312
Bl 312
A=V NONRAT — NCRESNTIRMN 7 7 A NVDAF Y 312
protectedattachmentconfig 372
B (Description) 373
71k 313
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Bl : BAEFA v E—VHNONRRAT — RTHRESINTZIRMN 7 7 A NVDRAX Y o OFEME
373

B : NAY — R TR#ES NI 7 7 A NV EFAL O D —F—ERD/SAT L—AD
TERk 374
Bl 0 2= P =ERONRAT L= ZXOEEIRLOGI 2 376
Bl . =P —EFDRRAT L—XDfRE 318
Bl : =P —EFDNAT L—XDHIFR 379
AsyncOS API [f]iF DFEF A —/L7— 7 = A TO OpenID Connect 1.0 DEXE 381
oidcconfig 381
784  (Description) 381
75 381
%l : AsyncOS API F® OpenID Connect D% E 381
Bl . A A—/7— K = A TD OpenlD Connect % E DHIBE 382
WA=/ — U A L Cisco Secure Awareness 7 7 7 R —E ADHi4 383
csaconfig 383
#H] (Description) 383
515 383
Bl . EA A —/L5F— k7 = A TO Cisco Secure Awareness 7 7 7 ¥ —E 2D a2 384
Bl: V=R 27Uy h—U R NOFEMOIT 384
Bl VE—hr7 Uy H—URXNOHEH 385
csastatus 385
i8] (Description) 385
715 385
5] : Cisco Secure Awareness D 2 > R—R 2 NDOBED/N—T 5 DFKR 385
csaupdate 385
#H (Description) 386
fEHIJ715 386
il : Cisco Secure Awareness ) 2 > 7R—F > SO FHEH 386
T ANy 2R NOVERK 386
filehashlistconfig 386
7 (Description) 387
515 381
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Bl ANy 2 U A NOVERE 387

Async0S 14.0 for Cisco Secure Email Gateway CLI ' 77 LV 2 H4 K (—iEA) [}



| EES

[l AsyncO0S 14.0 for Cisco Secure Email Gateway CLI ') 77 LY X 4 K (—fREA)



F CHIZ

IO T ADOFIEL, Xy NU—% 0 T BIOET A —/VOEBEICET R AR, &
BB E R VAT MEHERTICEH I THET,

ZOFL, IROBTHERINTWET,
IOV =TIV ERBHTELIRHENC (xxxvil ~2—3)

Eﬂ)ﬁ'zﬂﬁ#@i‘% YR (xxxvii RX—)
e EH Y V— R (xxxviii X—7)

CDIYX T I EBHEMAIZIEHHEIIC
Y

() FTTRRBEBFANTF—bU=A%Fy NT—TIZEBELDOLEAIL, B ANV~ U oA
@?71»%E7vaﬁ\*ybU—ﬁL@@@E?va&mDLfm@w:&%%
LET, THHARCERR— MZEID Y TONZIP 7 R AIE, 192.168.42.42 TF, &
A—NTF—= KTz A~DIPT RLUAED B TOFEMIONTIE, BEVDOY Y —AD2—F—
HARD T2y 87y 7BLUORE] OFESHLTIIEIN,

EM il B D 2R &L %

ROFTIE, HIBIFREORLIEZRLTHNET,

ERFLIES =AU S 1
AaBbCcl123 av R, 7740, BIW

Please choose an IP interface for thisg|

T4 L7 NI OLHET, B
FREINA2 B2 —HDH |Listener.

e sethostname =~ NiX, BF A —
NF— T = OL4RTERELET,
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Froiz |

ERFILES B 51
AaBbCcl123 a—— A7 (HEiE ko=
R . mail3.example.com> commit
Ba—X tﬂﬁkﬁttéhé% Please enter some comments describing
) . your
changes:

[1> Changed the system hostname

AaBbCc123 ~=aT7NVDHX A hv, #HL| [QuickStart Guide] #&M L T 72 &
VIR, T B |,

N = S AR ==y
;’k;);igf;?%;ﬁﬁ éi B A — Y= A1, Bl
RO RIPCIRI IR S B4 FEEET DDA v H—T =1 A

SETLN
LERGT) o FRICRINTZX 208 RH Y £,

Before you begin, please reset your
passphrase to a

new value.

0ld passphrase: ironport

New passphrase: your new passphrase

Loz 7L—X
your_new_passphrase A7 L £97,

BEE!) Y —X

B
Cisco Secure Email Gateway DO BIEEEHT, kD URL 2B AFTE ET,

https://www.cisco.com/c/ja_jp/support/security/email-security-appliance/series.html

FTLyYA=R
VA aryrryY vXa )7 A ]EICETAERICONTOT Ly Y R—=RZT 7 BAT S
WZiE, LT 2SR LT a0,

http://www.cisco.com/web/ironport/knowledgebase.html

YA MZT 7 & A9 5121 Cisco.com D —H— ID NN 9, Cisco.com DL —HF—1ID %
BRELTRWEAIX, [Cisco7 vy hOXER 22 LT EE0,

YRaYR—b+baza=F4

VAaHR—b aIa=T i, VAIOBEK, S—FF— BIOREBEMTOF T
A TH—F LT, a7y X2 7 01T BARMES, FFED T A il
BT D HEMFERICOWTEE LAY BE IR LET, 207 4—F AP v 7 28 BLTHE
ML), hoa—F—LiFREzEFG LY TEET,

WD URL 5, CiscoSecure Email Gateway DV A AW R — R A 2 =T A |IZT 7 BALET,

[l AsyncO0S 14.0 for Cisco Secure Email Gateway CLI ') 77 LY X 4 K (—fREA)


http://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/about/corporate-strategy-office/acquisitions/ironport.html

| ELoic

Feoiz

https://supportforums.cisco.com/community/netpro/security/email

ARRAI—HR—+

PAR—= 22T 50, ROFEZHEHLTIEIN,

KE : Call 1 (408) 526-7209 % 721 Toll-free 1 (800) 553-2447

KIESF ¢ https://www.cisco.com/c/ja_jp/support/web/tsd-cisco-worldwide-contacts.html

P — MY A b : https://www.cisco.com/c/ja_jp/products/index.html

Ut I —%i3thov 774 Yo R— FEALZLE. "B T 2R — MZonT
X, BEEZOVET—H LI T T4 YICBBWAEDELIZE N,

YAATHIY FDEE

Cisco.com DEED Y YV —ANT 7B AT HITIL, Y AIDT AT MRLETT,

Cisco.com O — —ID Z B H THRUWEE X, https:/tools.cisco.com/RPF/register/register.do%20
TRETEET,

YX-_aTFNETE 71— KNy

T =N w=ma T F—AE, BRI a2 T AOUGEIZEOTWET, a A FRBIOD
BEZBFEHLLTVWET, FOUTFTOBEBFA—NETBHOLELTEI N,

contentsecuritydocs@cisco.com

A= DOMLITIC, ZO=aT VDX A MLEF A ML _X=DICH I N TV A RITH
 ZRALTEEN,
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Feoic |
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5 2

CLOAvy Y VI7LUR AR

ZOFEF, WO THMEINTHET,

WOREFHTDHE, BHEIOCLIZ~> &2 RO, £ OfiH 723187 & C-Series 35 & UNM-Series
DK T T N7+ —LTERITAENE I D EMRTEET,

*CLI 2~ K (fEENRERED)  (1~—=)
*CLL 2~ R (EEPBERLD) (8 —)

CLlav > F (FEEMNATELLD)

cLa< >k B ETAEERE TSy b T+ —L
ampstatus (39 ~— | SESFERT 7 AL LE 2T — g |C-Series
V) BIOSoaryR—3r ko= g
VEFRRLET,
antispamstatus (40 Anti-Spam A7 —Z A&ZRKRLET, C-Series
PR
antispamupdate (41 | AXLEZEEZFETEH L ET, C-Series
)

antivirusstatus (51 Anti-Virus 27— & A% #Fx LET, C-Series
)

antivirusupdate (52 | VANV AEFTE FEITERH L ET, C-Series
)

archivemessage (174 | ¥ =2 —WNDHEWA v —T %7 —7J 1 |C-Series
/\O‘—‘y) 7“1/1@"0

bouncerecipients (179 | F =—MnH A vE—T % /N7 X LE |C-Series, M-Series
=) 7
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B cua<or @ErFEnto)

Loy YI7LVRACF |

CLla<w >k

Bl

talosupdate (369 ~—
V)

T_RTOTalos TV OEFEAER L
iﬁ—o

EITAREG T Iy b T4+ — L4
C-

Series

talosstatus (369 ~X—

)

Talos Intelligence Services & ¥ = — /LD
BEDON—Ta v ERRLET,

C-Series

clearchanges ¥ 7213
clear (53 X—7)

EHEE27 VT LET,

C-Series, M-Series

commit (52 ~X— EEEMELET, C-Series, M-Series
V)
commitdetail (53 1% OMEEIZBIT % g 2 #¢1: L | C-Series
~N—=) 7,
contentscannerstatus AT AF v N— g iEH A | C-Series
(163 ~—2) FRLET,
contentscannerudpate | =7 Y X ¥ ¥ F TV O FFHE | C-Series
(163 ~—27) FaemRLET,
date (110 X—7°) |BIFEOHRFEZRRILET C-Series, M-Series
daneverify (111 ~<X— |}§E &7z K A A > @D DANE 234 48— | C-Series
V) FENTWENE I DEMERLET,
deleterecipients (181 |F o —MnH A vE—TU%HIBRL £9, |C-Series, M-Series
)
delivernow (183 X— | X v —T DA/ ¥ 2 — /L% BIEEAE | C-Series, M-Series
) HICEFELET,
diagnostic (111 X— |RAID 7 1 A7, v kU —72 ¥ v |C-Series, M-Series
V) o, BELOSMTP #fi4F =7 L
T4, *Yy hIV—2 Xy v a2k
TLET,
dig (89 ~<—) DNS #—— FE Tl a— K&y | C-Series
Ty LET
displayalerts (275 W A—NT— T A NHiEE S 4 | C-Series, M-Series
R—=) TR EOnHOT 77— heFr LET
dlpstatus (68 ~X— |DLP =2 ¥ D/N\— =3 EH C-Series
V)
dlpupdate (68 ~<— |[DLP = YU A HH L FT, C-Series
V)
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CLlav >k (EEASTELLOD)

CLLlavw > F Bl RITAREE TSy b4+ — L4
dnsflush (95 ~=— DNS ¥ v aMhbd _XTOhx bV |C-Series. M-Series
V) A7 U7 LET,
dnslisttest (97 ~*— |DNS _X—2 DY Z k +—t 2D DNS |C-Series
) N DT T T ANLET,
dnsstatus (97 ~— |DNS #FHEHRE TR L E T, C-Series. M-Series
V)
domainrepconfig (69 | K A A 4L U 2 R DVERL C-Series
o)
ecstatus (118 ~— |FERAEZEUGT 2 DI 3 5 %8k~ | C-Series
) FTAT U IONR—=V g CEHERLET
ecupdate (118 ~— |FEMAEZ BG4 2 DI 4 2 54k | C-Series
V) FAT U NEREHLET
encryptionstatus (122 |PXE =2 P & KA A > < v/ |C-Series
=) TrANDNR—D g U EFRLET,
encryptionupdate (122 |PXE => UV OFH 2 ER L T, C-Series
)
T A=V — T = A L TA x—7 |C-Series

enginestatus (123 ~X—
V)

W7 TNBTRTOZ LTV DA
T—X2 A& CPUMHREZRRLET,

featurekey (124 ~X—

V)

VAT AEREF—EEH L ET,

C-Series, M-Series

findevent (275 ~X— (A —/b 1 77 A4 )LDA X NEMRF | C-Series, M-Series

V) LET

geolocationupdate HIFRA B HR Y 2 N2 FECTHEHF L F | C-Series
(358 ~—) 3,

geolocationstatus (359 | HHER EAEH U A h DHAED/I— g | C-Series

~—=) UBERINET,

howtoupdate (98 How-To = > AR —3 > k% F#E) THH L | C-Series

=) E3cn

howtostatus (99 ~2— |How-To =1 > 7/R—% > h DHFED N— | C-Series

V) VarnRRINET

graymailstatus (43 |BETED 7 L A A — )L )L— )L DFEM A 5 | C-Series

A=) ALET
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Loy YI7LVRACF |

CLla<w >k

Bl

graymailupdate (44
)

FECT LA A= L— L EFHLE
j—

EITAREG T Iy b T4+ — L4
C-

Series

grep 277 <X—2) (v Ty ANVNDOT F A M& R LE | C-Series, M-Series
7,

healthcheck (126 ~— | B F A —/L 7 — M7 = A OWREEZ HEZR | C-Series

V) LET,

help £721T h £721% |~ 7 C-Series, M-Series

? (54 X—Y)

hostrate (192 ~X— BWEDKRANDT 77 4 BT 4 %F= |C-Series, M-Series

V) H—1LFET,

hoststatus (193 X— [FEDHRA LD AT —H X% HfS L |C-Series. M-Series

‘:/\\) \iﬁqo

last (355 ~2—3) VAT MR v 7 A v Lz —Y% — | C-Series, M-Series
ERRLET,

ldapflush (168 ~<— | F ¥ v 2 ST 5 LDAP OffH % | C-Series

f)) 7 5 b4 \-‘/:L Li—a‘o

ldaptest (168 ~X— |1 20D LDAP 7 = — 5 & k& %47 L |C-Series

) 7,

loadlicense (357 ~X—
V)

BAEE A —VT—h U=t T
AZn—RLET

TATORAET A —/L 7 —
S

mailconfig (57 ~X— |BIfEOHELZTE 1 A —/L 7 KL ATk | C-Series, M-Series
V) BLET,

marstatus (299 ~— |MAR 22> R—3 > F OBIED/— g | C-Series

) vERRFLET,

marupdate (299 ~3— |MAR 22 > 7R —% > | & F# THH L £ | C-Series

V) 7

nslookup (208 ~~—
V)

Fo— AP — =S b E T,

C-Series, M-Series

netstat (209 ~X—73)

X b =T B, V=T 4 T T —
T, By NU—F A H—
7 oA AREHEREZFR L E T,

C-Series, M-Series

outbreakflush (230
)

Frovia SN TWAREL—LE Y
U7 LET,

C-Series
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CLlav >k (EEASTELLOD)

CLla< > K &R ETAEEGE TSV b T+ —L

outbreakstatus (230 |HAEDT 7 KT LA 7 L— L% Fox L | C-Series

~—=) S

outbreakupdate (231 | 7 A L AJEGL T ¢ L& L— L% HH L | C-Series

~N—=) 7.

oldmessage (195 3—|F 2—HNDEWNWA vtE—T DU A k% |C-Series

V) ZrLET,

packetcapture (210 | b U— 2 &M TEZ(E &7z v | C-Series, M-Series

=) Mz L TRRLET,

passphrase % 72 1< INATV—REEETDH C-Series, M-Series

passwd (354 ~<—2)

ping (211 ~<—¥) |y hU—2 KA MIkFL T ping %5 | C-Series, M-Series
1ITLET,

ping6 (212 ~—%) |IPV6 ZfEM T 5y U —2 AR A MI |C-Series, M-Series
ping ZF(TLET

quit £7213 q F720T [T LET, C-Series, M-Series

exit (55 —)

rate (195 ~=X—7) A=Y DANV—T v hEFE=H— |C-Series, M-Series
LET,

reboot (130 X—7) |V AT AEZFHE#HT D C-Series, M-Series

redirectrecipients (196 |9 _XTD A v t—T&B[D Y L— 7k A | C-Series

=) MZUZA VT FLET,

removemessage (197 | T WREMED A v —V % % 2 —/n 5 | C-Series

~N—) HIBR L £9,

repengstatus (130 LEaT7—vay m YO/ — 3 |C-Series, M-Series

A=) EMAEZERLET

resetconfig (57 ~— | TEHIHARED T 7 4 /L FEREICHE L E | C-Series, M-Series

) R

resetcounters (197 | AT ANOTXTOA 7 ¥ % U-& | C-Series, M-Series

=) FLET,

resume (131 X—2) |G ERUEL AL £, C-Series, M-Series

resumedel (131 ~— |BUEZFBA L £, C-Series, M-Series

V)
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Loy YI7LVRACF |

CLla<w > K SR AR RITAREE TSy O+ —L4
resumelistener (132 |Z{EZHHELEI, C-Series. M-Series
)

revert (132 _—7)

DRIV YV —RCRE LET

C-Series, M-Series

rollovernow (285 ~<—
V)

vl 7y A NEr—)L A —n"—LZF
j‘o

C-Series, M-Series

saveconfig (58 ~X— |REET 4 AZIWHRIFELET, C-Series, M-Series
V)

sdrupdate (297 ~— |SDR =2 >/ R—F > % FHyTHH L £ | C-Series

) kA

sdrdiagnostics (298 [CiscoE A—/L ¥ =2 U T 1 7 — k7 = | C-Series

=) A 73 SDR H— B R IZHHE STV D 7

EOEMERLET

settime (137 ~2—3)

VAT Ay EFEHTRELE
7,

C-Series, M-Series

showmessage (198
PR

Fa—HNOHWREEDOA vy E—T%
FRLET,

C-Series

showconfig (59 ~X— | T X TCOHREMEFR R L E T, C-Series, M-Series
V)
showlicense (357 RBBFA—NTF— T 2ADFTAE | TRTOREEFA—/LT—
=) YAERERRLET ko= A
show license (305 |A~— K A4 B ADAT—HF A & A |C-Series, M-Series
R—=) T A AOMELELRRLET,
showrecipients (199 | ¥ =2 —HND A vt —T % %[F8# K A b |C-Series
~N—) Bl ¥ 72 1% Envelope From 7 K L A B2

RT D0, TRTDOA v E—VERR

LET,
shutdown (138 ~X— |V AT A%y v NZ 7 L THEJ%A |C-Series, M-Series
V) v ET,
slblconfig (46 ~X— |&—7 VU A N7 r w27 U A FORESM |C-Series
V) ERELET
status (143 ~3—73”) | System status C-Series, M-Series
supportrequest (144 | Cisco TAC IZ A v E—T %55 L £J | C-Series, M-Series
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CLlav >k (EEASTELLOD)

CLla<w > K &R ETARELR TSy b7+ —L4
supportrequeststatus | 97K — FFERDF—T— RD/3— g | C-Series. M-Series
(146 ~—2) ViEHAE RIS LET
supportrequestupdate | 7R — R EROF— T — FOFEIFH | C-Series, M-Series
(147 ~—2) AERLET

suspend (147 ~— | ZfFELEREZ WL E T, C-Series, M-Series

V)

suspenddel (148 ~— | FlfE % F1lr L £ 7, C-Series, M-Series

V)

suspendlistener (148 |=ZfF &4 HWrL £, C-Series, M-Series

)

systemsetup (341 ~X— | A D T AT L% E, C-Series

V)

tail (288 ~X—) 17 7 57 A IV ORH G & EEEAIICE | C-Series, M-Series
RLET

techsupport (150 ~X— | Cisco TAC 233 AT A2 T 7 B A T& % | C-Series, M-Series

V) EolcLET

telnet (225 <—) | UE— b AR MIERLET, C-Series, M-Series

threatfeedstatus (64 |ETF = ¥ OBIED R— g & # | C-Series

~—=) ALET

threatfeedupdate (65 |ETF = VU 2 FECTHEHF L ET C-Series

o)

tlsverify (150 ~~— | UE— |k &8 2 MIxtd 5 %1 TLS #2455 | C-Series

V) ZHESL L, TLS #5fi o Z 7Ny 7
LET,

tophosts (201 ~— | F a2 —DH A ADNEIZ EALDOARA % |C-Series. M-Series

V) FrLET,

topin (202 <X—37) | HEHERHROEDNAIZ EALOAR A b %K | C-Series, M-Series
RLET,

trace (151 X—3) |V AT LZEIWT H A vE— D71 —|C-Series, M-Series
ZBH L E7,

traceroute (226 ~X— | UE— K R A h~DF v kU —2 jL—|C-Series, M-Series

V) NeRRLET,
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CLUoAyo YIFLURAAFE |

CLla<w >k

5iBA

=111}

traceroute6 (227 ~X—
V)

IPV6 245 ) F— kK IRA h~D
Fy NT—2 — FEFRLET,

EITAREG T Iy b T4+ — L4
C-

Series, M-Series

trailblazerconfig (228
)

WA =T — T = A DHFF LV Web
A B —T = A ATHTTP & HTTPS ®
A— M &I LT 58 & e HH
N—T 4T LET,

C-Series, M-Series

tzupdate (153 X— | XA LY = L— N ZHHFLET, C-Series, M-Series
V)
updatenow (160 ~— | T _XTHOALR—F 2 b ZEHF L ET, |C-Series, M-Series
V)
upgrade (162 X— | T v 7L —R&A A h—)L L%, |C-Series, M-Series
V)
version (161 %—7) | VAT ADON—V 3 UE# A Fr LE | C-Series, M-Series

S

wipedata (161 X— |T 4 A7 DaT 77 A /N&iHEL, i |C-Series, M-Series
) DT TEIED AT — 2 A%
ABLET
websecuritydiagnostics |URL 7 4 /L% U o 7 OZ Wikt & % | C-Series. M-Series
(348 ~<—3) FoRLUES
who (356 ~—<°) 07 A HO—PF—DY A EFER |C-Series, M-Series
Li‘g‘@
whoami (356 X— |HEOZ2—Y—ID Z#FE L ET, C-Series. M-Series
)

workqueue (203 ~X—
)

E¥EX o2 —D—RHZEIL AT — X A %3
RBLOAELET,

C-Series

CLila< >k (BEEMNADELGZLHLD)

CLia<w >R A ETAREA TSy b T+ —L4
addressconfig (99 | AT L THERNT D A —/L D From: 7 I | C-Series, M-Series
~N—=2) VAZRELET,

addresslistconfig (170
)

T RLAURPERELET,

C-Series
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CLlav >k (EENSBELZLOD)

CLla< > K A ETAEEGE TSy b T+ —L
adminaccessconfig Fy NU—2 77t &x J &R k&) —|C-Series

(100 ~—2) nIA U ERELET,
aggregatorconfig (345 | AT 7'V F—& H—,—p 7 K | C-Series

)

VAGRRELET

alertconfig (272 ~~—
V)

BT AN T IT—hERELET,

C-Series, M-Series

aliasconfig (171 ~\—
)

BFA—IN AT AR ELET,

C-Series

altsrchost (175 ~3— | Virtual Gateway™ D~ v £° 7 %3¢ & L | C-Series
V) ESch
ampconfig (28 ~— |HER~ LT 2T RKREREL T C-Series, M-Series
) (774 LEaT—varBLOYy
#r)
antispamconfig (39 |Anti-Spam 7RV v — % E L 7, C-Series
)
antivirusconfig (48 | Anti-Virus AR > —Z R E L 7, C-Series
)
bounceconfig (176 | /X7 ADEMEZRE L ET, C-Series, M-Series
o)
bvconfig (180 ~— | REA—NDOXF—REMEFRE L, H5) | C-Series
) RNy ZADIE T ERE LET,
callaheadconfig (307 [SMTP =—/L 7~ R 7’17 7 A /L% |C-Series, M-Series
) BN, fRE. EIFHBRLET
certconfig (106 ~— | ¥ = U7 ¢ OFERFE L F— %5 E L £ | C-Series, M-Series
) R
cloudserviceconfig Cisco Cloud Services 78— # /L DX E & fifi | C-Series, M-Series
(359 ~—2) A iEERE LET,
clusterconfig (66 7T AZBEDOHRTEFEITLET, C-Series
~e )
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CLUoAyo YIFLURAAFE |

)

CLla<w > F ZHEA ETARER TSy b T4+ — L4
csaconfig (383 ~— e EFA—NHF— A TCisco |C-Series
V) Secure Awareness 77 7 R—E &
EHIMCLET,
s V= T U v h—U R NOFEME
ERLET,
V=R IV h—U R NEFEHL
i ﬁqo
csastatus (385 ~3— | Cisco Secure Awareness D =1 . 7R — 1 | C-Series
V) FOBIEDONR—=V g v EFRLET,
csaupdate (385 ~¥— | Cisco Secure Awareness > = > 7R — % > | C-Series
V) M FETERHLES,
deliveryconfig (183 | A—/LEUMEEHEL £7, C-Series
)
destconfig (184 ~— |[iXf§Jc= > b @ —/L (Destination C-Series

Controls) | 7 —7 VDA a &%
ELET,

dictionaryconfig (232
)

ATy T4 vaF ) ERELE
‘a_O

C-Series, M-Series

diskquotaconfig (116

TAA ORBERELET

C-Series, M-Series

)
dmarcconfig (83 DMARC OFREMEZZRELET C-Series
)
dnsconfig (91 X— |IDNSDO&v b T v 7 EZFELET, C-Series
V)
dnshostprefs (95 IPv4/IPv6 DNS % 5% 7E L £ 9 C-Series, M-Series
)
dnslistconfig (96 DNS U 2 k #—E 2D P R— | 2% & | C-Series
R—=) LET,
domainkeysconfig DomainKeys DR — k&% E L £§, |C-Series
(72 =)
ecconfig (117 ~X— |FEREZEUST D DI T 5448k 7 | C-Series, M-Series
V) AT MERELET
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CLlav >k (EENSBELZLOD)

CLla<w > K EHBA ETHEELR TSy b7+ —L4
encryptionconfig (119 | &1 A — /N BLARRE L 7, C-Series
)
ctherconfig (204 ~—| A —H Ry FOREMEZHE L £7, |C-Series, M-Series
V)
exceptionconfig (235| KA A ST —T V&g E L9, |C-Series
)
featurekeyconfig (125 | #EBEXF—Z2 BEIICF = v 7 L, ®H L | C-Series, M-Series
=) £,
filters (236 X—) | A v &—VWEA T v a AR E LE | C-Series
7
filehashlistconfig (386 e R— FENTWVWAB T 7 ALy | C-Series
=) va A7 (MD5 £
SHA-256) DWFLIND 7 7 A )L
/\‘y‘.\/:L U A F%f/ﬁﬁibi—é‘o
HEEDT 7 ANy T2 l—ET D
W7 7 AN TG IIEA =PI
KLTT 7 varwzF 755912
AT U T ANE EFET DD
D77 ANy T2 ) A NEERL
£7
« SN « — K (ETF) #8EOH)
SUANELTHERTLZ 7 A1
Ny a A MEERLET,
generalconfig (125 |77 UVERER EDO—RA725% E %17\ | C-Series, M-Series
A=) E3cn
healthconfig (127 |EBFA—/V7— KV A DI F I FE/RIE |C-Series, M-Series
=) NI A—H DL WVEEZHELET
imageanalysisconfig | TronPort f A — U/ HT D% EE % 7% & L | C-Series, M-Series
(194 ~—72) *
imsandgraymailconfig | Cisco Intelligent Multi-Scan (IMS) . 2 |C-Series., M-Series
(41 =) LA A=/ 36 ROV 70 B i
O)gﬁﬁiﬂo
incomingrelayconfig |EEV L —ZHELE1, C-Series
(44 ~—)
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CLUoAyo YIFLURAAFE |

(129 ~=—73)

BA A — VAT —H AR—H )L DXk
ID % ELET,

CLa<>F BLL] EITAREG T Iy T4+ — L4
interfaceconfig (206 | A —H# x> MNP 7 RL A& ELE | C-Series, M-Series
~—=) R
Idapconfig (164 ~<— | LDAP ¥ — —ZE L £, C-Series
V)
license_smart (300 | A~— K V7 T T4 AMEEE | C-Series. M-Series
~—=) DFRTE
listenerconfig (308 | A—/L U R F—%FRELET, C-Series
)
loadconfig (55 X— |RE7 7 A/ VERrR—RNLET, C-Series, M-Series
)
localeconfig (339 | ZSREMIEOBREMEHTE L E T, C-Series
)
logconfig (279 X— |0/ 77 A N~DT 7V AZHELE |C-Series, M-Series
) D
ntpconfig (128 ~X— |NTP # A & H—"—%FELET, C-Series, M-Series
V)
oidcconfig (381 ~3— | AsyncOS API D& - A — /L7 — k7 = A | C-Series, M-Series
V) C OpenlD Connect 3% E L £ 7,
WA —LT— b ‘7 :c/l’ “C OpenID
Connect #AEREZHIBR L £7,
outbreakconfig (229 |7 4 VA ZHRELE T, C-Series
D)
policyconfig (238 |ZAEHEHNL F 721X EEH—ADAKRY | C-Series
=) V—mRELET,
portalregistrationconfig | &5 - X — /L% — h 7 = A |Z Cisco Talos | C-Series
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CLlav >k (EENSBELZLOD)

CLla<w>FK SiER ETEEEL TSy b I+ — LA
protectedattachmentconfig | F§ 355 A » & — PP D/ 2 U — R Cff:7# | C-Series
(372 =) ENFETN T 7 ANLDAX v DAER)

{t,

=P —EFDONNAT L—REER L
T, BEAYE—VFFIIREA vE—
CNDIIRAY — R TCIREINTZIRMT 7 7
A NEHEET,

Z—PF—EFD AT L— XOBSNENT
DEIY B,
A—HF—EED AT L— A HRE L E
R

D EFEONRRAT L— REHIR L E
‘a_O

2P ERDONAT L= AR FR LE
TO

quarantineconfig (263 | v A7 LA D[REEZ R T L £77, C-Series
~e )
reportingconfig (289 | LAR—F 4 VO EM AT E L E T, |C-Series, M-Series
)
rollbackconfig (54 | ARMIZHERE SAV7ZEXED 1 DI —/b | C-Series, M-Series
=) Ny 7 LET
routeconfig (213 X—|IP /L —TF 4 7 T—T7 )V &GE LE | C-Series, M-Series
V) D
safeprint (367 ~<— |#& 7 A —/L%"— U = A T Safe Print ® | C-Series, M-Series
V) BRE 2R L £,
samlconfig (133 X— | —E R 7 A XEBILOT A7 7 1 | C-Series, M-Series
) T4 TR, T OREEET SAML 7
7y ANERELET

scanconfig (265 ~— |{RfT 7 7 A VDA X% o KR Y v —%7% | C-Series
) ELET,
sdrconfig (294 ~X— |FE+F A —/L 47— 7 = A T SDR 7 /b | C-Series
) 2V T EEIME L TRELET,
sdradvancedconfig ET A —N7— Y =A% SDR #—t | C-Series

(296 ~—72) AT DG EIREM/ N T A — 2 &k

ELET,
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Loy YI7LVRACF |

Re)

YEAMMELTRELE T

CLla< > K EHBA ETAEEGE TSV b T+ —L
servicelogsconfig BFA—NT— T = A DY —t 2z 1 s | C-Series
(292 ~—2) EAMEE T LT,

setgateway (215 X— |7 74/ F F— DU = A (b—%#) % |C-Series. M-Series
V) HELET,
sethostname (216 |~ v DARIZRE L £, C-Series, M-Series
)
settz (137 X—2) | m—A N XA LV —2EFELET, |C-Series. M-Series
sievechar (169 ~X— |RFC 3598 |ZHE & T 5 Sieve & C-Series
) A=V T4 NBE Y T DL FEREL

£
smartaccountinfo (306 | Cisco Smart Software Manager 78— % /L C | C-Series, M-Series
~—) B LT A~ — T D b OFEOR

R
smimeconfig (70 S/MIME DFEREZ 7% E L £ C-Series, M-Series
)
smtpauthconfig (340 |[SMTPAuto 7' 12 7 7 A V7% L £ 4, |C-Series
)
smtproutes (217 ~— | K#EHI72 KA A VHREZ R E LE T, | C-Series, M-Series
V)
snmpconfig (286 ~X— | SNMP D% E C-Series, M-Series
V)
sshconfig (140 ~X— |SSH ¥ —%2 &% T L 7, C-Series, M-Series
V)
sslconfig (218 ~— |SSL O EMAERE L ET, C-Series, M-Series
V)
stripheaders (268 HIER T2 A vb— ~v & —%7E L | C-Series
~—=) £
tepservices (149 ~X— | 7’2 A2 K-> THIMNIL TS 7 7 A /L | C-Series, M-Series
) BT o ERER T LET
textconfig (269 X— |7 F A K UV —REFHELET, C-Series
V)
threatfeedconfig (60 | A —/L % — k7 = A TETF = |C-Series
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CLlav >k (EENSBELZLOD)

CLla<w > K EHBA ETHEELR TSy b7+ —L4

trackingconfig (153 | hT7 v ¥ 7 VAT LZFRELET | C-Series, M-Series

)

unsubscribe (202 7 —VEEREIEY A R EEH LE | C-Series, M-Series

~N—=) R

updateconfig (154 | AT LAEHH/NNT A—Z Zi%kE L$9, |C-Series

)

urllistconfig (345 472 URL OFF Y A F&FRELE | C-Series. M-Series

=) 7

userconfig (349 ~X— | 2 —H— T H vk LA OFEFE Y — | C-Series, M-Series

) A~DEREER L ET,

websecurityadvancedconfig | URL 7 4 /L # U > 7 DFERIER E & 7% i | C-Series. M-Series
(346 ~<—72) LET

websecurityconfig  |URL 7 4 L% U > 7D a0 —/NLE%E | C-Series, M-Series
=) |emELET
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VAN

>,

=9=
=% =R

IR A A2 —T 4 ADPE

ZOFEF, WO THMEINTHET,

e RIA L A H—T A A (CLI) ~DOT 7EA (17 3—)
e AU RIA U A UE—T oA ZADETE (18 X—)
cHHACLIa~r R (21 2—)

e NRNyF aw K (23 X—)

124203 —Tx4 X CLH) ~ODTF7IV 1R

av U RIA Y AU F—T oA AZIE, SSH £ 7213 Telnet DV — B AN A R—T JVIFETE S
NTWBIPA ¥ —T7 A ATSSH F721% Telnet B, F2iZ V7V AR —FTATI =
L—yary V7 =T EERLTT 7 vATEET, THEMEOT 7 4L h T, &H
W= MZSSH B LV Telnet NIRESNTVWET, TNHDOY—ERAEZT =TT DI
IZ. interfaceconfig =~ > RZ&EFEH L E7,

CLI~D7 72 AL, BT A—NTF—b T =A Dy N7 v FRHCER U2 E BB 7 U
LoTHRAY ET, THMAFEOT 74V F 2—FABIORRA T L—XZRITRLET, 4
WNE, admin 2—H% 7 AT FEFNCLICT 78 ATEE T, admin 7 H V> F&AH LT
CURIA A B =T A RHIET 7B A LD 2T, SESERFAL-ULOMD 2 —
PEBNCTEET VAT LAY Ny 7 74P — KT, admin 7 H YV FO/RAT L— X%
HIHEIICERSNET, admin TV FD/NAT L— XL, passphrase =~ 7 R &l
LT, [LEDOR R CEZERRET 2L TEET,

A=Yy M LTERT 25613, THHAROT 7 4L NPT KL AD 192.168.42.42
%ﬁmbf$Hﬁ//a/iti%mﬁawqy%%%bii SSH i, A— b 22 &M
THEICHEESNTWET, Telnet 1, A— b 23 AT L2 ICHFRESNTHET, T
MOL—FLZELENRAT L= ANLFET,

VTN AN LT T A5AIE. S—Y T a B a—F D) TV r— T LN
ENTWABER—MEHFEHL TRty a V2B LET, MOV TIE. By b
Ty TBIOKE] OFEESHL TSI, FitOax—H—4{ L 27 L —X% AN LE
7

TROZ—F—HBIORRAT L —=XE AL TEFA—NT— VoA a4 LET,
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B sesso7or0a—8L5270—%

TEHAEBEOTIAIIL N A—HFLZENRRXTL—X

e —H4, : admin
¢ /XA 7 L —X : ironport

RITH 2R L ET,

login: admin

passphrase: ironport

ARV ESA A3 =T 24 ADKREE

av Yk 7o

Z Z T, AsyncOS CLI DL —/L 3 L OFEFIEICOW TR L4,

WAVA
N Da<vr R 7o ML, BREMERA MICHEWTRARY () B AX—Z12
TR SN E T, WICHIZRLET,

mail3.example.com>|

BT A—NT— T oA PHREFREIMEE L FH L2 T AZO—8 L LTEREINLTY
%5, CLIOZ v 7 IRBAEDOT— RERTIHIICEFINTT, KIZHlZ2RLET,

(Cluster Americas) >

ER S

(Machine los angeles.example.com)
>

PR OWTIE, 22—V — HA RO THRERRIER | 28B L T80,

O NEFETTHE, CLIKE Y 2—F—DAARERENET, CLINZ—F—D AN %
AL CW DAL, a~r R7er 7 e LT Al ya () THENET 74V 8AS
EDOHICKRY ) LENFRENET, T 74V FOANERLRWEES, a~vr K Far
FRDOH y aNIFTZETT,

RITHI 2R L ET,

Please create a fully-qualified hostname for this Gateway]
(Ex: "mail3.example.com") :

[1>

mail3.example.com

[l AsyncO0S 14.0 for Cisco Secure Email Gateway CLI ') 77 LY X 4 K (—fREA)
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T 7 FIN NREND DY

Hix, avr R7aryF Rodly alNic
Wl ERLET,

Ethernet interface:
1. Data 1

2. Data 2

3. Management
[11>

F 7 F IV NERE
—é—O

Ethernet interface:
1. Data 1

2. Data 2

3. Management

[1]> (type Return)

T2 FDEX

avvroix [

RENFERINET,

WFEIRENDHEIT Return 234 L . T 740 MEEZ AT LT Z &

(2720 %

AUETITT 4T = RTIHEL TWADEA, CLIa~ Yy RESUTE—Da~ 2 R BRI

NET, ZAAR=ZRZEGET, 5T A=Z LD FEA

mail3.example.com> systemsetup

ERY R

o WITHIZRLET,

AN TELEBOBEREDR HL5E. A~y FIZkoTUIFZHEV A MEENLET, 71

VN CEIRTAEEEAN LET,
Il =R L ET,

Log level:
1. Error

2. Warning

3. Information|
4. Debug

5. Trace

[31>

Yes/No UV T 1) —

yes £72lEno DA T v a Lin DG, BRIET 740 ME (v aNFR) 21 THFRS
ET, YO N, Yes, 72T No TRETEET, RXFL/IXLFORFNIH Y H A,

Wizl R LET
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. HJav R

Do you want to enable FTP on this interface? [Y]>
n

HJav R

avw U Rk TiE, Y7 avr ReEHT25608H0 £3, 7 a3~ RiZid, NEW,
EDIT, B3 X O'DELETE 72 EOma R H Y £9°, EDIT 383X DELETE OREDLA. b
DA<y RN, VAT ALATTITICEESIN TS La—RDU X &R L E7,

I &R L ET,

mail3.example.com> interfaceconfig

Currently configured interfaces:

1. Management (192.168.42.42/24: mail3.example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>

YT avr RRNMPB AL v o<y FIZEDIZE, 2207 17 - CEnter £ 7= 1% Return 248 L
F9,

IRy—T
YT a<wr FRNTIHEH, WOTH Crl+C F—AR— K v a— by A LT, T <ickx EAL
DCLIWKRELZ ENTEET,
1=
R

CLIIZ., Ty arFIANTATRTCOa~y ROBREAREELET, BEH Lo~
RDOFATY A FE A7 B—LT 5120, F—R— FOItB IR ORAIF—%2MHT 50, Ctul+P
X — L CtrltN F—ZHLEbETHEA L ET,

mail3.example.com> (type the Up arrow key)

mail3.example.com> interfaceconfig (type the Up arrow key)

mail3.example.com> topin (type the Down arrow key)
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| 27vFSAv 408 -T2 M ROBE
v rowx |

aOv Y KO

Av Y RIA A E—T 2 A AL, avy ROMEEYFR— N LET, HDHa~r RO
LT AN LT Tab F—%f4 L, CLIICE>T—EDa~vr ROX MY v 7P fise S E
To AU FRERED 2~ 2 RICHET 556, CLIZZDOEy M I 6T TRV AR

F9, WITHIZRLET,

mail3.example.com> set (type the Tab key)

setgateway, sethostname, settime, sett:z

mail3.example.com> seth

(typing the Tab again completes the entry with sethostname)

CLI DERB LT 7 4 LM OH5EHERETIL, Enter £721%X Return 2 L Ca~ v RE2EEIT 5
WENRH Y £T,

Mo
i}
S
Rat
i

BIA—NVOBHEOMELY T D L, RECELETEET,
REERIL, ROWLHZAT O FTIIADNIRY FE A,

FIE

AT Tl a~vr K a7 FTcommit 2~ REFRITLET,
AT Y72 commit 2~ RIZHER ANBEZIETLET,
AT w73 CLI T commit ALFEOMEFRZZITHLY £9°,

RDBRY
EE SN TWVRWVEREICH T H2EFIIREHEINE T, commit 2~ RRFEITINDETIE
HRNZ20 FH A

\}

GE) —#poa<r R commit 2~ FEET LR THLAEMIRY £, BEAEANTT DI
EEITHOMNERDDLa~y ROMBEIZOWTIE, CLIZA v 27 V77 LA A4 K (1
R—=) EBRLTIEEN,

CLIty a1, VAT LDV v v MU FHilgd), EE, £/-idclear 2~ KD
FATIZED . MESNTWARWEFIZZ Y 7T ENE T,

SNECL TR

eI varTiE BEOHEERIZIZ VT, ~T~OT 78R, BEIRavwr R4 v
AEB—T A ADKTIMHEHAT D~y RIZOWTHIALET,
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REXEDHETE

B A—NT— T =K DREZEEORIFITIX, commit 2~ RWEETT, FEE
HDZ L, commit 2~v 2 REANTHETHMMIRY FHAL (BEENEZANTLH0
IZ commit 2~ REMEHTLILEN eV a~wr RSB £7) o commit 2+ 2 RiX,
commit 2~ RE72iT clear 2~ RBRFZICHITIN TORLITONTERELEICEHA SN E
To AR ML LTHRR2S LF M TEET, BENEIL. A L2207 LIRITHRE
ZUTWMDETIE, ESNTELDOLE L TRHROLNERA,

commit 2 <2 RDHED I AL MDD AINIEETT,

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Changed "psinet" IP Interface to a different IP address

Do you want to save the current configuration for rollback? [Y]>
n

Changes committed: Fri May 23 11:42:12 2014 GMT

N

CE) ZLTHEAZEFICHEET DI, Zfioav R 7o P MR TWARERLY £4, o<
YR IAUERED 1 SO L-UUVIBENT AR, 2207 a7 h T Return L F5,

RELENI T

clear 2~ Rid, commit F721% clear =~ > RINEHBIZEIT INZLIEIZER TR L TiThh
FEELZT XTI U T LET,

mail3.example.com> clear

Are you sure you want to clear all changes since the last commit? [Y]>
Y

Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>

ATV ERSAVAVA—DT AR Y 3 VDRT

quit 2> REETTHE CLIT UV r—rarhbul 7y bLET, HEINLTHZWN
REERILZ VT SNET, quit 2w FIFEF A —MEBEICITEELEEAL, 7T U M
ns/ 7y A MIEEEINET (exit DAL, quit DA ERTTT) |

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥

[l AsyncO0S 14.0 for Cisco Secure Email Gateway CLI ') 77 LY X 4 K (—fREA)



| 27vFSAv 408 -T2 M ROBE
v k51 1v8—T42cn~LT0R%E ||

ARV KRSAAVB—TTAATOANILTOBRE

helpa~> REFETTHE, FHAERTXRTOCLIa~ Yy RBRFREN, K2~ ROFH
R EBRCTEET, help 2~ RiZ, 2~ K 7Far 7 FThelp & AT 2h, BRI
() Z1O>ABDLTHEITTEET,

mail3.example.com> help|

N I >

INYTF AT R
AsyncOS 1INy F a<> FEXE R — KL TnD72H, O CLI 2~ R&EH LW -—
ITCLIEATHEITTCEET, ZoRREHEAT L E, X AT OFATITHER AN ZHIETE,
LT HBEX A7 ZfRICAILTE E T, Ny T a<w RTlX, SSHZ 747 b &l
HALTa~r FEYE—FTETTAILELTEET, ZHNIZEY, CLIZ<w2> RDORZ YT
FEfERR L., TNE —EIBEOBFA—NTF— T oA TEITTHZEBEHEICTEET,
TRTOa~vy RBAy FLRAETEOH Y FHANR, TRTONyF a~vr N, 3y F
o< RELTHEITTEET,
Ny Fa<wy RO, HATsa~r Rick-oTRAY E4, i+ 5a~r FoRLO
T HOWTIE, I~ R 2EH 27 2—=) O%Y4T5 CLIOFIZSR LT IFEN,

INYF a2 K4

ROPITIZ, FEH 7 /V—7DOREDLISTAERR SV E T, S HIZ, TOREDLISTAARY ¥ —
THROTTLED (2B A1) S, 2%{5%# [possible spammer.com| NEEH 7 — 71BN S U
i ﬁqo

ZOT Vv a vk CLI TEITT 454 ¢

example.com> listenerconfig

Currently configured listeners:

1. IncomingMail (on Management, 192.168.42.42/24) SMTP TCP Port 25 Public

2. OutgoingMail (on Data 2, 192.168.40.42/24) SMTP TCP Port 25 Private

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> IncomingMail

Choose the operation you want to perform:
- NAME - Change the name of the listener.
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- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> HOSTACCESS

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> NEW

1. New Sender Group
2. New Policy

11> 1
Enter a name for this sender group. (optional)

[1> REDLIST

Enter the hosts to add. CIDR addresses such as 10.1.1.0/24 are allowed.
IP address ranges such as 10.1.1.10-20 are allowed. IP subnets such as
10.2.3. are allowed.

Hostnames such as crm.example.com are allowed.

Partial hostnames such as .example.com are allowed.

Ranges of SenderBase Reputation scores such as SBRS[7.5:10.0] are
allowed.

SenderBase Network Owner IDs such as SBO:12345 are allowed.
Remote blocked list queries such as dnslist[query.blocked list.example] are
allowed.

Separate multiple hosts with commas
[1> possible spammer.com

Select a behavior for this entry.
1. Accept

2. Relay

3. Reject

4. TCP Refuse

5

6

. Continue
. Policy: ACCEPTED
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7. Policy: BLOCKED
8. Policy: THROTTLED
9. Policy: TRUSTED
[1]> 8

Enter a comment for this sender group.

(1>

There are currently 4 policies defined.
There are currently 6 sender groups.

RU7 27> ar%CLILNyF avwy RTETT LS

example.com> listenerconfig edit IncomingMail hostaccess new sendergroup
REDLIST possible spammer.com Policy: “THROTTLED”
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mail.example.com> ampconfig

File Reputation: Disabled

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

[1> setup

File Reputation: Disabled

Would you like to use File Reputation? [Y]>

Would you like to use File Analysis? [Y]>

File types supported for File Analysis:

1. Microsoft Executables

Do you want to modify the file types selected for File Analysis? [N]>
Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail
Policies (GUI) to configure advanced malware scanning behavior for
default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy.

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

1. Microsoft Executables

Choose the operation you want to perform:
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- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

(1>

T7A4IDHAD T 7A4IL 34 TDEIR

mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> setup

File Reputation: Enabled
Would you like to use File Reputation? [Y]> yes

Would you like to use File Analysis? [Y]> yes
Do you want to modify the file types selected for File Analysis? [N]> yes

Enter comma separated serial numbers from the list of groups to select file types
associated with the group.

Archived and compressed
Configuration

Database

Document

Email

Encoded and Encrypted
Executables [partly selected]
Font & Graphics and Images
Microsoft Documents

10. Miscellaneous

11. Multimedia

[1>9

File types belonging to the group "Microsoft Documents":

W Joy b w N

O

1. Access.Extension.1l4 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.14 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)
5. Access.Shortcut.Form.1 (maf)

[P

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- ADD - Add the file type(s) for File Analysis

[1> add

Choose the file type(s) to be added for File Analysis from the list
File types that are not selected for File Analysis from group "Microsoft Documents":
1. Access.Extension.14 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.14 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)

5. Access.Shortcut.Form.1 (maf)
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[1> 1-3, 5

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- DELETE - Delete the file type(s) for File Analysis
- ADD - Add the file type(s) for File Analysis

[1> print

File types belonging to the group:

1. Access.Extension.14 (mda) [selected]

2. Access.MDBFile (mdb) [selected]

3. Access.MDEFile.14 (mde) [selected]

4. Access.Shortcut.DataAccessPage.l (maw)

5. Access.Shortcut.Form.1l (maf) [selected]

[

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- DELETE - Delete the file type(s) for File Analysis
- ADD - Add the file type(s) for File Analysis
Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail Policies (GUI) to
configure advanced malware

scanning behavior for default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy. File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1>

D30 RIT7ANDHY—N—Z2FRTEEODEFA—ILT—FIT(4D

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud
[11>
Enter cloud domain?
[cloud-domain.com] >
Do you want use the recommended analysis threshold from cloud service? [Y]>
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Enter analysis threshold?

[50]>

Enter heartbeat interval?

[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are
not delivered to the recipient? [N]>

Choose a file analysis server:

1. AMERICAS (https://americas-fa.com)

2. Private Cloud

[11>

(INTYYG S5 H R D74 LD —ERDH) FTSATURTIL—TDHTE

DT X TOEF A —NVT— T =A T, fENDEEDOE S A —/VT — b = A DE5HT
HIZEESND 7 7 AMIEAT 227 70 RNOGHTREROFFMA RS IND X HI2T 51T,
FTRTCOEFA—NT = =2 ZRILEFA—NT— T =A T NV—TITHET DHEND
V) i—a—o

FEHEZ DWW TCIE, =—W— F A R®D T[File Reputation Filtering and File Analysis] ZZ:#f L T<
7ZEWN,

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> setgroup
Does your organization have multiple Cisco Email, Web, and/or Content Security Management
appliances? [N]> Y
Do you want this appliance to display detailed analysis reports for files uploaded to
the cloud from other appliances in your organization,
and vice-versa?
[Y]> Enter an Analysis Group name. This name is case-sensitive and must be configured
identically on each appliance in the Analysis Group.
[1> FA Reporting
Registration is successful with the group name. This does not require commit
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: FA Reporting
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- VIEWGROUP - view the group members details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>
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mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud
[1]1>
Enter cloud domain?
[a.immunet.com]>
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter analysis threshold?
[50]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are
not delivered to the recipient? [N]>
Choose a file analysis server:
1. AMERICAS (https://panacea.threatgrid.com)
2. Private Cloud
[1]1> 2
Enter file analysis server url?
[1> https://mycloud.example.com
Certificate Authority:
1. Use Cisco Trusted Root Certificate List
2. Paste certificate to CLI
[11>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>
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mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud
[11> 2
Enter AMP reputation server hostname or IP address?
[1> myamp.domain.com
Paste the public key followed by a . on a new line

MIGEMAOGCSqGSIb3DQEBAQUAA4GNADCBiIQKBgQCqGKukO1De72zhzj6+H0qt jTkVxwTCpvKedeCz0
FPqriOcb2JZfXJ/DgYSF6vUpwnIG8wVQZKjeGcjDOL5UlsuusFncCzWBQ7RKNUSesmQRMSGkVb1 /
3j+skzZ6UtW+5u091HNsj6tQ51s1SPrCBkedbNfOTp0GbMIDYR4e9T04ZZwIDAQAB

Enter cloud domain?
[immunet.com]>
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Choose a file analysis server:
1. AMERICAS (https://threatgrid.com)
2. Private analysis cloud
[11>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>

A—AIL TZ7A4ILDLEaAaT—3r vy iady )7

mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet
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Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> cachesettings

Choose the operation you want to perform:

- MODIFYTIMEOUT - Configure the cache expiry period based on File Reputation disposition.

- CLEARCACHE - Clears the local File Reputation cache.

[1>clearcache

J74) LEAT—Y 3 VHERREDF v v L 2 BHHARDERE

\)

/j{@ﬁdfﬂi\ modifytimeout #7 o< F%f‘%ﬂq L, %%@&3677411/@5?’(’ ‘)?/:Lﬁgfjj
AR ELET,
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X v FHEIRIT 15500 7T HOMICREL T &N,

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CACHESETTINGS - Configure the cache settings for AMP.
[1> cachesettings
Choose the operation you want to perfrom:
- MODIFYTIMEOUT - Configure the cache expiry period based on File Reputation disposition.
- CLEARCACHE - Clears the local File Reputation cache.
[1> modifytimeout
Choose the operation you want to perform:
- CLEAN - Configure the cache expiry period for clean files.
- MALICIOUS - Configure the cache expiry period for malicious files.
- UNKNOWN - Configure the cache expiry period for unknown files.
[1> malicious

Specify the cache expiry period for this file disposition (use 'd' for days, 'h' for
hours, or 'm' for minutes). If you

specify a value without a unit, it is always treated as days.

[1d]> 5d

TJ774IL L EARRY T 4T 75— O

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
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reporting details.
- CACHESETTINGS - Configure the cache settings for AMP.
[1> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud

[11>

Do you want use the recommended reputation threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>

Do you want to suppress the file retrospective verdict alerts for the messages that are

not delivered to the recipient
[N]> yes

774 LS AD Cisco AMP Threat Grid 7 S X2 1) 5 DRTE

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.cisco.com)

2. AMERICAS (Legacy) (cloud-sa.amp.sourcefire.com)
3. Private reputation cloud

[11>

Do you want use the recommended analysis threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>

Do you want to suppress the verdict update alerts for all messages that are not
delivered to the recipient? [N]>

Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com)
2. Private analysis cloud

[1]1> 2
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There are no private analysis servers configured.

Choose the operation you want to perform:
- NEW - Configure a new private analysis server.
[1> new

Enter the file analysis server hostname or IP or URL.
[1> 192.1.10.20

Serial Number Private Analysis Server

1 192.1.10.20

Choose the operation you want to perform:

- ADD - Add a new private analysis server to the cluster.

- EDIT - Edit a private analysis server in the cluster.

- DELETE - Delete a private analysis server from the cluster.
[1> add

Enter the new private analysis server hostname or IP address or URL to the
cluster.
[1> 192.1.10.30

Serial Number Private Analysis Server
1 192.1.10.20
2 192.1.10.30

Choose the operation you want to perform:

- ADD - Add a new private analysis server to the cluster.

- EDIT - Edit a private analysis server in the cluster.

- DELETE - Delete a private analysis server from the cluster.

[1>
T77A4IILASHAOTOX S —/IN—DETE

mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> advanced

Enter cloud query timeout?
[20]>

Choose a file reputation server:

AMERICAS (cloud-sa.amp.cisco.com)

AMERICAS (Legacy) (cloud-sa.amp.sourcefire.com)
EUROPE (cloud-sa.eu.amp.cisco.com)

APJC (cloud-sa.apjc.amp.cisco.com)

Private reputation cloud

11>

— 0 W N

Do you want use the recommended analysis threshold from cloud service? [Y]>
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Enter heartbeat interval?
[15]>

Proxy server detail:
Server : 10.8.6.7
Port : 3128

User : testuserl
Passphrase: xXxXxxXX

Do you want to change proxy detail [N]>

Do you want to suppress the verdict update alerts for all messages that are not delivered
to the recipient? [N]>

Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com)
2. EUROPE (https://panacea.threatgrid.eu)

3. Private analysis cloud

(11>

Use Existing File Reputation Proxy? [N]> no

Proxy server detail:
Server: 10.8.6.7
Port: 3128

User: testuserl
Password: XXXXXXXX

Do you want to change proxy detail [N]> yes

Enter proxy server url?
[10.8.6.7]> 10.8.7.5

Enter proxy port?
[3128]> 3230

Enter Username?
[testuserl]> testuser2

Edit passphrase []? [N]> no

File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1>
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ampstatus .

ampstatus

£2BA (Description)

SESERGERALT2THE (774N L E2T— gV BLIOOH) avR—%r b
/R\P_‘\:/“a \‘/%%%Li—a«o

ERAE
WeE . Zoa~<r K2 Tcommit) [ IXLEH Y A,
DSRLEE : Zoaxr FIvyy E— FTOREHATE £,
NyF avwry R Zoavy NIy TFEXRETR—FLTHERA,

1

mail.example.com> ampstatus

Component Version Last Updated
AMP Client Settings 1.0 Never updated
AMP Client Engine 1.0 Never updated

AINLET LA A—ILDEE

ZITHE, RO~y RIZOWCHBILET,
antispamconfig

i%B3 (Description)

Anti-Spam RV > —ZRE L T,

ERAE
MeE : oo~ KX lcommit] NHEETI,

JIGAREE . Zoavy RiE, TRTOSYE—F (WTREZ, T—F <) Tff
ATxEd,

NyF avwy R Zoavy RERNyFRERZFR— ML THERA,
151
RIZ, Anti-Spam BEREDRXERIZ R L E T,

mail3.example.com> antispamconfig

IronPort Anti-Spam scanning: Disabled
Choose the operation you want to perform:
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antispamstatus
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- SETUP - Edit IronPort Anti-Spam settings.

[]> setup

IronPort Anti-Spam scanning: Disabled

Would you like to use IronPort Anti-Spam scanning? [Y]> y

The IronPort Anti-Spam License Agreement 1is displayed (if you have not already accepted
it).

Do you accept the above IronPort Anti-Spam license agreement? []> Y

Increasing the following size settings may result in decreased performance. Please consult
documentation for size

recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)

[1M] >

Always scan message smaller than: (Add a trailing K for kilobytes, M for megabytes, or
no letters for bytes.)

[512K]>

Please specify the IronPort Anti-Spam scanning timeout (in seconds)

[60]>

Choose Scanning Profile

1. Normal - Scanning profile used to block spam with small potential for false positives.
2. Aggressive - Scanning profile used to block spam that has more impact on spam detection
than the Normal profile with a larger potential for false positives.

If you have changed the global scanning profile settings, you must review the Anti-Spam
policy thresholds (Mail Policies > Incoming/Outgoing Mail Policies > Anti-Spam)

to produce satisfactory results.

If you have changed the scanning profile setting from Normal to Aggressive, you need to
reset the mail policy threshold values to the default values to avoid

undesirable false positives.

For Aggressive scanning profile, it is recommended to tune the policy threshold values
to smaller increments compared to the threshold values of the

Normal scanning profile.

IronPort Anti-Spam scanning is now enabled on the system.

Please note: You must issue the policyconfig command or Mail Policies (GUI) to configure
Cisco IronPort scanning behavior for default and custom policies.

This is recommended for your DEFAULT policy.

IronPort Anti-Spam scanning: Enabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

[1>

£2B8 (Description)

ER7AE

Anti-Spam A7 — X A& FR LET,

M@ : Zoa<y K2 lcommit] 1ZMEH D FHA,

JSRBEM . Zpavy NI, TR_RTOYET—F (UPFREZ, TA—F, <) T
ATxEd,

NyF avwrs R Zoavy Ry FEAZ S R—FLTWEEA,
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mail3.example.com> antispamstatus
Choose the operation you want to perform:
- IRONPORT - Display IronPort Anti-Spam version and rule information.

- MULTISCAN - Display Intelligent Multi-Scan version and rule information.

[1> ironport
Component

CASE Core Files

CASE Utilities
Structural Rules

Web Reputation DB

Web Reputation Rules

Content Rules

Content Rules Update

Last download attempt made on:

antispamupdate

%83 (Description)

Last
Never
Never
Never
Never
Never
Never
Never

Update Version
updated 3.4.0-013
updated 3.4.0-013
updated 3.3.1-009-20141210_ 214201
updated 20141211 111021
updated 20141211 111021-20141211 170330
updated unavailable
updated unavailable

Never

Anti-Spam /L —/L35 L OBEHT 5 CASE = AR — o b ORIRFEEH 2 FHh TER L E 7, Intelligent
Multi-Scan (IMS) 23M# 3% Anti-Spam /L—/L3 L TN CASE 2 R—% > b bxt& b o0 %
T, 72720, IMS BMET B9 — KoX—F 4 BT U F AL =D UIRESL T,

ER7AE

MEE : Z0a<y R lcommit] 1ZMEH D FH A,

JIARER  ZDavw L NIvY s BE— R TOMEHTEET, 612, Zoawy Ridno
TAL LV HRAN (=W —RNul A Lirviy) TORMEHTEET,

NyF avw /R Zoavy MRy FEXRESR—-—FLTWERA,

1

mail3.example.com> antispamupdate

Choose the operation you want to perform:

- MULTISCAN - Request updates for Intelligent Multi-Scan
- IRONPORT - Request updates for IronPort Anti-Spam

[1> ironport

Requesting check for new CASE definitions

imsandgraymailconfig

« @Bl (Description)

fERTTIE (42 N—=2)

o 5] (42 X—2)

(42 =—2)
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2B (Description)

ERAE

1

\)

e
i

Cisco Intelligent Multi-Scan (IMS) . 7' LA A —/ Lk, 3 L O L7 5 iR D

GE)

« Cisco Intelligent Multi-Scan, 2 LA A —/Lfgt, 36 K ORERBEMGRTA vE—Y A% ¥
VOLEVVEEZRET AITIX. imsandgraymailconfig > globalconfig V7 I~ KZ&fif
ALET, 2607 — VLEEIL, Cisco Intelligent Multi-Scan & 7 LA A — LR,
B LR RIRBERIRO M 7 O EIZIETT,

o T LA A= Ui L ZEREEEIEDORY O —REEHXET D21, policyconfig I
REfHLET, S VT, —HEA— LV FEE Y —v v b Xy hT—27 DE A—
NTHDEHRBESNIZA v E—V% Fe vy T T5E5ER) —DER 2563—) 25
L TLESN,

a3y b: Zoa<r ML lcommit) DNMHETT,

HSRAREE . —0avr N, I _XToOwYryE2—K (792 %, I)—F <) THF
HATxET,

NYFARUE : ZOa~vr FiEZ7 LA A—=AREDNNy FRRE VR — L TWET, FE
{22V TIE, help imsandgraymailconfig 1< 2/ REATILT, £ T4~V B TL
ZEW,

WIZ, 7 LA A— )V & LR 8 Gk iR E K OV Intelligent Multi-Scan D% E DF| 27~ L E 97,

mail3.example.com> imsandgraymailconfig

Choose the operation you want to perform:

- GRAYMAIL - Configure Graymail Detection and Safe Unsubscribe settings
- MULTISCAN - Configure IronPort Intelligent Multi-Scan.

- GLOBALCONFIG - Common Global Configuration settings

[1> graymail

Graymail Detection: Disabled

Choose the operation you want to perform:

- SETUP - Configure Graymail.

[1> setup

Would you like to use Graymail Detection? [Y]> y

Would you like to enable automatic updates for Graymail engine? [Y]> y

Graymail Safe Unsubscribe: Disabled
Would you like to use Graymail Safe Unsubscribe? [Y]> y

Graymail Detection and Safe Unsubscribe is now enabled. Please note: The global settings
are recommended only for your DEFAULT mail policy. To configure policy settings, use
the incoming

or outgoing policy page on web interface or the 'policyconfig' command in CLI.
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graymailstatus

graymailstatus .

[]> multiscan
IronPort Intelligent Multi-Scan: Disabled

Choose the operation you want to perform:
- SETUP - Edit Intelligent Multi-Scan settings.
[1> setup

IronPort Intelligent Multi-Scan scanning: Disabled
Would you like to use IronPort Intelligent Multi-Scan scanning? [Y]> y
Would you like to enable regional scanning? [N]> n

Intelligent Multi-Scan scanning is now enabled on the system. Please note: you must issue
the 'policyconfig' command (CLI) or Mail Policies (GUI) to configure

Intelligent Multi-Scan scanning behavior for default and custom Incoming and Outgoing

Mail Policies. This is recommended for your DEFAULT policy.

IronPort Intelligent Multi-Scan: Enabled
[1> globalconfig

Choose the operation you want to perform:
- SETUP - Configure Common Global settings
[1> setup

Increasing the following size settings may result in decreased performance.
Please consult documentation for size recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes,
M for megabytes, or no letters for bytes.)
[1M]>

Always scan message smaller than: (Add a trailing K for kilobytes,
M for megabytes, or no letters for bytes.)
[512K]>

Timeout for Scanning Single Message (in seconds) :
[60]>
[1>

£BH (Description)

ER7AE

1

BEFD 7 LA A—JL L— LD A TR LET,

Mg oo~ R lcommit] (TMEH FH A,

JIIARER  Zpavr R, TRTOYYUEF—R (TR EZ, TA—TF =) Tff
HTXxE9,

NYyF AT R Zoa<wr RNy FERXEZR—F L TWETA,

mail.example.com> graymailstatus
Component Version Last Updated
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Graymail Engine 01.378.53 Never Updated
Graymail Rules 01.378.53#15 Never updated
Graymail Tools 1.0.03 Never updated

graymailupdate

%83 (Description)
FE T LA A= — L OFEFLEERLET,

ERAE

MeE : oo~ K lcommit] (THEHY FH A,

JIGAREE . Zoavwy RiE, TRTOSYE—FR (WFRE, T—F, <) Tff
ATxEd,

NYyFaAIUR: Zoavy RNy FELEZR—FLTWWETA,

1

mail.example.com> graymailupdate

FLWT LA A= LHFHOREEZZERLET,

incomingrelayconfig

£BH (Description)

incomingrelayconfig 2~ Ni&, &IF U L —HREZ A R—7 VI L CERIET D72 OITfE
ALET, ROBITIE, ETERY L—BEEEZ A X—T ML, 220U L—&BMLTHbL,
—HEEEL, O —HEHIRLTHNET,

ER7AE

MeE : Zoa< KX lcommit] NHEETI,

JGAREE . Zoavr RiE, TRTOYET—FR (WTRE, T—F <) Tff
ATxEd,

NyF awy B Zoawy RSy FRRESR— b LT EtA,
Bl FJE) L—0FEME  BE) L—ORE

mail3.example.com> incomingrelayconfig

Incoming relays: Disabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> setup

This command helps your Cisco IronPort appliance determine the sender's
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m:wEy L—oamt ey L—okz

originating IP address.

You should ONLY enable this command if your Cisco IronPort appliance is NOT
directly connected to the Internet as the "first hop" in your email
infrastructure.

You should configure this feature if other MTAs or servers are configured at
your network's perimeter to relay mail to your Cisco IronPort appliance.

Do you want to enable and define incoming relays? [N]> y

Incoming relays: Enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> relaylist

There are no relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> first-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.1

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

[11> 1

Within the "Received:" header, enter the special character or string after which to begin
parsing for the originating IP address:

[from]> [

Within the headers, enter the position of the "Received:" header that contains the
originating IP address:

[11> 1

There is 1 relay defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> second-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.2

Do you want to use the "Received:" header or a custom header to determine the originating
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IP address?

1. Use "Received:" header
2. Use a custom header
11> 2

Enter the custom header name that contains the originating IP address:

[1> x-Connecting-IP

There are 2 relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match
relay name: IP address: to parse: after:
first-hop 192.168.1.1 Received [
second-hop 192.168.1.2 x-Connecting-IP n/a

There are 2 relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> delete

1. first-hop: 192.168.1.1

2. second-hop: 192.168.1.2

Enter the number of the entry you wish to delete:
[1]1> 1

Incoming relay "first-hop" deleted.

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

(>

slblconfig

ZBA (Description)

YR a—F—Dt—T7 VA NTRy s VA FERELET,

Y

avv R sEH |

() =7V ANy 27 UAMEGUIZHEHLTT 7747 AT, FX—7/MIL, ZDa~

Y REFATTOMENRD Y £,

ERAE

Fe® : Za<y KIZ Tcommit] 1ZMEH D FHA,
NyF avw N Zoavwy Ny FEXREZ PR —FLTHET,
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Ny FRRK

T Ra—HF—pt—T7 VRN Tay 7 URARNTRTOZ N %, EBED7 7 A LOBILE
O hY LEXHBIET,

slblconfig import <filename> <ignore invalid entries>

s filename : 1 VAR — N THEMENRSHDH T 7 A VDL, 77 ANVE EFA—NVTF— U=
A @ [configuration 7 L7 K VI T HLENH D £,

« ignore invalid entries : fEh7e = MU ZMHST 2089 pEREELET,  E (Yes) |
F21E vz No) |,

NYFERK-THRXEKR—F

Ty Ra—P—Dt—T7 VAN Ty I VA RNTRTCOZ N) BB AN~ T A
D7 7AW AR— K LET,

slblconfig export

BFA—NT— T =A13, ROMmA B Z M LT /configuration 7 ¢ L7 F UIZ CSV 7 7
A NERAFELET,

dbl<timestamp><serial number>.csv.
Bl :E2—2URNMNTAYY VARV MDA VR—F

mail.example.com>

slblconfig

End-User Safelist/Blocklist: Enabled

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.
[1>

import

Currently available End-User Safelist/Blocklist files:

1. slbl.csv

Choose the file to import from.

[11>

1

Do you want to ignore invalid entries? [Y]>

Y

End-User Safelist/Blocklist import has been initiated...

Please wait while this operation executes.

End-User Safelist/Blocklist successfully imported.

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.

(1>
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antivirusconfig

T, RO CLI 2= RIZOWTEH L ET,

ZBA (Description)

ER7AE

1

Anti-Virus N U > — &R EL £,

MeE : Zoa< KX lcommit] NHFETI,

JIABEH . Zoa<wy Rt TRTCOYY U E—F (IR, IA—F <) T
ATxEd,

NyF avw K Zoa<vwy RNy FERXETR—FLTHEEA,

WROBFITIL, antivirusconfig A< REFH LT, VAT AL ET Sophos TANAAX Y &
AF—=T ML, ZA LT T MEZ 60RICRELTWET, 77T —h == T
T— MR, BLOA T v aroraxy = N"—%ET 5 HIEICOWTIL, updateconfig
(154 *—=2) ZZRLTIIZ SN,

GE)

systemsetup 2 ¥ RDOFEITRFIZ T A & AZICHE L2 o726, antivirusconfig I+
VREHIDTIEITTDELEZNETA B ABNENERINE T, T4 B AZNICRE LT
AUX. Sophos VA NAAFX X VU DV UNTEFA—NT — F U =2 TA X =T VIR FH
oo

mail3.example.com> antivirusconfig
Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Disabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

[1> setup

Sophos Anti-Virus scanning: Disabled

[l AsyncO0S 14.0 for Cisco Secure Email Gateway CLI ') 77 LY X 4 K (—fREA)



I av vk 5EH
1 - Sophos Anti-Virus T > > T StrongPDF D& ]

Would you like to use Sophos Anti-Virus scanning? [Y]> y
(First time users see the license agreement displayed here.)

Please specify the Anti-Virus scanning timeout (in seconds)
[60]> 60

Would you like to enable automatic updates for Sophos engine? [Y] > Y
Sophos Anti-Virus scanning is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail

Policies (GUI) to configure Sophos Anti-Virus scanning behavior for default and custom
Incoming and Outgoing Mail Policies.

This is recommended for your DEFAULT policy.

Sophos Anti-Virus: Enabled
Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.
[1>

{5 : Sophos Anti-Virus T > > T StrongPDF D F%h1k

R OB) T, antivirusconfig > PDF YT a<vw s REFERALT, EFA—NANT— T =AD
Sophos Anti-Virus =33 > @ strongPDF 47> 3 VG TE £,

mail.example.com> antivirusconfig

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

- PDF - Scanning of PDF files by Sophos Anti-Virus
engine.

[1> pdf

Currently, clean files that are corrupted because
of 'EOF missing, 'etc. are marked as 'Clean' by the
Sophos Anti-Virus engine.

Do you want to mark a clean file that is corrupted
as clean? [Y]> no

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

- PDF - Scanning of PDF files by Sophos Anti-Virus engine.
(1>

Choose the operation you want to perform:

- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.

(1>

mail.example.com> commit

Please enter some comments describing your changes:
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. {5 : Sophos Anti-Virus T > 2 > @) StrongPDF D E3h1t

(1>

Do you want to save the current configuration for
rollback? [Y]>

Changes committed: Tue May 12 17:59:55 2020 GMT

{5 : Sophos Anti-Virus T > < > @ StrongPDF M1k

/K@{@Jfﬂi\ antivirusconfig > PDF '9‘7:“73/ ]‘%{ﬁﬁﬁ LT\ %%){H/I/ﬁb‘ k '71/])@
Sophos Anti-Virus =¥ > @ strongPDF 4 7' 3 V& 2 TX £ 7,

mail.example.com> antivirusconfig

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

- PDF - Scanning of PDF files by Sophos
Anti-Virus engine.

[1> pdf

Currently, clean files that are corrupted
because of 'EOF missing, 'etc. are marked as
'Unscannable' by the Sophos Anti-Virus engine.

Do you want to mark a clean file that is
corrupted as clean? [N]> yes

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

- PDF - Scanning of PDF files by Sophos Anti-Virus engine.
[1>

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1>

mail.example.com> commit
Please enter some comments describing your
changes:

[1>

Do you want to save the current configuration
for rollback? [Y]>

Changes committed: Tue May 12 18:13:46 2020 GMT
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Anti-Virus IDE QDR

AsyncOS Tik, BFA—NT = YA DX a—RLETFIA VAL 7 =F % (IDE
T7AN) OFFBIRAT —Z AR TEET, ZOFEMAEERT 2ITIE, antivirusconfig
-> detail VW7 a~vr FEHLET, KICHZRLET,

mail3.example.com> antivirusconfig
Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

- STATUS - View Sophos Anti-Virus status.
- DETAIL - View Sophos Anti-Virus detail.
[1> detail

Sophos Anti-Virus:

Product - 3.87

Engine - 2.25.0

Product Date - 01 Nov 2004

Sophos IDEs currently on the system:

'Mkar-E.Ide' Virus Sig. - 23 Dec 2004 01:24:02
'Rbot-Sd.Ide' Virus Sig. - 22 Dec 2004 19:10:06
'Santy-A.Ide’ Virus Sig. - 22 Dec 2004 06:16:32
'Bacbanan.Ide’ Virus Sig. - 21 Dec 2004 18:33:58
'Rbot-Sb.Ide' Virus Sig. - 21 Dec 2004 14:50:46
'Rbotry.Ide' Virus Sig. - 21 Dec 2004 06:13:40
'Sdbot-Si.Ide’ Virus Sig. - 20 Dec 2004 20:52:04
'Oddbob-A.Ide' Virus Sig. - 19 Dec 2004 23:34:06
'Rbot-Rw.Ide' Virus Sig. - 19 Dec 2004 00:50:34
'Wortd.Ide' Virus Sig. - 18 Dec 2004 07:02:44
'Delf-Jb.Ide' Virus Sig. - 17 Dec 2004 22:32:08
[...command continues...]

antivirusstatus

£%88 (Description)

Anti-Virus A7 —% A% F R LET,

FERAE
FeE : Zoa<r R lcommit] IZMNEHD FH A,

JIAZER  ZDavy RiE, $RTOVY U E—R (F7A%, F—TF ~wvrv) Tl
HTEEd,

NyF awryRN:Zoa<wy NNy IFEXEPR—FLTWEREA,
15

mail3.example.com> antivirusstatus
Choose the operation you want to perform:
- MCAFEE - Display McAfee Anti-Virus version information
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- SOPHOS - Display Sophos Anti-Virus version information
[1> sophos
SAV Engine Version 3.85
IDE Serial 2004101801
Engine Update Mon Sep 27 14:21:25 2004
Last IDE Update Mon Oct 18 02:56:48 2004
Last Update Attempt Mon Oct 18 11:11:44 2004
Last Update Success Mon Oct 18 02:56:47 2004

antivirusupdate

%83 (Description)
UANAEREFETEHLET,

ERAE

B - 2o~ R lcommit] (THEHY FH A,

JIALER  ZDa<vy Ridvy B R TORMEATEET, IHIT, Z0avwr Nign
TA YV RAN (—HF—Nal A Liz~vy) TORMERATEET,

Ry F avr K Zoavy Ry FRREFH— FLTOEEA,
1

mail3.example.com> antivirusupdate

Choose the operation you want to perform:

- MCAFEE - Request updates for McAfee Anti-Virus
- SOPHOS - Request updates for Sophos Anti-Virus
[1> sophos

Requesting update of virus definitions
mail3.example.com>

ATk SAUODER
T ROCLL 2wy RIZoWTHHALET,

commit

#%B8 (Description)
EHEEZHELET, commit 2~ ROEDa AL KO ANNMEETT,

ER7E
FeTE « k7 L

JSRAREE . Zavy NiE, TRTOYEF—F (WFRE, T—F, =) Tff
ATxET,
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1

commitdetail

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Changed "psinet" IP Interface to a different IP ad dress

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

£2B8 (Description)

ER7AE

1

% OREEICBT DRFME M2 FR LET,

B : 0o~ R lcommit] (TMHEHY FH A,

JIAZEH  Zoa<wy RiE, IRTCOSUE—K (TR Z, T)—TF,

HATx%d,
NyF avws R Zoavwy IRy FEXEZSPR—-FLTHERA,

mail3.example.com> commitdetail
Commit at Mon Apr 18 13:46:28 2005 PDT with comments: "Enabled loopback".
mail3.example.com>

clearchanges & 7= clear

£2BH (Description)

ER7AE

clear =~ R, commit F 77 1% clear =~ > RN EBICETINT-LIRICERTE

NEEREZT XTI T LET,

M - oo~ R lcommit] (THEH Y FH A,

JITAREH  Zoa<wr RiE, TRTOYUE—RK (TR Z, T)—F,

HATx%E7,
NYyFaAI R Zoavwy RNy FEXREZSR—FLTOERA,
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mail3.example.com> clear

Are you sure you want to clear all changes since the last commit? [Y]> y
Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>

help £7/=1X h E£7/=(%?

£2BA (Description)

ER7GE

1

rollbackconfig

ER7AE

1

help 2~ R&FITT 5 &, HHAEERTXTOCLI vy RBFERIN, Fa~vr RO
HARHHEZBTEXE£T, helpa~ > NiE, 2~ R 77 hThelp & AT 570>, 5ERf
() #1OANLTHEITTEET,

Mg . oo~ R lcommit] (TM4EH FH A,

JIGRARER . Za~v s Rt ¢TR_RTO~YY U FT— K (TR Z, IA—F, <) Tff
HTxF7,

NYyF AT R Zoa<wr RNy FERXEZR—F L TWETA,

mail3.example.com> help
Displays the list of all available commands.

rollbackconfig 2~ RZEMT 5L, ERNHMELIZI0DRED I H 1 D& —/L 3y
7 TEET,

FeE : Zoa<r NiE lcommit] NHETH,
JTARER . ZDavy NiIviry E— RTOMEATEET,
NYyF aAI R Zoavwy RNy FELEZSR—FLTOERA,

mail.example.com> rollbackconfig
Previous Commits:

Committed On User Description
1. Fri May 23 06:53:43 2014 admin new user
2. Fri May 23 06:50:57 2014 admin rollback
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quit F 7= (3 q F7F=[E exit .

3. Fri May 23 05:47:26 2014 admin

4. Fri May 23 05:45:51 2014 admin edit user

Enter the number of the config to revert to.

[1> 2

Are you sure you want to roll back the configuration? [N]> y

Reverted to Fri May 23 06:50:57 2014 admin rollback

Do you want to commit this configuration now? [N]> y
Committed the changes successfully

quit F 7= (X q F 7= (X exit

£BA (Description)

ER7AE

1

quit A~ REFTTHE CLIT YV r—varyhon 7 hLET, ESN TN
WEREEEIZZ VT SINET, quit 2~ 2 NIZE A —VERECIIRELEYA, nIT U
MIveZ 77 A MRS ET (exit D ANIX, quit DA ST ERILETT) o

WEE : Zoa<y K2 Tcommit] ITMEH Y FH A,

JGAREM . Zpa<vw s NI, TRTO~YY U EFT—R (UFRF, TA—TF, w3 v) T
HATxFd,

NYF AT R: Zoa<wy RNy FEXREZYSR—F L TWERTA,

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥

a4 XaL—23r 774 ILOERE

loadconfig

ZITHL RO CLLawr RIZOWTHIALET,

Z%BA (Description)

a7 4 Fal—rary I7yrAfNEa—RLET,

7 A ENTZ VU ~ORED R — KT GUI ZEHT 258 ICOHRY R — FShvET,
FEIZ>WTCIE,  [User Guide for AsyncOSfor Cisco Secure Email Gateway] =& L CL 72 &
AN
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ER7AE

1

avv R sEH |

He® : Z o<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxEd,

NYF AR Zoa~vy RNy FEXLEZVPR—FLTWERTA,

ZOFTIE, FLnar T o Xal—ay IrA L Ea—AARBHNSAL AR —FLE
KR

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[11> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:
[1> loaded new configuration file

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

ZOBITE, HLwnar 7 Falb—vary Iy hkavy F T4 ATEBEE T ET
(ZEBATT CulD Z M LRV A o~ R T LES) o KIS, Y AT Ay b7 v
VAYP=FEHEALT, 774V bOFRA R, IPT FLA, BIOT = hU = A R LEH
LEd, wERIC, BEREZMEL T,

mail3.example.com> loadconfig
1. Paste via CLI
2. Load from file
[11> 1
Paste the configuration file now.
Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag
</config>
Control-D is entered on a separate line.]
Values have been loaded.
Be sure to run "commit" to make these settings active.
mail3.example.com> systemsetup
[The system setup wizard is run.]
mail3.example.com> commit
Please enter some comments describing your changes:
[1> pasted new configuration file and changed default settings via
systemsetup
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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mailconfig

mailconfig .

£2BA (Description)

ERAE

1

\)

WEET A MT HBEIL, mailconfiga~ > REMAL T, systemsetup a<y RCERRL
TEZDNY DUV AT LRET —F BT A MEFA— N ELELICRETEET,

Fe® : Zoa<y K2 Tcommit] 1ZMEH D FH A,

PIGRARER . Zpa<vy N, X TOYrE—F (F9R&2, TA—F <) T
ATxE7,

NYyFaAv R Zoavry NIy FEXREZR—FLTOERA,

mail.example.com> mailconfig

Please enter the email address to which you want to send the configuration file.
Separate multiple addresses with commas.

[1> user@example.com

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

3. Plain passphrases

[1]1> 2

The configuration file has been sent to user@example.com.

FIRARIBEZR A — LR 7 AR EZEE LT, VAT LTHRYy hU—7 RIZETFA—IVEEE
TEAHZ L EMHERLET,

GE)

resetconfig

X VT 4 LT 57012, B A—IT— bU = A OWET — ¥ ORf 5t % fipsconfig
a< Y RTAFX—T7/MZLTWBHEA, Plain passwords 47 Y a3 NI TE 8 A,

£%B8 (Description)

B A—NT — U = A 2B DB, TR O WK RE ’CﬁL‘?Sbiﬁ DR ECANSPINAL
ANV £, resetconfig 2~ > NiL, T XTOREMZ HAREOPHIREIZV £y FLET,
ZOaxy REFATT L EIUITREERWIZD, Jf/k%@ﬁﬁé%é%\ﬁﬁ@%%%ﬁﬁ
TOHREGEDTEL L TCOREH L TSV, resetconfig 2~ > RODFEFTHRIT CLI IZ FF#ERE L
TG systemsetup 2~ > REFETTLHZ LML £,
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resetconfig 2 v > RiE, EFA—NT = U2 ARNFTT7 T4 REICHD & XIZOHLEEL E
97, resetconfig I~ RR5E T35 L systemsetup 2~ 2 REFHONEITTHRITH- THLE
A=V — U = A ITHEIMICA T A RBEICRE Y 97, resetconfig =~ > K& EITT HHI
IZET A —I/VOREPFE SN2 ETL, resetconfig I~ RBFET LI XIZETFA—LD
EEIPHFARITINET,

GE)
i
ERAE
1
saveconfig

resetconfig 2~ > REETTLH L, TXTOFR Y MU —TFRENHARET 7 4+ /L MEIZRED £
T, BWEICL > TE, CLIDOLYUMISIL, BT A—NVT— b U oA ICHHRT HT-DIEH L
H—e & (FTP, Telnet, SSH, HTTP, HTTPS) 737 « &—7 /LZ &}, userconfig2~> KT
B LB —F—7 o v bBRHIBRINET, Zoavr NE, VI 77 —T7 =
ARABMEHT D0, £72137 740 bO Admin 22—V —T H 7 v FnLEEHKR— N EOTFT 7 ¢
JVMREZEMEH LT CLLICHER CE 2 WIGAIFEHA LN T EE 0,

FE® : Za<y K lcommit] 1ZM4EH D FHA,

JIGAREM . ZDavw s RiIwY r B— R TORMERATEET, 51T, Zoavwy Rignm
TAVRA N (=W —nRa A Lizviy) TORMEATEET, Zoa~wr KT
H120%, a— AN T ANV VAT AT I BEATELLERHY £77,

NYyF ARV K ZOavy NNy FEREZYR—FLTHEEA,

mail3.example.com> suspend

Delay (seconds, minimum 30) :

[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com>

resetconfig

Are you sure you want to reset all configuration values? [N]> Y
All settings have been restored to the factory default.

£2BA (Description)

saveconfig =~ NiL, —BEDO7 7 ANVAEEHLCary74Xal—vary 774 V%
configuration 7 4 L' 7 k VIZER{F L £ 77,
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\}

mans

G¥)

ERAE

1

\)

TR LTERREOSE ., Zoavy NiX, B8R/ TAIREERFLET, 77 A2k
Lz~ Comavwy REFETTAICE, 2074 X2l —aryET— K27 TAXIZEE
Li‘g—o

M€ - 2o~ K lcommit] (THEH Y FH A,

JIGAREH  Zpavy NI, TRTOYE—R (T2 Z, IA—F, <2 v) TF
ATc&EEd,
NYF AR KR Zoa~vy RNy FEXREZ P R—FLTWERTA,

WOBITIE, a7 4FXalb—var 77AVORRAT L—X TR 5L S, configuration
F 4 L7 MR FESNET,

mail.example.com> saveconfig

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

[1]1> 2

File written on machine "mail.example.com" to the location
"/configuration/Cl100V-4232116C4E14C70C4C7F-7898DA3BD955-20140319T050635.xml1".
Configuration saved.

GE)

showconfig

X2 VT 4 LT 5720, BT A—NT— NT = A OET — X DOR;5{b% fipsconfig
a< Y RTA X —T7 /ML TWAHEA . Plain passwords 47> = VIEH TE £H A,

2B (Description)

ER7E

showconfig 2~ Ri&, BIEEOKEZEmIZHILET,

FE® : Z0a<y KIZ lcommit] 1ZMEH D FH A,

JIGAREM . Zoa<w s RiE, TRTCO~Y U ET—R (IR F, IJA—F, <~ v) T
AcEEd,

NYF AT R Zoa~vy RNy FEXREZ P R—F L TWETA,
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B »

l

WOHITIX, BED CLIIZR RIS, RED/NAT L—X IS LI TnWET,

mail.example.com> showconfig

Choose the passphrase display option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

3. Plain passphrases

[1]1> 2

<?xml version="1.0" encoding="ISO0-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<l--
Product: Cisco Cl00V Email Security Virtual Appliance
Model Number: C100V
Version: 9.0.0-038
Serial Number: 4232116C4E14C70C4C7F-7898DA3BD955
Number of CPUs: 2
Memory (MB): 6144
Current Time: Wed Mar 19 05:30:05 2014
-—>
<config>
<l--

R R R R R R R R R R I I R I R R R R R R R R R R R R R R I R R R I I E h E h h E E E 3 b b b E IE b b 3 b

* Network Configuration *
ER R R R R R R R R R I I R I R R R R R R R R E R I R R R R R R E R I E E h b E E E b b h E E E Sk b b b b

-->[The remainder of the configuration file is printed to the screen.]

GE) X2 V7 &mbT 5702, BT AT — Y xA OWET — X% Ol 5/t % fipsconfig
I~ RTARX—T7MZ LTV DA, Plain passwords 47 v a VT £ A,

NEBEB T« — FZzEATEHIEFA—ILT— b4 D

= —
ax AE

s threatfeedconfig (60 ~X—7)
s threatfeedstatus (64 ~X—73)

s threatfeedupdate (65 ~X—1)

threatfeedconfig

FiH (Description) (61 ~X—7)
< TE (61 ~—2)
B SN T 4 — K Y — 20BN (61 <—)

* 5] : SecureX Threat Response 7 4 — K —ADEM (62 ~X—)
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$%BA (Description) .

2B (Description)

ER7E

5l - SNEREEL T «

il - SNEREBEL D «

Threatfeedconfig 2~ NIZIRDOEMTHEHINET
B AN~ T2 A TCETF = VU a8 LET,
e EfA—NT—F T TETF VY —AZHRTLET,

« W A—/L%— h 7 = A T SecureX Threat Response 7 f — RV —A&ZHEL T,

fEE : Z0Oa~2 NiE Tcommit] DSHLEETY,

HDSREAEW . Za~<r Nt TR TCoO-YrE—F (TR E, TA—F, <) T
HATxx7,

NYF AR Zoa<vwy RNy FERXRELZ P R—FLTWWERA,

—FIOUDEMIE

WOBIT, setup V7 a~vr ReHTHELE, EBFA—NVTF—F V=2 TETF=> VU 2HE
==

mail.example.com> threatfeedconfig

Choose the operation you want to perform:
- SETUP - Configure External Threat Feeds.
- SOURCECONFIG - Configure an external threat feed source.

[1> setup

External Threat Feeds: Enabled

Would you like to use External Threat Feeds? [Y]> yes

Do you want to add a custom header to the message in the case of an External Threat Feeds
Lookup Failure? [N]> yes

Enter the header name:

[X-IronPort-ETF-Lookup-Failure]>

Enter the header content:

[true]>

Choose the operation you want to perform:

- SETUP - Configure External Threat Feeds.

- SOURCECONFIG - Configure an external threat feed source.

[1>

— K Y—XMiEM

WORFIT, sourceconfig W7 a~wr REf+25L, EFA—NVTF— sV =A TETF VY —X
ZEMTEET,

mail.example.com > threatfeedconfig

Choose the operation you want to perform:

- SOURCECONFIG - Configure an external threat feed source.
[1> sourceconfig

Choose the operation you want to perform:

- ADD - Add a Source.
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- LIST - List out all the sources.

- DETAIL - Get detailed information about a source.

- EDIT - Edit a source.

- SUSPEND - Suspend a source.

- RESUME - Resume a source.

- DELETE - Delete a source.

[1> add

Choose the operation you want to perform:

- POLL URL - Add an external threat feed source using the polling path and collection
name.

[1> poll url

Enter a name for the external threat feed source:

[1> test_source

Enter a description for the external threat feed source (optional):

[1> test_source

Enter the host name for the external threat feed source:

[1> hailataxii.com

Enter the polling path for the external threat feed source:

[1> /taxii-data

Enter the collection name for the external threat feed source:

[1> guest.Abuse_ ch

Enter the polling interval:

The polling interval can be an alphanumeric value that consists of a combination of
minutes, hours, or days followed by 'm','h' or 'd' suffixes. The numeric

values that are not entered with a suffix are considered as minutes by default. The
minimum value is 15 minutes.

[60m]> 30

Enter the age of the threat feed:

The value for the age must be between 1 and 365 days. Enter the age of the threat feed
that you want to fetch from the TAXII server. For example, if the age

is 30 days, the appliance fetches all threat feeds whose age is up to 30 days only.
[301> 20

Enter the time span for each poll segment:

The age of threat feeds for a poll can be split into different poll segments based

on the time span entered.

The minimum time span for a poll segment is 1 day. The maximum time span for a

poll segment is the value entered in the 'Age of Threat Feeds' field.

For example, if the age of the threat feeds is 30 days and the TAXII server has a fixed
limit on

the age of threat feeds (for example, '20 days'), enter the fixed limit, which must be
less than

the age of the threat feeds configured on your appliance.

[30]1> 5

Do you want to use HTTPS? [Y]> yes

Enter the polling port:

[443]> 443

Do you want to use a proxy server for the threat feed source? [N]> no

Do you want to configure user credentials for the external threat feed source? [Y]> no
test_source successfully added.

{5l : SecureX Threat Response 7 4 — K/ — X MBI

ROFIT, threatfeedconfig>sourceconfigPh 7 a~y RaEEHATHE, EFA—NVF—FU=
A T SecureX Threat Response 7 4 — K Y —ZAZBINTE £,
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15| : SecureX Threat Response 7 « — KV — X D&M .

\}

(F)  SecureX Threat Response 7 4 — RV — %, —fiki72 TAXIl 7 4 — KV — R L3820 77,
7272 L. SecureX ThreatResponse $— /3025 DEEHKI G DR — U o T h A 32— T /WITT HITIE,
SecureX Threat Response 7 f — R URL # KD TAXII Y — AT A =X I~y B 7T HME
N0 ET,

s IRA M4

o In—1U > 7 /XA (Polling Path)

e 2L 7 a4 (Collection Name)

{5l : SecureX Threat Response 78— # /L CERL S #1172 SecureX Threat Response 7 4 — R URL D
ZUTICRLET,

<https://private.intel .amp.cisco.convctia/feed/feed-d78eleba-cbe6-5
€13-8d47-197h344e41c9/view.txt?s= e8f3f519-9170-4b76-80b58 bdaObe540ff3>

510 SecureX Threat Response 7 4 — K URL OFEMAZ IR D TAXIL V) —A/RT A —H|I~< v BV
JTEET,

¢ ;R A h44 (Hostname) : SecureX Threat Response 77 + — K URL ®
lprivateintel.amp.cisco.com] #%) CHERK SV E 7,

o I"— 1Y > 7 /%A (Polling Path) : SecureX Threat Response 7 f — K URL @
[ /ctia/feed/feed-d78eleba-che6-5e13-8d47-197b344e41cOlview| 57 THERL SV E T,

A\

B AR—U 7RI SecureX Threat Response ~7
URL O Lixt] #5r2 @R TIEEN,

e 2 L7 3 4 (Collection Name) : SecureX Threat Response 7 «+ — K URL @
[ e8f3f519-9170-4b76-8058-bda0be540ff3) i/ CHERL SV E T,

FEROBIZFEHRALT, HRAME] . [R=U7R2] . BIQ® v a4 R
A—HEHRETEET,

mail.example.com > threatfeedconfig

Choose the operation you want to perform:

- SOURCECONFIG - Configure an external threat feed source.
[1> sourceconfig

Choose the operation you want to perform:

- ADD - Add a Source.

- LIST - List out all the sources.

- DETAIL - Get detailed information about a source.
- EDIT - Edit a source.

- SUSPEND - Suspend a source.

- RESUME - Resume a source.

- DELETE - Delete a source.

[1> add
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Choose the operation you want to perform:

- POLL URL - Add an external threat feed source using the polling path and collection
name.

[1> poll url

Enter a name for the external threat feed source:
[1> securex_ctr_ source

Enter a description for the external threat feed source (optional):
[1> SecureX Threat Response source

Enter the host name for the external threat feed source:
[1> private.intel.amp.cisco.com

Enter the polling path for the external threat feed source:
[1> /ctia/feed/feed-d78eleba-cbe6-5e13-8d47-197b344e41c9/view

Enter the collection name for the external threat feed source:
[1> e8£3£519-9170-4b76-8b58-bda0be540££3

Enter the polling interval:

The polling interval can be an alphanumeric value that consists of a combination of
minutes, hours, or days followed by 'm','h' or 'd' suffixes. The numeric

values that are not entered with a suffix are considered as minutes by default. The
minimum value is 15 minutes.

[60m] >

Enter the age of the threat feed:

The value for the age must be between 1 and 365 days. Enter the age of the threat feed
that you want to fetch from the TAXII server. For example, if the age

is 30 days, the appliance fetches all threat feeds whose age is up to 30 days only.
[30]>

Enter the time span for each poll segment:

The age of threat feeds for a poll can be split into different poll segments based

on the time span entered.

The minimum time span for a poll segment is 1 day. The maximum time span for a

poll segment is the value entered in the 'Age of Threat Feeds' field.

For example, if the age of the threat feeds is 30 days and the TAXII server has a fixed
limit on

the age of threat feeds (for example, '20 days'), enter the fixed limit, which must be
less than

the age of the threat feeds configured on your appliance.

[30]>

Do you want to use HTTPS? [Y]> yes

Enter the polling port:

[443]> 443

Do you want to use a proxy server for the threat feed source? [N]> no

Do you want to configure user credentials for the external threat feed source? [Y]> no

securex ctr source successfully added.

threatfeedstatus

FiH (Description) (65 ~X—7)
<AL (65 —2)

Bl ANEIRT 4 — F =V DBHED/NN—T a DRI (65 =)
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$%BA (Description) .

2B (Description)

threatfeedstatus 2~ o REFEHAT AL, ETFZ PV DOBEDONR—Tg VAR RTE F9,

ERAE
FEE : 2Dz~ NIZ commit 1ZM43EH Y £ A,

PDSRAER . Zoa~vr FE, I X_XTCO~VVE—RF (P TRAE, IN—7, ) Tff
AcEEd,

NYyFaAv R Zoavy NIy FELXLEZ R —F L TOHERA,

Bl : MNBEB I —F OO VDREDN— 3 VDORT

W ODH] T, threatfeedstatus 2~ RZfEHAT 5 L, ETF:‘:\/“/:/@EEE@/\‘—:/ g VAR FERN

TEET,

mail.example.com> threatfeedstatus

Component Version Last Updated

External ThreatFeeds 1.0.0-0000001 2 Jul 2018 04:22 (GMT +00:00)

threatfeedupdate
« #H (Description) (65 ~X—73)
T (65— )
o i ANREBIE T 4 — R =V OFEER (65 2—)

ZBH (Description)
threatfeedupdate I~ 7 NEFEHT5 & . ETF i‘/V‘/%ﬁ?@JTE%ﬁT% ijﬂo

ERAZE
FETE : Z0a<y RIZ commit ITHEH D T8 A,

HSRAAER: Z—pa~vy NI, T _THO~YyEF—RF (F2%, ITA—F <) Tff
Ac&Exd,

NYyFaAv R Zoavy NIy FEXEZR—F L TOHERA,

Bl : NRBE 7D —F IO UDFENEH
/j/’{@ﬁﬂf\ threatfeedupdate A~ }‘%ﬁ"iﬁﬁ?é L . ETF IV?/V%%E]TE%ET% iﬁ‘o

mail.example.com > threatfeedupdate

Requesting check for new External Threat Feeds updates.
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B /s5xs0u=

DS5RAIDEE

ZZ T, RO CLI 2=y RIZOWTHAL £,
clusterconfig

ZBA (Description)

clusterconfig =~ NiX, 7 7 AXEHEORELIEET DO LET, 77 AZIT
J& L T W= 2 T clusterconfig & F4T L7256 1E, BEFO 7 7 AZIZSINT 50, FHLwn
7 T AL ENERT D EBRINTE 7,

clusterconfig 2~ NiZiX, ROV T a~r FAAESNTWET,
EVSARAZ aATUKR
Woa<wy NiE, Z7I3AZIZBLTOWARWESICHERTEET,

+ clusterconfignew <name> : /€ SIZABITH LW T AX B{ER L ET, 2D~ 0T,
D7 FZAZBIN MainGroup] EFEHINDT 74NV DT TRAE T—TD X NT
B0 ET,

<name> : F LT T A X D4 HI,

clusterconfig join [--port=xx] <ip of remote_cluster>
[<admin_password>]<groupname>: ZD~V I U&7 T AXITBMLET,

Gk L
<ip_of remote_cluster> : 7 7 AXNOHDO~ D IP T KL A,

<admin_password > : 7 7 A Z D admin /XA U — R, CCS LTV 7 AX BT 5D
Ba

ZDONRT A= EI/ET HLETH Y A,
<groupname> : ¥ 5 7 /V—F DA H,

<port> : T DU E—h v~ DR—F (F7 4/ ME2) .

clusterconfig prepjoin print

ZO® Y& CCSA— MEHRTY 7 AZIIBMEE LD DI LB RaFor L
£

PSRHZ TR

KDa<r N, 77 AZIELTOLEEICERTE £,

» clusterconfig addgroup <groupname> : H L\ 7 7 AKX J ) —TEERk LE T, 7 —71%
AUAPEENTORWEDRIETIER S E T,
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» clusterconfig renamegroup <old_groupname> <new_groupname> : 7 7 A ¥ 7 )L —T D4 i %
» clusterconfig deletegroup <groupname> [new_groupname] : 7 7 A ¥ J L —7F&HIEEL £7,

<groupname> : HIfRT 527 7 A& 7 —T D4,

<new_groupname> : JLD J)—T D~ U EBINT DT T AL TI—TF,

« clusterconfig setgroup <machinename> <groupname> : ¥ > >V WNET 5 7N — T HRKE (£
IIZEH) LT,

<machinename> : X ET 5~ 2 v D4 i,

<groupname> : ¥ ¥ U ERRET DI N—T,

« clusterconfig removemachine <machinename> : 7 7 A& b~ U AHHIBR L £,

« clusterconfig sethame <name> : 7 7 A ¥ DA Z 45 E SAVIZARNCER LET,

s clusterconfig list : BIE7 T AKX B L TWVWATRTOF I U 2R LET,

» clusterconfig connstatus : BIfEY 7 AZIZFE L TWNWAHTRTOV I E2FpR L, YRSz
VY DN—T 4 T OFMEBIMLE T,

« clusterconfig disconnect <machinename> : ~ ¥ > & —HFIZ 7 7 A X LUK L £97,

<machinename> : B4 5~ 2 > D4 i,

» clusterconfig reconnect <machinename> : [disconnect] =~ KIZ X > THIHr & Tz~
T EDEEREEITL L E T,
» clusterconfig prepjoin new <serial number> <hostname> <user key> : CCS 7" — MEXH T2 7 &

HIZBIMTHHLVEA MEBIMLET,

<serial_number> : BT 5~ DT T AER,

<hostname> : BT 2~ DR A M,

<user_key> : BN~ 05 [prepjoin print] =~ RiZ X > CTHF S 72 SSH = —H—
*—,

« clusterconfig prepjoin delete <serial numberfhostname> : IBIN%f G & L THRE SN TV AR A
k% [prepjoinnew] =~ RGHIBRLES, ZDONTFA—=FPNE L 2D DI, % TR
A2 MEBILRNZ S LA T, A MRIERIZZ Z2ZITBINEhD & £
DR A N O prepjoin & #®A HBIFIZHIBR S L E T,

Fe® : Za<y K2 Tcommit] 1ZMEH D FHA,
JIAFER  ZDa<w L NI TAX E— R TOAFHTEET,
NYyFaAvo R Zoavwry NIy FELEZR—F L TOHERA,
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clusterconfig =~ > K & ZDEHFIEDOFHBIZ SN TIE,  [User Guide for AsyncOSfor Cisco
Secure Email Gatewayl] 2L T 72& 0,

T—RERDMIE

dipstatus

2T, OCLL vy RIZOoWTCHEHBLET,

DLP = UV DERN—T g UIEH,

G¥)

ER7E

1

dipupdate

dlpstatus 2~ RIS HIIZ. GUI @ DLP Global Settings ~2*— " CDLP & E L TE
SRERHY F5,

FE®  Za<y K lcommit] 1ZM4EH D FHA,

JIAAER  ZDav U NiE, VIARZ, I—T, FlE~vv o8- R TCEHATEE
7,

NYyFaAv R Zoavry NIy FELEZ TR —F L TOHERA,

mail.example.com> dlpstatus

Component Version Last Updated
DLP Engine 3.0.2.31 Never updated

£BA (Description)

\}

DLP =V W LET,

G¥)

dlpupdate =~ RZ{f 4 % R1IZ. GUI ® DLP Global Settings ~2—3"C DLP Z#% & L TE
SHERHY FT,
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ER7AE

FeE  Zoa<r R lcommit] IZMNEHD FH A,

JIAZER  Zoa<vy N 7 IRE IV—T FREFT I UOFE— FTHATEE
R

NYyF AT Zoa<wr RNy FELEZPR—FLTHET,
N FRER

EEMEHENRWIES TY dlpupdate =~ > KON FIEAA DLP = > 2 0 & JiH 891 8
LET,

dlpupdate [force]

1

mail.example.com> dlpupdate
Checking for available updates. This may take a few seconds..

Could not check for available updates. Please check your Network and Service Updates
settings and retry.

Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.
[1> setup

Automatic updates for DLP are disabled

Do you wish to enable automatic updates for DLP Engine? [N]> y
Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.

[r>
A A B R B

ZIZTIE, RO CLL 2~ RIZHOWTHB L ET,
domainrepconfig

£%88 (Description)
domainrepconfig =¥ Ve F%ﬁ%ﬁﬁ—gﬂé <E N }‘)( A \/@J% U A ]‘ é"ﬁzﬁk*(% ij—o
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FEE : Zo0a< 2 Rk lcommit) NHAFETY,
HSREEW . Zavr N, TXTORYE—F (IFFRE, TL—F, <) T
HTxE7,

NYFaAIVER: Zoa<wy Ry TFERXE R —FLTWET, FEMIZOWTIL, nelp
domainrepconfig A< 2 REAJTLT, AT ~LTERRBRLTL fiéb\o

/j{@ﬁuf\ domainrepconfig I ¥ }‘gfﬁfﬁﬁjﬂé L . RAA \/WJ% IS é"ﬁzﬁkfg jfjao

mail.example.com> domainrepconfig

Would you like to configure an exception list for Sender Domain Reputation and
External Threat Feeds functionality? [N]> yes

Select the domain only address list to to be used for Sender Domain Reputation
and External Threat Feeds functionality

1. addr_ list

[1]1> 1

SMIMEtXa1!) T4 Y—EX

smimeconfig

£2BH (Description)

ER7E

1

EETR T AN, ABF—OFRERE, SMIME OREEZHTELET,

MEE : Z0a<y Kt Tcommit] 2BAHEETI,

JIZAREH . ZDav N, TRTOYYrE—FN (P TRZ, TV—T v ) T
HTEET,
NyF awr K Zoavwy Ry FEREZ P HR—FLTHEEA,

ELZLBEESEDI=ODEETOT 714 ILDER

WOHITIX, SMIME 2EHT2B4 B LR S{LA v E—VOXRET 0 7 7 A VEAEKTIE
ZRLTWET,
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mail.example.com> smimeconfig

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.

[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.
[1> sending

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file
- PRINT - Display S/MIME sending profiles.

[1> new

Enter a name for this profile:

> hr_sign_and encrypt

1. Encrypt

2. Sign

3. Sign/Encrypt

4. Triple

Enter S/MIME mode:
[2]1> 3

1. smime_ signing
Select S/MIME certificate to sign:
[11>

1.
2.

Detached
Opaque

Enter S/MIME sign mode:
[11>

1.
2.
3.

Bounce
Drop
Split

Enter S/MIME action:

[11> 3

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display S/MIME sending profiles.

[1> print

S/MIME Sending Profiles

Name Certificate S/MIME Mode Sign Mode Action

hr sign_a smime signing Sign/Encrypt Detached Split

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display S/MIME sending profiles.

1>
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B ==toams—oemn

ES LD AEF— DB

WIZ, A=V OREELDZDIZ, BFA—NT— U A IZ%EHDS/MIMEGEHED A
B —Z BT 202~ LET,

mail.example.com> smimeconfig

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.

[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.

[1> verification

Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.
[1> new

Enter a name for this profile:

> hr signing

1. Import

2. Paste

Choose one of the options for the certificate introducing:
[2]1>

Paste public certificate in PEM format (end with '.'):

MIIDADCCAlygAwIBAGIBDTANBgkqhkiGIwOBAQUFADCB1ELMAKGALIUERBhMCSU4x
CzAJBgNVBAG. . .

C=IN, ST=KA,L=BN, 0=Cisco,0U=stg,CN=cert for enc,emailAddress=admin@example.com
Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- EDIT - Edit a S/MIME Public Key.

- RENAME - Rename a S/MIME Public Key.

- DELETE - Delete a S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.

- EXPORT - Export the list of S/MIME Public Keys to a file.

- PRINT - Display S/MIME Public Keys.

[1> print

S/MIME Public Keys

Name Emails Domains Remaining
hr signin admin@vm30bsd0008.ibga dns.vm30bsd0008.1ibga 145 days

AL F—
ZIZTE, RO CLI <y RIZOWTHILET,
domainkeysconfig

£2BA (Description)

DomainKeys/DKIM O R — s & E L £,
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WEE : ZOa< Kt Tcommit] 73BT,
JIGARER  Zpavy NI, TRTO~Y U EF—FR (IR Z, TA—F <o) TF

MTEET,

NyF avwr R Zoavwy NNy FELSEZ PR —FLTHET,

\}

GE) X2V TF49{bdi=d, FIPST— R THEFA—NT— F T oA NTOEET —Z DORF b %
AR—=TNCTDHE, EX—Z2FRTERLIRVET, MEXF—ZHETILHAEIL. BEfFD
WEX—% AT E0, FHRITHLWVEEX—2ERTEET,

NyFiK  BL£7O0774)L

domainkeysconfig =~ > RO/ FRRIL, BAT 17 7 A VO, k. E72I3HIRTHE

MTEET,

* DomainKeys/DKIM &4 7' 12 7 7 A L DB

domainkeysconfig profiles signing new <name> <type> <domain> <selector> <user-list>
[options]

% 1:domainkeysconfig D& L VER TO T 7 1 JLBIEK

518

Bl

<name>

RAA > a7 7 A NVDL4HI,

<type>

KAAL DX A7, dk £721% dkim T,

<domain>

RAAL TR T 7 ANDRAAL L 74—/ K, 2, DomainKeys &4 D
dZ 7% LET,

<selector>

RAL > TaTZrA LDV 7 H 74—V R, Zhit. DomainKeys &4 D
s 2T HH L ET,

<user-list>

KAAL Y Ta 774 2= —Dhr~RXKPY YA, 2—F =L, FE
DRAA T T 7 ANEFEHAH L TEFA—NVICEBLTILENDDLNE
IMERPWT BT, BT AT RLAEORAEIERSNET, T
RTCDORAA » 2—P—L —HIFEH 0L, FleX—U—Falz=fEH L
£7

[options]

--key name

EAHENT DR — DA,
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518

AR

--canon

DK TEALT D L EIMEHT EET LT X4, BUEYR— ST
B 73 Y X AT simple & nofws T9, 7 7 4 /b NI nofws T9,

--body_canon

DKIM TEAT 5 & ST D, AXDOFEELT LT Y X4, BUEY R—
FENTWD T LT XA simple & relaxed T9, 7 7 4/ M simple T
7

--header canon

DKIM TEA T & ST D, ~y X —OFRAELT T ) X4, BUEY
A= RSN TWBHT7 /LT X AL simple & relaxed TJ, 7 7 4 /L b~ id simple
T

--body length

BLHOREIHER TS, EEELIZASID A ML, DKIMZ' 27 7 A LT
DHEALET, ZOfEIE, FHT2EELDIZ TRV EST, T 740
IR S EE A,

--headers_select

BHD~y X —EBRIRT D EERELET, DKIMZ 77 7 A L TOHE
AL F79, all, standard, standard and custom DOWF LT, all (T T
DI~y X —IZBLTHZ L ERLE T, standard /X, Subject, From,
To. Sender, MIME 72 EDEEHID~ v X —DHAERDOE v MIEHTDHZ
EHEWLET, standard and customd, BEEID~ v ¥ —FB L2 —HF—7E
FDONYH =Dy MIBX4TLZEEERLET, 77 4/L bidstandard
<7,

--custom_headers

BLT DA~y X —Da—W—EFKTE ~ b, headers_select 3 standard_and_custom
DEBFAIT, DKIMZ 0 7 7 A L TOREALET, F7 44 MIZEDOE v F
T,

--i_tag

BN T H2BINTLE0EIDEEELET, FHETE DEILyes £721F
no C9, 7 7 A/ ML yes TT,

--agent_identity

A—P—F T 2= —DRDOVICZD A v —VICELTHREADID,
HSUIMEEDE A —/L 7T RLATTR, g — I AEHSITEK L THLE
WEHA, TO7 RLAD RAA 5L, <domain> £ 721XE DT KA
A ETHRENHY T, ZOF T 3L, ~i tag D% yes ITRXE L
TWAEAICORBEHENET, T 74/ ME, va—h A5 E2Z2 LT,
ZDEIZ @ & <domain> A #E T TELIk L72fE T,

--q_tag

BN QE T ERBINT 20 EIDERELET, FHETE DI yes £72i%
no C9, 7 74/ M yes TT,

--t tag

BN S T HBINT 20 EIDERELET, FHETE DI yes £72i
no T3, 7 74 /L MEyes TT,

--X_tag

BN Z T HBINT 20EIDERELET, FHETE DT yes £72i%
no T, 7 74/V ~MIyes TT,
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--expiration_time | E4 3 K504 5 £ TOR (B) T3, DKIMZ' 17 7 A L CTORH L E
T, ZOMMEIX, BADOXH T Lt T DECRYET, ZOF T a L,
-x_tag DfE% yes ICRE L TW AL HICOAMEHINET, 774/ ME
31536000 # (1 4F) T,

--7_tag BNz B T EBNT DN EIMERELET, fEETE HMEILyes £721E
no C9, 774/ ;idno TY,

BT T 7 A ILDWRE

domainkeysconfig profiles signing edit <name> [signing-profile-options]

BLTO T ANDE S a

* rename <name>

* domain <domain>

* selector <selector>

* canonicalization <canon>

» canonicalization <header canon> <body_ canon>
* key <key name>

* bodylength <body length>

* headerselect <header select>

* customheaders <custom_headers>
* itag <i_tag> [<agent identity>]

* qtag <q_tag>

* ttag <t tag>

* xtag <x_tag> [<expiration_time>]
* ztag <z tag>

* new <user-list>

* delete <user-list>

* print

7 U7
cBLT T 7 A ILOHIER

domainkeysconfig profiles signing delete <name>|

BHT T 7 ANDRGHIR

domainkeysconfig profiles signing list]

cBHT T 7 AIVOREMET

domainkeysconfig profiles signing print <name>|
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BHTO T 7 ANDT A B

domainkeysconfig profiles signing test <name>|

BLIO T A NLDE—H) I E—DA R — |

domainkeysconfig profiles signing import <filename>|

BFA—NT = A ICHDBELT R T 7 ANDAE—DT T AR— ] @

domainkeysconfig profiles signing export <filename>|

BFA—NT— b T2 IZHDLTXTOELT T 7 A IVOHIER :

domainkeysconfig profiles signing clear]

Ny FEKX - RIETOT7A4IL

¢ HT LV DKIM MGk 7 1 7 7 A )V DVERL -

domainkeysconfig profiles verification new <name> <verification-profile-options>|

% 2:domainkeysconfig DIREETO 77 AL AT a

515

Bl

--name

DKIM WiFE 7 1 7 7 A L DA Fil,

--min_key size

ZIF AN/ —, FEETEHF—DEX1L512, 768, 1024,
1536, BL 12048 T (HEAZE Y b)) o T 740 M 512 T
TO

--max_key size

ZIFANDIIHAF—, FEETEZDHF—DFE X512, 768, 1024,
1536, BL 2048 T4 (HALIXE Y ) o T 740 M2 2048 T
KR

--max_signatures num

A=V DR TRIETE 28B4 ORKRE, EEOIERZHET
xFE+, 774 MES5TY,

--key query_timeout

=2V —NHA LT NTHETORR () T, [£EED
EHEHEETCEET, 774/ ML 10 T,

--max_systemtime divergence

KEE DO & FEE O & OMICHFR TE 2 ERME (B))
TY, FEOEHERETEET, T 74/ NI 60 TY,
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B

--use_body_length

KXDEEDNT A= T o0 EInEEELET, faE
T&EDfEIZyes £72idno TI, 774 /V Mdyes TT,

--tempfail action

—BERBEE DAL, SMTPOT 7 v a v 2 FITLET, 7
T ST accept F 721X reject TT, 7 7 4 /L ME accept T,

--tempfail response code

—RERY 7B EN A LG E ., SRS A v 2— O SMTPIL
Koa— T, HETEAHEITAXX BERXDOF ST, T 741
M 451 T,

--tempfail_response text

—HF R ENRAE LI HE, G Shic A vy E— YD SMTPE
BTHXANTYT, T4V ML, HMISBLAERIECE 8 A,

F— P —N—NEo50 D £ A (Unable to verify signature - key

server unavailable) | T,

--permfail action

KRB E DB AIE, SMTP DT 7 v a v 2 FITLET, f/E
T 51X accept F 721X reject TI, 7 7 4 /L ME accept TT,

--permfail response_code

KGRI 7R EN KA LG E, S Sz A v&—Y D SMTP)G
Ka— RTT, IBETEX AL SXX EROFEZ T, T 741
& 550 T,

--permfail response_text

KRR BEE A LT E, IR Shiz A v — Y D SMTPIG
BETXARNCTT, 774/ & [#5.7.5 DKIM KGBFED A —/L1F
EE I TUWET (DKIM unauthenticated mail is prohibited) | T
TO

WEE T 1 T 7 A VDR

domainkeysconfig profiles verification edit <name> <verification-profile-options>|

BEET 0 7 7 A L OHIER

domainkeysconfig profiles verification delete <name>

PEAFORRGET 7 7 7 A LV OFERH )

domainkeysconfig profiles verification print <name>|

BEfFORGET 0 7 7 A L D—EFRIR

domainkeysconfig profiles verification list

=N N HDIRAET AT AN T ANDA R — b
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domainkeysconfig profiles verification import <filename>|

BWFA—NT =N 2 A ICHDIRRET BT 7 A VDA VR— |

domainkeysconfig profiles verification export <filename>|

B A—NT— T2 ICHDHTXTCOEIFREIET 2 7 7 A L OHIE

domainkeysconfig profiles verification clear

Ny FER . EL2X—
s HTLWEBL X —DIERK :

domainkeysconfig keys new <key name> <key-options>|

% 3:domainkeysconfig DEZL X— AT 3>

515 Bl

--generate_key | fiE ¥ — 2K LE T, IBETEHXF—DRE ST 512, 768, 1024, 1536, ¥
L2048 T (HEAZIZE Y R) o

--use_key FRESNIWEX—EEM L7,

--public_key | {5E SN -fE X —IC BT D2 AMF—Z PG L CHEEICH T 572007 7
7', --generate key A SEICHEE L CWAEAIL, T8 LWME X —1 Ak S
. N TENIZ—HT 28T —NERINET,

« B X — O

domainkeysconfig keys edit <key name> key <key-options>|

WA DELF— DAL

domainkeysconfig keys edit <key name> rename <key name>|

« RERF—ZHRET DI

domainkeysconfig keys publickey <key name>

X —DHIEE :

domainkeysconfig keys delete <key name>|
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domainkeysconfig keys list]

FEDEL X =T 2T N TOREROFIR

domainkeysconfig keys print <key name>|

=N vl DBBELF DA R

domainkeysconfig keys import <filename>|

B A—NT = U2 DD BELF—DTI AR— b

domainkeysconfig keys export <filename>|

BEA—NT = b= 2D T RTOELF— DKk :

domainkeysconfig keys clear]

NYFERX: F—F-EFTO0T770ILORKRE

e T 7 A ILVDELF—DMER

domainkeysconfig search <search text>|

Ny FRRK . o 0—/NILEETFE

« WA=/ — KU = A TP DomainKeys/DKIM D 7' 12— )L E DK

domainkeysconfig setup <setup options>|

BETE AT a IRO LY TT,
« --sign_generated_msgs : ¥ AT ATHERINTA v E—VIZEATLINE I DEREELE
9, FHETE DEIE yes £721d no TY,
Bl :CLIHICKA ALY F—DERTE
BFA—NT =R T xzA LD RAAL L F—%FET HIZIL, CLI Tdomainkeysconfig 2+
YRR LET,

domainkeysconfig 2~ NiX, [A—/L K Y I — (Mail Policies) ]->[ KA A > % — (Domain
Keys) | ~—VHNOKEZ TN THATVWET, ZOa<2 RTHE, 370 FAA LV F—
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DNSTXT L a— R&AMTHZEHTEEST, o7V RAAL L F—DNSTXT L 22— FD
AERROFEMIZOWTIL, 7L RAAL L F—DNSTXT L a— ROERR (82 <—) &%
BLTLEEN,

ZOBITIE, F—mAERL, RAS a7 7 A VEER L ET,

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 0

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> keys

No signing keys are defined.

Choose the operation you want to perform:

- NEW - Create a new signing key.

- IMPORT - Import signing keys from a file.
[1> new

Enter a name for this signing key:

[1> testkey

1. Generate a private key

2. Enter an existing key

[11>

Enter the size (in bits) of this signing key:
1. 512

2. 768

3. 1024

4. 1536

5. 2048

[31>

New key "testkey" created.

There are currently 1 signing keys defined.
Choose the operation you want to perform:

- NEW - Create a new signing key.

- EDIT - Modify a signing key.

- PUBLICKEY - Create a publickey from a signing key.
- DELETE - Delete a signing key.

- PRINT - Display signing keys.

- LIST - List signing keys.

- IMPORT - Import signing keys from a file.
- EXPORT - Export signing keys to a file.

- CLEAR - Clear all signing keys.

[1>

Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

No domain profiles are defined.

[l AsyncO0S 14.0 for Cisco Secure Email Gateway CLI ') 77 LY X 4 K (—fREA)



I av vk 5EH

Bocuizss kg x—onE ]

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- IMPORT - Import domain profiles from a file.
[1> new

Enter a name for this domain profile:

[1> Example

Enter type of domain profile:

1. dk
2. dkim
[21>

The domain field forms the basis of the public-key query. The value in
this field MUST match the domain of the sending email address or MUST
be one of the parent domains of the sending email address. This value
becomes the "d" tag of the Domain-Keys signature.

Enter the domain name of the signing domain:

[1> example.com

Selectors are arbitrary names below the " domainkey." namespace. A
selector value and length MUST be legal in the DNS namespace and in
email headers with the additional provision that they cannot contain a
semicolon. This value becomes the "s" tag of the DomainKeys
Signature.

Enter selector:

[1> test

The private key which is to be used to sign messages must be entered.
A corresponding public key must be published in the DNS following the
form described in the DomainKeys documentation. If a key is not
immediately available, a key can be entered at a later time.

Select the key-association method:

1. Create new key

2. Paste in key

3. Enter key at later time

4.

[1

"

Select existing key
1> 4
Enter the name or number of a signing key.
1. testkey
[11>
The canonicalization algorithm is the method by which the headers and
content are prepared for presentation to the signing algorithm.
Possible choices are "simple" and "relaxed".
Select canonicalization algorithm for body:
1. simple
2. relaxed
11> 1
How would you like to sign headers:
1. Sign all existing, non-repeatable headers (except Return-Path header).
2. Sign "well-known" headers (Date, Subject, From, To, Cc, Reply-To, Message-ID, Sender,
MIME headers) .
3. Sign "well-known" headers plus a custom list of headers.
[2]1>
Body length is a number of bytes of the message body to sign.
This value becomes the "1" tag of the signature.
Which body length option would you like to use?
1. Whole body implied. No further message modification is possible.
2. Whole body auto-determined. Appending content is possible.
3. Specify a body length.
[11>
Would you like to fine-tune which tags should be used in the
DKIM Signature? (yes/no) [N]>
Finish by entering profile users. The following types of entries are
allowed:
- Email address entries such as "Jjoe@example.com".
- Domain entries such as "example.com".
- Partial domain entries such as ".example.com". For example, a partial
domain of ".example.com" will match "sales.example.com". This
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sort of entry will not match the root domain ("example.com").
- Leave blank to match all domain users.
Enter user for this signing profile:
[1> sales.example.com
Do you want to add another user? [N]>
There are currently 1 domain profiles defined.
Choose the operation you want to perform:
- NEW - Create a new domain profile.
- EDIT - Modify a domain profile.
- DELETE - Delete a domain profile.
- PRINT - Display domain profiles.
- LIST - List domain profiles.
- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.
- CLEAR - Clear all domain profiles.
1>
Choose the operation you want to perform:
- SIGNING - Manage signing profiles.
- VERIFICATION - Manage verification profiles.
1>
Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1
Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes
Choose the operation you want to perform:
- PROFILES - Manage domain profiles.
- KEYS - Manage signing keys.
- SETUP - Change global settings.
- SEARCH - Search for domain profile or key.
1>

BT FALD F—DNSTXT La— FOER

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

There are currently 1 domain profiles defined.
Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1> dnstxt
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dmarcconfig

omarc i3t [}

Enter the name or number of a domain profile.
1. Example

[11>
The answers to the following questions will be used to construct DKIM text
record for DNS. It can be used to publish information about this profile.

Do you wish to constrain the local part of the signing identities
("i=" tag of "DKIM-Signature" header field) associated with this
domain profile? [N]>

Do you wish to include notes that may be of interest to a human (no
interpretation is made by any program)? [N]>

The "testing mode" can be set to specify that this domain is testing DKIM and
that unverified email must not be treated differently from verified email.
Do you want to indicate the "testing mode"? [N]>

Do you wish to disable signing by subdomains of this domain? [N]>
The DKIM DNS TXT record is:

test. domainkey.example.com. IN TXT "v=DKIMI1;
p=MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCB1QKBgQODX5d0G9J8rXreA/uPtYr51rCTCgR+gqlS5Gm
1£000] AZSUBZBVONKZEN+se 0T+ mYDPOFSUH aOvO HCeunt? FERJ S3ROF ol oI AH5v20CKp/w Tha Py 3aeRSa VEavQ6v IESKSU TCHDFKVIUIMISY Sstou?
zmm9OrKAHSmM7FwIDAQAR; "

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.

[1>

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.

[1>

alk

2T, OCLL awy FIZOWTCHA L £,

£2B8 (Description)

DMARC OEREBEHELET,
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JGAREE . Zoawy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff

MTEET,

NyF avwr R Zoavy MRy FELSEZPR—FLTHET,

dmarcconfig D3y FIERIL, WFET 1 7 7 A L OERL, ek, HIBR, BLOT v — ULEE

DEECHTE £T,

DMARC #&SE 70 7 7 4 JLODEM

dmarcconfig profiles new <name> [options]

5% Bl
<name> DMARC 71 7 7 A )L D4 Hil,
[options]

--rejectpolicy action

DMARC L = — FHRDRY =28 HEER] oL X2
AsyncOS WEATT HMENR LA v —T T/ v a v,
AIREZRMEIX,  Treject) . [quarantine] . F721% [none]
ESER

--rejectpolicy response code

HEENTEAvE—YOSMTPEEa— R, 574+ ME
1% 550 T,

--rejectpolicy response text

HLEENEZA Y E—YDSMTPIGET XA b, T 744 1
BT T#5.7.1 DMARC KERIFED A — /LT 2RI & TWET
(DMARC unauthenticated mail is prohibited.) | T,

--rejectpolicy quarantine

DMARC FRFFIC R LT A v & — 2 DR,

--quarantinepolicy action

DMARC L z2— RNODO R Y =2 [@EED & X (2 AsyncOS
NETTIHIVENRS DA v —T T/ v ar, aJRERE
/X, Tquarantine] F721% Tnone] T,

--quarantinepolicy quarantine

DMARC FRFFIC R LT= A v ' — 2 DOk,

--tempfail_action

DMARC HRFEEHE — B R BEF 3R AE L2 A v ' — DIt
LT AsyncOS NFATTHMENHDHA vE—Y T/ v =
v, RETE B2MEIE Taccept] F£721F Treject] T,

--tempfail _response code

—HFREENREAE LGS, S SN A yE—V0
SMTP )& 22— R C9, T 7 4/ MEIZ 451 T,
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--tempfail response_text —HR R EENEAE LIRS, RS Ay E—2 0
SMTPIGET ¥ A M TT, 7 74 /v MiL [#4.7.1 DMARC
MRAE%E FITCT& £H¥ A (Unable to perform DMARC
verification) | T,

--permfail_action DMARC FRREFUZ KR e B AR AE LTz A > & — DIkt
LT AsyncOS NEATTLOME R HDHA v —T T 7 v 3
v, FBETE SMHIX Taccept] F721E lreject] T,

--permfail_response code KRB ENBAE LG E, RSN A vy tE—T0
SMTP )& 22— R C9, T 7 4/ MEIL 550 T,

--permfail_response_text KRR ENBAE LGS, HE SN A vy E—T0
SMTP/SET F A hCT1, T 7 #/L Milx [#5.7.1 DMARC
FREFICRAL LU E L7 (DMARC verification failed) | T,

DMARCHEE 7O 7 7 A ILDIRE

dmarcconfig profiles edit <name> [options]

DMARC I 70 7 7 1 JLDEI&

dmarcconfig profiles delete <name>

FTRTHODMARC DREET A 7 7 4 JLDEIRR

dmarcconfig profiles clear

DMARC REETO 7 7 A/ LD MDD RT

dmarcconfig profiles print <name>

DMARC #EETA T 7 A LD T Y AR— bk

dmarcconfig profiles export <filename>

DMARCH&REET R 77 A ILDA iR— b
dmarcconfig profiles import <filename>
JO—NILEEDER

dmarcconfig setup [options]

TIFay Bl

--report_schedule AsyncOS 7% DMARC %t L A— b &2 4Rk 7 5 e,
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--eITor _reports DMARC £ LR — k ¥ X723 10 MB £ 721X DMARC L =1 —
RORUA # 7 CHRE SN A XEB2 2561, ifE=7—
LiR— & RAAL VETEEICEET 5,

--org_name DMARC Gt VAR — M2 AR T 20T 47 4, ZHITIE R A
AV RBERETDVLENHY £7,

--contact_info DMARC %5t LR — b &2 -7 AL VITAEHENR LR — b
BRI T 47 4 LEEE DA O, B0
W kO N A ¥ ~— FR— FOFEMRLY) .

--copy_reports +_TCTODMARC £3 LR — O a b —2ED2—F— (4
FHLUAR— O R FATT 2N 22— =722 E) ITHELET,
BT A—NT RLVAZ AN LET, HEOLGEIIN v~ T
D iﬁ‘o

--bypass_addresslist EDODEEZNLZELEA v E— 0O DMARC HiIEE A% >
FLET (T RLVAUZXRN)

GE) ELEREA—NLTRULATERINDET KLR U R
ORI ERINTE ET,

--bypass_headers FEED~y 4 — 7 4 =)L R & E T A v & — 0O DMARC ##AE
EAXv S LET, HExFE AV 7 URNOEEHTES
TF T —=ENHDA vE—0 DMARC #FEE A% v 74512
W, ot TFvarEfALEYT, ~y X —E2 AN LET, &
BOBEIT o~ TR 4,

wIZ. DMARCHiGE 72 7 7 A VZRE L., DMARCHGET 0 7 7 A4 LD 7 a— LR E % e
T AW ERLET,

mail.example.com> dmarcconfig

Number of DMARC Verification Profiles: 1

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified
Bypass DMARC verification for messages with header fields: None Specified
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

[1> profiles

There are currently 1 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.
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- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.

- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

[1> new

Enter the name of the new DMARC verification profile:

[1> dmarc_ver profile 1

Select the message action when the policy in DMARC record is reject:

1. No Action

2. Quarantine the message

3. Reject the message

[31> 1

Select the message action when the policy in DMARC record is quarantine:
1. No Action

2. Quarantine the message

[2]1> 2

Select the quarantine for messages that fail DMARC verification (when the DMARC policy
is quarantine).

1. Policy

[11> 1

What SMTP action should be taken in case of temporary failure?

1. Accept

2. Reject

11> 2

Enter the SMTP response code for rejected messages in case of temporary failure.
[451]>

Enter the SMTP response text for rejected messages in case of temporary failure. Type
DEFAULT to use the default response text

'#4.7.1 Unable to perform

DMARC verification.'

[#4.7.1 Unable to perform DMARC verification.]>

What SMTP action should be taken in case of permanent failure?

1. Accept
2. Reject
[1]1> 2

Enter the SMTP response code for rejected messages in case of permanent failure.
[550]>

Enter the SMTP response text for rejected messages in case of permanent failure. Type
DEFAULT to use the default response text

'#4.7.1 Unable to perform

DMARC verification.'

[#5.7.1 DMARC verification failed.]>

There are currently 2 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.

- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified
Bypass DMARC verification for messages with header fields: None Specified
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.
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[1> setup

Would you like to modify DMARC report settings? (Yes/No) [N]> y

Enter the time of day to generate aggregate feedback reports. Use 24-hour format (HH:MM) .
[00:00]>

Would you like to send DMARC error reports? (Yes/No) [N]> y

Enter the entity name responsible for report generation. This is added to the DMARC
aggregate reports.

[1> example.com

Enter additional contact information to be added to DMARC aggregate reports. This could
be an email address,

URL of a website with additional help, a phone number etc.

[1> http://dmarc.example.com

Would you like to send a copy of all aggregate reports? (Yes/No) [N]>

Would you like to bypass DMARC verification for an addresslist? (Yes/No) [N]>

Would you like to bypass DMARC verification for specific header fields? (Yes/No) [N]> y
Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

[1> add

Enter the header field name

[1> List-Unsubscribe

DMARC verification is configured to bypass DMARC verification for messages containing
the following header fields.

1. List-Unsubscribe

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

- REMOVE - Remove a header field from the list.

[1> add
Enter the header field name
[1> List-ID

DMARC verification is configured to bypass DMARC verification for messages containing
the following header fields.

1. List-Unsubscribe

2. List-ID

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

- REMOVE - Remove a header field from the list.

1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: Yes

Reports sent on behalf of: example.com

Contact details for reports: http://dmarc.example.com

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: List-Unsubscribe, List-ID
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

1>

2T, ROCLL a<y FIZOWTCHAL £,
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dig

#%B (Description)
DNS H—/S— L Cla—R &Ly s 7 v 7 LET

ERAE

Ny FER

dig i

Fe® : Za<y K Tcommit] 1ZMEH D FHA,

ISRABEM . Zpavy NI, TR_RTOIYEFT—F (UFREZ, TA—F, <) T

MTEET,

NyF awrR: Zoa<wy RNy IFEXREZYR—FLTWET,

diga~y FONy FRREMAT 2L, RO CLIa~ Y ROTRTOKEEZETTEET,
*DNS #—N— L ClLa—RaLy 7T v 7 LET

dig [options] [@<dns ip>] [gtype] <hostname>|

DNS —R_R— LT, $8EEINTZIP T RLRICHT WLy 77 v P H2FEITLET,

dig -x <reverse ip> [options]

[@<dns_ip>]

SRB I dig 3w ROy FHACHE AR A7 S 3 T,

-s <source_ip> Specify the source IP address.

-t Make query over TCP.

-u Make query over UDP (default).

dns_ip - Query the DNS server at this IP address.

gtype - Query type: A, PTR, CNAME, MX, SOA, NS, TXT.

hostname - Record that user want to look up.

reverse 1ip - Reverse lookup IP address.

dns ip - Query the DNS server at this IP address.

Async0S 14.0 for Cisco Secure Email GatewayCLI ') 7 7 LV XA K (—fREA) .



avv R sEH |

B »

l

WOFITIX, V> 7T v 795 DNS —_R—ZHRANIZFEE L TWET,

mail.com> dig @111.111.111.111 example.com MX

; <<>> DiG 9.4.3-P2 <<>> (@111.111.111.111 example.com MX

; (1 server found)

;; global options: printcmd

;; Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 18540

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 3
;7 QUESTION SECTION:

;example.com. IN MX

;7 ANSWER SECTION:

mexample.com. 10800 IN MX 10 mexample.com.

;7 AUTHORITY SECTION:

example.com. 10800 IN NS test.example.com.
;7 ADDITIONAL SECTION:

example.com. 10800 IN A 111.111.111.111

example.com. 10800 IN AAAA 2620:101:2004:4201::bd

example.com. 300 IN A 111.111.111.111

;7 Query time: 6 msec

;7 SERVER: 10.92.144.4#53(10.92.144.4)
;; WHEN: Fri Dec 9 23:37:42 2011

;; MSG SIZE rcvd: 143

\)

GE)  Zoavwry REHEMATH L XIZDNS b —"—Z2HPRICHE L WA, dig 2~ RiZ
& o T Authority 7 >3 > & Additional 7 3 3 VOFERPKVIAENE T,

{5 : DNSSEC %4 7R— 9 % DNS H—/\—®D TLSA L O — FD#ER
WDOFHIT, TLSA L a— REZIREQICHER L,
mail.example.com> dig

Enter the host or IP address to look up.
[1> example.com

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,otherwise the pointer to
other information

7. SOA the domain's "start-of-authority" information
8. TLSA TLSA Record

9. TXT the text information

[1]1> 8

Which interface do you want to query from?

1. Auto
2. Management
[11> 2

Please enter the host or IP address of DNS server.
Leave the entry blank to use the default server.
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dnsconfig

dnsconfig .

Important! To perform DNSSEC queries, enter the host or IP address of the DNS Server
supporting DNSSEC.
[]> 8.8.8.8

Do you want to make query over TCP? [N]>
Do you want to make a query over DNSSEC? [N]> Y

Please enter DNS key file path.
Leave the entry blank to use the default root keys
[1>

;7 RRset to chase:
dane-esa.com. 3562 IN MX 10 mxl.dane-esa.com.

;7 RRSIG of the RRset to chase:

dane-esa.com. 3562 IN RRSIG MX 7 2 3600 20181028045140 20180928045140
43860 dane-esa.com.

K+t0W9a0gDMvxytXfkrms+IEUbK1Ct9XB5mBCCb3bHryvHs0cU6XPxTJ

XwQ5HUSWuQaCI9MLyCAS5Zn/AX1bzKA7tGtnab0g3CmVKhhRXnIJ+jJht6

nuksUrLKsM6uYmR73DDM/bCC8n08w6nGeGg4 76mmNgETXAPfgSVHNUPP

DSquCG3nNfm8iE9XnG8jCKRPcKhWjROc/vmK6ZzuzFKCtT4QA/L5ANhOwW

z££ZgxRI0m]j 3w8WQdz9eFAWS5e0LFab0oR5719831tyJrQL4pjF17bwKNw
94xhgF1sWWKAC6wpoT64D00000u5TsKxHgS5EwEat10MIMOGHMniCuJcA K3seyQ==

£BA (Description)

ER7AE

Ny FRRK

DNS Dty b7 v FHZHRELET,

MEE : Z0a<y Kix Tcommit] 2BSHNEE T,

JIGRARER . Za~x s Rt TRTO~YY U EFT— K (TR Z, TA—F, w2 r) Tff
HTx%7,

NyF avy R Zoavy KAy FRRE Y K= LTOET,

dnsconfig 2 KO3y FIG AT 5 &, #KD CLI 2~ FOTRCORIEEFITT
%i‘é—o

s =) =LY —NR—Fy v 2 EZHHTH7-DD DNS DEIE :

dnsconfig parent new <ns_ip> <priority>

o< RoOBI¥ -

e<ns ip>: F—L P—R_—DIP T RL A, BEDOIP T FLATH L~ TRI->THEL
£
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« <priority> : Z D=2 kU OEESENENL,
s m—H F— b == T v T2 ORI

dnsconfig parent delete <ns_ip>|

FED RAAL AMERT D7D DR DNS F v v 2D

R
it

dnsconfig alt new <domains> <ns_ip>|

)

G AF—FXy hON—F RX—L P—N"—ZHLTWDIHEEIIEHTEEEA,

a<v 2 ROFIE:
e<ns_ip>: F—Lb F—R_"—=DIP7 KL A, HEDOIPT LR ZH v~ TR - THEL
i‘d‘o

e <domains>: RAA DI ~RFXHH VU R |,
HEED R A A DO DNS F v v = OHIEE:

dnsconfig alt delete <domain>|

s f U H =Ry hDN— | T—L P —N"—%FHT 578D DNS DR E :

dnsconfig roots new <ns_domain> <ns_name> <ns_ip>|

A= P —=—D5

* <ns_domain> : BE L THEHT 2 KA A
* <ns_name> : F—L P— =D H],
* <ns_ip> : =LY —R_R—DIPT KL A,

N

GE)  FAAL T 2RBER—L I —A_"—ZIEETH LT, HEDO FAAL LY bERESEDL Z
ENTEET,

o F— A P —R—DHIFE

dnsconfig roots delete <ns_domain> [ns_name]

\)

GE)  HIBRT % & E1Tns_name Z4FE L7V L %N D B AL DT XTDOFR— L H— 3=l
SNET,
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l

w

s TRTODNS HEDPHE, BIOAS v H—Fy bD)—k b—N—%fiHTEDD
2T LD HBRE

dnsconfig roots

HI(E D DNS R E DFR

dnsconfig print]

K —F —FFED DNS B — — 21X, IROIEFRDBP LB TT,
c ARA M
s IPT FL A
HERDHD FAAL L (R —R—DTp)

dnsconfig =~ RTCliX, KD 45DV T a<wr REATEET,

% 4:dnsconfigaA< > FOHJTav K

X SRBH
. FEED R AA ANEHT 28 LWREE DNS r— R —F 72 idm—
#1)V DNS ——Z Bl 7,
delete 1Jt/j}E')'e‘bL‘—/{‘—i71‘:li]:l“—7771/ DNS %—/\—%ﬁﬂ[&% L/iﬁ‘o
it R — R —F =T —H /)L DNS — _R—ZZEHFH L F1,
etu A B —F >k Jb— bk DNS Y —_—F7-1Fr—% /L DNS ¥ —
° NP0 B2 T

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[11> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (10.92.149.70/24: mail3.example.com)
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[1]1>

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]>

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

1>

BED KA A 2 DHKE DNS H—/\—D3En

BrEDT—HNL RAAL U EHRE, T _XTODNS 7= T U FZ—Fy hlb— hP—_—%Affi
HITDEIICEFA—NTF— b U2 ZRETEET,

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
No alternate authoritative servers configured.
Choose the operation you want to perform:

- NEW - Add a new server.

- SETUP - Configure general settings.

[1> new

Please enter the domain this server is authoritative for. (Ex: "com").
[1> example.com

Please enter the fully qualified hostname of the DNS server for the domain "example.com".
(Ex: "dns.example.com") .

[1> dns.example.com

Please enter the IP address of dns.example.com.
[1> 10.1.10.9

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

(1>

BMBEDODNS v v Hg—N—0DFEHA
MEDDNS ¥ ¥ v ath—"—2MHlT 5L CEFA—NT— V=AM ZRETEET,

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers
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dnsflush .

2. Use own DNS cache servers

[1]1> 2

Please enter the IP address of your DNS server.

Separate multiple IPs with commas.

[1> 10.10.200.03

Please enter the priority for 10.10.200.3.

A value of 0 has the highest priority.

The IP will be chosen at random if they have the same priority.
[0]1> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (192.168.42.42/24)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)
[1

1> 1
Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>
Enter the minimum TTL in seconds for DNS cache.
[1800]1>

Currently using the local DNS cache servers:
1. Priority: 1 10.10.200.3

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

dnsflush

£BH (Description)
DNS ¥ ¥ v ¥anbd_XThOZ M) E227 VT LET,

ERAE
feE : ZDa~ RIZ lcommit) (TMEH Y A,
JTALER  ZDavy RiFvyy = RTORBEHTEET,
NYF AR F: Zoavy RNy TFERXE R — KL THERA,

l

mail3.example.com> dnsflush
Are you sure you want to clear out the DNS cache? [N]> Y

dnshostprefs

ZBH (Description)
IPv4/IPv6 DNS 3% & L £7
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1

dnslistconfig

He® : Z o<y Kt Tcommit] 2AH43ETI,
JTALEM  Zpavy Riivwiy B— R TORMEATE £,
NYyFaAIV R Zoavy RNy FEXLEZSR—FLTOHERA,

mail3.example.com> dnshostprefs

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> new

Enter the domain you wish to configure.
[1> example.com

How should the appliance sort IP addresses for this domain?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Require IPv6

[2]1> 3

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> setdefault

How should the appliance sort IP addresses?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Require IPv6

[2]1> 1

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1>

£2BA (Description)

ER7E

l

DNS YA K —ERADOYR—FERELET,

M : oo~ KX lcommit] 2NHLEETY,
JIALER  ZDav Riiviry T— R TOMEATE £,
NYyF ATV R Zoavwy FERyFEXEZTFR—FLTWERHA,

mail3.example.com> dnslistconfig
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dnslisttest

Current DNS List Settings:

Negative Response TTL: 1800 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[]> setup

Enter the cache TTL for negative responses in seconds:
[1800]1> 1200

Enter the query timeout in seconds:

[31>

Settings updated.

Current DNS List Settings:

Negative Response TTL: 1200 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[1>

£BH (Description)

ER7AE

1

dnsstatus

DNS XR—ZDY A K B —EZXDDNS LY I T v 7FE2TFT AN LET,

MEE : Z0a<y R lcommit] 1ZMEH D FH A,
JSRARER . Zpa<wy Riiviry T— RTCOMEATXET,
NYF AR E: Zoavy NNy FREREZ R —F L TWEREA,

mail3.example.com> dnslisttest

Enter the query server name:

[1> maild.example.com

Enter the test IP address to query for:
[127.0.0.2]> 10.10.1.11

Querying: 10.10.1.11.mail4d.example.com
Result: MATCHED

£BH (Description)

ERAE

DNS #iHE 4 £~ L £

MeE : Zoa<y R Tcommit] IZMEH D FH A,
G ARER . Zpa<y Riivwyy T— RCOREHATEET,
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B »

NYF AR KR Zoa~vy RNy FEXREZVR—FLTWERTA,

1

mail3.example.com> dnsstatus
Status as of: Mon Apr 18 10:58:07 2005 PDT

Counters: Reset Uptime Lifetime
DNS Requests 1,115 1,115 1,115
Network Requests 186 186 186
Cache Hits 1,300 1,300 1,300
Cache Misses 1 1 1
Cache Exceptions 0 0 0
Cache Expired 185 185 185

How-To Vs Pz rEFERALI-A—Y T 9RXAR)T Y
ADs&a1k

ZZTIE, RO CLI @<= RIZOWTEHBH L £,

howtoupdate

ZBA (Description)
howtoupdate I ¥ NEFEHT5 & . How-To =@ VIR—FR b %%@TE%TT% e

FERAE
FEE : 2Oz~ NIZ commit lIZIMFEH Y £ A,

HDSRAER: Zoa<vwr NI, T _TCO~>rF—FK (UF3REZ, TL—7F <) TfF
HTx%E9,

NYF AR Zoavy RNy TFEXEL R — ML TOET, FEHIIZ OV T, nelp
howtoupdate 2V REANLT, £ T4 ~NWTEBZBLTLEIN,

l

/J*W)WJ’C\ howtoupdate I ¥ ]\%ﬁﬁﬁﬁ“é & . How-To = ‘/ﬂ‘f—fﬁ N %i@]f%%ﬁf% ES
7

mail.example.com > howtoupdate

Requesting update of How-Tos component
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howtostatus .

howtostatus

£2BA (Description)

howtostatus 2~ RZHEHAT A L. How-To2 o R—F% > hOBEDONAN— g V2T RTEE
7

ERAE
FEE : Z0a~< 2 NiZ commit IV EDH Y £H A,
HSRRER . —pa~v L RNE, T_TO~Y v F—F (UI92%, TL—F ~i ) T
HATxET,
NYyF AT R Zoa<wy FERNyFERXEZTFR— L TWET, FEHIZOWVTIL, help
howtostatus 2 K& AJ] L C, /]’\/v'j/]"//\/]/7°i¢>§}/%ﬁ‘gb'(< fiéb\o

l

ROFIT, nowtostatus 2~ REHEHT S L, How-To =2 R —FR FOBFEDONR—T g &
FRTEET,

mail.example.com > howtostatus

Component Version Last Updated
How-Tos 1.0 4 Jul 2018 04:22 (GMT +00:00)

— MR GEEB/ NS TN a—Ta )

22T, RO CLL vy RiZoW Tl LET,

addressconfig

£%BH (Description)

addressconfig 2~ Ri&, From: 7 KL A~y X —5 R ETH7=OIHEH L EJ, From:
7 RLADFRR, 2—H— BLORRAAS VAZBECTEET, FASMAEES— Y=
A FAALAOERZEIRT 52 L b TEET, ROKPLTIE, AsyncOS (2 K- THE S L7
A—)U|ZI% addressconfig 2~ R&fEH L £7,

* Anti-Virus j# %

o N7 LA

* DMARC 7 1+ — K/Nv 7 L7R— bk (DMARC Feedback Reports)

« BEN (notify() 3 & U notify-copy() 7 « /v & DEIE)

cPREEA v E—Y (BRUMRBEE IR D Ta e —ikE] )
« LAR— |k

c XDMDTRTDOA =Y
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WORFITIL, W@EID From: 7 K L A % Mail Delivery System [MAILER-DAEMON@domain] (5
7 4V §) »5 Notifications [Notification@example.com] {[ZZAH L £ 77,

MeE : oo~ KX lcommit] N T,

JIGRAREM . Zpa<vy N, T_XTO~YrET—F (P59 RE, TA—F <L) T
HATxE7,

NyF avws R Zoavy MRy FEXREZSR—FLTHERA,

mail3.example.com> addressconfig

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>
Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>
Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.

[1> notifyfrom

Please enter the display name portion of the "notify from" address
["Mail Delivery System"]> Notifications

Please enter the user name portion of the "notify from" address
[MATILER-DAEMON] > Notification

Do you want the virtual gateway domain used for the domain? [Y]> n
Please enter the domain name portion of the "notify from" address

[1> example.com

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: Notifications <Notification@example.com>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>
Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>
Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.

[1>

adminaccessconfig

£2B8 (Description)

WHEFRET HHE1C adminaccessconfig 2~ R LE T,
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cHHEOR A A=Y (NF—)

EF AN =R DEFA L H—T 2 A~DIPRX—ADT 7 A,
cWeb AV F—Tx2A ZAD I T AP A~ U 7T A MEERE,

*HTTP 2R THRA b~y X =247 v a

PWeb X =T 2 A ABLOCLLE Y ¥ a Y DFT 7T 4T S4BT T b
« Jx K HTTP ~v &' — ¥ A X,

ER7AE

MeE : 0o~ KX lcommit] NHFTI,

JIGAAER . Zoa<w s Rt TR TOYY U EFT—R (PTARZ, T—F, <) T
HAT&xE9,

NyF awr R Zoavy Ry FBRE S E— FLTWET,

Ny FRR
adminaccessconfig 2~ > ROy FIEREZMEH T2 &, RO CLI 2~ FOT X TOHKREEL
FATTEET,
T XTDOIPT RVRIZT 7B AZFFAT 50 FFEDIPT RVA/PT xRy MEEIZT
7 & A E IR 2 I OEIR

adminaccessconfig ipaccess <all/restrict/proxyonly/proxy>

FHLWIP 7 RL R/ 7 %y bEH OB

adminaccessconfig ipaccess new <address>|

BEFEDIP 7 KU R/Y 7 2%y b/#PH O

adminaccessconfig ipaccess edit <oldaddress> <newaddress>|

BEFEDIP 7 KU A /Y7 % b/ PH OB

adminaccessconfig ipaccess delete <address>|

IP7 RLA/YT 5y MO U 2 RO

adminaccessconfig ipaccess print]

BEEOTRTOIP 7 RV AT Ry b/ O §

adminaccessconfig ipaccess clear
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e /A NF—DHT

adminaccessconfig banner print

BIA—NT— b Uz BEIZHD T 7ANNDEDOOT A L NF—DA R— |k

adminaccessconfig banner import <filename>|

cBEFEOT T A 2 R F— DR

adminaccessconfig banner clear]

W N T — D

adminaccessconfig welcome print]

BWAA—NT = T xA LIZHDT 7 AN EOYEE ST —DA R — K

adminaccessconfig welcome import <filename>|

o BEAF O W13 Wi 2 J-— O HIlER

adminaccessconfig welcome clear

I E E N T — D> 7 AR — |k

adminaccessconfig welcome export <filename>|

HR N7 exvOIP 7 KL 20BN

adminaccessconfig ipaccess proxylist new <address>|

R ENEZTBEF VO IP T R L ADRE

adminaccessconfig ipaccess proxylist edit <oldaddress> <newaddress>|

A SN aF DI T KL ADHIBR

adminaccessconfig ipaccess proxylist delete <address>|

FTRCOPGFOHFAINT-7TaXxDOIP 7 KL 2O

adminaccessconfig ipaccess proxylist clear]
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#l:xyro—s 7022 Uz ro%E [

E

R

CEETLIP T RLAZET A~y X —ZD

adminaccessconfig ipaccess proxy-header <header name>|

Web f X —T 2 A ADT AV A b U7 A MEEREDH N E 7213

adminaccessconfig csrf <enable|disable>|

cWeb A VX —T 2 A AD T B AYA N U7 TR MEERFENERDE D IORER

adminaccessconfig csrf print

Web A 2o —T 2 A ADEY gy ZALT T FOERE

adminaccessconfig timeout gui <value>|

CLiItyvary A LT FOHRTE

adminaccessconfig timeout gui <value>|

Bl: 2Ry b T—2 7OER )X FDEKRTE

B A—NT = 2T VAT HL—F—DIPT KL AZHlEITE £+, 2—¥—iL,
ERLETZEAVANDIP T RLAZFRFOTRXTOYY NG, BFA—NT— T xA
T 78 ATEET, Xy bT—27 7278 A UAMERERTIEIZ. IPT RLA, 7%y
F. £721ZCIDR 7 FLAZRETE £,

AsyncOS Tlx, BEO~T Y DIPT RLARKy NT—2 TR U A MIEEN TN
BARICELEZFORLE T, BIEDO~Y VDIP T RUARY X MIARWESE, BEA2=2 I v b
THEBFA—NT =R YA T 7 BATERI RV ET,

WOFITIL, BIA—NT—RT2A DRy NT—IT 7 EVRE2ODIPT KLAtEv b
WZHIBR L E97,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- XSS - Configure Cross-Site Scripting Attack protection.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

- HOW-TOS - Configure How-Tos feature.

[1> ipaccess

Current mode: Allow All.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.
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- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.

- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or

directly.

[1> restrict

List of allowed IP addresses/Subnets/Ranges:

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.1.2-100

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.255.12

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

2. 192.168.255.12

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

(>

Warning: The host you are currently using [72.163.202.175] is not included in the User

Access list. Excluding it will prevent your

host from connecting to the administrative interface. Are you sure you want to continue?
[N]> Y

Current mode: Restrict.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.

- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or

directly.

[r>

Bl: Q042 N\F—DHRE

2 —H—N SSH, Telnet. FTP, £7/2I1X Web Ul OB FA—NT—hrou=Aficald 4L LD
LB, Tl AN — LIFEINDA v E—VERRTDHEIICEF AT —

VA EZHRETETET, /A N"F—I CLITRZA Y a7 O EICERR I,

GulcrZAry 7ar 7 NOFMIZEREND AT A XA[RERT XA RNTT, a /A
NF—ZEHALT, IO EX 2 T A ERELITEFA—NT— NIV DRXANT T

T4 AT LR ER R TEET, e FALRVWET AL = U oA D%
HRIETHMERTEE LS EER LD, 2= REB AN = T ATk LT T T2A R
ZHER T D ORI T 25 B E 2 FR L2y TEE T,

07y T —E, 80x25 DAY — VTN E D K 9 ITHR K 2000 LFICAR > TWET, v

A N —ix, B A=/ — hT A D /data/pub/configuration 7 4 L7 NV IZHDHT 7 AL
MoAVR—FTEET, NPT —Z2{Ek L6, BEAREZMHELET,
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Bl Webf o8 —T A XBLUCUtyL a3y 21675 roEE [

WORFITIX, BFA—NT— T =A|Za A > s3F— [Use of this system in an unauthorized
manner is prohibited| 3B L £,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- XSS - Configure Cross-Site Scripting Attack protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

- HOW-TOS - Configure How-Tos feature.

[1> banner

A banner has not been defined.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

[1> new

Enter or paste the banner text here. Enter CTRL-D on a blank line to end.

Use of this system in an unauthorized manner is prohibited.

~D

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1> banner

Banner: Use of this system in an unauthorized manner is prohibited.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

- DELETE - Remove the banner.

[1>

Bl:WebA B3 —T A RABLUVCLEYSaY BALT I FDETE

\}

GE)

CLITy Y ay ZAALT Y RNI, E%27 =/ (SSH) . SCP. BLOEHEL Y 7L L
T AEEICE T EAISNET, CLIty a2 A4 AT Y MNEICKREEDRELFT T LD
NET, REEZLEELEZ6TITHBEEL T EE N,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- XSS - Configure Cross-Site Scripting Attack protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.
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- TIMEOUT - Configure GUI and CLI session inactivity timeout.
- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.
- HOW-TOS - Configure How-Tos feature.

[1> timeout

Enter WebUI inactivity timeout (in minutes):

[301> 32

Enter CLI inactivity timeout (in minutes):

[301> 32

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1>

mail.example.com> commit

Please enter some comments describing your changes:

[1> Changed WebUI and CLI session timeout values

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Mar 12 08:03:21 2014 GMT

G¥)

EEEEELIZE, TLWCLI Yy Y3y XA LT 0 MIREILIED T 7 A RS20 Ok
INET,

£2BH (Description)

ERAE

X2 VT 4 OFERELEF—EZRELET,

M€ : Zoa< KX lcommit] 2NHEETY,

PIGRARER . Zpavy N, N TOYYrET—FR (292 &2, FA—F <) T
ATxEd,

NyF avwrs R Zoavy RNy FEAZ S R—FLTWEEA,

Bl - EEBAZ DALY {1 (F

WOFITIE, FEAELMEBESF—ZVFTDZ LIk CGGEIAERZ A VA =V L ET,

maill.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining FQDN
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Compliance checked

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days No
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[]> paste

Enter a name for this certificate profile:

> partner.com

Paste public certificate in PEM format (end with '.'):

MIICLDCCAdYCAQAWDQYJKoZIhvcNAQEEBQAwgaAxCzAJBgNVBAYTA1BUMRMWEQYD
VQQIEWPRAWV1bnNsYW5kMQ8wDQYDVQQOHEWZMaXNib2ExFzAVBgNVBAOTDk51dXJv
bmlvLCBMZGEUMRgWFgYDVQQLEWOEZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMTEMJy
dXR1lcy5uZXVyb25pby5wdDEbMBkGCSQGSIb3DQEJARYMc2FtcG9AaWtpLmZpMB4X
DTk2MDkwNTAzZNDIOM1oXDTk2MTAWNTAzZNDIOM1lowgaAxCzAJBgNVBAYTA1BUMRMw
EQYDVQQIEWPRAWV1bnNsYW5kMQ8wDQYDVQQOHEWZMaXNib2ExFzAVBgNVBAOTDk 51
dXJvbmlvLCBMZGEUMRgWFgYDVQQLEWIEZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMT
EmJydXR1lcy5uZXVyb25pby5wdDEbMBkGCSQGSIb3DQEJARYMc2FtcG9AaWtpLmZp
MFwwDQYJKoZIhvcNAQEBBQADSWAWSAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1k jNw
L41YKbpzzlmC5beaQXeQ2RmGMTXU+mDvuqItjVHOK3DvPK71TcSGEftUCAWEAATAN
BgkghkiG9wOBAQQFAANBAFqPEKFjk 6T 6CKTHvaQeEAsX0/8YHPHgH/9AnhSjrwuX
9EBcOn6bVGhN7XaXd6sJ7dym9sbsWxb+pJdurnkxjx4=

C=PT, ST=Queensland, L=Lisboa, O=Neuronio,
Lda.,OU=Desenvolvimento, CN=brutus.partner.com, emailAddress=admin@example.com
Paste private key in PEM format (end with '.'):

MIIBPAIBAAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1kjNwL41YKbpzzlmC5beaQXeQ
2RmGMTXU+mDvuqI tjVHOK3DVPK71TcSGE tUCAWEAAQIBALjkK+jc2+iihI98riEF
oudmkNziSRTYjnwjx8mCoAjPWviB3c742e03FG4/s0iljD9A5alihEOXfUzloenr
8IECIQD3B5+01+68BA/6d76iUNGAAV8djGTzvxnCxycnxPQydQThAMXt4trUI3nc
a+U8YL2HPFA3gmhBsSICbg20ptOCnM7hAiEA6Xi3JIQECob8YwkRj29DU3/4WYD7
WLPgsQpwolGuSpECICGsnWH50aeD9t9jbFoSfhJvv0IZmxdcLpRcpslpeWBBALiEA
6/5B8J0GHAIq8 9FHWEG/H2eVVUYu5y/aD6sgcm+0Avg=

Do you want to add an intermediate certificate? [N]> n

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN) format ?
[N]> yes

List of Certificates
Name Common Name Issued By Status Remaining FQDN
Compliance Checked

partner.c brutus.partner.com brutus.partner Active 30 days
Yes

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days
No

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services
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(>

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

(>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Installed certificate and key for receiving, delivery, and https
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl BCERAZDEK
ROBITIR, BOBATREL R LET

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining
partner.c Dbrutus.neuronio.pt brutus.neuronio.pt Expired -4930
days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR
- EDIT - Update certificate or view the signing request
- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services
[1> new

1. Create a self-signed certificate and CSR

2. Create a self-signed SMIME certificate and CSR
[11> 1

Enter a name for this certificate profile:

> example.com

Enter Common Name:

> example.com

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN)
format ? [N]>

Enter Organization:

> Example

Enter Organizational Unit:

> Org

Enter Locality or City:

> San Francisco

Enter State or Province:

> CA

Enter Country (2 letter code):

> US

Duration before expiration (in days):

[3650]>

1. 1024

2. 2048

Enter size of private key:

[2]1>
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Do you want to view the CSR? [Y]> y

MIICrTCCAZUCAQAwWaDELMAkKkGA1UEBhMCVVMxFDASBgNVBAMTC2V4YW1lwbGUuY29t
MRYwWEFAYDVQQHEw1TYW4gRnJhbmNpc2 9jMRAWDgYDVQQOKEwWd1eGFtcGx1MQswCQYD
VOQIEwJDQTEMMAOGALUECxMDb3JnMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIB
CgKCAQEA+NwamZyX7VgTZka/x1I5HHrNOV2MPKXoLq7FjzUtiIDwznElrKIuJovw
Svonle6GvF1UHEjv8B3WobOzk5Ny6btKjwPrBfaY+qgr7rzM41AQKHM+P61+1ZnPU
PO5SNIRCKkLP4XsUuyY6CalWLTiPIgag2fR8Y0JIX/kesZcGOglde66pN+xJIHHYadD
00p0ggi6SLNfAzJu/HEU/fnSujG4nhF0ZG1l0pVUx4£g33NwZ4wV10XBk3GrOjbbA
ih90zAwfNzxb57amtxEJk+pW+co3uEHLIJIOPdih9SHzn/UVU4hiu8rSQR19sDApp
kfdWcfaDLF9tnQJIPWSYoChOUSgCc8QIDAQABOAAWDQYJKOZIhvcNAQEFBQADggER
AGiVhyMAZuHSvIyAO08kJICmrgO89yR1InDUXDDo6IrODVKx4hHTiO0anOPulnsThSvH
7xV4xR35T/QVOU3yPrL6bJIbbwMySOLIRTIsUcwZNJOE1xMM5EKBM2BOIS5rs4159g
FhHVejhGlLyyUDLOU82wsSLMgLFH1IT63tzwVmRiIXmAu/1HYci3+vctb+sopnN1
1Y10Iuj+EgqWNrRBNNnKXLTdXkzhELOd8vZEqGSAfBWY ) Z2mECzC7SG3evakw/OGLk
AilNXHayiGieY+UfWzF/HBSekSJtQubehIv6JpBSY/MnYU4t11ExgD+GX31lrudxcs
zDas2rS/Pbpn73Lf503nmsw=

List of Certificates

Name Common Name Issued By Status Remaining
example.c example.com example.com Valid 3649 days
partner.c Dbrutus.partner.com brutus.partner.com Valid 30 days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1>

Bl - BE2Z% S/MIME E 2 EBZ D 1ERK

RIZ, B Ay E—TVOHCES SMIME GEHEZAER T 262~ LET,

vml0esa0031l.ga> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3329 days
Choose the operation you want to perform:

IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

1> new

Create a self-signed certificate and CSR

Create a self-signed SMIME certificate and CSR

[11> 2

Enter a name for this certificate profile:

> smime signing

Enter Common Name:

> CN

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN)

[
1
2
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date

format ? [N]>

Enter Organization:

> ORG

Enter Organizational Unit:

> OU

Enter Locality or City:

> BN

Enter State or Province:

> KA

Enter Country (2 letter code):

> IN

Duration before expiration (in days):
[3650]>

1. 1024

2. 2048

Enter size of private key:

[2]1>

Enter email address for 'subjectAltName' extension:
[1> admin@example.com

Add another member? [Y]> n

Begin entering domain entries for 'subjectAltName'.
Enter the DNS you want to add.

[1> domain.com

Add another member? [Y]> n

Do you want to view the CSR? [Y]> n
List of Certificates

Name Common Name Issued By Status
smime sig CN CN Valid
Demo Cisco Appliance Demo Cisco Appliance Demo Active

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

(1>

£BA (Description)

ERAE

BUEDO ARz R LET

M - Z oo~ K lcommit] (THEHY FH A,

avy R sEH |

Remaining
3649 days
3329 days

JGAREE . Zoavwy RiE, TRTOY U E—F (WFREZ, T—F, <) Tff

MT&EET,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,
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daneverify

mail.example.com> date

Tue Mar 10 11:30:21 2015 GMT

B (Description) (111 ~—%)
« EAJFE (111 =)

ol (111 ~2—3)

£%BH (Description)

ER7E

1

diagnostic

FBESNTE RAAL LD DANE NV R—FENTWEINE I EHERLET,

fEE : Z0a~2 N2 commit [TMEH Y FH A,
HDSREAEE . Z0a<wr RiE~wyy T— R TCORMEATEE T,

NyFAI K Zoavy RNy FRELEFR—FLTWET, FMIOW TR, nelp
daneverify A< RKEATILT, 41T ~NATEZBLTIEIN,

WDOBIT, daneverify A~ REFEHT D L, FHE SN/ KA A D DANE V7R — b %R
TEETL

mail3.example.com> daneverify

Enter the DANE domain to verify against: []> example-dane.net

Trying DANE MANDATORY for example-dane.net

SECURE MX RECORD found for example-dane.net

SECURE A record (10.10.1.198) found for MX(mail.example.com.cs2.test-dane.net) in

example-dane.net

SECURE TLSA Record found for MX (mail.example.com.cs2.test-dane.net) in example-dane.net
TLS connection established: protocol TLSv1.2, cipher DHE-RSA-AES128-SHA256.
Certificate verification successful for TLSA
record(030101329aadl9cfb5a0bb8d3b99c67dd1282a4dcdf67bd9¢c4efc08578657065fe7504)
TLS connection succeeded example-dane.net.

DANE_SUCESS for example-dane.net

DANE verification completed.

£2BH (Description)

diagnostic =~ & RIZIRDT7ZOIZEH L E 7,
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. diagnostic 1< > KD {#E A

X FESER2—T 4 VT4 EMEHA LI, A"~ FNU =T Xy N ORED N7 7L
Sa—T 4T

« RAID DIRREDTF = v 7

¢ ARP ¥ ¥ v ¥ 2 DFIR

+«LDAP, DNS, BLWARP F v v 2D/ 7T

«SMTP 7 A k A v E—TD%(F

I A—NT = T2 A THEN > TWNLHY—E AT VU DAT — X AOFEE) & &
7o

diagnostic A< > FDFEMH
diagnostic 7 A =2 —Tl&, WOa~r REHTE£7,

% 5:diagnostic* 727V K

FIoay HJavw kR FRASEY T«

RAID 1. 7 4 AV WRAED FAT C30 35 LT C60 T D i FH AT RE,

2. FEITHDE R DE=
55_.

3.7 4 AV RS RO FIR

DISK_USAGE (BélL) |H7 =~ Rl Zoawy T TICELLSLTWE
7, PV IZ, diskquotaconfig =
<V REERLET,

NETWORK FLUSH C-Series, M-Series
ARPSHOW
SMTPPING
TCPDUMP

REPORTING DELETEDB C-Series, M-Series
DISABLE

TRACKING DELETEDB C-Series, M-Series
DEBUG

RELOAD YT a<w KL C-Series, M-Series

SERVICES RESTART C-Series, M-Series
STATUS
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ER7AE

INY FRER

mans

FeE  Zoa<r R lcommit] IZMNEHD FH A,

JIARER  ZDa<vy RiEvy B R TOMEATEET, IHIT, Z0avwr Nign
TAVERARN (—HF—nDua /A Li-rv ) TORMFEATEET, Zoa~vy ReERT
HIZIE, a—HN T2 AN AT AT I EATEXALERLY £97,

NyF avwrs R Zoavy Ry FELZ R —FLTWES,

diagnostic =~ ROy FREALMHT 5L, RAID DREOF =y 7, Frvianr ]l
7. ARP F ¥ v Va2 ODNEDFREFETTEET, Ny F avr FE LTETT LT K
DIEREEH L ET,

ROBIEDT= DIy FRREHH L £ T,
« RAID DIRBEDTF = v 7

diagnostic raid

ARP ¥ v v 2 ONFDER

diagnostic network arpsho

NDP ¥ ¥ v ¥ = ONEDER

diagnostic network ndpshow|

LDAP, DNS, ARP, BXU'NDP F¥ v =27 U 7T

diagnostic network flush

LAR—F F—=FX=20 Vv M5 OHIBR

diagnostic reporting deletedb

LiR— h 7 —E DAL

diagnostic reporting enable

LR— | F—F 0l
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B o mrrrvsanrresyr

diagnostic reporting disable

Ko oX o F—r_—20 )ty B LOYIER

diagnostic tracking deletedb

RANDORETOEICHREZ Y £ b

diagnostic reload|

5l : ARP v v aDRREV T
KOBITIX, diagnostic a2~ FEZHEHL T, ARPF ¥ v v aDNEFELEZFRRL, Xy hU—

J

WCEET 2T _XTOFy v var 7T v a2 LET,

mail.example.com> diagnostic
Choose the operation you want to perform:

RAID - Disk Verify Utility.

DISK USAGE - Check Disk Usage.

NETWORK - Network Utilities.

REPORTING - Reporting Utilities.

TRACKING - Tracking Utilities.

RELOAD - Reset configuration to the initial manufacturer values.

[1> network
Choose the operation you want to perform:

FLUSH - Flush all network related caches.
ARPSHOW - Show system ARP cache.

NDPSHOW - Show system NDP cache.

SMTPPING - Test a remote SMTP server.
TCPDUMP - Dump ethernet packets.

[1> arpshow

System ARP cache contents:

(10.76.69.3) at 00:1e:bd:28:97:00 on em0 expires in 1193 seconds [ethernet]
(10.76.69.2) at 00:1e:79:af:£f4:00 on em0 expires in 1192 seconds [ethernet]
(10.76.69.1) at 00:00:0c:9£:£f0:01 on em0 expires in 687 seconds [ethernet]
(10.76.69.149) at 00:50:56:b2:0e:2b on em0 permanent [ethernet]

Choose the operation you want to perform:

FLUSH - Flush all network related caches.
ARPSHOW - Show system ARP cache.

NDPSHOW - Show system NDP cache.

SMTPPING - Test a remote SMTP server.
TCPDUMP - Dump ethernet packets.

[1> flush

Flushing LDAP cache.

Flushing DNS cache.

Flushing system ARP cache.

10.76.69.3 (10.76.69.3) deleted

10.76.69.2 (10.76.69.2) deleted

10.76.69.1 (10.76.69.1) deleted

10.76.69.149 (10.76.69.149) deleted

Flushing system NDP cache.

fe80::250:56ff:feb2:e2d%em2 (£fe80::250:56ff:feb2:e2d%em2) deleted
feB80::250:56ff:feb2:e2c%eml (fe80::250:56ff:feb2:e2c%eml) deleted
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fe80::250:56ff:feb2:e2b%em0 (fe80::250:56ff:feb2:e2b%em0) deleted
Network reset complete.

Bl - BD A —)L Y—/\— & DIEHTDIRAE

ROFITIL, diagnostic 2~ > RZEH L THD A —L ==L DFfaEF v 7 LET,
A=) = R—% T A N T H0E, V== L TA v =T EIEET D0, ping & FIT
LET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[]1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> smtpping

Enter the hostname or IP address of the SMTP server:
[mail.example.com]> mail.com

The domain you entered has MX records.

Would you like to select an MX host to test instead? [Y]> y
Select an MX host to test.

1. mx00.gmx.com

2. mx01l.gmx.com

[1]1>

Select a network interface to use for the test.

1. Management

2. auto

[2]1> 1

Do you want to type in a test message to send? If not, the connection will be tested
but no email will be sent. [N]>

Starting SMTP test of host mx00.gmx.com.

Resolved 'mx00.gmx.com' to 74.208.5.4.

Unable to connect to 74.208.5.4.

Bl RYDEETDEADEFA—ILTF—FITAHZED) Y b
wIZ. HIORETTDOEICEFA—NT = U2 A DBRELEZ VY bT20Z2RLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> reload

This command will remove all user settings and reset the entire device.
If this is a Virtual Appliance, all feature keys will be removed,
and the license must be reapplied.

Are you sure you want to continue? [N]> Y

Are you *really* sure you want to continue? [N]> Y

Do you want to wipe also? [N]> Y
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B v—cxrovoomeEnRF—5 2087

H—EX TV

CUDBEEBERAT I ADRE

CLI T diagnostic > services W7 a2~ R&HEHA LT, UTFT2ETTxE7,
CEIA—NT = T2 A THEDNZ > TWVELY— AT VU EHEFSHLET, BT A—
NI — T oA ZFEESTLIHLEITH Y FH A,
cEBEFA—NT =N oA THENNZR o TVDL—E AT PV DRAT —H AR LE
R

FEHIIZ DUV TIE, Cisco Secure Email Gateway @ [CLI U 7 7 L A0 A K] &2 L T 7ZE
AN

diskquotaconfig

ER7E

Ny FRR

1

LAR— M LIBEF, BREE, o7 T A0 Ny bR T Ty BROar 7 Falb—ve
Y77 ANMADT 4 A7 FEBEID B TERREITRELET,

Z OMEREDFEMIIZ DWW TiE,  [User Guide for AsyncOSfor Cisco Secure Email Gatewayl] % £ [
LTL7EEN,

MEE : Z0a<y Kt Tcommit] 2SMHEE T,
IS RAREE . T Da<wy Niivi oy B— R COMEHATXET,
NYyF AT R Zoa<wr RNy FEXREZ R —F L THET,

diskquotaconfig <feature> <quota> [<feature> <quota> [<feature> <quota>[<feature> <quota>]]]
<feature> D HZNMEIL, euq. pvo. tracking, reporting T,
<quota> DA ZNEITHEL T,

mail.example.com> diskquotaconfig

Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1

Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10
Tracking 1 10
Miscellaneous Files 5 30

System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143
Choose the operation you want to perform:
- EDIT - Edit disk quotas
[1> edit
Enter the number of the service for which you would like to edit disk quota:
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ecconfig .

1. Spam Quarantine (EUQ)

2. Policy, Virus & Outbreak Quarantines

3. Reporting

4. Tracking

5. Miscellaneous Files

[11> 1

Enter the new disk quota -

[11> 1

Disk quota for Spam Quarantine (EUQ) changed to 1
Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1
Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10
Tracking 1 10
Miscellaneous Files 5 30

System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143
Choose the operation you want to perform:
- EDIT - Edit disk quotas
[r>

ecconfig

URL 7 A V& U » ZHERETHEN T 2REAEO PN T 286k 74 7 > haREE 37
U7 L%,

VAADYR— FDBIRRNRWGEEIL, Zoavy REFH LN TS ZEN,

x> F UL, <hostname:port> F 721 <IPv4 address:port> DRI T AMERH Y £, A—h
[ A IV G

T 7 Hv KN = —ZFEET HITIX, ecconfig server default & AJTJ L E T,

ERAE
e : Zoa<r ik lcommit) 2AXLETT,
JIABER  ZDavr N, V7 I7AZHADOTXTOLLVTHEATEET,
NyFaAvo R Zoa<wry NIy FEXREZ PR —F L THET,

Ny FRRK
c F TN NS DOBIET TA T b N ET BT

> ecconfig server <server name:port>

TITHNNDOBRERT TAT b = _—%f T 5T

> ecconfig server default
15

mail.example.com> ecconfig
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1

ecupdate

ER7E
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Enrollment Server: Not Configured (Use Default)

Choose the operation you want to perform:

- SETUP - Configure the Enrollment Server

[1> setup

Do you want to use non-default Enrollment server?

WARNING: Do not configure this option without the assistance of Cisco Support.
Incorrect configuration can impact the services using certificates from the Enrollment
server. [N]> vy

[1> 192.0.2.1

Choose the operation you want to perform:

- SETUP - Configure the Enrollment Server

1>

URL 7 4 V& V) > 7R CRE AT 25EAE 2 BEIMICEE T2 DIERA SN D, BRI I94 7T
VRDOBIEDONR—T g U EFRRLET,

MEE : ZDa<y RIZ lcommit] 1ZMEH D FH A,
IS AREHE . Zpa<wy RiIvwiy B— R TORFEHTXET,
NYyFaAIVEKR : Zoavy RNy TFEXESR—FLTWVERA,

mail.example.com> ecstatus
Component Version Last Updated
Enrollment Client 1.0.2-046 Never updated

URL 7 4 /v & V) > 7R CE AT 2FEAE 2 HEIMICEE T DIERA SND, BEEI F94 7T
YRIEFETESLES, @, ZOEMIEENITONET, YAIDOYR— M LER
NRWEAIT., Zoa~<r REFHLRNTLEE N,

force /X7 A —4 (ecupdate [force]) ZfiH L7=%HE., BEN/MEIN2TH, 7947k
DEHFINET,

FEE : Zoa<y RIZ Tcommit] 1ZMEH D XA,
JIRABEH  Zoavw s RiIvwry BE— R TCORMEATEET,
NyFaAvo R Zoa<wry NIy FEXREZ R —F L THET,

> ecupdate [force]

[l AsyncO0S 14.0 for Cisco Secure Email Gateway CLI ') 77 LY X 4 K (—fREA)



I av vk 5EH

l

mail.example.com> ecupdate
Requesting update of Enrollment Client.

encryptionconfig

ERAE

1

WA A— MRS LERELET,

MeE : oo~ KX lcommit] NHEETI,
G ARER . Zpa<y Riivwyy B— RCOREHATEET,
NYyFaAIV R Zoavy NIy FEXLEZSR—FLTOWERA,

WIZ, b7 e 7 7 A VB EET L6 2R L ET,

mail.example.com> encryptionconfig

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> setup

PXE Email Encryption: Enabled

Would you like to use PXE Email Encryption? [Y]>

WARNING: Increasing the default maximum message size (10MB) may result in
decreased performance. Please consult documentation for size recommendations
based on your environment.

Maximum message size for encryption: (Add a trailing K for kilobytes, M for
megabytes, or no letters for bytes.)

[10M]>

Enter the email address of the encryption account administrator
[administrator@example.com]>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1> profiles

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status

HIPAA Hosted Service No Not Provisioned
Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile
- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[1> edit

1. HIPAA

Select the profile you wish to edit:
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[11> 1
Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: AES-192

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> security

1. High Security (Recipient must enter a passphrase to open the encrypted
message, even if credentials are cached ("Remember Me" selected).)
2. Medium Security (No passphrase entry required if recipient credentials are
cached ("Remember Me" selected).)

3. No passphrase Required (The recipient does not need a passphrase to open the
encrypted message.)

Please enter the envelope security level:

11> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: AES-192

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL
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- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> forward

Would you like to enable "Secure Forward"? [N]> y

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: AES-192

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: Yes

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}TS${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[r>

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status
HIPAA Hosted Service No Not Provisioned

Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile
- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[r>

IronPort Email Encryption: Enabled
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Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

(1>

encryptionstatus

ZBA (Description)

encryptionstatus 2~ NI, BT A— N7 — MV =A LOPXEZ LV b RAL U<y
BT T 7ANDN=T gt alR—3 MPREICEST SN ARER R LET,

ER7AE

FEE : Z Oz~ NIZ Tcommit] [ZIMEHY FH A,
HBSRRER : Z0a~v L FNiE~vyy E— R TCORERATEXE T,
NYF AT R Zoa<wry RNy FERETR—FLTWHWEE A,

1

mail3.example.com> encryptionstatus

Component Version Last Updated

PXE Engine 6.7.1 17 Nov 2009 00:09 (GMT)

Domain Mappings File 1.0.0 Never updated
encryptionupdate

£%B8 (Description)

encryptionupdate 2~ NI, B A—NVT— bV =xA EOPXEZ U OEFEERL
£7

ER7E

FEE : 20~y N2 Tcommit] 1ZMEH D FHA,

DSRAABER: Z0a<v NI~y v E—RTORMEATEET, &bz, Zoa~vr Kign
TA Y FRAN (== u s A Lirviy) TORMEHTEET,

NYF AT R: Zoa~vy RNy FEXREZ P R—F L TWERTA,
151

mail3.example.com> encryptionupdate
Requesting update of PXE Engine.
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enginestatus

£%B8 (Description)

enginestatus 2 v Nif, BFA— VT — VA ETARX—T Mo TN DHERET
VYDAT=H AL CPUMMREERT DI S ET,

ERAE

1

Fe® : Zoa<y K2 Tcommit] 1ZMEH D FH A,

JIGARER - Zpavy N, TRTOY U EF—RF (AKX, TA—TF <) Tff

MTEET,

NYyFaAvv R Zoavwy NIy FEXREZ SR —FF L THET,

enginestatus .

FEAMZ OV T, help

enginestatus 2~ REZAJJL T, A T4 ~VTZZRLTLZS0,

WOBNE, BEAA—NT—b U=z ETARZ—=T NIRRTV ETRTOZL DU DAT—H
AL CPUEHEEZFRRT D HEEZRL TWET,

vm30esal0086.1ibga> enginestatus

Choose the operation you want to perform:
- GRAYMAIL - View Graymail engine status
- SOPHOS - View Sophos engine status

- CASE - View CASE engine status

- AMP - View AMP engine status

- MCAFEE - View McAfee engine status
- ALL - View status of All engines

[1> ALL

CASE Status: UP CPU: 0.0%
Component

CASE Core Files

CASE Utilities

Structural Rules

Web Reputation DB

Web Reputation Rules
Content Rules

Content Rules Update

SOPHOS Status: UP CPU: 0.0%
Component

Sophos Anti-Virus Engine
Sophos IDE Rules

GRAYMAIL Status: UP CPU: 0.0%
Component

Graymail Engine

(GMT +00:00) updated
Graymail Rules

Graymail Tools

MCAFEE Status: UP CPU: 0.0%
Component

McAfee Engine

McAfee DATs

AMP Status: UP CPU: 0.0%
Component

Version

3.5.0-008

3.5.0-008
3.3.1-009-20141210 214201
20141211 111021

20141211 111021-20141211 170330
unavailable

unavailable

Version
3.2.07.365.2 5.30
0

Version
01-392.68

01-392.68#121
1.0.03

Version
5700
7437

Version

Last Updated
Never updated
Never updated
Never updated
Never updated
Never updated
Never updated
Never updated

Last Updated
Never updated
Never updated

Last Updated
N10 Nov 2016 07:08

Never updated
Never updated

Last Updated
Never updated
Never updated

Last Updated
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AMP Client Settings
AMP Client Engine

Never updated
Never updated

=
o o

£BA (Description)

ER7GE

1

featurekey 2 ¥ Fif, VAT A ETHF Lo TA RX—T NIRRTV DHTXTOHKEE &
F—CHEETLEREF R LET, T, AL TUEEEZ AT LD, B LUVEEEE
X —%2F vl LTV THZIELTEET,

RIE LA =NV — T = A12O0 T, loadlicense (357 ~<—<°) ¥k O'showlicense (357
N=) LML T EE,

MeE : 0o~ KX lcommit] NHFTI,
JIARER  Zoav NiIvyry B R TORMEHATEET,
NYyFaAIVEF: Zoaxwy RNy TFELESR—FLTVERA,

ZOFITIL, featurekey 2~ RZEH L TH LWEREEX—%2FT = v 7 LET,

mail3.example.com> featurekey

Module Quantity Status Remaining Expiration Date
Outbreak Filters 1 Active 28 days Tue Feb 25 06:40:53
2014

IronPort Anti-Spam 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Sophos Anti-Virus 1 Active 26 days Sun Feb 23 02:27:48
2014

Bounce Verification 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Incoming Mail Handling 1 Active 20 days Sun Feb 16 08:55:58
2014

IronPort Email Encryption 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Data Loss Prevention 1 Active 25 days Fri Feb 21 10:07:10
2014

McAfee 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Choose the operation you want to perform:

- ACTIVATE - Activate a (pending) key.

- CHECKNOW - Check now for new feature keys.
[1> checknow

No new feature keys are available.
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featurekeyconfig .

featurekeyconfig

£2BA (Description)

ERAE

1

generalconfig

featurekeyconfig =~ N T, fEHFEERF—DF¥ v on—Re<w v EOF—DOHH
FHEBMICIT) LI~V U ERETEET,

M€ : oo~ KX lcommit] 2NHHEETI,

JIAREH  Zoa<wr NI, IRXTOY =R (ITRE, TA—T <) T
Ac&EEd,

NYyFaAv R Zoavry NIy FEXREZR—FLTOERA,

Z OHITIL, featurekeyconfig =~ > RZf#i H L T autoactivate 3 J O autocheck #§RE % A R — 7
M LET,

mail3.example.com> featurekeyconfig

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- SETUP - Edit feature key configuration.

[1> setup

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autoactivate

Do you want to automatically apply downloaded feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autocheck

Do you want to periodically query for new feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Enabled

£%B8 (Description)

ER7E

generalconfig 2~ R&fHT5L 77 U FEFRETEET,

We®E : Zoa<y Rt lcommit] DSMLET,
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. {5 : Internet Explorer EitEE— FDA—/—5 41 FORTE

JIALEH  ZDa<vr NiE, $RTCOSY U ET—R (FTRZ, I—F <) T
MTEET,

NyF avws R Zoavy FEANAyFEREZ AR — KL TWET, FHMIZOV T, help
generalconfig 2~ REZASLT, £ T4 ~VTHSMLTITZIN,

3l : Internet Explorer B4 E— FDA—/\—5 1 FOERE

healthcheck

WIT, IE AT — R F— =54 FT L5012 R LET,

mail.example.com> generalconfig

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

[1> ieoverride
For better web interface rendering, we recommend that you enable Internet
Explorer Compatibility Mode Override. However, if enabling this feature
is against your organizational policy, you may disable this feature.
Internet Explorer Compatibility Mode Override is currently disabled.

Would you like to enable Internet Explorer Compatibility Mode Override? [N]y

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

[1>

£BA (Description)

ER7GE

1

BAAA—NT— b =2 OREZHERELET, ~NATF 2w 7 IZLVBEORT—X A1 T D
BT —4% (K35 H) BDotrdh, &1 A—NVT— b xA ORENHE S NET,

Mg . 0o~ R lcommit] (TM4EHD FH A,

JIIARER  Zpavr R, TRTOYY U EFT—R (TR EZ, TA—TF =) Tff
HATExE9,
NyF awr P Zoavy RNy FREREFR—FLTOEE A,

mail.example.com> healthcheck
Analyzing the system to determine current health of the system.
The analysis may take a while, depending on the size of the historical data.

System analysis is complete.

The analysis indicates that the system has experienced the following issue(s) recently:
Entered Resource conservation mode

Delay in mail processing

High CPU usage

High memory page swapping

High memory usage

For more information about these problems and how to remediate them, see the TechNote
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http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/
118881-technote-esa-00.html

healthconfig

£2B8 (Description)

CPUEAR, V—0 X% a—DKRKRKA vE—VHE, ETA—NT = =2/ DIFEIERIE
WHENRTA—ZDLEVMEEARELET

ERAE
MeE : oo~ KX lcommit] NHFETI,

JGAREE  Zoavr RiE, TRTOSY U E—R (WFREZ, T—F, <) Tff
ATxEd,

NyF avws R Zoavy MRy FELXEZSR—FLTHERA,
5

mail.example.com> healthconfig

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> workqueue

Number of messages in the workqueue : 0O

Current threshold on the workqueue size : 500

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for number of messages in work queue.

[500]> 550

Do you want to receive alerts if the number of messages in work queue exceeds
threshold value? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> cpu

Overall CPU usage : 0 %
Current threshold on the overall CPU usage: 85 %

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for overall CPU usage (in percent)

[85]1> 90

Do you want to receive alerts if the overall CPU usage exceeds threshold value?[N]> n
Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> swap
Number of pages swapped from memory in a minute : O
Current threshold on the number of pages swapped from memory per minute : 5000

Alert when exceeds threshold : Disabled
Do you want to edit the settings? [N]> y
Please enter the threshold value for number of pages swapped from memory in a
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. ntpconfig

ntpconfig

avv R sEH |

minute.

[5000]1> 5500

Do you want to receive alerts if number of pages swapped from memory in a
minute exceeds the threshold? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

1>

ZBA (Description)

ER7AE

1

ntpconfig 2~ RTIX, Xy hU—2 XA A 7 haj (NTP) ZHEHL T AT A Y
0y EMoar o —&EET 5L 91T, AsyncOS ZXELE T, NTP #4717 51
IZ. settime o~ F&EHALE7,

feE : Zoa<r N Tcommit] NHUETT,

JGAREE . Zavy RiE, TRTOYET—F (WFRE, T—F, <) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZ S R—FLTWEEA,

mail3.example.com>

ntpconfig

Currently configured NTP servers:

1. time.ironport.com

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.

[1> new

Please enter the fully qualified hostname or IP address of your NTP server.
[1> ntp.example.com

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

[1> sourceint

When initiating a connection to an NTP server, the outbound IP address
used is chosen automatically.

If you want to choose a specific outbound IP address,please select

its interface name now.

1. Auto
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portalregistrationconfig .

2. Management (172.19.0.11/24: elroy.run)
3. PrivateNet (172.19.1.11/24: elroy.run)
4. PublicNet (172.19.2.11/24: elroy.run)
[11> 1

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:
- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.
[1> auth

Would you like to enable NTP authentication? [N]>yes
Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Authentication is on

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added new NTP server

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

portalregistrationconfig

ER7E

l

CiscoTalos BT A — VAT —H AR—H )L, TV Ra—HP—nEDB T A —IINIEEDAT—
R2AZFT=R—Y L TTH0D Web XR—AY —)L T, ZOR—F/)LTi, EHT LT
TOEFA—NT— T oA PIBEBGKID 252 EBRMETT,

Bk ID 2% ET HI2iX, CLI T portalregistrationconfig 2~ REFEHLET, &
FANT = T2 AN TAZ O TRVGE, AT LT TOEFA VT =y =
AR DBREKID 2R ET DMHENRH D £,

=B NZONWTIE, =P —H A RERITA L TA o~V TD TARKE T LA XA — )LD
B 0EAZZRLTEEN,

WEE : Zoa<y Rt lcommit] 2SMHET,

JIIARER  Zpavw Rt TRTOYUEFT—R (PTRE, TA—TF, =) Tff
HT&xET,

NRyF avw s R:Zoavy RNy FEXRLZPR—FLTWETA,

mail3.example.com> portalregistrationconfig
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reboot

Choose the operation you want to perform:

- REGISTRATION ID - Set up the Registration ID.
[1> registration_id
Enter the new value of the Registration ID.
[1> registrationidexamplel234

£BA (Description)

ERAE

1

repengstatus

WA —NT = T = A ZFHEBLET,

WeE : Zoa<y R Tcommit] ITMEHY XA,
G ARER . Zpa<y Riivwyy T— RCOREHATEET,
NYyF AT R Zoa<wr RNy FEXREZSR—FLTWEFA,

mail3.example.com> reboot

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

£2BH (Description)

ER7E

1

LT —a DN —g UEREERLET,

WeE  Zoa<y R Tcommit] 1ZH4EH D FH A,
JIAAER . Zoav L RiZ~v vy E— R TCORMEATEE7,
NYF AT E: Zoavry RNy TFERXETR— L TWERA,

mail.example.com> repengstatus
Component Last Update Version
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resume .

Reputation Engine 28 Jan 2014 23:47 (GMT +00:00) 1
Reputation Engine Tools 28 Jan 2014 23:47 (GMT +00:00) 1
resume
#BA (Description)
ZEEREEZHRALET,

ERAGE
e : Zoa~ Rz lcommit) (ZHEDH D FHA,
JTAAER . Zoavwy RKidvwyy BE— R TCOREHATE E4,
NyFAIUER: Zoavry RERNyFELEF AR — ML TWEREA,

1

mail3.example.com> resume

Receiving resumed for Listener 1.

Mail delivery resumed.

Mail delivery for individually suspended domains must be resumed individually.

resumedel

£2BH (Description)
Bl 2 AFBH L £ 97

FERAAGE
fE . ZDa<y K2 Tcommit) 1ZM0EH D EH A,
JIGARER . Zpavwy RiFvyy B— RCOREHATXET,
NyFaAI R Zoavry PNy FELEIR—FLTWEEA,

1

mail.example.com> resumedel

Currently suspended domains:

1. domainl.com

2. domain2.com

3. domain3.com

Enter one or more domains [comma-separated] to which you want to resume delivery.
[ALL]> domainl.com, domain2.com

Mail delivery resumed.
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resumelistener

#%B8 (Description)
JAF—TOZEZHALET,

ERAE

WEE : ZOa<y R Tcommit] ITMEH Y FH A,
JIARER . ZDavy NEIviy E— RTOMEATEET,
NYyFaAvo R Zoavy NIy FEXLEZR—F L TOHERA,

1

mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[11> 1

Receiving resumed.

mail3.example.com>

revert

#%B8 (Description)
VRO Y U =R L £,

ERAE
Fe® : Zoa<y K lcommit] 1ZMEH D FHA,

JSRAREE . Zavy NiE, TRTOYE—F (WFRE, T—F, =) Tff
ATxE7,

NYF AR KR Zoa<y RNy FEXREZPR—FLTWETA,
151

mail.example.com> revert

This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.

The following data will be destroyed in the process:

- all configuration settings (including listeners)

- all log files

- all databases (including messages in Virus Outbreak and Policy quarantines)
- all reporting data (including saved scheduled reports)

- all message tracking data
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samlconfig

samlconfig .

- all IronPort Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preserved.
Before running this command, be sure you have:
- saved the configuration file of this appliance (with passphrases unmasked)
- exported the IronPort Spam Quarantine safelist/blocklist database

to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots
again to the desired version.

Available versions

1. 9.1.0-019
Please select an AsyncOS version [1]:
Do you want to continue? [N]>

il (Description) (133 ~—Y)
fEAHE (133 =)
o il HULWSAML 72 7 7 A LD/ E (133 ~2—)

5] : SAML 711 7 7 A VDEFH (136 =—)

%87 (Description)

ER7E

P—ERA TS ETBIOTAT T AT 4 T, XOHRTEETSAML 710 7 7 4 V%
HRELET,

a3y b Zoa~vy Rt lcommit) NHLETT,

PDISRRAEE . Z0a<v NiE, I _XTO~VYrET—RK (FT9RZ, IN—TF, <) TE
HTxFE9,
NYyF AT R: Zoa<wy RNy FEREZIR—FLTHEREA,

Bl : T LWVSAML A7 7 A ILDERTE

WORFITIL, samlconfig 2~ REMFH LT, Y—EARA T M XBILRTAT T 4T 47
ONA X DOHEEZLH LWSAML 70 7 7 A VEERK LE T, —EX Taf XHOHF
NI E L EX — 2 ANTOIMERSH O ET, TAT T 47 4 T an A XORER T
TRETDID, BMEDOTAT VT AT A TR, TDART =R e VR— 5 LNTE
7,

mail.example.com > samlconfig

Choose the operation you want to perform:

- UILOGIN - Create a new SAML Profile for UI Login.
[1> uilogin

No SAML profiles are configured on the system.
Choose the operation you want to perform:

- NEW - Create a new SAML profile.
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[1> new

Please enter the Service Provider Settings:

Enter the SP profile Name:

[1> sP1

Enter the SP Entity Id:

[1> ENTSP

Name ID Format: urn:oasis:names:tc:SAML:1.l:nameid-format:emailAddress
Assertion Consumer URL: http://mail.example.com

Please paste the SP Certificate

Paste the content now.
Press CTRL-D on a blank line when done.

MIIDMTCCAhmgAwWIBAgIJAPSTH660U00kKkMAOGCSgGSIb3DOQERBQUAMC8xXLTArBNV
BAMMJHZtMJF1c2EwMTMzLmNzMjEuZGV2aXQuY21zY29sYWJIzLmNvbTAeFw0OxOTAL
MDkxMzA3NDRaFw0yOTALIMDYxMzA3NDRaMC8xLTArBgNVBAMMJIHZ tMjF1c2EWMTMz
LmNzMjEuZGV2aXQuY21zY29sYWJIzLmNvbTCCASIwDQYJKoZ IhvcNAQEBBOADgGEP
ADCCAQoCggEBAM1 /iDEKYMKOXXU+XWQr+KrDxdNxg3tCkgLmZwFH4T]zxYLIwKsX fOfYWXKjDyhfNsWxohNemDne+RZc
DZ7bS/NG2WkjO0wiZBUCj42+0emtDDa0k2Imi/LquznQomNfsid20Z2iAh89gfEgRU
z0gadeWGTGtOB2bD1U4pwalx+4gKI25ZjpFtk6ak4p8NDZGNDZE3r4IvsPI9mlSSe
0IA+RwGBbgQxnFuuh9s8Nux1DzNj38Pb6gedjujwIHh3TTYETJ3rS5jBWnlJdsmt
2poT7pB8=

Please paste the SP Certificate Key

Paste the content now.
Press CTRL-D on a blank line when done.

MIIEowIBAAKCAQEAzX+IMSRgwo5ddT5dZCv4gsPF03Gre0KSouZnAUThOPPFgjA
gxcFm3yaUaKKUSf/yKUEeU00207£32gLt11JXY41ijO0sigb20+yAYJ+1L30QXCcAZRZ
hM8FZeLoxokwk+UiQDSVmMOUtWpeNRxIzZ6wCwsljWgbP8wOor/HXUVYrmoKH/Yn2
£f2£fg25GlexkOo0KrgREqQEC6LOs7V6yi00QXcKEf3IMOQVBVg2BELOIM1YIgXuNtOhw
P1IMfici6zaTl3KjnsOhmlOuEsWJ1QUnQzJwzd187v4Ae5IJPSh+dPGDPWjdmlzHBm
XibjRQO5CErsOsEN9IACMhONIBNnUKScggcuQSwIDAQABAOIBAGKPXK9rK9UMOBET
FKg8GtwjTyalPLi95n5GUWIEMo+NgEfNFc8uE76b442TNNudbBxirlUe279pU9jwh
GuDXfMTKADwPkx85ECg7113A9JDBiCRTRVkzBk163wtx5FYY1ZRBziNnr9JbHS2y
znk4Zgj2PM+B7VsPCAU6TZ0V8yEA075PtmZ fmwqg/Z1zMmIhDiFJgXZuxH7vYCP+y
3ZeBPp09YOu4Rz8xIMpUPG8z+b9ekoLd8KI0YQqdTZPqaG3MD8SEeKLSYLbyOklB
MGZWrVWRREfeNjEPsjixxjiLsdD8RFL+18SAzI5Zfmr1GM11McUcQ4zz8Wds5I2Z1
FhqW7vECgYEA+76Af/U7joUApx]zrm7MELHO/w+OKrPJJAC13V5PZtGgmITkrf33
7+kv3zlnyOBE5myErF1CtFYqJ30A/taolK1PdE4EFpIJevxATPF2hHOEe51YCx5v
T8G/dSOFSDm+30aXr3WQZfNPBOWBx1tb+0EaHGe553HtQQGAFtel112UCgYEAOPT]
AtE2t5IwV2xehBU7X1DkUSFITz6nH1kB/4jehQWbT3pulBctBfGeEfPMxreNmolt
kcNQ3pw6vo4ZeHrxG6A3KYWgPVN1hX0Y0o721evbUGWNAQrSb9eCEZy19100XW16F
ES5X2WQ/ENz8YDa/XgOJ6IIviW+++dSBfhEAzRRe8CgYAktfodLtDZjrGyrGPUuxmec
0X03Gsybk44wsoWNi5Q+pTErLwNOECWY00OES50UqmPXDL24FiBg/G5WYHUWL5Be /
Xggohjv4YgF5StHY+71Rxr1lhnWdab7zBv7pAxcZIéwrXfn8eO0iGtjFaomyNanrYC
JNM+8y1b//QeN67LIfe4NQKBgBcURC4b2RUXGhGt sEqaJbIdm8LBAIgVN4Bsj 7WQR
bTH3yolekjPc02YipziIWodf4k28+9LrZVUQoBRHkVYTB2nrqev2DTU1Znn0gFj9
F4d7FzWvTkKPu+HN6BGVHp6TM/0tVTkyiMCRUzZRezYNFdmX6jU5m411zv0OULDgA9
yicVAOGBAJHY4jbd9mi+u87ss6yT4ETHmzauxdl4ohEQmNhMOYgBeaNC1LRrzQoM
JhK1xSx55X21R+2I11zg6DVJI3GFpc+Kfwp86676J08tWfad+3mnHtRgSSFEaV/ 71k
YfO9kYdhDAVLU4BFmBQSFi8Brx6Bmi2MpjTP1CsTStAKANB2KZuvV

"DEnter the SP Certificate Passpharse:
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g -mLosam T 1 vozz [

[1>
Do you want to Sign Requests:
[01>
Do you want to Sign Assertion Requests:
[01>
Enter the Technical Contact Id:
[1> mail@example.com
Enter the Organization URL:
[1> http://www.example.com
Enter the Organization Name:
[1> Example
Enter the Organization Display Name:
[1> Example
Please enter the Identity Provider Settings:
Enter the IDP Profile Name:
[1> IDP1
Choose the operation you want to perform:
- PASTE - Paste the IDP Metadata XML.
- ENTER - Enter the IDP Metadata
[1> paste
Please paste the IDP Metadata XML
Paste the content now.
Press CTRL-D on a blank line when done.
<?xml version="1.0"?2>
<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
entityID="https://WIN-BLOP4116VDB/dag/saml2/idp/metadata.php">
<md:IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">

<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>MIIDYTCCAkmgAwWIBAgIBAANBgkghkiGI9wOBAQsFADBLMQ

swCQYDVQQOGEwWJIVUzZELMAKGAIUECAWCTUkxEjAQBgNVBACMCUFubiBBcmJvcjELMBKG

AlUECgwSRHVVIFN1Y3VyaXR5LCBJIbmMuMB4XDTESMDQyOTEWMTQOxMEFoXDTISMDQYNIE

wMTQxMFowSzELMAKGALUEBhMCVVMxCzAJBgNVBAgMAk1 JMRIWEAYDVQQOHDA1Bbm4gOXJi
b3IxGzAZBgNVBAOMEkKR1IbYBTZWN1cml0eSwgSW5jLjCCASIWDQYJKoZIhvcNAQER
BQADggEPADCCAQoCggEBAMQO/17hUuSP/7m7gGlisjWGERQUSZzWw5A0rTVVmMEylyaHHOFPMiN

9FWMkZHLVAAWOFJrA0coF3I6d0Omc3YkuLWoI /DMaGecbNDaZ 6+1YdB+pDBl6dXpl iNHASF1iyhn89=</ds:X509Certificate>

</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:KeyDescriptor use="encryption">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>MIIDYTCCAkmgAwWIBAgGIBADANBgkghkiGOwOBAQsFADBLMQswCQYDVQ
QOGEwWJVUzELMAkKGA1UECAWCTUkxXE]jAQBgNVBACMCUFubiBBcmJIvcjEPMBKGALIUECgwSRHVVIFNLY
3VyaXR5LCBIbmMuMB4XDTESMDQYOTEWMTQOxXxMFoXDTISMDQYyNJEWMTQOxMFowSzELMAKGA1UEBhMCV
VMxCzAJBgNVBAgMAk1IJMRIWEAYDVQQOHDA1Bbm4gOXJib3IxGzAZBgNVBAOMEkKRIbYBTZWNL1cmlOe
SwgSW53jLjCCASIwDQYJKoZ IhveNAQEBBQADggEPADCCAQOCggEBAMQO/17hUuSP/7Tm79gGlisjWGER
QuSzWw5A0rTVVmEylyaHHOFPMiN9FWMkZHLVAAWOFJrAooF3I6d0mc3YkuLWol/DMaGecbNDaz6+1Yd

B+pDB16dXpliNHASFiyhn89+ee06Thys9yxrND8hYwZfQE3aIB/leEmyualhO8YDA811iD+XtMijSYhO=</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>

<md:SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"

Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SingleLogoutService.php"/>
<md:SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

Async0S 14.0 for Cisco Secure Email GatewayCLI ') 7 7 LV XA K (—fREA) .



avy R sEH |
. fl: SAML 7O 7 7 A LOEE

Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SingleLogoutService.php"/>

<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:persistent</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</md:NameIDFormat>

<md:NameIDFormat>urn:oasis:names:tc:SAML: 1.1 :nameid-format :WindowsDomainQualifiedName</md:NameIDFormat>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:kerberos</md:NameIDFormat>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"

Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SSOService.php"/>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SSOService.php"/>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"
Location="https://WIN-BLOP4116VDB/dag/saml2/idp/SSOService.php"/>
</md:IDPSSODescriptor>
</md:EntityDescriptor>

# :SAML 7O 774 ILDEH
WOHITIX, samlconfiga~ > REFEH LT, BEFEOSAML 70 7 7 A L DY —E X 7o
BEIETAT YT AT 4 T FOREEERTEET,
mail.example.com > samlconfig

Choose the operation you want to perform:
- UILOGIN - Create a new SAML Profile for UI Login.

[1> uilogin

Currently configured SAML User profiles:

Type Name Entity ID URL
SP Settings SP1 ENTSP http://mail.example.com
IDP Settings IDP1 https://WIN-BLOP4116 https://WIN-

BLOP4116VDB/dag/saml2/idp/Si

Choose the operation you want to perform:
- EDIT - Modify a SAML profile.

- DELETE - Delete a SAML profile.

[1> edit

Choose the operation you want to perform:
- SP - Edit Service Provider Settings.

- IDP - Edit Identity Provider Settings.
[1>

[l AsyncO0S 14.0 for Cisco Secure Email Gateway CLI ') 77 LY X 4 K (—fREA)



I avy R 8EH

settime .

settime

£2BA (Description)

settime =~ R T, NTP v —_—%fH L TR WAL 2 FEI CRETE 7,
DAy FEFEITTHENTPZEILELTCEIFTUAT A 70y 7 BRETIHNE I
nNeHNFT, HEZIEMM/IDDIYYYY HH:MM:SS O TA S LE T,

ERAE

FE® : Z0a<y KIZ Tcommit] 1ZMEH D FHA,
G ARER . Zpa<y Riivwyy T— RCOREHRATEET,
NYyFaAv R Zoa<wy NIy FEXREZR—F L TOHERA,

1

mail3.example.com> settime

WARNING: Changes to system time will take place immediately
and do not require the user to run the commit command.
Current time 09/23/2001 21:03:53.

This machine is currently running NTP.

In order to manually set the time, NTP must be disabled.

Do you want to stop NTP and manually set the time? [N]> Y
Please enter the time in MM/DD/YYYY HH:MM:SS format.

[1> 09/23/2001 21:03:53

Time set to 09/23/2001 21:03:53.

settz

£%BH (Description)
BB A A B B BRE LET,

ERAE
e Zoa<r K lcommit) NI TI,

JIAREH  Zpa<wr NI, TRTOY U ET—R (WTRE, T—TF, <) T
HATx%9,

NyF aw s F:Zoavwy RNy FERXRELZ P R—FLTWWERA,
15

mail3.example.com> settz

Current time zone: Etc/GMT

Current time zone version: 2010.02.0
Choose the operation you want to perform:
- SETUP - Set the local time zone.
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shutdown

[]> setup

Please choose your continent:

1. Africa

2. America

[ ... 1]

11. GMT Offset

[2]1> 2

Please choose your country:

1. Anguilla

[ ... ]

45. United States

46. Uruguay

47. Venezuela

48. Virgin Islands (British)

49. Virgin Islands (U.S.)

[45]> 45

Please choose your timezone:

1. Alaska Time (Anchorage)

2. Alaska Time - Alaska panhandle (Juneau)
[ ... ]

21. Pacific Time (Los_Angeles)

[21]> 21

Current time zone: America/Los_Angeles
Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1>

£%BH (Description)

ER7E

1

smaconfig

VAT AEVy v MU LTCEREZY £,

MEE : Z0a< 2 R lcommit] 1ZMEH D FH A,
USAREE . T pavy NIviy BE— R TORFHTXET,

NYF AT R Zoa<vy RNy TFEXREZYR—-—FLTWHWEREA,

mail.example.com> shutdown

Enter the number of seconds to wait before forcibly closing connections.

[30]>

System shutting down.
Closing CLI connection.
The system will power off automatically.
Connection to mail.example.com closed.

Please wait while the queue is being closed...

FiH (Description) (139 ~X—)

fERJTIE (139 X—2)
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$%BA (Description) .

o Bl (139 ~<—3)

£BA (Description)

ER7AE

11

smaconfig 2~ K& H 9% &, Cisco Secure Email and Web Manager $%f5i /X7 A — & & % —
DI, HIER, F7IFFEREITO ZENTEET,

WEE : Zoa<y RiL lcommit) NHLETI,

HSRARAER: Zpa~vy NI, T _THO~YEF—R (52%, IA—7F, ~ ) T
ATxEd,

NYyF AT R Zoa<r RNy FEKXREZPR—FLTWET,

DB T, smaconfig 2~ K& AT 5 &, Cisco Secure Email and Web Manager (21 A —
NT— Ny = A ZFAHEAE X —Z2MH L GEM L, Cisco Secure Email and Web Manager #2f5¢
M (KA My La—P—F—) Z2FRRTEET,

mail.example.com> smaconfig

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.
[1> add

Enter the hostname of the system that you want to add.
[1> m380903.1ibga

Enter the user key of the host m380g03.ibga.
Press enter on a blank line to finish.

SSH2:dsa
10.76.71.107 ssh-dss

SMA host key was added successfully.

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

[1> print
1. Hostname: m380q03 1bqa Keys SSH2 dsalO 76. 71 107 ssh dss

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

[r>
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sshconfig

Z#BH (Description)
SSH #r—N—B Il Prax—%— F—RELRELET,

ERAE
e . Zoa~y Rt lcommit) BAMETT,
JIAGER . ZDAav s RE7 TAL F— FTOHMEMTEET,
NyF avrs R Zoavwy NNy FRERE R —F L TWEEA,

l

5 : SSH H—/\—HERDRE
WORFNE, SSH Y — "—Hpk 2 fRtE 3 5 HFIEOH Z R L TWET,

maill.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH allowed list/blocked list
[1> sshd

ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
aesl28-cbc
aesl92-cbc
aes256-cbc
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-shal
Minimum Server Key Size:
2048
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521

Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1> setup

Available Public Key Authentication Algorithms options
rsal
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ssh-dss
ssh-rsa

Enter the Public Key Authentication Algorithms do you want to

[rsal, ssh-dss, ssh-rsa]>
Available Cipher Algorithms options
aesl28-ctr
aesl92-ctr
aes256-ctr
aesl28-cbc
3des-cbc
aesl92-cbc
aes256-cbc
rijndael-cbc@lysator.liu.se

Enter the Cipher Algorithms do you want to use
[aesl128-ctr,aesl92-ctr,aes256-ctr,aesl28-cbc,aesl92-cbc,
aes256-cbc, rijndael-cbc@lysator.liu.se]l>

Available MAC Methods options
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96

Enter the MAC Methods do you want to use
[hmac-shal]>

Available Key Sizes : [768, 1024, 1536, 2048]
Enter the Minimum Server Key Size do you want to use
[2048]>

Available KEX Algorithms options
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521

Enter the KEX Algorithms do you want to use

#l : ssho—r—gromE |

use

[diffie-hellman-group-exchange-sha256,diffie-hellman-group-exchange-shal,
diffie-hellman-groupl4-shal,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521]1>

ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
aesl28-cbc
aesl92-cbc
aes256-cbc
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-shal
Minimum Server Key Size:
2048
KEX Algorithms:
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B 5 ems7ry romLLaBEE—0r VR =1

diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521

Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings

(1>

Bl . EEETHO Y FOHFLOVLRAF—DA VX =L

WOBITIE, BEET DT bOFHRARF—%A A =L LET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[1> userkey

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.

[-paste public key for user authentication here-]
Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[r>

Bl . kEEHE IOV YR MERIIHAVRAMELTODIPT FLADSEE

N

BT A =N —F T A F7703 ipblockd P —EZANRFEBIIN TS, KEHNR 7Ty 27U R
FEZITFHFTYVANE L THEEINZIP T RUVARMRERERINET,

G¥)

AsyncOS 11.02 LA ETOIH, 1P 7 R A& K7 vy 7 U X MEIIEFFATY 2 & LTHE
T&EET,

WIZ, KU A RE LTIP Y RLAEZSET A612 7 LET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH allowed list/blocked list
[1> access control

Choose the operation you want to perform:

- ALLOWED LIST - Manage the persistent allowed list
- BLOCKED LIST - Manage the persistent blocked list
[1> allowed list

Choose the operation you want to perform:
- ADD - Add address (es)
- REMOVE - Remove address (es)

[l AsyncO0S 14.0 for Cisco Secure Email Gateway CLI ') 77 LY X 4 K (—fREA)



I av vk 5EH

status

status I}

- PRINT - Print addresses
[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Allowed list will be ignored.
[1> 10.8.85.77

The addresses were successfully added to the Allowed list

WIZ, K7 oy 7 VA RELTIPT RLAZSDHTHHIZRLET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH allowed list/blocked list
[1> access control

Choose the operation you want to perform:

- ALLOWED LIST - Manage the persistent allowed list
- BLOCKED LIST - Manage the persistent blocked list
[1> blocked list

Choose the operation you want to perform:
- ADD - Add address (es)

- REMOVE - Remove address (es)

- PRINT - Print addresses

[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Allowed list will be ignored.
[1> 10.8.85.77

The addresses were successfully added to the blocked list

£%B8 (Description)

ER7E

151

VAT AT = H AFRLET,

WEE : ZDa<y R Tcommit] ITMEH Y FH A,
USAREE . pavy NIviy BE— R TORMFHTXET,
NYyFaAvo R Zoavry NIy FEXEZTR—F L TOHERA,

mail3.example.com> status

Status as of: Thu Oct 21 14:33:27 2004 PDT

Up since: Wed Oct 20 15:47:58 2004 PDT (22h 45m 29s)
Last counter reset: Never

System status: Online

Oldest Message: 4 weeks 46 mins 53 secs
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Feature - McAfee: 161 days
[....]

Feature - Outbreak Filters:
Counters:

Receiving
Messages Received
Recipients Received

Rejection
Rejected Recipients
Dropped Messages

Queue
Soft Bounced Events

Completion
Completed Recipients

Current IDs
Message ID (MID)
Injection Conn.
Delivery Conn.

Gauges:

Connections
Current Inbound Conn. 0
Current Outbound Conn.

Queue
Active Recipients 1
Messages In Work Queue 0
Kilobytes Used 92
Kilobytes Free 8,388,516

Quarantine

Messages In Quarantine

Policy, Virus and Outbreak 0
Kilobytes In Quarantine

Policy, Virus and Outbreak 0

161 days

Reset Uptime Lifetime
62,049,822

62,049,823

290,920
290,920

62,049,822
62,049,823

3,949,663
11,606,037

11,921
219

3,949,663
11,606,037
2,334,552

13,598 2,334,552

50,441,741 332,625 50,441,741
99524480
51180368

17550674

ID
ID

(ICID)
(DCID)
Current

ZBA (Description)

ERAE

VAADHAFw—PR—= M A=V EXMELET, Zoa~vr FEHFEATHIZE. BT
A—=NT =N 2 ANA U F =y MNIEFA—NVEEETEZOILERODET, T TVTF
7y NORHBEIEICER SN E T, £2. VAR — FEREZBFEO b T T F 4y MBEA T S
L TEET,

BIA—NT = T A MDY R T 7 =TI BR— MIEHEY 78 A3 %I121%, Cisco.com
2—F—ID NRZDEFA—NYT — T A OP—ERZKNBTEMS T LTV D LENH Y
F£7, Cisco.com 7' 1 7 7 A WIZHBLEREA T 5L TV D —EAZO - A2 BT 2113,
Cisco.com Profile Manager (https://sso.cisco.com/autho/forms/CDClogin.html) {27 7 A L TL 72
SV, Cisco.com DL—F—ID NRWIGHIEL, BERLTID ZRMGL TSN, T A1~
NVT DT AT FOBEIET 2 H BENOY V=202 —F =T A FeZRL TL
J=1AN

Fe® : Za<y K Tcommit] 1ZMEH D FHA,
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1

"N |

JIARER  ZDav L NEIvY s E— R TOMEATEEST, &612, Zoavwr Ridno
TAVRAN (—P—urAfr Liz~vyy) TORMEATEES, Zoa<vwr REHHT
BT, B—HIL T2 AN VAT AT 7V EATEAVERNH Y 1,

NYyFaAIVER: Zoavy RNy FEXESR—FLTWVERA,

wIZ, BfFOYAR— b Fry MIBE#E LW R— FEROFIZRLET,

mail.example.com> supportrequest

Please Note:

If you have an urgent issue, please call one of our worldwide Support Centers
(www.cisco.com/support). Use this command to open a technical support request
for issues that are not urgent, such as:

- Request for information.

- Problem for which you have a work-around, but would like an alternative
solution.

Do you want to send the support request to supportrequest@mail.ga?

[yi>

Do you want to send the support request to additional recipient(s)?

[N]>

Is this support request associated with an existing support ticket?

[N]>

Please select a technology related to this support request:

1. Security - Email and Web

2. Security - Management

11> 1
Please select a subtechnology related to this support request:

1. Cisco Email Security Appliance (Clx0,C3x0, C6x0, X10x0) - Misclassified
Messages

2. Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - SBRS

3. Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - Other

4. Email Security Appliance - Virtual

11> 3

Please select the problem category:

1. Upgrade

2. Operate

3. Configure

4. Install

[11>

Please select a problem sub-category:

1. Error Messages, Logs, Debugs

2. Software Failure

3. Interoperability

4. Configuration Assistance

5. Install, Uninstall or Upgrade

6. Hardware Failure

7. Licensing

8. Data Corruption

9. Software Selection/Download Assistance

10. Passphrase Recovery

[11> 5

Please enter a subject line for this support request:

[1> <Subject line for support request>

Please enter a description of your issue, providing as much detail as possible

to aid in diagnosis:

[1> <Description of issue>

It is important to associate all your service contracts with your Cisco.com profile (CCO
ID) in order for you to receive complete

access to support and services from Cisco. Please follow the URLs below to associate
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your contract coverage on your Cisco.com profile.

If you do not have a CCO ID, please follow

the URL below to create a CCO ID.

How to create a CCO ID:
https://tools.cisco.com/RPF/register/register.do

How to associate your CCO ID with contract:
https://tools.cisco.com/RPFA/profile/profile management.do
Frequently Asked Question:
http://www.cisco.com/web/ordering/cs_info/fags/index.html
Select the CCOID

1. New CCOID

[11>

Please enter the CCOID of the contact person

[1> your name

The CCO ID may contain alphabets, numbers and '@', '.', '-' and ' ' symbols.
Please enter the CCOID of the contact person

[1> me@example.com

Please enter the name of the contact person

[1> yourname

Please enter your email address:

[1> me@example.com

Please enter the contract ID:

[1> 1234

Please enter any additional contact information (e.g. phone number) :
(>

Please wait while configuration information is generated...
Do you want to print the support request to the screen?
[N]>

supportrequeststatus

ZBA (Description)

ER7GE

1

CiscoTAC DY R — FZERTAH7ZDD, iR — FERF—TU — R RX—=D g UIFREFERLE
—g—O

TeE . Zoa<r R lcommit] ITMNEHD FH A,

JIGAREE . Zoavwr RiE, TRTOSY U E—R (WTREZ, T—F, <) Tff
ATxEd,

NYyFaAIVF: Zoaxwy Ry FELEZSR—-FLTWERA,

mail.example.com> supportrequeststatus
Component Version Last Updated
Support Request 1.0 Never updated
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supportrequestupdate

#B8 (Description)
Cisco TAC O HR— b2 ERT B0, VR — FERF—U— ROFHFT v 75— b2 TR
LET,

ERAZE
MEE : Z0a<y R lcommit] 1ZMEH D FH A,

JSGAREE . Zoavy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxET,

NYyF AT R Zoa<wr RNy FEXREZR—FLTWEFA,
151

mail.example.com> supportrequestupdate
Requesting update of Support Request Keywords.

suspend

#5288 (Description)
ZfE LREZ T L ET,

ERAE
WE : 2oz~ R Tlcommit] M EHD FHA,
JTARER  ZDavr RiFvyy E— RTOMEATEET,
NYyF ARV E : Zoavy RNy FEREZFR—FLTHEEA,

l

mail3.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]1> 45

Waiting for listeners to exit...

Receiving suspended for Listener 1.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com>
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suspenddel

#%B8 (Description)
BlfE 2 il Lk,

ERAE

WEE : ZOa<y R Tcommit] ITMEH Y FH A,
JGARER . Zpa<y Riivwyy T— RCOREHATEET,
NYyFaAvo R Zoavy NIy FEXLEZR—F L TOHERA,

1

mail.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Enter one or more domains [comma-separated] to which you want to suspend delivery.
[ALL]> domainl.com, domain2.com, domain3.com

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

suspendlistener

5B (Description)
ZIEZ P LET,

ERAAGE
e . ZDa~y K2 Tcommit) [ ZMEH D FHA,
JTARER . Zpavy NiEvyr = R TOREHTEET,
NYFARE: Zoavy RNy FEREZ R — L TWERA,

l

mail3.example.com> suspendlistener

Choose the listener(s) you wish to suspend.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[1]1> 1

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...

Receiving suspended.

mail3.example.com>
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tcpservices

#B8 (Description)
TrE A Lo THINTWD 7 7 A VT HIEHRER T LET,

ERRGE
WeE . Zoa~<y K2 Tcommit) [IXLEH Y /A,
JIABER  ZDavy RiEvyy F— FCOLEMTEET,
NyFAIUKR: Zoavr IRy FELEF AR — L TWEREA,

1

mail.cisco.com> tcpservices
System Processes (Note: All processes may not always be present)

ftpd.main - The FTP daemon

ginetd - The INET daemon

interface - The interface controller for inter-process communication

ipfw - The IP firewall

slapd - The Standalone LDAP daemon

sntpd - The SNTP daemon

sshd - The SSH daemon

syslogd - The system logging daemon

winbindd - The Samba Name Service Switch daemon
Feature Processes

euq webui - GUI for ISQ

gui - GUI process

hermes - MGA mail server

postgres - Process for storing and querying quarantine data

splunkd - Processes for storing and querying Email Tracking data
COMMAND USER TYPE NODE NAME
interface root IPv4 TCP 127.0.0.1:53
postgres pgsqgl IpPv4 TCP 127.0.0.1:5432
gabackdoo root IPv4 TCP *:8123
ftpd.main root IPv4 TCP 10.1.1.0:21
euq webui root Ipv4 TCP 10.1.1.0:83
euq webui root IPv6 TCP [2001:db8::]:83
gui root IPv4 TCP 172.29.181.70:80
gui root IpPv4 TCP 10.1.1.0:80
gui root IPv6 TCP [2001:db8::]:80
gui root IPv4 TCP 172.29.181.70:443
gui root IPv4 TCP 10.1.1.0:443
gui root IPv6 TCP [2001:db8::]:443
ginetd root IPv4 TCP 172.29.181.70:22
ginetd root IPv4 TCP 10.1.1.0:22
ginetd root IPv6 TCP [2001:db8::]:22
ginetd root IPv4 TCP 10.1.1.0:2222
ginetd root IPv6 TCP [2001:db8::]:2222
hermes root IPv4 TCP 172.29.181.70:25
splunkd root IPv4 TCP 127.0.0.1:8089
splunkd root IPv4 TCP 127.0.0.1:9997
api_serve root Ipv4 TCP 10.1.1.0:6080
api_serve root IPv6 TCP [2001:db8::]:6080
api_serve root Ipv4 TCP 10.1.1.0:6443
api_serve root IPv6 TCP [2001:db8::]:6443
java root IPv6 TCP [::127.0.0.1]1:9999
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techsupport

#%B8 (Description)
Cisco TAC WY AT KIZT 7 BATEL L HICLET,

ERAE
Fe® : Za<y K Tcommit] 1ZMEH D FHA,
JIARER  ZDavwr Rivyry E— R TORMEATE £,

NYyFaAvo R Zoavy NIy FEXLEZR—F L TOHERA,

1

mail3.example.com> techsupport

Service Access currently disabled.

Serial Number: XXXXXXXXXXXX-XXXXXXX
Choose the operation you want to perform:

avv R sEH |

- SSHACCESS - Allow a Cisco IronPort Customer Support representative to remotely access

your system, without establishing a tunnel.

- TUNNEL - Allow a Cisco IronPort Customer Support representative to remotely access

your system, and establish a secure tunnel
for communication.
- STATUS - Display the current techsupport status.
[1> sshaccess
A random seed string is required for this operation

1. Generate a random string to initialize secure communication (recommended)

2. Enter a random string

[1]1> 1

Are you sure you want to enable service access? [N]> y
Service access has been ENABLED. Please provide the string:
QT22-JQZF-YAQL-TL8L-8@2L-95

to your Cisco IronPort Customer Support representative.
Service Access currently ENABLED (0 current service logins).
Tunnel option is not active.

Serial Number: XXXXXXXXXXXX-XXXXXXX

Choose the operation you want to perform:

- DISABLE - Prevent customer service representatives from remotely accessing your system.

- STATUS - Display the current techsupport status.
[1>

tisverify

ZBA (Description)
F1
_g—-

i

(FREE) TLS BREICHE ST TLS #i 2 Mzl L1,

ER7E

e o< R lcommit] (TM4EHD FH A,
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Ny FRR

1

trace

nyriz ]

IS ARBEE . T Da<vy Riivyy T— R TCOMEHATEE9,
NYyFaAI VR Zoa<xwy NNy IFEXER—-FLTWVET,

tlsverify 2~ RO Ny FRREMEH T2 &, 1RO CLI 2~ ROT R TOMREE FIT L,
BEDKRA ML ED TLS Bifgi e F = v 7 T E£7,

tlsverify <domain> <hostname>[:<port>]

mail3.example.com> tlsverify

Enter the TLS domain to verify against:

[1> example.com

Enter the destination host to connect to. Append the port (example.com:26) if you are
not connecting on port 25:

[example.com] > mxe.example.com:25

Connecting to 1.1.1.1 on port 25.

Connected to 1.1.1.1 from interface 10.10.10.10.

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher RC4-SHA.
Verifying peer certificate.

Verifying certificate common name mxe.example.com.

TLS certificate match mxe.example.com

TLS certificate verified.

TLS connection to 1.1.1.1 succeeded.

TLS successfully connected to mxe.example.com.

TLS verification completed.

£%88 (Description)

ER7AE

1

VATFAEERTAHAvE—VOT7a—5BHLET,

WMEE : Z0a<y R lcommit] 1ZMEH D FH A,
JTARER  ZDavy Rii~vwyy T— R TOMEATEET,
NYF ATV E: Zoa<xy RNy FERXEZS R —FLTWEFA,

mail3.example.com> trace

Enter the source IP

[1> 192.168.1.1

Enter the fully qualified domain name of the source IP
[1> example.com

Select the listener to trace behavior on:
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1. InboundMail

2. OutboundMail

[11> 1

Fetching default SenderBase values...

Enter the SenderBase Org ID of the source IP. The actual ID is N/A.

[N/A]>

Enter the SenderBase Reputation Score of the source IP. The actual score is N/A.
[N/A]>

Enter the Envelope Sender address:

[1> pretend.sender@Rexample.net

Enter the Envelope Recipient addresses. Separate multiple addresses by commas.
[1> admin@example.com

Load message from disk? [Y]> n

Enter or paste the message body here. Enter '.' on a blank line to end.

Subject: Hello
This is a test message.

HAT matched on unnamed sender group, host ALL
- Applying $ACCEPTED policy (ACCEPT behavior).
- Maximum Message Size: 100M (Default)
- Maximum Number Of Connections From A Single IP: 1000 (Default)
- Maximum Number Of Messages Per Connection: 1,000 (Default)
- Maximum Number Of Recipients Per Message: 1,000 (Default)
- Maximum Recipients Per Hour: 100 (Default)
- Use SenderBase For Flow Control: Yes (Default)
- Spam Detection Enabled: Yes (Default)
- Virus Detection Enabled: Yes (Default)
- Allow TLS Connections: No (Default)
Processing MAIL FROM:
- Default Domain Processing: No Change
Processing Recipient List:
Processing admin@ironport.com
- Default Domain Processing: No Change
- Domain Map: No Change
- RAT matched on admin@ironport.com, behavior = ACCEPT
- Alias expansion: No Change
Message Processing:
- No Virtual Gateway(tm) Assigned
- No Bounce Profile Assigned
Domain Masquerading/LDAP Processing:
- No Changes.
Processing filter 'always deliver':

Evaluating Rule: rcpt-to == "@mail.ga"
Result = False

Evaluating Rule: rcpt-to == "ironport.com"
Result = True

Evaluating Rule: OR

Result = True

Executing Action: deliver()

Footer Stamping:

- Not Performed

Inbound Recipient Policy Processing: (matched on Management Upgrade policy)
Message going to: admin@ironport.com
AntiSpam Evaluation:

- Not Spam
AntiVirus Evaluation:

- Message Clean.

- Elapsed Time = '0.000 sec'

Outbreak Filter Evaluation:

- No threat detected
Message Enqueued for Delivery
Would you like to see the resulting message? [Y]> y

Final text for messages matched on policy Management Upgrade
Final Envelope Sender: pretend.sender@example.doma
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trackingconfig .

Final Recipients:
- admin@ironport.com

Final Message Content:

Received: from remotehost.example.com (HELO TEST) (1.2.3.4)
by stacy.ga with TEST; 19 Oct 2004 00:54:48 -0700

Message-Id: <3i93g9S@Management>

X-IronPort-AV: i="3.86,81,1096873200";

d="scan'208"; a="0:sNHTO"

Subject: hello

This is a test message.

Run through another debug session? [N]>

G¥)

trackingconfig

trace M5 & 2T, BEVMIT BRI RA v =YD~y X —ERLDOW S % CLLIZE D
DWENDY £,

£2BA (Description)

ERAE

11

tzupdate

NT o7 VAT REFRELET,

M€ : Zoa< KX lcommit] 2NHHEETY,

JIGALEH  Zoa<vy NiE, T R_RTOY U E—FK (PTRZ, IA—TF, <) T
ATc&EEd,

NyF avwrs R Zoavy RNy FEAZ S R—FLTWEEA,

mail.example.com> trackingconfig

Message Tracking service status: Message Tracking is enabled.
Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

[1> setup

Would you like to use the Message Tracking Service? [Y]>

Do you want to use Centralized Message Tracking for this appliance? [N]>
Would you like to track rejected connections? [N]>

Message Tracking service status: Local Message Tracking is enabled.
Rejected connections are currently not being tracked.

Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

[1>

£2BA (Description)

HA RS =2 — L FHFLET,
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1

updateconfig

avy R sEH |

eE  Zoa<r R lcommit] IZMNEHD EH A,

JIAAER  Zpa~v Niivy = R TOMEATEET, IHIZ, Z0avwr Nido
TA YV RAN (—HF—Nual A Liz~vwy) TORMFERATEET,

NyF avw s R: Zoavy RNy FEXREZPR—-FLTWET,

tzupdate 2~ KONy FRERAEFHT L L, BEPBRHINZNVGEAETH, $XTOXA A
V= L VBRI BB S v E T,

tzupdate [force]

mail.example.com> tzupdate
Requesting update of Timezone Rules

2B (Description)

ERAE

1

VAT LN T A=A ERELET,

M€ Zoa< K lcommit] 2NHEETY,

JSRABEM . Zpavy NI, TR_RTOVEFT—F (UFREZ, TA—F, <) T
ATxE7,

NyF awrR: Zoa<wy RNy IFEXEZTR—FLTWHEREA,

TYTT—RY—N—oBHIOTSLETIVO—RTEH-ODEFA—ILT— b4 DERE

ROFITIL, updateconfig =~ RAfEH LT, BEFA—NVT— MU ANV A T H—r3—=7n
6T v T = M A—VEZ T a— RN, =Y — =B ATHE7R AsyncOS 7 v
T —RDY A MEEAT0—RTHE)ICERELET,

mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers

Enrollment Client Updates Cisco IronPort Servers
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Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> setup

For the following services, please select where the system will download updates from:
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

1. Use Cisco IronPort update servers (http://downloads.ironport.com)
2. Use own server

[1]1>

For the following services, please select where the system will download updates from
(images) :

Service (images): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers

1. Use Cisco IronPort update servers
2. Use own server

[11>

For the following services, please select where the system will download updates from
(images) :

Service (images): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own server

[11>

For the following services, please select where the system will download the list of
available

updates from:

Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own update list

[11>

For the following services, please select where the system will download the list of
available

updates from:

Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
1. Use Cisco IronPort update servers

2. Use own update list

[11>
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Enter the time interval between checks for new:
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
Use a trailing 's' for seconds, 'm' for minutes or 'h' for hours. The minimum
valid update time is 30s or enter '0' to disable automatic updates (manual
updates will still be available for individual services).
[5m]>
When initiating a connection to the update server the originating IP interface
is chosen automatically. If you want to choose a specific interface, please
specify it now.

1. Auto
2. Management (10.76.69.149/24: vm30esa0086.1ibga)
[11>

Do you want to set up a proxy server for HTTP updates for ALL of the following
services:
- Feature Key updates
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
- Cisco IronPort AsyncOS upgrades
[N]>
Do you want to set up an HTTPS proxy server for HTTPS updates for ALL of the following
services:
- Feature Key updates
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
- Cisco IronPort AsyncOS upgrades

[N]>

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
1>

TYITT—3Y—N—IHEDANEEREIT 2 -DDEBEFA—LT—FI A DRE

IOF T avERETLHE, BIA—NT = NIz A RV ARAADT v T —F P — —Li@
BTa-N, 7y 7T =2 —N—DiEOFIENHER SN E T, BEEIRIRLI25H
X, B R 7 AZF o= RERT, BEAT v ST =2 ou kIS E T, K
W2, ZOF T a rERETHHERLET,
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mail.example.com> updateconfig
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates:

Proxy server: not enabled
HTTPS Proxy server: not enabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.

30d

- VALIDATE CERTIFICATES - Validate update server certificates
- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> validate certificates

Should server certificates from Cisco update servers be validated?

[Yes]>
Service (images):

Feature Key updates

Update URL:

http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers

Cisco IronPort Servers
Cisco IronPort Servers
Update URL:

Enrollment Client Updates
Support Request updates
Service (list):

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

(>

TOX Y —N—LDRIELEVTHODEFA—ILT— bV 4 DERFE

BTl e X o —NR—%H L TWB5E. 7uX i EHEOEAICHEHT D CAGE
FAELEFA—NT =M IZBNMTEET, ZHUCEY, BEFANTF— oA I 70
XU —AN—EEEEELET, RIZ, ZOF T a U ERETOHIHERLET,

Choose the operation you want to perform:
- SETUP - Edit update configuration.
- VALIDATE CERTIFICATES - Validate update server certificates
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- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAWIBAgGIBATANBgkghkiGOwOBAQUFADCBgDELMAKGAIUEBhMCSU4x
DDAKBONVBAGTAOEBUFENM. & vttt ittt it it ittt et ittt et it

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>

BEFA—ILT— 91T A TO CiscoTalos SFEAZD 7 v JA—F

wIZ, updateconfig > clientcertificate YT a<vw s REFERHLTEFA—NAT— b U =AT
Cisco Talos fEFiEEZ T v 7'rn— KT 5462 R L E 7,

maill.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

McAfee Anti-Virus definitions Cisco IronPort Servers
DLP Engine Updates Cisco IronPort Servers

PXE Engine Updates Cisco IronPort Servers

Sophos Anti-Virus definitions Cisco IronPort Servers
IronPort Anti-Spam rules Cisco IronPort Servers

Outbreak Filters rules Cisco IronPort Servers

Timezone rules Cisco IronPort Servers

Enrollment Client Updates (used to fetch certificates for URL Filtering) Cisco IronPort
Servers

Support Request updates Cisco IronPort Servers

Content Scanner Updates Cisco IronPort Servers

Geo Countries Updates Cisco IronPort Servers

SDR Client Updates Cisco IronPort Servers

External Threat Feeds updates Cisco IronPort Servers

How-Tos Updates Cisco IronPort Servers

Notifications component Updates Cisco IronPort Servers

Smart License Agent Updates Cisco IronPort Servers

Mailbox Remediation Updates Cisco IronPort Servers

Talos Updates Cisco IronPort Servers

Easy Demo service Updates Cisco IronPort Servers

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Service (list): Update URL:

McAfee Anti-Virus definitions Cisco IronPort Servers
DLP Engine Updates Cisco IronPort Servers

PXE Engine Updates Cisco IronPort Servers

Sophos Anti-Virus definitions Cisco IronPort Servers
IronPort Anti-Spam rules Cisco IronPort Servers

Outbreak Filters rules Cisco IronPort Servers

Timezone rules Cisco IronPort Servers

Enrollment Client Updates (used to fetch certificates for URL Filtering) Cisco IronPort
Servers

Support Request updates Cisco IronPort Servers

Content Scanner Updates Cisco IronPort Servers
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Geo Countries Updates Cisco IronPort Servers

SDR Client Updates Cisco IronPort Servers

External Threat Feeds updates Cisco IronPort Servers
How-Tos Updates Cisco IronPort Servers

Notifications component Updates Cisco IronPort Servers
Smart License Agent Updates Cisco IronPort Servers
Mailbox Remediation Updates Cisco IronPort Servers
Talos Updates Cisco IronPort Servers

Easy Demo service Updates Cisco IronPort Servers

Service (list): Update URL:

iangEn7yIn—k |

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d
Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
- CLIENTCERTIFICATE - Upload the client certificate and key.
[1>clientcertificate

Do you like to overwrite the existing certificate and key [Y|N] ?

Paste the certificate.
Press CTRL-D on a blank line when done.

f14wXRnvDRjPWUX8XRHYF8RAL1fz8rh/1xJN6R4AVOLIHPAJSfEYJTmMNiT1Fcg] rN
Sm57NsyVCoNJ00iCuwi6Hiw/CY1fms990btByIrwt5Gl+6E6J6qgOovT6R+qgiS2A
KGNIRJAVZNhiDdezX5021/xbJ5C39BPqgY0CAWEAAaMaMBgwCQYDVROTBAIWADAL
BgNVHQ8EBIDO704MAOGCSgGSIb3DQEBCWUAMHWXCZzAJBgNVBAYTALVT
MRMwEQYDVQQIEwpDYWxpZm9ybml hMREwDwYDVQQOHEWhTYW4gSm9zZTELbMBkGAL1UE
ChMSQ21zY28gU31zdGVtcyBIbmMuMREWDWYDVQQLEWhTZWN1cml 0e TEVMBMGAL1UE
AxMMS2V5bWFzdGVyIENBMB4XDTIWMTEYNjESNDEyN10oXDTIxMDUyNDESNDEyN1ow
SDEZMBCGA1UEAwWWQVkxORVNBMTgzODI4MTE2NDErMCkGALUECgwiSW50ZXJuYWxU
ZXNORGVtb0OFjY291bnQO5LmNpc2NvLmNvbTCCASIwDQYJKoZIhveNAQEBBQADggEP
ADCCAQoCggEBAODerFpMLiDrHCppbgglZT+3XgIXFaDNAILMNvnxCv+Cg/8FolhT
mNnefWoKq/CxK9jNfUHalY3BzozOUzFH87gXdNrhfRnMRGRWBQH1ImKjmflsogY4
EUC/7+pQ52K8/fulXXMT463BwkXD5ROtr6bTdoUSDfRL3aWhTjdWrX0WolkTpOsR
f14wXRnvDRjPWUX8XRHYF8RAL1fz8rh/1xJN6RAVOLIHPAJS fEYJTmNiT1Fcg]jrN
Sm57NsyVCoNJ00iCuwi6Hiw/CY1fms990btByIrwt5Gl+6E6J6qg9ovT6R+qgiS2A
KGNIRJAVZNhiDdezX5021/xbJ5C39BPggY0CAWEAAaMaMBgwCQYDVROTBAIWADAL
BgNVHQ8EBAMCB4AWDQY JKONMX8 IWbH7WiWxaJKGe 9d5P62zBCgZccep4PsH
dt396r7VgCRREgZAMV45X1xrK7VMds 9+3jCalEW6VOr 5PrTPK4uBggqgQCku3RmgWm
TH/W+0YBkj29ny8ULVTPRT/w6KYsgZiTAsOogHK69IY12We7AiBP+DmNCk 9pRBPuUk
OWbMf0O0voF8k2QZF1S3ms17dn7LmOYB+/6e8RR1IT+9Y1Akft ImMOdLEMxjb32bCh2
4zQOWIXyTxiG5CDuRC+a/P7dZZ2QOnLQfzosccI9wlYSX1T6ns5v4RrL8phX4b0bTA=

Paste Private Key.
Press CTRL-D on a blank line when done.

Z1DbPzJJIm57A0DTWUJEFGJI/u/x7bRzw/BFH6QUu8WddbgIlgtFhwagAP2uzB18a38
VvEZXsZf£f+0vU2hUrznWKS5RgsCYILAypn7shh7RXp4QJc6hCcEf0731BVgqukfPC

[1> vy
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updatenow

egytzKO0stKvXPcbTOTI1BwWu8nlvm5UDOI+UjKgqigqIniL3MGY0VMVz020Z1PFHiVO
JLuMHpI4dvhQoq7UaLoT4NOYeiCC3iykZ0n8B1BzVAY3KVvEfazkR7QIJwXYSJRgL9
708vIMECgYEA/CewuUKZbBrGVGLr+eL34h0uOMgx8+tMFeRnBWMT IHWxcGxJ/bJ 8
6+LCS9%9aXfuDOBHDI+Xy4mfsKOvz5dtpFL5gI71NVvN6VUrPI3tIXdUTxZ9He JKHIN
MITIEpQIBAAKCAQEA4NG6SWIMSTMULfzuBd02uF 9GexGpHAFAeULYgOZ+Wy i
BjgRQL/v61DnYrz9+6VdcxPjrcHCRCP1IHS2vptN2hRIN9EvdpaFONlat fRaiWROnN
SxF+XjBdGe8NGMIZREXAEfIXxFOuV/PyuH/XEk3pHhXQuUc8ANn18TI10Y2JPUVyYC
0s1Kbns2zJUKgOnQ6IK7CLoeLD8J1iV+az305u0HIivC3kbX70Tongqr2i9PpH6qd
LYAOYOhEkKCO9k2GIN1Bael 60AtKWWAKRS13nunfaiFun/XAeF9YPuA24+dc
7Z1DbPzJJm57A0DTWUJEFGJ/u/x7bRzw/BFH6QUuUSWddbgIlgt FhwagAP2uzB18a38
VvEZXsZEf£+0OvU2hUrznWK5RgsCYILAypn7shh7RXp4QJc6hCcE£0731BVgqukfPC
egytzKO0stKvXPcbTOTI1BwWu8nlvm5UDOI+UjKgigqIniL3MGY0VMVz020Z1PFHiVO
JLuMHpI4dvhQoq7UaLoT4NOYeiCC3iykZ0n8B1BzVAY3KVvEfazkR7QIJwXYSJRgL9
708vIMECgYEA/CewuUKZbBrGVGLr+eL34h0uOMgx8+tMFeRnBWMT IHWxcGxJ/bJ 8
6+LCS9%9aXfuDOBHDI+Xy4mfsKOvz5dtpFL5gI71NVvN6VUrPI3tIXdUTxZ9He JKHIN
r5082sZ2d0w6WO0q] fk1XZowut 9isGWIwePMPOYOhWFyxbv7bomFC50AkCgYEASEx4 7WneMHbmgSQbIvEXb02tSGlc=

~D
Certificate and key are stored successfully

£2B8 (Description)

ERAE

Ny FER

FTRTOVAT AP —ER I R—R FOBEFHEER L ET,

fEE : ZDa~< 2 NI Tcommit] ZIMVEHD FH A,

avy R sEH |

DISREAER . Z0a<w L R~y E— R TCORMEFATEEY, EHIC, Zoa~wr RNiin

TA v ARAR (=P —nRa sl Lir~vyy) TORFHTEET,
NYF AR K Zoa<wy RNy FEREY R —FLTWET,

updatenow ¥ > KONy FREAXEZMFHTH L, BEPBHINLWGAETH, EFA—LT—

Ny oA FOFTRTOa LR —R "NEEHFTXET,

updatenow [force]
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mail3.example.com> updatenow
Success - All component updates requested

version

£%BH (Description)

VAT LDN=Y g UERERTILET,

ER7E

WeE  Zoa<y R Tcommit] 1Z4EH D FH A,
S AREH . Zpavy NEvlry B— R TORFEHATXET,
NYF AT E: Zoavry RNy TFERXETR— L TWERA,

1

mail3.example.com> version
Current Version

Product: Cisco Cl00V Email Security Virtual Appliance
Model: C100V

Version: 9.1.0-019

Build Date: 2015-02-17

Install Date: 2015-02-19 05:17:56

Serial #: 421C73B18CFB05784A83-B03A99E71EDS
BIOS: 6.00

CPUs: 2 expected, 2 allocated

Memory: 6144 MB expected, 6144 MB allocated
RAID: NA

RAID Status: Unknown

RAID Type: NA

BMC: NA

wipedata

£2BH (Description)

TAAZDAT TrANEHEL, BEOAT X TERIEORAT — 2 A% MR T H DI
wipedata =~ R&EH L £7,

N

GE) T2V A XIS T, WET 7 a it BER»LDEZE0HY ., BENETT5E T,
VAT A NRNT = ARG 252 ENHY £,
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upgrade

avy R sEH |

WEE : Z0a<y R lcommit] IZMEH D FH A,
JGARER . Zpa<y Riivwyy T— RCOREHRATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—FLTOHERA,

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> coredump

wipedata: In progress

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> status

Last wipedata status: Successful

£2BA (Description)

ER7E

151

upgrade CLI =~ Ni&, fEHARERT v 77 L— ROV XA "NEFRRL, 2—HF—0NHEEL
7o/8—=3 3 02 AsyncOS Y AT LET v 77 L—RKLET,

WEE : ZDa< v R Tcommit] ITMEDH Y FH A,
USAREE . pavy NIviy BE— N TORMFHTXET,
NYyFaAvo R Zoavy NIy FELXEZ TR —F L TOHERA,

mail3.example.com> upgrade
Are you sure you want to proceed with upgrade? [N]> y

Choose the operation you want to perform:

- DOWNLOADINSTALL - Downloads and installs the upgrade image (needs reboot).
- DOWNLOAD - Downloads the upgrade image.

[1> downloadinstall

Upgrades available.

1. AsyncOS 10.0.2 build 020 upgrade For Email, 2017-05-09. This is release for Maintenance
Deployment.

2. AsyncOS 11.0.0 build 132 upgrade For Management, 2017-12-08.This release is for

Maintenance Deployment.
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Performing an upgrade may require a reboot of the system after the upgrade is applied.
You can log in to your appliance after the upgrade is done.
Do you want to proceed with the upgrade? [Y]>Y

AVFUY RA¥r Y

contentscannerstatus

AT ARy TV DNA—V g UEREERLET,

ER7E

M : Zoa<r R lcommit] THEH Y FH A,
JITALER . Zpavwy RiEvyy T— R TOAFEHTE ET,
NYyFAIVE : Zoa~vy RNy FEXRESR—FLTWVERA,

]l

mail.example.com> contentscannerstatus

Component Version Last Updated
Content Scanner Tools 11.2.1884.970097 Never updated
contentscannerudpate

AT ARy DV UDFERT v ST — " EERLET, [force] NT A—H HfEH
T5E, FHEFEERIRL SN THEITINET,

ERAE
MEE : Z0a<y R lcommit] 1ZMEH D FH A,

JIARALER . Zavw s REvr B R TOAMEHTEET, &6, Zoa~vr Kignm
TA L FRAN (=P —Bu A Lz~ y) TORMEHATEES,

NYF AT R: Zoa~y RNy FEXREZ P R—F L TWERTA,

1

mail.example.com> contentscannerupdate force
Requesting forced update for Content Scanner.

LDAP

2T, IROCLI 2~y RIZOWTCEB L E1,

Async0S 14.0 for Cisco Secure Email GatewayCLI ') 7 7 LV XA K (—fREA) .




. Idapconfig

Idapconfig

avv R sEH |

£2BA (Description)

ERAE

LDAP —N"—%FRELET,

M : Zoa< KX lcommit] 2NHHEETY,

JIGALEH  Zoa<vy N, T R_RTCOYE—FK (PTRZ, IA—F, <) T
HATc&EEd,

NyF awrR: Zoa<wy REnNyITFEXLEZR—FLTWHWEEA,

Bl - $TLULNWDAP H—/N— 7O 7 7 A ILDYERK

ROBITIL, ldapeonfig =~ > FEAEH LT, EFA—NT—hU=ADNAL U RELRD
LDAP #—"—%EE L, ZEH=ZIT A (dapaccept 72~ K) | v—FT 47

(Idaprouting 7 a<> F) | A H L — K (masquerade &7 a~<> K) | ARARHED T
N —H—3GE (isqauth 7 2~ K) | BLOAARLBEHOTA YT A4 (isqalias 7
av U R) OV EFELET,

£3°. [PublicLDAP] &9 = 7 X — A% mldapserver.example.com LDAP H—/3—|Z 5.2 &
I, 7 U OPFEERIE. R— 13268 (57 4/ M) TT, example.com DR — AN EHE
Sh (de=example,dc=com) ., ZfEEZIT AN, A—AFL—T 17 BLOYAAL—F
DY —=NERINET, ZOflOr =) —i%, HIRGIhOA Z—Fy b RZT7 b
draft-lachman-laser-ldap-mail-routing-xx.txt CE# & #17- inetLocalMailRecipient #iBh 4~ = 7 K
277 A ( [Laser ftkk.] L LTHEBND) ZMHTSH, OpenLDAP 7 1 L' 7 K~ UGKEIZELT
WET, (ZORF7 hOA—T 303, OpenlDAP DY —Z F 4 A Y Ba— g iis
EFNTVET) o ZOBITIE, A—NOFN—T 47 72 ) —CREINDZEHIHEAT
DA A — LR A R 2% mailForwardingAddress T 5 Z LIZHEBE L TLZEW, 72U —4T
T, RILFEPLFPRBISNET, ELWVFERIESND K OI2THI2iE, EMEIC—HLT
WDRERH Y ET,

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[1> new

Please create a name for this server configuration (Ex: "PublicLDAP"):
[1> PublicLDAP

Please enter the hostname:

[1> myldapserver.example.com

Use SSL to connect to the LDAP server? [N]> n

Select the authentication method to use for this server configuration:
1. Anonymous

2. Passphrase based

[11> 2

Please enter the bind username:

[cn=Anonymous]>
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Please enter the bind passphrase:

1>

Connect to LDAP server to validate setting? [Y]

Connecting to the LDAP server, please wait...

Select the server type to use for this server configuration:
1. Active Directory

2. OpenLDAP

3. Unknown or Other

[3]1> 1

Please enter the port number:
[3268]> 3268
Please enter the base:
[dc=example,dc=com]> dc=example,dc=com
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- TEST - Test the server configuration.
- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- CERTAUTH - Configure certificate authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldapaccept
Please create a name for this query:
[PublicLDAP.ldapaccept]> PublicLDAP.ldapaccept
Enter the LDAP query string:
[ (proxyAddresses=smtp:{a})]> (proxyAddresses=smtp:{a})
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldaprouting
Please create a name for this query:
[PublicLDAP.routing]> PublicLDAP.routing
Enter the LDAP query string:
[ (mailLocalAddress={a})]> (mailLocalAddress={a})
The query requires one of the attributes below. Please make a selection.
[1] Configure MAILROUTINGADDRESS only - Rewrite the Envelope Recipient (and
leave MAILHOST unconfigured)?
[2] Configure MAILHOST only - Send the messages to an alternate mail host
(and leave MAILROUTINGADDRESS unconfigured)?
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[3] Configure both attributes
(> 1
Enter the attribute which contains the full rfc822 email address for the
recipients.
[mailRoutingAddress]> mailRoutingAddress
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> masquerade
Please create a name for this query:
[PublicLDAP.masquerade]> PublicLDAP.masquerade
Enter the LDAP query string:
[ (mailRoutingAddress={a})]> (mailRoutingAddress={a})
Enter the attribute which contains the externally visible full rfc822 email address.
[1> mailLocalAddress
Do you want the results of the returned attribute to replace the entire friendly portion
of the original recipient? [N]> n
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing
MASQUERADE: PublicLDAP.masquerade
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> isgauth
Please create a name for this query:
[PublicLDAP.isgauth]> PublicLDAP.isgauth
Enter the LDAP query string:
[ (sAMAccountName={u}) ]> (sAMAccountName={u})
Enter the list of email attributes.
[1> mail,proxyAddresses
Do you want to activate this query? [Y]> y
Do you want to test this query? [Y]> y
User identity to use in query:
[1> admin@example.com
Passphrase to use in query:
[1> passphrase
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LDAP query test results:

LDAP Server: myldapserver.example.com

Query: PublicLDAP.isgauth

User: admin@example.com

Action: match positive

LDAP query test finished.

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: passphrase

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

ISQAUTH: PublicLDAP.isgauth [active]

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1>

Current LDAP server configurations:

1. PublicLDAP: (myldapserver.example.com:3268)

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1>

Bl A O—/NLEREDIETE
ZOFITIE, TLS Bt DFEHE A2 &30 LDAP /0 — SR EEHEE LT,

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1> setup

Choose the IP interface for LDAP traffic.

1. Auto

2. Management (10.92.145.175/24: esxl6-esall.ga)
[11> 1

LDAP will determine the interface automatically.

Should group queries that fail to complete be silently treated as having
negative results? [Y]>

Validate LDAP server certificate? [Y]>

The "Demo" certificate is currently configured. You may use "Demo", but this will not
be secure.

1. partner.com

2. Demo

Please choose the certificate to apply:

11> 1

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.
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- SETUP - Configure LDAP options.
[r>

Idapflush

B3 (Description)
FY v a2ENTWDHLDAP OfiRE2 7T v a LET,

ERAGE
e : Zoa~ Rz lcommit) (ZMEDH D FHA,
JIARER . ZDavwy Riiviy F— RCORFEHTEET,
NyFAIVER: Zoavr RERNyFELEFAR— ML TWEREA,

1

mail3.example.com> ldapflush

Are you sure you want to flush any cached LDAP results? [N]> y
Flushing cache

mail3.example.com>

Idaptest

B (Description)
1 DO LDAP 7 =V — T A NEFATLET,

FERAAGE
fE . ZDa<y K2 Tcommit] 1ZMEH D EH A,
JIGARER . Zpavwy Riivyy B— RCORMEHATXET,
NyFaAI R Zoavr PNy FELEIR—FLTWEEA,

1

ZOFITIE, Idaptest 2~ > REMH LT, BIEFH D LDAP Y — "—EDZEHZ T AN
Jx2Y—7FET AN LET, ZIEFET FL A Tadmin@example.com] X2 D7 A MIEK L
FTN, ZEHET R R Tbogus@example.com| X ARG/ Y 9,

mail3.example.com> ldaptest
Select which LDAP query to test:
1. PublicLDAP.ldapaccep

[11> 1

Address to use in query:

[1> admin@Rexample.com

LDAP query test results:
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sievechar .

Query: PublicLDAP.ldapaccept
Argument: admin@example.com
Action: pass
LDAP query test finished.
mail3.example.com> ldaptest
Select which LDAP query to test:
1. PublicLDAP.ldapaccep
[11> 1
Address to use in query:
[1> bogus@example.com
LDAP query test results:
Query: PublicLDAP.ldapaccept
Argument: bogus@example.com
Action: drop or bounce (depending on listener settings)
Reason: no matching LDAP record was found
LDAP query test finished.
mail3.example.com>

£BA (Description)

ER7AE

1

RFC3598 |[ZHE SN TS Sieve B A—/L 7 4 VX U U TIEHTHXTERTEIET «
tT—7 Mz LE T, Sieve LFHLLDAP KGRV = VU — & LDAP Ffv—F 4 > 7 =) —TDOH
HHINAZLICEB L TR, VAT AOMOENE., 522RE LA —/LT RL R4
ERtGEE LET,

fET&E 530FIE, - =t/ TT,

B 0o~ R lcommit] (TMHEHY FH A,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (F59RE, IA—F <) T
HATx%7,

NyF ATV B Zoavy RSy FBREPHE— F LTOERA,

ZDOHITIX, sievechar 2~ REHEHA LT, +&2&KR 7 =V —BXOLDAPHL—T 47 7
T —THEEIN5 Sieve XFE L TERLET,

mail3.example.com> sievechar

Sieve Email Filtering is currently disabled.

Choose the operation you want to perform:

- SETUP - Set the separator character.

[]> setup

Enter the Sieve Filter Character, or a space to disable Sieve Filtering.
(1> +

Sieve Email Filter is enabled, using the '+' character as separator.
This applies only to LDAP Accept and LDAP Reroute Queries.

Choose the operation you want to perform:

- SETUP - Set the separator character.

(1>
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A—I)LBIEDRTE/IE=2—1) 2T

T, RO CLI 2= RIZOWTEH L ET,

addresslistconfig

i%B3 (Description)
TRLVRAVRMERELET,

ERAE
MeE : Zoa< KX lcommit] NHFETI,

JSGAREE . Zavy RiE, TRTOYYET—F (WFRE, T—F, <) Tff
ATxEd,

NyF avws R Zoavwy NNy FELSEZSPR—FLTHET,

Ny FER

addresslistconfig I~ KONy FEXEZHERA LT, HTLWT KLA U X NOER., BEfED
7T RLAVRLNORREE, 7 RLVA VR Mo—&H)), 7TRLVAYURXANOHIER, 7 KLA U X
ROFTHEAELTWAT KL ADOMKHENFHETT,

cHLWT KL R U X DB :

addresslistconfig new <name> --descr=<description> --addresses=<addressl,address2,...>

BMEOT FLA U R NORE :

addresslistconfig edit <name> --name=<new-name> --descr=<description>
—--addresses=<addressl,address2,...>

7 RLA YR ORI :

addresslistconfig delete <name>

TRLAURAMO—EHS :

addresslistconfig print <name>

T RLAYUAROHETHAELTWDT RLADRKE :

addresslistconfig conflicts <name>
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aliasconfig

maill.example.com> addresslistconfig
No address lists configured.

Choose the operation you want to perform:
- NEW - Create a new address list.
[1> new

Enter a name for the address list:
> add-1listl

Enter a description for the address list:
> This is a sample address list

Enter the type of list:

1. Full Email Addresses only

2. Domains only

3. IP Addresses only

4. All of the above

Enter the type of the address list:
[41> 1

Enter a comma separated list of addresses:
(e.g.: user@example.com)
> userl@example.com, user2@example.com

Address list "add-1listl" added.

Choose the operation you want to perform:

- NEW - Create a new address list.

- EDIT - Modify an address list.

- DELETE - Remove an address list.

- PRINT - Display the contents of an address list.

- CONFLICTS - Find conflicting entries within an address list.
[r>

£2BH (Description)

ERAE

Ny FER

BFA—IN A VT AEHELET,

e Zoa~< 2 i lcommit] NVNETY,

JIAREH  Zoa<wr NI, IRTOYY U ET—R (TR, TA—T <) T

MATEET,
NyF avwrs R Zoavy Ry FEAZ SR —FLTWES,

aliasconfig DNy FIEREZEH T D L FrL A VT AT =70, BEFEOTA U7 A
T—TINDfRE, BFA—NTA YT ADY A SO, 2 VT AT =T VDA K=}/
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T AR—NEFITTEET, Ny F avr RE LTETTHIZIE, aliasconfig =2~ > FZK
DR TAN L, LTOERERELET,

I LWEFA—L =AU T ADIBM

aliasconfig new <domain> <alias> [email addressl] [email address2]

TFAELRW KA A 2k LT laliasconfignew| 2~ REFETTHE, ZD KA A ER
SNnET,

BEEDET A —L T A VT ADME

aliasconfig edit <domain> <alias> <email addressl] [email address2]

EBEAA =L AT ADOFRKR

aliasconfig print

B—A)N A YT A YRADAHR—h

aliasconfig import <filename>|

BIA—NT =P =2 DA VT AY A DT AR— |

aliasconfig export <filename>|

mail3.example.com> aliasconfig

Enter address(es) for "customercare".

Separate multiple addresses with commas.

[1> bob@example.com, frank@example.com, sally@example.com
Adding alias customercare: bob@example.com, frank@example.com, sally@example.com
Do you want to add another alias? [N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.
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- CLEAR - Clear the table.
[1> new
How do you want your aliases to apply?
1. Globally
2. Add a new domain context
3. example.com
[11> 1
Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:
- "user@domain" - This email address.
- "user" - This user for any domain
- "@domain" - All users in this domain.

"@.partialdomain" - All users in this domain, or any of its sub domains.

[1> admin
Enter address(es) for "admin".

Separate multiple addresses with commas.

[1> administrator@example.com

Adding alias admin: administrator@example.com
Do you want to add another alias? [N]> n
There are currently 2 mappings defined.
Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]

customercare: bobGexample.com, frank@example.com, sally@example.com
There are currently 2 mappings defined.
Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[r>

RE6:TAYTRAREADIIHK

518 AR

<domain> TAUTAZWHATA RAAL 2 TF A, [Global]
SNV RAAL v avTHRAMERELET,

X7 a—
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518

anBA

<alias>

RETDHZA VT ADLHI,

Tua— L RAL v arTHARNTHATEDLZA U T AERD
LB Td,

"user@domain" : ZDOE A—/L 7 NL X,
"user" : fEE D N AL D ZD2—H—
‘@domain : =D KAA DT RTHOZ—H—,

‘@.partialdomain’ : ZD RAA LV ELIXZDTEEDOY T RAAL D
FTARTOaZ—H—,

BEDORAA L 2 TXANCHEHATELAA U T RTIRDO LR
T,

‘User’ : ZTORAAL L avTHXFARDZDa—H—

‘User@domain’ : ZDE A—/L T KL A

<email address>

TAVTRAEY U TTHESLA—INT LA, 1DO0OxAY
T AEEEDBEFA—NT FLAZ v B I TEET,

<filename>

TA VT AT —TNDA VR— T AR— MAFEHTL T 7
A NVA,

archivemessage

£BA (Description)

Fa—HNOE WAy E—VET—IAT LET,

ER7AE

Me® : Zoa~< 2 RIZ commit ITHLEH Y T8 A,
TS AREE . Zpa<wy Riivwiy B— R TORFEHTXET,
NyF avws R Zoavy MRy FEXRESR—-FLTHERA,

1

KOFETIE, T WA=V T—H AT LET,

mail3.example.com>

archivemessage

Enter the MID to archive.

[01> 47

MID 47 has been saved in file oldmessage 47.mbox in the configuration
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altsrchost

altsrchost .

£2BA (Description)

ERAE

11

Virtual Gateway™ O~ > B 7A@ E L E T,

M€ : Zoa< KX lcommit] 2NHHEETY,

PIGRRER . Zpa<vy N, N TOYIYrE—F (#9R&2, F—F <) T
ATxEd,

NyF avwrs R Zoavy Ry FEAZ S R—FLTWEEA,

WOHITIE, altsrcchost 77— 7 A NRHE I ENT, BEFEO~ v B IR WI ERNRENET, £+
D, 250 MY MERENET,

s JN—T7 27 P—/3— KA | @exchange.example.com 7> D A —/L L, PublicNet 1 >
B—T A AIvy BT ENET,

« EEH TP 7 KL A 192.168.35.35 /75 D A —/ L%, AnotherPublicNet f > % —7 = A AT
v TENET,

BB, TERDT-IZ altsrchost ¥ v B IR EN T, ZEIBIHEESNET,

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping.

Partial addresses such as "@example.com" or "user@" are allowed.

[1> Q@exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?
1. AnotherPublicNet (192.168.2.2/24: maild.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4

Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping.

Partial addresses such as "(@example.com" or "user@" are allowed.
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[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?
1. AnotherPublicNet (192.168.2.2/24: maild.example.com)
2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[11> 1

Mapping for 192.168.35.35 on interface AnotherPublicNet created.
Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 => AnotherPublicNet

2. @exchange.example.com -> PublicNet

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added 2 altsrchost mappings

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

£BH (Description)

ER7AE

1

N ADEEEZFRELET,

Mg - oo~ KX lcommit] N TI,

JGAREM . Zpavw s NI, TRTO~YY U EFT—R (UF2AFZ, TA—F w3 v) T
HATxE7,

NyFa<wr R:Zoa<vy RNy FERXEZHR—FLTHWET, FFcOVW T, CLID
A5y ~TEBRLTLLEIY, 20a<wy ROAL Iy ~AVTIZT 7| AT BHIC
IZ, help a2~ REFEHLET,

K DB TIL, bounceconfig =~ R&fH LT, bounceprofile &\ 4RO/ A F'a
TrANEERLET, ZOTRT77ALTE, N—RKATRAINETRTOA vy E—URN
REET R L ATH % bounce-mailbox@example.com|Zik(5 I E T, BIEEERX v —

[l AsyncO0S 14.0 for Cisco Secure Email Gateway CLI ') 77 LY X 4 K (—fREA)



I av vk 5EH

"N |

ITA F—TNTF, ZEEH-VELEL S E—UN I OEEINET, BEAvbE—UBOF
7 v MEIT 4 BFRE (14400 7)) T,

mail3.example.com> bounceconfig

Current bounce profiles:

1. Default

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

[1> new

Please create a name for the profile:

[1> bounceprofile

Please enter the maximum number of retries.

[100]> 100

Please enter the maximum number of seconds a message may stay in the queue before being
hard bounced.

[259200]1> 259200

Please enter the initial number of seconds to wait before retrying a message.
[60]> 60

Please enter the maximum number of seconds to wait before retrying a message.
[3600]> 3600

Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]> y

Do you want bounce messages to use the DSN message format? (Yes/No/Default) [Y]> y
Enter the subject to use:

[Delivery Status Notification (Failure)]>

Select default notification template:

1. System Generated

2. bounce_english

3. bounce russian

[11>

Do you want to configure language specific templates? [N]>

Do you want to parse the DSN "Status" field received from bounce

responses to include in the DSN generated by the appliance?

(Yes/No/Default) [N]>

If a message is undeliverable after some interval, do you want to send a delay warning

message? (Yes/No/Default) [N]> y

Enter the subject to use:

[Delivery Status Notification (Delay)]>

Select default notification template:

1. System Generated

2. bounce english

3. bounce russian

[1]1> 1

Do you want to configure language specific templates? [N]>

Please enter the minimum interval in seconds between delay warning messages.
[14400]> 14400

Please enter the maximum number of delay warning messages to send per
recipient.

[11> 1

Do you want hard bounce and delay warning messages sent to an alternate address, instead
of the sender? [N]> y

Please enter the email address to send hard bounce and delay warning.

[1> bounce-mailbox@example.com

Do you want bounce messages to be signed (Yes/No/Default)? [N]>

Current bounce profiles:

1. Default

2. bounceprofile

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.
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(1>

mail3.example.com>

JRF—ADINHR TAOT7AILDEA

A\

N A TaT7 7 A VEFRE LD, listenerconfig -> bounceconfig 2~ R&EfEH L, ¥ %
EETHIEICLY, 20T T 7 A NEL Y AT —ZH#EHATEET,

GE)

NG ATT 7 AME, AvE—VEZELL) AF—ICESNTEATE LT, 7L,
ZDY AT —FA v E—UNRMEIICED L D ITEUE SN 0TIFBER L EE A,

Z OBFITIE, OutboundMail 77 A N—k U ZF—ZiREL, ZD U ZF—IZ bounceprl & \»
ING AT Ty A NVEEHLET,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> bounceconfig

Please choose a bounce profile to apply:

1. Default

2. bounceprl

3. New Profile

[1]1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:
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Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: bounceprl

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

1>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Enabled the bounceprl profile to the Outbound mail listener
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

bouncerecipients

£BA (Description)

ERAE

1

Xa—nbAyE—VENU U ALET,

B - oo~ K lcommit] (THEHY FH A,
JTARER . ZDavy NiIviy BE— RTOMEATEET,
NYyFaAI R Zoavwy Ry FEXREZSR—FLTOERA,

NV ASNDZEFIL, SEZEERA ML T, FREAYE—Y 2o —T7D
Envelope From {TIZHE SNTZRFEDT RUATHEBISND A vbE—UREEITL - ClRpll &
NET, 3, BEF2—NOTRTOA Yy E—VE2—FEIINNT U ATHZLEHTEET,

REERAMIKENIUR

mail3.example.com> bouncerecipients
Please select how you would like to bounce messages:
1. By recipient host.
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2. By Envelope From address.

3. All.

[11> 1

Please enter the hostname for the messages you wish to bounce.

[1> example.com

Are you sure you want to bounce all messages being delivered to "example.com"? [N]> Y
Bouncing messages, please wait.

100 messages bounced.

Envelope From 7 KL X2k B/\ 0 U R

FTRT/INYUR

bvconfig

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to bounce.
[1> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11>

Are you sure you want to bounce all messages in the queue? [N]> Y
Bouncing messages, please wait.

1000 messages bounced.

£%B8 (Description)

ER7E

l

NG U ARFEOBREEITVET, Z0a~wr Rid, F—BLONY U RSN B ET A —
NERET DTOIERALET,

feE . 2o~ R lcommit] BNNETY,

JIGRAREM . Zpa<vy Nt T_RTO~Y L F— R (092 F, IA—F <) T
HTExET,

NYyFaAv R Zoavwy NIy FELXREZR—F L THEREA,

WIZ, F—REL R U RAINTZWHNRETF A —NVOREDOH 2~ LET,
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mail3.example.com> bvconfig
Behavior on invalid bounces: reject
Key for tagging outgoing mail: key
Previously-used keys for verifying incoming mail:
1. key (current outgoing key)
2. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> key
Enter the key to tag outgoing mail with (when tagging is enabled in the Good
Neighbor Table)
[1> basic_key
Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic_key
Previously-used keys for verifying incoming mail:
1. basic_key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> setup
How do you want bounce messages which are not addressed to a valid tagged
recipient to be handled?

1. Reject.
2. Add a custom header and deliver.
[11> 1

Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic key
Previously-used keys for verifying incoming mail:
1. basic key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
(>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> Configuring a new key and setting reject for invalid email bounces
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

deleterecipients

£#BH (Description)
Fa—nbAybE—UREIBRLET,

ERAE

FE® : Za<y K Tcommit] 1ZMEH D FHA,
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JTARER  ZDavy Rii~vyy T— R TOMEHATEET,
NYyFaAIUER: Zoavy RNy FELEZR—FLTWEE A,

1

WA A—NT— T A%, BEIILCTZEEZHIRT 272D 0EFEOA 7L a VR
SINTWET, KRIZ, ZEEFARR MIOZIEE DOHIER. Envelope From 7 K L 212 X 2 BBk,
BLUOF 2 —HNOT X TOZEHFOHIBROFIZ R L ET,

REE A UK DHIBR

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Please enter the hostname for the messages you wish to delete.
[1> example.com

Are you sure you want to delete all messages being delivered to "example.com"? [N]> Y
Deleting messages, please wait.

100 messages deleted.

Envelope From 7 F L X [Z &k Bl

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to delete.
[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.

A THIBR

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Are you sure you want to delete all messages in the queue? [N]> Y
Deleting messages, please wait.

1000 messages deleted.
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deliveryconfig

deliveryconfig .

£2BA (Description)

ERAE

11

delivernow

A—VEEEZRELET,

M€ : Zoa< KX lcommit] 2NHHEETY,

JIGALEH  Zoa<vy N, T R_RTCOY U E—FK (PTRZ, IA—F, <) T
ATc&EEd,

NyF awrR: Zoa<wy RNy ITFEXEZR—FLTWHWEREA,

ROFITIL, deliveryconfig =~ > FZM A L, [BAE"TREM:®H Y (Possible Delivery) % A R—
TMILT, T7ANV DA 2 —T 24 2% [HE) (Auto) [IZERELET, VAT LAE2ED
RRFEE A v —VRUFIE. 9000 #H#52 T,

mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.

1. Auto

AnotherPublicNet (192.168.3.1/24: maild.example.com)
. Management (192.168.42.42/24: mail3.example.com)

. PrivateNet (192.168.1.1/24: mail3.example.com)
PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery" (recommended)? [Y]> y
Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000

mail3.example.com>

g w N

£BH (Description)

ER7AE

A=V DAY 2— L ERIEYE HICHRE LE T, 2—F—id, 1 20OZEFEHRA L&,
BUERICHEA T V2= L ENTNAETRTORA v E—=DNT NN EEIRTEE7,

MEE : Z0a<y R lcommit] 1ZMEH D A,
JSAREE . Zpa<wy Riivwiy B— R TORFEHTXET,
NYyFaAIVEF: Zoavwy Ry TFELESR—FLTHERA,
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mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.
1. By recipient domain

2. All messages

[11> 1

Please enter the recipient domain to schedule for delivery.
[1>foo.com

Scheduling all messages to foo.com for delivery.

destconfig

LIH®D setgoodtable =~ K CY, T—7 /ML, HBfE, sEHET—7V EMEIRTWE
T, ZOT—TNEMALT, HELE FAL COERGHIREZHELET,

destconfig 37 > FD{E A
destconfig ¥ 7 A =2 —TlX, koa~r REffATE£7,

% 7:destconfigtr 727 K

X B7L:L

SETUP Ia—rVREEEE LET,

NEW RAA »DOF LWHIBRZ B L £,

EDIT RAAL L OFIREZETE L ET,

DELETE RAA DOHIRAHIER L £7,

DEFAULT FESN TR AL DT 74V FORIREEE LET,

LIST AL EZDHIRDOY A M ZFRLET,

DETAIL 1 OO EITTITOT S M) OFEME R LET,

CLEAR T—=TNNETRTCOTY M EHIRLET,

IMPORT NIz 7 4 Fab—a 7y A Npbskfliim Yo
T—=TNEA UR—=FLET,

EXPORT SEdeHl = R DT —T VA INIa Ly 7 4 Falb— gy
Ty A MY ZAR—F LET,

destconfig 2~ RNiZi, FiiCHliHT — 7 NV OEITEHERT DL FTOEREFRE T 2 LB
HYET,

« RAAL Y (ZEHAAR)
o KA A U ~D KRR
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cHE T L O RKA vE— U

« ZAZHE IR

VAT AERELIIMEET— T =g AL v F
s RAAL LT L ORKIRAZ AL £,

« ZASEHIROBAM (43 HAT)

o N ARRRE

s ALV THERT O A TuT 7 AL

TR EHIEHT—TIL
WKORIC, SaSEHET — T ADTy kY ERLET,

R 8:FEAERET—TILOT Y B

KAA>Y Conn. Rept. Min. Enforce
Limit Limit Prd. MX/DOM

(T 7 1) 500 7L 1 RAA v

FREN TR R A A > OEFEIT 500, 1
B & 72 D OZAEE TR R

(F7 41 1) 500 ‘ﬁb P ‘MMP

FRENTVRN AL DA—V T — T =
A D REERHUE 500, 1 BRI S 7= 0 0ZiEH
T I R

partner.com 10 ‘ 500 ‘ 60

FAA

partner.com D F X TD7— K7 = A 3 10 fHD
Bsia AT 1 OB RZEE UL 500

101.202.101.2 500 ‘@L/ ’m] ’MXE

IP7 RLADIEE

Ny FRER
desteonfig =1~ > ROy FIEREMAT 5 & RO CLI =~ > KOFT R TOMIEE FTT
xET,
o« J LGS T — 7 L O VERK

destconfig new <profile> [options]

« BEAF D5 SEHIH T — 7 v Ot
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destconfig edit <default|profile> [options]

BEAF D5 Sl 7 — 77 L D HIER

destconfig delete <profile>|

si S = h U O—ERR

destconfig list]

1 DO EITTXTOZ L b OFEMDER

destconfig detail <default|profilelall>|

PSR T — 7 Vinb 3R Toxzr b U ZHIER

destconfig clear|

T7ANNEDT =T NLDA R— b

destconfig import <filename>|

F—TNDT 7 A I~DIZT AR— h

destconfig export <filename>|

edit BEPnew Ny F a~ 2 RTIE, BEL EEEFEFEAHL TEEARTZEICED, LTOA
T aryO—MMERIIT R TCERETETET, HELER» oA 7 v a i, edit ZFEH L
BEIEEINT, new 2 L725EIFXT 7 40 MEICRESNET,

concurrency limit=<int> - The maximum concurrency for a specific host.

concurrency limit type=<host|MXIP> - Maximum concurrency is per host or per MX IP.

concurrency limit apply=<system|VG> - Apply maximum concurrency 1is system wide or by
Virtual Gateway (tm) .

max messages_per connection=<int> - The maximum number of messages that will be sent
per connection.

recipient limit minutes=<int> - The time frame to check for recipient limits in minutes.

recipient limit=<int> - The number of recipients to limit per unit of time.
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{5 : % LU destconfig T > ~ 1) DERL .

use tls=<off|on|require|on verify|require verify> - Whether TLS should be on, off, or
required for a given host.

bounce profile=<default|profile> - The bounce profile name to use.

bounce verification=<off|on> - Bounce Verification option.

{5 - 7 L L destconfig T> + ') DYERK

ROFITIE, BIIED desteonfig =2 b U ZWEIZH I LET, EHIT, FAA U partner.com D
FLWZU MU EERLET, 20O RAAL OO0 TR, KRR 100, 6045585720
DZAZHEHRIRMN 50 ICRESNET, L2 -> T AT AIE R AA 2 partner.com (2% L. 1

IRFRHIIZ 100 2 2 D EEft A e, S04 MR DX EHEICA v E—VaRELEEA, ZOFR
AA NIRRT A T T 7 A UFED Y THNT, TLS HEITHEINEF A, HEIZ, &

HRFEROTZDICH N Sh, fEEINET,

mail3.example.com> destconfig

There are currently 2 entries configured.
Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> list
1

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
(Default) On Ooff Ooff (Default)

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> partner.com

Do you wish to configure a concurrency limit for partner.com? [Y]> y
Enter the max concurrency limit for "partner.com".

[500]> 100

Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> y
Enter the number of minutes used to measure the recipient limit.
[60]> 60
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Enter the max number of recipients per 60 minutes for "partner.com".

[1> 50

Select how you want to apply the limits for partner.com:

1. One limit applies to the entire domain for partner.com

2. Separate limit for each mail exchanger IP address

[11> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[1]1> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n
Do you wish to apply a specific bounce verification address tagging setting for
this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Throttled delivery to partner.com in the destconfig table

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl : N TAOTFAILE TLS B/FE

ZOBITIL, FAA 2 newpartner.com (ZH1 LV destconfig =2 b U ZFRE LE 9, TLS BN

METT, /2. ZoOHITIE, KAA 2 bounceprl (U AF—~D/NNT7 R T a7 7 A/LDk

H (178 X—) &) LWH ANy X a7y A /L% KAA Y newpartner.com ~D 3 =T
DEFA—ARBIEHIND LR ELET,

mail3.example.com> destconfig

There is currently 1 entry configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> newpartner.com

Do you wish to configure a concurrency limit for newpartner.com? [Y]> n
Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> n

Do you wish to apply a specific TLS setting for this domain? [N]> y

Do you want to use TLS support?

1. No

2. Preferred

3. Required

4. Preferred(Verify)

5. Requlred(Verlfy)

[11>

You have chosen to enable TLS. Please use the 'certconfig' command to ensure that there
is a valid certificate configured.

Do you wish to apply a specific bounce verification address tagging setting for this

domain? [N]> y

Perform bounce verification address tagging? [N]> y

Do you wish to apply a specific bounce profile to this domain? [N]> y
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5l - E1E

Please
1. Def
2. New
[11> 1
There

Choose
- SETU
- NEW

- EDIT
- DELE

- wts remeEl

choose a bounce profile to apply:
ault
Profile

are currently 2 entries configured.
the operation you want to perform:
P - Change global settings.

- Create a new entry.

- Modify an entry.
TE - Remove an entry.

- DEFAULT - Change the default.

- LIST

- Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.
- EXPORT - Export tables to a file.
[1> detail

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
newpartner.com Default Req On Default
(Default) On Off Off (Default)
Enter the domain name to view, or enter DEFAULT to view details for the
default, or enter ALL to view details for all:
[1> all
newpartner.com
Maximum messages per connection: Default

Rate
TLS:
Bounc
Bounc
Defaul
Rate
500 c
No re
Limit
TLS:
Bounc
There
[1>
mail3.
Please
[1> en
Do you
Change

EEEE

Limiting: Default

Required

e Verification Tagging: On

e Profile: Default

t

Limiting:

oncurrent connections

cipient limit

s applied to entire domain, across all virtual gateways
Off

e Verification Tagging: Off

are currently 2 entries configured.

example.com> commit
enter some comments describing your changes:
abled TLS for delivery to newpartner.com using demo certificate
want to save the current configuration for rollback? [Y]> n
s committed: Fri May 23 11:42:12 2014 GMT

ZOHITIE, A—NENET NV—T"7 =T P —s3—exchange.example.com (ZA & v kU >
55D destconfig = R U BER LET, ZORTY——H HEEHEE] = b %
BETDHZ LT, N7 74 v 7 PRICHKRT DRBIFICIIEE PN V—T T =7 —r3—

Nz =

vy MU T7INET, ZOBITIE, BFA AT U= A1E W LV—T 02T

H—/3— exchange.example.com (2%} L, 1472 10 Z# 2 2 [AIRFERE 2 i H3°, 1000 % 8

ABH%

Ao

mail3.
There

Choose
- SETU

BEIZA v E—VREELERA, NUVR T 77 AL TLS REITHRESIN TR

example.com> destconfig

are currently 2 entries configured.
the operation you want to perform:
P - Change global settings.

Async0S 14.0 for Cisco Secure Email GatewayCLI ') 7 7 LV XA K (—fREA) .



avv R sEH |
B 5 oo—oums

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1> new

Enter the domain you wish to configure.

[1> exchange.example.com

Do you wish to configure a concurrency limit for exchange.example.com? [Y]> y
Enter the max concurrency limit for "exchange.example.com".

[500]> 10

Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.
[60]1> 1

Enter the max number of recipients per 1 minutes for "exchange.example.com".
[1> 1000

Select how you want to apply the limits for exchange.example.com:
1. One limit applies to the entire domain for exchange.example.com
2. Separate limit for each mail exchanger IP address

[11> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[1]1> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n
Do you wish to apply a specific bounce verification address tagging setting for this
domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> set up shock absorber for inbound mail

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl - A O—/NJLEEE
ZORITIE, TLSEEHRO TLS 77— "B X OGEFAEZRE L £9,

mail3.example.com> destconfig

Choose the operation you want to perform:
- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.
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- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[]> setup

The "Demo" certificate is currently configured. You may use "Demo", but this will not
be secure.

1. partner.com

2. Demo

Please choose the certificate to apply:

[11> 1

Do you want to send an alert when a required TLS connection fails? [N]> n

{5 : DANE Y-7R— b Z R L 1= TLS =D B 31E

WORFITIL, K AA 2 newpartner.com DFF LU destconfig T2 b U MNEHEINTWNET,
Tk, TLS B&fgind MEERY) DANE AR — MRV Ak EnTWET,

(Y

\)

GE) TLSHYR—F A7 a2 BIRLTDANE a7 2T HMLENH Y 17,

mail3.example.com> destconfig
There are currently 1 entries configured. Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.[]> newparter.com

Do you want to configure a concurrency limit for newparter.com? [Y]>
Enter the max concurrency limit for "newpartner.com".

[500]>

Do you want to apply a messages-per-connection limit to this domain? [N]>
Do you want to apply a recipient limit to this domain? [N]>

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[1]1>

Do you wish to apply a specific TLS setting for this domain? [N]> y
Do you want to use TLS support?

No

Preferred

Required

Preferred - Verify

Required - Verify

Required - Verify Hosted Domains

o U b W N

[2]> 3
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hostrate

avy R sEH |

You have chosen to enable TLS.

Please use the 'certconfig' command to ensure that there is a valid certificate configured.
Do you want to configure DANE Support? [N]> y

Info:

If you configure DANE as 'Opportunistic' and the remote host does not support DANE,
opportunistic TLS is preferred for encrypting SMTP conversations.

If you configure DANE as 'Mandatory' and the remote host does not support DANE,
no connection is established to the destination host.

If you configure DANE as 'Mandatory' or 'Opportunistic' and the remote host supports
DANE,
it is preferred for encrypting SMTP conversations.

Please choose a DANE option:
1. No

2. Opportunistic

3. Mandatory

[21> 2

Do you want to apply a specific bounce verification address tagging setting for this
domain? [N]>

£2BH (Description)

ER7E

1

BEDKRANDT 7T 4 €T 4 E=F—LET,

WeE  Zoa<y R Tcommit] 1ZH0EH D FH A,
JIRAFER . ZDa<vy Niivyry T R TOMEATEET,
NyFAIVEKR: Zoa<vy RNy FEXEZHFR—FLTWEHA,

mail3.example.com> hostrate

Recipient host:

[]> aol.com

Enter the number of seconds between displays.

[10]> 1
Time Host CrtCncOut ActvRcp ActvRcp DlvRcp HrdBncRcp SftBncEvt
Status Delta Delta Delta Delta
23:38:23 up 1 0 0 4 0 0
23:38:24 up 1 0 0 4 0 0
23:38:25 up 1 0 0 12 0 0
~C

hostrate =~ > R&{&EIE3 5121, Cul+C ZEH L E9,
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hoststatus

#B8 (Description)
R EDHRA NGDAT —H A ZEEG L E T,

ERAE

1

Fe® : Za<y K Tcommit] 1ZMEH D FHA,

hoststatus .

IS ARER . ZDavw L NEIviry BE— R TOMEATEET,

NyF AT UK

mail3.example.com> hoststatus

Recipient host:
[1> aol.com
Host mail status for: 'aol.com'
Status as of: Fri Aug
Host up/down: up
Counters:
Queue
Soft Bounced Events
Completion
Completed Recipients
Hard Bounced Recipients
DNS Hard Bounces
5XX Hard Bounces
Filter Hard Bounces
Expired Hard Bounces
Other Hard Bounces
Delivered Recipients
Deleted Recipients
Gauges:
Queue
Active Recipients
Unattempted Recipients
Attempted Recipients
Connections
Current Outbound Connections
Pending Outbound Connections
Oldest Message No Messages
Last Activity Fri Aug
Ordered IP addresses:

8 11:12:

Preference IPs
15 64.12.137.121 64.12.
15 64.12.137.89 64.12.
15 64.12.137.184 64.12.
15 64.12.138.57 64.12.
15 64.12.138.57 64.12.
15 64.12.138.89
15 64.12.136.121
15 64.12.138.120

MX Records:
Preference TTL Hostname
15 52m24s
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00 2003

(expiring at Fri Aug

138.
138.
137.
136.
137.
205.188.156.154
152.163.224.26
64.12.137.152

8 11:04:24 2003

ool eolNelNell SHell S

o

Zoavxy RNy FREAEYR—-FLTHEEA,

8 11:34:24 2003)

89
152
89
153
152

mailin-01.mx.aol.com

64.12.138.120
152.163.224.122
64.12.136.57
205.188.156.122
64.12.136.89
64.12.138.152
64.12.137.184
64.12.137.121




. imageanalysisconfig

avv R sEH |

15 52m24s mailin-02.mx.aol.com
15 52m24s mailin-03.mx.aol.com
15 52m24s mailin-04.mx.aol.com

Last 5XX Error:

550 REQUESTED ACTION NOT TAKEN: DNS FAILURE
(at Fri Aug 8 11:04:25 2003)

Virtual gateway information:

example.com (PublicNet 017):
Host up/down: up
Last Activity Wed Nov 13 13:47:02 2003
Recipients 0

example.com (PublicNet 023):
Host up/down: up
Last Activity Wed Nov 13 13:45:01 2003
Recipients

imageanalysisconfig

£2B8 (Description)

ERAE

1

IronPort 4 A — Y T O EEZHE L ET

MeE : Zoa< KX lcommit] NHEETI,

JGAREE . Zoavwr RiE, TRTOYEFT— R (WFRE, T—F, <) Tff
ATxEd,

NYyF AT R Zoa<wr RNy FERXEZSR—FLTWETA,

mail.example.com>imageanalysisconfig

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect (50-74), Inappropriate (75+)
Skip small images with size less than 100 pixels (width or height)

(First time users see the license agreement displayed here.)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

[1> setup

IronPort Image Analysis: Enabled

Would you like to use IronPort Image Analysis? [Y]>

Define the image analysis sensitivity. Enter a value between 0 (least sensitive) and 100
(most sensitive). As sensitivity increases, so does the false

positive rate. The default setting of 65 is recommended.

[65]>

Define the range for a CLEAN verdict. Enter the upper bound of the CLEAN range by entering
a value between 0 and 98. The default setting of 49 is

recommended.

[49]>

Define the range for a SUSPECT verdict. Enter the upper bound of the SUSPECT range by
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entering a value between 50 and 99. The default setting of 74 is
recommended.
(741>

Would you like to skip scanning of images smaller than a specific size?

oldmessage .

[Yy>

Please enter minimum image size to scan in pixels, representing either height or width

of a given image.

[100]>

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect(50-74), Inappropriate (75+)
Skip small images with size less than 100 pixels (width or height)
Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

1>

oldmessage

£BA (Description)

SATFALEORBEWIEREEA v E—OMID Esy A —E R R LET,

ERAGE
fEE : ZOa~ RIZ commit [ZIMEH Y FH A,
S ARER . ZDavy RiIvyy T— R CORMEHNTEET,
NyF avwrs R Zoavy NNy FREREdR—F L TWEEA,

1
ROBITI, HOA v E—VEFRLET,

mail3.example.com>

oldmessage

MID 9: 1 hour 5 mins 35 secs old

Received: from test02.com ([172.19.0.109]

by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com

To: 4031l@example.com

Subject: Testing

Message-Id: <20070215061136.68297.16346@test02.com

rate

£2BA (Description)
AvE—YDAN—Ty NeE=H—LET,

ER7E

MEE : ZOa<y R lcommit] 1ZM4EH D FH A,
USAREE . pavy NIviy BE— R TORFHTXET,

Async0S 14.0 for Cisco Secure Email GatewayCLI ') 7 7 LV XA K (—fREA)




B »

1

avv R sEH |

NYyF AT R Zoa<xr RNy FEXREZR—FLTWEFA,

mail3.example.com> rate

Enter the number of seconds between displays.

[10]> 1
Hit Ctrl-C to return to the main prompt.
Time Connections Recipients Recipients Queue
In Out Received Delta Completed Delta K-Used
23:37:13 10 2 41708833 0 40842686 0 64
23:37:14 8 2 41708841 8 40842692 6 105
23:37:15 9 2 41708848 7 40842700 8 76
23:37:16 7 3 41708852 4 40842705 5 64
23:37:17 5 3 41708858 6 40842711 6 64
23:37:18 9 3 41708871 13 40842722 11 67
23:37:19 7 3 41708881 10 40842734 12 64
23:37:21 11 3 41708893 12 40842744 10 79
~C

redirectrecipients

£%88 (Description)

TRTOA Yy E—VEROY L— KA NIV XAV NLET,

fEbx

Av—U% devinull #5650 L THZEMRAAL ANV XA VLT bTDHE, AvbE—URK
bivET, A—NEZDIIRRAAL NV EZA LT FLTH, CLIIZEE TR REINEY
o AvE—TBVEA VLY T HEIC, ZEM AL BHDE D DHSMTP /L — b & R
LTLEE,

YA

ER7AE

ZDRARNNPLRKED SMTP A — LV EZETEDLIICHEHFINTWARWERA MEIZIP T
RVAIZZEZFEE VALY bTDHE. AvE—URANT U RAE0, A—nEKbid aRert
NHYET,

WeE : Zoa<y R Tcommit] ITMEHY XA,
G ARER . Zpa<y Riivyy T— RCOREHRATEET,
NYyF AT R Zoa<wr RNy FELXLEZPR—FLTWET,
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Ny FHR

1

resetcounters

nyriz ]

redirectrecipients =~ > ROy FIRREMHENT 5 & RO CLI 2~ ROTXTOHREL
FATTEET,
c T RTDA=NEPDRA M EILIP 7 RLRIZY XA L7 FLET,

redirectrecipients host <hostname>|

WIZ, T_TD A —/L% example2.com FmA MMZ VY # A L7 b B0 R LET,

mail3.example.com> redirectrecipients

Please enter the hostname or IP address of the machine you want to send all mail to.
[1> example2.com

WARNING: redirecting recipients to a host or IP address that is not prepared to accept
large volumes of SMTP mail from this host

will cause messages to bounce and possibly result in the loss of mail.

Are you sure you want to redirect all mail in the queue to "example2.com"? [N]> y
Redirecting messages, please wait.

246 recipients redirected.

£BH (Description)

ER7AE

1

VAT LEANDTRTCOI T 25y hLET,

MEE : Z0a<y R lcommit] 1IMEH D FH A,
IS AREE . T Da<vy Riivyy T— R TCOMEHATEE9,
NYyFaAIVEF . Zoaxwy Ry FELEZSR—FLTOWERA,

mail3.example.com> resetcounters
Counters reset: Mon Jan 01 12:00:01 2003

removemessage

£%BH (Description)

BEDA =V IDDAyE—VEE2ICHIBRLET,
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ER7AE

1

showmessage

avv R sEH |

removemessage 2 v N T, fE¥Fa—, FHllT¥a—, i35 a—HNOA vy E—
COLEHIFRTEET, VAT LADREBIZL-TX, 260X a2a—ICHENTT 7T 4 773
AyvE—UREENTORWEERH D FT,

MEE : Z0a<y R lcommit] 1IMEH D FH A,
JIAKER  ZDavy Riivyy B R TOREHTEET,
NYyFaAIVEF: Zoa<y Ry FELEZSR—-FLTOWERA,

example.com>
removemessage
Enter the MID to remove.
[1>1
MID 1: 19 secs old
Received: from example2.com ([172.16.0.102])
by test02.com with SMTP; 01 Mar 2007 19:50:41 -0800
From: userl23@test02.com
To: 9526@example.com
Subject: Testing
Message-Id: <20070302035041.67424.53212@test02.com>
Remove this message? [N]> y

£%BH (Description)

ER7E

]l

BESNTEAYE—VIDDOAYyE—V LA vE—VUARTERRLET,

e : Zoa<y R Tcommit] ITMEH Y FH A,
JIARER  Zav s NiI~vyry E—= R TORFEHTEET,
NYyF ATV ER : Zoa<vy RNy FEXRER—FLTWVERA,

example.com> showmessage
MID 9: 1 hour 5 mins 35 secs old
Received: from example2.com([172.19.0.109])
by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com
To: 4031l@example.com
Subject: Testing
Message-Id: <20070215061136.68297.16346Q@test02.com>
This is the message body.
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showrecipients

£2BA (Description)

ERAE

Ny FRR

1

showrecipients .

Fa—HND A vE—T%Z(EH R A MPIE 21T Envelope From 7 K L ZABINZERT Hh, T

T@)( ‘)“TZ**‘\/“%%H? sz—;«o

M€ - oo~ K lcommit] (THEH Y FH A,

JGARER . Zpa<y Riivwyy T— RCOREHATEET,
Ny F AT KR Zoa~vy RNy FEXREZPR—FLTWET,

showrecipients =~ > ROy FIRREMEHT 5 & kO CLI 2~ ROTXTOHREL FE

FexET,
s ZIEBHRA M TOR v E—VORRE

showrecipients host <hostname>|

Envelope From 7 KL ZATD A v &— T DR

showrecipients [sender options] <sender email>

R ? sender_option Z ]l TX £,

—-match-case 7 K L A D2 —WF—L 5 DKL T &N CF% KB LT —E,

s TARNTDOA vy =V DMK

showrecipients all

KIZ, TRTCOZEZEFRA F~DF2—NOA vE—VOHERLET,

mail3.example.com> showrecipients

Please select how you would like to show messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 3

Showing messages, please wait.

MID/ Bytes/ Sender/ Subject
[RID] [Atmps] Recipient

1527 1230 userl23456Q@ironport.com Testing
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status

ER7AE

1

[01] [01]
1522 1230
[01] [01]
1529 1230
[01] [01]
1530 1230
[01] [01]
1532 1230
[01] [01]
1531 1230
[01] [01]
1518 1230
[01] [01]
1535 1230
[01] [01]
1533 1230
[01] [01]
1536 1230
[01] [01]

avv R sEH |

9554@example.com
userl23456Q@ironport.com Testing
3059@example.com
userl23456Q@ironport.com Testing
7284@example.com
userl23456Q@ironport.com Testing
8243@example.com
userl23456Q@ironport.com Testing
1820@example.com
userl23456Q@ironport.com Testing
9595@example.com
userl23456Q@ironport.com Testing
8778@example.com
userl23456Q@ironport.com Testing
1703@example.com
userl23456Q@ironport.com Testing
3052@example.com
userl23456Q@ironport.com Testing
51l1l@example.com

Mg - 0o~ R lcommit] (THEHY FH A,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (P59 RE, TA—F <L) T

MT&EET,

NyF avwr RN 2

Da<wy RNy FEXLESR—FLTWERA,

mail.example.com> status detail

Status as of:

Up since:

(12d 6h 37m 28s)
Last counter reset:
System status:
Oldest Message:

Mon Sep 08 00:01:44 2014 GMT
Tue Aug 26 17:24:16 2014 GMT

Never
Online
No Messages

Feature - IronPort Anti-Spam: 1459 days

Feature - Incoming Mail Handling: Perpetual
Feature - Outbreak Filters: 1459 days
Counters: Reset Uptime Lifetime
Receiving
Messages Received 2 2 2
Recipients Received 2 2 2
Rejection
Rejected Recipients 0 0 0
Dropped Messages 0 0 0
Queue
Soft Bounced Events 0 0 0
Completion
Completed Recipients 0 0 0
Current IDs
Message ID (MID) 2
Injection Conn. ID (ICID) 0
Delivery Conn. ID (DCID) 13
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tophosts

Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 0
Queue
Active Recipients 2
Messages In Work Queue 0
Kilobytes Used 184
Kilobytes Free 8,388,424
Quarantine
Messages In Quarantine
Policy, Virus and Outbreak 0
Kilobytes In Quarantine
Policy, Virus and Outbreak 0

£BA (Description)

BIA =N F2—ICHT LBEOHREZIIG L. FEDOZEHRA MIEFEOME (F=2—0
KAL) BHDH0E D DEHWT 521X, tophosts 2~ RZEH L E9, tophosts 2~ K
X, F2—HNO 20 DZEHEDOV A MERLET, VA NMI, 777 4 7%EE. BEH
e, BfEHEAZEH., Y7 b ARNT AL R BEON— AT RAINTEZEERE.

ER7GE

1

SE S ERMEFHERINCY — FTEET,

MEE : Z0a<y R lcommit] 1ZMEH D FH A,
IS RAREE . T Da<wy Niivi oy B— R TCOMEHTXF9,
NYFaATUR: Zoavwy RNy FIEREZ S R—F L TWER A,

mail3.example.com> tophosts
Sort results by:
1. Active Recipients

2. Connections Out

3. Delivered Recipients

4. Hard Bounced Recipients

5. Soft Bounced Events

[1]1> 1

Status as of: Fri Mar 13 06:09:18 2015 GMT

Hosts marked with '*' were down as of the last delivery attempt.
Active Conn. Deliv. Soft

# Recipient Host Recip. Out Recip. Bounced

1* example.com 2 0 0 0

2 the.encryption.queue 0 0 0 0

3 the.euq.queue 0 0 0 0

4 the.euq.release.queue 0 0 0 0

tophosts .

Hard
Bounced
0

0
0
0
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topin

£2BA (Description)

HAGHEDBDIAIZ LR OH A b &R LET

ERAE

Fe® : Za<y K Tcommit] 1ZMEH D FHA,

IS ARER . ZDavw Ly NEIviry BE— R TOMEATEET,

NYyFaAvo R Zoavy NIy FEXLEZR—F L TOHERA,

1

mail3.example.com> topin

Status as of:
# Remote hostname
Imail.remotedomainOl.com

W J oy U b W

11
12
13
14
15
16
17
18
19
20

unsubscribe

£BA (Description)

Ja— N )UVEMEEIEY A R EEHFLET,

ER7AE

MeE : 0o~ KX lcommit] NHFTI,

mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.

mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.

remotedomainO1l
remotedomain03
remotedomain04
remotedomain05
remotedomain06
remotedomainQ7
remotedomain08
remotedomain09
remotedomainl0
remotedomainll
remotedomainl?2
remotedomainl3
remotedomainlé
remotedomainlb
remotedomainl6
remotedomainl?
remotedomainl8
remotedomainl9
remotedomain20

.com
.com
.com
.com
.com
.com
.com
.com

.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com

Sat Aug 23 21:50:54 2003

172.
172
172.
172.
172
172.
172.
172

172.
172.

172

172.
172.

172

172.
172.

172

172.
172.

16.

.16.

16.
16.

.16.

16.
16.

.16.
16.
16.

O O O O O o o o

.16.

16.
16.

.16.

16.
16.

.16.

16.
16.

O O O OO OO ooo o

H O o Jo U b N

Remote IP addr.
172.16.0.2

.11
.12
.13
.14
.15
.16
.17
.18
.19
.20
.21

listener

IncomingO1l

Incoming02
IncomingO1l
Incoming02
IncomingO1l
Incoming02
IncomingO1l
IncomingO1l
IncomingO1l
IncomingO1l
IncomingO1l
Incoming02
IncomingO1l
IncomingO1l
IncomingO1l
IncomingO1l
IncomingO1l
Incoming02
IncomingO1l
IncomingO1l

In

10

W wwwwnswu

PR P EPRPNDDNDDDNDDNDDNDDNDDND

avv R sEH |

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (F59RE, IA—F <) T
HATx%7,
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1

workqueue

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

ZOHITIL, 7 KL R user@example.net 73 7 2 — 7 LEMEE R Y X MBSV, A vE—Y
ZN— KA UZT L LI RESNE T, 207 RLRIZHFHEIND A vE—IFEAN
TUAINET, BIANAT = oA ICKVEFOERNCA vy =BT A3 E
ﬁ—o

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as "@example.com"
or "user@" are allowed, as are IP addresses. Partial hostnames such as "@.example.com"
are allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y
Would you like matching messages to be dropped or bounced?

1. Drop
2. Bounce
[1]1> 2

Global Unsubscribe is enabled. Action: bounce.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user@example.net” to global unsubscribe
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

£%88 (Description)

(3 2 — S I AT — & R A FRB L OEH LET,
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1

avy R sEH |

WEE : Z0a<y R lcommit] IZMEH D FH A,
JGARER . Zpa<y Riivwyy T— RCOREHRATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—FLTOHERA,

mail3.example.com> workqueue

Status: Operational
Messages: 1243
Manually pause work queue? This will only affect unprocessed messages. [N]> y

Reason for pausing work queue:

[1> checking LDAP server

Status: Paused by admin: checking LDAP server
Messages: 1243

GE)

BHDOANMMEETT, HEZ AN LWgGE, Bifi% loperator paused| & L TH 7 A3 ik
ShET,

ROFITIE, V=27 Fa—0PHERAINES,

mail3.example.com> workqueue

Status: Paused by admin: checking LDAP server
Messages: 1243

Resume the work queue? [Y]> y

Status: Operational

Messages: 1243

2RI THBFEERYEFT—D Y—)L

etherconfig

ZIZTIE, IROCLI 2wy RIZHOWTCEHA L E1,

£BH (Description)

ER7AE

AT A TBIE, NIC~T U7 VLANBE, DSREER EDA —F K hRIEEITOET,

MEE : Zoa<y Kix Tcommit] 2BSHNEE T,
IS ARBEE . T Da<vy Riivyy B— R TCOMEHATEE9,
NYyFaAIV R Zoa<y Ry TFELEZSR—-FLTOWERA,
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mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> vlan

VLAN interfaces:

Choose the operation you want to perform:

- NEW - Create a new VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):

[1> 12

Enter the name or number of the ethernet interface you wish bind to:
1. Data 1

2. Data 2

3. Management

[11> 1

VLAN interfaces:

1. VLAN 12 (Data 1)

Choose the operation you want to perform:

- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> loopback

Currently configured loopback interface:

Choose the operation you want to perform:

- ENABLE - Enable Loopback Interface.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> mtu

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 default mtu 1500

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

[1> edit

Enter the name or number of the ethernet interface you wish to edit.
[1> pairl

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
[1> 12

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
[1> 2

Please enter a non-default (1500) MTU value for the Data 2 interface.
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. interfaceconfig

[1> 1200

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 mtu 1200

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:
- EDIT - Edit an ethernet interface.

[1>

interfaceconfig

%83 (Description)
A B =T 2 ZAERELET, A X —7 oA ZA%Ek, W, BB CTEEd, FTP 24
X—=T ML, IPT RLRAEZEHL, A=V Xy FIPT FLAZFETEET,
FERAE
e Zoa<r i lcommit] NHUETY,
JGARER . ZDavy Riivyy F— RTCORMEHATX F9,
NYF ATV ER: Zoa<vwy RNy TFEXRE R —FLTWET,

Ny FER

interfaceconfig =~ > ROy FIEXZEHT 5 &, 16RO CLI 2~ ROT X TORERER 52
ITTEET,

cHTLWA U H—T = A ZADIERK

interfaceconfig new <name>

<ethernet interface>

<hostname>

--ip=IPv4 Address/Netmask

--ip6=IPv6 Address/Prefix Lenght]

[--ftp[=<port>]]

[--telnet [=<port>]]

[--ssh[=<port>]]

[--http] [=<port>]
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Bl: 48— 24 RADEKRE .

[--https [=<port>]]

[--eug http[=<port>]]

[--eug https] [=<port>]

[--ccs[=<port>]].

FTP is available only on IPv4.

A2 =T = A ZADHIER

interfaceconfig delete <name>|

Bl 423 —T 24 RDETFE

mail.example.com> interfaceconfig

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.
1> 1

IP interface name (Ex: "InternalNet"):

[Management] >

Would you like to configure an IPv4 address for this interface (y/n)? [Y]>
IPv4 Address (Ex: 192.168.1.2 ):

[1.1.1.1]>

Netmask (Ex: "24", "255.255.255.0" or "Oxffffffo0"):

[Oxffffffff]>

Would you like to configure an IPv6 address for this interface (y/n)? [N]> n
Ethernet interface:

1. Data 1

2. Data 2

3. Management

[31>

Hostname:

[mail.example.com]>

Do you want to configure custom SMTP Helo to use in the SMTP conversation? [N]>
Do you want to enable SSH on this interface? [Y]>

Which port do you want to use for SSH?

[22]1>

Do you want to enable FTP on this interface? [N]>

Do you want to enable Cluster Communication Service on this interface? [N]>
Do you want to enable HTTP on this interface? [Y]>

Which port do you want to use for HTTP?

[80]1>

Do you want to enable HTTPS on this interface? [Y]>

Which port do you want to use for HTTPS?

[443]>
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nslookup

avv R sEH |

Do you want to enable Spam Quarantine HTTP on this interface? [N]>

Do you want to enable Spam Quarantine HTTPS on this interface? [N]>

Do you want to enable AsyncOS API (Monitoring) HTTP on this interface? [N]> y

Which port do you want to use for AsyncOS API (Monitoring) HTTP?

[6080]>

Do you want to enable AsyncOS API (Monitoring) HTTPS on this interface? [N]> y

Which port do you want to use for AsyncOS API (Monitoring) HTTPS?

[6443]>

The "Demo" certificate is currently configured. You may use "Demo", but this will not
be

secure. To assure privacy, run "certconfig" first.

Both HTTP and HTTPS are enabled for this interface, should HTTP requests redirect to the
secure service? [Y]>

You have edited the interface you are currently logged into. Are you sure you want to
change it? [Y]>

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>

£BA (Description)

ER7AE

nslookup 2=~ RZfiHl9 % &, DNS OEZRAETE E£7,

nslookup =¥ RTIL, BFA—AT—FT A0, EIfEL TS DNS (RAA R —L4
P—ER) b= R—nHRA M EIPT FLALRR L CEETE L2 L 2R TE x4,

% 9:nslockup A KDY T)— 34T

9T)—DRAT aiEA

RARNDAVEZ—Fy N T RLA

CNAME TA VT ADIEHRDALTH]

MX A=)V T AF 2V

NS FBELEY = DF—25 =

PTR Y =N H—Fy b T RLAODHPAIEARA M, 29T
RNGE I OIERIT ST DR A o Z

SOA RAA D THERRBAAR] THHR

TXT T A NMER

Mg 0o~ R lcommit] (TMHEHY FH A,
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netstat

w

ISRBEM . Zpavy N, TR_RTOY >y F—F (5 R&, TA—F <) T
HATxE7,

NYyFaAIVF: Zoaxwy Ry TFELESR—-FLTWERA,

mail.example.com> nslookup

Please enter the host or IP address to resolve.
[1> vm30esal0086.1ibga

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,
otherwise the pointer to other information

7. SOA the domain's "start-of-authority" information

8. TXT the text information

[1

1>
AAAA= 200l:420:54ff:ffO6::95 TTL=30m

£BA (Description)

ER7AE

1

netstat 1~ FEMERAT 2L, vy MU=k (BEBLIORE) \ V=T 1/ T—7
NV, BEOSESERAY MU= A 2 —T = A AFEHEREFRCTEET, ZON—V=

ETRTOBEBRY R — FENDDITTIERNI LITERE LTI ZS W, T, -a, -A,
g, -m, M, N, s{IfEATEEFA, ZOavr NIV E T T 47 E— RTOFEITE
L LTWDH7e, netstat # A LT TLAR— hOMRE 5 ODOAT v a U HIEIRTE
F9, T, Vv AT EHA L H—T oA AL FROMBLIEETCEET,

W : Zoa<y R Tcommit] ITMEH Y FH A,
JSAREH . Zpavy NEvlry B— R TORFEHATXET,
NYF AT E: Zoavwry RNy TFERXER— L TWERA,

example.com> netstat

Choose the information you want to display:
1. List of active sockets.

2. State of network interfaces.

3. Contents of routing tables.

4. Size of the listen queues.

5. Packet traffic information.

[11>

S

elect the ethernet interface whose state you wish to display:
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packetcapture

avv R sEH |

1. Data 1

2. Data 2

3. Management
4. ALL

[1>1

Show the number of bytes in and out? [N]>
Show the number of dropped packets? [N]> y

Name Mtu Network Address Ipkts Ierrs Opkts
Oerrs Coll Drop
Data 1 1500 197.19.1/24 example.com 30536 - 5 -

example.com>

£%B8 (Description)

ERAE

1

netstat 2~ F&fEHT 2L, Xy NT—J 85 (FEBIORE) . v—T 47 T7—
TN, BEXOESESERRXY N =T A F—T oA AfEiHEREFRTEET, ZON—
TarTRTRTOSENRTR—FENDIDITTIERNIZ LIZIERE LTSN, #iT, -a,
‘A, -g, -m, -M, N, s{¥fFfCc&EtA, ZOa~ RIS HFT7IT 47 FT—RFRTOE
TEZHPE L TWAD72®, netstat Z AJJLT-E TLAR— FOXIRE S ODOF T 3 v HiER
TEET, Flo, Vv RUTEHEA U F—T oA ALRTROMBHLIEETE £,

M Zoa< R lcommit] (THEHY FH A,

JGAREE . Zoa<wy RiE, TRTOYE—F (WFRE, T—F, <) Tff
ATxE7,

NYyF AT R: Zoa<wr RNy FEXREZSR—FLTWEFA,

mail.example.com> packetcapture
Capture Information:

Status: No capture running
Current Settings:

Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.
- SETUP - Change packet capture settings.

[1> start
Success - Packet Capture has started
Capture Information:
File Name: C100V-421C73B18CFB05784A83-B03A99E71ED8-20150312-105256.cap
File Size: 0 of 200M
Duration: Os
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
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ping

ping .

- STOP - Stop packet capture.
- STATUS - Display current capture status.
- SETUP - Change packet capture settings.

[1> stop
Success - Packet Capture has stopped
Capture Information:
File Name: C100V-421C73B18CFB05784A83-B03A99E71ED8-20150312-105256.cap
File Size: 24 of 200M
Duration: 10s
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:

- START - Start packet capture.

- SETUP - Change packet capture settings.

[1> setup

Enter maximum allowable size for the capture file (in MB)

[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will
be started and the older capture data will be discarded.)

[N]>

The following interfaces are configured:

1. Management

2. ALL

Enter the name or number of one or more interfaces to capture packets from, separated

by commas (enter ALL to use all interfaces):

[2]1>

Select an operation. Press enter to continue with the existing filter.

- PREDEFINED - PREDEFINED filter.

- CUSTOM - CUSTOM filter.

- CLEAR - CLEAR filter.

(>

Capture settings successfully saved.

Current Settings:
Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[r>

£2B8 (Description)

ER7GE

pinga~> REFEHTHE, EFA—NT— T z2ANDRy NT—TRA M~OERiE T A
rTEET,

TeE  Zoa<r R lcommit] IZMNEHD FH A,

JIARZEH  ZDav Ridvy = R TORMEHATEE T, EHI2, Z0a<r Rignm
TAVEKRAN (=W —Dur/frLzvry) TOMATEES, Z0a~vr RefHAT
BT, B—HI T2 AN VAT ATV EATEAVERH Y 1,

NYyFaAIVER : Zoavy RNy FEXEZSR—FLTWERA,
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ping6

avv R sEH |

mail3.example.com> ping

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[11> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

PING anotherhost.example.com (

X.X.X. X

): 56 data bytes

64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
~C

--- anotherhost.example.com ping statistics ---

11 packets transmitted, 11 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms
~C

.31: icmp seqg=0 ttl=64 time=1.421 ms
.31: icmp seg=1 ttl=64 time=0.126 ms
.31: icmp seg=2 ttl=64 time=0.118 ms
.31: icmp seg=3 ttl=64 time=0.115 ms
.31: icmp seg=4 ttl=64 time=0.139 ms
.31: icmp seg=5 ttl=64 time=0.125 ms
.31: icmp seg=6 ttl=64 time=0.124 ms
.31: icmp seqg=7 ttl=64 time=0.122 ms
.31: icmp seg=8 ttl=64 time=0.126 ms
.31: icmp seqg=9 ttl=64 time=0.133 ms
.31: icmp seg=10 ttl=64 time=0.115 ms

O O O OO OO oo oo

GE)

ping A~ REMTT5HI21E, Cul+C ZEHT2LERH D £,

£%88 (Description)

ER7AE

IPv6 2425 %y hU—2 A MZping #FITLET

e Zoa<r R Tcommit] IZMNEHD FH A,

JIARZEH  ZDav RiIvy = R TOMEATEE T, EHIC, Zoa<wr Rignm
TAVEKRAN (=P —Durs A L~vyy) TORMEATEES, Z0a~vr RefHAT
HIZE, a—HN T AN AT AT I BEATEXALERLY £9°,

NYyFaAIVEF: Zoa~xwy RNy TFELESR—FLTWHWERA,
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mail.example.com> ping6

Which interface do you want to send the pings from?
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
11> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

G¥)

routeconfig

ping6 2=~ F&K& T3 2121, Cul+C Z2fEM L 7,

£%B8 (Description)

ER7E

routeconfig 2~ RZfEHT 2L, TCPIP b7 7 4 v 7V DAZT 4 v 7 )b— M AR, R,

HIfgC&xEd, 774V MTIiEX, 77 4 v 7 ldsetgateway 2~ > RTHEINTZT 7 4/L b
F—=RU A RBETNL—T 4 7 ENET, 7272 L. AsyncOS TIIFFEDIESE~DIN—T 1 >
7 HARETY,

N— NI, =y r7x—n BHH) | 5k, BLOS— MU oA THEESNET, F— U=
A (RZAPMFYT) 1, 1011272 EDIPT RLATY, SiEITRONTNNITRY 7,

«IP 7 FL A (192.168.14.32 72 &)

* CIDR RFLIEIC L 20 7R v Mo ZU1E, 192.168.5.0/24 13 192.168.5.0 7> 5 192.168.5.255
EFTOIITACHy MU= 2Rk FRLET,

IPv6 7 KL ADEEIX, WO EHEHTEET,

*2620:101:2004:4202::0-2620:101:2004:4202::ff
* 2620:101:2004:4202::
*2620:101:2004:4202::23
*2620:101:2004:4202::/64

ZIOa<wy RTIE, BERESN TS TCPIP L— FD Y A RRERENLDT, FIhb
JL— "2 ZIR L Cedit B Ndelete 7~ REFEHTXE4,

Me® : Z0a<y Kt Tcommit] 2AHETI,
JIGARER . ZDavr Niviy BE— RTOMEATX E4,
NyFaAvo R Zoa<wry NIy FEXREZ R —F L THET,

Async0S 14.0 for Cisco Secure Email GatewayCLI ') 7 7 LV XA K (—fREA) .




avv R sEH |
. Ny FRR

Ny FRR
smtproutes 1~ > KONy FRALMEMT 5 & 1ERD CLI 2~ > FOFT X TOMREEZ FTT
EFEFT, L—NMCIPV4 T RLAEITIPVO T RLADEL L 2T 202 3IRTE £77,

« AXT 4 v — hOVERL :

routeconfig new 4|6 <name> <destination address> <gateway ip>|

£ 10: routeconfig M 3|41

5%k Bl

416 Coa<wy REEHATHIP ON—T g (IPvd £721% IPv6) , clear
FHRELEGAEE I Oprint ZHE LIHE,. 2047 a UITEK
AHET, I~y NI FDONR—T g A S ET,

name JL— kD4 HiL

destination_address | 385 1P k7 7 ¢ v 7 OLGHIZWAETHIP 7 RLAE X CIDR 7 K
LA,

gateway_ip ZDONTT 4y DREERETHIPT FLA,

AHT 4T b— kN DOFRE

routeconfig edit 4|6 <name> <new_name> <destination address> <gateway ip>|

ART 47 b— ~OYI

routeconfig delete 4|6 <name>|

TRCDAZT 4 v 7 L— FOHIER :

routeconfig clear [4]6]

ABT 47 — DB

routeconfig print [4]6]

1

mail3.example.com> routeconfig
Configure routes for:

1. IpPv4
2. IPv6
[11>
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setgateway

setgateway .

Currently configured routes:

Choose the operation you want to perform:

- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeNet

Please enter the destination IPv4 address to match on.
CIDR addresses such as 192.168.42.0/24 are also allowed.
[1> 192.168.12.0/24

Please enter the gateway IP address for traffic to 192.168.12.0/24:
[1> 192.168.14.4

Currently configured routes:

1. EuropeNet Destination: 192.168.12.0/24 Gateway: 192.168.14.4
Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

[1>

mail3.example.com> routeconfig

Configure routes for:

1. IPv4
2. IPv6
[1]1> 2

Currently configured routes:

Choose the operation you want to perform:

- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeIPvé6Net

Please enter the destination IPv6 address to match on.

CIDR addresses such as 2001:db8::/32 are also allowed.

[1> 2620:101:2004:4202::/6

Please enter the gateway IP address for traffic to 2620:101:2004:4202::/6:
[1> 2620:101:2004:4202::23

Currently configured routes:

1. EuropelIPv6Net Destination: 2620:101:2004:4202::/6 Gateway:
2620:101:2004:4202::23

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

(>

£%88 (Description)

ER7AE

setgateway 2~ RClL, NTry haL—T 4 7 FT5LEITEBT LT 74V hDOFXT A K
Ry TERELET, B (T 740 FTiEER2W) 7 — F U = AL, routeconfig 2~ > N1l
AL THRELET,

MeE : oo~ KX lcommit] NHFETI,
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sethostname

avy R sEH |

ISRBEM . Zpavy N, TR_RTOY >y FT— K (P59 R&, TA—F <) T
HATxE7,

NyF avws R Zoavwy IRy FEXSEZSR—-FLTHERA,

mail3.example.com> setgateway

Warning: setting an incorrect default gateway may cause the current connection to be
interrupted when the changes are committed.

Enter new default gateway:

[10.1.1.1]> 192.168.20.1

mail3.example.com> commit

Please enter some comments describing your changes:

[1> changed default gateway to 192.168.20.1

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

£%BH (Description)

ER7E

l

ARARMGIE, CLIZ w7 R TUAT AZHHT OB SN E T, BREMARX ME A
NTHVEENRH Y £9, sethostname T~ NiE, BT A—INT— U oA DAHIZHRELF
T FHARA ML, commit 22 RERITLTHID TEICZRY £,

e Zoa~< 2 M lcommit] NNETY,

JIGRAREM . Zpa<vy NiE, TR_TO~Y L F— R (092 F, I—F <) T
HTExET,

NyF avws R Zoavy RNy FEALZ S R— KL TWEEA,

oldname.example.com> sethostname
[oldname.example.com] > mail3.example.com
oldname.example.com>

RA N OEBEZGNT HITIE, commit 2~ REASTHULERHY 4, RAA LD
BEHEMETDHE, CLIZa 7 MO LWEA MAERENET,

oldname.example.com> commit

Please enter some comments describing your changes:

[1> Changed System Hostname

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

WOEIIZHLWARA MR T a7 MIERINET,
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smtproutes

mail3.example.com>

ZBA (Description)

ERAE

Ny FER

KT 72 R A A Rk %

MeE : oo~ KX lcommit] NHEETI,

2
w
=
9
Ny

smtproutes .

JIGAREE . Zoavy RiE, TRTOY U E—F (WFREZ, T—F, <) Tff

MTEET,

NyF avws R Zoavwy NIy FEXREZPR—FLTHET,

smtproutes =¥ > ROy FIRRNEEH T2 &, 16RO CLI 2~ 2 ROT X TORERER FT T

TET

« H LU SMTP /L — F DYERL

smtproutes new <source> <destination>

[destination] [destination] [...]

BEAFD SMTP /L— k DHIIER

smtproutes delete <source>|

SMTP /L— DV

smtproutes clear

SMTP /L— D Y

smtproutes print

A DT UT

A b

SMTP L — FD Y X hDA R — |k

smtproutes import <filenames>|

SMTP L — L~ D Y

A NDOTZ T A

smtproutes export <filenames>|
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sslconfig

avv R sEH |

WORFITIL, smptroutes 2~ > R&fEH LT, KAA  example.com ® relayl.example.com,
relay2.example.com, 35 & (Nbackup-relay.example.com ~D/L— k (= B 7)) ZEHKLET,
IO TTA AT 4 HRET DL, /pric# AL ET, #1203 0 ~ 65535 DfEEFREL
EFT, ERREWVEETTAF VT AIFELS RV ET, TIAF VT 2HELRWGE, 7
TV EDOITRESINET,

(systemsetup =< > KD FEFHE, InboundMail /X7 VU v 27 V ZAF—%RETHEEXIZEL~ v
EU T EER LTV AEBAERH S Z LICEE LT EEY, )

mail3.example.com> smtproutes

There are no routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- IMPORT - Import new routes from a file.

[1> new

Enter the domain for which you want to set up a permanent route.
Partial hostnames such as ".example.com" are allowed.

Use "ALL" for the default route.

[1> example.com

Enter the destination hosts, separated by commas, which you want mail
for example.com to be delivered.

Enter USEDNS by itself to use normal DNS resolution for this route.
Enter /dev/null by itself if you wish to discard the mail.

Enclose in square brackets to force resolution via address (A)
records, ignoring any MX records.

[1> relayl.example.com/pri=10, relay2.example.com, backup-relay.example.com
Mapping for example.com to relayl.example.com, relay2.example.com,
backup-relay.example.com/pri=10 created.

There are currently 1 routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Edit destinations of an existing route.

- DELETE - Remove a route.

- PRINT - Display all routes.

- IMPORT - Import new routes from a file.

- EXPORT - Export all routes to a file.

- CLEAR - Remove all routes.

[r>

£2BA (Description)

ER7E

B AT~ Y= D SSLARELEELET,

FIPS 140-2 ¥t — R CTH—NR—=BIL ORI T4 T bDO A Y v RIFEFETE EH A,

fEE : Z0Oa~2 NiE Tcommit] DSHLEETY,
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1

w

HSRRAEW . Zoavr N, TRXTO-YVrE—F (UFRE, TLA—F, <~ ) Tff
HAT&Ed,
NYyFaAIUER: Zoavy RNy FELEZR—FLTWWEEA,

mail.example.com> sslconfig

sslconfig settings:
GUI HTTPS method: tlsvl 1tlsvl 2
GUI HTTPS ciphers:

AES128
AES256

! SRP
'AESGCM+DH+aRSA
!AESGCM+RSA
!'aNULL
!kRSA
@STRENGTH
—-aNULL
-EXPORT
-IDEA

GUI HTTPS TLS Renegotiation: Enabled

Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:

AES128
AES256

! SRP
'AESGCM+DH+aRSA
!AESGCM+RSA
!'aNULL
!kRSA
@STRENGTH
—-aNULL
-EXPORT
-IDEA

Inbound SMTP TLS Renegotiation: Enabled

Outbound SMTP method: tlsvl 1tlsvl 2
Outbound SMTP ciphers:

ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128
AES256

! SRP
'AESGCM+DH+aRSA
!AESGCM+RSA
!'aNULL
!'eNULL
!kRSA
@STRENGTH
—-aNULL
-EXPORT
-IDEA

Other TLS Client Services: TLS v1.2, TLS vl.l are being used as default

Choose the operation you want to perform:
- GUI - Edit GUI HTTPS ssl settings.
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- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

- OTHER_CLIENT_TLSVIO - Edit TLS v1.0 for other

Enter the GUI HTTPS ssl method you want to use.
TLS v1.1
TLS v1.2
TLS v1.0

21> 1
Enter the GUI HTTPS ssl cipher you want to use.
[AES128:AES256: !SRP: | AESGCM+DH+aRSA: | AESGCM+RSA::
!XRSA:@STRENGTH: -aNULL:-EXPORT:-IDEA] >
Would you like to Enable/Disable TLS Renegotiation for GUI
sslconfig settings:

GUI HTTPS method: tlsvl 1
GUI HTTPS ciphers:

AES128
AES256

| SRP

| AESGCM+DH+aRSA
| AESGCM+RSA
1aNULL

I kRSA
@STRENGTH
-aNULL
-EXPORT
-IDEA

GUI HTTPS TLS Renegotiation: Enabled

Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:

AES128
AES256

| SRP

| AESGCM+DH+aRSA
| AESGCM+RSA
1aNULL

I kRSA
@STRENGTH
-aNULL
-EXPORT
-IDEA

Inbound SMTP TLS Renegotiation: Enabled

Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:

ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128
AES256

| SRP

| AESGCM+DH+aRSA
| AESGCM+RSA
1aNULL
1eNULL

I kRSA
@STRENGTH
-aNULL

client services.

'aNULL:
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-EXPORT
-IDEA
Other TLS Client Services: TLS v1.2, TLS vl.l are being used as default

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.
[1> inbound

Enter the inbound SMTP ssl method you want to use.
1. TLS vl1.1

2. TLS vl1.2

3. TLS v1.0

(1, 21> 2

Enter the inbound SMTP ssl cipher you want to use.
[AES128:AES256: !SRP: | AESGCM+DH+aRSA: | AESGCM+RSA: !aNULL:
'XRSA:@STRENGTH: -aNULL: -EXPORT: -IDEA] >

Would you like to Enable/Disable TLS Renegotiation for inbound SMTP? [Y]>

sslconfig settings:
GUI HTTPS method: tlsvl 1
GUI HTTPS ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'kRSA
@STRENGTH
-aNULL
—EXPORT
—-IDEA
GUI HTTPS TLS Renegotiation: Enabled

Inbound SMTP method: tlsvl 2
Inbound SMTP ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
kRSA
@STRENGTH
-aNULL
—EXPORT
—-IDEA
Inbound SMTP TLS Renegotiation: Enabled

Outbound SMTP method: tlsvl 1tlsvl 2
Outbound SMTP ciphers:

ECDH+aRSA

ECDH+ECDSA

DHE+DSS+AES

AES128

AES256

I'SRP
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AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'eNULL
' kRSA
@STRENGTH
-aNULL
-EXPORT
-IDEA
Other TLS Client Services: TLS v1.2, TLS vl.l are being used as

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.
[1>

maill.example.com> sslconfig

sslconfig settings:

GUI HTTPS method: tlsvl 1tlsvl 2
GUI HTTPS ciphers:

AES128

AES256

! SRP

' AESGCM+DH+aRSA

!AESGCM+RSA

!aNULL

'kRSA

@STRENGTH

—-aNULL

—-EXPORT

—-IDEA

! DHE-RSA-AES256-SHA
GUI HTTPS TLS Renegotiation: Enabled
Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:

AES128

AES256

! SRP

' AESGCM+DH+aRSA

!AESGCM+RSA

!aNULL

'kRSA

@STRENGTH

—-aNULL

—-EXPORT

—-IDEA

! DHE-RSA-AES256-SHA
Inbound SMTP TLS Renegotiation: Enabled
Outbound SMTP method: tlsvl 1tlsvl 2
Outbound SMTP ciphers:

ECDH+aRSA

ECDH+ECDSA

DHE+DSS+AES

AES128

AES256

! SRP

' AESGCM+DH+aRSA

!AESGCM+RSA

!aNULL

!'eNULL
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Other
Peer
Peer

Choose the operation you want to perform:

- GUI -

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.

I kRSA

@STRENGTH

-aNULL

-EXPORT

-IDEA

| DHE-RSA-AES256-SHA

TLS Client Services: TLS v1.2, TLS vl.l are being used as
Certificate FQDN Validation: Disabled
Certificate X509 Validation: Disabled

Edit GUI HTTPS ssl settings.

default

- PEER CERT_FQDN - Validate peer certificate FQDN compliance for Alert Over TLS,

SMTP,

updater and LDAP.

- PEER CERT X509 - Validate peer certificate X509 compliance for Alert Over TLS,

SMTP,
[1> gui

Enter t

updater and LDAP.

he

1. TLS vl1.1
TLS v1.2

2.
3. TLS v1.0
[

1, 21>

Enter the

1

GUI HTTPS ssl method you want to use.

GUI HTTPS ssl cipher you want to use.

Outbound

Outbound

[AES128:RAES256: | SRP: | AESGOMHDH+aRSA: | AESGOMHRSA: !aNULL: ! KRSA: @STRENGTIH : ~aNULL: “EXPORT : ~IDFA: | DHE-RSA-AES256—-SHA] >

Would you like to Enable/Disable TLS Renegotiation for GUI HTTPS?

sslconfig settings:
GUI HTTPS method: tlsvl 1
GUI HTTPS ciphers:

AES128

AES256

! SRP

' AESGCM+DH+aRSA
! AESGCM+RSA
!aNULL

'kRSA

@STRENGTH
—-aNULL

—-EXPORT

—-IDEA
!DHE-RSA-AES256-SHA

GUI HTTPS TLS Renegotiation: Enabled
Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:

AES128

AES256

! SRP

' AESGCM+DH+aRSA
! AESGCM+RSA
!aNULL

'kRSA

@STRENGTH
—-aNULL

—-EXPORT

—-IDEA
!DHE-RSA-AES256-SHA

Inbound SMTP TLS Renegotiation: Enabled
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Outbound SMTP method:
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA

DHE+DSS+AES

AES128
AES256

I'SRP

| AESGCM+DH+aRSA
' AESGCM+RSA
'aNULL
'eNULL
'kRSA
@STRENGTH
-aNULL
—EXPORT
-IDEA

tlsvl 1ltlsvl 2

!DHE-RSA-AES256-SHA
Other TLS Client Services: TLS vl1.2,

Peer Certificate FQDN
Peer Certificate X509

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.

TLS v1.1 are
Validation: Disabled
Validation: Disabled

being used as

avv R sEH |

default

- PEER CERT_FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, Outbound

SMTP, updater and LDAP.

- PEER CERT X509 - Validate peer certificate X509 compliance for Alert Over TLS, Outbound

SMTP, updater and LDAP.
[1> inbound

Enter the inbound SMTP ssl method you want to use.

1. TLS vl1.1
2. TLS vl1.2
3. TLS v1.0
[1, 21> 2

Enter the inbound SMTP ssl cipher you want to use.

[AES128:RAES256: | SRP: | AESGOMHDH+aRSA: | AESGOMHRSA: !aNULL: ! KRSA: @STRENGTH : ~aNULL: ~EXPORT : ~IDFA: | DHE-RSA-AES256—-SHA] >

Would you like to Enable/Disable TLS Renegotiation for

sslconfig settings:
GUI HTTPS method: tls
GUI HTTPS ciphers:
AES128
AES256
! SRP
I AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'kRSA
@STRENGTH
-aNULL
-EXPORT
-IDEA
!DHE-RSA-AES256-
GUI HTTPS TLS Renegoti
Inbound SMTP method:
Inbound SMTP ciphers:
AES128
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telnet .

AES256

I'SRP

I AESGCM+DH+aRSA

' AESGCM+RSA

'aNULL

'kRSA

@STRENGTH

-aNULL

-EXPORT

-IDEA

! DHE-RSA-AES256—-SHA
Inbound SMTP TLS Renegotiation: Enabled
Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:

ECDH+aRSA

ECDH+ECDSA

DHE+DSS+AES

AES128

AES256

I'SRP

I AESGCM+DH+aRSA

' AESGCM+RSA

'aNULL

'eNULL

'kRSA

@STRENGTH

-aNULL

-EXPORT

-IDEA

! DHE-RSA-AES256-SHA
Other TLS Client Services: TLS v1.2, TLS vl.l are being used as default
Peer Certificate FQDN Validation: Disabled
Peer Certificate X509 Validation: Disabled

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

- OTHER CLIENT TLSV10 - Edit TLS v1.0 for other client services.

- PEER CERT_FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, Outbound
SMTP, updater and LDAP.

- PEER CERT X509 - Validate peer certificate X509 compliance for Alert Over TLS, Outbound
SMTP, updater and LDAP.

1>

telnet

£BH (Description)
UE— R BRAMIELET,

ERAE

M€ - oo~ R lcommit] (THEHY FH A,
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1

traceroute

avv R sEH |

JIALEH  Zavry RiivwY r B— R TORMEATEET, EHIC, Zoavwr Fignm
TAVKRAN (== r A Lizvyy) TORMEATEES, Zoa<vwr REHHT
BT, B—HI T2 AN VAT AT 7V EATEAVERNH Y 1,

NyF avw R Zoavy RNy FEXRESR—-FLTWHERA,

mail3.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[11> 3

Enter the remote hostname or IP.

[1> 193.168.1.1

Enter the remote port.

[25]> 25

Trying 193.168.1.1...

Connected to 193.168.1.1.

Escape character is '""]'.

£%B8 (Description)

ERAE

1

traceroute X~ R&fff3T 5L, BFA—NTF—b T oA DL IPV4ZFEHATEXY NU—2
KA~ AET ARLT, Xy NT—2 DRy AT EAV—TFT 4 T ORMEEZT Ny 7
TxEJ,

Fe® : Za<y K Tcommit] 1ZMEH D FHA,

PDISRRAEER . Z0a~ NI~y E— RFRTOAMFEHTEET, 61T, ZOavr NiEge
TAVHRAR (—F—Dal A Ly y) TORMEATEET, Z0avy Refd
HITIE, B—HIL T 7 A VAT AT IV EATELHLERH Y 77,

NyF avwrs R Zoavy RNy FEAZ S R—FLTWEEA,

mail3.example.com> traceroute

Which interface do you want to trace from?

1. Auto

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 1

Please enter the host to which you want to trace the route.
[1> 10.1.1.1

Press Ctrl-C to stop.
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traceroute6 .

traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway
(192.168.0.1) 0.202 ms 0.173 ms 0.161 ms
2 hostname
(10.1.1.1) 0.298 ms 0.302 ms 0.291 ms
mail3.example.com>

tracerouteb

i%B3 (Description)
traceroute6 2~ R&HEHTH L, B A—NT— T oA NS IPV6 ATy b
T—JRAS~DEGET AN LT, Xy NI—T DRy ST LV—TFT 4 7 OMEE T
Ny JTTEET,

ERAE
feE  Zoa<r R Tcommit] IZMNEHD FH A,

DSRARAER . Z0av  NI~vy = RTOMEFATEET, &HIZ, 2o~y Nidne
TAVHRAR (=P —DRa A Lic~vy) TORMERATEET, Z0avy REFEHT
AT, B—HNL T2 AN VAT ATV EATEAVERH Y 17,

NyF avw R Zoavwy FEIRnyFELXLEZSR—FLTHERA,
15

mail.example.com> traceroute6
Which interface do you want to trace from?

1. Auto
2. DI (2001:db8::/32: example.com)
11> 1

Please enter the host to which you want to trace the route.
[1> example.com

Press Ctrl-C to stop.

connect: No route to host

vml0O0esa0031l.ga> tracerouteb

Which interface do you want to trace from?

1. Auto
2. DI (2001:db8::/32: example.com)
11> 2

Please enter the host to which you want to trace the route.
[1> example.com
Press Ctrl-C to stop.
traceroute6 to example.com (2606:2800:220:1:248:1893:25¢8:1946) from 2001:db8::, 64 hops
max, 12 byte packets
sendto: No route to host
1 traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1
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avv R sEH |

trailblazerconfig

B (Description) (228 ~—Y)
- fER L (228 —)
« 5l (229 X—)

£%BH (Description)

N

trailblazerconfig 2~ RAZMEHTH &, H LW Web A ¥ —7 A ATHTTP & HTTPS
DFR— M E)r LT EHE & LG eV —T 4 v 7 T ET,

A TA A/V7O%§%¢éﬁzbi\ CLI 'C“help trailblazerconfig I~ f‘zgfﬁiﬂq Lijﬁo

ER7AE

GE)

5:“77]'/1/ kT, trailblazerconfig @ CLI @< ]‘fi%%){ — L=k '73:’1) Tﬁ?jﬂ:fo@’)f
WET, HTTPS R — "B 7 7 A T U+ — A THRINTWDLZ L 2B LET, £z, BT A —
N = KT 2 AT 7 BATDHEDITIRE LTZHA A 44 % DNS — "—0\ ik T 5 Z L &
R LET,

trailblazerconfig =~ > F&fEH4 25 &, ROMEL R TE £7,
«FRED T T 7T APL R — N OB OFAEZ BINT 2 L8R D 5,

« ANLIEBE, E—T VAN FREFTR Y7 VA MOR=UEEHTHLEIC, LT Y—
Web A v ¥ =72 A A2V XA LT hERD,

CEERTNALT 2T RIELR—F R=VDRA N w7 RN—ZTF—EZRNEENR,

BEX

WA A=/ — U xA Ttrailblazerconfig 2¥ ¥ REFIZTLH L, U7 =R FURLIZIE
HRA NI E#U 77 trailblazerconfig HTTPS AR — & BN EENE T,

HESLIRD & 912700 £,

ltrailblazerconfig enable <https_port> <http port>] I, T 7 )V hOR— b (HTTPS:
4431) C trailblazer i E % EIT L 7,

’—trailblazerconfig disable] [, trailblazer ?ﬁﬁ%ﬁiﬁ@z Ljﬁ‘é—o

ltrailblazerconfig status] I trailblazer RED AT —H A% F v 7 LFET,

fEFE : ZDa< 2 NiZ commit IZNEH Y £H A,
HSRAAEE : —pavwy R~y T— RCOMERATX 7,
NYyFaAIV R Zoavy NIy FEXLEZSR—F L TOHERA,
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5l
Ykﬁi\ trailblazerconfig I ¥ ]\%‘fﬁ/;j”: LTCAT—H A %%%Téjﬁff@{ﬂ%ﬂi\‘ LjﬁTo

maill.example.com> trailblazerconfig enable 4431

trailblazer is enabled.

To access the Next Generation web interface, use the port 4419 for HTTPS.
maill.example.com> trailblazerconfig status

trailblazer is running with https on 4419 port.

maill.example.com> trailblazerconfig disable

trailblazer is disabled.

(1>

ToORILAYT T4IL73

2T, OCLL vy RIZoWTHHALET,

outhreakconfig

£BH (Description)

outbreakconfig a2~ R T5L, TURNT LA T4 NV FHEEARETEET, 2
Da<wy REEHLTROT 7 v a v EFITTCEET,

T T NTVUA T T YN ET = X =TT LET,

T HETT AT N—IVDAX Y oA =T M LET,

CAX Y T BT TANDERKRTA XERELET (VA X&A NTANTDHI EITHEER
LCLEEn) ,

T URNITVAYT TANEDT T— oA FX—TNMIZLET,

sURLDOBF> T h A F—TMIZLET,

ERAE
EE : Zoa< N Tcommit] NHETT,
I IZABER . ZOavy Rk, TRTORYUE—R (VFRAF, IA—TF ) T
HTxET,
NyF awr K Zoawy Ry FEREZ P R—F LT EEA,

1

mail.example.com> outbreakconfig

Outbreak Filters: Enabled

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.
[1> setup

Outbreak Filters: Enabled

Would you like to use Outbreak Filters? [Y]>
Outbreak Filters enabled.
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Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or
back down below), meaning that new messages of

certain types could be quarantined or will no longer be quarantined, respectively.
Would you like to receive Outbreak Filter alerts? [N]>

What is the largest size message Outbreak Filters should scan?

[524288]1>

Do you want to use adaptive rules to compute the threat level of messages? [Y]>
Logging of URLs is currently disabled.

Do you wish to enable logging of URL's? [N]> Y

Logging of URLs has been enabled.

The Outbreak Filters feature is now globally enabled on the system. You must use the
'policyconfig' command in the CLI or the Email

Security Manager in the GUI to enable Outbreak Filters for the desired Incoming and
Outgoing Mail Policies.

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

[r>

outbreakflush

2B (Description)
FroviaE&NTWAEREL—LEZ VT LET,

ERAGE
WE : ZDa~y K2 lcommit] ZLEH D FHA,
JTARER . Zoa~vy R~y y F— R CTOREHATEET,
NYFARE: Zoavy NNy FEREZ R — L TWEREA,

1

mail3.example.com> outbreakflush

Warning - This command removes the current set of Outbreak Filter Rules, leaving your
network exposed until the next rule download.

Run "outbreakupdate force" command to immediately download Outbreak Filter Rules.

Are you sure that you want to clear the current rules? [N]> y

Cleared the current rules.

mail3.example.com>

outhreakstatus

£2BA (Description)

outbreakstatus 2~ N, BT 4 VHBBELR A RX—T N TDHMNE D), FEAENL—IL,
BIEO LXWVMEZR &, BT A VA ESREOBIEOREL R R LET,

ER7E

e o< R lcommit] (TM4EHY FH A,
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JTARER  ZDa<vy Rii~vwyy T— R TOMEHATEET,
NYyFaAIUER: Zoavy RNy FELEZR—FLTWWEE A,

1

mail3.example.com> outbreakstatus
Outbreak Filters: Enabled

Component Last Update Version
CASE Core Files 26 Jan 2014 06:45 (GMT +00:00) 3.3.1-005
CASE Utilities 26 Jan 2014 06:45 (GMT +00:00) 3.3.1-005
Outbreak Rules 26 Jan 2014 07:00 (GMT +00:00) 20140126 063240
Threat Outbreak Outbreak
Level Rule Name Rule Description

5 OUTBREAK 0002187 03 A reported a MyDoom.BB outbreak.
5 OUTBREAK 0005678 00 This configuration file was generated by...
3 OUTBREAK 0000578 00 This virus is distributed in pictures of...

Outbreak Filter Rules with higher threat levels pose greater risks.
(5 = highest threat, 1 = lowest threat)

Last update: Mon Jan 27 04:36:27 2014

mail3.example.com>

outbreakupdate

£%BH (Description)
CASE L—/LB LT Py a7 OHFFE#H2ER L £,

ERAE
MEE : ZOa<y K lcommit] 1ZMEH D FH A,

JITALER  ZDa<vy R~y BT— R TORMEATEET, &EHiIZ, Zoa~vy Fidn
TA Y FRAN (—WF—Bu s A Lirviy) TORMEHTEET,

Ny F AT R Zoa<vy RNy FEXREZ P R—F L TWERTA,

1

elroy.run> outbreakupdate
Requesting updates for Outbreak Filter Rules.

R —DE A

ZITHL RO CLLaw > RIZOWTHALET,
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dictionaryconfig

£2BA (Description)

ERAE

1

FTa4oaF) DER

T4 at ) D2

aTFUY F 4 aFVERELET,

M : Zoa< KX lcommit] 2NHHEETY,

JSRABEM . Zpavy NI, TR_RTOYrET—F (UPFREZ, TA—F, <) T
ATxEd,

NyF avwrs R Zoavy RNy FEAZ S R—FLTWEEA,

dictionaryconfig -> new ZfiHl L C7 ¢ 7+ a5V Z{ER L. dictionaryconfig
-> delete L CTF 1 7 v aF U EHIBRLET,

example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:
- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> HRWords

Do you wish to specify a file for import? [N]>
Enter new words or regular expressions, enter a blank line to finish.
<list of words typed here>

Currently configured content dictionaries:

1. HRWords

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> delete

Enter the number of the dictionary you want to delete:
1. HRWords

[1>1

Content dictionary "HRWords" deleted.

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1>

ZofFITIE, HEE lcodename) ZE e [secret words) & WO LAFIOHF LWT 427 aFUN
B snEd, 7427 a TV aANLED, edit->settings 7 a~> REFEHLT, 747
v a TV NOHEEDORIF & /N FORJIRLHIER A OB &2 ER L E T,
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mail3.example.com> dictionaryconfig

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> secret_words

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.
codename

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> settings

Do you want to ignore case when matching using this dictionary? [Y]>
Do you want strings in this dictionary to only match complete words? [Y]>
Enter the default encoding to be used for exporting this dictionary:

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]1>

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.
[1>

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1>

mail3.example.com> commit
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Please enter some comments describing your changes:

[1> Added new dictionary: secret_ words

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

T4 ar oA vR—+

WROFITIL, dictionaryconfig =~ RZfH LT, profanity.txt 7 ¥ A b 7 7 A JLIND
84 {5 > FH5E % Unicode (UTF-8) & LCT « 7+ a7V profanity IZA AR — F LET,

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.
[1> profanity

Do you wish to specify a file for import? [N]> y
Enter the name of the file to import:

[1> profanity.txt

Enter the encoding to use for the imported file:
1. US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)
Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

21>

84 entries imported successfully.

Currently configured content dictionaries:
1. profanity

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

W J oy U b W

T402aF)DITHYRKR—F

ROBITIX, dictionaryconfig 2~ R&MH LT, secret words 7 4 7 > a2+ U &7 %
A 7 7 A )V secret_words_export.txt (7 AR— K LET,

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret words
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[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:

[1> secret_words_export. txt

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:

[1> secret words_export.txt

exceptionconfig

£%88 (Description)

ER7AE

1

exceptionconfig =~ N& CLI T2 2 LI2k V., NAAL IS T —T VEAERT
xFEJ, ZoOHITIE, E A=/ 7 KA ladmin@zzzaaazzz.com] % KA A ST —T 2
BML, AU —% TAllow) I[ZRELET,

MeE : oo~ KX lcommit] NHFETI,

ISRBEM . Zpavy N, TR_RTOY >y F—F (P59 R&, TA—F <) T
HATxE7,

NyF avws/ R Zoavwy RNy FEXREZSR—FLTHERA,

mail3.example.com> exceptionconfig

Choose the operation you want to perform:

- NEW - Create a new domain exception table entry
[1> new
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. filters
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> mail.partner.com
Any of the following passes:
- @[IP address]
Matches any email address with this IP address.
- @domain
Matches any email address with this domain.
- @.partial.domain
Matches any email address domain ending in this domain.
- user(@
Matches any email address beginning with user@.
- user@domain
Matches entire email address.
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> admin@zzzaaazzz.com
Choose a policy for this domain exception:
1. Allow
2. Reject
[11> 1
Choose the operation you want to perform:
- NEW - Create a new domain exception table entry
- EDIT - Edit a domain exception table entry
- DELETE - Delete a domain exception table entry
- PRINT - Print all domain exception table entries
- SEARCH - Search domain exception table
- CLEAR - Clear all domain exception entries
11>
filters

£BA (Description)

A= F T g U EBRELET,

ER7AE

M€ - Zoa< K lcommit] NHEETI,

1

JGARER . Zpa<wy Riivwyy B— RCOREHATEET,
NYyFaAvv R Zoavy NIy FEXREZSR—F L TOHERA,

ORI, fiter I~ REFEHL T3 2OBFH LWT 4 V& 2EELET,

« WD T 4 VB DAFHIIL, big_messages T7, I #Uid body-size L —/L & LT, 10MB

FOREVWAE—TE R YT LET,

2 F/DDT 4 NVF DATHIIEL, no_mp3s T, Z LT attachment-filename /L— /L Z i L
T, .mp3 7 7 A WMLIRFPFWICIRE 7 7 ANV EZ DA vy =% Fry P LET,

3F/DHDT 4 NZDL4HIE, mailfrompm T, Z X mail-from L—/L&{FH LT,
postmaster@example.com 7> 5 D A — /L% 3T~ administrator@example.com O ~7 7 A

VR H—ARY abt—EER LFET,
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filter -> list¥ 7 a~< RaHHL, 74 NFDIVRANERRLT, TA4NENT 7T 4
TTHNTHDHZ EZMRLET, RIZ. move 7 a~r REFEHRLT, W EEBDOT 4
NEDMEEANEFELET, HEIC, BEEHEEL TNV ZERIIZLET,

mail3.example.com> filters
Choose the operation you want to perform:
- NEW - Create a new filter.
- IMPORT - Import a filter script from a file.
[1> new
Enter filter script. Enter '.' on its own line to end.
big_messages:

if (body-size >= 10M) {

drop() ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
no_mp3s:
if (attachment-filename == '\\.mp3$') {
drop () ;
}

1 filters added.
Choose the operation you want to perform:
- NEW - Create a new filter.
- DELETE - Remove a filter.
- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file
- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.
- LIST - List the filters.
- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.
[1> new
Enter filter script. Enter '.' on its own line to end.
mailfrompm:

if (mail-from == "“postmaster$")

{ bcc ("administrator@Rexample.com") ;}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
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- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.
[1> l1list

policyconfig

£BH (Description)
ZEHERMETITREER—ADORY v —aRELET,

ERAE
WEE : Zoa<y Rt lcommit] 2SMLET,

JIGAREM . Zoa<w s RiE, T RTCO~Y U ET—R (UF92F, IJ—F, <) T
AcExd,

NyF awrR: Zoa<wy RNy TFEXLEZYR—FLTWHWEEA,
151

ANRLAyvE—CHFAYTL, BHEEFDLWRNRNL Ay =27 —hA4 T BEEA—IL K O—DER

Z OHITIX, policyconfig->edit->antispam V7 a2~ REEH LT, T 7 4/ FOFEA—/L
R —DANRLMREEETRELET (ZNERIURENE AL X2 T4 v K —
VX HREO GULICHLH Y £T) .

T ANRAE L THHEHEISNT A v BV T — A TORMBENLERIN S, Fr vy
TEINET,

s ANRLDFENRHDA v E—VRT A TRBERVET, ZOXI A E—VIL,
quarantine.example.com & V9 Pr—/3— |21 A b —/L T2 AN LREREIC b EE S E
I, HEATTOYEEAIZ T % A b [quarantined: possible spam] 23BN &4, 2D XL 9 b LW
A —UZ1E X-quarantined: true &V O FERl e~y X —BEMS L ET, 2o U A
T, BEHEB IO Fa—V— 3R TRV E ) e X, FEEIILEIN
CTEDLWANRLD LEWEEFETE LT,

RRIZ, BRZfHEELET,

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[11> 1

Incoming Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |[Graymail:|Content Outbreak
————————————————————————— Protection: -————--—---—-|Filter: Filters:
DEFAULT| Ironport |[Mcafee N/A Off Off Enabled
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Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name: |[Anti-Spam:|Anti-Virus:|Advanced Malware|Graymail: |Content Outbreak
————————————————————————— Protection: -——————----| Filter: Filters:
1| DEFAULT| Ironport |Mcafee N/A N/A Off Enabled

Enter the name or number of the entry you wish to edit:

[1>1

Policy Summaries:

Anti-Spam: IronPort - Deliver, Prepend "[SPAM] " to Subject
Suspect-Spam: IronPort - Deliver, Prepend "[SUSPECTED SPAM] " to Subject

Anti-Virus: Off

Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1> antispam

Choose the operation you want to perform:

- EDIT - Edit Anti-Spam policy

- DISABLE - Disable Anti-Spam policy (Disables all policy-related actions)

[1> edit

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be
identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

1> 90

DELIVER

DROP

BOUNCE

TRONPORT QUARANTINE

What do you want to do with messages identified as spam?

[1]1> 2

Do you want to archive messages identified as spam? [N]>

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam threshold?
[50]> 50

The following configuration options apply to messages identified as SUSPECTED spam:
1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[11> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> y

1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED spam?
[11> 1

What text do you want to prepend to the subject?

[90
1.
2.
3.
4.
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[ [SUSPECTED SPAM]

1> [quarantined: possible spam]

avv R sEH |

RFTEF—LDRY) —DYER

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> y
Enter the name of the header:

[1> X-quarantined

Enter the text for the content of the header:

[1> true

Anti-Spam configuration complete

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Content Filters: Off (No content filters have been created)

Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1>

Name Anti-Spam:| Anti-Virus:| Advanced Malware |[Graymail:|Content Outbreak
————————————————————————— Protection: -————-——-——|Filter: Filters:
DEFAULT| Ironport |[Mcafee N/A N/A Off Enabled
Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> configured anti-spam for Incoming Default Policy

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Malware |[Graymail:|Content Outbreak
————————————————————————— Protection: -———-—--————|Filter: Filters:
DEFAULT| Ironport |Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies

- FILTERS
[1> new

- Edit content filters

Enter the name for this policy:

[1> sales_team

Begin entering policy members.
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Username entries such as joe@, domain entries such as @example.com, sub-domain
entries such as @.example.com, LDAP group memberships such as ldap (Engineers)

Enter a member for this policy:

[1> 1ldap(sales)

Please select an LDAP group query:

1. PublicLDAP.ldapgroup

[11> 1

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[11> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> y

Use the policy table default? [Y]> n

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be
identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

[901> 90
1. DELIVER
2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?

[1]1> 2

Do you want to archive messages identified as spam? [N]> n

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam
threshold?

[50]> 50

The following configuration options apply to messages identified as SUSPECTED
spam:

1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[1]1> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> n

1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED

spam?

[1]1> 3

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> n

Anti-Spam configuration complete

Would you like to enable Anti-Virus support? [Y]> y

Use the policy table default? [Y]> y

Would you like to enable Outbreak Filters for this policy? [Y]> ¥y

Use the policy table default? [Y]> y

Incoming Mail Policy Configuration

Name: Anti-Spam:| Anti-Virus:| Advanced Malware| Graymail:|Content Outbreak
————————————————————————— Protection: -———-------|Filter: Filters:
sales team IronPort |Default Default Default Default Default
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DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- FILTERS - Edit content filters

- CLEAR - Clear all policies
[1>

Wi, =oo=T V7 F—h GADE A—NVZEE) ORY —%ER L, dwg 7 7 A
WETTIRNTUAY T 4VE AF % o OMEIMIEELET,

IVC=ZF Y F—LDRY —DER

Incoming Mail Policy Configuration

Name: Anti-Spam:| Anti-Virus:|Advanced Malware| Graymail:|Content Outbreak
————————————————————————— Protection: —-————-——---| Filter: Filters:
sales team IronPort |Default Default Default Default Default
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> new

Enter the name for this policy:

[1> engineering

Begin entering policy members. The following types of entries are allowed:
Username entries such as joe@, domain entries such as @example.com, sub-domain entries
such as @.example.com,

LDAP group memberships such as ldap (Engineers)
Enter a member for this policy:

[1> bob@example.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[11> 1

Add another member? [Y]> y

Enter a member for this policy:

[1> fredRexample.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

11> 1
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Add another member? [Y]> y

Enter a member for this policy:

[1> joe@example.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[11> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> y
Use the policy table default? [Y]> y

Would you like to enable Anti-Virus support? [Y]> y
Use the policy table default? [Y]> y

Would you like to enable Outbreak Filters for this policy? [Y]> y
Use the policy table default? [Y]> n

Would you like to modify the list of file extensions that bypass
Outbreak Filters? [N]> y

Choose the operation you want to perform:

- NEW - Add a file extension

[1> new

Enter a file extension:

[1> dwg

Choose the operation you want to perform:

- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1> print

The following file extensions will bypass Outbreak Filter processing:
dwg

Choose the operation you want to perform:

- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1>

Incoming Mail Policy Configuration

Name : Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak
————————————————————————— Malware —-—————----| Filter: Filters:
Protection: | = |---------— | o-mooo—————
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>
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WIZ, [Zfg A — WV ER U > — (Incoming Mail Overview policy) 17— 7 /L CTHHT25 35D
Lnarsoy 7402 EERLET,

CLI TiZ, policyconfig =~ RO filters 7 a~< > NI [ZfE=> T Y 7 4 /4% (Incoming
Content Filters) ]GUI X— Y &R UHREZ D EF, CLI Car 7Y 7 o VX a{ElT 5 &
T, save 7 a~wr REMH L TT 4 v Z Z{/17F L, policyconfig 2~ > RIZK 5 ME)N
b ET,

%9, scan_for confidential 2> 7 L 7 4 NMH EER L E T,
scan_for_confidential 3> 7 > 7 4 LA DIER

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak

————————————————————————— Malware -———-—-————|Filter: Filters:
Protection: | = |---------— | o-moo——————

sales_team|IronPort |[Default Default Default Default Default

engineering| Default Default Default Default Default Enabled

DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> filters

No filters defined.

Choose the operation you want to perform:

- NEW - Create a new filter

[1> new

Enter a name for this filter:

[1> scan_for_confidential

Enter a description or comment for this filter (optional):

[1> scan all incoming mail for the string 'confidential'
Filter Name: scan_for confidential

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add
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1. Condition
2. Action
[11> 1

1. Message Body Contains
2. Only Body Contains (Attachments are not scanned)

3. Message Body Size

4. Subject Header

5. Other Header

6. Attachment Contains

7. Attachment File Type

8. Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Attachment Corrupt

13. Envelope Recipient Address

14. Envelope Recipient in LDAP Group

15. Envelope Sender Address

16. Envelope Sender in LDAP Group

17. Reputation Score

18. Remote IP

19. DKIM authentication result

20. SPF verification result

[11> 1

Enter regular expression or smart identifier to search message contents for:
[1> confidential

Threshold required for match:

[1]1> 1

Filter Name: scan_ for confidential

Conditions:

body-contains ("confidential", 1)

Actions:

No actions defined yet.

Description:

scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

1> add

. Condition

. Action

11> 2

. Bcc

. Notify

. Redirect To Alternate Email Address
. Redirect To Alternate Host

. Insert A Custom Header

. Insert A Message Tag

. Strip A Header

. Send From Specific IP Interface
9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

[
1
2

[
1
2
3
4
5
6
7
8
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21. Encrypt on Delivery

22. Skip Outbreak Filters check

[11> 1

Enter the email address(es) to send the Bcc message to:

[1> hrRexample.com

Do you want to edit the subject line used on the Bcc message? [N]> y
Enter the subject to use:

[$Subject]> [message matched confidential filter]

Do you want to edit the return path of the Bcc message? [N]> n

Filter Name: scan_ for confidential

Conditions:

body-contains ("confidential", 1)

Actions:

bcc ("hr@example.com", "[message matched confidential filter]")
Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
- SAVE - Save filter
1> add

[
1. Condition

2. Action

[1]1> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[11> 14

1. Policy

[11> 1

Filter Name: scan_for confidential
Conditions:

body-contains ("confidential", 1)

Actions:

bcc ("hr@example.com", "[message matched confidential filter]")
quarantine ("Policy")

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
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- MOVE - Reorder the conditions or actions
- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1>

no_mp3s 3 & U ex_employee I T Y 7 4 ILZ DIERL

Choose the operation you want to perform:

- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[]1> new

Enter a name for this filter:

[1> no_mp3s

Enter a description or comment for this filter (optional):
[1> strip all MP3 attachments

Filter Name: no_mp3s

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

strip all MP3 attachments

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

1> add

. Condition

. Action

11> 2

. Bcc

. Notify

. Redirect To Alternate Email Address
. Redirect To Alternate Host

. Insert A Custom Header

. Insert A Message Tag

. Strip A Header

. Send From Specific IP Interface
9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[
1
2

[
1
2
3
4
5
6
7
8
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[11> 12

Enter the file type to strip:

[1> mp3

avv R sEH |

Do you want to enter specific text to use in place of any stripped attachments?[N]> n

Filter Name:
Conditions:
Always Run
Actions:

no_mp3s

drop-attachments-by-filetype ("mp3")

Description:

strip all MP3 attachments

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description
- ADD - Add condition or action
- SAVE - Save filter

[]> save

Defined filters:
1. scan_for confidential: scan all incoming mail for the string 'confidential'

2. no mp3s: strip all MP3 attachments
Choose the operation you want to perform:

- NEW - Create a new filter

- EDIT - Edit an existing filter
- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[]> new
Enter a name

for this filter:

[1> ex_employee

Enter a description or comment for this filter
[1> bounce messages intended for Doug

Filter Name:
Conditions:
Always Run
Actions:

ex employee

No actions defined yet.

Description:

bounce messages intended for Doug

Choose the operation you want to perform:

- RENAME - Rename this filter
- DESC - Edit filter description
- ADD - Add condition or action

[1> add

1. Condition
2. Action
[11> 1

1. Message Body Contains

O J o U bW

Only Body Contains
Message Body Size
Subject Header
Other Header
Attachment Contains
Attachment File Type
Attachment File Hash

9. Attachment Name

10. Attachment MIME Type
11. Attachment Protected
12. Attachment Unprotected
13. Attachment Corrupt

14. Envelope
15. Envelope
16. Envelope
17. Envelope

Recipient Address
Recipient in LDAP Group
Sender Address

Sender in LDAP Group

(optional) :

(Attachments are not scanned)
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18. Reputation Score

19. Remote IP

20. DKIM authentication result
21 SPF verification result

no_mp3s 3 & U ex_employee 2> T2 7 4 LE DR .

[1]1> 13

Enter regular expression to search Recipient address for:
[1> doug

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

No actions defined yet.

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

[
1
2
[
1
2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Drop Attachments By Hash

15. Send To System Quarantine

16. Duplicate And Send To System Quarantine

17. Add Log Entry
18. Drop (Final Action)
19. Bounce (Final Action)

20. Skip Remaining Content Filters (Final Action)

21. Encrypt (Final Action)

22. Encrypt on Delivery

23. Skip Outbreak Filters check
[1]1> 2

Enter the email address(es) to send the notification to:

[1> joe@example.com

Do you want to edit the subject line used on the notification? [N]> y

Enter the subject to use:

[1> message bounced for ex-employee of example.com
Do you want to edit the return path of the notification? [N]> n
Do you want to include a copy of the original message as an attachment to the

notification? [N]> y
Filter Name: ex employee
Conditions:

rcpt-to == "doug"
Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of

example.com")

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
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- RENAME - Rename this filter
- DESC - Edit filter description
- ADD - Add condition or action

- DELETE - Delete condition or action
SAVE - Save filter
[1> add

1. Condition

2. Actlon

[11>

1. Bcc

2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Drop Attachments By Hash

15. Send To System Quarantine

16. Duplicate And Send To System Quarantine
17. Add Log Entry

18. Drop (Final Action)

19. Bounce (Final Action)

20. Skip Remaining Content Filters (Final Action)
21. Encrypt (Final Action)

22. Encrypt on Delivery

23. Skip Outbreak Filters check

[1]> 18

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of
example.com")

bounce ()

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
- SAVE - Save filter
[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'
2. no mp3s: strip all MP3 attachments

3. ex employee: bounce messages intended for Doug
Choose the operation you want to perform:

- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

(1>

Incoming Mail Policy Configuration
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Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak
————————————————————————— Malware -————-----| Filter: Filters:
Protection: | = |---------- | ----——--——-
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters
- CLEAR - Clear all policies

[1>

BEORYD—IZRTE2aA2FoY T4ILEDAR—TILE

WITRTDIE, &9 —ERY) O —FAX—T I LT —EHORY —Darso0Y 7 4 2717

JEARX—TNWICT D HETT,

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak
————————————————————————— Malware -——--—-————|Filter: Filters:
Protection: | = |-=-=m----- | mmmmmmm———-
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters
- CLEAR - Clear all policies

[1> edit
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Name: Anti-Spam:| Anti-Virus:| Advanced Graymail: |Content Outbreak
————————————————————————— Malware —-———-——---| Filter: Filters:
Protection: | = |--mmmmmmmm oo
L|sales_team|IronPort |[Default Default Default Default Default
2| engineering| Default Default Default Default Default Enabled
3| DEFAULT Ironport |Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:
[1> 3

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean
Graymail Detection: Unsubscribe - Disabled

Content Filters: Off

Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- ENABLE - Enable Content Filters policy

[1> enable

1. scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1>1

1. Active scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 2

1. Active scan_for confidential

2. Active no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 3

1. Active scan_for confidential

2. Active no_mp3s

3. Active ex _employee

Enter the filter to toggle on/off, or press enter to finish:
(1>

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean
Graymail Detection: Unsubscribe - Disabled

Content Filters: Enabled. Filters: scan_for confidential, no mp3s, ex employee
Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy
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- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

1>

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak
————————————————————————— Malware -———-—-————| Filter: Filters:
Protection: | [ ---------— | o-m—o——————
sales_team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Enabled Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy
- PRINT - Print all policies
- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy
- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware —-—————-——-——| Filter: Filters:
Protection: | = |--m—m————— | -—————————=
L|sales_team|IronPort |Default Default Default Default Default
2| engineering| Default Default Default Default Default Enabled
3| DEFAULT Ironport |Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to
[1> 2

Policy Summaries:
Anti-Spam: Default
Anti-Virus: Default
Graymail Detection:
Content Filters: Default

Outbreak Filters: Enabled. Bypass extensions:
Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

edit:

Unsubscribe - Default

dwg
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- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- DISABLE - Disable Content Filters policy (Disables all policy-related
actions)

- ENABLE - Enable Content Filters policy

[1> enable

1. scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1>1

1. Active scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1>3

1. Active scan_for confidential

2. no_mp3s

3. Active ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[r>

Policy Summaries:

Anti-Spam: Default

Anti-Virus: Default

Graymail Detection: Unsubscribe - Default

Content Filters: Enabled. Filters: scan for confidential, ex employee

Outbreak Filters: Enabled. Bypass extensions: dwg

Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

(>

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: |Content Outbreak

————————————————————————— Malware -——---——-—|Filter: Filters:
Protection: | = |--=m-mm-m— | o-mmm——————

sales_team|IronPort |[Default Default Default Default Default

engineering| Default Default Default Default Enabled Enabled

DEFAULT Ironport |Mcafee N/A Off Enabled Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
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- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>

\}

GE)  ZoCLLTE, xRy v—IZHLWarT vy 7o 2 E2BINT 5HEIEH D 8 A,
filters %7 =< R CiX, policyconfig I~ KD 1 DDH 77 v arhbdT XTOarys
YV Ty EERTHILIZRDET, EDH, ZOFITIL drop_large attachments D 3E N
AWML TWET,

FTIHILEDEERYO—DODIPKRY o —
I, TTHNVEFDORERY S —TDLP RY o —% A 2 —T T 5 HEEZRLET,

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]1> 2

Outgoing Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus:|Advanced Malware|Graymail:|Content Outbreak DLP:
————————————————————————— Protection: —-———-—-----| Filter: Filters: -]
DEFAULT| N/A N/A N/A Off Off Off Off

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name: |Anti-Spam:|Anti-Virus:|Advanced Graymail: | Content Outbreak DLP:
————————————————————————— Malware -————--——-—-|Filter: Filters: ——=
Protection: | = |---=-----— fommmmm—mm———
1| DEFAULT| N/A N/A N/A Ooff Ooff Off Off

Enter the name or number of the entry you wish to edit:
[1>1

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)

Async0S 14.0 for Cisco Secure Email GatewayCLI ') 7 7 LV XA K (—fREA) .



avv R sEH |

. —FBEA—ILFERRY—I XL RV FI—IDEA—LTHDERRNEN A vE—DF FOY T HEERY O—DER

Outbreak Filters: Off

DLP: Off

Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- DLP - Modify DLP policy

[1> dlp

Choose the operation you want to perform:
- ENABLE - Enable DLP policy

[1> enable

1. California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1>1

1. Active California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files
Enter the policy to toggle on/off, or press enter to finish:

[1> 2

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
(1> 3

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Active Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
(1>

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)
Outbreak Filters: Off

DLP: Enabled. Policies: California AB-1298, Suspicious Transmission - Zip
Files, Restricted Files

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- DLP - Modify DLP policy

(1>

—FEEA—IILFEREFY—2FILRYFT—ODEA—ILTHEIEHN SN AvE—CF KOy T EBER) O—

DR

mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]1> 1

Incoming Mail Policy Configuration

Name: |Anti-Spam:|Anti-Virus: Advanced Malware |Graymail:|Content Filter:|Outbreak
————————————————————————— Protection: e e Filters:
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DEFAULT| Of £ N/A N/A Off Off N/A
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name: |Anti-Spam:|Anti-Virus:|Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: -—————————|Filter: Filters:
1| DEFAULT| Of £ N/A N/A Ooff Ooff N/A

Enter the name or number of the entry you wish to edit:
(1> 1

Policy Summaries:

Anti-Spam: Off

Graymail Detection: Off

Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- GRAYMAIL - Modify Graymail policy

- FILTERS - Modify filters

[1> graymail

Choose the operation you want to perform:

- ENABLE - Enable Graymail policy

[1> enable

Begin Graymail configuration

Do you want to enable Safe Unsubscribe? [N]> y

Do you want to perform Safe Unsubscribe action only for unsigned messages

[yi>

Do you want to enable actions on messages identified as Marketing Email?
Do you want to enable actions on messages identified as Social Networking Email?

1. DELIVER
2. DROP
3. BOUNCE

[N]>

What do you want to do with messages identified as Social Networking Email?

(11> 2

Do you want to archive messages identified as Social Networking Email?
Do you want to enable actions on messages identified as Bulk Email?

1. DELIVER
2. DROP
3. BOUNCE

What do you want to do with messages identified as Bulk Email?
11> 2
Do you want to archive messages identified as Bulk Email? [N]>
Graymail configuration complete.
Policy Summaries:
Anti-Spam: Off
Graymail Detection: Unsubscribe - Enabled
Social Networking mails : Drop
Bulk mails : Drop
Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy
- GRAYMAIL - Modify Graymail policy
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- FILTERS - Modify filters

(1>

mail.example.com> policyconfig
Would you like to configure Incoming or Outgoing Mail Policies?

[CEODTRFYUFREEELTY—V SN Ay E—UENET HEER) O—DERTE

avv R sEH |

1. Incoming
2. Outgoing
[11> 1
Incoming Mail Policy Configuration
Name Anti-Spam:| Anti-Virus:| Advanced Malware |[Graymail:|Content Filter: Outbreak
————————————————————————— Protection: o e Filters:
DEFAULT| Of £ N/A N/A Off Off N/A
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Malware |Graymail: |Content Outbreak
————————————————————————— Protection: -——---———-|Filter: Filters:
1| DEFAULT| Of £ N/A N/A Off Off N/A

Enter the name or number of the entry you wish to edit:

[1> 1
Policy S

Advanced Malware Protection: Malware Action - drop ,
, Rate Limit Unscannable Action - deliver ,
Available Unscannable Action - deliver ,

deliver

Remediat
Content
Outbreak

ummaries:

ion (MAR)
Filters:
Filters:

Disabled

Off

Off

Choose the operation you want to perform:

- OUTBREAK - Modify Outbreak Filters policy
- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters
[1> advancedmalware

Choose the operation you want to perform:
- EDIT - Edit Advanced-Malware protection policy

- DISABLE - Disable Advanced-Malware protection policy

actions)
[1> edit

Begin AMP configuration

Do you want to enable File Analysis?

[Yl>

AMP
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Do you like the system to automatically insert an X-header with the anti-malware scanning
results? (Recommended for trouble-shooting) [Y]>

Unscannable Message Handling

Current actions to take if any of the attachments could not be scanned due to message
errors:

- WARNING: Delivering Unscannable due to Message Errors messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to message errors? [N]> yes

Current actions to take if any of the attachments could not be scanned due to rate limit
hit:

- WARNING: Delivering Unscannable due to Rate Limit messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to rate limit hit? [N]> yes

Current actions to take if any of the attachments could not be scanned due to AMP Service
not available:
- WARNING: Delivering Unscannable due to AMP Service Not Available messages normally
- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"
- Archiving copies of the original message.
Do you want to edit the actions for Unscannable Message due to AMP Service not available?
[N]> yes

Bl [EHA (From) 1Ny ¥ —DBEEDRE

YK@WJ'@(Z}Z\ policyconfig > match headers {*Ef'ﬁ]llﬁ{j‘ﬁ"j:xvj/ ]\%ﬁﬂ% LT\ %%7{ “—/1/5“—
P72 THEEBIOREA vE—VERET 57200, [ZEHA (From) [ A yE—I~y
X —DEINANL 2R E L E T,

maill.example.com > policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or
Match Headers Priority?

1. Incoming Mail Policies
2. Outgoing Mail Policies
3. Match Headers Priority
[11> 3

Match Headers Priority Configuration
Priority: Headers:

Pl Envelope Sender

Choose the operation you want to perform:

- ADD - Add match priority for headers

- EDIT - Edit an existing match priority for headers

- REMOVE - Remove an existing match priority for headers
[1> add

Choose headers for priority 2
Add header "From" Header:

1. Yes
2. No
[11> 1

Add header "Reply-To" Header:
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1. Yes
2. No
[1]1> 2

Add header

1. Yes
2. No
[1]1> 2

"Sender" Header:

Match Headers Priority Configuration

Priority:

Headers:

Envelope Sender

"From"

Header

Cisco Advanced PhishingProtection 7 57 KH—EZXADA v E—P AR T—2 DEEEZAMNELT EZER) O —DEE

W DOHTiL, Cisco Advanced Phishing Protection 27 7V R —EA~D A vE—T A X T —X D
Rk EAMETHDZERY — 2 ERTE ET,

mail.example.com> policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or
Match Headers Priority?

1. Incoming Mail Policies
2. Outgoing Mail Policies
3. Match Headers Priority

[1]1> 1

Incoming Mail Policy Configuration

Name Anti-Spam:|Anti-Virus:| Advanced Graymail: |Content Outbreak Advanced
————————————————————————— Malware -——-------|Filter: Filters: Phishing
Protection:| = [---———-———|ommmmmmmmo Protection:
Off
DEFAULT Ironport Mcafee N/A Off Off Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:|Anti-Virus:| Advanced Graymail: |Content Outbreak Advanced
————————————————————————— Malware -——-------|Filter: Filters: Phishing
Protection:} = [---———————|—mmmmmmm—— Protection:
Off
DEFAULT Ironport Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:[]> 1
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Policy Summaries:

Content Filters: Off (No content filters have been created)
Advanced Phishing Protection: Off
Choose the operation you want to perform:

- ADVANCEDPHISHING - Modify Advanced Phishing Protection Policy
- FILTERS - Modify filters

[1> advancedphishing

Choose the operation you want to perform:
- ENABLE - Enable Advanced Phishing Protection Policy

[1> enable

Do you want to perform email forwarding [N]> Y

Policy Summaries:

Content Filters: Off (No content filters have been created)
Advanced Phishing Protection: Email Forwarding - enabled

Choose the operation you want to perform:
- ADVANCEDPHISHING - Modify Advanced Phishing Protection Policy

77 AVSHOHENRERDA vE—URAT7AILE RO Y TTE-ODEER) O —DERE

WIZ, BEA—NVRY =2 ER LTI 7 A NGHHER EIZREPIC R > TND A v =Y
DRSS 7 7 A N EHIBRT 612" LET,

maill.example.com> policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or Match
Headers Priority?

1. Incoming Mail Polices

2. Outgoing Mail Policies

3. Match Headers Priority

[1]1> 1

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:|Advanced Malware |[Graymail:|Content Outbreak
————————————————————————— Protection: -———-——--—-|Filter: Filters:
DEFAULT| Of £ N/A Enabled Off Off N/A
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: -—-—--—----| Filter: Filters:
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DEFAULT| Of £ N/A Enable Off Off N/A

Enter the name or number of the entry you wish to edit:

[1>1

Policy Summaries:

Advanced Malware Protection: Malware Action - drop , Message Error Unscannable
Action - deliver , Rate Limit Unscannable Action - deliver , AMP Service Not
Available Unscannable Action - deliver , File Analysis Action - Deliver ,
Mailbox Auto Remediation (MAR) - Disabled

Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:

- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters

[1> advancedmalware

Choose the operation you want to perform:

- EDIT - Edit Advanced-Malware protection policy

- DISABLE - Disable Advanced-Malware protection policy (Disables all policy-related
actions)

[1> edit

Begin AMP configuration
Do you want to enable File Analysis? [Y]>

Do you like the system to automatically insert an X-header with the anti-malware scanning
results? (Recommended for trouble-shooting) [Y]>

Unscannable Message Handling

Current actions to take if any of the attachments could not be scanned due to
message errors:

- WARNING: Delivering Unscannable due to Message Errors messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to message errors? [N]>

Current actions to take if any of the attachments could not be scanned due to
rate limit hit:

- WARNING: Delivering Unscannable due to Rate Limit messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to rate limit hit? [N]>
Current actions to take if any of the attachments could not be scanned due to
AMP Service not available:

- WARNING: Delivering Unscannable due to AMP Service Not Available messages
normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to AMP Service not
available? [N]>
Malware Infected Message Handling
Current actions to take if any of the file contains malware and cannot be
repaired:

- Dropping Infected Messages

- Archiving copies of the original message.

Do you want to edit the actions for Malware Infected Message Handling? [N]>

Do you want to edit the actions for Messages with File Analysis Pending? [Y]>

1. Quarantine
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2. Deliver As Is
Action applied to the original message:
(21>

Do you want to deliver mail to an alternate mailhost? [N]>

Do you want to redirect mail to an alternate email address? [
Do you want to add a custom header? [N]>

Do you want to modify the subject? [Y]>

1. Prepend

2. Append

Select position of text:
[11>

Enter the text to add:
[ [WARNING: ATTACHMENT (S) MAY CONTAIN MALWARE]]>

Do you want to archive the original message? [Y]>

Do you want to drop attachments with the file analysis verdic

Messages with File Analysis Pending

Current actions to take if any of the attachments uploaded fo
- WARNING: Delivering File Analysis Pending messages normal
- Prepending subjects with " [WARNING: ATTACHMENT (S) MAY CONT
- Archiving copies of the original message.
- Dropping Attachments with File Analysis Pending.

Mailbox Auto Remediation (MAR) - Disabled
Do you want to disable Mailbox Auto Remediation action? [N]>

Do you want to edit Mailbox Auto Remediation action? [N]>

Advanced-Malware configuration complete
Policy Summaries:

Advanced Malware Protection: Malware Action - drop , Message
Action - deliver , Rate Limit Unscannable Action - deliver ,
Available Unscannable Action - deliver , File Analysis Action
Mailbox Auto Remediation (MAR) - Disabled

Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:

- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters

[1>

quarantineconfig

%83 (Description)

ER7E

VAT LADRBEERE L ET,

e Zooa<2 K lcommit) MBI TI,

quarantineconfig .

t still pending? [N]> yes

r file analysis
ly
AIN MALWARE]"

Error Unscannable
AMP Service Not
- Deliver ,
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mail3.example.com> quarantineconfig
Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention Policy
1 Outbreak 3,072 0.0 1 12h Release
2 Policy 1,024 0. 497 10d Delete
3 Virus 2,048 empty 0 30d Delete

2,048 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.

[1> new

Please enter the name for this quarantine:

[1> HRQuarantine

Retention period for this quarantine. (Use 'd' for days or 'h' for hours or 'm' for
'minutes'.):

[1> 15d

1. Delete

2. Release

Enter default action for quarantine:

[1]1> 2

Do you want to modify the subject of messages that are released because
"HRQuarantine" overflows? [N]>

Do you want add a custom header to messages that are released because
"HRQuarantine" overflows? [N]>

Do you want to strip all attachments from messages that are released
because "HRQuarantine" overflows? [N]>

Do you want default action to apply automatically when quarantine space fills up? [Y]>
Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention Policy
1 HRQuarantine 1,024 N/A N/A 15d Release
2 Outbreak 3,072 0.0 1 12h Release
3 Policy 1,024 0.1 497 10d Delete
4 Virus 2,048 empty 0 30d Delete

(N/A: Quarantine contents is not available at this time.)
1,024 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.

a—P— OB BT BEMIC Ty) SEY NEV) EExD L, a—F—FHBMIHS N,
Z—P— U R NEFHETEET, ZhICEY ., BEEEICBET DO BRI % 72 < T IRk
(2t LT O 2 — P — 2 BN E MR T & E T, o F—E 2 v 3 v D
BEFREATT DT, ZoF a7~ ([>) T Enter 2 LE T,
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scanconfig .

G¥)

scanconfig

VAT AR A N =P —F i IA R —F 2= —MER STV A AR, 2 — Y —
~ORBEEZT 2T 7 A2 NER SN ET,

FEEfE oD = —4— U X MZiX, Operators 7 /L—7 it X Guests TN—T BT 52— —721F

NEaEEd, Administrators 7 /L — 7RO 1—H— BB LTI R_RTCDOT 7 & A
BaRHET, l*ﬁ*JXF%Aﬁﬁék% i #AT@ﬁmv/W&xkn%# D
T TRt O = —H— U X MZHEENTWND . NEW 2= RIFEHART L0 £3, [F

Bz, HIBROX G E 0D 2 —H— @ﬁﬁbﬁ%%ﬁ\M1HE27/FiﬁmTTE@Ui
ﬁ—o

£BH (Description)

ER7E

1

W77 ANDAF Y R —HHELET,

MEE : Z0a<y Kt Tcommit] 2SMHEE T,

JIAAER  Zoa<vw N, I R_RTCO~Y U EF—F (P T7RF, J)—T, =) T
HTxE9,

NyF a<wr B Zoawy RNy FERE2FR—FLTHET,

Z OFITIX, scanconfig 2~ RTLUUTD/NRT A —FEHELET,

s video/*, audio/*, image/* ® MIME % A FIAFX v 7INET (2T U VT AF ¥ &S
nNEEA)

« XA FENT (HIFWR) T—IATHRNT7 7 A MT. mKR 10 L~V ETRAF Y U Eh
9, (F7H/AME5LL)

s AX X VENDIRMN T 7 ANDERKRT A XF, 25MBTY, ZHLEDKEWT 7 A 0iET
RCAFxF vy 7INET, (F74/ME5MB) .

c RX2 AV NDAZT =N ARy INET,

T FANDAT Y L DEA LT T M, 180 PICHRESNET,

«c AX X UINRPOTLHWMN T 7 AT, BB =B LW ERRINNET, (T
7+ v EOEE) .

« 7= TF A FDOALR MIME 4 A 7D plain/text % 7213 plain/html #3531 & 5 7E &
NTOWRWEAIL, ASCII = a— RRMERA S ET,
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[assume the attachment matches the search pattern] % Y] IZEETH &, AF vy U TEXRNVA >
T—VEA =T TN HF =Ko Ttrue RSN E T, kD, BEEC-HK
LA vt —VOER LY, PHRAOEIERELET LDV ET, ZOXIRA vy E—
ik, ar T UYNRELL AF Y U TERNENHIBBTRESLTOWE L, ZORET
DLP A % ¢ (i H S EE A,

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.

Choose one:

[2]> 2

Enter the maximum depth of attachment recursion to scan:

[5]> 10

Enter the maximum size of attachment to scan:

[5242880]> 10m

Do you want to scan attachment metadata? [Y]> y

Enter the attachment scanning timeout (in seconds) :

[30]> 180

If a message has attachments that were not scanned for any reason (e.g.
because of size, depth limits, or scanning timeout), assume the attachment matches the
search pattern? [N]> n

If a message could not be deconstructed into its component parts in order to remove
specified attachments, the system should:

1. Deliver

2. Bounce

3. Drop

[11>

Configure encoding to use when none is specified for plain body text or
anything with MIME type plain/text or plain/html.

US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)

Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[1]1> 1

Scan behavior changed.

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

W J oy b W
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- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.
- IMPORT - Load mappings from a file.
- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> print

1. Fingerprint Image
2. Fingerprint Media
3. MIME Type audio/*
4. MIME Type image/*
5. MIME Type video/*

Bl : A XY UTELEWAYE—SDAYE—UNEBT7HS 3 VDERTE

W DOFITIL, scanconfig > setup A ¥ REfFEH LT, ™77 A VOB L7728
12, BT UV AXF Yy TILL o TAF Y EINBRNWA =V DA vV T 7 a v %
AL, BELET,

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED. Choose the
operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.
-[1>SMIMEsetup- Configure S/MIME unpacking.
[1 > setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.

Choose one: [2]>
Enter the maximum depth of attachment recursion to scan: [5]>
Enter the maximum size of attachment to scan: [5242880]>

Do you want to scan attachment metadata? [Y]>
Enter the attachment scanning timeout (in seconds): [30]>

If a message has attachments that were not scanned for any reason (e.g.
because of size, depth limits, or scanning timeout), assume the attachment matches the
search pattern? [N]>

In case of a content or message filter error, should all filters be bypassed? [Y]>
Assume zip file to be unscannable if files in the archive cannot be read? [0]>

If a message could not be deconstructed into its component parts in order
to remove specified attachments, the system should:

1. Deliver
2. Bounce
3. Drop
[11>

Configure encoding to use when none is specified for
plain body text or anything with MIME type plain/text or plain/html.
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US-ASCII
Unicode (UTF-8)
Unicode (UTF-16)
Western European/Latin-1 (ISO 8859-1)
Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)
Simplified Chinese (GB 2312)
Simplified Chinese (HZ GB 2312)
Korean (ISO 2022-KR)

Korean (KS-C-5601/EUC-KR)

Japanese (Shift-JIS (X0123))

Japanese (IS0-2022-JP)

Japanese (EUC)

W Joy b Ww N

e e S ST Vo)
W N~ O

[1> Do you want to enable actions on unscannable messages due to an extraction failure?
y/n [Y]> Yes

1. Drop Message

2. Deliver As Is

3. Quarantine

Action applied to original message: [2]> 2

Do you want to deliver mail to an alternate mailhost ? [N]> yes
Enter the mailhost to deliver to: []> mail.example.com

Do you want to redirect mail to an alternate email address ? [N]> yes

Enter the address to deliver to:
[1> user@mail.example.com

Do you want to add a custom header? [N]> yes
Enter the header name: []> Unscannable Messages

Enter the header content:
[1> Actions taken on Unscannable Messages

Do you want to modify the subject? [N]> yes

1. Prepend
2. Append

Select position of text: [1]> 1

Enter the text to add:
[ [WARNING: UNSCANNABLE EXTRACTION FAILED]]> [WARNING: UNSCANNABLE FILE EXTRACTION FAILURE]

£BA (Description)

ER7AE

HIBRT DA v = Ay =DV A NEEZRLET,

He® : ZDa<y Kt Tcommit] 2AH3ETI,
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textconfig

w

ISRBEM . Zpavy N, TR_RTOY >y F—F (5 R&, TA—F <) T
HATxE7,

NyF avw R Zoavwy IRy FELXSEZSR—-FLTHERA,

mail3.example.com> stripheaders

Not currently stripping any headers.
Choose the operation you want to perform:
- SETUP - Set message headers to remove.
[1> setup

Enter the list of headers you wish to strip from the messages before they are delivered.
Separate multiple headers with commas.
[1> Delivered-To

Currently stripping headers: Delivered-To

Choose the operation you want to perform:
- SETUP - Set message headers to remove.
[r>

mail3.example.com>

£2BA (Description)

ER7AE

1

DLP, "y A BEE{LBHMEEZD, TVITUANATI—h T T L—h, AvbE—U%
EHIE, @AT L — R EDOTXRA N ) V=R 2R ELET,

MeE : Zoa< K lcommit] NHEETI,

JGAREE . Zoavwr RiE, TRTOYEFT—F (WFRE, T—F, =) Tff
ATxE7,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

textconfig -> NEW AL CTF* A~ U Y —RX%Z/E L. textconfig > delete %
HHLTTFA N Y Y —2%HIBRLET,

mail3.example.com> textconfig

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

[1> new

What kind of text resource would you like to create?
. Anti-Virus Container Template

. Anti-Virus Notification Template

DLP Notification Template

. Bounce and Encryption Failure Notification Template
. Message Disclaimer

. Encryption Notification Template (HTML)

o U1 b W N
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7. Encryption Notification Template (text)

8. Notification Template

[1]1> 5

Please create a name for the message disclaimer:
[1> disclaimer 1

Enter the encoding for the message disclaimer:
1. US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11>

Enter or paste the message disclaimer here. Enter on a blank line to end.
This message was sent from an IronPort(tm) Email Security appliance.

W ~J oy U b W

Message disclaimer "disclaimer 1" created.
Choose the operation you want to perform:
- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.
- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> delete

Please enter the name or number of the resource to delete:
[1>1

Message disclaimer "disclaimer 1" has been deleted.

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

[1>

textconfig -> EDIT il L CBEFOT XA M VY —REELELET, = a—K&z%E
LD, BIRLETXA RN VY —ZADOTF XA MAEHR LY TEXET,

THERANYY—RDA VR—F

TXANT7ANETHRARNY Y=L LTA VAR —FT5I21F, textconfig -> IMPORT
ZERALEST, A VAR— 27 FA T 7 AL, EFA—NT— U xA LD configuration
TAV7 FVIFET DHERH Y 7,

mail3.example.com> textconfig

Current Text Resources:

1. footer.2.message (Message Footer)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.
- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.
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[1> import

What kind of text resource would you like to create?
1. Anti-Virus Container Template

2. Anti-Virus Notification Template

3. DLP Notification Template

4. Bounce and Encryption Failure Notification Template
5. Message Disclaimer

6. Encryption Notification Template (HTML)

7. Encryption Notification Template (text)

8. Notlflcatlon Template

[11>
Please create a name for the notification template:
[1> strip.mp3files

Enter the name of the file to import:

[1> strip.mp3.txt

Enter the encoding to use for the imported file:

1. US-ASCII

[ list of encodings ]

[11>

Notification template "strip.mp3files" created.
Current Text Resources:

1. disclaimer.2.message (Message Disclaimer)

2. strip.mp3files (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.
- PRINT - Display the content of a resource.

- EDIT - Modify a resource.
- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1>

FERAKNYY—ZADIYHY RAHR—

TXARNVY—=RAZTHARNT77A4E LTZ7 AKR— T 51X, textconfig -> EXPORT
EHEALET, 7FA N7 7 A ML, EFA—VT— T =A EO configuration 7 4 L7 KV
R S VET,

mail3.example.com> textconfig

Current Text Resources:

1. footer.2.message (Message Footer)

2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[]> export

Please enter the name or number of the resource to export:
(1> 2

Enter the name of the file to export:
[strip.mp3]> strip.mp3.txt

Enter the encoding to use for the exported file:
1. US-ASCII

[ 1list of encoding types ]

[1]1>

File written on machine "mail3.example.com" using us-ascii encoding.
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Current Text Resources:

1. footer.2.message (Message Footer)

2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.
- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

ZZCHL KO CLL Ay RIZon TRl LET,

3

£2BH (Description)

ER7E

BEFA—NTI—FERELET,

MeE® : Zoa<y Kix Tcommit] 2SMHEE T,

JIAAER . Zoa<w Rt I R_RTCO~ U EF—F (P T7RF, J—7, =) T
HTxE9,

NyF avr K Zoavy REAy FRBREFHE— F LTWEEA,

Bl FHLWT S5 — FDIERK

ZORFTIEH, HLWT T — F2{EH (alertadmin@example.com) % {EK L. KN Critical T
BB, VATAE N—FT2T, BLOT 4L P ANA—RRXNKBEOT T — M EZITERS X
INTHRELET,

maill.example.com> alertconfig

Not sending alerts (no configured addresses)

Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> new

Please enter a new email address to send alerts.

(Ex: "administrator@example.com")

[1> alertadmin@example.com

Choose the Alert Classes. Separate multiple choices with commas.
1. All

2. System

3. Hardware
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4., Updater
5. Outbreak Filters
6. Anti-Virus
7. Anti-Spam
8. Directory Harvest Attack Prevention
9. Release and Support Notifications
[11> 2,3,8
Select a Severity Level. Separate multiple choices with commas.
1. All
2. Critical
3. Warning
4. Informatlon
[11>
Sendlng alerts to:
alertadmin@example.com
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical
Class: System - Severities: Critical
Initial number of seconds to wait before sending a duplicate alert: 300
Maximum number of seconds to wait before sending a duplicate alert: 3600
Maximum number of alerts stored in the system are: 50
Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled
Choose the operation you want to perform:
- NEW - Add a new email address to send alerts.
- EDIT - Modify alert subscription for an email address.
- DELETE - Remove an email address.
- CLEAR - Remove all email addresses (disable alerts).
- SETUP - Configure alert settings.
- FROM - Configure the From Address of alert emails.
1>

Bl : TLS £ L1=7 S— F DS

Iz, alertconfig > setup YT o~ NE#EH LT, BFA—NVTF—bFrU=A%TLS oL
T7 77— haXET2LITRET DB ZRLET,

maill.example.com> alertconfig
Sending alerts to:
admin@company.com

Class: Outbreak Filters - Severities: All
Class: Threatfeeds - Severities: All
Class: SAML - Severities: All
Class: Message Delivery - Severities: All
Class: System - Severities: All
Class: Anti-Virus - Severities: All
Class: Hardware - Severities: All
Class: Updater - Severities: All
Class: AMP - Severities: All
Class: Anti-Spam - Severities: All
Class: Release and Support Notifications - Enabled

Initial number of seconds to wait before sending a duplicate alert: 300
Maximum number of seconds to wait before sending a duplicate alert: 3600
Maximum number of alerts stored in the system are: 50

Alerts will be sent using the system-default From Address.

Cisco IronPort AutoSupport: Enabled
You will receive a copy of the weekly AutoSupport reports.

Alert messages are sent using a TLS connection.
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Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify alert subscription for an email address.
- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[]> setup

Initial number of seconds to wait before sending a duplicate alert.
Enter a value of 0 to disable duplicate alert summaries.
[300]>

Maximum number of seconds to wait before sending a duplicate alert:
[3600]>

Would you like to enable Cisco IronPort AutoSupport, which automatically
emails system alerts and weekly status reports directly to Cisco IronPort
Customer

Support? (Enabling AutoSupport is recommended.) [Y]>

Would you like to receive a copy of the weekly AutoSupport reports? [Y]>

Maximum number of alerts to save:
[50]>

Choose the default interface to be used to deliver alerts

1. Auto
2. Management (10.8.159.11/24: maill.example.com)
[11>

Do you want to enable TLS support to send alert messages? [Y]> yes

Sending alerts to:
admin@company.com

Class: Outbreak Filters - Severities: All
Class: Threatfeeds - Severities: All
Class: SAML - Severities: All
Class: Message Delivery - Severities: All
Class: System - Severities: All
Class: Anti-Virus - Severities: All
Class: Hardware - Severities: All
Class: Updater - Severities: All
Class: AMP - Severities: All
Class: Anti-Spam - Severities: All
Class: Release and Support Notifications - Enabled

Initial number of seconds to wait before sending a duplicate alert: 300
Maximum number of seconds to wait before sending a duplicate alert: 3600
Maximum number of alerts stored in the system are: 50

Alerts will be sent using the system-default From Address.

Cisco IronPort AutoSupport: Enabled
You will receive a copy of the weekly AutoSupport reports.

Alert messages are sent using a TLS connection.

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify alert subscription for an email address.
- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).

- SETUP - Configure alert settings.
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displayalerts

displayalerts .

- FROM - Configure the From Address of alert emails.
(1>

ZBA (Description)

ERAE

1

findevent

BAA—NT = oA POERESNERKEDO nBOT F— b2 FRFLET,

MeE - oo~ R lcommit] (THEHY FH A,

JGAREE . Zavy RiE, TRTOYET— R (WFRE, T—F =) Tff
ATxEd,

NyF avws R Zoavy Ry FELZR—FLTWEEA,

> displayalerts

Date and Time Stamp Description

10 Mar 2015 11:33:36 +0000 The updater could not validate the server certificate.
Server certificate not validated - unable to get local issuer

certificate

Last message occurred 28 times between Tue Mar 10 10:34:57 2015 and Tue Mar 10 11:32:24
2015.

10 Mar 2015 11:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1h.

Last message occurred 8 times between Tue Mar 10 10:29:57 2015 and Tue Mar 10 11:18:24
2015.

10 Mar 2015 10:33:36 +0000 The updater could not validate the server certificate.
Server certificate not validated - unable to get local issuer
certificate

Last message occurred 26 times between Tue Mar 10 09:33:55 2015 and Tue Mar 10 10:29:57
2015.

10 Mar 2015 10:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1h.

Last message occurred 9 times between Tue Mar 10 09:26:54 2015 and Tue Mar 10 10:22:56
2015.

#2878 (Description)

ER7AE

A= vy 77ANDA Xy NEBRBELET

M - oo~ R lcommit] (THEH Y FH A,
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ISRBEM . Zpavy N, TR_RTOY >y FT— K (P59 R&, TA—F <) T
HATxE7,

NyF avws R Zoavwy IRy FEXSEZSR—-FLTHERA,
Bl : ToRO—TEEBIZLDIBRE

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[1

1> 1
Enter the regular expression to search for.
(> "
Currently configured logs:

Log Name Log Type Retrieval Interval

1. mail_logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 3

No matching message IDs were found

Bl: AyE—TIDICELER

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[1

1> 2
Enter the Message ID (MID) to search for.
(> 1
Currently configured logs:

Log Name Log Type Retrieval Interval

1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[11> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 1

Bl - HRICKDHEE

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID
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3. Search by Subject
4. Search by envelope TO
[1

1> 3
Enter the regular expression to search for.
(> "
Currently configured logs:

Log Name Log Type Retrieval Interval

1. mail_logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:

1. All available log files

2. Select log files by date list

3. Current log file

[31> 2

Available mail log files, listed by log file start time.

Specify multiple log files by separating with commas or specify a range with a dash:
1. Thu Feb 19 05:18:02 2015

[11>

No matching message IDs were found

Bl : TORO—TZEBIZLDIBRE

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[1

1> 4
Enter the regular expression to search for.
>
Currently configured logs:

Log Name Log Type Retrieval Interval

1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[11> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 3

No matching message IDs were found

grep

#%B8 (Description)
07 77 ANVNOTFA MERRBLET,

ERAE

M€ : Zoa< RIZ lcommit] (THEHY FH A,
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. grep D15

JIALEH  ZDavy Ny B— R TORMEHATEEY, &6, Zoavr Rige

TAVERAN (2—H—RursArLicvry) TORMEHATEET, Z0a~vy ReHT

HIIE, B—=HN T 7 AN VAT AT 7 BATELALERD Y £7°,

NoyF awry R Zoavwy RNy TFEXETR— ML TWERA,

grep 2~ REEHT L&, n VNOFAINEMRETEET, grepa~ FEFATTHE X

1L, ROMELEFEHL 9,

grep [-C count] [-e regex] [-i] [-p] [-t] [regex] log_name

N
GE) FERZEZETIZIE, -eregex T/oidregex Z ANTHXLENRH Y £,

grep 2~ REFITT 5L EITIE, ROA T a v EHLETS,

EKM:grepaX U FDF T3>

FFToay HL:l

. Homoizgrep /NF —2DarT XA N pRTENDOIT 23
ARLET, BERTHITHEASNLET,

i EHREFHEADLET,

. KXFE/NLFOXF 2R L F7,

. HNZg =Tz BMmL£9,

. grep A~ RER 7 77 A NVOREETEITLET,

regex EHFEREATILET,

grep D15l

Iz, ToFoANARa 7O TXFES| lclean) £7-1% lvirall ZHRT 5012 R_LET, =
@D grep 2~ RiZitregex RENEEFNTWET,

mail3.example.com> grep "CLEAN\\|VIRAL" antivirus

Fri Jun 9 21:50:25 2006 Info: sophos antivirus - MID 1 - Result 'CLEAN' ()
Fri Jun 9 21:53:15 2006 Info: sophos antivirus - MID 2 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 3 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 4 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 5 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 6 - Result 'CLEAN' ()
Fri Jun 9 22:47:42 2006 Info: sophos antivirus - MID 12 - Result 'CLEAN' ()
Fri Jun 9 22:53:04 2006 Info: sophos antivirus - MID 18 - Result 'VIRAL' ()
Fri Jun 9 22:53:05 2006 Info: sophos antivirus - MID 16 - Result 'VIRAL' ()
Fri Jun 9 22:53:06 2006 Info: sophos antivirus - MID 19 - Result 'VIRAL' ()
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logconfig .

Fri Jun 9 22:53:07 2006 Info: sophos antivirus - MID 21 - Result 'VIRAL' ()
Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 20 - Result 'VIRAL' ()
Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 22 - Result 'VIRAL' ()
mail3.example.com>

£2B8 (Description)

ERAE

0J 7y AN~DT IR EZHRELET,

MeE : Zoa< KX lcommit] NHEETI,

JIGAREE . Zoavwr RiE, TRTOYEFT—F (WFRE, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

FIP v andH4IJR91) T 320046

WOHFITIL, logeconfig 2~ R&MH LT, myDeliveryLogs & FEITIL 58 LWELE = 7 %
RELET, RIZ, B 7BFTPIZE TV E—FRAMIT v asD LHICRELET,

mail3.example.com> logconfig

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
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[1> new
Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs

21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 8

Please enter the name for the log:
[1> myDeliveryLogs

Choose the method to retrieve the logs.
1. FTP Poll

2. FTP Push

3. SCP Push

4. Syslog Push

[1]1> 2

Hostname to deliver the logs:

[1> yourhost.example.com

Username on the remote host:

[1> yourusername

Passphrase for your user:

[1> thepassphrase

Directory on remote host to place logs:
[1> /logs

Filename to use for log files:
[conversation.text]>

Maximum time to wait before transferring:
[3600]>

Maximum filesize before transferring:
[10485760]1>

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
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12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "myDeliveryLogs" Type: "SMTP Conversation Logs" Retrieval: FTP Push - Host
yourhost.example.com

16. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

17. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
18. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

19. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

20. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

21. "status" Type: "Status Logs" Retrieval: FTP Poll

22. "system logs" Type: "System Logs" Retrieval: FTP Poll

23. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

24. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

SCP Ty angdHIRG)TLa2nH

WOFITIL, logeconfig 2~ REMH LT, LogPush & FEIZILHH LWEME 1 7/ 28 E L

£, 2oL, SCPIZE->TIPT7 RLAMN10.1.1.1 DY ET— bk 55 A MMZz—H — logger

LTy vasit, 7407 MY mpllfRFSND KO ICRELET, v VEE 51523 SCP
72 Th DAL logeconfig 2~ 2 Kb HENWIZ ssheconfig =~ RO &4
LT EICEELTLEZSN,  (BRA FF—0FHMIZ DWW TIE [Configuring Host Keys] . =—

W= % —DFEHIT DOV CIE [Managing Secure Shell (SSH) Keys] % . [User Guide for AsyncOS
for Cisco SecureEmail Gateway] THM L T 723V, ) £/, IPT RV AEZFA NET v
FCHEATES Z LICEEL TSN,

mail3.example.com> logconfig

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new
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Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 3

Please enter the name for the log:
[1> LogPush

Choose the method to retrieve the logs.
1. FTP Poll

2. FTP Push

3. SCP Push

[1]1> 3

Hostname to deliver the logs:

[1> 10.1.1.1

Port to connect to on the remote host:
[22]>

Username on the remote host:

[1> logger

Directory on remote host to place logs:
(1> /tmp

Filename to use for log files:

[delivery.log]l>

Maximum time to wait before transferring:

[3600]>

Maximum filesize before transferring:

[10485760]>

Protocol:

1. SSH1

2. SSH2

[2]1> 2

Do you want to enable host key checking? [N]> y

Do you want to automatically scan the host for its SSH key, or enter it

manually?

1. Automatically scan.

2. Enter manually.

[1]1> 1

SSH2:dsa

10.1.1.1 ssh-dss
AAAAB3NzaClkc3MAAACBALWGi4I1WLDVNdbIwEsSArt9LVE2ts5yE9IBTSdUwLvog0G3FRgifrce92zgyHtce/
ZWyXavUTIM3Xd1bpiEcscMo2XKpSnPPx21y8bakpJdsSCOcM8zZMDjnOPm8ghiwHXYh 7oNEUJCCPnPxAy441r1J5Yz4x9e ToALpOdHUOGR
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Syslog Fya my 4 IRV YT 30h .

+3J 1INAAAAFQDQ1 5GY /X 9P1 DM3 £ PMvEX 7wcOedl wARATBICGMIEFPIWIAGr 1 RtbowZ P5ZWZ tVDTXLhdXz§ 104+0B4hBR7DKuc80+naAFnThyH/
JBRINLIVE7 Q5K IoXzuIEK3Zw] 3UYef PoBoXc201 zI ROSJYx1WhwYz,/ rocodN1 BnF4sh1 2mtc3tde] 176000 twaQA4wKO1 Sk3z0NSPWAAATAT CRYat 3y+B1v/
VewdEEBBk-+oULV3eK 38gafui pAWVBxKkGIGOREQ] 8nss82ozrminBy/ pI TROFhAVEMI XTFAVEY00sARr 1 ZtuUJC1 QEOvCoh 7Nd3YNa 1 s2CSFKREATOTF6+
SX2RNpcUF3Wg5ygw92xtgQPKMcZeLtK2ZJRkhC+Vw==

Add the preceding host key(s) for 10.1.1.12 [Y]> vy

Currently installed host keys:

1. 10.1.1.1 1024 35 12260642076447444117847407996206675325...3520565607

2. 10.1.1.1 ssh-dss AAAAB3NzaClkc3MAAACBALWGi4I1WLDVndbIwE. ..JRKhC+Vw==

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display this machine's host keys.

[1>

Maximum filesize before transferring:

[10485760]1>

Protocol:

1. SSH1

2. SSH2

[2]1> 2

Do you want to enable host key checking? [N]> y

Currently installed host keys:

Choose the operation you want to perform:

- NEW - Add a new key.

- SCAN - Automatically download a host key.

- HOST - Display this machine's host keys.

[1> scan

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All

[4]1> 4

SSHl:rsa

10.1.1.1 1024 35
122606420764474441178474079962066753259278682648965870690129496065430424463013457294798980627829828033793152226
4486945143162182728144539869316125082823280088157400721099756323564 7853212881 6187806830746328234327 7781001311281 766 7266624451119
1783747965898000855947022484692079466697707373948871554575173520565607

Syslog 7y a0 H TR YT a2 nf

WOBITIL, logconfig =~ RAMH LT, MailLog SyslogPush & FEIEAL 5 L EUE &
JhEBRELET, ZouaZiE, UDPZEHLTIP 7 KL A3 10.1.1.2 ® Y E— | syslog ¥—
NolZ TA=A) T7 2 VT4 T vy va s, FIEOT 4 L7 bYIRIES S &5 ICE
L\i‘a—o

mail3.example.com> logconfig

Currently configured logs:

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

0. "eug logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
1. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll

P P O oo Jo 0l WD
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12. "ftpd logs" Type: "FTP Server Logs" Retrieval:
13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval:
16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval:
17. "scanning" Type: "Scanning Logs" Retrieval:
18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval:
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval:
22. "trackerd logs" Type: "Tracking Logs" Retrieval:
23. "updater logs" Type: "Updater Logs" Retrieval:

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> new

Choose the log file type for this subscription:

IronPort Text Mail Logs

gmail Format Mail Logs
Delivery Logs

Bounce Logs

Status Logs

Domain Debug Logs

Injection Debug Logs

SMTP Conversation Logs

9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[11> 1

Please enter the name for the log:
[1> MailLogSyslogPush

O J oUW

Log level:

1. Critical

2. Warning

3. Information

4. Debug

5. Trace

[3]1> 2

Choose the method to retrieve the logs.

1. FTP Poll
2. FTP Push
3. SCP Push
4. Syslog Push
[
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rollovernow

rollovernow .

Hostname to deliver the logs:
[]> 10.1.1.2

Which protocol do you want to use to transfer the log data?

1. UDP
2. TCP
[1]1> 1

Which facility do you want the log data to be sent as?
auth
authpriv
console
daemon
ftp
localO
locall
localz
local3
10. locald
11. localb
12. localé
13. local?
14. mail

15. ntp

16. security
17. user
[14]> 14

W J o U W

)

Currently configured logs:
1. "MailLogSyslogPush" Type: "IronPort Text Mail Logs" Retrieval: Syslog Push -
Host 10.1.1.2

£BA (Description)

ER7AE

1

0y 77 A)Ea—) F—_"—1LFET,

M@ : Zoa<y K2 lcommit] 1ZMEH D FHA,
7S ARER . Zpawy Rig~wivy B— RCOREHTXET,
NYF AR KR Zoa~y RNy FEXREZVR—FLTWETA,

mail3.example.com> rollovernow

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
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"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

24. All Logs

Which log would you like to roll over?

[1> 2

Log files successfully rolled over.

mail3.example.com>

@0 J o

snmpconfig

£BH (Description)
SNMP Z & E L £

ERARGE
WEE : Zoa<y Rt lcommit] SMLET,
JIALER  Zpavr RiE, $RTCOY U ET—R (P TAH, T—T <) T
HATExT,
NyF avrs R Zoavy NNy FRERRE S R—F L TWEREA,

l

WOFITIE, snmpeonfig 2~ > REMEH LT, &— k161 @ [PublicNet] 1 % —7 = A AT
SNMP % A F—7 /I L TWET, N—T a3 3DRAT7 L—XR AN EN, HERO-DICH
ANESHTWET, VAT AT, X—Var 1 BLO2EREZLET DL IICHRESINTE
D, TNHEDONA—=Va 2 1 BELO2060 GET ERIZK L TaI =71 A MV 7 public
NDAHENTHET, F7 v #%—%4 v b snmp-monitor.example.com 28 A ] SN TWET, i
&I, VAT LOGET EEGEE BB AT S TOET,

maill.example.com> snmpconfig

Current SNMP settings:
SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.
[1> setup
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Do you want to enable SNMP? [Y]>
SNMP default version is V3

Choose an IP interface for SNMP requests.
1. Management (10.10.4.5/27: maill.example.com) [1]>

Which port shall the SNMP daemon listen on?
[161]>

Select SNMPv3 security level:

1. noAuthNoPriv - Authentication is done using the SNMPv3 username, and no privacy is
activated.

2. authNoPriv - Authentication is done using the SNMPv3 authentication passphrase, and
no privacy is activated.

3. authPriv - Authentication is done using the SNMPv3 authentication passphrase, and
privacy is activated using the SNMPv3 privacy passphrase.

[31>

Select SNMPv3 authentication type:
1. SHA

[11>

Select SNMPv3 privacy protocol:

1. AES

[11>

Enter the SNMPv3 authentication passphrase.
[1>

The SNMPv3 passphrase must be at least 8 characters.

Enter the SNMPv3 authentication passphrase.
[1>

Enter the SNMPv3 authentication passphrase again to confirm.

(1>

Enter the SNMPv3 privacy passphrase.
[1>

Enter the SNMPv3 privacy passphrase again to confirm.

[1>

Warning: The same authentication and privacy passwords reduce the security of the system.
Do you want to set other passwords? [Y]> n

Service SNMP V1/V2c requests? [N]> Y

Enter the SNMP V1/V2c community string.
[ironport]>

Shall SNMP V2c requests be serviced from IPv4 addresses? [Y]>
From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate multiple networks
with commas.

[127.0.0.1/32]>

Select the version for SNMP traps:

1. 2c
2. 3
[21>

Enter the Trap target as a host name, IP address or list of IP addresses separated by
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commas (IP address preferred). Enter "None" to disable traps.
[127.0.0.1]> 10.10.0.28

Enterprise Trap Status
CPUUtilizationExceeded Disabled
FIPSModeDisableFailure Enabled
FIPSModeEnableFailure Enabled
FailoverHealthy Enabled
FailoverUnhealthy Enabled
connectivityFailure Disabled
keyExpiration Enabled

linkUpDown Enabled

. memoryUtilizationExceeded Disabled
0. resourceConservationMode Enabled
1. updateFailure Enabled

H P OO Jo 0 dbd W

Do you want to change any of these settings? [N]>

Enter the System Location string.
[Unknown: Not Yet Configured]>

Enter the System Contact string.
[snmp@localhost]>

Current SNMP settings:

Listening on interface "Management" 10.10.4.5/27 port 161.
SNMP v3: Enabled.

Security level: authPriv

Authentication Protocol: SHA

Encryption Protocol: AES

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32, fe
SNMP v1/v2 Community String: ironport

Trap version: V3

Trap target: 10.10.0.28

Location: Unknown: Not Yet Configured

System Contact: snmp@localhost

Choose the operation you want to perform:
- SETUP - Configure SNMP.

[1>

maill.example.com > commit

#2878 (Description)

ER7AE

avv R sEH |

::1/64.

07 77 A NVOEHES ERGEIICF R LE T, il a2 NI, BRTHa 704017
ITEK T2 /3T7 A—H tail 9 £721F tail mail logs & L THRETHZ &b TE £,

MeE : o< R lcommit] (THEHY FH A,

JIALER  ZDa<vy Ridvy B R TORMEATEET, IHIT, Z0avr Nign
TALURAN (=W —Nuar A Lizvyy) TORMEATEET, Z0avy FeMfd

HIZiE, =B T AN VAT AT I EATEXALERLY £9°,
NYyFaAIVEF: Zoawy Ry TFELEZSR—-FLTOWERA,
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mail3.example.com> tail
Currently configured logs:

W J o Ul b W

)

"antispam" Type:

"authentication"

"encryption" Type:
"error logs" Type:
10. "euq logs" Type:

11. "euqgui logs" Type:

12. "ftpd logs" Type:
13. "gui logs" Type:
14. "mail logs" Type:

15. "reportd logs" Type:
16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll

17. "scanning" Type:
18. "slbld logs" Type:
19. "sntpd logs" Type:

"Anti-Spam Logs" Retrieval: FTP Poll
"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
"bounces" Type: "Bounce Logs" Retrieval: FTP Poll
"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
"Encryption Logs" Retrieval: FTP Poll
"IronPort Text Mail Logs" Retrieval: FTP Poll
"IronPort Spam Quarantine Logs" Retrieval: FTP Poll

"IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll

"FTP Server Logs" Retrieval: FTP Poll
"HTTP Logs" Retrieval: FTP Poll
"IronPort Text Mail Logs" Retrieval: FTP Poll

"Reporting Logs" Retrieval: FTP Poll

"Scanning Logs" Retrieval: FTP Poll
"Safe/Block Lists Logs" Retrieval: FTP Poll
"NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll
21. "system logs" Type:
22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll
23. "updater logs" Type:
Enter the number of the log you wish to tail.

[1> 19

Press Ctrl-C to stop.

Sat May 15 12:25:10 2008 Info: PID 274: User system commit changes: Automated Update for
Quarantine Delivery Host

Sat May
Sat May
config
Sat May
Sat May
Sat May
Sat May
Sat May
Sun May
2004,

~C

15 23:18:10 2008
15 23:18:10 2008

15 23:46:06 2008
15 23:46:06 2008
15 23:46:35 2008
15 23:46:35 2008
15 23:48:17 2008
16 00:00:00 2008

size 2154 bytes

mail3.example.com>

LR— k

"System Logs" Retrieval: FTP Poll

"Updater Logs" Retrieval: FTP Poll

Info: PID 19626: User admin commit changes:
Info: PID 274: User system commit changes: Updated filter logs

Info: PID 25696: User admin commit changes: Receiving suspended.
Info: PID 25696: User admin commit changes: Suspended receiving.
Info: PID 25696: User admin commit changes: Receiving resumed.
Info: PID 25696: User admin commit changes: Receiving resumed.
Info: PID 25696: User admin commit changes:

Info: Generated report: name b, start time Sun May 16 00:00:00

ZZTIE, ROCLL a~wy RIZHOWTEBH L ET,

reportingconfig

reportingconfig 2 < > FD{#E A
reportingeonfig 7 A =2 —TiL, UTOY7Ta~vr R TEET,
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£ 12: reportingconfig 721 < > K

L-9°8 e FRASEY T«
filters Cisco Secure Email Gateway O 7 ¢ /L' Z# | M-Series O 7
ERELET,
alert_timeout VAR— b 7 =& W5 T & 727> 1235 | M-Series D 7
BT 77— b a2 TS £ TORM %
E LET,
domain RAAL L LAR— MREZIEELET, |M-Series D7
mode Cisco Secure Email Gateway O H1 AL | C-Series, M-Series

MUR—T 0 7 aHHbLET, &
T A=V — bT = A OFREEFRE
ixa—h VL R—TF 4 v T A F—
T LET,

mailsetup BEFA—NT = T2 DLAR— K% |C-Series DA
RELET,

ER7E

WEE : Zoa< Kt lcommit] DSMLET,
Bl: LIR—F 429 7410204 *~—T )L (M-Series DH)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> filters

Filters remove specific sets of centralized reporting data from the "last year" reports.

Data from the reporting groups selected below will not be recorded.

All filtering has been disabled.

1. No Filtering enabled

2. IP Connection Level Detail.

3. User Detail.

4. Mail Traffic Detail.

Choose which groups to filter, you can specify multiple filters by entering a comma
separated list:

[1>2, 3

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get
reporting data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

>
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mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> domain

If you have configured HAT REJECT policy on all remote appliances providing reporting
data to this appliance to occur at the message

recipient level then of domain reports.

Use message recipient HAT REJECT information for domain reports? [N]> y

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

BALT IO To5—rDAF—TILIL (M-Series DH)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> alert_ timeout

An alert will be sent if reporting data has not been fetched from an appliance after 360
minutes.

Would you like timeout alerts to be enabled? [Y]> y

After how many minutes should an alert be sent?

[360]> 240

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

(1>

EFA—INST— YT/ THO—TEELR— FOEIE

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1> mode

Centralized reporting: Local reporting only.

Do you want to enable centralized reporting? [N]> y

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1>
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mail.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.

[1> mailsetup

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.
- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series before
being overwritten.

- LEGACY - Configure legacy mailflow report.

[]> storage

While in centralized mode the C-series will store reporting data for the M-series to
collect.

If the M-series does not collect that data then eventually the C-series will begin to
overwrite the oldest data with new data.

A maximum of 24 hours of reporting data will be stored.

How many hours of reporting data should be stored before data loss?

[24]> 48

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.
- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series
before being overwritten.

- LEGACY - Configure legacy mailflow report.

[1>

H—EXRQJEFERALIZT 14 v U RABEEDR L
ZIZTIE, RO CLI 2~ RIZOW T L £,

« servicelogsconfig (292 ~—<)

servicelogsconfig

A (Description) (293 ~X—717)
MR E (293 ~—2)
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il BFA—NT— T = TOY—E 22 TOFRE (293 2—)
il B AN — T oA TOY—E 20 7 OE (293 *—)

2B (Description)

servicelogsconfig I ¥ R, BIA—NVT— oA TH—E R 7%7ﬁ§jﬂlﬁi f:&iﬁ%?ﬁ
b 27=0IcfEHLET,

ERAE
BE : Zoa~<y NiE lcommit] BAMETT,
PDIRBER: Z0a~v RE, 3XTOVYrE—F (U I7RF, =7 v ) Tf
HAT&EET,
NYF AR Zoavy RNy TFEXE AR — KL TWET,

Bl : EFA—INT— b, /4ATOH—EROTDEMIE

DB TIL, servicelogsconfig Av¥ ¥ REFEHL T, ETA—NVF— b VoA TH—ERE
TeFRbTEET,

maill.example.com> servicelogsconfig

Share limited data with Service Logs Information Service: Disabled.

Choose the operation you want to perform:

- SETUP - Configure Service Logs settings

[1> setup

Do you want to share data with the Service Logs Information Service (recommended)? [N]>
yes

Share limited data with Service Logs Information Service: Enabled
Choose the operation you want to perform:

- SETUP - Configure Service Logs settings
[1>

Bl : BFA—IWT—FOATOY—ERDT DEHL

/k@ﬁufﬂi\ servicelogsconfig I ¥ ]\%{ﬁﬂq L. %E%)( ‘_‘/1/’?:‘_‘ Fo A TH—b R
7ML TE LT,

maill.example.com> servicelogsconfig

Share limited data with Service Logs Information Service: Enabled.

Choose the operation you want to perform:

- SETUP - Configure Service Logs settings

[1> setup

Do you want to share data with the Service Logs Information Service (recommended)? [N]>
no

The system will no longer share data with Service Logs.
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Are you sure you want to disable (not recommended)? [N]> yes
Share limited data with Service Logs Information Service: Disabled

Choose the operation you want to perform:
- SETUP - Configure Service Logs settings
[1>

EEERAAY LEAT—23 0 TaLRYDYT
ZZ T, KD CLI 2~ RIZOWTHA L £,
« sdrconfig (294 ~—7)
« sdradvancedconfig (296 ~—3)
« sdrstatus (297 ~<—Y)
« sdrdiagnostics (298 ~—73)

s sdrupdate (297 ~X—2°)

sdrconfig
« 7B (Description) (294 ~<—3)
fERTIE (294 <—2)
o« 5l (294 —)

« il : SMTP &35 L~ T?D SDR HIEFPHICEKE S A v =V DT my 7 (295 X—2)

£#BH (Description)
sdrconfig A~ FEFEHT5 &, BT A—NT— ]k 7 A TSDR 7 4V Z ) V?’gfﬁ’;ﬁclf
xFET,

ERAE
T Zoa<r KL lcommit] 2SMLETY,

HSRAEE : Zoa~vr NI, ¢_XTOI U E—F (932 %, TL—7F < v) TF
HT&EET,

NYF AR EF: Zoavr RNy FEXEL R — ML TOET, FEMIZ OV TIE, nelp
sdrconfig A< REASJL T, £ 0T ~NVTESRLTLLIZEN,

l

/j/’(@ﬁﬂf\ sdrconfig I ¥ ]\%{iﬁﬁﬁ—é &\ A ‘—/1//73‘_‘ K ]7I4)VC°SDR74/I/§ ) N/
EEMICTEET,
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mail.example.com > sdrconfig
Would you like to enable sender domain reputation check? [N]> yes

SDR uses headers such as 'Envelope-From:', 'From:' and 'Reply-to' to determine the
reputation of the message.

In addition, it also uses the results of the email authentication mechanisms such as
SPF, DKIM, and DMARC

to decide the reputation.

The following additional attributes of the message can also be included in the Sender
Domain Reputation

check to improve the efficacy:

- Username part of the email address present in the 'Envelope-From:', 'From:' and
'Reply-To:' headers.
- Display name in the 'From:' and 'Reply-To:' headers.

Do you want to include these additional attributes of the message for the Sender Domain
Reputation check? [N]> yes

Sender Domain Reputation (SDR) is a new feature in AsyncOS 12.0 that sends certain
telemetry data to Cisco.

If you choose to enable the 'Additional Attributes' function in SDR, that telemetry data
will include

the processing of personal data as described in the Cisco ESA Privacy Data Sheet
(https://www.cisco.com/c/en/us/about/trust-center/solutions-privacy-data-sheets.html)
and the

Cisco Online Privacy Statement
(https://www.cisco.com/c/en_in/about/legal/privacy-full.html).

To enable the "Additional Attributes" feature in SDR, you must agree to the Cisco Content
Security Supplemental

End User License Agreement
(https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html) .

By selecting Yes, you agree to be bound to the Cisco Content Security Supplemental End

User License Agreement
(https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html) .

I accept the Cisco Content Security Supplemental End User License Agreement. [N]> yes

5l : SMTP SEELANJLTOH SDR ¥EEHHCE DI AvtE—PDTAYY
RIZ, sdrconfig 2 <> R&EHFH L, SMTP &5 L~ C SDR HE L~ ( TAwful] 705
[Weak] ) ICESWT A=V %T 0y 7 T50%2RLET,

mail.example.com > sdrconfig
Would you like to disable the Sender Domain Reputation check? [N]> no

SDR uses headers such as 'Envelope-From:', 'From:' and 'Reply-to' to determine the
reputation of the message. In addition, it also uses the results of
the email authentication mechanisms such as SPF, DKIM, and DMARC to decide the reputation.

The following additional attributes of the message can also be included in the Sender
Domain Reputation check to improve the efficacy:

- Username part of the email address present in the 'Envelope-From:', 'From:' and
'Reply-To:' headers.

- Display name in the 'From:' and 'Reply-To:' headers.

Do you want to include these additional attributes of the message for the Sender Domain
Reputation check? [N]>

Do you want to block messages based on Sender Domain Reputation verdict? [Y]> yes

Async0S 14.0 for Cisco Secure Email GatewayCLI ') 7 7 LV XA K (—fREA) .



. sdradvancedconfig
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Verdicts configured to be blocked currently:
"awful"

Sender Domain Reputation Verdicts:
. Awful

Poor

. Tainted

. Weak

Unknown

. Neutral

o U1 b W N

Choose the sender domain reputation verdict upto which email should be blocked:[1]> 4

Email with the following Sender Domain Reputation verdicts will be blocked:
"awful poor tainted weak"

NOTE: Email with the Sender Domain Reputation verdict as 'Good' will always be allowed.
maill.example.com> commit

Please enter some comments describing your changes:
[1> commit

Do you want to save the current configuration for rollback? [Y]>
Changes committed: Tue Nov 03 09:08:36 2020 GMT
maill.example.com>

sdradvancedconfig

B (Description) (296 ~—3)
fEMTTE (296 ~—)
« 5l (296 ~X—)

£2BA (Description)

ERAE

1

sdradvancedconfig I~ F%{fﬂqjﬁé Lk N %‘é%)& ‘_‘/1//7_ k '7 = A % SDR —E & ﬁzﬁﬁﬁﬁjﬂ
LG EICRE R T A — X BB ETEET,

FEE : Zoa< 2 FiL lcommit) NHAEETY,

DSREAEE : Zoa<r Rt ¢t CoO~yrE—F (TR E, T—F, <) T
HTxE9,

NYFARE:: Zoavy REANyFELEZYR— N L TWET, FEMIZOWNTIE, help
sdradvancedconfig 2~ REAJJL T, £ T4 ~NVTESRL T ZIN,

/j{@ﬁ]f\ sdradvancedconfig I~ KaEfEHd 5 L N BFBAA—NFTF—F T A% SDR Y —F
NS DG AENGEMI AN T A —F R ETE £7,
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sdrstatus

sdrstatus .

mail.example.com > sdradvancedconfig

Enter SDR query timeout in seconds [5]> 3

Enter the Domain Reputation service hostname [v2.beta.sds.cisco.com]>
Do you want to verify server certificate? [Y]>

Enter the default debug log level for RPC server: [Info]>

Enter the default debug log level for HTTP Client: [Info]>

Do you want exception list matches based on envelope-from domain only? [Y]>

A (Description) (297 ~X—37)
MR E (297 ~—)

o il (297 ~2—3)

£2BH (Description)

ER7E

1

sdrupdate

sdrstatus A ¥ 2 REFHTSHL. SDR IV R—F2 NOBIEDONR—Vg U EAFRTEXET,

fEE : 2o~ NiZ commit lIZIMNEH Y £H A,
HDISREAEE . Z0a<w L R~y y T— R TORMEATEE T,
NYyFaAIVER . Zoavy RNy FEXESR—FLTWHERA,

WO T, sdrstatus I~ R&EFHAT5 L, SDR IV R—3% 2 hOBEDO A= g U EFRR
TExEJ,

mail.example.com> sdrstatus

Component Version Last Updated
SDR Client 1.0 2 Jul 2018 04:22 (GMT +00:00)

B (Description) (298 ~—Y7)
s fEAJTIE (298 X—)
5l (298 ~X—)
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. #2873 (Description)

£BA (Description)
sdrupdate 2~ R&{Hf4 5L, SDR 2V KR—R FE2FEHTEHTE E T,

ERRGE
HEE : 2D~ FIZ commit [ISLEH Y 8 A,
VIREEE : Z0av s NiEvy vy E— RTOMEATEET,
NyFaAIU K Zoavy RNy FERE P R—FLTWEEA,

151
DB T, sdrupdate I< > REMHHATHE, SDR 2V R—3 v hETFEITEHTEET,

mail.example.com > sdrupdate

Requesting update of Sender Domain Reputation component.

sdrdiagnostics
« #B (Description) (298 ~X—737)
BB (208 A )

o 5l (298 ~2—3)

£BA (Description)

sdrdiagnostics I~ F%{ﬁﬁﬁ'ﬁ‘é L N %%)‘ ‘—/I/bi‘— oy xA 73 SDR H—E & K%f%ﬁéﬂ
TWDLME I PEFERTEET,

ERAE
HEE : 202~ RIZ commit (ZIMEH Y £H A,
HSRREE . —avr Niivyy E— RTCOMEHTEET,
NYF ARV F: Zoavr RNy FEXEIR—FLTHERA,

1

OB T, sdrdiagnostics I~¥ o REHHTLE, EFA—NT—F T A ) SDR P —E A
IR SN TWVAENE I DEHRTEET,

mail.example.com > sdrdiagnostics

1. Show status of the domain reputation service
[1]1> 1
Connection Status: Connected
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A—ILIRy I XOBEEFEE

marstatus

ZIZTIE, ROCLI 2~y RIZOWTHILET,
 marstatus (299 ~—7°)

« marupdate (299 ~—2)

B (Description) (299 ~—Y)
s EAJTE (299 N—)
« 5l (299 X—)

Z%BA (Description)

ER7E

1

marupdate

marstatus X< }‘%’fﬁﬁi)}ﬁ#é t\ MAR:I‘/ZKD‘_‘;?‘:/ ]\@fﬁﬁ:@/ﬁﬁ“/\\a V%%%Tg‘i#o

fEE : Z0Oa~2 NI commit [TMNEDH Y FH A,
HSRRAEE . —av L NEviy BE— R TOMEHTE E7,
NYF AT R Zoa<vy RNy TFEXREZYR—-—FLTWHWEEA,

OB TIE, marstatus I~ REMFEHL T, A— Ry 7 AOHEEE a2 R—3 FOH
HEDNR—V g v ERRTEET,

mail.example.com> marstatus

Component Version Last Updated
Mailbox Remediation 1.0 29 Jun 2019 04:22 (GMT +00:00)

P (Description) (299 ~X—)
<AL (300 ~—2)
« il (300 <—2)

2B (Description)

marupdate ¥ RZMHEHATHE, MAR 2 R—% FNAFECEHTXE T,
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ERAGE
HEE . D3~ FIC commit (TXEH Y /A,
DIARABER . ZOav L NExvy E— R COMEMTEET,
NYF ARV E : ZOavy FERNy FEREZYR—F LT EEA,

1

ROFITIEL, marupdate I FEEHLT, A=Ay 7 ZAOHEEEz L R—3 M2 F
B IR £

mail.example.com > marupdate

Requesting update of Mailbox Remediation component.

AX—bYITrz7 S48V
ZIZTiE, ROCLL 2~y RIZOWTHBLET,
* license_smart (300 ~X—73)

« show_license (305 ~=—72)

« smartaccountinfo (306 ~X—3)

license_smart

B (Description) (301 ~2—72)

« fEAJE (301 X—Y)

il A= 2=V b b= ZAHR— FORE (301 2—)

Bl ZA~—F TR ZADAHEDE (301 L—)

« B : Smart Software Manager ~D®E - A —/L 7 — s 7 = A DF&k (301 ~<—)
il Av— K TA B ADRAT—H A (302 —)

Bl Av—F TA R ADAT—H AOHE (302 <—)

el : Av—F FT7 U AKR— K URL OFE (302 X—)

il TABUADER (303 X—)

Bl T4 ADY Y= (303 R—2)

B IV TAFINOT R TCDOSTY L DA—K Y7 v o2 T T4 TOHFY (304
~2e)

« ] : Cisco Smart Software Manager ~0 2 7 AZNOFTXTDH~v DR ER (304 ~—2)
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2B (Description)

A= YT =T T4k AEREORE

FERAZE
WEE : Zo0a< 2 Nk lcommit] NHLEETY,

DSREEE : ZDa~v NI~y TE— R TCORMEATEEST, Z0avr KiI7 I AH
T—-FBIOINVN—T = 2P HR—F LTWWETA,

NYFaAIVER . Zoa<wry RNy TFEBRXEh R — L TWET, HEMIZOWVTIL, nelp
license smart A¥ Y REANL T, A1 T4 ~LTE2BZRLTIEIN

fHl: AR— b I—2xz 2 b H—EXAR—FDEE

mail.example.com> license_smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

BBl : RR— bk A4 ADERIE

mail.example.com> license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate the
feature keys (licenses):
a) Register the product with Smart Software Manager using license smart > register command
in the CLI.
b) Activate the feature keys using license smart > requestsmart license command in the
CLI.

Note: If you are using a virtual appliance, and have not enabled any of the features in
the classic licensing mode; you will not be able to activate the licenses, after you
switch to the smart licensing mode. You need to first register your appliance, and then

you can activate the licenses (features) in the smart licensing mode.

Commit your changes to enable the Smart Licensing mode on your appliance. All the features
enabled in the Classic Licensing mode will be available in the Evaluation period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing

mode [Y/N] []1> vy

> commit

Please enter some comments describing your changes:

(1>

Do you want to save the current configuration for rollback? [Y]>

{5 : Smart Software Manager ~NMDEF A — /LT — b = 1 D&%

mail.example.com> license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.
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- SUMMARY - Show Smart Licensing status summary.

[1> register

Reregister this product instance if it is already registered [N]> n

Enter token to register the product:

[1> ODR1OTM5MJjItOTQzOS00YjYOLWEXZTUtZTdmMmY30OGNINDZMLTE1MzM3Mzgw%0AMDEZNTR
8W1pCQl1MbGVMQOWRxOXhuenN4OWZDdktFckJILQzF5V3VIbzkyTFgx$0AQWcvaz0%$3DS0A

Product Registration is in progress. Use license smart > status command to check status
of registration.

Bl : AR— bk SAEVDADAT—H2 R

mail.example.com> license_smart

To start using the licenses, please register the product.

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

Virtual Account: Not Available

Smart Account: Not Available

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl : AR—F SAEVADRAT—R2 ADHE

mail.example.com> license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling Eval
Email Security Appliance Bounce Verification Eval
Email Security Appliance Outbreak Filters Eval

Bl : R'— b+ FS5 2 RHR— F URL DERTE

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers
2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:
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[1]> direct

You must enter a value from 1 to 2.

1. DIRECT - Product communicates directly with the cisco license servers

2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software

manager satellite.

Choose from the following menu options:

[1
No

Smart Software Manager

1> 1

te: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to

command.
Transport settings will be updated after commit.

Bl 24t RADEXK

)

(CSSM) via the proxy server conf

communicate with Cisco
igured using the updateconfig

G )

BT A=Y — b = A BT B UER D) ET

mail.example.com> license_smart

Choose the operation you want to perform:
REQUESTSMART LICENSE - Request licenses for the product.
RELEASESMART LICENSE - Release licenses of the product.
REGISTER - Register the product for Smart Licensing.
URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.
SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Fe
1.
2.

ature Name

Lic

Email Security Appliance Sophos Anti-Malware
Email Security Appliance PXE Encryption

Enter the appropriate license number (s) for activation.
Separate multiple license with comma or enter range:

[]

> 1

Activation is in progress for following features:
Email Security Appliance Sophos Anti-Malware
Use license smart > summary command to check status of licenses.

Bl SAEADYY J—R

mail.example.com> license_smart

Choose the operation you want to perform:
REQUESTSMART LICENSE - Request licenses for the product.
RELEASESMART LICENSE - Release licenses of the product.
REGISTER - Register the product for Smart Licensing.
URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.
SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Fe
1.

ature Name

Email Security
Email Security
Email Security

Mail Handling
Email Security
Email Security
Email Security

Appliance
Appliance
Appliance

Appliance
Appliance
Appliance

Anti-Spam License
Outbreak Filters
Graymail Safe-unsubscribe

Sophos Anti-Malware
PXE Encryption
Advanced Malware Protection

ense Authorization Status
Not Requested
Not requested

License Authorization Status
Eval
Eval
Eval

Eval
Eval
Eval
Eval
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Enter the appropriate license number (s) for deactivation.
Separate multiple license with comma or enter range:

(1>

Bl: 9SRAFHRDITARTDILVDAI— VI LD T 4D TDEMIE

RIZ, license smart>enable h 7 A< REMHH LT, 7 7AFNOTRTOVI LU TAV—
NYT T2 FGAR T EGINCT DB ERLET,

(Machine maill.example.com)> license smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> enable

After enabling Smart Licensing on your appliance, follow below steps to activate the
feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.

b) Activate the feature keys using license smart > requestsmart license command in the

CLI.

Note: If you are using a virtual appliance, and if none of the features are available
in the classic licensing mode; you will not be able to activate the licenses, after you
switch to the smart licensing mode. You need to first register your appliance, and then
you can activate the licenses (features) in the smart licensing mode.

Commit your changes to enable the Smart Licensing mode on your appliance. All the features
available in the Classic Licensing mode will be available in the Evaluation period.

Do you want to enable Smart Software Licensing for all machines in cluster([Y/N]? []> yes

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing
mode [Y/N] []> yes

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
(1>

(Machine maill.example.com)> commit

Please enter some comments describing your changes:

[1>
Changes committed: Mon Jan 04 14:10:26 2021 GMT
(Machine maill.example.com)>

{5l : Cisco Smart Software Manager ~MD Y S X ZAHANTRTNDT L U DEFF

ZOBEITIE, license smart > register BT av s REFHLT, 2 7AZNOTITOY Y
> % Cisco Smart Software Manager {28k L £7°,

(Machine maill.example.com)> license smart

To start using the licenses, please register the product.

Choose the operation you want to perform:
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show license

show_license .

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register

Reregister this product instance if it is already registered [N]> y

Enter token to register the product:
[1> YTFmZWTMtOTU.............

Do you want to register Smart Software Licensing across machines in cluster[Y/N]? []>
yes

The registration is in progress for the following machines:
maill.example.com

You need to switch to the machine mode to view the Smart Software Licensing details for
the particular machine.
(Machine maill.example.com) >

B (Description) (305 ~—%)
il A — b FABLADAT—H X (305 N—)

il A=w—F TA B ADAT—X ZOWE (305 2—)

£%B8 (Description)

AR—N TV ADAT —H AL AT =X ADMELFRLET,

Bl : AR— bk SAEVADAT—E2 R

mail.example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

Virtual Account: Not Available

Smart Account: Not Available

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl : AR—F SAEVADRAT—R2 ADHE

mail.example.com> showlicense smart
Choose the operation you want to perform:
- STATUS- Show overall Smart Licensing status.
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. smartaccountinfo

- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus

Mail Handling Eval

Email Security Appliance Bounce Verification Eval

Email Security Appliance Outbreak Filters Eval
smartaccountinfo

« #tBl (Description) (306 ~—73°)
MR E (306 ~—)
il A — R T H T FOFEROER (306 <—)

£2BH (Description)

smartaccountinfo 2% ¥ RZ{#iH L T Cisco Smart Software Manager 7" — % /L C/ERK L 72 A~ —
FT AT OFEMAERRLET,

ERAAGE
feE® : Zoa~< 2 N lcommit] 2XMLETY,
DSRAER : Zoa~v R, T RXTOYV > E—R (P TR¥, IJ—7 <) Tff
HTEET,
NYF AR Zoavr RNy TFEXEFR—RFLTWET,

Bl: AR— b7 HhO 0 FOFHORT

KIZ, smartaccountinfo 2+ K& L C, Cisco Smart Software Manager 78— % /L CERK L
A= T ATy NOFEMERRT D02 R LET,

maill.example.com> smartaccountinfo

Smart Account details

Product Instance ID: b56r42423-5sdf-5fsf-7823-r249£32ad334s
Smart Account Domain: exampleaccount.cisco.com

Smart Account ID: 111111

Smart Account Name : exampleaccount.cisco.com

VLN: VLNESA111111

Virtual Account Domain: ESA

Virtual Account ID: 333333

maill.example.com>

SMTP —E X Di%TE

ZIZTIE, RO CLI a2 RIZOWTEH L ET,
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callaheadconfig .

callaheadconfig

#B8 (Description)
SMTP 22— /L7~y K 7a 77 AL ZB, mE, ETHBRLET

ERAZE
M€ : Zoa< KX lcommit] 2NHHEETY,

PIGRRER . Zpa<vy N, N TOYIYrE—F (#9R&2, F—F <) T
ATxEd,

NyF avwrs R Zoavy Ry FEAZ S R—FLTWEEA,

151
W, BEARA RDOF LW SMTP 2 — /L7~y K a7 7 A VEa{ERET 5625 LET,

> callaheadconfig
No SMTP Call-Ahead profiles are configured on the system.
Choose the operation you want to perform:
- NEW - Create a new profile.
[1> new
Select the type of profile you want to create:
1. Delivery Host
2. Static Call-Ahead Servers
[1]1> 1
Please enter a name for the profile:
[1> delhost01
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30

Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1>

WIZ, a—AT~y RP—_"—DFH LWSMTP 2— /L7~y K 7a 77 A VE{ET 55 %
RLET,

> callaheadconfig
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Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> new
Select the type of profile you want to create:
1. Delivery Host
2. Static Call-Ahead Servers
[1]1> 2
Please enter a name for the profile:
[1> Static
Enter one or more Call-Ahead servers hostname separated by commas.
[1> 192.168.1.2
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30

Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. Static (Static Call-Ahead Servers)
2. delhost0l1 (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> print
Select the profile you want to print:
1. Static (Static Call-Ahead Servers)
2. delhost0l1 (Delivery Host)
[11>

listenerconfig

£2B8 (Description)
listenerconfig A< ]“Tbj:\ U Xﬂ‘*‘%ﬂzﬁkx ;’fﬁﬁ\ ‘ﬁ"”i%f% 35—9)_0 AsyncOS TIE, A v
T —UEZEL, ZERA IRy NU—T ORNEEZI1TA ¥ —3% v b EOANEROZEE D
WTNDIZ) =T 237 ODKEERETILERNLY £,
INHOXRERDFMITIV AT —CERINET, INLOFER—FEINTA— LT —
R v—NERZIN, BHINFET, VA F—TTlX, BFA—NTF T xA TEA—ILEE
BT A AT LALBETOIHELERSINET,
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5 13: listenerconfig 1< > K

Al U2 —IZiE, MHRIZZRTE X9 —BOARTIZHIT T2
SV, VA FT—HIZERT 24F1TTIL, KICFL/NCFRXGH] S
AVET, AsyncOS TlE, HED Y A F—IZF—DAFI =TT 5 Z
LIITEEHEA,

PAF—TxAfA YRAF—IXIPA vV H—T = A AZEDEBTHENET, VA TFT—%
YERR LEI Y B CAHENZ, systemstartup 2 > K 7213 interfaceconfig
avr REFEHLT, TXTOIPA T —T = A RAERET DA

ERHY £,

A—)L 7 ka3 BT A—NVDOZEIHEHEND A—/L 7o ha/LTHY ., ESMTP
& QMQP DWW T,

IP R— | U A —~DEFGIERAT 28 EDIPAR— b, T 74/ T,
SMTP ClIA— h 25 Z#fH L, QMQP TidxA— bk 628 ZfiH L £
ﬁ‘o

YARAF—F AT NI o7 VAF—=BIORTTFTAR_R=FJRAF—F, 1FLALED

RECHERESNES, BN, 774 X—=K URF—T7 T4
N—k (N Ry hU—ZIfERHENET, TV v U RF—
77 A= h (Private) | |2iF, A F—F v MEHOBTFA—LDZEDEDDT 7 4L
L R—)L b@?ﬂ"‘l‘iﬁ‘&)@ iﬁ‘o

TANELIZ NI TN 2a—TFT 4 VT OHRMT [ 7 R—)]
YA F—EHHTEET, Yo7 HR— Y AT —OERIEC, A >
TV EHIBRT DRNCEDA v =V % T 4 A7 ICEEIADLNE
IMEFRLET, GEHIZ W TIE [ User Guidefor AsyncOSfor
Cisco Secure Email Gateway] @ [Testing and Troubleshooting| D
EZMLTLLTEEN,

X7V w7 (Public)

ERAAGE
fe® . Zoa~<2 i lcommit] NMLETY,
JITAREHR . ZOav s FiE, T RXTCOvY =K (VT7RZ, JV—F <~ v) Tff
HATEET,
NyF avwr R Zoavy REINyFEREZYR—MLTHET,

Ny FRER . —f&RI7Z listenerconfig

listenerconfig 2~ ROy FEXEZMEHT L L, FFEDA X —7 = A4 XKL TY
AF—%BINE L OHEIFRTE £97, listenerconfig =~ > ROy FEA T, U AF—0D HAT
BLXORAT #RETHI L HTEET,

cHF LY R F—DBEN
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<interface name> <smtp|gmgp>

listenerconfig new <name> <public|private|sinkhole|sinkholequeueing>

U ZF—DHI

listenerconfig delete <name>|

Ny FRE - HAT

WKIZ, listenerconfig D /3w TN A H L C HAT BIEOKFEIEE L2 FEIT T 5012 R LET,
FIEL DM SOV TIE, kD : listenerconfig 91 & Eufili : HAT #& M L T2 &0,

o HAT ~OHF LWk EH 7 L —7 DB

listenerconfig edit <name> hostaccess new sendergroup <name> <host list> <behavior>

[options [--comments]

HAT ~DF LR Y o —D38E

listenerconfig edit <name> hostaccess new policy <name> <behavior> [options]

listenerconfig edit <name> hostaccess edit

BAFA 7 V=T 0B DA b IR

listenerconfig edit <name> hostaccess edit

EEHEIN—T U A NTOERANOBE)

listenerconfig edit <name> hostaccess edit
<host-to-insert-before>

PEZE T N—TDORY L —DEH

listenerconfig edit <name> hostaccess edit
[options]

EEH I V=T VA RDOHH

listenerconfig edit <name> hostaccess edit

EEZEIN—TLLDOEE

EEHITN—T~DF LA AN U R MBI

sendergroup

sendergroup

sendergroup

sendergroup

sendergroup
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listenerconfig edit <name> hostaccess

HAT RV > —DfmtE

listenerconfig edit <name> hostaccess

HAT 76 DEEE 7 V—7 OB

listenerconfig edit <name> hostaccess

AU —DHIK

listenerconfig edit <name> hostaccess

HAT TOEEHR 7 V—T DBE)

listenerconfig edit <name> hostaccess

HAT T 7 #/V b v a VOER

listenerconfig edit <name> hostaccess

RANTI7E®A T—T LD

listenerconfig edit <name> hostaccess

HAT ®ua—/)v a ' —nA AR —k

listenerconfig edit <name> hostaccess

Ry 7z AT

edit sendergroup <name> rename <name>

edit policy <name> <behavior> [options]

delete sendergroup <name>

delete policy <name>

move <group> <group-to-insert-before>

default [options]

print

import <filename>

BIA—NANT = U =AIPBDOHAT DA —Dx 7 ZR— |

listenerconfig edit <name> hostaccess

export <filename>

HAT b2 — VP —EZD TR COREEIN—TBLORY > —%HIkk

listenerconfig edit <name> hostaccess

clear

FrEDEEEZE 7 N—TI2o0 T, REHEOHIELZEMNL £,

listenerconfig edit incoming hostaccess edit sendergroup ALLOWED_LIST

country add India Nepal Cyprus

cBFEDKEH 7N —TIZONT, REEOHFEZHIFRL £
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listenerconfig edit incoming hostaccess edit sendergroup ALLOWED_LIST
country delete Cyprus

HEFEDEEE I N—TITONWT, EEEOHSEAZEHIRILE9,

listenerconfig edit incoming hostaccess edit sendergroup ALLOWED_LIST

country print

% 14: listenerconfig 3|44 : HAT

515

358

<behavior>

[Accept] . [Relay] . [Reject] . [TCPRefuse] . F72iZ

[Continue| , EEH /7 NV—7THHT 2EMELZEIRT 5 & =13,
“Policy: FOO” (“FOO” EAR U v —4) &\ )5 B TEMOEIE § 8-IR
TEET,

<filename>

RANT 7R T—=TNDA AR —FRBIRT 7 AR— AT
D77 AN,

<group>

EEE 7 V— 7O <name>,

<host>

<host list> D 1 DO T 4T A,

<host_list>

BT 2R AREANNLET, RAMIKDOE IR T+ —~» MIT
EENE

CIDR 7 F LA (10.1.1.0/24)

IP7 R L AP (10.1.1.10 ~ 20)
IPH7 x> (10.2.3)

ARA M4 (crm.example.com)

#5rAR A M4 (example.com)
SenderBase #F i A = 7 i (7.5:10.0)

SenderBase % UV —72 A —7F—IDS (SB0:12345)

Remote blocked list queries (dnslist[query.blocked list.example]
GE)  BEOFRRAFERETLHEIE, Vo~ TRUD £3,

<pame>

REHZITN—TEIRY > —D4TT, HAT 7-9UL, T E-I1X
THECBAT A MENH Y | ZDRITEEDEDO LT, BT, Tk,
FINA 7o BMLUET,

[options]

--max_size

BRA =V AR, FRIZ, BN AL FOGAITk, AH
NA FOBFEEIM EZBIMLET, BALBNAL FOGEE, KEOXT
IIARETY,
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Ry 7z AT

518

Bl

--max_ conn

1 DORA R D BHESL T & % Hefoe D fie KA

--max_msgs

BT 0 O KA vE—T%,

--max_rcpt

Ao —TH2 0 O KRZIEER,

--override

SMTP NF—DR A MM % E#EE LET, “No” £7213 SMTP /3 F—
XFA,

--cust_acc

A AL B SMTP 2 AFUSE ZHRIE L £, “No” E721% SMTP 5247
ANHUEE SCF5,

--acc_code

HAH I SMTP ZF ANUSE a— R, T 74V ME 220 TT,

--cust_rej

HAH L SMTP HERISEAZIEE L ET, “No” £721% SMTP HEFISE
LA,

--rej_code

H AR N SMTP HEGIGE 2 — R, T 7 4V ME 554 T9,

--rate_lim

RANHEAO L — MlRZ A X —7 /LI LET, “No”, “default”, £
oI A DT EDOZEHED 1D R EEEL £,

--cust_lim

B AL I SMTP HIRBERIGE A v —V 2 E LT, “No” £721%
SMTP &S ECTH], T 7 4V M [Nol T9,

--lim_code

H A K I SMTP i[RI E 22— R, 7 7 4 /b ME 452 T,

--use_sb

57 L 7 a—Hl#NZ SenderBase i LE4,  [Yes) .
NoJ . F721% ldefault] .

--as_scan

anti-spam A X ¥ > & A F—7 /I LET, “Yes”, “No”, “Default”,

--av_scan

TUoFTANARAX Yy VA FT—TMILET, “Yes”, “No”,
“Default”,

-sdr_scan

EEHERAALA DL E 2T =Y a DAY U2 LET, [IX
W (Yes) 1. [Winvz (No) 1. [7 7 #/v & (Default) ],

--dhap

T4 LT U N—_Z NIEERS IE“No”, “default”. £7-13V EF— k&
A MDD ZEEZD | OV RREEREELET,

--tls

PAR— RSN TWVERA, TLSERETHITIE, A=a2— VAT L%
AL £,

--sig_bits

IP7 RLADOFEE Y I, 0~32. [NoJ . F7=I% ldefault] .

--dkim_signing

DKIM B4 %A X —7 /M LE T, “Yes”, “No”, “Default’,

--dkim_verification

DKIM f&FEAZ A R—7 /M LET, “Yes”, “No”, “Default”,
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518

Bl

--dkim_verification profile
<name>

DKIMIRFEZ & 7 7 A4 VD& E, DA 7T a i, --dkim verification
D% [Yes) \ZRRE LB EICOBMEMA S ET,

--spf

SPF #iE & A X — 7 MIZ LE9, “Yes”, “No”. “Default”,

--spf _conf level

SPF # & L ~b, “—spf Yes” OEEIZOBRFEH LET, “spf only”,
“sidf compatible”, “sidf strict”,

--spf _downgrade pra

SPF PRA RRGERERZ X U 7L — R LET, [--spfYes)] BIOW
[--spf conf level sidf compatible] DFAIZDOIEH L FE T, “Yes”.
‘5N0.’7

--spf helo_test

SPF HELO 7 A K, [--spfYes| LT l--spf conf level
sidf compatible,| F721% T--spf conf levelspf only] DIGFAITMHEH L E
‘a—o cheS”\ “NO”O

--dmarc_verification

DMARC HREAZ A R —7 /W LET, “Yes”, “No”, “Default”,

—dmarc_verification profile
<name>

DMARC Gk 7' 1 7 7 A VD4R, ZOF T a U,
--dmarc_verification D% [Yes| |ZRE LIS A I DA S v E
D

--dmarc_agg_reports

DMARC 45t VAR — O F b, “Yes”, “No”, “Default”, Z DA
v a %, --dmarc verification D% [Yes)] IZF%XE L7256 12 D
HEnx7d,

IZ., listenerconfig /N v FIENX A H L CRAT BEO S FEEE 2 FEI T+ 56012k LET, 5l
BB I OV, RO ¢« listenerconfig 1 & 4 : RAT ZZ MR L T 72 &0,

¢ RAT ~DE LWZEH DB

listenerconfig edit <name> rcptacess new <rat addr> [options]

RAT NODZZA5#H OiftE

listenerconfig edit <name> rcptacess edit <rat addr> [options]

RAT 76 OZAFH DY

listenerconfig edit <name> rcptacess delete <rat addr>

cRAT D v°—0DH )y
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nyrit AT [l

listenerconfig edit <name> rcptacess print

2—7 /L RAT DEFA—NT— T = A ~DA L K— |

listenerconfig edit <name> rcptacess import <filename>|

RAT O/ AR— K

listenerconfig edit <name> rcptacess export <filename>

FTIFNKNTIRBADI VT

listenerconfig edit <name> rcptacess clear <default_access>|

5 15: listenerconfig 51 441E : RAT

5158

B

<rat_addr>

BT 2RA M2 AN LES, RAMIKDOL I RT+—~ v T
TEET,

CIDR 7 F LA (10.1.1.0/24)

ARA M4 (crm.example.com)

#H3 B A N4 (.example.com)

2 —H—% (postmaster@)

SERIRE T A—/N T LA (joe@example.com, joe@[1.2.3.4])
CH) BEOFRR DEBEET 25613, V= TRED 7,

<options>

--action

T RVAIZEAT DT 7 a, [Accept] 721 [Reject] D EH
B, 7 7V & TAccept] T,

--cust_resp

B AL I SMTP JEEZFRE L ET, “No” £721% SMTP % i AL
LA,

--resp_code

J AR I SMTP & = — R, “Accept” DFFE1E 250 735 7 /b b
“Reject” DAL 550 237 7 4+ /v T,

--bypass_rc

ZAEHIE A NA A LET, T 74V ME [NoJ TT,

--bypass_la

LDAP/KGE 7 =V —% A /XA LET, [Yes] £721% NoJ &L
5,
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518 BTLL]
--bypass_ca SMTP 21— /LT~y RENANZLET, 774/ MI [V x
(No) 1T,

5l . 1) RF—DENM

WOBITIL, listenerconfig 2~ > REHEH LT, =¥ —F T4 X7 — MU = A HERIZHLE e
B U AF—IZHTE %, OutboundMail & FHIN L8 LWT T A ~— b U AT —ZfER L %
T, (E:ZDOFTA =] URAF =L GUI D System Setup Wizard £ 72( CLI D
systemsetup 2 v RZIFATT L L EITEMT L HTEET) o

TIGANR—K JRF— HATHEERL, £4Hi% OutboundMail IZFERELET, TDU A F—
X, PrivateNetIP A/ > % —7 A A ETHR—F25® SMTP 7’2 b a /L& H L TEMET 5 &
ANTHELET, ZOVAFT—DOFRANTI7EBZA R —DFT 7 4 /)b MERZ T ANONE
7,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> new

Please select the type of listener you want to create.
1. Private

2. Public
3. Sinkhole
[2]1> 1

Please create a name for this listener (Ex: "OutboundMail"):

[1> OutboundMail

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 2

Choose a protocol.

1. SMTP

2. QMQP

11> 1

Please enter the TCP port for this listener.

[25]1> 25

Please specify the systems allowed to relay email through the IronPort C60.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
number of recipients per hour you are

willing to receive from a remote domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M
Maximum Number Of Connections From A Single IP: 600
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Maximum Number
Maximum Number
Maximum Number
Use SenderBase

Of Messages Per Connection:
Of Recipients Per Message:
Of Recipients Per Hour:
for Flow Control: No

Spam Detection Enabled: No
Virus Detection Enabled: Yes
Allow TLS Connections: No

Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy?

Listener OutboundMail created.
Defaults have been set for a Private listener.

- tEEosEEREEs L—TEnss [

10,000
100,000
Disabled

[N]> n

Use the listenerconfig->EDIT command to customize the listener.

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1)
2. OutboundMail (on PrivateNet, 192.168.1.1)
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

Bl EEEDOHEEEEEETIL—TITEMT %

WOFITIL, listenerconfig 2~ > FEMFEH LTI AFT—%2LELET, 20U R F—F,

SMTP TCP Port 25 Public
SMTP TCP Port 25 Private

DEEE 7N =IOV TEEHEOHEEZBML £,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1)

2. OutboundMail (on PrivateNet, 192.168.1.1)
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

SMTP TCP Port 25 Public

SMTP TCP Port 25 Private

Enter the name or number of the listener you wish to edit.

[1>1

Name: InboundMailhostacce

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port
Protocol: SMTP

Default Domain:

25
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Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No
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Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No
Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> edit

1. Edit Sender Group

2. Edit Policy

[11>1

Currently configured HAT sender groups:

- tEEosEEREEs L—TEnss [

1. ALLOWED LIST (My trusted senders have no anti-spam scanning or rate limiting)

2. BLOCKED_ LIST (Spammers are rejected)

3. SUSPECTLIST (Suspicious senders are throttled)

4. UNKNOWNLIST (Reviewed but undecided, continue normal acceptance)

5. MyList

6. (no name, first host = ALL) (Everyone else)
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Enter the sender group number or name you wish to edit.
[1>1

Choose the operation you want to perform:

- NEW - Add a new host.

- DELETE - Remove a host.

- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.
- PRINT - Display the current definition.

- RENAME - Rename this sender group.

[1> country

Choose the operation you want to perform:

- ADD - Add countries

[1>ADD

1. Afghanistan [af]

2. Aland Islands [ax]

3. Albania [al]

4. Algeria [dz]

5. American Samoa [as]

6. Andorra [ad]

7. Angola [ao]

8. Anguilla [ai]

Enter the indices separated by commas or specify the range.
[1>1,4,8

Choose the operation you want to perform:

- NEW - Add a new host.

- DELETE - Remove a host.

- MOVE - Reorder the hosts.

- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.

- PRINT - Display the current definition.

- RENAME - Rename this sender group.
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[1> country

Choose the operation you want to perform:
- ADD - Add countries

- DELETE - Delete countries

- PRINT - Print countries

[1> print

Afghanistan [af]

Algeria [dz]

Anguilla [ai]

Bl : TORAR—bEEIVAS UR—FMIKBVRF—DRA T EAT—T )L (HAT)

DHREIARX

ATy T

listenerconfig 2~ KOV 7 a~<w 2 KOEL TlE, 7—HDA VR — bz AFR— ML
THRBURARRELEENTE D720, CLIICT =2 %D LT OANTHRLERDH Y £ A,

ZOFIETHE, CLIZHEALC, 77 A NVET s AF— L, BEEMZTA U HF— 52
LIZXY, VAF—DFRANTZ7H®AT—T) (HAT) #EHL %7, HATCLI =7 4 ¥ £
X GUIZERALCY AT —OHAT 2 W AX <A XATHZEHTEET, FFEMITONTIL,

[User Guide for AsyncOSfor Cisco Secure Email Gateway | @™ [Configuring the Gateway to Receive
Mail] & [Using Mail Flow Monitor] OFE &S L T 72 &0,

TIAR—hEA VR MNIESTEE L, VAT —OHAT W AX~A AT HITIE :

FIE

listenerconfig @ hostaccess -> export 7' a3~ REZFH LT, 774/ O HAT % 7 7 A LIiZ
T AR—FLET,

WwoFITIE, X7V v U ZF— InboundMail ® HAT #H /7L, & 512 inbound HAT.txt & \»
YT AN AR—FLET,

1 -

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1>1
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Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: No
Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No
Accept untagged bounces: No
There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- MOVE - Move an entry.
- DEFAULT - Set the defaults.
- PRINT - Display the table.
- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.
[1> print
$BLOCKED

REJECT {}
$STRUSTED

ACCEPT {

tls = "off"
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dhap_limit = 0

max_rcpts_per hour = -1
virus_check = "on"
max msgs_per_session = 5000
spam_check = "off"
use_sb = "off"
max message _size = 104857600
max rcpts_per msg = 5000
max_concurrency = 600

}

$ACCEPTED
ACCEPT {}
STHROTTLED

ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts _per hour = 1
virus_check = "on"
max msgs_per_session = 10
spam_check = "on"
use_sb = "on"
max message_size = 1048576
max rcpts_per msg = 25
max_concurrency = 10

}
ALLOWED_ LIST:
STRUSTED (My trusted senders have no anti-spam or rate limiting)
BLOCKED_LIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST :
SACCEPTED (Reviewed but undecided, continue normal acceptance)
ALL
SACCEPTED (Everyone else)
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[]> export

Enter a name for the exported file:

[1> inbound.HAT.txt

File written on machine "mail3.example.com".
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ATy T2
ATvT3

ATv74

ATy TH

1 -

avw RIA4 A H—=T x4 A (CLI) OHEET, 7 7 A /L inbound HAT.txt & BUfS: L £ 7,
TXANTZT 4 XEFEHLT, 2077 A MIHF LWHAT =2 bV Z1EK L £,

ZOFEITIE, HATHRNO ALL =2 FY D RIZU T Y ZBMLET,

spamdomain.com REJECT
.spamdomain.com REJECT
251.192.1. TCPREFUSE]
169.254.10.10 RELAY

cEMD2oOOx UL, FAA  spamdomain.com 3 & O spamdomain.com D7 K A 1
YINDOYE— KRR DL OERETXTHESR LET,

«3OHDOZY RUE, IPT RLAM 2511921 X THHEA MDD OFERZHES LT,

4 OBOZ MVIZE ST, IPT R AN 169.254.10.10 THH U E— FKRA NI, £
H—F >y DT RTOREESA—MIZONT, BFA—NT—F V=A% SMTP VU
L—E L TETEET

() HATHTONL—LADIEFFFEEREREZFRLE S, VAFT—ITE L LS &
HARA T LT, HATZ B2 D FANEEICH AN E T, #ioh A MIL—
ANR—ET D56, ZOHERICHLTTITT 7 v a URFEITSET, HAT
T, TRTCODAZ L T FY &2 ALLBR A MEFRLY LICEEBETILERS
WEF, HATCLI =7 4 # 721X GUIL ZfEH L TY AF—DHAT A W A X~ A
AFHZEHTEET, FFMIC OV TIL,  [User Guidefor AsyncOSfor Cisco Secure
Email Gateway ] @ [Configuring the Gateway to Receive Mail] & [Using Mail Flow
Monitor] DEZSZRL T EEW,

T ANERGFLTA ¥ —7 = A AD configuration 7 4 L7 FVIZELE L, £ >R — N TX
HEOICLET, GEICOWTE, (8B [EFA AT = U= ~DT 7t R 25H
LTLEEN, )

listenerconfig @ hostaccess -> import 7 2~ > RAfEH L T, fREFHDEA N T 7 ER T—
TN T7A Nl R—=FLET,

WOFITIL, WREFHD 7 7 A /L inbound. HAT.txt % InboundMail U 2 F—® HAT |24 > 7R—
FLET, print 7 a~> FEFEHLTHLO MU EZHTILET,

51

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
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[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> import

Enter the name of the file to import:
[1> inbound.HAT. txt

9 entries imported successfully.
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000

Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
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Use SenderBase For Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> print

SACCEPTED

ACCEPT
STHROTTLED
ACCEPT {

spam_check = "on"
max _msgs_per session = 10
max_concurrency = 10
max_rcpts per msg = 25
max_rcpts per hour = 1
dhap_limit = 0

virus_check = "on"
max _message size = 1048576
use_sb = "on"
tls = "off"

}

STRUSTED

ACCEPT {
spam_check = "off"
max _msgs_per session = 5000
max_concurrency = 600
max_rcpts per msg = 5000
max_rcpts per hour = -1
dhap_limit = 0
virus_check = "on"
max_message size = 104857600
use_sb = "off"
tls = "off"

}

$BLOCKED
REJECT

ALLOWED LIST:
STRUSTED (My trusted senders have no anti-spam scanning or rate limiting)
BLOCKED _LIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST:
SACCEPTED (Reviewed but undecided, continue normal acceptance)
spamdomain.com
REJECT (reject the domain "spamdomain.com")
. spamdomain.com
REJECT (reject all subdomains of ".spamdomain.com")
251.192.1.
TCPREFUSE (TCPREFUSE the IP addresses in "251.192.1")
169.254.10.10
RELAY (RELAY the address 169.254.10.10)
ALL
SACCEPTED (Everyone else)
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Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

1>

A AR MR, REEEEZANTT 57202, 47 commit =7~ > FEFITLET,

Bl - AEAF—DN—ARZX B LU S/MIME DESIE ERRIED A *— T )Lt
WOHNE, TRROZ E#1TH HiEERLET,

« 55 SIMIME B4 HEHA v =V NOAMF—%2 G (h—~_AK) LET,
o SIMIME D54k & WiiEa A4 2 —7 W LE T,

mail.example.com> listenerconfig

Currently configured listeners:

1. MyListener (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: MyListener

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 50 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None
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Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10

Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender: Disabled

Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: No

S/MIME Decryption/Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,
or no letter for b

[10M]>

Enter the maximum number of concurrent connections allowed from a single IP address.
[10]>

Enter the maximum number of messages per connection.

[10]>

Enter the maximum number of recipients per message.

[50]>

Do you want to override the hostname in the SMTP banner? [N]>
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Would you like to specify a custom SMTP acceptance response? [N]>
Would you like to specify a custom SMTP rejection response? [N]>

Do you want to enable rate limiting per host? [N]>

Do you want to enable rate limiting per envelope sender? [N]>

Do you want to enable Directory Harvest Attack Prevention per host? [Y]>
Enter the maximum number of invalid recipients per hour from a remote host.
[25]>

Select an action to apply when a recipient is rejected due to DHAP:

1. Drop

2. Code

[11>

Would you like to specify a custom SMTP DHAP response? [Y]>

Enter the SMTP code to use in the response. 550 is the standard code.
[550]>

Enter your custom SMTP response. Press Enter on a blank line to finish.
custom response

Would you like to use SenderBase for flow control by default? [Y]>
Would you like to enable anti-spam scanning? [Y]>

Would you like to enable anti-virus scanning? [Y]>

Do you want to allow encrypted TLS connections?

1. No

2. Preferred

3. Required

4. Preferred - Verify

5. Required - Verify

[11>

Would you like to enable DKIM/DomainKeys signing? [N]>

Would you like to enable DKIM verification? [N]>

Would you like to enable S/MIME Public Key Harvesting? [N]> y

Would you like to harvest certificate on verification failure? [N]>
Would you like to harvest updated certificate? [Y]>
Would you like to enable S/MIME gateway decryption/verification? [N]> y

Select the appropriate operation for the S/MIME signature processing:
1. Preserve

2. Remove

[11>

Would you like to change SPF/SIDF settings? [N]>

Would you like to enable DMARC verification? [N]>

Would you like to enable envelope sender verification? [N]>
Would you like to enable use of the domain exception table? [N]>
Do you wish to accept untagged bounces? [N]>

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: Yes
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S/MIME Decryption/Verification Enabled: Yes
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.

[1>

5l : HAT D/ NS A —4

WDOFRTIE, HAT i3 A — 2 O CEER L COET, ROEITEETHY | %ICk &

BIILTHRa A FTETH, BICM ZBENMLTAIAA, RTETZENRTEET, LFD
RUVMEIZANA FERARSNET, TAZ YU RPN T A —F T, IROFITTRTEEAHE ST
YR —FLTWET,

16 HATS#0/85 A — 2 DHEX

AR (378 [} EX24T
HHREHTZ Y DI KA v — V8K , B

max msgs_per_ session 1000
Ay —=THIc ) DRRZEHEK &5

max_rcpts_per_msg 10000

1k

BRA = FA R . &

max message_ size 1048576

20M

2O Y AT —ITFFA ST R K 5 000
ey max_concurrency
Befidx
SMTP /3 F— = — &

smtp_banner code 220
SMTP /3 — FFZ | (%) peol

smtp_banner text Accepted
SMTP fE G/ ) — =2 — ] &

smtp banner code 550
SMTP {ES N F— 7 F A2 K (%) prasvll ,

smtp_banner text Rejected
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listenerconfig ~® bypass_ca 5|41 ;& /0 .

INT A — B E
S A—4 (38 & fBEDHI
SMTP X F—R A N & EX . on | off | default

use override hostname default

. LTS

override hostname newhostname
TLS % on | off | required

tls on
Z IR HEA F ¥ v Dff on | off

spam_check off
Sophos 7 A /LA A% ¥ L Dff , on | off

virus_check off
1 K[ o 72 0 D F R AZH K 5

max_ rcpts per hour 5k
IH#FE‘?&)%: Y Px7— == ]\O)%j( max rcpts per hour code %‘é% 452
SR - T T
! E%Fﬁﬁ%f: I DTEA ]\@%j(%{% max rcpts per hour text jziﬁu Too
%?i& (*) a o a manyrecipients
SenderBase M1 H on | off

use_sb on
SenderBase L' B =7 —3 3 A3y -10.0 ~ 10.0

s sbrs[valuel sbrs[-10:-7.5]

DEF :value2

1
T v UKL LR & -
12 ) ORAIEDE KKK e

listenerconfig ~ (@ bypass_ca 512D B0
/j{@ﬁﬂjfﬂi\ listenerconfig ~OD bypass ca %liﬁ@ﬁﬂﬂ%ﬂ? LVCU‘ijAo

esa.example.com (SERVICE)> help listenerconfig.

rcptaccess _options are the following:

new <rat addr> [options]
edit <rat addr> [options]
delete <rat addr>

print

import <filename>

export <filename>

clear <default access>

default access - Default access for empty RAT.

or "REJECT".
rat addr - Hostnames such as "example.com" and "[1.2.3.4]" are
allowed. Partial hostnames such as ".example.com"
are allowed. Usernames such as "postmaster@" are
allowed. Full email addresses such as

Either "ACCEPT"
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"joeW@example.com" or "joe@[l.2.3.4]1" are allowed.
Separate multiple entries with commas.
options - Various options to modify a host access policy:

--action Action to apply to address(es). Either
"Accept" or "Reject". Default is "Accept".

--cust_resp Specify a custom SMTP response. "No" or SMTP
acceptance response string.

--resp_code Custom SMTP response code. Default is 250 for
"Accept" actions, 550 for "Reject".

--bypass_rc Bypass receiving control. Default is "No".

--bypass_la Bypass LDAP Accept queries for this Recipient. Default is "No".

--bypass_ca Bypass SMTP Call-Ahead. Default is "No".

5] : SPF 5 & U SIDF D& E

VAF—=DHEANT VAT —=TNDT 74 )V NOFEET DA, U AT —0 SPF/SIDF #
L~ L& BT A—7— b = A D SPF/SIDF MiEERE Rl S W TEITT A SMTP 7 7 & 3
> (ACCEPT £72/XREJECT) #EHIRTEXE T, EFA—NT— bV =2ABRAvE—VEER
THGAEITEET 2 SMTP B4 ERXRTHZ L TEET,

HEPLL ~)LIZ S U T, 7774 7 > AT HELO ID, MAIL FROM ID, 721X PRAID (2% LT
Fryv I EBFETLET, BFA—NST—FT AN, ROKIDF = v 7 D% SPF/SIDF i akhs
RioxL, By arakitd % (ACCEPT) 72, By a & T3 % (REJECT) »r4&is
ETEET,

* [None], 1HHRDOREDD, MFEEFETTEEHA,

s [Neutral], RAAFTEEIE. 7747 MIUBEESNZID AT 2HERNH LN E
IMETH—FLERA,

* [SoftFaill, R AA VAIAHEIL, HRA MDRE S ID 28T DHERA e\ & S 03,
WEaxhd-neEELTHET,

c[KBR): ZTIAT 2 NI FBESNIZID TA—ILEZXETIHRENDH Y XA,

s [TempError], MRFEHIZ—IFAY72 =T —NRAELF LT,

e [PermError], ARFEHFIZKFEIIIR =T =235 AL £ LTz,

FEAFA—=NVF— b =A%, A v E—IIZ Resent-Sender: F 72 1% Resent-From: ~~ v % — N FAE
T 55512, PRAID @ Pass £ 5% None (24 7 > 7' L— K95 KX 9|2 SIDF AHAHERL L~ )L %
BRELTWRWRY | PassfEROX ve—V%ZIFANET, EFA—NVT— T A [XPRA
F = v 7 T None PRSI NG AITIEE SN SMTP 77 v a v 34T LE T,

IDF = 7k LTSMIPT 73 a v HEHRLTCWLRWES, BFA—1L7— MU = AIXFail
ETL T XN TCORGEREREZ BEMICZ T ANE T,

A X =T NMICENT-WTIRDID F = v 7 O ID KRN REIECT 7 7 ¥ a - —#+ 548
HBLBIANT = U =ATEy v arERKTLET, L xE, FEEIL. $XTOHELO
IDF =y ZfERIZESNT Ay E—VEZITAND L HICY AT —ZFKELETH, MAIL
FROMID = v 7 /5@ Fail fE R I L TUIA v —V 2 EETH L0 A F—2RET
HELET, AvE—YNHELOID F = v ZIZKLTH, BFA—NAT— T =A13ZD
FEREZITANDTED, By varBNeirLET, KIS, A v E—T I MAILFROMID F =
TR LT, VAT =3ty a & & T L, REJECTT 7 v a @ STMP LA ZiK L
3

[l AsyncO0S 14.0 for Cisco Secure Email Gateway CLI ') 77 LY X 4 K (—fREA)



I avy R 8EH

w-seEssusEngE |

SMTP J&& X, BT A —/L7— h U = A H SPF/SIDF MGEAE RIZE SN T A v — V& ERT
HHAEICKT a— K& S L A vt—CTF, TempError i B i%, MOMRIER R & B2 % SMTP
B EIE L ET, TempError D%E, 7 7 4/V FDIGET— RZ451 T, T 74NV DA vE—
¥ 7 X A MZ T#4.4.3 Temporary error occurred during SPF verification] T3, > F~TOMRAE
FERTIE, 774N POIREA—RIES550 T, 774V FDOX =2 TF2 M #5.7.1
SPF unauthorized mail is prohibited] T3, TempError M DFRFEAE R E DIGE T — R & A v
=V TR A MEREECEET,
{:E C. Neutral, SoftFail, F721% Fail MRFEAERIZX L CREIECT 77 ¥ a U RNETINTE
BT, SPEAT Y vy RAL Vinh = FR=FT 4 DIREZIRT L2, BFA—NT—
N2 AZRETHIENTEET, 774NV IT, EBLA—NT— MU A TROIGE %K
LET,
550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

550 <Response text from SPF domain publisher>

6 D SPE/SIDF fX E % A F— 7 MZT 5 IZIX, listenerconfig->edit 7 a2~ &M L.,

U A —%ER L FET, KIZ, hostaccess ->default V7' a< > REHHAL T, "X M T/ EX
T—=TNDTF 7 H )V FOREERELET, ROT 17 M yes &% %2 T, SPF il & &% &E
L/i‘é—c

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [Y]> yes|

RARNTI7®ATFT—7/LTlE, RO SPF #ill#HFRELEEHCTCE £,

= 17: SPFHI{HELE

QLA f# AT BE%E SPF Hi{HER E

SPF ™7 (SPF Only) *HELOID = v 7 #F(TT 50 E 9

cRDID F = v 7 DFERITIEASNTIEITEND SMTP 77 >3

*HELOID (A RX—7/LDGHE)

« MAIL FROM ID

*REJECT 77 ¥ a X LTESILD SMTP jnEa— RETF X R
ks

« WHNLORGEY A 57 7 b
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ERL A {#E AW RE%: SPF HI{HERE
SIDF A ff (SIDF *HELOID F = v 7 ZFATT 50 E 5
Compatible) « A & —UIZ Resent-Sender: ¥ 7213 Resent-From: ™~ % — 73 F(E

T HEIT, WiFEET PRA ID O Pass 5 9:% None |[C& 7/ L —
R4 250 E 97
e RDOID F = v 7 OFERITEESNTEITEND SMTP 77 ¥ 3
*HELOID (A R*—7/LDHE)
« MAIL FROM ID
* PRA Identity
*REJECT 77 ¥ a3 Zxt L CTGREND SMTP JH&a— R LT F 2
F
« WHNLOMGEEY A 57 U |k

SIDF ji&#% (SIDF KD ID F = v 7 OFERICTESNTIITEND SMTP 77 ¥ 3
Strict) « MAIL FROM ID

* PRA Identity

* SPFREJECT 7 7 ¥ a V' DLEIZIKEN S SMTP [nEa— K &7
S

« WENLORFEY A 57 U b

WIZ, =—H%—7% SPF Only #E#L L~ L2/ L T, SPF/SIDF MGEA X ET DBl Z L ET,
FBFA =N — U A IZHELOID F = v 7 #5347 L. None ¥ J O Neutral FiFERE R 2517
ATV, FOMOFEREZELR LEST, SMIP 7273 a>DCLI 7 a7 MIT_XTHOID A7
THEUTY, ==X MAILFROMID ® SMTP 77 > a L 2 EF LEH A, BFA—ILFT—
7 zAlE, ZDID OFTXTOMGERERE BEICZ T ANES, EFA AT — T =A
X9 _RTCHOREJECTfi I LT, T 74/ DB a—RFETHF A MEEHALET,

{5l : SPF/SIDF % &

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [N]> yes

What Conformance Level would you like to use?

1. SPF only

2. SIDF compatible

3. SIDF strict

[2]1> 1

Would you like to have the HELO check performed? [Y]> y

Would you like to change SMTP actions taken as result of the SPF verification? [N]> y
Would you like to change SMTP actions taken for the HELO identity? [N]> y
What SMTP action should be taken if HELO check returns None?

1. Accept

2. Reject

[11> 1

What SMTP action should be taken if HELO check returns Neutral?
1. Accept

2. Reject

[11> 1

What SMTP action should be taken if HELO check returns SoftFail?
1. Accept
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2. Reject

[1]1> 2

What SMTP action should be taken if HELO check returns Fail?

1. Accept

2. Reject

[11> 2

What SMTP action should be taken if HELO check returns TempError?

1. Accept

2. Reject

[1]1> 2

What SMTP action should be taken if HELO check returns PermError?

1. Accept

2. Reject

[1]1> 2

Would you like to change SMTP actions taken for the MAIL FROM identity? [N]> n
Would you like to change SMTP response settings for the REJECT action? [N]> n
Verification timeout (seconds)

[40]>

w2, VAF—=DFT 74V FDRY — 8T A—HZ|ZSPF/SIDF BRENED L HITRREND
NeRLET,

Bl : F2HILERYS— 85 A—4 0 SPF/SIDF

SPF/SIDF Verification Enabled: Yes
Conformance Level: SPF only
Do HELO test: Yes
SMTP actions:
For HELO Identity:
None, Neutral: Accept
SoftFail, Fail, TempError, PermError: Reject
For MAIL FROM Identity: Accept
SMTP Response Settings:
Reject code: 550
Reject text: #5.7.1 SPF unauthorized mail is prohibited.
Get reject response text from publisher: Yes
Defer code: 451
Defer text: #4.4.3 Temporary error occurred during SPF verification.
Verification timeout: 40

5] : DMARC #&3EDFE zh1t
&IZ, DMARC fFEE BT B2 R LET,

mail.example.com> listenerconfig

Currently configured listeners:

1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: Listener 1

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>
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Max Concurrent Connections: 300 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 20M

Maximum Number Of Concurrent Connections From A Single IP: 10

Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender: Disabled

Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,
or no letter for bytes.

[20M] >

Enter the maximum number of concurrent connections allowed from a single IP address.
[10]1>

Enter the maximum number of messages per connection.
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[10]>

Enter the maximum number of recipients per message.

[50]>

Do you want to override the hostname in the SMTP banner? [N]>

Would you like to specify a custom SMTP acceptance response? [N]>
Would you like to specify a custom SMTP rejection response? [N]>

Do you want to enable rate limiting per host? [N]>
Do you want to enable rate limiting per envelope sender? [N]>
Do you want to enable Directory Harvest Attack Prevention per host? [Y]>

Enter the maximum number of invalid recipients per hour from a remote host.
[25]>
Select an action to apply when a recipient is rejected due to DHAP:

1. Drop
2. Code
[11>

Would you like to specify a custom SMTP DHAP response? [Y]>
Enter the SMTP code to use in the response. 550 is the standard code.
[550]>

Enter your custom SMTP response. Press Enter on a blank line to finish.
Would you like to use SenderBase for flow control by default? [Y]>
Would you like to enable anti-spam scanning? [Y]>

Would you like to enable anti-virus scanning? [Y]>

Do you want to allow encrypted TLS connections?

1. No
2. Preferred
3. Required
4. Preferred - Verify
5. Required - Verify
[11>
Would you like to enable DKIM/DomainKeys signing? [N]>
Would you like to enable DKIM verification? [N]>
Would you like to change SPF/SIDF settings? [N]>
Would you like to enable DMARC verification? [N]> Y
Select the DMARC verification profile to use:
1. DEFAULT
[11> 1
Would you like to send aggregate reports? [N]> Y
Note: DMARC reports should be DMARC compliant.
Secure delivery is recommended for delivery of DMARC reports.
Please enable TLS support using the “destconfig’ command.
Would you like to enable envelope sender verification? [N]> Y
Would you like to specify a custom SMTP response for malformed envelope senders? [Y]>
Enter the SMTP code to use in the response. 553 is the standard code.
[553]>
Enter your custom SMTP response. Press Enter on a blank line to finish.
Would you like to specify a custom SMTP response for envelope sender domains which do
not resolve? [Y]>
Enter the SMTP code to use in the response. 451 is the standard code.
[451]>
Enter your custom SMTP response. Press Enter on a blank line to finish.
Would you like to specify a custom SMTP response for envelope sender domains which do
not exist? [yi>
Enter the SMTP code to use in the response. 553 is the standard code.
[553]>

Enter your custom SMTP response. Press Enter on a blank line to finish.
Would you like to enable use of the domain exception table? [N]>
Do you wish to accept untagged bounces? [N]>

Default Policy Parameters

Maximum Message Size: 20M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Async0S 14.0 for Cisco Secure Email GatewayCLI ') 7 7 LV XA K (—fREA) .




avwo R sz |
B 5 omarcimszosmiE

Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: Yes

DMARC Verification Profile: DEFAULT

Aggregate reports: Yes
Envelope Sender DNS Verification Enabled: Yes
Domain Exception Table Enabled: No
Accept untagged bounces: No
There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- MOVE - Move an entry.
- DEFAULT - Set the defaults.
- PRINT - Display the table.
- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- RESET - Remove senders and set policies to system default.
1>
Name: Listener 1
Type: Public
Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP
Default Domain: <none configured>
Max Concurrent Connections: 300 (TCP Queue: 50)
Domain Map: Disabled
TLS: No
SMTP Authentication: Disabled
Bounce Profile: Default
Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None
Heading: None
SMTP Call-Ahead: Disabled
LDAP: Off
Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.
- CERTIFICATE - Choose the certificate.
- LIMITS - Change the injection limits.
- SETUP - Configure general options.
- HOSTACCESS - Modify the Host Access Table.
- RCPTACCESS - Modify the Recipient Access Table.
- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.
1>
Currently configured listeners:
1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:
- NEW - Create a new listener.
- EDIT - Modify a listener.
- DELETE - Remove a listener.
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localeconfig

localeconfig .

- SETUP - Change global settings.
[1>

mail.example.com>

£2B8 (Description)

ERAE

1

SERIGOREMERE L ET.

MeE : oo~ KX lcommit] NHEETI,

JGAREE . Zoavwr RiE, TRTOYEFT—F (WFRE, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

mail3.example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?

(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main

body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body

whenever possible.

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
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try to use the
message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to
use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp.

The disclaimer or message body is split into separate message attachment. Do you want
the appliance to ignore

such errors when decoding the message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings
Behavior when decoding errors are found: Disclaimer or message body is added

as a message attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[]> mail3.example.com

£BH (Description)

ER7AE

1

SMTP RBEAFRER I MEE T e 7 7 A VAR ELET,

MEE : Z0a<y Kix Tcommit] 2SHNEE T,

JIIARER  Zpavr R, TRTOYYUEF—R (TR EZ, TA—TF =) Tff
HTxE9,
NyF awr P Zoavy RNy FREREFR—FLTOEE A,

ROPITIL, smtpauthconfig =~ F&fEH] LT, % —3— [smtp2.example.com] DHL
WHRIEN—2D T 1 7 7 A Va2 fERR L £ T,

mail3.example.com> smtpauthconfig

Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

[1> new

Choose the type of profile you wish to create:

- FORWARD - Create an SMTP Auth forwarding server group profile
- OUTGOING - Create an outgoing SMTP Auth profile

[1> forward

Enter a name for this profile:

[1> forwarding-based
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Please begin entering forwarding servers for this group profile.
Enter a hostname or an IP address for the forwarding server:

[1> smtp2.example.com

Enter a port:

[25]>

Choose the interface to use for forwarding requests:

1. Auto

2. Data 1 (192.168.1.1/24: mail3.example.com)

3. Data 2 (192.168.2.1/24: mail3.example.com)

4. Management (192.168.42.42/24: mail3.example.com)

[11>

Require TLS? (issue STARTTLS) [Y]> y

Enter the maximum number of simultaneous connections allowed:
[101>

Use SASL PLAIN mechanism when contacting forwarding server? [Y]>
Use SASL LOGIN mechanism when contacting forwarding server? [Y]>
Would you like to enter another forwarding server to this group? [N]>
Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

- EDIT - Edit an existing SMTP Auth profile

- PRINT - List all profiles

- DELETE - Delete a profile

- CLEAR - Delete all profiles

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> created SMTP auth profile

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

CE) ERHFE A DO —HP —(Z1X. RELAY HAT R Y > —F & nE 4,

120777 A VN TEEOIREY —NZEETHIEHTEET, SASL A =X 14
CRAM-MD5 & DIGEST-MDS 1%, &FA— /"7 — U xA LHEEY —N—D/ETIEYR—k
ENFEHE A

ARATLODEY NTYT
syste msetup

£2BA (Description)

VDV AT A Y NT v TBIRNVRAT LAOFA VA h—/L,

ERAE
e Zoa~< 2 i lcommit] NHVNETY,

JIAREH  Zoa<wr NI, IRXTOYY U ET—R (OTRE, TA—T <) T
Ac&EEd,

NyF awrR: Zoa<wy RNy IFEXREZTR—FLTHWEREA,
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mail3.example.com> systemsetup

WARNING: The system setup wizard will completely delete any existing
'listeners' and all associated settings including the 'Host Access Table' -
mail operations may be interrupted.

Are you sure you wish to continue? [Y]> y

Before you begin, please reset the administrator passphrase to a new value.
0ld passphrase:

Would you like to get a system generated passphrase? [N]>

New passphrase:

Retype new passphrase:

* Kk kK Kk

You will now configure the network settings for the IronPort C100.

Please create a fully qualified hostname for the IronPort C100 appliance

(Ex: "ironport-Cl00.example.com") :

[1> ironport-C100.example.com

* Kk ok ok ok

You will now assign an IP address for the "Data 1" interface.

Please create a nickname for the "Data 1" interface (Ex: "Data 1"):

[1> Data 1

Enter the static IP address for "Data 1" on the "Data 1" interface? (Ex:
"192.168.1.1"):

[1> 192.168.1.1

What is the netmask for this IP address? (Ex: "255.255.255.0" or "Oxffffff0o0"):
[255.255.255.0]>

You have successfully configured IP Interface "Data 1".

* Kk Kk Kk Kk

Would you like to assign a second IP address for the "Data 1" interface? [Y]> n
What is the IP address of the default router (gateway) on your network?:
[192.168.1.1]> 192.168.2.1

* KKK K

Do you want to enable the web interface on the Data 1 interface? [Y]> y

Do you want to use secure HTTPS? [Y]> y

Note: The system will use a demo certificate for HTTPS.

Use the "certconfig" command to upload your own certificate.

* Kk k ok ok

Do you want the IronPort Cl00 to use the Internet's root DNS servers or would
you like it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use my own DNS servers

[11> 2

Please enter the IP address of your DNS server.

[1> 192.168.0.3

Do you want to enter another DNS server? [N]>

You have successfully configured the DNS settings.

* Kk k Kk Kk

You are now going to configure how the IronPort C100 accepts mail by creating a
"Listener".

Please create a name for this listener (Ex: "MailInterface"):

[1> InboundMail

Please choose an IP interface for this Listener.

1. Data 1 (192.168.1.1/24: ironport-Cl00.example.com)

[11> 1

Enter the domain names or specific email addresses you want to accept mail for.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.

Full email addresses such as "Jjoel@example.com" or "joe@[1.2.3.4]" are allowed.
Separate multiple addresses with commas.

[]> example.com, .example.com

Would you like to configure SMTP routes for example.com, .example.com? [Y]> n
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Please specify the systems allowed to relay email through the IronPort C100.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[]> example.com, .example.com

Do you want to enable filtering based on SenderBase Reputation Service (SBRS)
Scores for this listener? (Your selection will be used to filter all incoming
mail based on its SBRS Score.) [Y]> y

Do you want to enable rate limiting for this listener? (Rate limiting defines
the maximum number of recipients per hour you are willing to receive from a

remote domain.) [Y]> y
Enter the maximum number of recipients per hour to accept from a remote domain.
[1> 1000

Default Policy Parameters

Maximum Message Size: 10M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: 1,000
Maximum Recipients Per Hour SMTP Response:
452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: No
Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No
Accept untagged bounces: No
Would you like to change the default host access policy? [N]> n
Listener InboundMail created.
Defaults have been set for a Public listener.
Use the listenerconfig->EDIT command to customize the listener.
KKK KK
Do you want to use Anti-Spam scanning in the default Incoming Mail policy? [Y]> y
Would you like to enable IronPort Spam Quarantine? [Y]> y
IronPort Anti-Spam configured globally for the IronPort Cl00 appliance. Use the
policyconfig command (CLI) or Mail Policies (GUI) to customize the IronPort
settings for each listener.
IronPort selected for DEFAULT policy
* kK KKk
Do you want to use Anti-Virus scanning in the default Incoming and Outgoing
Mail policies? [Y]> y
1. McAfee Anti-Virus
2. Sophos Anti-Virus
Enter the number of the Anti-Virus engine you would like to use on the default
Incoming and Outgoing Mail policies.
[1> 2
Sophos selected for DEFAULT policy
* Kk k Kk Kk
Do you want to enable Outbreak Filters? [Y]> y
Outbreak Filters enabled.
Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or
back down below),
meaning that new messages of certain types could be quarantined or will no longer be
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quarantined, respectively.

Allow the sharing of limited data with SenderBase? [Y]> y

You have successfully configured Outbreak Filters and SenderBase.
* Kk Kk Kk k

You will now configure system alerts.

Please enter the email address(es) to send alerts.

(Ex: "administrator@example.com")

Separate multiple addresses with commas.

[1> administrator@example.com

Would you like to enable IronPort AutoSupport, which automatically emails
system alerts and weekly status reports directly to IronPort Customer Support?
You will receive a complete copy of each message sent to IronPort.
(Recommended) [Y]> y

* Kk Kk Kk Kk

You will now configure scheduled reporting.

Please enter the email address(es) to deliver scheduled reports to.
(Leave blank to only archive reports on-box.)

Separate multiple addresses with commas.

[1> administrator@example.com

* kK Kk k

You will now configure system time settings.

Please choose your continent:

1. Africa

2. America

11. GMT Offset

[11]1> 2

Please choose your country:

1. Anguilla

47. United States

48. Uruguay

49. Venezuela

50. Virgin Islands (British)

51. Virgin Islands (U.S.)

[1> 47

Please choose your timezone:

1. Alaska Time (Anchorage)

26. Pacific Time (Los_Angeles)

[1> 26

Do you wish to use NTP to set system time? [Y]> y

Please enter the fully qualified hostname or IP address of your NTP server, or
press Enter to use time.ironport.com:

[time.ironport.com] >

* kK Kk Kk

Would you like to commit these changes at this time? [Y]> y

Congratulations! System setup is complete.

For advanced configuration, please refer to the User Guide.

URL D 1 LB Y)Y

ZZTE, OCLI <y RIZoOWT#EHALET,
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aggregatorconfig .

aggregatorconfig

£2BA (Description)

ERAE

1

urllistconfig

BIA—NT = T2 A TYRIADT TV —Z Y —R—DT RLAZHRELET, ZOH%—
N=lZ, VI FENZURLE, a2 —V—D7 U v 7 ICEEMNTONTZT 7 a v (FF).
Tay s FRIEARE) A7V v Ly R a—F—03 ARt L E,

MeE : oo~ KX lcommit] NHEETI,

JGAREE . Zoavwy RiE, TRTOY U ET—F (WFREZ, T—F <) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

mail.example.com> aggregatorconfig

Choose the operation you want to perform:

- EDIT - Edit aggregator configuration

[1> edit

Edit aggregator address:

[aggregator.organization.com]> org-aggregator.com

Successfully changed aggregator address to : org-aggregator.com

£BA (Description)

ERAE

1

URL 7 4 V2 U THEREIZ K » CRMI SN2V URL OFF Y XA MR EEZIFA o FA— L
F9, TOVRANNI, 79 NT A7 T4V ZEEBIITMEAINEY A,

MeE : Zoa< KX lcommit] NHEETI,

JGAREE . Zoavwr RiE, TRTOYET— R (WFREZ, T—F <) Tff
ATxEd,

NyF avwrR: Zoavy RNy FEREZPR—-FLTWET,

> urllistconfig

No URL lists configured.

Choose the operation you want to perform:
NEW - Create a new URL list-

[1> new

Do you want to import a URL list?
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[N]>

Enter a name for the URL list

[1> sample

Enter the URL domains that need to be skipped from scanning for URL Filtering.
Enter one URL domain per line and '.' to finish.

cisco.com

ironport.com/*

*.example.com

10.2.4.5/24

[2001:DB8::1]

URL list sample added.

There are currently 4 URL lists configured.

Choose the operation you want to perform:

- NEW - Create a new URL allowed list.

- EDIT - Modify an existing URL allowed list.

- DELETE - Delete an existing URL allowed list.

[1>EDIT

Choose the operation to edit the URL allowed list:

- IMPORT - Import a file into an existing URL allowed list
- EXPORT - Export an existing URL allowed list into a file
- RENAME - Rename an existing URL allowed list

[1>IMPORT

Assign new name to the imported list? (By default, name stored in the
file will be applied to the list)

[N] > Y

Enter name of the list > new_list

Enter filename to import from > URLfile

NOTE: These files will be stored in /pub/configuration

URL list “new list” added.

websecurityadvancedconfig

i%B3 (Description)
WD URL 7 4 NE ) T OFEMREEZRELET,
«[URLV> 277 v 7 DX A L7 ~ (URLLookup Timeout) ]: URL THEED KA A 4 D
IP 7 RUARZERT H7-DIZH 05 I,

c[AvEBE—VARILTAFX ¥ 95 URL D KE (Maximum number of URLS to scan in message
body) 1: A v b=V ARLELIZTAF ¥ &5 URL O KEK,

[AvEB—VIRMT 7 ANV TAX ¥ 95 URL O K% (Maximum number of URLS to scan
in message attachments) ] : X v & — R 7 7 A NV TAF ¥ > S5 URL DRI

o [AvE—YHNOURLT ¥ A b LHREFOE X #i % (Rewrite URL text and HREF in the
message) |: SERICEZIMI OGN URLAE A vE—VUARITRRT H), EESHB LN
URL % HTML # v &—3® HREF ([CDAFERT HNnEEIRTE £7,

o GBS~ % — (Additional Header) ] : MEIZIGE U T, A v bE—VIZHAX L~y X —%
EHET,
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A\

mans

G FIFTNva—T A TORANTEA LT U MEEEET 255 UMNE. v AaDFR— ki
CHRBH ST GBI ORZDa~x s R LET,
ZA LT 7 MEX, URL OFHiB X OB 7 2 223252770 R h— X L o@EHOR
BALOE T,
ERAE
fEE : Zoa~<r NiX Tcommit] NHETT,
JTARER . Zoa~vy R~y F— R TOREHTEET,
NyFavrs R Zoavwy NNy FBERE YR —F L TWET,
Ny FRH
Ny FBRIZOWTIE, CLIA YT A v ~AT 2SR T ES0,
l
mail.example.com> websecurityadvancedconfig
Enter URL lookup timeout in seconds:
[15]>
Enter the maximum number of URLs that can be scanned in a message body:
[100]>
Enter the maximum number of URLs that can be scanned in the attachments in a
message:
[25]>
Do you want to rewrite both the URL text and the href in the message? Y
indicates that the full rewritten URL will appear in the email body. N
indicates that the rewritten URL will only be visible in the href for HTML
messages. [N]>
Do you want to include additional headers? [N]>
websecurityconfig

£%B8 (Description)

URL 7 A WE Y v TORAHTE (URLLVE 27— a v BLXOURL AT T UHHE) 2RTEL
F7,

W, GEEEEIZABEICTY, Cisco TAC 205 Yes (T D 2 L ZFR STV WIRY | FEH
EORELZERINTZ L ZITNo ZBIRL T &V,
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He® : Z o<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxEd,

NyFawr R Zoavy RigXNyFELEZYR—FLTWET, FEMCOWTIEL, CLID
AT ~NVTEBRBLTLLEEIY, 20a~vwy ROA T4y ~VFIZT V' AT BIT
1%, help 2~ FaEMHLET,

mail.example.com> websecurityconfig

Enable URL Filtering? [N]> y

Do you wish to enable Web Interaction Tracking? [N]> y
Web Interaction Tracking is enabled.

Do you want to add URLs to the allowed list using a URL list? [N]> vy
1. urllistl

2. urllist2

3. No URL list

Enter the number of URL list

[11> 1

URL list 'urllistl' added

mail.example.com> websecurityconfig

URL Filtering is enabled.

URL list 'urllistl' used.

System provided certificate used.

Web Interaction Tracking is enabled.

websecuritydiagnostics

%83 (Description)

ER7AE

1

URL 7 4 v 2 U o ZICBET S 2 WtiH e R LET,

MEE : Zoa<y R Tcommit] IZMEH D FH A,
JTALEH  ZDa<vry NiEvyry = R TORERATE £,
NyF avwr K Zoa<vwy RNy FERXETR—FLTHEEA,

mail.example.com> websecuritydiagnostics
Cache Size: 254
Cache Hits: 551
Response Time
Minimum: None
Average: 0.0
Maximum: None
DNS Lookup Time
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Minimum: 9.4198775
Average: 10.1786801765
Maximum: 10.544356

2T, RO CLL vy RIZoWTEHEHALET,

userconfig

B (Description)
D= TH YL b LSO — A~ OB EE L ET

FERAE
MeE® : Z0a<y Kix Tcommit] 2SHEE T,
JITALER  ZOav Ry TAX TE— R TOREHTEET,

NyFa<wr R: Zoa<sy RNy FEXEZSR—FLTHWET, FicOWVW T, CLID
A FGA L ~NTEBRBLTLESN, Z0avwy ROA T4y ~VFIZT 78 AT AT
%, help 2~ REMEHLES,

mail.example.com> userconfig help

Bl FHLWDNA—HF—TFTho bOERK
IZ. Help Desk User 2 — /L& FFO8f LW 2 —%— T v hOERBI 2R LET,

mail.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
- URLTRACKING - Configure URL tracking privileges.
[1> new

Enter your Passphrase to make changes:

Enter the new username.

[1> helpdesk

Enter the full name for helpdesk.

[1> HELP DESK

Assign a role to "helpdesk":

1. Administrators - Administrators have full access to all settings of the system.
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2. Operators - Operators are restricted from creating new user accounts.

3. Read-Only Operators - Read-Only operators may only view settings and status information.
4. Guests - Guest users may only view status information.

5. Technicians - Technician can only manage upgrades and feature keys.

6. Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.

[1]1> 6

Would you like to get a system generated passphrase? [N]>

Enter the passphrase for helpdesk

(1>

Please enter the new passphrase again:
Users:

1. admin - "Administrator" (admin)

2. helpdesk - "HELP DESK" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
- URLTRACKING - Configure URL tracking privileges.
(>

{5 : RADIUS H—/N\—ZNEEFLAICEY Ty T

WIZ, RADIUS #— = 2SR AICE v b7 v 7T 544" LET, RADIUS $—~—%
Ty b7y 7T BT FA M F— b BROEAARTL—XE AL, BT 0 b=
/W& LT CHAP & PAP D EH L 2T 202 HELET,

mail.example.com> userconfig

Users:
1. admin - "Administrator" (admin)
2. hdesk user - "Helpdesk User" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.

- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[]1> external

Choose the operation you want to perform:

- SETUP - Set up global settings.

[1> setup

Do you want to enable external authentication? [N]> Y

Please enter the timeout in seconds for how long the external authentication credentials
will be cached. (Enter '0' to disable expiration of

authentication credentials altogether when using one time passphrases.)
[0]> 30

Choose a mechanism to use:

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are configured
1. RADIUS

11> 1
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Bl BEO1—¥— n—Licxt s=sxmEoant [

Configured RADIUS servers:

- No RADIUS servers configured

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

[1> new

Please enter host name or IP address of the RADIUS server:
[1> radius.example.com

Please enter port number of the RADIUS server:
[1812]1>

Please enter the shared passphrase:

>

Please enter the new passphrase again.

>

Please enter timeout in seconds for receiving a valid reply from the server:

[51>

1. CHAP

2. PAP

Select authentication type:

[2]1>

Configured RADIUS servers:

Host Port Timeout (s) Auth type
radius.example.com 1812 5 pap
Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

- EDIT - Modify a RADIUS server configuration.

- DELETE - Remove a RADIUS server configuration.

- CLEAR - Remove all RADIUS server configurations.

(1>

Bl JFEDLI—HY— O—)LIcxT 2 - ERDBIADEHEL

/j{@ﬁdfﬂi\ twofactorauth '6‘7 o< F%{fﬁﬁ LT, fﬁﬁ@lb‘qj‘b‘ Ij‘—‘/I/QC)Ld‘ LT:E?%

AEZ AN LET,

mail.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

2. hdesk user - "Helpdesk User" (helpdesk)
External authentication: Disabled

Two-Factor Authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.
- ROLE - Create/modify user roles.

- STATUS - Change the account status.
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- EXTERNAL - Configure external authentication.

- TWOFACTORAUTH - Configure Two-Factor Authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> twofactorauth

Choose the operation you want to perform:

- SETUP - Set up global settings.

- PRIVILEGES - Configure Two-Factor Authentication based on User Role Privileges.
[1> setup

Do you want to enable external authentication? [N]> y

Choose the operation you want to perform:

- NEW - Add a two-factor authentication server configuration.

- EDIT - Modify two-factor authentication server configuration.

DELETE - Remove a two-factor authentication server configuration.
- CLEAR - Remove all two-factor authentication server configurations.
[1> new

Please enter host name or IP address of the RADIUS server:

[1> radius.example.com

Please enter port number of the RADIUS server:

[1812]1> 1800

Please enter the shared passphrase:

>

Please enter the new passphrase again.

>

Please enter timeout in seconds for receiving a valid reply from the server:

[5]1> 10
1. CHAP
2. PAP

Select authentication type:
[2]1> 2
Choose the operation you want to perform:

- SETUP - Set up global settings.
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- PRIVILEGES - Configure Two-Factor Authentication based on Role
[1> privileges

Role Privileges:

Choose the operation you want to perform:

1. Add

[1>1

Select Predefined Roles to allow the privileges
1. Administrators

2. Guests

3. Help Desk Users

4. Operators

5. Read-Only Operators

6. Technicians

Enter the numbers (comma separated) to add privilege.
[1>1

Role Privileges:

Predefined:

Administrators

Choose the operation you want to perform:

1. Add

2. Delete

(1>

5 - SAML ZEEED A N1k

mail.example.com > userconfig

Users:

1. admin - "Administrator" (admin)

External authentication: Disabled

Two-Factor Authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- TWOFACTORAUTH - Configure Two-Factor Authentication.
- DLPTRACKING - Configure DLP tracking privileges.

- samzismoamit |

Privileges.
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- URLTRACKING - Configure URL tracking privileges.

[]> external

Choose the operation you want to perform:

- SETUP - Set up global settings.

[1> setup

Do you want to enable external authentication? [N]> vy

Please enter the timeout in seconds for how long the external authentication credentials
will be cached.

(Enter '0' to disable expiration of authentication credentials altogether when using one
time passphrases.)

[0]> 10

Choose a mechanism to use:

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are configured

1. RADIUS
2. SAML
(11> 2

Please enter the external group name to map (group names are case-sensitive):

[]> member-of

Assign a role to "member-of":

1. Administrators - Administrators have full access to all settings of the system.
2. Operators - Operators are restricted from creating new user accounts.

3. Read-Only Operators - Read-Only operators may only view settings and status information.
4. Guests - Guest users may only view status information.

5. Technicians - Technician can only manage upgrades and feature keys.

6. Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.
[11> 1

Mapping for "member-of" to Administrators created.

Please enter group attribute to be matched in saml attributes:

[[1]> Group Name

Choose the operation you want to perform:

- SETUP - Set up global settings.

- GROUPS - Configure external group mapping.

[1> groups

There are currently 1 mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Edit destination of an existing mapping.

- DELETE - Remove a mapping.

- CLEAR - Clear all mappings.

- PRINT - Display all mappings.

1>

passphrase & 7= (& passwd

B8 (Description)

NAT =R BHLET,

ERAE
MeE : Z0a<y Kt Tcommit] 2SHEE T,
JIAREH  ZDavw L NIy TAX T— R TORMEATEE9,
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G¥)

1

last

passwd v RiE, vV E—RLMMEHTERWS AN 2a—F—3EHTE5L 51275
TDDORFITT, FA N 22— —=N7 FAZNO~T ETpasswd 2~ R&2FATT 5 &
BER VIR RENT, 2P DT FELEHEEPICI TAL LULOT—HITH L
TEEMTbNE T, thoT_XRTO2—VP— 2 LTk, kit oklREsa 7 ¢
Fal—varavry REFEL) BMERITONET,

NRyF awrRN: Zoa<wy NNy T EXEPR—F L TWEREA,

mail3.example.com> passphrase

0ld passphrase: your old passphrase

Would you like to get a system generated passphrase? [N]>
New passphrase: your new passphrase

Retype new passphrase: your new passphrase

passphrase changed.

£%BH (Description)

ER7E

l

last 2~ Rit, VAT AR /A v Lira—Y—%FRLET, T 74/ FTlE, VA
TAIZRTA L L TNDTRTOZ—YF—%2FKRLET,

FEE : Za< v R Tcommit] ITMEH Y FH A,
JIALER  ZDavy Riiviry T— R TOMEFATE E7,
NRyF aw R Zoavy RNy FEXREZPR—FLTWETA,

elroy.run> last

Username Remote Host Login Time Logout Time Total Time
admin 10.251.23.186 Thu Sep 01 09:14 still logged in 1h 5m
admin 10.251.23.186 Wed Aug 31 14:00 Wed Aug 31 14:01 1m
admin 10.251.16.231 Wed Aug 31 13:36 Wed Aug 31 13:37 Om
admin 10.251.23.186 Wed Aug 31 13:34 Wed Aug 31 13:35 Om
admin 10.251.23.142 Wed Aug 31 11:26 Wed Aug 31 11:38 1lm
admin 10.251.23.142 Wed Aug 31 11:05 Wed Aug 31 11:09 4m
admin 10.251.23.142 Wed Aug 31 10:52 Wed Aug 31 10:53 1m
admin 10.251.60.37 Tue Aug 30 01:45 Tue Aug 30 02:17 32m
admin 10.251.16.231 Mon Aug 29 10:29 Mon Aug 29 10:41 1lm
shutdown Thu Aug 25 22:20
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£2BA (Description)

ERAE

1

whoami

who 2= RiI, CLING Y AT AICu A LIt _RTCha—F— ol A EH, 714 F
VR, B Oa—Y—ne /A L2 E— b SR M2 —ERRLET,

Fe® : 2 o<y K Tcommit] 1ZMEH D FHA,

JIAFER  Za<vw s NiEvw B — R TCORMERTEET, B2, Z0a<wy Nige
TAVRARN (=W —Rur [ Lizvvy) TORMEATEEYS, Zoa~vy ReEfAT
HITIE, B—HIL T 7 A VAT AT IV EATELNERH Y £7°,

NYF AR KR Zoa~vy RNy FEXREZVR—FLTWERTA,

mail3.example.com> who
Username Login Time Idle Time Remote Host What

admin 03:27PM Os 10.1.3.201 cli

£BH (Description)

ER7GE

1

whoami =~ N, Biffn /A4 v L Wb a—P—Da—P—4LBLOK4L &, =2—F—n
BLTWA I N—T%FRLET,

WEE : Zoa<y Rt lcommit] DSMLET,

JIAAER . Zoa<w R, I R_RCO~ U EF—F (P T7RAF, J—T, =) T
HTx£9,

NyF avwr N Zoavwy RNy FERXEZSFR— L THERA,

mail3.example.com> whoami

Username: admin

Full Name: Administrator

Groups: admin, operators, config, log, guest
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BT A—Ly—tozqsozE ||

REEFA—ILT— A DEE

loadlicense

£BA (Description)

ERAE

l

showlicense

RIEEAA—NT = T =2A DXMLTA L A% u—RKLET, 77 A hbu— KT 50,
A= T R AN—X NTEET, FEMIZOVWTIEL,  [Cisco Content Security Virtual Appliance
Installation Guide] Z#ZM L T 7Z&EW, ZD FF o A2 NI,
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html

MHOANFTEET,
Thawy RiE, BEEEIIAR L —AHERE RO — =M TE £,

M€ - Zoa< R lcommit] (THEEH Y FH A,

JIAREM  Zpavwr RiIvv T — R TCOMEFTEET, EBIZ, Zha~vr Kidn
TA v RAR (=P —Ra sl L~y y) TORFHTEET,

NyF avwrs R Zoavy RNy FEAZ S R—FLTWEEA,

mail.example.com> loadlicense

1 Paste via CLI

2 Load from file

How would you like to load a license file?
[1]1> 2

Enter the name of the file in /configurations to import:
[1> <filename>

TERMS AND CONDITIONS OF USE

<Terms and conditions>

Do you accept the above license agreement?
(1> y

The license agreement was accepted.

The following feature key have been added:
<feature keys>

T —RN— RV 2T OREI AN RINDGZLEEHD ET,

£2BA (Description)

BIEDREFA =N — T oA FA4 B AT AHEREF R LET, FMICHOWVTIL,
featurekey =~ > FEEMT 25 &0 £7°,
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B &mrz

Zoavwy N, BHEE LTIV HRE RO —F—MEHTE E7,

ER7AE

e Zoa<r R lcommit] IZMNEHD FH A,

JIARZEH  ZDav RiIvy = R TOMEATEE T, EBIC, Z0a<r Rignm
TA Y HRARN (2—HF—RNu AL LEvyy) TORMERATXET,

NyF avwrs R Zoavy Ry FELZ R —FLTWES,

INY FRER

D a<wy KOS : showlicense
151

mail.example.com> showlicense
company: Example Inc.

org: Widget Division

unit: Portland Data Center

seats: 1000

city: Portland

state: Oregon

country: US

email: mailadmin@example.com
begin date: Tue Dec 6 17:45:19 2011
end date: Mon Sep 1 17:45:19 2014
vln: ABC-123423123

serial: 1003385

AERE

ZIZTIE, RO CLL 2~ RIZHOWTHBILET,
geolocationupdate

£2B8 (Description)
HIPRALEF R Y A M2 FEICEE L7,

FERAE
TEE : Za< 2 RiZ lcommit) IEH4EH Y FH A,
DSABEE . —oav L Rig~vyr BE— R TOMERATE £9°,

NYF AR F: Zoavy RNy FEXEL R — ML TOET, FEHIIZ OV T, nelp
generalconfig 2 ¥ FEATILT, 41T ~ILTESRBLTIEIN,
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mail3.example.com> geolocationupdate

Requesting update of Geo Countries List.

geolocationstatus

Z%B8 (Description)
HFRAZEE R Y A NOBIEDONN—T 3 URFRRSNET,

ERAE

fExE : Z0Oa~2 N2 Tcommit] 1TMEH Y FH A,
HSRAEE . ZDavr Rivyy BE— NTOMFHATXET,
NYyF AT R Zoa<wr NIy FEXREZTR—F L TOHERA,

l

mail3.example.com> geolocationstatus
Component Version Last Updated

Geo Countries List 1.0.48 26 Feb 2017 04:22 (GMT +00:00)

Cisco Cloud Service R— % JLD{BTE EFHAEDHRTE

2T, OCLL vy RIZOWTCEHBLET,

s cloudserviceconfig (359 ~X—)

cloudserviceconfig

] (Description) (360 ~—3)

« AL (360 ~X—2)

« {5l . BT A=/ — k7 = A T Cisco Cloud Services DF L (361 ~<—)

o 5] : A A=V — K7 = A TOD Cisco Cloud Services DI (361 ~<2—)

« f3il : Cisco Cloud Services R —H /L ~DEF A —/L7— h 7 = A OEEE (362 X—)

« f5i] : Cisco Cloud Services N —# /L ~DE T A — /L7 — h T = A OBHEEEG (362 <—)
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. #2873 (Description)

o ffi] : Cisco Cloud Services IR —Z /LGS DEF A — V77— w0 = A OBEER (363 ~_—
)

o f5i] : A A—/LA— b7 = A % Cisco Cloud Services 18— & /LT Bt 4% Cisco Secure Cloud
Server DEER (363 ~<X—)

« i . EA A =)L — k7 = A TO Cisco SecureX Threat Response DAL (364 ~—3)
« i : A A =)L — k7 = A TO Cisco SecureX Threat Response DL (365 ~—3)
il BT AN — Uz A TOCSNDOEHE (365 <—)
5l B AN — U= A TOCSN DL (366 <—)

« 5] : Cisco Talos Intelligence Services 7~ — 4 /L5 ® Cisco Cloud Services sl E & F—D &
vrr—Fk (367 X—Y)

£BA (Description)
cloudserviceconfig 2% RIFKO B THEA L £,
« TV A—/5— K7 = A T Cisco Cloud Services N —H# L EFNZ L ET,
« A —/5— K7 = A T Cisco Cloud Services N — ¥ /L& B2 L E T,
» Cisco Cloud Services IR — X VI A — VT — U = A ZBELET,
« Cisco Cloud Services IR — % JVZEF A —/L 7 — b U = A Z HEIWITRER L £7,
« Cisco Cloud Services R — X /LinBEF A —/V 7 — MU = OBEREER L E T,

» Cisco Secure Cloud —/X—%ZEIR LT, B A —/L47— b =1 % Cisco Cloud Services
A= WCHHE L E T,

« T A—/L— K = A T Cisco SecureX F 7= 1% Cisco Threat Response # A2 L £,
« W A—/LY— F T = A T Cisco SecureX F 72 1% Cisco Threat Response % M2 L FE T,
e BEA A —/LH — 7 = A T Cisco Success Network (CSN) ZAZhic LE,
« B A—/L>— k7 = A T Cisco Success Network (CSN) #HZHIZ L FE T,

» Cisco Talos Intelligence Services 78— % /L'7> & Cisco Cloud Services sl & F—% X 7 m—
KLZET,

ERARGE
BEE : 2o~ N Tcommit] [ZMEH Y FHA,
VSRAER . Zoavy NI~y y T RTOMEATEET,
NyFaAvo R Zoa<wry NIy FEXREZ R —F L THET,
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Bl : BFA—ILHF— by = 4 T® Cisco Cloud Services DA XL .

Bl - EFA—ILT— +™ = 4 TO Cisco Cloud Services DF L

7}(@:\ clouderviceconfig>enable #737?/ ]\%‘:{Eﬁﬁ LT\ %%)‘ ‘—‘/1//72*‘ k ‘7 = A _FC Cisco
Cloud Services a2 T DBl %2R L ET,

maill.example.com > cloudserviceconfig

Choose the operation you want to perform:

- ENABLE - The Cisco Cloud Service is currently disabled on your appliance.
[1> enable

The Cisco Cloud Service is currently enabled on your appliance.

Currently configured Cisco Secure Cloud Server is: api.apj.sse.itd.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
[1> 1

Selected Cisco Secure Cloud Server is api-sse.cisco.com.

Make sure you run "commit" to make these changes active.
maill.example.com > commit

Please enter some comments describing your changes:
[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:23:19 2020 GMT
maill.example.com >

Bl : EFA—ILYT— +9 x4 TOh Cisco Cloud Services D EZH1E

RIZ, clouderviceconfig>disable V7 2~ R&EMFH LT, ¥ A —/L T Cisco Cloud Services
PN T Bl E R LET,

maill.example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> disable

The Cisco Cloud Service is currently disabled on your appliance.
maill.example.com > commit

Please enter some comments describing your changes:
[1> commit changes

Do you want to save the current configuration for rollback? [Y]>
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. {5 : Cisco Cloud Services R—Z JLADEBEF A —ILT— kT4 DZEER

Changes committed: Tue Dec 29 13:01:07 2020 GMT
maill.example.com >

{5 - Cisco Cloud Services "— A JLADEF A —ILF— b A4 DEE

\)

RIZ. cloudserviceconfig>register 7 a2~ R&EHHAL CTEFA—/V7— k7 = A % Cisco
Cloud Services " — & VTR T DB 2~ LET,

GE)

IOV Tavwr RiE, A= RNV T NI =T TABUV U TRENIRH>TELT, B A—
JV47— K 7 = A 3 Cisco Smart Software Manager (2 & #k SNV TV R WEAICOAEH TE £,

maill.example.com > cloudserviceconfig
The appliance is not registered with the Cisco Cloud Service portal.

Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> register

Enter a registration token key to register your appliance with the Cisco Cloud
Service portal.
[1> c7fda800adc846792af38d15e4

The appliance registration is in progress.
maill.example.com>

{5l : Cisco Cloud Services R—R ILADBF A —ILT— b4 DBEEIZER

\}

RIZ. cloudserviceconfig > autoregister W7 a~ 2 R&EHHL T, EFA— VT —FrU=A
% Cisco Cloud Services 78— & /W HEIRIZ BRI Dl 2~ L E T,

GE)

IOV Tav R, A= KM YT 2T TARUV T BERICRoTNT, B A—
JV7— K7 = A 73 Cisco Smart Software Manager [Z B Fk SNV TN T HE S A—NVT— U oA RN
Cisco Cloud Services (& HEIJIZ B ER S N WIGEIZOAEH L E T,

maill.example.com> cloudserviceconfig

The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal using Smart
Licensing Information.

- ENABLESECUREX - To enable the SecureX feature on your appliance.

- DISABLECSN - To disable the Cisco Success Network feature on your appliance.

[1> autoregister
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{5l : Cisco Cloud Services R— 2 LS DEF A —ILYT— b = 1 DEFERER .

The auto-registration of the appliance with the Cisco Cloud Service portal is in progress.
maill.example.com > cloudserviceconfig

The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- FETCHCERTIFICATE - Download the Cisco Talos certificate and key

- ENABLESECUREX - To enable the SecureX feature on your appliance.

- DISABLECSN - To disable the Cisco Success Network feature on your appliance.

(>

{5 : Cisco Cloud Services R—R LIS DEF A —ILT— b = A4 DETZHER

chl\ cloudserviceconfig > deregister '3'7:1 ~ b’aﬂ%ﬂﬂ L T. Cisco Cloud Services R—H
IVINDET A =N — N oA OBGEMRET D202 L ET,

maill.example.com> cloudserviceconfig
The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

- ENABLESECUREX - To enable the SecureX feature on your appliance.

- ENABLECSN - To enable the Cisco Success Network feature on your appliance.
[1> deregister

Do you want to deregister your appliance from the Cisco Cloud Service portal.
If you deregister, you will not be able to access the Cloud Service features. [N]> yes

The appliance deregistration is in progress.
maill.example.com>

BBl - EBFA—ILY— k™ T A % Cisco Cloud Services "— 4% JLIZ#E#59 5 Cisco Secure
Cloud Server M EIR

YKK\ cloudserviceconfig>settrs “5‘7:'7‘/ f‘%‘f{%m LT, B A=/ — b 7 = A % Cisco
Cloud Services AN — X VI8 5 7= DI BE 7 Cisco Secure Cloud Server % 3& R4 26 %27~ L
£7,

maill.example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
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. 5] : EF A—ILH— k9 = A4 T Cisco SecureX Threat Response DH 1L

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.
[]> settrs

Currently configured Cisco Secure Cloud Server is: api-sse.cisco.com

Available list of Cisco Secure Cloud Servers:
1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
[1> 3

Selected Cisco Secure Cloud Server is api.eu.sse.itd.cisco.com.

Make sure you run "commit" to make these changes active.
maill.example.com > commit

Please enter some comments describing your changes:
[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:37:40 2020 GMT
maill.example.com >

Bl . EFA—ILST— b7 = 4 TO Cisco SecureX Threat Response D E 1t

7}/—{@:\ clouderviceconfig > enablesecurex “9‘73 ~ f\%{fﬂq LT, ?é:%){ _‘/1/03—‘ K '7 = A
“C Cisco SecureX Threat Response B2 D61 %R L E T,

maill.example.com > cloudserviceconfig
The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- ENABLESECUREX - To enable the SecureX feature on your appliance.

- ENABLECSN - To enable the Cisco Success Network feature on your appliance.

[1> enablesecurex

The SecureX feature is currently enabled on your appliance.
The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

- DISABLESECUREX - To disable the SecureX feature on your appliance.

- ENABLECSN - To enable the Cisco Success Network feature on your appliance.

[1>

maill.example.com > commit

[l AsyncO0S 14.0 for Cisco Secure Email Gateway CLI ') 77 LY X 4 K (—fREA)



I av ok 5EH
Bl : EFA—ILH— k2 = A4 T Cisco SecureX Threat Response D FEZN 1t .

Please enter some comments describing your changes:
[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Dec 30 00:55:33 2020 GMT
maill.example.com>

Bl : EFA—ILT— b7 4 TO Cisco SecureX Threat Response M N1t

7}(5:\ clouderviceconfig>disablesecurex '3'7:"7V }‘%L"f%ﬁﬁ LT\ %%){ ‘—‘/1//73‘—‘ K '7 ;];/|’
C Cisco SecureX Threat Response % #5423 564 /k L £,

maill.example.com > cloudserviceconfig
The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

- DISABLESECUREX - To disable the SecureX feature on your appliance.

- ENABLECSN - To enable the Cisco Success Network feature on your appliance.
[1> disablesecurex

The SecureX feature is currently disabled on your appliance.

The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

- ENABLESECUREX - To enable the SecureX feature on your appliance.

- ENABLECSN - To enable the Cisco Success Network feature on your appliance.
[1>

maill.example.com > commit

Please enter some comments describing your changes:
[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Dec 30 00:58:25 2020 GMT
maill.example.com>

Bl . EBFA—IT—br2x4TDHCSNDEMIE

7}/—{@:\ clouderviceconfig > enablecsn %737 Vg ]\%{i)ﬂ LT, %%7{ ‘_‘/I/’?S‘_‘ k '7 =T
CSN ZH N2 5Bl R LET,

maill.example.com > cloudserviceconfig

The appliance is successfully registered with the Cisco Cloud Service portal.
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Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

- ENABLESECUREX - To enable the SecureX feature on your appliance.

- ENABLECSN - To enable the Cisco Success Network feature on your appliance.
[]> enablecsn

The Cisco Success Network feature is currently enabled on your appliance.
The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

- ENABLESECUREX - To enable the SecureX feature on your appliance.

- DISABLECSN - To disable the Cisco Success Network feature on your appliance.
[1>

Bl . BFA—IL7—FD x4 TOHCSNDEHL

&@:\ clouderviceconfig > disablecsn ‘5‘7:”\7 Ve ]\%{iﬂq LT, éﬁﬁ’%){ ‘_‘/1/5‘_‘ 7z A E
T CSN T HH %2~ LET,

maill.example.com > cloudserviceconfig
The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

- ENABLESECUREX - To enable the SecureX feature on your appliance.

- DISABLECSN - To disable the Cisco Success Network feature on your appliance.
[1> disablecsn

The Cisco Success Network feature is currently disabled on your appliance.

The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.
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{5 : Cisco Talos Intelligence Services 78— % JL.H* 5 D Cisco Cloud Services SEBAZ & F—DFHoO— K .

{5l : Cisco Talos Intelligence Services 7R— 7% JL. 5\ 5 D Cisco Cloud Services SFEAE & F+—0D
Ayra—Fk

7)/’(@:\ cloudserviceconfig > fetchcerificate %7:’ ~ F%fﬁﬁﬁ L T. Cisco Talos Intelligence
Services AN— 4 /L7 5 Cisco Cloud Services fEFHE & F—4%2 X v oo — KT 5827 LET,

N

G¥) Zov7a~<r Rt BEFEOD Cisco Cloud Services filEFHE DA IR 23811 TH Y | Cisco Smart
Software Manager |ZF5 - A —/L7— F U = A 288 L TV OGAICOAEHTE T,

maill.example.com> cloudserviceconfig

The appliance is successfully registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

- FETCHCERTIFICATE - Download the Cisco Talos certificate and key.

- ENABLESECUREX - To enable the SecureX feature on your appliance.

- ENABLECSN - To enable the Cisco Success Network feature on your appliance.
[1> fetchcertificate

Current Cisco Talos certificate is valid for 2593 days.

Do you want to overwrite the existing certificate and key [Y][N] ? []> yes

Successfully downloaded the Cisco Talos certificate and key.

maill.example.com>

BEFA—ILH— 914 T Safe Print =X E R

TEF A —/)V7— K7 = A T Safe Print i% € AT 51205, scanconfig > safeprint Y7o
YR LET,

safeprint

PiHA (Description) (367 ~X—2°)
< fEM T (368 ~—)

« il (368 —2)
£BA (Description)

safeprint 7 a< 2 Rif, B A—/N47— MU A TSafePrint X EEBKT HT-DIHEHL
ij‘o
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FEE : Zo0a< 2 Rk lcommit) NHAFETY,

HSABAER: Zpa~vr RNI, T _THO~YEF—RFR (52 %, IA—F, ~ ) Tff
ATxEd,

NYyF ARV K ZOavy NIy FEREZ PR — L TWES, FEMIZ OV T,
scanconfig safeprint EANLT, AT ~NVTESRLTLITEEN,

OB T, safeprint YT aw KEfFEHL T, &1 A—/7— D xA T SafePrint iX €%
Mk TE £,

mail.example.com> scanconfig
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.

[1> safeprint

Enter the maximum attachment size that can safe-print.

[5242880]1> 2

Enter the maximum number of pages that you can safe print in an attachment.

[10]> 5

Do you want to use the recommended image quality value to safe print an attachment? [Y]>
yes

Do you want to modify the file types selected to safe print an attachment?

[N]> no

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.

(1>

Mail.examle.com> commit

Please enter some comments describing your changes:

(1>

Do you want to save the current configuration for rollback?
[Y]> Changes committed: Thu Jul 18 14:24:53 2019 GMT
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Talos Cloud Services ~NDEF * —/L7— b7 1 A DiEfT .

Talos Cloud Services ~DEF A — LY — b = 1 DS

ZIZTIE, ROCLI 2~y RIZOWTHILET,
s talosupdate (369 ~—73°)

« talosstatus (369 ~X—71)

talosupdate

ZBA (Description)
talosupdate I <> KiL, Talos T YU DEFEERT H-DIEHINET,

ERAE
TEE : Z0a~< 2 FiZ commit IV EDH Y £H A,
HSRAEE . —pa<wy RiEvwyy T— RCOMERTX 7,
NYyFaAv R Zoavwy NIy FELXREZR—F L TOHERA,
15

mail.example.com> talosupdate
Requesting update for Talos components

talosstatus

£BA (Description)
talosstatus I~ NiX, Talos 7 77 K —b R L OBEIHERENS N E%ﬁﬁfﬁgiﬁ%\ N4
R FPDONR—=Ta v BLOEHRAT—Z A EFERLET,

ERAE
BEE : 203~ 2 commit [INEDH Y EH A,
DSRRAER : —Da~v L NEI~viy E— R TCOMEMTE X7,
NYF ARV K Zoavy RNy FRAE P R—F L TWEEA,

1

mail.example.com> talosstatus

Component Version Last
Updated
Sender IP Reputation Client 1.0.0-1350252 28 Feb

2020 13:06 (GMT +00:00)
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. TEF A — /LY — k2 A & Cisco Advanced Phishing Protection D#fi &

URL Reputation Client 1.0.0-1350252 28 Feb
2020 13:06 (GMT +00:00)

Service Log Client 1.0.0-1350252 28 Feb
2020 13:06 (GMT +00:00)

Talos Engine 1.95.0.220 28 Feb
2020 13:06 (GMT +00:00)

Talos Intelligence Services Module 1.95.0.648 28 Feb
2020 13:06 (GMT +00:00)

Talos-HTTP2 Component 0.9.290 28 Feb
2020 13:06 (GMT +00:00)

Libraries 1.0.0-1350252 28 Feb
2020 13:06 (GMT +00:00)

Protofiles 1.0.0-1350252 28 Feb

2020 13:06 (GMT +00:00)

BFA—ILT— k™ x4 & Cisco Advanced Phishing
Protection D&

s eaasconfig (370 ~—73°)

s eaasupdate (371 ~X—)

* caasstatus (371 X—7)

eaasconfig
« 7B (Description) (370 ~=2—3)
ERFE (370 <— )
Ml EFA—NT—FT A OBEE (370 ~—)

£%B8 (Description)
B A—/V57— U = A % Cisco Advanced Phishing Protection 77 7 7 R — B X8 L £7,

ERAE
asSwybh: Zoa<wr FiE lcommit)] DBNMHETY,

HSRAEE : Za~vr NI, ¢R_XTO~IrE®—RF (5324, TL—F <) TfF
HTxF7,

NYF ATV R: Zoavwy RNy FEREZ S R—FLTWHWER A,

Bl EBFA—ILT— b4 DEE%

W DHIL, Cisco Advanced Phishing Protection 77 7 & K% —E AZE A —/NV7— h U = A B
T DTOOEREFE TR L TNET,
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eaasupdate

eaasupdate .

mail.example.com> eaasconfig

Choose the operation you want to perform:

- REGISTER - To Register the appliance with APP portal
[1> register

Available list of APP region(s) for the registration
1. AMERICA

Select the EAAS region to connect

[1>1

Enter passphrase obtained from APP portal:
Registration is in progress. Please wait.
Successfully registered the device with APP portal.

Would you like enable APP [Y]> y

#H (Description) (371 ~X—71)
fEMTE BT ~—)

o il (371 ~2—3)

£BH (Description)

ER7E

1

eaasstatus

Cisco Advanced Phishing Protection = ¥ > O H #H & FHE) THER L £7,

fEE : 2o~y NiZ Tcommit] ZIMEH D FH A,
HSRAEE . Zpavy Nig~vwiy T— R CORFEHATXET,

NyFaAI R Zoavy RNy FELEHR—F L TWET, FEllicoOV T,
caasupdate force IV FEANLT, 41T ~NTEZRLTLITESN,

mail.example.com > eaasupdate

Requesting check for new Eaas updates

B (Description) (372 ~—Y)
EHE (372 X—)

il (372 2—)
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2B (Description)

ER7AE

l

Avyt—

RAE¥v

Cisco Advanced Phishing Protection =3 > D H#H % FHEI CER L £,

fEE : ZOa~2 N2 Tcommit] 1TMEH Y FH A,
HSRAEW: —Da~vr NiEvyy T— R TORMEHATE £1,
NyFaAvo R Zoa<xy KigRNyFERXZ Y R— ML TWEREA,

mail.example.com > eaasstatus

Component Version Last Updated
Advanced Phishing Protection Engine 1.0 Never updated
Advanced Phishing Protection Config 1.0 Never updated

NDINRAT)— FTRENERGFT 7LD

scanconfig > protectedattachmentconfig YT aw s Rafdif LT, ROBIEZFATLET,
cREEA Y E—VHNONRAT — RTRES NI/ T 7 A VDA X v DL,

o =W —FFDORXAT L —XEER LT, HEEAvE—VERITREA v E—VHNDO/IR
U— R CHRESNTZIRT 7 7 ANV EREET,

s =P ERDRR T L— XOERNER DY) ) B A,
e A —YP—EFE DA T L —XERELET,
e AP EEONRAT L — X EHELET,

« L—PF—ERDNRAT L —RERRLET,

protectedattachmentconfig

« Bl (Description) (373 ~X—73°)
fER T (373 N—)

B G A 2 DDA Y — TR SNSRI 7 7 A A DA% Y L ORIE (373
)

il NAT— FTIRES NN 7 7 ANV ERL DDA =P —ERD/ZXT L—AD1E
R (374 =—Y0)
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$%BA (Description) .

i s =P —EFDIINAT L — ZOBENEN. DO Y #: % (376 ~2—3)
o il s =P —EFTONRRAT L—RXDOMRE (378 ~2—)

Bl =P —EEDNZT L— DN (379 =2—)

£%BH (Description)

protectedattachmentconfig‘H‘j:fv:/ ]\;}(L—’{iﬁﬁ LT, %%1%)‘ “/'TZ_“\/\\I*J@/\OX J— ]\VC{%EE
SNTB T 7 ANEATY U LET,

protectedattachmentconfig 7 2~ R&AEH LT, ROBIELFETLET,
cFERA Y B—VHNDONRAY — FTRES NI/ 7 7 A VDR F v o DAL,
« L= P—ERONAT L—=REER LT, BEA v E—VELEIREA v E—VHORX
U— RCRESNTIBWMN 7 7 A VEBRE £T,
« =P —TFFZD/NNAT L— AOERNEN. O B %,
e —F—FEFEDONRT L— R ERELET,
e I—PF—FEFRONRAT L —RXEHIFRLET,

c L HF—FEROSRAT L= REFRRELET,

ERAE
WEE : 2oV T o<y Fiaik Tcommit] B E T,

HDSRREE . —oYTavwr R, 32503 F—K (IR F, TA—F <=3 ) O
FTRCCHEATEET,

NYFAR VR Zoavwy RgRXyFERXZ TR —F L TWERA,

Bl REEAVE—CRADNRNRT— FTRESNEHRFAT7ZAILDODRF v o OEME

Yju:\ protectedattachmentconfig"j‘j:"?‘/ }\%ﬁﬂﬂ LT\ %%1%)( ‘)’TZ**“/“I*J@/\OX AN
TRESNIZRN 7 7 ANVD ATy U E2HICT DM 2R LET,

mail.example.com> scanconfig
There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.
- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.
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[1> protectedattachmentconfig

Scanning of password-protected attachments for inbound mails: disabled.
Scanning of password-protected attachments for outbound mails: disabled.

Do you want to scan password-protected attachments for inbound mails?

y/n [N]> yes

Do you want to scan password-protected attachments for outbound mails?
y/n [N]> yes

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

NEW - Add a new entry.

DELETE - Remove an entry.

SETUP - Configure scanning behavior.

IMPORT - Load mappings from a file.

EXPORT - Save mappings to a file.

PRINT - Display the list.

CLEAR - Remove all entries.

SMIME - Configure S/MIME unpacking.

SAFEPRINT - Configure safeprint settings.
PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.

(1>

maill.example.com> commit

Please enter some comments describing your changes:
[1> changes committed

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Nov 04 18:37:42 2020 GMT
maill.example.com>

Bl IRAT— FTRESNERA T 7MLV ZERLL2ODL—HF—FED/IXTL—XD

RIZ. protectedattachmentconfig 7 a2~y REFHL T2 o002 —HP —EFXED/IRAT L —X
PER L., BREAYE—VNEREA v E—VHNONNRAT — R TCR#EI N7 7 A4 V% B
<HlERLET,

mail.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

NEW - Add a new entry.

DELETE - Remove an entry.

SETUP - Configure scanning behavior.

IMPORT - Load mappings from a file.

EXPORT - Save mappings to a file.

PRINT - Display the list.

CLEAR - Remove all entries.

SMIME - Configure S/MIME unpacking.

SAFEPRINT - Configure safeprint settings.
PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.

[1> protectedattachmentconfig

Scanning of password-protected attachments for inbound mails: enabled.
Scanning of password-protected attachments for outbound mails: enabled.
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Do you want to scan password-protected attachments for inbound mails? y/n [Y]>
Do you want to scan password-protected attachments for outbound mails? y/n [Y]>
Scan password protected attachments configuration unchanged.

Scanning of password-protected attachments is enabled.

Do you want to use user-defined passwords to scan password-protected
attachments? y/n [Y]> yes

You can now use user-defined passwords to scan password-protected attachments.

Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.
[1> new

Enter a priority for the new password:
[1]1> 1

Enter the new password:
[1> example passphrase@123

A new password with priority 1 is added.

Priority: Password:

1 example passphrase@123

Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

- EDIT - Edit the password.

- SWAP - Swap the priority of the password.

- DELETE - Delete the password.

- PRINT - Print the configured password(s) .

[1> new

Priority: Password:

1 example passphrase@123

Enter a priority for the new password:
[2]1> 2

Enter the new password:
[1> example passphrase@321

A new password with priority 2 is added.

Priority: Password:
1 example passphrase@123
2 example passphrase@321

Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

- EDIT - Edit the password.

- SWAP - Swap the priority of the password.

- DELETE - Delete the password.

- PRINT - Print the configured password(s) .

(>
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There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.
- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.
1>

maill.example.com> commit

Please enter some comments describing your changes:
[1> Changes committed

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Thu Mar 11 18:55:16 2021 GMT
maill.example.com>

Bl : I —F—FEDINRARITIL—XDEEIEGEOTIY B Z

Iz, protectedattachmentconfigff:f:1<7L/fséfﬁﬁﬁﬁle:\ ﬁ%%ﬂﬁ):kb—%Fb—ﬁ§%§0)/<;<:7L/~—
AOENENL & 2B D2 — Y —EFD/NA T L—ADBRNEN 280 B2 502 R LET,

mail.example.com> scanconfig
There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.
- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.

[1> protectedattachmentconfig

Scanning of password-protected attachments for inbound mails: enabled.
Scanning of password-protected attachments for outbound mails: enabled.

Do you want to scan password-protected attachments for inbound mails? y/n [Y]>
Do you want to scan password-protected attachments for outbound mails? y/n [Y]>
Scan password protected attachments configuration unchanged.

Scanning of password-protected attachments is enabled.

Do you want to use user-defined passwords to scan password-protected
attachments? y/n [Y]> yes

You can now use user-defined passwords to scan password-protected attachments.
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Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

- EDIT - Edit the password.

- SWAP - Swap the priority of the password.

- DELETE - Delete the password.

- PRINT - Print the configured password(s) .

[1> swap

Priority: Password:

1 example passphrase@123
2 example passphrase@321

Enter the priority of the first password that you want to switch:
[1>1

Enter the priority of the second password that you want to switch:
[1> 2

Passwords with priority 1 and 2 are switched.

Priority: Password:
1 example passphrase@321
2 example passphrase@123

Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

- EDIT - Edit the password.

- SWAP - Swap the priority of the password.

- DELETE - Delete the password.

- PRINT - Print the configured password(s) .

[r>

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.
- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.
[r>

maill.example.com> commit

Please enter some comments describing your changes:
[1> Changes committed

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Thu Mar 11 23:07:19 2021 GMT
maill.example.com>
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wIZ, protectedattachmentconfig YT av R&2fFEH LT:LH'H‘HE%@/\OX7 L — X & htE
ToHHE R~ LET,

mail.example.com> scanconfig
There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.
- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.

[1> protectedattachmentconfig

Scanning of password-protected attachments for inbound mails: enabled.
Scanning of password-protected attachments for outbound mails: enabled.

Do you want to scan password-protected attachments for inbound mails? y/n [Y]>
Do you want to scan password-protected attachments for outbound mails? y/n [Y]>
Scan password protected attachments configuration unchanged.

Scanning of password-protected attachments is enabled.

Do you want to use user-defined passwords to scan password-protected
attachments? y/n [Y]> yes

You can now use user-defined passwords to scan password-protected attachments.

Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

- EDIT - Edit the password.

- SWAP - Swap the priority of the password.

- DELETE - Delete the password.

- PRINT - Print the configured password(s) .

[1> edit

Priority: Password:

1 example passphrase@321

Enter the password that you want to edit:
[1> example passphrase@321

Enter the new password:
[example passphrase@321]> example passphrase@747

Password with priority 1 is edited.
Priority: Password:

1 example passphrase@747
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Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

- EDIT - Edit the password.

- SWAP - Swap the priority of the password.

- DELETE - Delete the password.

- PRINT - Print the configured password(s) .

(>

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.
- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.
1>

maill.example.com> commit

Please enter some comments describing your changes:
[1> Changes committed

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Fri Mar 12 00:05:35 2021 GMT
maill.example.com>

EZD/INR T L—XDHIK

Iz, protectedattachmentconfig‘5‘737V REfERH LT, :1‘_"5_‘_‘/%5%@/\07\71/‘—X%ﬁ”
Ry HHl2R~RLET,

mail.example.com> scanconfig
There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.
- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.

[1> protectedattachmentconfig

Scanning of password-protected attachments for inbound mails: enabled.
Scanning of password-protected attachments for outbound mails: enabled.

Do you want to scan password-protected attachments for inbound mails? y/n [Y]>

Do you want to scan password-protected attachments for outbound mails? y/n [Y]>
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Scan password protected attachments configuration unchanged.
Scanning of password-protected attachments is enabled.

Do you want to use user-defined passwords to scan password-protected
attachments? y/n [Y]> yes

You can now use user-defined passwords to scan password-protected attachments.

Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

- EDIT - Edit the password.

- SWAP - Swap the priority of the password.

- DELETE - Delete the password.

- PRINT - Print the configured password(s) .

[1> delete

Priority: Password:

1 example passphrase@321
2 example passphrase@123

Enter the priority of the password that you want to delete:
[1> 2

Password with priority 2 is deleted.

Priority: Password:

1 Cisco@321

Choose the operation you want to perform on user-defined passwords.
- NEW - Add a new password.

- EDIT - Edit the password.

- SWAP - Swap the priority of the password.

- DELETE - Delete the password.

- PRINT - Print the configured password(s) .

[r>

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

- SAFEPRINT - Configure safeprint settings.
- PROTECTEDATTACHMENTCONFIG - Scan password protected attachments.
[r>

maill.example.com> commit

Please enter some comments describing your changes:
[1> Changes committed.

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Thu Mar 11 23:51:10 2021 GMT
maill.example.com>

[l AsyncO0S 14.0 for Cisco Secure Email Gateway CLI ') 77 LY X 4 K (—fREA)



| a~> k526
Async0S API [ [+ DEF * —JL’7— 7 = 4 TD OpenlD Connect 1.0 DL E .

AsyncOS API [l [T DEF A —IL7— k™ = 4 T OpenlD
Connect 1.0 DX E

/k@?z 7 %%ﬁ‘?‘é&ﬂi oidcconfig AV I“%ﬁiﬂq L/jf—g‘o
* AsyncOS API DFE+ A —/L7— k7 = A T OpenlD Connect Z X E L £,

« &\ A —/L4— k7 = A T OpenID Connect # %% E % HIBR L 97,

oidcconfig
« #iH] (Description) (381 ~X—3)
MEMITTE (381 R—20)
« %5 : AsyncOS API 1 ® OpenID Connect D% E (381 ~X—7)

o f5i] . A A=)V — h 7 = A TOD OpenlD Connect 7% EDHIER (382 ~<—)

B (Description)
oidcconfig AV REMHA L THROZ A7 #FRITLET,
« AsyncOS API ] (Z OpenID Connect &% € L £,
« BT A=/ — N7 = A T OpenID Connect MR 7% & % Bl L £,

ERAE
HEE : Zoa~<r KX Tcommit] BAHETT,
DSRAER : Zoa~v R, 7 RXTOYY > E—R (P TR¥, ITA—F <) T
HAT&EET,
NYF AIVE: Zoavy REIRNyFEREZYR—MLTHET,

15 : AsyncOS APl Fi® OpenlD Connect D% 5E
WIZ, oidcconfig 2~ K& LT, AsyncOS API HIZ&E T A —/L 7 — k7 = A T OpenlD
Connect Z X ET 2B %R L ET,

maill.example.com> oidcconfig

Choose the operation you want to perform:
- SETUP - Configure OpenID Connect for AsycOS APIs
[1> setup

Enter the value for metadata URL

The metadata URL is used to fetch the OpenID Connect configuration metadata. The metadata
is used to validate the access token
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[1> https://maill.example.com/adfs/.well-known/openid-configuration

Enter the value for "issuer"

The value must match the issuer claim value of the access token when validating the
access token

[1> http://maill.example.com/adfs/services/trust

Enter the value for "claim" that contains role information
The value is used to retrieve the role information from the access token.
[1> CiscoMaillAPICaller

Enter the value for "audience":
Use a comma to separate multiple values
[1> Role

Do you want to create an external group mappings? [Y]> yes

Choose the operation you want to perform:
- NEW - Create a new external group mapping.
[1> new

Enter the external group name to map (group names are case-sensitive):
[1> role map

Assign a role to "role map":

1. Administrators - Administrators have full access to all settings of the system.

2. Operators - Operators are restricted from creating new user accounts.

3. Read-Only Operators - Read-Only operators may only view settings and status information.
4. Guests - Guest users may only view status information.

5. Technicians - Technician can only manage upgrades and feature keys.

6. Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.

[1]1> 1

Mapping for 'role map' to 'Administrators' created.

Choose the operation you want to perform:

- SETUP - Configure OpenID Connect for AsycOS APIs

- DELETE - Remove OpenlD Connect configuration settings
[r>

maill.example.com> commit

Please enter some comments describing your changes:
[1> changes committed

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Nov 24 06:39:45 2020 GMT
maill.example.com>

5 . BFA—ILYT— b7 = 4 TD OpenlD Connect 5% & D Hl B

KIZ, oidcconfig ¥ REMH LT, B A—/%— F ¥ =4 T OpenlD Connect DF
HIFRT 26 2R LET,

maill.example.com> oidcconfig

%

2
2

Choose the operation you want to perform:

- SETUP - Configure OpenID Connect for AsycOS APIs

- DELETE - Remove OpenlID Connect configuration settings
[1> delete

Are you sure you want to remove all OpenID Connect
configuration? [N]> yes
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Choose the operation you want to perform:
- SETUP - Configure OpenID Connect for AsycOS APIs

[r>
maill.example.com> commit

Please enter some comments describing your changes:
[1> changes committed

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Nov 24 06:52:55 2020 GMT
maill.example.com>

BF A —IL7— k7 x4 & Cisco Secure Awareness 7 5
) RY—EXDHE

csaconfig

s csaconfig (383 ~X—7)
» csastatus (385 ~X—7)

« csaupdate (385 ~X—73)

FiH (Description) (383 ~X—)
G (383 _X—2)

B . A A=V — b = A TO Cisco Secure Awareness 7 7 7 K —E 2D HNE (384
)

il : UE— 7 U v h—1 X NOFEMOFET (384 X—)
Bl VE—br7 U v =YX FDOEH (385 2—)

£2BH (Description)

ER7E

csaconfig A~ RiZk o B CcfEH LET,
e EA A — )L — 7 = A T Cisco Secure Awareness 7 7 7 R —E 22 HMI L ET,

cJE—1r27 Uy —U X NOFEMERRLET,
e JE—hr2 U A=V A MEHEHLET,

fEE : Zo0a~<y N lcommit)] 2XMNETY,
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. 5l : BFA—ILE— k2 A T Cisco Secure Awareness 7 59 FH—EXDEM1L

HSRRAEW . Zavwr Rt TRXTO-YVE—F (IFRE, TLA—F, <~ ) Tff
HAT&EEd,

NYyFaAIVF: Zoaxwy Ry TFELEZSR—FLTHWERA,

Bl - EFA—ILHT— k™9 T4 TOD Cisco Secure Awareness 7 59 FH—E XDH L

WIZ, csaconfig>enable W7 a~< R&fEA LT, EBFA—/L%— 7 = T Cisco Secure
Awareness 7 7 7 RY—E R HMT HH2RLET,

maill.example.com> csaconfig

Choose the operation you want to perform:
- ENABLE - To Enable CSA Service
[1> enable

Available list of Servers:
1. AMERICAS
2. EUROPE

Select the CSA region to connect
[1>1

Please enter the CSA token for the region selected : de7c55f£3ffe94dfb064642

Please specify the Poll Interval
[1d]>

maill.example.com> commit

Please enter some comments describing your changes:
[1> changes committed

Do you want to save the current configuration for rollback? [Y]>
Changes committed: Wed Nov 11 18:14:59 2020 GMT

maill.example.com >

Bl: VE—=+rI Y yh—Y X DFEHRORT

Yk(:\ csaconfig>show list %73'7:/ f‘f&{iﬂq LT, Je—hr27 0w h—U R ]\@gf—;{ﬂﬂffﬁ
AT LB ERLUET,

maill.example.com > csaconfig

Choose the operation you want to perform:

- EDIT - To edit CSA settings

- DISABLE - To disable CSA service

- UPDATE_LIST - To update the Repeat Clickers list

- SHOW_LIST - To view details of the Repeat Clickers list
[1> show_1list

List Name : Repeat Clickers

Report ID : 2020

Last Updated : 2020-10-20 11:50:23
List Status : Active
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Bl: JE—FD2 U yh—RXFDESH
RIZ, csaconfig>update list VT av o REFEHALTIE— R Uy =Y R NDF T~
Y RCOEHmELITF Vv — REETTHHERLET,
maill.example.com > csaconfig

Choose the operation you want to perform:

- EDIT - To edit CSA settings

- DISABLE - To disable CSA service

- UPDATE LIST - To update the Repeat Clickers list

- SHOW LIST - To view details of the Repeat Clickers list

[1> update_list

Machine: maill.example.com An update for the Repeat Clickers list was initiated

successfully

csastatus

P (Description) (385 ~X—)

« A HE (385 =—)
« f5i] = Cisco Secure Awareness D = L R—% 2 FOBIEDONN— g3 o DFR (385 ~2—)

ZBA (Description)
csastatus 2~ > Raflifl 9% & | Cisco Secure Awareness D = AR —R > FDFFHDO/N— = >
EFRRTEET,

ERAAGE
FEE : D=~ FiX Tcommit] BAMETT,
DIRRAEE: Z0a~vy N, TRTOVYE—R (P TRAY, IJ—TF <) Tl
HATEET,
NYFARVE: Zoavy NNy FREREZ R —F L TWERA,

{5l : Cisco Secure Awareness D3 VR—f > FDIRED/N—2 3 VDERTR

RIT., csastatus 2~ > K& L T Cisco Secure Awareness @ 1 L iR —F > h DBIFED /X —
VariERrsTohE R LET,

mail.example.com> csastatus
Component Version Last Updated
0000001 2 Jul 2018 04:22 (GMT +00:00)

Cisco Secure Awareness Config 1.0.0-
1.0.0-0000001 2 Jul 2018 04:22 (GMT +00:00)

Cisco Secure Awareness Engine

csaupdate

« FHA (Description) (386 ~X—71)
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. #2873 (Description)

«fEAHE (386 X—)
« f5i] = Cisco Secure Awareness D = > AR— % FOFENEH (386 ~<2—)

#%B8 (Description)
csaupdate <> RZ&{# ] LT, CiscoSecure Awareness D =1 L ih—% 2 & FEICTEHF L E7,

ERAE
BT : Z0a<r KL lcommit] 2ASLZETT,
DISRAER . Zoa~v s NE, 3RXTCOVV Y E—R (P TRH, IT—"7 ~v) T
HATEET,
NYF AIUE: Zoavy RNy FEREFR— L THERA,

{51 : Cisco Secure Awareness D1 U h—R > FDFENFEEH

KIZ, csaupdate 2~ K&l LT, Cisco Secure Awareness D = 7R — > k& FEYyCTHEH
T 5EZ R LET,

maill.example.com> csaupdate

Requesting check for new CSA updates
maill.example.com >

TJ7A4ILiNnySal) R FDOER

filehashlistconfig X< Rif, RO BHITHA L EI,

PR FENTNDT 7 ANy aB AT (MD5 £721% SHA-256) OWTFhnd 7 7
ANy a2l A NEERLET,

FEEDT 7 ANNY Y 2ll— T DR T 7 ANEEGATEA Yy E—VICR L TT 7 v a v
EEATHEICaV T Y T YN B ERET HDDT 7 Ay va Y X R EIERL
\i—a—(}

« M7 4 — K (ETF) #REOHIS Y 2 FE LTHEMAT S 7 7 A Ay o2 ) 2 h&IE
RLET,

filehashlistconfig

i8] (Description) (387 ~—Y)
MM FIE (387 ~—2)

oﬂjd ANy a ) A }\O)ﬁ:ﬁk (387/\0’—“,\/)
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i%B8 (Description)
filehashlistconfig 2~ o NiZ, RO HBTHEHAL X,

e R—FENTWDT 7 ANy 2B AT (MD5 F721X SHA-256) OWT DT 7
ANy =2 A NEERLET,

HEEDT 7 ANNy V2l BT AR 77 ANEGATEA v =V L TCT 7 ay
EEITTHEC T oY T AN ERETDHIROD T 7 ANy 2 ) A NEER L

i‘j‘o
« SN 4 — K (ETE) REBEOHIANY A R ELTHMATA 77 Ay 2 U A R &1E
L ET,

ER7E

HEE : 2oV T o<y Fioik Tcommit] BN ETY,

HDSRAEE . —oYTavwr R, 32903 F—K (TR F, TA—F <=3 v) O
FTRCCHEHATEET,

NYFARX VR Zoa<vwy RigRXyFEXREZ SR —F L TWERA,

Bl : 274Ny ) X FDYERL

KIT. filehashlistconfig A~y REHA LTI 7 ANy 2l A MEERT 2012 R L%
7,

maill.example.com> filehashlistconfig
No file hash lists configured.

Choose the operation you want to perform:
- NEW - Create a new file hash list.
[1> new

Enter a name for the file hash list:
> test file hash list

Enter a description for the file hash list:
> Test File Hash List

Enter the type of the file hash list:
1. MD5 checksum(s) only

2. SHA256 checksum(s) only

3. All of the above

Enter the type of the file hash list:
[3]1> 2

Enter a list of file hashes separated by commas:
(e.g.: 753710fda3dc815e26c£7d2094d417aab6426b38b99f14e9dd53129e37506e45)
> 753710fda3dc815e26c£7d2094d417aab6426b380b99f14e9dd53129e37506e45

File hash list "myhashlist" added.
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Choose the operation you want to perform:

- NEW - Create a new file hash list.

- EDIT - Edit an existing file hash list.

- DELETE - Remove a file hash list.

- PRINT - Display the contents of a file hash list.
[r>

maill.example.com> commit

Please enter some comments describing your changes:
[1> Changes committed

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Fri Mar 12 13:57:52 2021 GMT
maill.example.com>
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