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oo THEDA AT 25 120, GTP, HTTP, IMAP, POP., SMTP. SSH. ¥ JUNSSL A&
EFNET,

GE) NAT OEZXHZ (L, VA RSN TWER— FTOLHAYPR—FENFET, HFEHER—FTIH
bO7a hanEEHT AR, B CNAT 2 L2 T 72 &0,
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vy kD=4 7 KLURE#H (NAD) |

A VARS L argTa bajLizxtd b NAT HR—

K2 NATOYHR—bRETZ TV —Yarv A VAR Y3y

AVARYG S 3 URR

FI)r—ay JOokajL, IR— b+ | NATIZEEY 2 #IEEE ERFEADE Vik—)IL
DCERPC TCP/135 NAT64 72 L, HY
DNS over UDP UDP/53 NAT H 78— bid, WINS BHOARIEATIE |72 L
EHTE 8 A,

ESMTP TCP/25 NAT64 72 L, 2L
FTP TCP/21 HIBR 72 Lo HY
H.323 H225 (=—, | TCP/1720 NAT64 72 L, HY
T ) UDP/1718
H.323 RAS RAS DA

UDP/1718 ~ 1719
ICMP ICMP HIFRA L, 7L
ICMP =5 — (TSR A H—

T oA AEFEEND

ICMP 57 427D

A AR g VTR

ITENEH AL )
P47 g RSVP NAT64 72 L, L
NetBIOS Name Server | UDP/137. 138 (i%fZ | NAT64 7¢ L, mL
over [P TTAR—R)
RSH TCP/514 PAT 72 L, HY

NAT64 72 L,
RTSP TCP/554 NAT64 72 L, HY
(HTTP 7 0 —3% > 2/

IS L ER A, )
SIP TCP/5060 VLR PAT 72 L, »Ho

UDP/5060 NAT64 F 7713 NAT46 72 L.,
Skinny (SCCP) TCP/2000 NAT64, NAT46. F7-1L NAT66 72 L, HY
SQL*Net TCP/1521 NAT64 72 L, HY

(N—=T=ar1, 2)
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oy hT—9 7 FLRZEH (NAT)

NAT D zotn 4 k51> I}

AVARY L 3 URE

TrI)5—vay ZJa k3L, R—F+ | NATIZEE9 Z4IREIE EREAFDE VR—IL
Sun RPC UDP/111 NAT64 77 L, HY
TFTP UDP/69 NAT64 72 L, HY
NRAn—RIPT RLAFEBRINLET A,
XDMCP UDP/177 NAT64 72 L, HY

NAT D ZDMDHA 54>

* (JHEINAT OA) BEDA TV 27 MG LTI DO NAT V—AE 2 EHRTEET, 4
TVl MIRLUTHEE D NAT V— V2R ET 25503, FUIP T RUAZRET DR
HEBIDERDOF TV =7 N EERT HHERNH Y 4,

* (JFEHNATOH) EETIP T FLANY T %y hOEAIEL, FTP £7213® 0 &) #5
FERT2MDT 7V r— g AR L CreR— NEHARTET S 2 Lid T EH A, FTP
F—H F ¥ XIVOWEILITRT L EH A,

*NAT R EAEHL LI & X2, BEFOEMMNZ A LT 7 8325 F TR TITH LU NAT 3%0E
PMMEAEND X II2T DL, T34 AD CLI T clear xlate =~ > R&flif L CE#HT —7
NWEHETEET, EL, BMT—TNEHET DL, BHEFEH L TS BITEOBREN
T RCYWrEnE7,

A

GE) HAF w7 NAT £721E PAT L— L ZHIBR L, RICHIBR L72L—UIZE £
527 RLALEET D~y EL T T RLAZERH LWWL— L EBINT 5 L
FLUvL— X, HIBR SN — VIR T S 7e T X COERN Z A A
T RT 50, cearxlate 2~ REFHLTCZ UV 7 EN5ETHEASNEY
ho ZOTHFEOBNT T, RILT FUAREREOFR A MIEY B THR
RDVE D ITHERTEET,

1 ODFTV 2l N II—TIZIPv4A L IPV6 DT DT KL AZEHHZ EITTEEH A,
FIT 2 N TN —FNE, 1 ODEA TDT RLADHKEEDAVNENHY £9°,

* (FEYNATOH) NATL—/LTEETT FL AL LTCany 2T 254, "any" b T 7 1 v
7 DEF (IPv4 & IPv6) 1T/ — 2> T2 Y F9°, Firepower Threat Defense 7 /31 A3
23y MK LT NAT 2 AT R0, 737 v B3 IPv6-to-IPv6 & 7213 IPv4-to-IPv4 TH 5
VENRH Y T, Z OHHESMTid, Firepower Threat Defense 7 /31 A3, NAT /L—/LD
any DEZRETEET, 2L 2, "any" 5 IPVv6 b —"~DL— L ERELTEY, =
DY =3PV T RLANpH~vy BTSN TWADEE, any X {EEOIPv6 b7 7 1 >
7] ZEWLET, "any" 25 "any" ~D/L—LERELTEY, FETEA L F—T = A

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |
B wvwozs

IPvA7 RLARIZw o B I T58E8, v~ v BT A0 Z—T 2 ADT KL ALK - Tk
HIPvd THD I EDNREND D, any X (EEDOIPVE b T 7 v 7| ZERLET,

R~y F TVl RN —TE2EED NAT L— /L TEATX £,
BT IPT RLARA =2, ROT RLRAEZEHAHZ LIETEERHA,

RS AU H =T 2 A ADIPT KL A, =W "any" A ' H—T7 = A ZA&EE
THE, TRTCDOAL L H—T A ADIPT RLABPERENET, A F—T oA A
PAT (V=7 v RE—RDOHR) OFEIZ, /X —T A AT RLADRDITA v
B —T A AL ERELET,

T VNN HF—T =2 ADIPT R A,

CAAT A4 IBIOFEAFT I I NATRY U —TITEET FLAZFEH LN T &0,
ez, BET FLAZMHHT AL, PPTP OB h v X VN Z A F 3 v 7 xlate TIE7AR
SARET 4 w7l M LTEYEA . PPTP B OMESLIZ RIS D ATREE R S 0 £,
CIL—IVTRIA VH—T 2 A ABRETDE, V=T 4 VT T—T N TI— FBHRREIND
DT, ZEDOA L H =T 2 A AR v F—T=2A AL L THAESRET, 2L,
TATYT 4T 4 NAT DAL, RDOVICLV— R Vo 2 T o T 52 ERT AL TS a o0
nET,

=JL =
NAT D E
Fv NT—2 T RV ALREHEICEER S AN B Y £, BROER NI Ty a—T

TN IR AT D7D, —HETEDET VT NMICT 5 2 WL E9, NAT 252
FADANERRSFHET L 2 ENEETY, ROFIETIE, EANLRT 7o —F 2R LET,

FIE

ATy F1  [KRYU— (Policies) ]1>[NAT] 2R L £,

ATy T2 MERL—LERELET,
HAFI v NATV—)L, BAFI v 7 PAT/L—/L, ZAZT 4 v 7 NATL—/L, BLOT AT
VT 4T 4 NAT b— L EBERCE 9, MEICOWTIE, INAT ¥4 7, 3—2) | 2%
LT 7EEn,

ATv T3 FEINAT £/ITEENAT & L TEET LI L—LEZRELET,
T 20o0FEEF T g OHBRICOWTIX., [/HE)NATE/FE) NAT, @ <—) | &5
BLTIEIN,

ATvT4 Wwotra T+ LIL— L E2ERLET,
* XA F 3w/ NAT, (15—
* X A4F 3 w7 PAT, (21 ~<—)

*AHTF 4w/ NAT, (27 <—7%)

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )



| #*vybro—% 7ELRZEHE (NAT)
g4+3voNAT |}

*TAT T 47 4 NAT, (38 ~—)

AFvyTE NATRU S —ENL—LEERLET,
R =L ZFDON—VEERTHIEH, RO EEITWET,

TV ERET DI, A=A D [ (edit) [TA Y @) 22U v s LET,

L= EHIRT DI, A=A (B (delete) 17 A > (H) 22027 LET,

4+ 3wy NAT

ZIZTIE, FA4F 07 NAT & Z OB IEFIETHOWTEH L ET,

A4+ v NAT[ZDULVT

HAF Iy I NAT Tlid, EBEOT RLAD T V—TF 1, sty NV —27 ETL—F 4 v 7l
R T T RLADT = VIEBMENE T, ~ v 7 E&N7T—VIHDT7T FL AT, @
W FEBEO I N—T L0 DR FT, BWRHGEDORA SBERy NV—2IZT7 7 EAT S
ELUNATIE, v~ v BV TSN —=AnBIPT KLU AZZORA MIEID BCTEd, B, =
ERDR A N A BAE LT & ZISEOER SV E T, BHIIEe S L TS M7Z0AEZ T
b, BRNZALT T NTHE, ZO2—FEFELCIPT RLRAZRFFLETA, LTEN-T,
T RA NIV TEOBRPTFAISNTWDHETYH, sty NTV—7 Da—W L, XA F
2 w7 NAT Z i34 58 A h~OEE R # BB TE £ A,

GE) TR L CWDIE, T 7 BAR L= L THFAIESNTWIUEL, UE— b R A MIEBE R
A S A~OBER A B TEE T, 7 RLRITHIARFRETH DD, BNA M~OFERIIML S
FHA, L. 20T TZEAL—AOEXa )T L IIKGETEET,

WO, — IR EZA T I I NATOL TV A 2R LET, EEOKRA MNITANATE Y 3
VEVERTE, INE N T T 4 v IR I ET,

B3: #4143y NAT

Security
Appliance /

10,111 ? 2091652011

>
10.1.1.2 ; 209165 .201.2
>

£

Inside -‘"‘Outside

13003z
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vy kD=4 7 KLURE#H (NAD) |
24+ 3% NAT

WOBKIZ, v~ v BT T R A~DEGREZRA DY ET— FRAMERLET, ZOT K
L AL, BB S G — T W, Sy NI Rkry 7FESnET,

K4: XvEVT 7 ELAADEGRIBERA TS Y E—F KRR+

Web Server
www. example.com

I

:.,__. |

[

e
1

ity

¢ QOutside

 Slidery
208.165.201.2

20916320110

——

13217

BALFIVvINATORREFI A
HAF w7 NATIZiE, RORENHY £9°,

BT ENTETS NI H DT RVAREBRED T N—T X0 b ianigEe . PRUEIC NS
T4 ITINENE, T RUVARARRET DA NnH Y F9,
PAT Tit. 1 2OT7 KL ADKR— bR LT 64,000 B2 52EHEZ NI TEX 570, 2D
AR S DBEBICRAET DAL, PAT £721X PAT D7 +— 3y 7 TR &AM L £,
BT S TIIN—T 4 VT RRERT R AZZHH AT HMLERS D DI, L—
T AV ARERT RLAISZHEHETERWEARH D 7,

HAF w7 NAT OFEIL, —8o7a ha /LR PAT #FEHATEX R0 nWH 2 LT, 12L& %
I, PAT IZIRDGEIFHERE L £/ A,
*GRENRX—Tar 0REDLH, A—"—a—FRT5DDR— B2 IP 7o b= LT
IIHERE L8 A,

C—EDVYNTF AT AT T IV r—a DL HC, 120OFR—b FZF—4% AU —25
R, BIOR— b EICHI AN AZRS, AR CIZenwT 7Y r—ra o CHEE L F

A,
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oy hT—9 7 FLRZEH (NAT)

g4+3voNAT |}

4+ 2w BE NAT DERE

&
ATv T2

ATvT3

ATvT4

HAFI v Z7EHIBNAT V=V E2MEHA LT, skxry hU—2 ETU—T 4 JHEERBIO IP 7
RLAICT FLAZLEH L £9,

[T L& BHIIC

[A7 V=2 b (Objects) 1&BRL T, M— IR Fy hT—2 ATV =s bERITT —
TERERLET, HDNIE, NAT L— L EERLTWD L XA T V=7 bEERTHZLELT
xFT, A7V MIROBEHZTIZ L TWDILERH Y £,

*[JtDT KL A (Original Address) ]: ZV—7TlIR F v hU—27 A7 =7 b ThH D
ERHY, RA MY TRy FEfRETEET,

* [EHaEHT R LA (Translated Address) |: *ry NU—27 7 V=7 NERIIITNV—T %45
ETEETN, YT Xy hEEFODHZLIEFTEETA, JNA—TIZIPv4 7 RL AL IPV6 T
RLADWHFEEHHZEITTEEFRA, | ODFA TFITEDHVLERH Y 4,

FIE

[V T — (Policies) ]>[NAT] Zi®{R L F 7,
WOWNT NN EFITLET,

CHTLWL— VAR DX, [FIRZ &2 27 v 7 LET,
RO — LA RET AT, FOL—LOET A ay @) %70 v s LET,

(REZ /o T V— NV EHIBRT DICE, ZONL— DI IF/T A 2% 7 Vv 7 LET)
HERN—NVDOFT v a U EFRELET,
*[ZA kL (Title) 1: V—LDA4ETZATTLET,
* PL— L OFERKRIER (Create Rule For) ]: [H &) NAT (Auto NAT) ] Z&IRL £,
*[# A7 (Type) ]:[®H) (Dynamic) ] ZEIRL £7,

WDy WEWA T g o EERELET,

*[EFIEA ¥ —7 = A A (Source Interface) ], [FE5A % —7 =4 A (Destination
Interface) ]: 2D NAT V— V%2 @ERAT DA F—7 =4 A, [EETL (Source) Jix. T /31
AWAND BT T 4w 7 Nt DERDOA X —T = ATY, [55E (Destination) Ji%., T
NAAMWLHD VT 7 4 v 7 DEHT O~y T A X —T 2 A ATT, T 74/ KT
. TV IN—=T A=A =T = f A%RE, V=TT XTOA o F—T =
A AZEH S ET (T (Any) ] o

*[DED7T KL A (Original Address) ]: Z#LTWLT RLRAEELRry NTV—7 7V
o

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |
B s rsvonar

* [EHE AT R A (Translated Address) |: ¥~ v B> 7 7 RV AZEL Ry NU—7 7V x
J NERIEIITN—T,

ATvT5 (A7 ay) [FEMiA7 > 3> (Advanced Options) 1V > 27 %227 U w7 LT, BRIOA T a v
IR L £7,

*[ZDN—) & —FT % DNS JHZ &2 i (Translate DNS replies that match this rule) ] : DNS i
BEDIPT RLAEBEBRTDOINEIDERELEY, Yy EL T AU F—T = A5 FEE
DA UH—T 2 A AZBENT D DNSISEDYAE, 7 RLA (IPvd A £721X IPv6 AAAA) L
aA— NI~y B ENTMEN D EEOEICEZBZ bvET, KT, EEEoA 7 —
Tz AANLY Yy BT A F—T 2 A RZBEIT 5 DNS IGEOLGA, L a— NEERED
AN~y BV ENTMEICEZRIONET, ZOF T a IR T S 4.
FEZITLV AL a—RFE AAAA L 22— RIETTH T 5 NAT64/46 ZEH D 72 81T
MERZENHY ET, FEHMIOWTIEL, NATZMHHL/ZDNS 72U —D U T4 b Lg%,
(85 =) ML TIZENY,

(A F—=T A APAT ~D T F— /)L A)b— (5ideA Z—7 A X) (Fallthrough to Interface

PAT (Destination Interface) ) ]: ZDfdO~ vy B 7 7 RLARTTIZHY Y THATWD
B, 5iiA v =T 2 A ADIPT FL A&y 77 v 7 HRE LTHERT 20850 %
FRELET (v F—T A APAT 74— ) . ZOX T a0%, s5A v ¥ —
7z A A BER LG RICORMEM TE £,

ATv7T6 [OK|ZZ7 U vZ LET,

A4+ 2w FE NAT DERE
HE) NAT DEBEHRO=—XZ0li7c L TWRWEAIL, ¥4 Ty 7 FEINAT L— L Z2EH L&
T, 7o & 2R, SERITHESWTHIOEBREITO WG LET, A7 v 27 NATIE, %0
Tty NU—27 ETA—F 4 VT ARERPIDIP Y RLAIZT RLAZEHLET,

[F L& BRI

(7Y =7 & (Objects) |ZFIRL T, VUK ERRY NT—2 ATV 7 NERITTN—
TEERLET, FNA—TIZIPvd T KL AL IPV6 T RLADMW T A2EHDHZ LT TEETA, 1
DDEATTETNEENTVDLMERDY £9, HDHVNE, NAT L— L EERL TNDH L XA
TV FEERRTAZE B TEET, A7V 27 MIROEELHEZ L TWARLENH D 17,

*[DEDEEILT R LA (Original Source Address) |: X NV —27 A7V V7 NERITTN—
TEHEBETE, FARMCY TRy MEEGOLIENTEET, TOEBLINT 74 v 75T
RTCERTH5E81F. ZOFEEAF Y 7 LT, L—/LT[TT (Any) [ZFELET,

[ IAE(ETCT N LA (Translated Source Address) ]: *> hU—27 A7 V=7 FE=iE
IN—TH#|ETEETN, ¥7Xy MEEFDLI LITTEERA,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )



oy hT—9 7 FLRZEH (NAT)

ATy I
ATy T2

ATvT3

ATvT4

ATy TH

g4+3voNAT |}

=T RUVADAZT 4 v 7 B EFRE L TWDHIEE, [JTDFEsET KL A (Original Destination
Address) & [EH#ag 756567 N LA (Translated Destination Address) | D%y U —2 7=/
FHIERTE T,

AT v NAT DG, e TR - MEBRZETTHZ b TEET, AT7V=7 b v F—
Ty T, [JudseAR— bk (Original Destination Port) & [Z8#if 4465678 — I (Translated Destination
Port) WEHTEAHR— N A7 V=27 NBRHDLZ LR LET, EELR— NEfEELY
A EHIET,

FIE

[7R VU 2 — (Policies) ]>[NAT] Z3&IR L £,

IRONTNNEETLET,
CHTLWIL— L EAERR T DX, [HIRZ &2 27 v LET,
"BEFEON— NV ERET DT, FOL—NLOWRET A2y @) E7 Vv LET,

(REZ o T =V B HIBRT DI, TONL—IDIIFT A a2 )y LET) ,
EARN—NVOA T a v EFRELET,

*[ZA v (Title) 1: V—VDA4HTIZATILET,

* b— v DOER xS (Create Rule For) | : [F#) NAT (Manual NAT) ] Z#3#R L £,

* V=L DOECE (Rule Placement) | : /L—/ /L& BT 28 aEELEd, L—idhT Y
W (B8 NAT OL— L ORI%) . RIS 50— L0 ETFICEATE 9,

*[#A 7 (Type) ]:[EH) (Dynamic) (23BN L ¥, ZOREIL. HXETLT R RIZOHIH
HEnEd, 557 FLAOEHREER L TV DA, BHRITEICHNIITOET,

WD B —T oA A F T arvrEBRELET,

*[E(ELA ¥ —7 = A A (Source Interface) ], [$85CA % —7 = A A (Destination
Interface) ] : Z D NAT L—/L &2 HT A4 % —7 =4 A, [IXE7 (Source) JIx. T34
AWZAD NT7 7 4y 7 PNERT DEREOA o H—T A4 ATY, [485 (Destination) [iX. 7
NAAZAPDBHD T 74y 7 PNBET o~y B A =T 2 A ATY, 774V T
W, TV IN—T A R— [ H—T 2 AERE, =TT R CDOA 4 —T =

A SET ([T (Any) ] .

LDy BT RV A (IPvA £ IPVE)  DFED ., TD/T Y MIFERSND ATy TR

VAERFELET,
TFEDINT s b EBHE Ny FOFNZ O TIE, ROKEZSHE L TL7ZE,

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |
B s rzvsNAT

Source Desfination

Loy — i)

e——” ™
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1
10.1.22 —=10.1.11 > 92.168.2.2 -—-= 192.168.1.1
Criginal Packet Translated Packet

*[JEDEEITLT K LA (Original Source Address) ]: AL CW57 KL A& &Ry hU—
U XTV 2y NEIZIN—T,

*[JED3EHT K LA (Original Destination Address) ]: ({E&) . %6607 L A&2&Texr v b
V=0 F7T=7 b, ZAOEFICT DL, 50EICEARARL, FEILT F L ADLEHR)EH]
ENFET, ST RLAZRELZHA, TOT RVRIZAZT 4 v 7 BREFRTET DD,
HIZT AT T 47 4 NAT T2 EnTaEd,

[f > % —7 x4 A (Interface) |[FEFIEA > ¥ —7 =4 AP (Source Interface IP) |Z &R L
T, FETA U Z =T = 20055 ([T3T (Any) JFERAH) 2X—RCT 52
ENTEET, ZOF TV ara2RINT 256, BREHLOHIEA TV 7 N HIERT L4
WRHY T, 58T FLAICK LT, R—MEREBRELIZAX T 4 v I A Z—T = A
ANAT #RET DL, ZOF T a VERINL, SEEAR— M@ LIEAR— 47V
FHBRLET,

AFYT6 BEWFEHLANTY T LA (DFEY, IPvAEFITIPvG) ZEEELET. 7y b 7 R,
BEA A =T oA A Xy T =7 CERENE T, LEITLU T, IPv4 & IPv6 DO TEHT
xFET,

* [EHAFE AE(ETTT R LA (Translated Source Address) ]: v~ v B 7 7 KL AZEGLR > b
J—0 7y NERIFITNV—T,

* [BEHAFE FEET KA (Translated Destination Address) ]: ((EE) , BHEH/r v BT
AENTWESRET RLAZE Ry NIV —2 7 V27 NERIITNV—T, [TD5ET
KL A (Original Destination Address) (DA 7 Y =7 MEBBIR LGS, RILA 7V b
BIRLTTAT T 47 4 NAT ZRETEET (DFED, BHIAETY) |

ATvT1 (F7vayv) = ABBOBHRY— A R—E2RELET, LA — b (Original
Destination Port) ]. [Z#i# A %6553 — b (Translated Destination Port) ],
XA F I w7 NAT [ZAR— MEHAZ AR — F LT RN, [JLDE(EEA— b (Original Source
Port) 17 4 —/V K& [ H5E 78— b (Translated Source Port) ] 7 4 —/v RIZZEAD F FIZ
THVENRHY F9, 2770, FEBHILEICAX T 4 v 7 THDHIH, sEiheh— MIx L ThR—
NEMLEZ FEITTEET,
NAT Cit, TCP £721X UDP OHMNHAR— M INFET, A— b aEHT 28546, EREOV—E X
FT7V =27 T harbtey YR F T bOTr haLomiFEECICLE
T (Wi e b TCP £72EiMiF &b UDP) o 747 7 47 4 NAT Tld, EBEOR—FE~vo B
VO R—=FOMAIZFEI LY —E A T NEEHTEET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
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| ®vyr7—% 7ELRZH (NAT)
s4+zvopraT I}

ATvT8 (A7 ay) [fEA 7> 2> (Advanced Options) (V> 27 &7V v/ LT, AMIOA T v a
R L ET,

*[ZDN—v b —F T % DNS L& A2 (Translate DNS replies that match this rule) ] : DNS Jit
BEDIPT RVAREBTDOINEIDERELEY, v BT AU F—T A A0 D5 FERE
DA E—T A AZBENT D DNSISEDEA, 7 R A (IPvd A £7213 IPv6 AAAA) L
I—RNEIvy U INTENDEEOMEICEES: b ET, e, EfEoA & —
Tz AANOY BT A U F—T = A RIBEIT 5 DNS IGE O, L a— NILERED
END~y B ESNTMEICEESRIONE T, ZOF T > a IR IR T S 4.
EIHZITLD AL a— & AAAA L 22— RIETTHEBNITIOI D NAT64/46 ZE D 7= 812
MBERZENHY F, FMIONTIZ, NATZHHALZDNS 7= —D U T A b EIE,
(85 X—) ZHHL T IZE,

[ H—T 2 A APAT ~D 7 F—/VA— (GBS A % —7 A A) (Fallthroughto Interface
PAT (Destination Interface) ) ]: TDMDO~ v B 7 7 RUVARTTIZEH Y B THNTWVD
B, s B =T 2 A ADIPT RV A&y 77 v 7 HRNE LTHEAT 2085 0%
BELEYT A F—T A APAT 74+ —ANRv ) , ZOF T a o 0d, sikA 52—
T A AZERLIZGEICOMERTEET,

ATFvF9 [OK]|ZZ7 VU7 LET,

A4+ 32w PAT

WD RE Y7 TlX, A4 F v 7 PATIZOW AL ET,

B4+ 2y PATIZDILNT

HAF w7 PAT TlE, EBEDOT FLABIOEELAR— IR 12D~ L7 7T RLABIW
A DR— MIEINDZ LICE> T, BEOEBEOT RLAR1I OOy BV 7 IPT KL A
WCEBENE T, HTE25E68,. EEORETLR— MESNR~ Yy BV R— MIR L THHE
NET, 270, BEEOR— IPMEATERWEAIX, 7740 8T, vy BT R— MIERE
DOR— FEZLRUR— FEEHE (0~ 511, 512 ~ 1023, BLT1024 ~ 65535) OB I FE
T, FDOH, 1024 L0 TFTOR—FTiE, NEWPAT F— VOB EEHTX £,
EETAR— IR T L ICB R 5720, BEERIZIIRIOE Y v g URKETT, =& 2R
10.1.1.1:1025 (Z1%, 10.1.1.1:1026 & iZBIDOZEHAS BT,
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B sirsvoear

FA4F =2y

TALF =2y

vy kD=4 7 KLURE#H (NAD) |

WO, — 22 A F Iy V7 PATOYF U FZ R LET, EBEORZ FEIFANATE Y v 3
VEAERRTE, BN T T 4 v IR ESNET, vy BT T RLAZEDOEBRTHLRLTT
N, R= RN EAFI v 7ICEVLETOHNET,

K5: 54+ v%9 PAT

Security
Appliance /
10.1.1.1:1025 B 209.165.201 12020 >
10.1.1.1:102%6 § 209165201 12021 »
10.1.1.2:1025 Z 209.165.201.1: 2022 >
5 2
Inside / Outside 8

EHDRE L CTWDH. 727 BA L= L THFAI IR TWIUL, %8%Ery hY—27 EOUE— R &K
A MIBBF A A ~OFEfHE It TEET, EEOFR—F 7 FLABI O~y B 7 HR—
T RLREIELL G PRIARARETH AT, RA M~OERIIMSLIENET A, 7L, 208
Bl TIZEBANL—NLDOEF 2 )T L IEBEFETEET,

RO AR EIND &, R— MEH S FRHIREINIT2 0 £7,

7 PATORR EF R

HAF Iy 7 PAT TlE, 1 OO~y 7 7T RVAEFEHTX D720, V—T 4 V7 HREERT R
VAR SILET, X HIZ, Firepower Threat Defense 7 /34 A A VX —7 = A4 ADIP T KL A
ZPAT7 RLAE L THEMT 526 TCTEET, HEL. AV F—T A APATEHA X —T =
A ADIPV6 7 RLADT=DIEATH Z LixTE A,

HAF w7 PAT L, KSR L1 TR T —% AN —LEFFO MO~V F AT 4T T
Vr—a TR LETA, SOV TIE, A A7 v g BT haiatds
NAT H78— b, (11 X—=) ZBELTIEEN,

HAFTI v T PATIZE ST, H—DIP 7 RLANLIEEINT L IR A D8 < OB E
BENDZERHVET, ZOBE. ZORT 7 4 v 71FP—"TDoS WL L THMIRENST]
BEMERH D 3,

2 B &l PAT DEXTE

HAF Iy 7 HEPAT L— L EHERH LT, HEOIP 7 RV ADRIIEHR T L0 TIERL ., B
DIPT7 RLRER—FOHBEDLFICT FLRZEHLET, HB—O7 FL R (FEdeaA v ¥ —
T2A ADT RLUARLRIDT KL R) [ZEBTXET,

[T L& BHIIC

[A7Yx2 k (Objects) 18R LT, N— WIRERF Y NT—27 FT V=7 FNETIF T —
TEERLET, HD0IE, NAT L— L EERLTWDH L EZAT V=7 bEERTDHZLELT
XFET, ATV MIROBHETZ L T DLERH D £,
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oy hT—9 7 FLRZEH (NAT)

s4+zvopraT I}

*[ED7 KL A (Original Address) ]: Z/—7TlI Xy hU—2 7= N ThiHM
ERdHY, RA R TRy NEfRETEET,

* [EHapE AT R LA (Translated Address) ]: PAT 7 FL ZAZFEETHA T a VIiTkD &R
D ‘/C“TO

°[BESA ¥ —7 =4 A (Destination Interface) |: 5851 > ¥ —7 =4 ADIPvd 7 F L
AEFEHT 568, Xy NI—27 A7 V27 MIVESH D FHAL, f X —T A A
PAT (3 IPv6 [ZIFEI TE £ A,

°[HH—® PAT 7 R L- A (Single PAT address) ] : HH—DHR A MaEleRry NU—2 F7
‘-‘/\‘17 F%{’EEE Liﬂ‘o

FIE

AT971  [KY— (Policies) ]>[NAT] ZERL £,

ATYT2  ROWVTUNEFTLET,
CH L VBT DI, FIRZ &2 Y v 7 LET,
"HEONL— NV ERET DR, FOL—LORET A3y &) 7Y v s LET,

(REZ o o= VB HIBRT DX, TONL— VDI IFT A2 %7 Vv 7 LET)
ATFY T3 HARL—LOF T a  BRELET,
*[#A b (Title) ]: L—LDL4RTZAD L E T,
s b— v DOFERCE: (Create Rule For) | : [H#E) NAT (Auto NAT) ] #E&R L £,
*[#A 7 (Type) ]:[EFY (Dynamic) ] Z 3R L £,

ATvT4 KONy NEWMA T a L ERELET,

*[EEA v ¥ —7 = A A (Source Interface) ], [FEcA > % —7 =4 A (Destination
Interface) ]: 2D NAT V— L&A+ HA 2 —7 = A A, [FE7L (Source) JI%. T /34
ANWAND ST T 4w 7 RNEIETDEEDA L H—T 2 ATY, 5685 (Destination) Ji%. T
NAZRMBHD T 7 4 vy 7 PRERTHY T A B =T 2 A ATT, 774/ FT
W, TV TN—T A N— A U H—T 2 f AZRE, =TT RTDOA U F—T =
A ZZEHEET ([(T3T (Any) ] .

*[LDT KL A (Original Address) ]: Z# L TCWDET L A2 &G0 Xy NI —27 A7 V=7
Mo

* [EEHaE I T KL A (Translated Address) ]: IRDOWTINTAR Y F97,

o (S H—TxAAPAT) . 5MEA B —T A ZADIPVAT R L A 2T 285513,
[ —7 x4 (Interface) |ZIEIR L ET, FEDIIA v F—T = A AZFIRT 5D
TEHLTEET, AU HF—T A APATIXIPVO IZIIEA TE EH A,
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S4F3 v PAT

SPA]

ATvT6

vy kD=4 7 KLURE#H (NAD) |

CHEEA L H—T 2 A ADT RVALUANDE—T RURAEMHTL561L. TOTDITHE
WMLIZARARN Ry N —0 7027 FEERLET,

(A7 ay) [FEA 7T 2> (Advanced Options) (V> 27 %27 U v/ LT, BHIOA T v a >
IR E T,

‘(M H =T A APAT ~D T +—/VA)b— (3icA % —7 A A) (Fallthroughto Interface

PAT (Destination Interface) ) ]: ZDfdO~ vy B 7 7 RLARTTIZHY Y THATWD
BElZ, A v 2 —T 2 A ADIPT KL A&y 7T v 7 HE LTHERT 20 E D 0%
BELET v ¥ —Tx2AAPAT 74— v 7)) . ZOF T a i, sElar2—
T A AZFRLIZGEICOMEMTEES, A ¥ —T A APAT ZEWHEHRT RL AL
LTTTICRELTWAEE, ZOF 7y a MIRIRTEERA, ZDOF T2 a3, IPv6
Xy N—=7 T2 TEEREA,

[OK]Z 27 V> 7 LET,

T4+ 2y FEPAT DERTE

HE) PAT B RO =— X%l LTV WEEIE, X471 v 7 FEPAT V— L2 L E
T, 722X, FWRICHE SN THIOEB ATV WIGEIEH LE T, #1473 v 7 PAT I3, #
BOWPT RLADRIEWST 20 TIERLS, MADIP T RLRLR—FOMAGOEIZT ML
AEBHLET, B—DOT RV A BBhA v H—T =2 ADT RLARLHIOT KL R) [ZEHT
xFET,

[T L& BHIIC

(7Y =2 & (Objects) IR L T, V— WIhEL Ry NT—7 3T V=l NEIETN—
TEERLET, ZV—TI12IPvd T RLALIPV6 7 RLADK A2 ED5HZ LiFTEEti, 1
DDEATIETREENTVAIRLERDY £3, HDHWE, NAT L — L EERLTND L XTI
T2l FEERTAZE L TEET, A7 V=7 MIKROBEE LI L TCWARNERH Y £9,

*[EDEFEILT KA (Original Source Address) ]: *y NU—2 A7V =7 NEIZTV—
THEIEETE, RAMOH TRy F2EGOLZENTEET, TOEETLIN T 74 v &2T
NTCEBT D551, ZOFEEAX Y 7 LT, L—/LT[TT (Any) 1ZHEELET,
s [HLE B E[ETET R LA (Translated Source Address) : PAT 7 RV AZEET H 47 a v

ITRDOEFRY TY,

°[5855A ¥ —7 = A A (Destination Interface) |: %8551 > ¥ —7 = A ADIPvd 7 R L
AEFHATIEES, Xy b T—27 A7V 27 MIMEH Y FHA, A X —T A A
PAT (T IPv6 (ZIFFE TE £ A,

°[HH—® PAT 7 R L" A (Single PAT address) ] : HH—DHRA MaEleRry NU—2 F7
\-\/\‘Iy ]\;8{/'5}52 Li‘d‘o
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oy hT—9 7 FLRZEH (NAT)

ATy I
ATy T2

ATvT3

ATvT4

ATy TH

s4+zvopraT I}

=T RUVADAZT 4 v 7 B EFRE L TWDHIEE, [JTDFEsET KL A (Original Destination
Address) & [E#AF 56557 K1 A (Translated Destination Address) | D%y NV —27 7=/
FHIERTE T,

AT w7 PAT D6, 5 TR— MEMZFIT T2 bTEES, A7 V=7 b v —
T T, D% — & (Original Destination Port) & [Z #4460 554 — I (Translated Destination
Port) WEHTEAHR— N A7 V=27 NBRHDLZ LR LET, EELR— NEfEELY
A EHIET,

FIE

[8 U 2 — (Policies) ]>[NAT] Z&R L £,
WONWTINNEFEITLET,

CHTLWIL— L EAERR T DX, [HIRZ &2 27 v LET,
"BEFEON— NV ERET DT, FOL—NLOWRET A2y @) E7 Vv LET,

(RENZ g o T =V ZHIBRT 2123, ZONV—NVDOIAIFTA a2 2 )y 7 LET)
EARAN—NOF T a v ERELET,

*[ZA v (Title) 1: V—VDA4HTIZATILET,

* b— v DOER xS (Create Rule For) | : [F#) NAT (Manual NAT) ] Z#3#R L £,

* V=L DOECE (Rule Placement) | : /L—/ /L& BT 28 aEELEd, L—idhT Y
W (B8 NAT OL— L ORI%) . RIS 50— L0 ETFICEATE 9,

*[#A 7 (Type) ]:[EH) (Dynamic) [N L ET, TOREFX. BETLT FLARITORHE
MENET, 568587 FRLAOEBREFER L TV DA, BHRITFICHNIITDILET,

WA VB —=T 2 A AT T arZHRELET,

*[E(ELA ¥ —7 = A A (Source Interface) ], [$85CA % —7 = A A (Destination
Interface) ] : Z D NAT L—/L &2 HT A4 % —7 =4 A, [IXE7 (Source) JIx. T34
AWZAD NT7 7 4y 7 PNERT DEREOA o H—T A4 ATY, [485 (Destination) [iX. 7
NAAZAPDBHD T 74y 7 PNBET o~y B A =T 2 A ATY, 774V T
. TV ITN—T R N— A B —T o f A%[RE, L—LEFTRTOAS o F—T =
A AZEAEINET (T (Any) ] .

LDy BT RV A (IPvA £ IPVE)  DFED ., TD/T Y MIFERSND ATy TR

VAERFELET,
TFEDINT s b EBHE Ny FOFNZ O TIE, ROKEZSHE L TL7ZE,
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vy kD=4 7 KLURE#H (NAD) |
B s rzvsPAT

Source Desfination

Loy — i)

e——” ™
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1
10.1.22 —=10.1.11 > 92.168.2.2 -—-= 192.168.1.1
Criginal Packet Translated Packet

*[JEDEEITLT K LA (Original Source Address) ]: AL CW57 KL A& &Ry hU—
U XTV 2y NEIZIN—T,

* [JED%ESET KL A (Original Destination Address) ]: (&) , 807 KL A2 &It v b

V=0 F7T=7 b, ZAOEFICT DL, 50EICEARARL, FEILT F L ADLEHR)EH]
ENFET, ST RVAZBELILREA, TOT RVRIZAZT ¢ v 7 BHEHET D H,
BIZTAT T 47 4 NAT T2 TS,

[f > % —7 x4 A (Interface) |[FEFIEA > ¥ —7 =4 AP (Source Interface IP) |Z &R L
T, FETA U Z =T = 20055 ([T3T (Any) JFERAH) 2X—RCT 52
EMTEET, ZOFT T a U EBRT 256, BHEHOREA TV 27 b HIEIRT 50
FENRHD ET, T FLRICH LT, A= "NEMRERE AT T A v I A H—T A
ANAT #RET DL, ZOF T a VERINL, SEEAR— M@ LIEAR— 47V
FHIEIR L E7,

ATV  LTHFEHL ST BT RLA (OFED, IPvd £72121Pv6) ZEELET, &7y b 7 LRI,
BEA A =T oA A Xy T =7 CERENE T, LEITLU T, IPv4 & IPv6 DO TEHT
EF7,

* [BEHAFE I E(ETTT R LA (Translated Source Address) ] : IRODWTIUNZ/R Y F97,

° (f B —TxAAPAT) . 5ESEA B —T A ZADIPVAT R L A 2T 25613,
[ 5 —7x A (Interface) |ZIEIR L ET, FEDIKEA v F—T = A AZFIRT 5D
ZEHTEET, , A X —T 2 A APAT X IPv6 IZIHMEHTE ¥ A,

G A B —T 2 A ADT RLVALUANDHE—T RLAEFEHTL581L. £ODITE
RLUIEBRARN Ry NT—2 707 NERIRLE 9,

* (BB HSEIT KA (Translated Destination Address) ]: ((EE) , g H 7w h T
AESNTWIesEET KL A2 G xy N —2 A7 V=7 NERIZTNV—T, LDk

(Original Destination) DA 7Y =7 FN&ERLIZGE, RILAT7 V=7 FEBBRLTTA
TUT AT A NAT ZRETEET (DF D, BHIAETT)

ATvT1 (A7 arv) = ABBOBHRY—E A R— 28 ELET, [TDsEEAR— b (Original
Destination Port) ]. [Z#i# A %6554 — b (Translated Destination Port) ],
XA F w7 NAT IFAR— MEWZ R — K L TWirnWes, oDk fELA— b (Original Source
Port) 17 4 —/V K& [EBHaEHEETLA— b (Translated Source Port) | 7 4 —/V RIZZEAD F I
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oy hT—9 7 FLRZEH (NAT)

ATvT8

ATy

z471svoNAT

TAHMLERHY ET, 7277 L., BRI EICAZ T 4 v 7 ThDHTD, AR — Mkt L THR—
MNE#LEFITTEET,

NAT TiX, TCP £721Z UDP OA RV KR — hInET, N— FE2EHhT 5855, EEOV—L R
F 72 roTu harte oy L S — R F T oS harolFERICICLE
T (M EH TCP £/l &6 UDP) . 74T T 47 4 NAT TliE, EBEOR—FL~vwo
VT R FOBFIZFE LY — A ATy EEATEET,

(A7 ay) [FElA 7T 2> (Advanced Options) (V> 27 %27 U v/ LT, BIIOA T v a >
IR E 7,

(A EF—=T A APAT ~D T F— /)L A)b— (5ideA Z—7 A X) (Fallthrough to Interface

PAT (Destination Interface) ) ]: ZDfdO~ vy B 7 7 RLARTTIZHY Y THATWD
Balo, A v 2 —T 2 A ADIPT KL A&y 7T v 7 e LTERT 20 E D 0%
BELEST (v E—T A APAT 74—y V) o ZOF T a0F, sakea v 2—
T A AZBIRLIZGEICOMENTEES, A1 ¥ —T A APATZEWHEHRT KL AL
LTTTICRELTWAEE, 20T 7y a VIRIRTE £ A, 204 F 2 aiE, IPve
Xy NU—=7 T2 TEERTA,

[OK]Z7 U v 7 LET,

A2 T4 9% NAT

ZIZ T, RET 4 w7 NAT & EDOEIEFIEZOWTHA L ET,

A3 T 492 NATIZDULVT

AHBT 4 v I NAT TliX, EBEOT RLANL vy BT 7 RUASDOBEEEBPMMER SN ET,
<~y B T RLRLERT 5555 TRIL Th D720, AZT 4 v 27 NAT Tld, BT 04
Bt (RA M~OEREE R A D OEROM ) #Bh T4 e+ 567 78R L—
DIFETDIHE) o« —FH. ZAF v 7 NAT BEXOVPAT Tl, %58 A DS LUIBEO B IR L
THERRDT FUAEIIR— N 2T 5720, WHROBBIZYR— S EHEA,
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vy kD=4 7 KLURE#H (NAD) |
B x%7<vsNAT

WOBRNZ, — IR AZT 4 v INAT DTV FERLET, ZOEBIIEICT 7T 47 ThbH
7., BEORA ML Y E—F RA NOWGEREGABETE £,

K6: RE2T 4% NAT

Security

Appliance
10111 f 209.165201 1
< >

10.1.12 ; 209.165.201.2
< Z >

Inside / Outside

130035

R— P EBRERTELI=RAE2T 14 v% NAT
N MM EBGE LI A T 4 v 7 NAT Tl EROT B Fa LB LR - he vy B 7 En
-7 halBLOR— FEEETEET,
ABZT 47 NAT ZFHL CHR— 2B ETLIHE. A—FERFIP 7 RLAEFRUEICY v
BT 50, BIOEICY vy B ST ENEERIRTE 97,
WOBINZ, RN— FEBPRESNTZ R AZT v 7 NAT DY F Y A% R LET, HHIC
<~ o BT LEER— e, BIOfEIZY Yy BT LR — O T ER L TWET, WThor—
2ThH, IPT7 RLAIIROEIC v B 7 ENTHWET, ZOEHIIEICT 7T 4 7T THDHTD,
EHINTZHRARNEYE— R AR MOl TG LG X ET,

7: R— b EBERELIRET 499 NATO—MR8IGSF A

Security
Appliance /
10.111:23 ? 208165201 1:23
«< >
10.1.1.2:8080 ; 208 165201 2:80
«< >
4 F
Inside / Outside 5

S
Gx) T HEY) FRNADT T — g A AR g UNERT Y —3 3 (FTP,
VoIP 72 &) ZHHT 25681, NATXAHEMIZCE L XY R— b2 L ET,

WIT, R— " EMEFRELTZAZT 4 v 7 NAT OFOMOE GO —H %25~ L E T,
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| ®vyr7—% 7ELRZH (NAT)
z471svoNAT

FATOTATA4 R—FEBRERELIZRZ T4 Y9 NAT

WY Y —A~DINTT 7 B AZMF L TEET, e xif, B8R — T —E X%
B9 2 3 ODEBI DY —,% (FTP., HTTP, SMTP7 &) WHHEAEIL. FNHDOHP—E AT
TIRATLHIEOOHE—DIPT RUAZIF2—FICRETCEES, 2%, 714707 4
T4 R—= MNEMERE LTZAZT 4 v I NAT R EL, 77E®ALL S ELTWAHBR—F
WZEASNWT, B—DHWEIP T FLAZE S —RODELWIPT FLRAIIw v 7352k
NTEET, V= NTHEHEDOFR— b (ZNE 21, 80, BLUV25) ZHEHLTNDD,
A= AR THXLETHY A,

BELUNDKR— bDR— FEBRERELIZRAE T4 Y9 NAT

R— NEWEFRE LTZAZT 4 v I NATHMEHT 2 & TRIFEAR— M DEEHELS DR —
FADEHRS, EOMOEREFETTEET, 7oL I, HHE Web H— 303K — K 8080 %
T 256, A— R0 ICHHET 5 Z & &A= —FIZFFAI L, £D%, B#E TOR—
h8OSOIZERT Z EMTEET, FERIZ, EX =2V T 4 2 ELICEDDHITIL, Web 22— |Z

EHELIAN DR — k6785 128t T D L O ITHR L, £ D%, A#iER— F80IZKT I &3 T

xFET,

— FEBERELIEZREITA Y A3 —T 24 X NAT

ART 47 NAT 1%, EBEOT RL2AZA L F—T A AT RLALR—FDOMAEDE
W~y B 7T HEITHRETEET, 2L 20E, T ADIEA v Z—T = A A~D
Telnet 7 7 B A ZWNEHAA MZU XA V7 N 5545, WEHAANDIP 7 KL A/KR— k23
ENEA A =T 2 A AT RLAR—=F 23 I~y B 7 T&xxd,

—XZDA2T 4% NAT
WH, AT A Y7 NATIX 11O~y E 7 TRELET, LML, BAICL-TE, 12D
EBEOT L AZERO~ vy 7 T RVAICRET 22 EDRHY ET 1 %) . 142D A
2T 4 v INATERET DG, EBEORA NN NI 7 4 v 7 28675 L. BRI O~ v &
YT RUAMERENE T, UL, AR MIATCRBENTZ T 7 4 v 7 DS, HFEED
YT T RVASND N T 7 4 v 7 EBRMGETE, 1 DOFEBEOT RLURZIZEBLINER A,

WO, — R —XZDAZT 47 NAT > F U AR LET, EROFR FEIBT 5
L RICEAD~ vy BT T RUVANMERSIND 2D, EEOFRA N IP/ERIIO~ Yy EL T IP O
. BRI N AR O BB IThIET,

H8: —xZDRAET 1Y NAT

Security
Appliance /
7 %
{10.1.‘2.2? 209165 201.3 »
101227 Z 209165 201.4
<
{10.1.'2.2? 1, 209.165201.5 E
Z :

Inside -’,Outside
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vy kD=4 7 KLURE#H (NAD) |

B x%7<vsNAT

72 2iE, 10122720 — R RXRIFUHRFHETDHELET, BRIND URLIZSGUT, b7
T4 7 EELWWeb b—NI2U XA L7 FLET,

M9: —ZDRET 19 NAT D

@\msbl;p Undo Translation
IUndo Translation 2091652015 101227

209.165201.3 == 101227

|

Lndo Translation
2091652014 > 101227

et B= ]

DTy ELT L1 UF (GEHER)

NAT (ZiE, 1xF 1. 1 RZ2TTIiER, D%, 24, 21 R ERROFEBEDOALZT 4 v 7
VBT VT U EMEHTEL LW ZMERNH Y T, 1 k1w B T ERITINE Yy
VO UTRTEERT LB LET, ZhbDftio~vy e A7 a0k, PHLen
FERDFEET DR H D 5,

HEERIIZIX, DR ZIT 1 ME LR UTY, 72720, RENEHIRY, EEOw v B ITROE
HCTHOLMNIRLRWAREERH 5720, MELTIHEEOEKT FLAZH LTI MEZOREE
BT 22 2BBIO LET, e xiX, DZOTF U AT, DPEOEEREOT RLUARLEK
D2y BT T RLVAIZEZ Iy 73nnET (AX1, Bix2, Clx3) ., #XTOEED
T RUVAR BT ENTEL, ROy EL T T RUARRIIOEBREDOT RL AL~y BT
SN, TRTO YT T RUART 7SN ETHRITSNET (AlX4, Bixs, ClE
6) . ZOfEFE, FEOET FLRAZH L TEEDOY vy L7 T RUANFETLHZ LTk F
T, 1 RZOFRED L T, OO~y B TTEFRNGITHY ., O~ v o 7T, #
BEORA NSO T 7 4w 7 B TEETN, BEEORAINLDTXTORNT T 4 v 7%,
EETORYD~ 7 7T RVAE TR TE £,
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oy hT—9 7 FLRZEH (NAT)

z471svoNAT

WO, — B2 EDAZT v 7 NAT ¥ F U %R LET

10: bREDRET 499 NAT

Security
Appliance
{10.122? 209165201.3
101228 209 165 201.4
<
‘*10.1 227 7 209165 201.5
{10.1 228 ,_17 209165 201.6
{10.1 227 ‘{? 209165 201.7 ﬁ
Inside / Outside

LHRDEINIZHR | OBETHE, vy 7 T RLALD b E L OEBEOT NLUABHFELE

T EBROT FLANRARRT DLV BAEINIC, v~y BT 7T RLABRRELET, WmoOGEE
EHTXH5D1L, H FMUOEBEDOIPT RL Ao B 7 F— OB~y B I 2fTolm b &
2T, BOOMIOEEOT RLRZ N T 7 4 v 7 ZBIBTEETN, ZhH~DFT 7 4 v
7 HATE R A, #D Y 24— T T 4 v 71E HEROBERD 5 S>DEFR (FETIP, %
JEIP, IBETCA— R, AR — b, 7r han) ICXo THEAREREOT R AITIEEINET,

G¥)

S50 ETZIEERE 1 O NAT 1 PAT TS Y £ A, 2 DOEBEDRA h [ L{EEH— ~
Fig 2 L TR CAMER Y — "B L ORI U TCP 5i 56K — M7 7 B A4 55818, WO R
ARBRECIPT RLAIZEBRIND &, 7 RLADHBEER DD (5ODF TLAR—FETR)
2, W OERIN Y £y bERET,

WO, —fRE72 SRV DA T 47 NAT > F U A% RLET,

X 11: ZHPDRET 499 NAT

Security
Appliance
101227 209165201.3
«<
101228 209.165201.4
>
101229 ? 2A3.165.201.3 >
1012 .30 7 3?9.165.201.4}
(=1
101231 Z A9.165.201.3 » E
- 3
Inside / Outside

DX ARET 47 =N EFHTLHIOTIEHRLS, HEROREEVEETDHI N T T 400
W16 1 D=V EBER L, BODT RLAZEAFTI w7 V=V EERTHZ 2B LE
K
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v hT—% 7 RLRZH (NAD |
B x%7<vonNAT

AB T4 v BE NAT DERE
ALT 47 HBINAT b= 2 LT, 7 NV RZ5ER Y b U —27 LT—T 1 7 HE
RO IP T VAT LU ET, o, AXT 1 v 7 NAT L— /L THR— hOLH|E TE £,
XL &HLAEIC

[F7 =27 b (Objects) |&FEINL, V— IR EBERRY NT—F T V=7 NERFIN—T
ZERLET, £7203. NAT V=L A2 ERLANLA T V=7 baERT A b T4, 4
TVl NMIROBEH R TVENHY £,

L7 R A (Original Address) |: Z4UIARy NTV—27 A7V =7 b (FA—7Tidlen)
TR 6T, AAMEREY 7 Xy FLAEETT,

* [BHLEFHT KL A (Translated Address) | : BHAEAT RV AZIEET HIZ1E, ROF S 3
OB FET,

°[BESA v H —7 = A A (destinationinterface) |: 58551 ¥ —7 = A ADIPv4T KL A
EHEHTHICE, 2y N—27 ATVl MIVESHY A, ZHUTR— NE#E I
Wy RAET AT A B —T oA ANAT ZHELET, EEFELT VAR — NI, A
VHA—=T 24 ADT RV A, BIORUAR— MEFICEHBINET, IPV6ITA o F—
7 A APAT I CTE EH A,

°[7 FL2 (Address) ]: AR ME7ZZY 7%y baBhdy NT—2 47 V=2 FETe
XN —T%ERLET, IPVAT RL AL IPv6 7 RLADM )% 7 v—TIZAID Z
EIXTEERA, 10X A TTETNREENTOWDILERHY £7, @F, 11O~y
T, EEOT FLALFEILEO~ v E L7 7 RLAZRELET, LhL, 7
RL2ADEBR—HL2WEELH Y 5,

FIE

ATv 1 [RVU— (Policies) ]>[NAT] ZER L £,
ATvT2  ROWVTRNEFEITLET,
CHEHLWWL— LV EERRT DI, [HARZ &7 Uy LET,
CEEEON— NV ERET HITIE, L—AD [fRE (edit) | TA 22 @) 22U v s LET,

(REZ o T2 — VB HIRT DICiE, V—A D [ZHF (trashcan) | 7 A a2 %2270 v 7 L%
+) .

ATv T3 KRR —L AT g v ERELET,
*[#A b (Title) | : —D&4HIZ AT LET,
* b=V DOVERHS: (Create Rule For) ] : [H#E) NAT (Auto NAT) ] Z#4R L £,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )



| #*vybro—% 7ELRZEHE (NAT)
z471svoNAT

[HA T (Type) 1:[A¥T 4 v (Static) ] &ZBINL F7,

AT T8 ROy WEBRF T a v ERELET,

*[EF LA ¥ —T = A A (Source Interface) ], [FEJcA % —7 =4 A (Destination
Interface) ]: ZO NAT L— LV Z@HTHA ¥ —7 = A A, [iXEIC (Source) )ik, 7 /34
AWCAD 8T 7 4w 7 Nl T HEEDOA X —7 = A ATY, [5855 (Destination) Ji%, 7
NAZAMBHD NI 7 4 vy 7@ 5~y e A =T =2 ATY, 774/ T
. TV TN—T R N— A U H =T 2 AZRE, L=V ETRTOA o H—T =
ARCEHENET ([(TT (Any) ] .

*[ED7T KL A (Original Address) ]: #9567 RLAZELexry NU—2 7V =7 kK,
* [E#A 7T KL A (Translated Address) ]: IRDOWTINNT/2 Y 97,

°T RLVADOREIN—TEMHHTHIZIE, ~ v U7 3NTeT FLAZELRy T —
I FA T2l NETITN—THRINLET, BF. 11O~y 7 TIL, EED
T RUVALREICED~ BT T RLAZRELET, LrL, 7T RLAOHEN L
RWEAELH Y FT,

(R— "R RELIZAZT 4 w7 A B —T A ANAT) , 5EEDT RLZADA
VE—=T 2 A AT DL, [ X —T = A A (Interface) (23R L £9, £7-.
KFEDSA v Z—T 2 A AZIBIRT HLERH Y £9, IPv6IA ¥ —7 = A APAT
IIEATEEFAL, ZHIEFAR— ML, A¥T v A2 —T A4 ANAT %
WELET, BMELT RLA/R—MI, /£ H =T =24 ADT FLA, BLUOFRUHR—
NEFICE S NLET,

o

* (A=) DLOAR— b (Original Port) ], [Translated Port (ZE#iF 4 — k) ]: TCP %
721X UDP R— b & W 2 BN b D56, JTLOR— b EEBMF AR — b ERT 2R —
MAT V2l FEBIRLET, A7 V=7 MIRE L7 e ha VHTRTIERY $HA, £
DAT V=l NRELEGFIELRWGA, [FiHA 7Y =2 FOVERK (Create New Object) 1% 7
Vw2 LET, 72&21E, HEICE LT TCP/80 % TCP/R080 IZAHTX £,

ATvTH (A7 ay) [REMA 7Y 3> (Advanced Options) 1V > 27 %27 U w7 L, LT HA T a v
IR LT,

*[ZDN—IZ—ET 5 DNSIE A ZHi$ % (Translate DNS replies that match thisrule) ] : DNS
ISEDIP T RVAEBWT HENEIDERELET, v v BT A U F—T 2 f ANDLE
BRDA v B —T = A ZIBENT D DNSJSEDOEE. 7 R A (IPv4 A £7-13 IPv6 AAAA)
La— RE~wy B 7SN fliNbEEOEICEERmZ oNET, Ko, EBEOA & —
Tz AAMNOY BT A F—T = A RIBET 5 DNS IGE D6, b a— NEEERED
Erb=y B T INTEICEZB I ONET, ZOFT 2 a TR TR S,
FEXHZITED AL a— RE AAAA L a— RETH AT D NAT64/46 0D 72812
VEERZENHY ET, FMITOWTIZ, NATZHHL/ZDNS 72 —D VU T4 b &I,
@5 ~—) ZBRLTLLEIV, A—FEHBRLTWDLIEHEE, 2047 v a IMEATE
FHA,

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager



B x%7<vsNAT

ATvT6

vy kD=4 7 KLURE#H (NAD) |

*[FEEA v H—T 2 A ATARPZ 71X T L7\ (Do notproxy ARP on Destination Interface) ] :
vy EUTIPT RLANDERE 7y hOT XY ARP ZEICLET, v~ v BT A
B =Tz ARELFE LRy NT—7 LT RLVREMEH LGS, VAT AX7 02X ARP A
FHLTY Yy Y7 7T RLADOTRTO ARP BRIIGETHZ LT, v~ v BT T RLA
BN ETHRNT 74 v 0 BMITZELET, ZOHERLE, T4 ANRZOMOR Y b

T —7 D7 — R NT AR DULENIRNTO, V—T 4 7B b S E ST, Tr¥x

ARPIVENZIS U THEMNITE £, I T 256, ERISALET 20— 2 2t —
FRRESNNTWARLERDY ET, TAT 7T 47 4 NAT DA, @HFIL7 2% ARP
EARETT, BRICE > UIHEROMENREL L Z DY £,

[OK]Z=Z7 Vw27 LET,

AB T4y FEHNAT DERE

HE)NAT N=—X&WI SR WGE. A4 T 4 v 7 FEINAT L — LV E2ERLET, 2L 2
SRS U CRRDEWAE LI2WGERETT, A¥ T 4 v 27 NATIZ, 7 RV RAZ%5E%% > b
J—7 ECh—T 4 V7 R[BEZRBIDIP 7 RV RIZE# L E T, £/, A¥T 4 v 7 NAT L—/b
TAHR— FOEHE TEET,

[F L& BRI

(47 YxZ7 & (Objects) 1ZTBIRL, L— MM ERFy NI —F ATV =/ hETIFI—7
EERLET, IPVAT RL AL IPV6 7 RLADM & 7 V—FICANDZ EIXTEEHA, 19
DEATTETNEENTWDLMERDY £, £721E, NAT V=LA ZERLRNRLA TV =7 b
EEMRTHZE L TEET, 47 V27 MIROE BT HERH Y £17,

*[EEILT KA (Original Address) |: ZAUIHR Yy NI —27 A7V =7 NETIZTV—TT,
RANERLFIH TRy FeGOL I ERTEET, IXTORDO T T 4 v 7 2EHBT D5
B, ZOFIEEAFT YT L, L—AT[TT (Any) [&2HEELET,

[ EIETET K LA (Translated Source Address) | @ BHE AT KLU AZRET 5121,
WKDOAT o arnHnE9,

°[sBdeA »H —7 =4 A (destinationinterface) ]: 5i5cA X —7 = A ADIPv4T KL A
EHRATHICE, 2y N7 ATVl MIVELY A, ZHUIAR— FEH LI
W2, ABT A7 A B =T x4 ANAT R ELET, HEILT FUR/HR— I, A
VH =T 24 ADT RV A, BRI UAR— FEBICEHEINET, IPV6ITA ¥ —
7 x=A APAT I3 TE ¥ A,

°[7 FL A (Address) ]: ARA MEFIY T Xy baGdlhery NU—2 A7V MET

X7 N—THER L ET, IPvd T RL AL IPV6 T RLADM & 7 V—TIZAND Z
EIETEERA, 120X A TEIFREENTVWARERDHY £3, @BHF, Ixt1O~vy
By 7T, EEOT RLALFECHO~y BT T RURAERELET, L, 7
KL ADEBR—HLLWEELH Y 7,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device

Manager )



oy hT—9 7 FLRZEH (NAT)

ATy I
ATy T2

ATvT3

ATvT4

ATy TH

z471svoNAT

N—VTET RVADAZT 4 v VT EWEFET H L, [JLDFET KL A (Original Destination
Address) 18 X OV [k H5055 7 K LA (Translated Destination Address) | D% > b7 —727 47
Tl NeERTCTEET, N— NEHRERELTSEDAL T 4 v 7 A B —T = A A NAT D
HERET DAL, BEO~Y Yy B 7 T RLRIZHTHAT7 V=7 bOBEMEAFX v 7 TE,
N—=TA B =T = AEHELET,

FEEIC, S, ERITEOE G OR— NEH L IATTE £ T, ObjectManager Tik, DR —
B INTZR— N THATEDLR— N AT V27 "RHDZ 2R LET,

FIE

[8 U 2 — (Policies) ]>[NAT] Z&R L £,
WONWTINNEFEITLET,

LWL — LV EAERT DI, (AR Z &7 U v 7 LET,

CHEEON— N ERET DITIE, VO [ (edit) [TA Y @) 22U v LET,
(REIZ R o Te V=V EHIBRT HITiE, V—D [ZHF (trashcan) | 7 A a7V v 7 LE
EDAE
HEARW I N — NV AT a v EFRELET,

*[ZA kL (Title) ] : V—ILDL&ETIRZ AT LET,

* b— L DOERxE: (Create Rule For) | : [F#) NAT (Manual NAT) ] #3R L £,

*[V—/LOELE (Rule Placement) |: /V— /L& BT 55 AEELES, Lv—T 73
W (HE) NAT O/L—LDORiI%) . EITRRTHL— 1O EFITHATE £,

[ZAT (Type) 1:[A¥T 4> 7 (Static) | ZFBRLE T, ZOREITEEFLT FLAIZD
HEHAEIET, kT FLAOEREERT H L, BRITFICAZT 4 v 7 TT,

WD B —T oA A F T arvrEBZRELET,

*[E(EocA X —7 = A A (Source Interface) ]. [3EIcA v ¥ —7 = A A (Destination
Interface) ]: 2D NAT V— /L&A THA 2 —7 = A A, [FE7T (Source) 1%, T34
ANWAND VT T 4w 7 PNBIETDEBEDOA o H—T 2 ATY, 585 (Destination) [i%. 7
NAZANBHD T 74 vy 7 BRBHT 5y BT A U Z—T =24 ATY, 774/ T
W, TV oY TN—T AN [ o H—T 2 RAuRE, V= UETRXTDOAS H—T =
ARACEAEINET (T (Any) ] .

Oy b7 KA (IPv4 721X 1Pv6) | DFE D, DO T y MIRRENDNT Y B TR

VABRELET,
TLDINT s b EBHE Ny ROFNZOWTIE, RO ESH L TL7ZE0,

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager

"



vy kD=4 7 KLURE#H (NAD) |
B x%7<vsNAT

Source Desfination

faﬁ@fg

e——” ™
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1
10.1.22 —=10.1.11 > 92.168.2.2 = 192.168.1.1
Criginal Packet Translated Packet

*[JEDEEITLT K LA (Original Source Address) ]: AL CW57 KL A& &Ry hU—
U XTV 2y NEIZIN—T,

* [JED%ESET KL A (Original Destination Address) ]: (&) , 807 KL A2 &It v b

V=7 F7Txr b, ZADEEITT DL, 56EICERR, FBEILT R ADOER)EH
ENFET, 88T FLAZBE LGS, TOT RLVRIZAZT v 7 BEMREZET DD,
BIZTAT T 47 4 NAT T2 TS,

[f > % —7 x4 A (Interface) |[FEFIEA > ¥ —7 =4 AP (Source Interface IP) |Z &R L
T, FETA U Z =T = 20055 ([T3T (Any) JFERAH) 2X—RCT 52
ENTEET, ZOFT v a 28T 256, RRELOEFTT7 V=7 b HERT 24
ERHY ET, m%?%vx_ﬁbf A= NEWAERE LA T 4 I A —T = A
ANAT #FHETDIUE, 2047 v a VERIRL, s8R — M@ LICAR—F A7V =7
FHEIRLET,

ATYT6 LTIy h 7T RLA (IPv4 £72131PvE) . TRbbENNsEEA, v X —T = A A Ry
fO—27 BiZEND EEDNry b 7T RLAEBILET, LBEIZSUT, IPv4 & IPv6 DT
BT FET,

* [BEHAFE I E(ETTT R LA (Translated Source Address) ] : IRODWTIUNZ/R Y F97,

o7 RLADRES N—TEEHT 5121, V/E/&éMKTFVX%a@X/FU~
I F TV NERIIITN—T EERLUET, @, 1510~y 7 Tid, EB

T RUVAELERILED BT T RLRAZHRELET, L, 7]\1/10)@75>*ﬁb
WAL H Y ET,

o (R— NEH AR Ebtx&74/74/& 7 A ANAT) , 585D IPvd T R LA
DA H—T oA AFEHTHIZIE, [ F—7 =4 A (Interface) ]2 #IRLFJ, F
7o FREDSITA V2 —T 2 A AZRIRTHLERH D 3, TR — ML 3t
W, AT 4w I AV E—T A ANATZRELET, EETLT RLA/AR— KM, A
VHE—=T 2 A ADT FL A, BEOREUR— FESICEHBINET, IPv6ITA X —
7z A APAT [T T EHA,

* [EH#E 55T K LA (Translated Destination Address) ]: (A7 a3 y) , BaSiizx
v TR END5ET FLRAZELXy NIV —0 A7V 27 NERIFT V=T, [TD

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )



oy hT—9 7 FLRZEH (NAT)

ATy T17

ATvT8

ATvT9

z471svoNAT

564% (Original Destination) [Z@R L7256, RILA T V=7 FE2RIRT L2 LI28- T,
TATT 47 4 NAT (DEVEHRL) ZRETEET,

(A7 vay) P AEBOBEE LY — AR — N ELIGEAEY— AR — R EFRIL £,
A= NEMERE LIZAXT 4 v 7 NAT 5% E LI5A, #ET, s, 213205 0R—
FEEHTE £, 72L& 21E. TCP/80 & TCP/8080 A ZEH#aTx £,

NAT TiX, TCP £721X UDP OA NV R — h ZNFTH— N2 EH-T A, BEOYV—E 2 4
TVl hOTa halte oY — R ATV O a bl OmENRR LTI D K
L ET (HHEDH TCP £/213M 5 E S UDP) , 74T 7 47 4 NAT Tld, EEEOKR—F
L= A= DOBMHFIZRI LY —ERA ATV r FEFHTEET,

*DEDEEILA— b (Original Source Port) |, [E#i I 7ciX{E76AR — b (Translated Source
Port) ]: XETLT FLADKR— FEWEEFRZLFE T,

*DEO%EsEAR— bk (Original Destination Port) ], [Z#i Si7=%6%54A — kb (Translated Destination
Port) ]: %5467 RLADR— MNEHEERZLET,

(A7 ay) [fEA 7> 2> (Advanced Options) (V> 27 %27 Vv L, LT LA TV a v
IR E 9,

(2D T D DNS B A 23 % (Translate DNS replies that match thisrule) ] : DNS
JCEDIP T RVAZEMT HNEIDERELET, v E T A F—T oA ANBHE
BiDA 2 —T = A AZBENT D DNSISEDOEE. 7 KL A (IPv4 A £ 7213 IPv6 AAAA)
La—Ridwy B 7 SnilinbREOMEICEES B bnET, Keho, EBEoA & —
Tz AANLY Yy BT A U F—T 24 RZBET 5 DNS IGE DA, L a— NEEED
ErD~y B 7 ESNTMEICEESRIONE T, ZOF T > a IRERZIRI T S 4.
EEIHZITLV AL a— RFE AAAA L 22— RIETTHZEHNITIOI D NAT64/46 ZE D 7= 812
VERZENRHY ET, FMCHOWTIE, NATZHEHL7ZDNS 7= —D Y T4 b &I,
5 ~—) ML TLEIV, A—FEBRLTWLIHE, 2047 v a IMEATE
FH A,

*BEdeA v H—T A ATARP Z 7 2X T L72\ (Donotproxy ARP on Destination Interface) ] :
v EVTIPT RLVASNDERFE Ry bOTBF U ARP ZEHICLET, ~ v BT (v
H—=T 2 A RAELERUAY NT—27 EOT RVRAEFER L6, AT AT R X ARP &
EHL Ty B 7T RLADTRTOARP BRIZIGETHZ LT, v v BV T RLA
BN ETHRNT T4 v 0 BMRITZELET, ZOHEREE, T4 ANRZOMDOR Y b

T —7 D= T AR DMENIRNTZD, v—T 4 VIR LS ET, TeX

ARPIMEIZIS U TN TE X7, DT 256, BRIALET 20— & 2@t —
IERRESNTWARERSY T, 74T 27 47 4 NAT DA, @iIL7 2% ARP
EARETT, BEICL > UIEROMENEL D Z LR £,

[OK]% 27 U v 7 LET,

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager

"



vy kD=4 7 KLURE#H (NAD) |
B 77 7«74NAT

7AT>T 47T+ NAT

IP7 RLAZHFICEBRT AVEOHLANAT 2L 7 (X2 L—a U ERETXET, &2
1. NATZ& 2y N —ZIZHlTHHDOD, 1 ODFy NT—27 ZNAT ST 5 &9 R
N — VEVERT D88, AXT 4 v I NATL—LAER LT, 7 RLAZHIIEHRT S &
BTEET,

RO, — 2T AT T 47 4 NAT DV F VA ERLET,

K122: 74 TYT14T« NAT

Security

Appliance é
209.165201 1 209.165 2011
< '

209.165.201 2 ; 209.165 201 2
< 7 -

130038

Inside J’jOutside

T, TAT T 4T 4 NAT OFETFEIZHOWTHH L ET,

TAT2T 4T« B8 NAT DRE
ART 4T TATYT AT A BB NAT V— L EHHLT, 7 RLAOEHEGIELET, o
¥V, BHOT FLRIEHLE T,
IZC®HBHIIZ

[47 =2 b (Objects) |ZBRL T, L—/UIKERF Y hU—2 £TVx s hEIZT —
TEERLET, HD0IE, NAT L— L EERLTWDI L XA T V=7 bEERTHZELT
XFET, ATV MIROBHETTZ L T DLERH D £,

*[DEDT R LA (Original Address) |: Z/V—7Tlid7e< Xy NU—2 A7V N ThDH
ERHY, FRA YT Ry MEBETEET,

* [EHE T R LA (Translated Address) |: TTOEEILA T V=7 hEar Ty nael [[-—
DFy NI =7 TV "ERIFIN—T, RILAT V=7 el cxx1,

FIE

ATv 1 [KRVU— (Policies) ]>[NAT] ZER L £,
RTvT2 KON TRNEETLET,
CHTLUVIL— L EAERR T DI, [FIRE &R Y v LET,

TBEF OV ERET HISIE, ZOL—LORET A2y @) 27Uy s LET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )



| ®vyr7—% 7ELRZH (NAT)
71477474 NAT |

(RENZ /25 o=V 2 HIBRT 51212, TOL—LOITIFT A2 %270 v 7 LET) ,
ATFY T3 HARL—LOF T a BRELET,

‘[ZA b (Title) ]: A—AD4HTEAT LET,

* PL— L DERCTS (Create Rule For) ] : [H &) NAT (Auto NAT) ] Z@RL £,

*[#A 7 (Type) ]:[KfHY (Static) ] 2R L £,

ATv T4 KONy NEWMA T a L ERELET,

*[EFIEA v ¥ —7 = A A (Source Interface) ], [FES5A > % —7 =4 A (Destination
Interface) ]: 2O NAT V— L Z@HATHA v X —T7 =4 X, [EETT (Source) Ji%. T34
ZWAND BT T 4w 7 Nt DEREDOA X —T = ATY, [585E (Destination) Ji%., T
NAZIMBIHD T 74y 7 PNBBT o~y B S A =T 2 AT, 774/ T
. TV IN—=T AR — A =T o f A%RE, V=TT XTDOA o F—T =
AAZEASNET ([(T3T (Any) ] .

*[JEDT KL A (Original Address) |: BHiL TWAT RL ARG Ry NT—2 ATV
Fo

* (AT R LA (Translated Address) ] : JTOEETRER ATV =7 b, KRBT L T,
a T Y PNELFE-OROA TV 27 FEBIRTE ET,

TAT VT 4T 4 NATIZIE, e — b (OriginalPort) 1473 3 > & AR — I (Translated
Port) | A7 a U ERELRNTLESN,

ATvT5 (A7 ay) [FEMiA 7> 3> (Advanced Options) (V> 27 %227 U w7 LT, BIIOA T a v
EIRL £7,

[ZDON—v b —FT D DNS JHE & A H: (Translate DNS replies that match thisrule) ]: 74 7
YT AT A NATIZIE, ZOF 7> a VEFRELRZRNTLEEN,

‘A v E—T A ATT X ARP ZfEH L72 vy (Do not proxy ARP on Destination
Interface) | : ¥ v E T IPT RLUANDEFE Ny hOT R XU ARPEEHIZLES, v
BT A H =T A RAELEILRY NT—2 EOT FVAEFER LGS, VAT AT R
FUARPZHHL Ty BT 7T RLAOTRTOARP EXRIEETHZ LT, v v BV
TT RVRERFELTDNT 74 v 7 #RATZELET, ZOFELEE, T ARZ 01
DRy NT—=7 DT — RN = AR DHULERRNTZD, V—T 0 7l ShEd, 7
12 ARPIIM BT U CTHESNCTE £, BT 556, LIRICAES S0 — 2 I(25EY)
N — IRRESILTVWDOILERO D ET, TAT T 47 4 NAT DA, @FIL7a¥
¥ ARP IIARETT, LA Lo TIEROMENEL L2 ERH Y £7,

*BEEA H—T 2 ADN— |k vy 7T v 7 %FLT (Perform Route Lookup for Destination
Interface) ]: JLDIE(EILT FL A LEBLEOEGFILT RLVAICH L TRILA T V=7 R &k
WL TWDHEEIC \%hm4/& Tx A REFIEA B —T 2 A RAEINT DA, 2O
F7 v a AR LT, NATL—/VICRIESNLTWND5E50EA v # —7 = A ZA 2T 500

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager



vy kD=4 7 KLURE#H (NAD) |
B 77 7«74NAT

DIZ, =T 4 T T—TIWNZESNWTIA LV F— T oA AR ROIEL I ENTEE
TO

ATv7T6 [OKZZUvZ LET,

TATUT4T4FFHNAT DHRTE

HE NAT BDBEERDO = — X%\ L TOWRWERIE, AXT v 7 TAT T 47 « FE)NAT
N— A LET, 72& 20X, 5BERICESOTHOEBREZITOZWEAICER LET, A%
TUT TAT T 4T 4 NAT L= L&A L T, 7 RLAOEHBEZLIELES, 2£0. B
BDOT FLAICEHLE7,

[T L& BHIIC

(7Y =2 & (Objects) [ZEINL T, V— WIhBELRXy NT—7 FT V=l NEIITN—
TEERLET, ZV—TI2IPvd T RLALIPV6 7 RLADK A2 ED5HZ L3 TEEtA, 1
DDEATIETREENTVAIRLERDY £3, HDHWE, NAT L — L EERLTND L XTI
T2l FEERTAZE L TEET, A7 V=7 MIKROBEE LI L TCWARERH Y £9,

*[DTDX(ETLT KL A (Original Source Address) ]: F > NI —27 A7 V=7 MEZiE T —
TERETE, RAMNCY TRy FEEFOLIENTEET, TOXFLENT 74 v 7 %2T
RCEMT H5E1E, ZOFIEEZAX Yy 7 LT, V—/LT[TT (Any) |ZHEELET,

[ EEILT R A (Translated Source Address) ]: JLOEFILERIUAT V=2 b, Ik
BTG CT, ar T oY RNeFH—0ROA7 V=7 M EBRTE £7,

J—UZT RUVADAZT 4 v 7 AR E L TWDHIGHE, DidsistT KL A (Original Destination
Address) & [AHEA5655T K LA (Translated Destination Address) D%y hU—2 7=/
FOIERCEET, N— NEMERE LSO ALT 4 v A F—T = A ANAT DHEH
ETDHAE, 5D~y BT T RLVRACHT 547 V=7 FOBEMEAXy 7 LT, —/L
WA H—T oA ABEETEET,

HEETC, side. FEM S TR— MEMAFEITTH L TEET, A7V FvF—T ¥

T, JLOR— FEERFEHFR— N THEATELR N AT V=27 MR HDL L EMERBLET, 7
ATYT 4T 4 NATIZIERILA 7 V=7 bEfERTEET,

FIE

ATw 1 [KY— (Policies) ]>[NAT] ZER L £,
RTvT2  KOWTRNEETLET,
CHT LWL — LV EERT DI, [HARZ 22 ) v LET,

CBEFONL—LVERET DT, FOL—LVORET A2 (&) 27U v LET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )



| ®vyr7—% 7ELRZH (NAT)

ATvT3

ATv74

ATy Th

71477474 NAT |

(REIZ R o T2 =V EHIRT DI, TOL—VDIIFT A a7 ) w7 LET) ,
EARN—NDOF T a v ERELET,

‘[ZA b (Title) ]: A—AD4HTEAT LET,

* PL— /L DFERCRTS: (Create Rule For) ] : [F8) NAT (Manual NAT) ] 23R L £ 7,

*L— L OfdE (Rule Placement) |: /V—/LZ BT 55 &aEELES, L— I 7 Y
W (B &) NAT OL— L ORI%) | £ T 50— L0 EFICHATE E7,

“[#A 7 (Type) 1:[### (Static) 1&3BIRL ET, ZOREL, HFEILT R L AIZD 0
ENFET, 38ET FLADEBREZERL TV DHE, BHIHICHWIITDORET,

DA B =T 2 A A FT T ar ZRELET,

*[EF LA ¥ —7 = A A (Source Interface) ], [FE5A % —7 =4 A (Destination
Interface) ]: 2D NAT V—/LxiEHT 5 A 2 —7 =4 X, [ (Source) JiX., 7 /31
AWAND BT T 4w 7 Nt DEROA X —T = ATY, [585E (Destination) Ji%., 7
NAZAMBMD M T 74y 7@ b~y e A =T =2 ATE, 774/ T
E, TV IN—T A R—= f H—T 2 A%BRE, =T TRTOA X —T =
ARCEHENET (TT (Any) ] .

JLDO/NT s N T RUA (IPv4d £721X1Pv6) . DF V| JLONNT y MIERRINAHNT Y N T R
VAERFELET,

JEDRT sy N E B EOBIZOWNWTIX, ROKEZL TS ZE, 22Tk, A
RARNTTAT T 47 4 NAT ZFATLETH, SMIAAR NEE#B L ET,

Source Destination
neide ) | )
8o L]
10.1.2.2 Real: 192.168.1.1
Identity Mapped: 10.1.1.1
10.1.2.2 —=10.1.1.1 > Sl
Original Packat Translated Packet

*[JEDEEITLT KL A (Original Source Address) ]: AL CW\W57 RL A& &Ry hU—
U X TV NEIZIN—T,

* [JED%ESET KL A (Original Destination Address) ]: ((EE) , 8007 KL A& &I x v b

V=0 X7 V=7 b, ZAOEFICT DL, 50EICERRL, FMEILT F L ADOEH)EH]
ENFET, ST FLAZIBELLERA., TOT RVRICAZT 4 v 7 EWEFZRET DM,
BIZTAT T 47 4 NAT T2 T T,

[ % —7xA A (Interface) |ZFIRNL T, FEILA L F—T = A ADTLDO5E5 ([T3T
(Any) JIXERAA) 2R—ZCTDHZENTEET, Z0OFT v a v 2BRT 55, B
A DA TV =7 N HIBIRT 20BN S £7°, 5607 RLURAICR LT, A— FEH#

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager

"



vy kD=4 7 KLURE#H (NAD) |
B 77 7«74NAT

ERELIEAZT 4 v I A A —T A ANATEFEETAIZIT. 205 a 2R,
SESEAR— MIE L7zAR— s A7V 27 FHBIRLET,

ATFYT6 LTHFELANTY R T RLZ (DFED, IPvd E720121IPve) ZEELET, &7y 7 LRI,
A LH—T oA A Xy NI =7 ZERENFET, LEITSU T, IPv4 & IPv6 DO CTEHT
xFET,

* [EHLE A EETET KU A (Translated Source Address) | : TTDEEITLERI LA T V=2 b, IR
PTG LT, arT oY NELB—0OROF 7TV =7 MBI TE £1,

* [EH#E 55T KA (Translated Destination Address) ]: ((EE) . Z#E A v b T
HAENTWIESET RLAZEH Ry NI —2 A7 V27 NERIITV—T, [TD5HT
K1 A (Original Destination Address) (DA 7 Y =7 RN LGS, RILA 7P =7 b
BIRLTTAT T 474 NATZRETEET (OFD, BHIIAETT) .

ATvT1 (AT vay) P AEBOBEE LY — AR — N EIGEAEY— AR — R EFHIL £,

RN NEWAERTE LTZAXT 4 v I NATZRE L TWAEA. 5T, 5. £iEmilioR—
hEAEHCE £, 7=& 2 I1E. TCP/80 & TCP/8080 D TAHATE £,
NAT TiX, TCP £721Z UDP OA NV R— b EZNF T, N— 2L T 54, FEEOV—E =R
FT7V=27 T harbtey =R ATl boTa haromiFERECICLE
F (W EH TCP £721Eiti 5 & 4 UDP) ., 7A T 7 47 4 NAT Tlx, EEOR—Frb~vv b
VI R—= OB FIZFEI U —E A ATV bEFEHTEET,

*[EOEETLAR— R~ (Original Source Port) ], ZSHajE 4 5(Z 0K — I (Translated Source Port) ]
BEILT R ADOR— MEMAEER LT,

* DLdFESEAR— b (Original Destination Port) ], [Z a7 #5656 — b (Translated Destination
Port) ]: %547 RLADR— MNEWEERZLET,

ATvT8 (A7 a ) [FEA 7T 3 > (Advanced Options) |V > 7 %27 Vw7 LT, HIIOAF 7 a >
IR L E T,

*[ZDON— & —ET % DNS LB A Z ML (Translate DNS replies that match this rule) ]: 7 A 7
YT AT 4 NATIZIE, ZOF Ty a v ERELRNTIIZSN,

A U H =T 2 A ATT XL ARP ZfEH L72v> (Do not proxy ARP on Destination
Interface) |: ¥ v BT IPT RLANDEFENTy bOT o X ARPEZEHIZLET, v v
BT A B =T 2 A ALF LTy NT—7 EOT RVAZBALZEEA, VAT AZ7 0
FUARPEMH L Ty B 7 7 RLADTNTDARP ERIZIGETHZ & T, v v BV
TT RVRERHLETDNT T4 v 7 2RITZELET, ZOHIELE T/ ZARZ O,
DXy NT—=I DT — N A ZIRDULENRRNTZD, V—T 4 VIRl b hvET, 7
2% ARPIIMELNCS U TEZNICTE £, BT 556, RitIChiE T 20— 2 I1ZiEY)
N — IR ESILTVWDOIRERD Y ET, TAT T 47 4 NAT DA, @FIE7ax
¥ ARP (IARETT, JBEIC K- TR OMERAE LD Z &R H Y £,

B A v H—T A ADN— bk )y 7T v 7 %34T (Perform Route Lookup for Destination
Interface) ]: JTCDFEILT R LR LEBHZDFEILT RLAITH LTRILATZ V=7 &g

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )



oy hT—9 7 FLRZEH (NAT)

Firepower Threat Defense @ NAT JL—/L O T R/8F « .

IWLTWBE EETEA VH—T oA AEGEHA =T = A% EIRT B D
ﬁ7/a/%%ﬁLT\Mww JVICRRES N TWDSEHEA v X — 7;4z%ﬁm#5ﬁb
DIZ, V=T 4 T T—=TNWIEASNTEHRA =T oA ABROIEDL N TEE
ﬁ‘@

[OK]%Z 27 U v 7 LET,

Firepower Threat Defense 0 NAT JL—)L D 7 0/\T «

Fw NI =277 RLAZEH (NAT) L—NLZHERLT, IPT FLAZMOIP T FLAZE#R L F
T, WEIE, NATV— L EFEHLTCTIARX—= T RLRAEZRTY v I IN—T 4 T TEDLT
RLURICEBLET, 1OD7 RLANGHDOT RURICEHT 57, R— 7 F L AZEH (PAT)
AL TEEDOT FLRAZ 1 DICE#HL, R—  ESEHH L TEETT RLAZ#IT5 2
ENTEET,

NAT b=V DREARIR T 03T 13, RO LEBY T, TrAT 13, SRS TWD Z L a2k
% N E%ﬁ NAT /L—/L & a‘iib NAT }1/»__/1/(:»@ L\/w(:_jAO

B (Title)
N—IDLFTEATTLET, BRNCAR—=RAE2EDDH LIFTEEHA,
IL—ILDYER

BHL— L% [HE) NAT (Auto NAT) [123 52>, [T-8) NAT (Manual NAT) JIZ23 572y H
) NAT [ I FE)NAT LV > 7T m, FEINAT 2325 &, 58567 KL RIZHESN
THERETLT L ADOEMDOEREZERTE $7,

A5 — X A (Status)

=& T 7T 4 TN DN D

EZi& (Placement) (FEINAT DH)

=V BB AR E LET, A—uix T I VN (HE) NAT O/L—/LORIE) .
FAIERTAEL—LO FEFICHATE 9,

5 A7 (Type)

EHn— % (XA F v 7 (Dynamic) \ZT 250, [RZT 47 (Static) WZTHh &
AFIvIEBRTIE, TRLVR = b~o 7 7 RLUANEHEIRITBRIR IS0,
F/2id, PAT OFEERFIZIZT R RA/AR— FOMAEDOENHEMIGRRINET, v E
VI T RUVAR— NeWEICERT AMNERDDLGEIT. A¥T 4 v 7 E#BEFEHLET,

WIZ, T2 DO NAT V—/L a5 ¢ 3 LE 4,
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v hT—% 7 RLRZH (NAD |
B Firepower Threat Defense O NAT JL— )LD T A/XT o

BE) NAT /N4y FERTO/NT 4

[/ > NZ5H#a (Packet Translation) |47 3 U LT, B#ELT RUR EEHEFEHL~ v B
JT RVAZERLET, ROT 0T 413, HEINAT IZOZGEHA S ET,

FEETXA 2 —T 4 X (Sourcelnterface) . 3L A 42— = A4 X (Destination Interface)

ZDONATV—VEERTH5A 2 —7 =4 A, [EEIL (Source) 1X., 7/31 AIZAD NT
T4y 7N BT DEREOA L H—T A AT, [585C (Destination) )IL. T34 A5
HA N7 74y 7 RBRT AL T A H—T oA ATT, T 74/ ETE, 7V v
CIN=T AN= A B =T =2 AERE, V=TT XTDOA o F—T = A ATJEH
SNET (7T (Any) ] o

FTNT KL R (OriginalAddress) (FEIZWHZE)

THLTWOLFELT NLRZELXy NIV —0 ATV =7 b, ZN—7TiE7R<{x> k
TV—=0 F 7V MITHMERDY, RANERFI TRy FE2BHLTENTEET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )



oy hT—9 7 FLRZEH (NAT)

Firepower Threat Defense @ NAT JL—/L O T R/8F « .

EHFEHT KL A (TranslatedAddress) GEHEILHAE)

EIeD~ v 7 7 RV A, ZZTERTLIARIL, EZLTCWDIEHBL—LDZ AT

IZE - TR 9,
* %453 v ZNAT (DynamicNAT) : <~ v EL 27 7 RLRAZETeRy NU—Y F7
Pl NERIFIIN—T, 2y VNT—0 F T2 NEFITIIN—TITTBHZENT
XFETN, TRy FEFLILILTEERA, IPvT RLALIPV6 7 KL AD[E
EIN—=TIZANDZ LT TEERA, 120X A TEFNREENTWAILERH Y F
‘g—o
* %A+ v ZPAT (Dynamic PAT) : IROWT N 7,

* (Mo H—=TxAAPAT) 58 A X —T =4 ADIPvA T RV AEMEHT HIC
WX, [ X —7 A A (Interface) [ZBIRLFET, F7=. BFEDFILA ¥ —
T2 A ABERRTLHILELHYET, , IPv6IZA > F—T A APAT 2FEH T3
ZEITEERA,

A H =T 2 A AT RVALAOE—T RUAZFEHTHI2E. ZOBEHD
FPOITHERR LR AN Xy NU—2 707 FEBEIRLE T,

* X T ¢ 7NAT (Static NAT) : IROWTINT/2 Y F9°,

T RLADEY b =T EMHTHIIE, v~ v BT T RLAEEGTex Y b
U= 3TV VERIIIN—TEERLET, A7V bERIEIIN—T
W RANEREIV TRy F2E0LZENTEET, BE. 11Oy
7T, EBEOT RLALFELEDO~Y 7 7T RLAEZRELET, L,
T RLAOER—HELAEWEELH Y £4,

* (R—PM"EMERTELIZAZT 4 v 7 A H—T A ANAT) 5l 2 —7 =
AADIP T RLVAEBHT I, [ X —7 = A A (Interface) %N L F
T, £, BEOSEA VA —T 2 A AEBERTIVNELHY T, . ko
T, R="EREFRELIEAZT A v I A H—T =2 ANATRRESNET,
EETLT FLA/R—MI, A Z—T A ZADT FLABLOE—FR— FEHIZ
TSN ET, IPVOITA VX —T A APAT i+ 5Z L1z TEEHA,

*TAT T 47 ANAT (Identity NAT) : STOREETRER LA TV =2 ~, A7V a v
T, NENFESTLKFLHIOAT V27 bERIRTE 9,

FTTDHR— bk (OriginalPort) . ZE#FAR— bk (Translated Port) (X% T4 Y% NAT DH)

TCP £721Z UDP R— F &2 BT HMERH BHA. TOFR— P BLOEBREFELR— N2 E
FBIDADR—PFF TVl FEBINLET, A7 V=7 MIRILCZ v havmificd 208
NHO £, =L zxiE. KEITE U T TCP/80 % TCP/8080 ([ZEHaTx £9°,

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager
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v hT—% 7 RLRZH (NAD |
B Firepower Threat Defense O NAT JL— )LD T A/XT o

FH NAT D/34 R EBRTO/T 4

[/~ RZH#E (Packet Translation) | A 7> a v ZMA LT, #ELT RLRALEHER~ v B
T T RVAEERLET, ROT T 41d, FEINAT IZOAEAINET, HHERINLTWD
BhERE, I_TH T a0 TT,

EETA VB —T 4R (Sourcelnterface) . 3EFkA % — 7 T4 X (Destination Interface)

ZONAT V= ZHT 54 % —7 =4 A, [i5{55C (Source) I%, T/34 AIZAD T
T4y 7 NERT DEROA L HF—T A ATT, [585C (Destination) )IL. T34 A5
HA N7 74y 7 RBRTH YL T A B —T oA ATT, T 74V ETIE, 7V v
VIN=T AUN= A B =T =2 A%RE, V=TT XTDA U F—T = A AT
ENnET (TT (Any) ] &

JTTDEEITT F LR (Original Source Address) (&I[ZWAZE)

B TWAT RLAZEH Xy NTV—2 ATV VERIZIN—T, Ry NU—2 F
T2l VERRIINVN—TICTHZENTRET, RAMNELEIV T Xy b2 EHLZLENT
TFET, TOEBT N T 7 4 v 7 T _XRCEHRT D55, V— U2 [TT (Any) %248
FELET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )



oy hT—9 7 FLRZEH (NAT)

Firepower Threat Defense @ NAT JL—/L O T R/8F « .

FHEAEIETTT KL X (Translated Source Address) GEEIZHZE)

EHeD~y e 7 7 RVA, ZITRIRTAO2WFIL, EELTWDLEHL—LDOX AT
WL THRRY £97,

* 443 v Z/NAT (DynamicNAT) : vy EV 7 T RLREEL Xy NU—2 47
Vxl NERIEIN—T, Xy NT—T ATV NERIFIITN—TITHERT
SETH 7Ry FEBDLILIEITEERA, IPET RLARLEIPV6 T B L ADW T
EIN—TIZANDZ LIXTEERA, 120X A TRETFREENTVWDLENRD Y F
B

* %A+ v ZPAT (Dynamic PAT) : IROWT N 7,

* (M H—T A APAT) 58A v H—T =2 ADIPT RV REMEHT BT,
[f > % —7xA A (Interface) |ZFIRLET, o, FEDOWEA L F¥—T =4
ARERTDHVLELH Y ET, o IPV6ICA v F—T oA APAT AT 5 Z L1
TEEH A,

A H =T 2 A AT RVALAOE—T RUAZFEHTHI2E. ZOBEHD
FPOITHERR LR AN Xy NU—2 707 FEBEIRLE T,

* AKX T 4 ZNAT (Static NAT) : IROWT NI/ £97,

CT RLADE Y N IN—TEMEHTIHIZIE, vy BT T RLRAEZELR Y b
T—0 X7 V=27 NERIZIN—TE2E=RLET, BF., 11Oy I T
%, BEOT7 RLALRILED~ vy B 7 7T RLAZHRELET, LorL, 7F
VADER—E LR GEDH D £7,

o (R—"EMERTELIZAZT 4 v 7 A H—T x4 ANAT) %A 4 —7 =
AADIP T RV AZEFHT I, [ Z—7 A A (Interface) %3N L F
T, Flo, FFEDRA v H—T = A AZBRRT LB LHY E9, , ZHUTk-
T, R—=MEB|ERTELIAZT A v I A H—T 2 A ANATDRERESNET,
EEILT RVRAIAR—RMI, A F—T 2 ADT RLABLWE—FR— FEFIT
EHSNET, IPV6IZA V H—T = A APAT 95 Z LT TE £ A,

*TAT T 47 4NAT (Identity NAT) : JLOXFILERUA TV =7 b, A7 a v
T, NERE LK FLHOAT V=7 FEERTEET,

TTDSEIET KL A&

ST RL2AZEThe Xy NU—7 A7 V=27 b, ZTHEZEAOEFIZTDE, EETLT R
VADOEEMPSEIICBR A S ET, 5T RLAZEE LGS, 207 KL ARIZ
ART A4 P EEFRETEL0, BIZTAT T 47 4 NAT 2 CTX £,

[f > % —7 =4 A (Interface) [ZTIRN L., BETLA V¥ —T =2 A AETTDFEIHON—R|Z
THZENTEET ([TC (Any) 2 _XR—RICTHZELEEFTEERA) . ZOF T g
VEMEHT AR, BB ASENA T 27 PBBIRTAMLERH Y F9, LT KL A
R— "NEBRAERELTEARAZT 4 v 7 A X —T A ANAT 2FEET AT, 2043
VEBEIRL, AR —NMIELEAR— N AT Y27 FHERLET,

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager
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v hT—% 7 RLRZH (NAD |
B Firepower Threat Defense O NAT JL— )LD T A/XT o

BHEFSEET R LA
BHFE I N CTHREND5EET RVAREEND Ry NV —7 A7V =7 FET-IT
TN—"7, [JED% (Original Destination) |DA 7Y =7 MEENLIZGE, FILA 7V =
7 NEBIRTHZ LWL STTAT T 47 4 NAT (BHESI TV NAT) R ETE
*7,

FTTDEET/R— b (Original Source Port) . ZEH#iiE#A##{E7R— b (Translated Source Port) . JT
M5 R— b (Original Destination Port) . ZEH#iEF#A#5E5%/R— b (Translated Destination Port)

TEDONRT y B X OEWE Ly NORGEILB LUy —EAZERT LR — N 47
Yl by R—hFEEWHRLIZY, F— 2L RETICRICA T V27 FEEBRLTH—E R
WX T DN — NV DEEE ETHZENTEET, VP—ERERETDH L XX, ROL—L
ICHEBE LTSN,

* (AT v 7 NAT £7213 PAT) [JtDEfFIA— b (Original Source Port) 135 X O
[ a5 7 i5(5 7R — b (Translated Source Port) | CIIA# TX FH A, iR — hTO
HERTEET,

*NAT TiX, TCP £72IX UDP OA NV KR — hEnFEzT, RN— FE2EWHBT 55, EE
DYV —EAFT V=l hOTu bharbtewy 7 —ERAFT V=7 bOF v b
NOWFEECICLET (WA EH TCP £72iXM A5 EH UDP) o 7TAT T 4T 4

NAT CiE, EBEOR— b~V R—FOMBIZE AT V= T F
T

4 NAT 70/«

NAT 2% ET 5 & &, [ (Advanced) |47 ¥ a v T —E R 28t 2 7 a7 ¢ %
RETEET, INHTRTCOTa T ZA Ty arThHh, P—EREZ0NEL L TWEIHEA
DHFEELET,

Z DN—)UZ—F§ 5 DNS [A1E D

DNSJEEDIP T RV AEEWT HNEIDERELET, v v BT A X —T A A
LEBEDA X —T = A ATBENT D DNS IGEDHA. 7 KL A (IPvd A 7213 IPv6
AAAA) L a— NI~y BV 7 INTEP D EBEOMICEZ 2 bhvET, e, EEO
AVEBE—T A AN EL T A4 B —T = A ZBET D DNSISZEDOBE, La— R
HEBEOMENO~ vy B T ENTEICESBIONET, 047 Y g VIR
FA&h, BEHMZICTED ALa— K& AAAA L o— RIETH AT D NAT64/46 78
DT DI E R Z ERH Y FT, FEMICOWVWTIE, NATZEHL7=DNS 7 = —D Y 5
A FERE, 85—=) 2L TLKEEN, ZOFT v aii, AXT 47 NAT
=L TR— FEHEIT> TV D EEITFHTE A,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )



oy hT—9 7 FLRZEH (NAT)

ey ro—sozE [l

[ 23— A4 APAT (BEEA 2 Z—T A4 R) ~DT+—JLRJL— (Fallthrough to Interface
PAT (Destination Interface)) | (44 F X v % NAT D#H)

FOMD~ T T RUARTTIZED Y THNTWAGAIZ, 5kl 4 —T AR
DIPT FLRZNRNy 77 v 7 HRE L THERTONE I DERELET (¥ —T A
APAT 74—\ ) o ZOFT T aif, kA ¥ —7 A AERIRLIZGAICO
MMEFATEET, BINEZT RLAL LTI TS X —T7 =1 APAT ZREL TV D
BE., 2O T a rBBIRTEEHA, IPV6 Fy NI —2 TIXZOA 7V a VIR
XFEHA,

AL HE—T 2 A ATTOXF I ARP 2L (R T 4 v 27 NATOR)

<oV TIPT RLANDERE Ty bOTax U ARPEENICLET, v~ v BT A
=T x2A AL LRy NT—2 EOT RLVRAZFEH LESA. VAT AE7 7% ARP
PHEHL Ty L T RLADTRTOARPERIZISETHZ LT, v v LI T L
AuFHRETDHNT 74 v 7 H#RATZELET, ZOHERLE, T ANRZOMDR > b
T =7 D — R T A7 D B NN, L—T 4 V7Dl b ESnE T, Trxy
ARPIMEZJE U TN TE £, BT 295G, RRICAE ST 20— 2 2l en—
FRBRESNTWDLIRENRS Y T, TAT 7T 47 4 NAT Of, BHFIL7 2% ARP
IARETT, BRI Ko IR OMENECLZEnH Y £,

BEAVE—TTARTIL—F LYY TV TEETLET (RET 499 IDNAT DH, JL—
7__‘y P :E_ FO)J") o

TEDPETLT RL AL BB OEETLT RLAICKLTRIUA T V=7 REBIR LT 58
BT EETA L H—T oA ALGEfA VB —T oA A RINT D56, 2047 va %
HIRL T, NAT V= UIZERE SILTWDLEEA » F—T = A4 ZA%fERT 2R 0V Iz, L—
TAUT T =TSN THHA VF—T =2 ARROEIEDL N TEET,

IPv6 v kJ—9 DZE L

IPV6 Ay hU—J7 C IPVA AR Y hU—J DB TR I 7 4 v 7 @I ED0LERNH D5
A NATEZHEALTCT RV R A TREBTHLERH Y £, 2ODIPv6 1 U —7 OBE
Th, MRy RT—I O NET RLZAZBTHERLLIHERNH Y £7,

IPv6 Ry FU—2 & & BITIRDEH S A T2 TE £,

* NAT64., NAT46 : IPv6 /X7 v % IPvd (BXOF DR 128 # L £, IPv6 725 IPv4 ~

DR L IPv4 I35 IPV6 ~DEHIZHTTH 2 ODOR Y —2EHETHMNERHY £, 15
D/FH) NAT L—/L TZNEFERHTEETH, DNS F— 00y NT—2712H 556
X, DNS IOE A2 BEHMZ DVLENSH L WREMENH Y 9, 582 EET D & & I12/FH) NAT
=)L TCDNS DEXMZ AT HZ LT TERN=D, 2 50/HE) NAT/L—/L % VER
I 5 ENE L CTWET,
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v hT—% 7 RLRZH (NAD |
B nNATE4/46 : IPVE 7 KL RAVD P AD TR

A

G NAT46 B R— T H5DIE, AET 4 v 7 vy B TDRTT,

* NAT66 : IPv6 7347 RERBID IPv6 7 KL AIZEB L FF, AXT 4 v 7 NAT O % %)
ODLET, AT I v 7 NAT F21F PAT ZEHTEET2, IPv6 7 RV RIZKEIZHH T
O, ¥4I v 7 NAT 2HFEHTILEETHD A,

A

Gx) NAT64 5 L ONNAT 46 1%, BEHENRNL—T v RA X —T x4 ATOMEHTE £9, NAT66
. =T v RA VB =T a2 A ATV TN—T A= F—T = ZADW T
AT&EET,

NAT64/46 : IPv6 7 KL A M5 IPvd ~DZ A

NZ 74y 7 IPv6 Xy NT—27 035 IPVA Ry N —2ZIZBET 254, IPv6 7 KL 2%
IPv4 ([CEHT HUNENH Y £, £72. N T 7407 % IPv4A D IPVO IR THENH Y 4,
IPvd %2> T —2 TIPV6 7 KL A%ZNA U RTHEDDIPvE T RLA F—)L & IPv6 X v b
U—JTIPVAT RV AZNRAL U RTBEDDIPV6 T RLA T =D 2 D5 TEHTHLELRH Y
3

*NAT64 /L —/VH D IPvd 7 KL A F—) VTl IZ/hS <, — I IPv6 2 747 8 7 K
VAZBERALTIX I O~y B T E2RET HITIET RUARED RWEERHY £5, ¥
A4F v PAT 1F, A4 F I v 7 NAT £7213AXT 4 v 7 NAT L LT, TXHRY

ZHEDIPV6 7 F7A T h 7T RLAIZE D EGITHIGLET,

*NAT46 /L—/LDIPv6 7 KL A F—/LiL, =~ v BT ENDIPvAT RL 2D &% L,

TNkl Ed, ZHICE-T, K£IPvd T FLAZRIOIPV6 7 KL AIZ~ v B 7
TEET, NAT46 1ZAX T 4 v/ ~ v B T DHEVR— T 5720, XAF I v PAT
PEATHZLITTEEE A,

EETLIPV6 %y FU—27 LS IPvA Ry R —27 D2 ODR ) v —%EHRTHMLERH Y 3,
1 OO/FENATL— /L CINEEBLTEX ET 2, DNSH— PN ER Y 8T —212h 5501,
DNS G &2 EZHM2 DM ENHHAREENH D 3, %EEHET D & X2 /T8 NATL— LT
DNS DEXHZ ZHNTHZ LIXTERWD, 250/HEINATV— LV E1ER T 5 ik L
TWET,

NAT64/46 D15l : NERIPV6 =2y T —0 ENERIPVA A V3 —FR Y b+

WO, NEDO IPv6e R v FU— 7 WFEL, WEl2—FRMNE L T 50 D00 IPv4 B
AV —EANRHNERDA o H —F% v b BITIFEET D —E 7226 T,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )



| #*vybro—% 7ELRZEHE (NAT)
NAT64/46 : IPv6 7 KL 225 Pl ~0ZH I}

Web server
209.165.200.225/27

A

=
1. =" DNS server
- . 208.165.202.129/27

outside

[Pvd 209.165.201.1/27
- DNS: www . example.com
T = A 209.165.200.225 — AAAA 2001:db8:D1AL:CAE1
33311'328;;3&332?i”%ff-féﬁﬂm-caa gﬁ 209.165.202.129 — 2001:DB8::D1A5:CAB1
SR N : 209.165.201.1 — 2001-db&:-100

inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
/ \ 2001:db8::100
——

ZOFITIER, A E—T 2 ADIPT RLAEEFSX A FI v T A H—T A APAT %
ER LT, VHS@H%Z/FU 7 e IPVAICERA L £, SMEBIPvA T 7 ¢ > 7 1%, 2001:db8::/96
Fy NT—=I DT RVARIZAZT 4 v ZIZEE S, N Ry hU—27 TORENFEEIC/R D £
9, NAT46 /L—/L CDNS OEXH X 2G0T 5 &, 4MH DNS 4%»—/\75>%®ISA%A (IPv4)
La— Kb AAAA (IPv6) L a— RIZEWTE, 7 RL A IPv4 05 [PV IZEH S L E T,

WL, WERIPv6 * > hU—2 @ 2001:DB8::100 I8 5 27 74 7 K )% www.example.com % [ Z
9 & LTWDEAE D Web 2RO —fki)/e s — 7 L A TY,

1 7547 hOarEa—~Z722001:DB8::D1A5:CAS81 |24 5 DNS H— 3|2 DNS Bk 2 3%(E
LE9, NAT L—LiZ LV, DNS ERDOEE L E5ENRD L ) IcE IS E1,

*2001:DB8::100 % 209.165.201.1 LO—EF DR — MMIZEH L (NAT64 A > X —7 = A A PAT
JL—)V)

*2001:DB8::D1A5:CA81 % 209.165.202.129 |25 (NAT46 /L —/L, DI1A5:CA81 % IPv6 D
209.165.202.129 IZAHS L ¥ 9)

2 DNS % —/33, www.example.com 7% 209.165.200.225 TH 5 Z L 2" T A L a— NIISE L F
9, DNS OEXHaZ NENT 2o TUvD NAT46 L—/LIZ LD . A L — R IPv6 DA% D
AAAA L a— RIZEB ST, AAAA L 22— R ? 209.165.200.225 A% 2001:db8:D1AS:C8E1 (2%
I ET, 7B, DNSIGEDEFEILT RLRLSET RLRIIEB I NER A,

*209.165.202.129 % 2001:DB8::D1AS5:CA81 (T2 H#i
*209.165.201.1 % 2001:db8::100 |22 #i

Cisco Firepower ThreatDefense /A\—2 3261327 4 X2 L—> 3> H 4 F (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |

B nNATE4/46 : IPVE 7 KL RAVD P AD TR

A

S PA

3 ZNT.IPV6 7 T7A4 T2 b Web ¥ — "D IP T FLAZHF L, www.example.com

(2001:db8:D1AS5:C8E1) I[ZHTTP ERAZEX(ETEEJ, (DIAS:CS8EL I IPv6 D 209.165.200.225
ICHM UET) . HTTP EROEE L LN LI N FE T,
*2001:DBS8::100 % 209.156.101.54 FO—EF DR — FIZH (NAT64 A o % — 7 = A A PAT
JL—JL)

*2001:db8:D1A5:C8E1 % 209.165.200.225 IZZ5H2 (NAT46 /L—/L)
WOFINETIE, ZOBIOFEEFIEZOWTHAL T,
FIig

WEBIPV6 > b — 27 AN IPVE Ry NT—J R EHET DY NIV —2 7T =7 MafERL
£7,

a) [ 7Y =72 kb (Objects) &R LET,

b) BH»S [y hU—2 (Network) |ZEIRL T, [+ 227V v 7 LET,

¢) WERIPV6 * v hU— 7 ZEFZLE T,
Fy N —7 7T x7 MZ4ART (inside v6 72 E) ZfHF, [*y hY—72 (Network) %%
WLT, Xy hT—27 7 R (2001:db8::/96) & ASHLFET,

Add Network Object

Mame

inside_vb

Description

Type

@ Network Host

MNetwork

2001:DB8::/96

d) B (Add) 1. [OK]Z2 U v 27 LET,

e) (&2 Vw7 LT, A IPVv4 Xy NI —7 HEFRLET,
Fy NT—7 7T =7 MZ4HT (outside v4 any 72 &) ZfFF, [Fv b7 —27 (Network) ]
EEIRLT, *ry bT—2 7 RL2Z (0.0.0.00) ZAJJLET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device

Manager )



| #*vybro—% 7ELRZEHE (NAT)
NAT64/46 : IPv6 7 KL 225 Pl ~0ZH I}

Add Network Object

Name

outside_v4_any

Description

Type
@ Network \ Hast

Network

0.0.0.0/0

ATvT2  WEIPV6 £y U —2 D NAT64 XA F X v 7 PAT b— /L EFRELET,

a) [7R U > — (Policies) ]>[NAT] Z®IR L 7,

b) [ R&XE7 Vv LET,

) WDTaNT 4 &HRELET,
*[#A b/ (Title) ] : PAT64Rule (FE7ziT2—HIRT 5004 HD)
* [b— L DERHE: (Create Rule For) ] : [E ) NAT (Auto NAT) .
*[ZA 7 (Type) ]:[# A4+ v (Dynamic) ],
*[E(FLA ¥ —7 =A A (Source Interface) ] : PNk,
*[5adcA > # —7 = A A (Destination Interface) ] : #}45,
*[JEDT KL A (Original Address) ] : inside v6 %> NU—27 F 77 K,

* [EHaEH»T R LA (Translated Address) ]: [f > ¥ —7 = A (Interface) |, Z DA
Ta T, S v —T A ADIPVAT RLANRPAT 7 FL 2 & LTl SN E
TO

Cisco Firepower ThreatDefense /A—2 3 613> T 4+ ¥aL—> 3> A K (Firepower Device Manager



vy kD=4 7 KLURE#H (NAD) |

B NAT6e4/46 : IPv6 7 F LMD IPvE ADZEHR

Add NAT Rule

Title Create Rule for Status

PAT64Rule Auto NAT e ‘)

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
natically placed in Auto NAT rules Dynamic ~
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside e outside
Criginal Address Original Port Translated Address Translated Port
inside_v6 b Any hd Interface » Any

d [OK]Z7 Vw7 LET,
ZON—VEFATHE, NEA H—T oA A0 2001:db8::/96 V7 K v RN BAERA K —
Tz A RIBBT DT XTDORT T4 v 7B, A =T =4 ADIPv4 T KL A Zffi
L T NAT64 PAT A#a S E T,
ATv T3 SBIPVAR Y FU—T DAZT 4 v 7 NATA6 V— L EBE L £T,
a) ] ARZEI Y v LET,
b) kDT a T 4 2R ELET,
*[#A kv (Title) ]: NAT46Rule (F7ziT=— W AEIRT DB OL4HID)
* PL— L DYERE %I (Create Rule For) ] : [H#) NAT (Auto NAT) ],
[ZA T (Type) |:[A¥T 4 v (Static) ],
*[EETLA v Z—7 =1 A (Source Interface) ] : M,
*[s8%cA % —7 = A A (Destination Interface) ] : P#f,
*[ED7T KL A (Original Address) ] : outside v4 any *v U —27 F 7 =7 |,
* [EHaEFHT R LA (Translated Address) | : inside v6 r> NI —2 7= |,

* [Ffi4 > 2 > (Advanced Options) 1% 7 C, [Z D/ —/b & —E3 2% DNS & % L
(Translate DNS replies that match this rule) ] Z 3R L £,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )




| ®vyr7—% 7ELRZH (NAT)

NATE6 : IPv6 7 KLZASBIDIPE 7 FLZ~DZR ]

Add NAT Rule

Title Create Rule for Status

NAT46Rule Auto NAT ~ e

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type

i { Static b
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface

outside o inside
Original Address Original Port Translated Address Translated Port
outside_vd_any A Any b inside_vb b

©) [OK]Z7 Vw7 LET,
ZON—NVEFEHTHE, NlA v Z—T oA AZG<IBR Yy hT—T7 DT XTOD IPv4 7
RUAN, MAZD IPv4 7 R LA G EMHEH LT 2001:db8::/96 % NT—27 DT KL A|Z
EHEXNFET, F£7-. DNSIHZEN A (IPv4) L 2— K225 AAAA (IPv6) L =— RIZE#L X
. 7 RUANIPVA 205 IPv6 (A SN E T,

NAT66 : IPv6 7 KL AN SHID IPv6 7 K L ANDZE L

IPv6 %y KT =2 InBRIDIPv6 X v N T —ZIBET 846, 7 RLAEAER Yy N T —27 DRl
DIPV6 7 RLAIZEH|TEE T, AFT 4 v 7 NAT DfEAZBEID LET, #1473 v 7 NAT

FIXPAT 2 CTE E9M, IPv6 7 RLRAIIRBEICH DT, 14T v 7 NAT 2T 5
L[Z\gli&) @ i'@_‘/\/o

BB 7 RLA XA TRITOEHETITZRN =0, NAT66 ZHLODOH —D /L — L BN SLETE, /HEf
NATZfEAT 5 &, 2NV — NV ERBIZET MM TEEST, L, V¥ —V T T 497

ZIHT LR WEAIE. /TFEINAT OLZFH L TAZT 4 v 7 NAT b— L EZ H—FaZ4+ 52 &
MNTEET,

Cisco Firepower ThreatDefense /A\—2 3261327 4 X2 L—> 3> H 4 F (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |
NAT66 : IPv6 7 KL 5 5810 IPV6 7 K L A~DEH#H

NAT66 DB, =y FT—ORBDRAE T4 v I EHf

/HEINAT ZfEH LT, IPV6 7 LA =)L DOAX T 4 v 7 B RETEET, ROBIT
X, 2001:db8:122:2091::/96 % v s T —27 OWNHERT KL A% 2001:db8:122:2999::/96 > h T —27 D
SERT R U AIZERT B HFIEICHOW T LET,

IPvE web server

oﬁtside
IPvG 2001:db8:122:201b::1/96
R b

2001:db8:122:2091::121 — 2001:db8:122:2999::1

inside
IPv6 2001-db8:122-2091-11/96

Inside client
y 2001:db8:122:2091::121
——

p

FIE

ATy T HESIPV6 v h U —27 AR IPVONAT X bV —27 2 EFRT DXy hI—27 A7V =7 F&AE
RLFET,
a) [A7 Y =7k (Objects) |ZHRINLET,
b) BMS [y hU—2 (Network) |Z3IRL T, [+]1227 VU v7 LET,
¢) W IPV6 v T —7 2 EFRLET,
Ky U= A7 =7 MIART (inside v6 72 &) &AFHT, [y FU—2 (Network) %%
WLT, *v FU—Z 7 KL A (2001:db8:122:2091::/96) Z# AL F7,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )



| ®vyr7—% 7ELRZH (NAT)

NATE6 : IPv6 7 KLZASBIDIPE 7 FLZ~DZR ]

Add Network Object

Name

inside_v6

Description

Type
@ Network (_;" Host

Network

2001:db8:122:2091::/96

d) B (Add) 1. [OK]ZZ VU v 7 LET,

e) [+]&7 Vv 7 LT, HMBIPV6 PAT * v NU—7 ZEHE LT,
Fv NU—27 37T =7 MI4RIT (outside nat v6 72 &) &FHF, [~ 7 —72 (Network) ]
ZBEIRL T, Xxv U7 —27 7 FL-A (2001:db8:122:2999::/96) % AJJLET,

Add Network Object

Name

outside_nat_vb

Description

Type
@ Network I:j Host

Network

2001:db8:122:2999::/96

ATFY T2 HNEIPV6 R NU—F DAZT 47 NAT b— V&% E LET,
a) [ARY v — (Policies) ]>[NAT] Z&R L £,
b) [ARZ %7V 7 LET,
C) DT aT 4 EHELET,

Cisco Firepower ThreatDefense /A\—2 3261327 4 X2 L—> 3> H 4 F (Firepower Device Manager




vy kD=4 7 KLURE#H (NAD) |

B NATGE : IPv6 7 RLZA GBI IPE 7 FLR~DZ

*[#A v (Title) ]: NAT66Rule (F7=id=—VREIRT 25D 4 AiN)

* L=V DVERE%S: (Create Rule For) ] : [F 81 NAT (Auto NAT) 1.

‘[ZA 7 (Type) 1:[AXT 4 7 (Static) ],

*[EEILA ¥ —7 =4 A (Source Interface) | : PNk,

*[58cA > % —7 = A A (Destination Interface) ] : #}5.

*[FEDT KL A (Original Address) ] : inside v6 % v hU—2 7V =7 |,

* [k AT R LA (Translated Address) ] : outside nat v6 X kU —27 A7 =7 I,

Add NAT Rule

Title Create Rule for Status

NAT66Rule Auto NAT v ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static b

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside wo outside

Original Address Original Port Translated Address Translated Port
inside_v6 W v outside_nat_vb v

d [OK1Z27 Vw7 LET,
ZON—NLVEHERT DL NEA v F—T = A A0 2001:db8:122:2091::/96 ¥ 7 % v k> &AM
A H =T 2 A AJELTXTD T 7 4 7 532001:db8:122:2999::/96 %~ N T —7 DT KL
ANZAHRT 4 7 NAT66 B S £,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )




oy hT—9 7 FLRZEH (NAT)

NAT66 : IPv6 7 KLZ D SR IP6 7 KLA~DZHE [

NAT66 DFl, > FTILEIPv6 4 2 —T =4 X PAT
NAT66 2 KIS D 72O DT 7 —F 1%, SMA v F =T A ZADIPV6 T LA DR
A= MTWEY R LA Z@BRYICHID 2 THHETT,
7272 L. Firepower Device Manager # i L C, £ v #—7 = A4 ADIPv6 7 RV AZMEHT 51
=T 2 A APAT [ TRETE EEA, RPOVIZ, LRy hU—=7 LD 1 DDEET RV AEL
AF Iy PAT 7—/L & LT LET,

IPvE web senver

=

outside
2001:db8:122:201b::1/36

IPvE
2001:db8:122:2091::121 — 2001:db8:122:201k::2
IPvE

inzide
2001:db8:122:2091::11/98

E Inside client
, 2001:db3:122:2091:121

FIE

ATYvT1  HNEIPV6 Xy NT—2 L IPV6PAT Y RL AR EHRTHRY NU—7 707 FEERR L E7,
a) [ 7Y =7 (Objects) &8RN L 79,
b) BMS [y hU—2 (Network) |ZEIRL T, [+]1 227V v7 LET,

¢) WNHELIPV6 * v hU—27 2 EFLET,
X NI =2 F 77 NMIAHT (inside v6 72 E) ZfHiF, [*> hY—72 (Network) %%
WLT, xv hU—27 7 KL X (2001:db8:122:2091::/96) % A1 L x4,

Cisco Firepower ThreatDefense /A\—2 3261327 4 X2 L—> 3> H 4 F (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |

B NATGE : IPv6 7 RLZA GBI IPE 7 FLR~DZ

Add Network Object

Name

inside_v6

Description

Type
@ Network (_; Host

Network

2001:db8:122:2091::/96

d) B (Add) 1. [OK]ZZ VU v 7 LET,

©) [+]27 Vw7 LT, #MBIPV6PAT 7 RL A& EFR L 7,
Fy NU—27 F 7= MIATT (inside v672 &) ZfHT, [FAA N (Host) JZERL T, &K
Z K 7 FLA (2001:db8:122:201b::2) Z A S L %7,

Add Network Object

Mame

ipv6_pat

Description

Type
:__) Network @ Host

Host

20017:db8:122:201b::2

ATvT2  WHNESIPV6 * v NU—T DX AF v 7 PAT V— L ERELET,
a) [ARY v — (Policies) ]>[NAT] Z&R L £,
b) [HARZ%Z27 V7 LET,
) W7 aNT 4R ELET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )




oy hT—9 7 FLRZEH (NAT)

NATE6 : IPv6 7 KLZASBIDIPE 7 FLZ~DZR ]

*[#A kv (Title) ]: PAT66Rule (F7=iZ=— 3BT 5 Bl D4 i)

* L= L DVERE%S: (Create Rule For) ] : [FE) NAT (Auto NAT) ],

*[ZA7 (Type) ]:[#A4F v (Dynamic) ],

*[EEILA ¥ —7 =4 A (Source Interface) | : PNk,

*[5acA > % —7 = A A (Destination Interface) ] : #}5.

*[JEDT KL A (Original Address) ] : inside v6 %> NU—2 FT7 =7 K,

* (B AT KL A (Translated Address) ] :ipv6 pat %~ hU—27 A7 =7 |k,

Add NAT Rule :

Title Create Rule for Status

PATE6Rule Auto NAT v ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
in Auto NAT rules Dvnamic g
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside M. outside
Original Address Original Port Translated Address Translated Port
inside_v6 b Any b ipv6_pat e Any

d) [OK]ZZ7V vZ7 LET,

TON—NEFHTAE, NEA o F—T A 2D 2001:db8:122:2091::/96 ¥ 7%~ K 7> B AER
A B =T 2 A AJELTRTO T 7 4 w7 H2001:db8:122:201b::2 DAR— M HE A F I v
7 PAT66 2 X E T,

Cisco Firepower ThreatDefense /A\—2 3261327 4 X2 L—> 3> H 4 F (Firepower Device Manager
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v hT—% 7 RLRZH (NAD |
B wos=syvy

— »
NATOE=AR1) 2P
NAT#i A =X L C T TN Y a—T 4 T EFTTHIZIE, T34 ACLIICr A LTI
Davry REFALET,

*shownat [, NAT L— /L L— LT LDk v MEAEEXRLET, NAT OMOAIE %2 FKRT
HEODBMF—T— RK3HY F9,

* show xlate |X. BUET 7T 4 7R FE D NAT i EKRLET,

*clearxlate Z {342 &, 777 1 77 NAT B A HIBRCTE 7, BEFOEE IR/ T
THETHWES AT v &G L CTHEHT 5700, NATV— LV E2EET 555137 77«
T EHIBR LR TR RN ERHVET, BE I VT THE, VAT AE, B
LU= U ZEEDNWT I T AT FORDBHAIT T T4 7 FOF LWEBA/ER TE
3

NAT D51

WIZ . BT AT 34 2 CTO NAT O ER %27~ LET,

REF Web H—/I\~DT7 U ADRME (X2 T 1y BEjNAT)

OB TIE, N Web — IR L TAXT 4 v 7 NAT #FITLET, BEOT KLRITZ
A_R—hk Xy hT—7 FIZHBT20, NT Vw7 T RUVARKETY, AF¥T (v 7 NAT IE.

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )



| #vyro—% 7RLRE® (NAT)
MR Web H—/A\~DF 5 £ XDERE (R4 T 1 v 4 EE) NAT) [ |

EET FLRICHD Web P —S~D T 7 v 7 2R SBRMTE DL ICTH72DICLET
j—o

X 13: NER Web - —/\DRX 32T 1% NAT

A
! 20816520112

—

1

— pe
p

-
fk Outs.idv.j,

2098.165.201 1

Lndo Tranzlation i ;
| Security
101227 —» 209.165.201.10 | | P
O
101.21
T
In=de
L ;r

o

FIE

ATl B —ROTITAR=FBIORTY v 7 KA T RLRAEZEET LAY NTV—27 7V =7 b
ZERCL 77
a) [ 7Y =7 (Objects) &8N 7,
b) BMS [Fv hU—2 (Network) |ZEIRL T, [H1&227 VU v7 LET,
) Webh— D7 F3 4 _X—K 7 RNLRAZEHRLET,
Fy U= A7V =7 MR (WebServerPrivate 72 &) ZfF1F, [ A b (Host) ]Zi#iR
LT, EBEOKRARP T FL2 (101.227) ZAHLET,

Cisco Firepower ThreatDefense /A—2 3 613> T 4+ ¥aL—> 3> A K (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |

B S5Web 5 —S~DTF L RDERE (RET 4 v 5 EENAD

New Network Object

MNarme

WebServerPrivate

Description

Type

() Nework @ Host

Host

10.1.2.27

d) B (Add) 1. [OK]Z2 U v 27 LET,

e) [H&Z27 Vw7 LT, "TVvws T RLARAEERLET,
Fv NT—7 FT7 V= MZ4HT (WebServerPublic 72 &) Z4F1F, [ A b (Host) J&ER L
T, HRA LT RLR (209.165.201.10) #AJ LET,

New Network Object

Name

WebServerPublic

Description

Type

() Network (@) Host

Host

209.165.201.10

D B (Add) ]. [OK]Z27 U 27 LET,

ATFTYT2 FTVxV FDAXT 4 v 7 NAT % ELET,
a) [ARU 2 — (Policies) ]>[NAT] Z&EIR L £,
b) [H]RZ %2707 LET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )




| ®vyr7—% 7ELRZH (NAT)

FIP. HTTP. 5L USMIP DB —7 KL R (RK— hEMERTE LR 4T 1 v 4 B 5 NAT) B

) DT ENT 4 HHELET,
*[#A bv (Title) ]: WebServer (F7zid=—WRIT DHID4HD)
* L=V DVERERS: (Create Rule For) ] : [F 81 NAT (Auto NAT) ],
[#A T (Type) 1:[AXT 4 v 7 (Static) ],
*[EfEICA X —7 = A A (Source Interface) ] : PN,
*[5856A % —7 = A A (Destination Interface) ] : #Mil,
*[JED7T R LA (Original Address) ]: WebServerPrivate % v b7V —27 7= 7 |k,
* (B AT KL A (Translated Address) ] : WebServerPublic %> h 7 —27 47V =7 h,

Add NAT Rule
Title Create Rule for
WebServer Auto NAT v ()

Auto NAT rules ranslate a specified host or network address regardless of its appearance as the source or destination address ol
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement Type

Automatically placed in Auto NAT rules Static w

Packet Translation Advanced Options

Onginal Packet Translated Packet

Source Interface Destination Interface
inside g outside

Original Address Original Port Translated Addrass Translated Port
WebServerPrivat v Any o WebServerPublic v Any

d [OK]Z27 V> 7 LET,

FTP. HTTP, 85X USMIP DE—7 FL A ((R— FEHZHRELEX
2T 4 %Y BE NAT)

WDOR— NEWERE LTZAXT 4 v 7 NAT OfI<Tix, VE— bk =—%N FTP, HTTP, BJL N
SMTPIZT 7B ATHT-ODHE—DO7 FLAZRMELET, T 60— NTHEBIZIX., £hE

Cisco Firepower ThreatDefense /A\—2 3261327 4 X2 L—> 3> H 4 F (Firepower Device Manager




Y rT—9 7 FLAZH (NAT)

B FIP. HTTP. B USMIPDE—7 FLR (K— FERERELERS T4 v B8 NAD)

AR DT NA AL LTEBOR Y NU—7 RITFELETH, A= NEMEZRELTCAZT 4>
J NAT V=NV atqiET D&, T 5~ vy 7P 7 RLRAEFFELT, ZhEnBOR— %
TN TEET,

14: R—bEBRERELIZRE2T 499 NAT

Indo Translation
209.165201.3:21 > 10.1.2.27 “"

Indo Translation
209165.201.3:25 —» 10.1.2.29

ndo Translation
209165.201.3:80 —» 10.1.2.28

—
FTF server

SI'I.I'ITF’ ser'l.er
01227 -I 10.1.2.29
H'I_I'F" server E
10.1.2.28 ]

FIE

RTYFT1 FTPH—_Oxy hU—27 A7 V=7 FEERLET,
a) [ 7Y =7  (Objects) &8RN L 7,
b) Bk S [y bU—27 (Network) [Z&IRL., [+] 227 V27 LET,

) X b= A7V MIARIEMT (72& 21X FTPserver) . [ A b (Host) ]%3&N L,
FTP H— _"OEEOIP 7 Rz (10.1.227) # AHLET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )




| ®vyr7—% 7ELRZH (NAT)

FIP. HTTP. 5L USMIP DB —7 KL R (RK— hEMERTE LR 4T 1 v 4 B 5 NAT) B

New Network Object

Name

FTPServer

Description

Type

() Network (®) Host

Host

10.1.2.27

d) B (Add) J[OK] %727V v 27 LET,

ATFwFT2 HITPV—ROxy NT—7 77 FEERLET,
a) [HEZV v 7 LET,
b) Xv NU—7 ATV =y NMZARIEMT (72 & 21X HTTPserver) . [ A & (Host) %33R
L. AAF7 KL (10.1.2.28) ZAJILET,

New Network Object

Name

HTTPServer

Description

Type

P T TR
() Network @ Host

Host

10.1.2.28

©) [Bh (Add) J[OK] %7 VU vZ7 LET,

ATY T3 SMIPV—RDOxy hT—2 7 V=7 FEERLET,
a) [HEZY v 7 LET,

Cisco Firepower ThreatDefense /A\—2 3261327 4 X2 L—> 3> H 4 F (Firepower Device Manager




vy kD=4 7 KLURE#H (NAD) |

B FIP. HTTP. B USMIPDE—7 FLR (K— FERERELERS T4 v B8 NAD)

b) X NU—2 AT V=7 MIARITEMT (72 & 21X SMTPserver) . [75 A b (Host) % 3R
L, RART FLA (10.1.229) Z# AN LET,

New Network Object

Name

SMTPServer

Descrption

Type

(O Nework (@) Host

Hast

10.1.2.29

©) [Bh (Add) ][OK] %7 VU >vZ7 LET,
ATFyTs 3OO0 —RNEHEINARTY Y ZIPT RLADRY NT—7 377 NefERRLE T,
a) [HEZY v 7 LET,

b) Xy NU—2 A7V =7 MARIEAHT (72 & Z1F ServerPublicIP) | [ Ak (Host) 1% B3R
L. RAR7 FL A (209.165.201.3) # AL L ET,

New Network Object

Name

ServerPubliclP

Description

Type

'::' Network @ Host

Host

209.165.201.3

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )




| ®vyr7—% 7ELRZH (NAT)

FIP. HTTP. 5L USMIP DB —7 KL R (RK— hEMERTE LR 4T 1 v 4 B 5 NAT) B

¢) B (Add) J[OK] %72 VU v7 LET,
ATYTS5  FTPH—OR— MEREZRELILAZYT 4 v 7 NAT #%EL, FIPAR— haHHIIv Y EL S
L/i‘g_o
a) [7R U > — (Policies) ]>[NAT] Z IR L 7,
b) [HARX%E27 Vv 7 LET,
C) DT asT 4 EHELET,
*[#A b~V (Title) ]=[FTPServer] (FE7-IHMEEDBIDOLHET)
* L= L DVER%SE (Create Rule For) 1= [H &) NAT (Auto NAT) ],
[ZA T (Type) |=[A¥T 1 v 7 (Static) ],
*[E(ELA v ¥ —7 A A (Source Interface) ]=[PNEB (inside) .
* 5B A % —7 = A A (Destination Interface) ]= [/ (outside) ],

*[JtD7T KL A (Original Address) ]= [FTPServer %~ hU—2 * 7 V=7 & (FTPserver
network object) ],

* [ZEHaE 7T KL A (Translated Address) ]=[ServerPublicIP %> U —27 F7 = 7 b
(ServerPublicIP network object) ],

*[eoAR— K (Original Port) ]=[FTP A"— k 7= 7 L (FTP port object) ],
* [EHaE AR — b (Translated Port) 1= [FTP A"— K A7 =27 K (FTP port object) ],

Add NAT Rule

Title Create Rule for

FTPServer Auto NAT v Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement Type
ically placed in Auto NAT rules Static v
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside » outside
Original Address Ongmnal Port Translated Address Translated Port
FTPServer s FTP > ServerPubliclP v FTP

Cisco Firepower ThreatDefense /A\—2 3261327 4 X2 L—> 3> H 4 F (Firepower Device Manager




vy kD=4 7 KLURE#H (NAD) |

B FIP. HTTP. B USMIPDE—7 FLR (K— FERERELERS T4 v B8 NAD)

d [OK]Z27 Vw7 LET,
ATY 76  HITP H—"OFR— NEBWARELIZAXT v 7 NAT ZE L, HTTP A— b2 A HICv v E
Y LET,
a) [HJhx &7V v s LET,
b) WOTa T 4 EHELET,
*[#A ~v (Title) ]=[HTTPServer] (F72ITEEDHIDATD) |
* L= L DVERE %S (Create Rule For) 1= [H &) NAT (Auto NAT) ],
[Z AT (Type) I=[A¥T 4 v 7 (Static) ],
*[EEieA X —7 = A A (Source Interface) ]=[NEL (inside) ],
*[5E85cA % —7 = A A (Destination Interface) ]=[#M (outside) ],

*[Jt®» 7T R A (Original Address) |=[HTTPserver x> N7 —2 47 =7  (HTTPserver
network object) ],

s [ZEHA#E 7T KL A (Translated Address) ]=[ServerPublicIP %> U —27 #7277 b
(ServerPublicIP network object) ],

*[JED7A— bk (Original Port) |=[HTTP "— k 47~ =7 ~ (FTP port object) ],

* [k A AR — bk (Translated Port) ]= [HTTP AA— k 47 2= 2 & (HTTP port object) ],

Add NAT Rule :

Title Create Rule for

HTTPServer Auto NAT w Q

Auto MAT rules ranslate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement Type
Automatically placed in Auto NAT rules Static b
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside - outside
Original Address Original Port Translated Address Translated Port
HTTPServer e HTTP o ServerPubliclP v HTTP

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )

I




oy hT—9 7 FLRZEH (NAT)

ATy 717

FTP. HTTP. 8L USMIPDE—7 KL R (R— FEREZRE LR 2T« v 4 E&) NAT) B

© [OK]&ZZ7 U v 7 LET,
SMTP H— DR — MEHRAZBIE LIZAZ T v 7 NAT Z5@E L, SMTP R— hZHFIZ~ o &
YT LET,
a) [HRX %27V vy LET,
b) KDOTa T 4 BFRELET,
*[#A b (Title) ]=[SMTPServer] (F7-IHMEEDHIDOLED .
* [V— L DIER xS (Create Rule For) 1= [HE) NAT (Auto NAT) ],
*[#AT (Type) =[A¥ T « > (Static) ],
*[XELA v ¥ —7 =A A (Source Interface) ]=[PNEB (inside) .
*[585cA v # —7 = A A (Destination Interface) =[5 (outside) ],

*[JEDT R LA (Original Address) ]=[SMTPserver % U —27 47 =2 k (SMTPserver
network object) ],

* [EHu5 T KA (Translated Address) ]=[ServerPubliclP > VU —27 47 Y =7 |
(ServerPublicIP network object) ],

*[DE®7A— K (Original Port) ]=[SMTP ;K— K + 72 = 27 & (SMTP port object) ],

* [EH#E H R — & (Translated Port) ]=[SMTP i"— k 47 =27 K (SMTP port object) ],

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager

"



vy kD=4 7 KLURE#H (NAD) |

B EEcEUCELSER (A14F 3 v FEPAD

Add NAT Rule

Title Create Rule for

SMTPServer Auto NAT v

@

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside v outside
Onginal Address Onginal Port Translated Address Translated Port
SMTPServer ~ SMTP ~ ServerPubliclP  ~ SMTP

¢ [OK]ZZ V> 2 LET,

RIS CCTELGDIEER (B4 2y I FEPAD)

WORKNZ, 2BDRIR B —NZT 78 ZA LTS 10.1.2.024 > hT—7 DHRA MR LET,
AR RBRY—,3209.165201.11 12T 7 AT BH L, FEEOT FL AL 209.165.202.129: 78— RIE

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )

|




oy hT—9 7 FLRZEH (NAT)

5Bk L TREBEWR (453 v FHPAT) B

WoxnET, AP H—,3209.165200.225127 7 AT 5L EEOT KL A13209.165.202.130:
R— MIEHRINET,

X 15: B4 55E%ET FLRZERT 5 FE NAT

Server 1 Server 2
208.165.201. 11 209165200225

8 g
209165 201 .0/27 | — 209165 200 224/27
—< DMZ 5—1

'*-__a—“l

Translation
101227 209165202 130

Translation
101227~ 209.165 202 129

Dest. Address:
209165201 11

Dest. Address:
209165200225

130039

FIE

ATV WEHFY NU—27DFxy NT—7 ATV =7 EERLET,
a) [A7 Y=k (Objects) |&=IRL F7,
b) Bk H [y hU—2 (Network) |Z#IRL., [+ 227V v 7 LET,
) Xy NU—27 A7 V=7 MLHITZMT (mylnsideNetwork 72 &) | [~ b7 —2 (Network) ]
ZBIRL T, EBEOFXRy hU—27 7T KL A 1012024 Z AT LET,

Cisco Firepower ThreatDefense /A\—2 3261327 4 X2 L—> 3> H 4 F (Firepower Device Manager

"



vy kD=4 7 KLURE#H (NAD) |

B EEcEUCELSER (A14F 3 v FEPAD

New Network Object

Mame

mylnsideMNetwork

Description

Type

@ Metwork r:, Host

MNetwork

10.1.2.0/24

d) B (Add) JOK]ZZ7 U > 7 LET,
ATYFT2 DMZ*y hU—71DOFy hNU—27 7V =7 Fa{ERLET,
a) [HEZV v 7 LET,
b) Xy NU—27 ATV =7 MZLHEIZEST (DMZnetworkl 72 ) | [ U —72 (Network) ]

PERL, Xy bT—27 7 KL Z209.165.201.027 # AJ7 L E 9 (255.255.255.224 OY T %
k~=x7),

New Network Object

Name

DMZnetwork1

Description

Type

@ MNetwork .::';. Host

Metwork

209.165.201.0/27

¢) [EM (Add) JOK]%Z U w7 LET,

ATFY T3 DMZFv hI—Z 1DOPATT RLADFR Y hT—27 7 V=7 FaERLET,
a) [HEZ7V v 7 LET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )

|




| #vyro—% 7RLRE® (NAT)
SESEICIE CTREDER (5453 v FHPAT) [ |

b) Xy NU—2 &7V MIARTEATT (PATaddressl 72 &) . [A A b (Host) A& L T,
RA R T RLA209.165.202.129 # A S L ET,

New Network Object

Name

PATaddress1

Descrption

Type

() Network (®) Host

Host

209.165.202.129

©) [Bh (Add) J[OK]ZZ7 VU w7 L%,
ATYT4 DMZXy hI—=220DXy hI—27 3727 FafERRLET,
a) [HEZY v 7 LET,
b) Xy VU—2 ATV =7 MCARTERT (DMZnetwork2 72 &) | [f* v hU—72 (Network) ]

FEINL, 2y FU—2 7 RL2209.165.200.224/27 %2 A1 LE T (255.255.255.224 DY 7 % <
k~=zx2) .

Cisco Firepower ThreatDefense /A—2 3 613> T 4+ ¥aL—> 3> A K (Firepower Device Manager

"



vy kD=4 7 KLURE#H (NAD) |

B EEcEUCELSER (A14F 3 v FEPAD

New Network Object

MName

DMZnetwork?2

Description

Type
@ Network O Host

MNetwork

209.165.200.224/27

©) BN (Add) JOK]ZZ U > 7 L%,

ATFY TS5 DMZFXv hI—Z2OPAT T RLADRY NT—27 7 V=7 NaERR LT,
a) [HEZV v 7 LET,
b) X NU—2 ATV MZARHTESHT (PATaddress2 72 &) | [ARA b (Host) &R L C,
AARN T FLZ209.165.202.130 # AT LET,

New Network Object

Name

PATaddress2

Description

Type

l:/l MNetwork @ Host

Host

209.165.202.130

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )

I




| #vyro—% 7RLRE® (NAT)
SIS L TELEBEWR (5453 v o FHPAT) B

©) [iBM (Add) JOK]Z2 U > 27 LET,
ATYT6 DMZ*y bT—2 1 DXAF Iy 7 FHPAT ZRELET,

a) [7R U > — (Policies) ]>[NAT] Z IR L 7,

b) (AR E v EI ) v LET,

) WDOTaNT 4 HRELET,
* # A kv (Title) = DMZNetworkl (F72IXTEEORI D4R
* L—/LOYERRSE (Create Rule For) = Manual NAT,
* %A 7 (Type) =Dynamic,
*¥EA X —7 = A A (Source Interface) = inside,
* il A % —7 = A A (Destination Interface) = dmz,

* JLDOH(EILT K LA (Original Source Address) =mylnsideNetwork D> U —27 F 7 =
7

* UG DIIETCT R LA (Translated Source Address) = PATaddressl x> U —27 F
AR/ AN

* JLD%ESET K LA (Original Destination Address) =DMZnetworkl D% > NV —27 A7 =
7 b,

s UKL DAY T K LA (Translated Destination Address) = DMZnetworkl D% > kU — 2
FTToxT b,

GE) FESET R U RITEH LR JuDseT R A LB I NT 56T LA
WEILT RLAZETAHILICE 2T, 74T T 4T A NATARET D4
ERHYET, [F—bF (Port) ] 74—V RIFT_XTEADOEFIZLET,

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager

| "



vy kD=4 7 KLURE#H (NAD) |

B EEcEUCELSER (A14F 3 v FEPAD

Add NAT Rule

Title Create Rule for

DMZNetwork1 Manual NAT v ‘D

Manual NAT rules allow the wanslation of the source as well as the destination address of a network packet. Destination and porn
translation are cptional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific loc

Placement Type
Before Auto NAT Rules v Dynamic v
Packet Translation Advanced Options
Original Packet Translated Packet
Source Imerface Destination Interface
inside i dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any hd PATaddress1 b Any
Destination Address Destination Port Destination Address Destination Pornt
DMZnetwork1 v Any v DMZnetworkl v Any

d [OK]Z7 Vv 7 LET,
ATYT1 DMZ*y bT—22DXAF Iy 7 FHPAT ZRELET,

a) [HRZ &) v LET,

b) DT r T 4 ERELET,
* %4 kv (Title) =DMZNetwork2 (FE7IHTEEORIOLRD)
* L—/LDAERLSE (Create Rule For) = Manual NAT,
* %A 7 (Type) =Dynamic,
* XA X —7 = A A (Source Interface) = inside,
*sideA % —7 =4 A (Destination Interface) = dmz,

* JLDOFIEILT R LA (Original Source Address) =mylnsideNetwork DK > h U —72 47V =
7 b

* BHAFE A DIEE7CT KL A (Translated Source Address) = PATaddress2 D% b7 —27 F
T K,

* JLD%ESET R LA (Original Destination Address) =DMZnetwork2 D% b U —27 473 =
7k,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )

I




| ®vyr7—% 7ELRZH (NAT)

5BRT FLABEUR— MIBELTRLEBEHR (453 v FHPAT) B

o PG B D565 T K LA (Translated Destination Address) = DMZnetwork2 D%~ b7 — 7
A/ N

Add NAT Rule

Title Create Rule for

DMZNetwork2 Manual NAT v ()

Manual NAT rules allow the translation of the source as well as the destination address of a network packer. Destination and port
translation are optional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific lod

Placement Type
Before Auto NAT Rules w Dynamic ~
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside e dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any ~ PATaddress2 B Any
Destination Address Destination Pont Destination Address Destination Port
DMZnetwork?2 » Any AL DMZnetwork?2 b Any

¢ [OK]ZZ V> 2 LET,

SEET FLABEIUR—KMIWLTEGDIER (B4 TV IFH
PAT)

WORNZ, EFETA— FRBIOSALER— bOMABZ R L ET, 10.1.2.024 F > FT—7 DKRA
Mt Web —E R & Telnet Y —E RO HF 2T D1 DOFA MNIT 7EALET, mA MR
Telnet ' —E 2R ZRKDTH— T 7 AT DL EEEOT KL A1 209.165.202.129: 88— K228

Cisco Firepower ThreatDefense /A\—2 3261327 4 X2 L—> 3> H 4 F (Firepower Device Manager




vy kD=4 7 KLURE#H (NAD) |

B 57 FLRBEUR—NIBLTRAE DTSR (£4F3 v FEPAD

HxhnEd, RARFR Web P —ERZROTE LY — NIT 7 BATBHE, EEOT KL R
209.165.202.130: 8 — MM SN E T,

X 16 : 275 5% ER— FZERT 5FE) NAT

Web and Telnet server:
209.185.201.11

—_—
g R
kql_nternet
g,
Translation Translation
10.1.2.27:680~» 209.165.202.129 10.1.2.27:23 ~»209.165.202.130

e I

{ Inside
e
10.1.2.0/24
|

Telnet Packet
Dest. Address:
209.165.201.11:23

Web Packet
Dest. Address:
209.165.201.11:80 | ==

130040

FIE

ATYT1 WXy b= DXy NT—27 FT V=7 MNaERLET,
a) [ 7Y =27 (Objects) &8RN L 79,
b) Bk S [y bU—27 (Network) |Z&IRL, [+] 227 V27 LET,
) Xy MU= A7 V=7 MZLHITZEMT (mylnsideNetwork 72 &) | [~ hVU—7 (Network) ]
FBRIRL T, FEOXRY U —2 T RL210.12.024 # AJLET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )




| ®vyr7—% 7ELRZH (NAT)

5BRT FLABEUR— MIBELTRLEBEHR (453 v FHPAT) B

New Network Object

Mame

mylnsideMNetwork

Description

Type

@ Metwork r:, Host

MNetwork

10.1.2.0/24

d) B (Add) JOK]ZZ7 U > 7 LET,

ATw T2  Telnet/Web b— "Dy NU—27 707 FEERLET,
a) [HEZV v 7 LET,

b) X U= FT V=7 MIARTET (TelnetWebServer 72 &) | [ A & (Host) ]&3#R L
T, AA KT RLA209.165201.11 Z A/ LET,

New Network Object

Name

TelnetWebServer

Description

Type

i
() Network @ Host

Host

209.165.201.11

©) [Bh (Add) J[OK]ZZ7 Vv 7 L%,

ATY T3 Telnet 425 L XII. PATT RLADXR Y U —27 7V =7 FEERRL £,
a) [HEZY v 7 LET,

Cisco Firepower ThreatDefense /A\—2 3261327 4 X2 L—> 3> H 4 F (Firepower Device Manager

"



vy kD=4 7 KLURE#H (NAD) |

B 57 FLRBEUR—NIBLTRAE DTSR (£4F3 v FEPAD

b) Xv hT—27 F 7=/ MCARTEST (PATaddressl 72 &) | [ A~ (Host) 438 L C,
RA R T RLA209.165.202.129 # A LET,

New Network Object

Mame

PATaddress1

Description

Type

{:;l Netwoark @ Host

Host

209.165.202.129

©) [Bh (Add) J[OK]%ZZ VU w7 L%,
ATy T4 HITP 2T 5L XTI, PATT FLADXy "I —27 7227 FafERR L £,
a) [HEZY v 7 LET,

b) X NU—2 F 7V =7 MZARTZAHT (PATaddress2 72 &) | [ A b (Host) & #IR L C.
ARA R T R 209.165.202.130 Z A ST LE,

New Network Object

Name

PATaddress2

Description

Type

.i: ) Network @ Host

Host

209.165.202.130

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )




| #vyro—% 7RLRE® (NAT)
ET FLABLUR— MIELTERBER (44F 3 v FEPAT) [ |

©) [iBM (Add) JOK]Z2 U > 27 LET,
ATYT5  Telnet 7 7 EADK A F I v 7 FE)PAT 2R E L £,

a) [7R U > — (Policies) ]>[NAT] Z IR L 7,

b) (AR E v EI ) v LET,

) WDOTaNT 4 HRELET,
* %A hL (Title) = TelnetServer (F7=IHEEDRIDOL D)
* L—/LOYERRSE (Create Rule For) = Manual NAT,
* %A 7 (Type) =Dynamic,
*¥EA X —7 = A A (Source Interface) = inside,
* il A % —7 = A A (Destination Interface) = dmz,

* JLDOH(EILT K LA (Original Source Address) =mylnsideNetwork D> U —27 F 7 =
7

* UG DIIETCT R LA (Translated Source Address) = PATaddressl x> U —27 F
AR/ AN

JED%EYET K LA (Original Destination Address) = TelnetWebServer O % v kU —2 %7
vl b,

A T DFEYET K LA (Translated Destination Address) = TelnetWebServer D% > kU —
7 F T R,

* JTOFESEAR— b (Original Destination Port) = TELNET "— h &7V =7 K,
s BHLE A DFEIEAR— b (Translated Destination Port) = TELNET ih— b 47V =7 |k,

G¥) ST RLUAETIIAR— FE2EH LN, TTDT R LR & B D565
7 RULAIZFRILT FLAZREEL., TOR— N EEHFELOR— MZF UR—
FNEARET D EICE ST, TAT VT 4T 4 NAT 2% ETHHENRH Y F
j—o

Cisco Firepower ThreatDefense /\—> 3 26137 s ¥a L—2 3> H4 K (Firepower Device Manager

"



vy kD=4 7 KLURE#H (NAD) |

AT FLRABIUR— IS L TERSEM (F4F 3 v Y FEPAT)

Add NAT Rule :

Title

TelnetServer

Create Rule for

Manual NAT - @

Manual NAT rules allow the translation of the source as well as the destination address of a network packer. Destination and port
wanslation are optional. You can place manual NAT rules either before or after Auto NAT rules and insem the rules at a specific loc

Placement

Before Auto NAT Rules

Packet Tranzlation Advanced Options

Original Packet

Source Interface

inside
Source Address Source Part
mylinsideNetwork v Any

Destination Address

TelnetWebServe v TELNET

d [OK]Z7 Vv 7 LET,

Destination Pont

Type

Dynamic v

Translated Packet

Destination Interface

dmz
Source Address Source Port
PATaddress1 v Any

Destination Address Destination Pont

TelnetWebServe v TELNET

ATYT6 WebT7 7B ADEAF v 7 FENPAT X ELET,

a) [HJhHZ %27V v 7 LET,
b) W7 m T 4 R ELET,

* %A kL (Title) =WebServer (FE 721X EEDORIDOLED .

* L— )L DOVERYSE (Create Rule For) = Manual NAT,

* %A 7 (Type) =Dynamic,

EELA v Z—7 = A A (Source Interface) = inside.

-
5adeA 2 —7 = A A (Destination Interface) = dmz,

* JLDOFIEILT R LA (Original Source Address) =mylnsideNetwork DK > h U —72 47V =

7 b,

* BHAFE A DIEE7CT KL A (Translated Source Address) = PATaddress2 D% b7 —27 F

A/

* JLD%ESET R LA (Original Destination Address) = TelnetWebServer D% > NV —27 F 7

Tl bk,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device

Manager )




| ®vyr7—% 7ELRZH (NAT)

NAT Z2ERLEDNS vy —0U 54 ren%E

s BHAE A DFEYLT KL A (Translated Destination Address) = TelnetWebServer D% > kU —
XTI,

* STDSEYEAR— b (Original Destination Port) = HTTP "— ks A7V =7 b,

* BHAHE A DFE YR — b (Translated Destination Port) =HTTP "R— F 7Y = 7 |,

Add NAT Rule

Title Create Rule for

WebServer Manual NAT v ‘)

Manual NAT rules allow the ranslation of the socurce as well as the destination address of a network packet. Destination and porn
translation are optional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific lot

Placement Type

Before Auto NAT Rules w Dynamic W

et Translation Advanced Options

Original Packet Translated Packet

Source Interface Destination Interface
inside 7 dmz

Source Address Source Port Source Address Source Port
mylnsideNetwork ~ Any W PATaddress2 v Any

Destination Addrass Destination Port Destination Address Destination Port
TelnetWebServe v HTTP e TelnetWebServe v HTTP

¢ [OK]Z7 UV vZ7 LET,

NAT ZERALDNS VT —D') 54 b ERE

JEENOT RLAZNAT 2> 7 4 X2l —vard—%+57 FLRAICEXH 2 T, DNSIHE
ZfEIET % X 9 (ZFirepower Threat Defense 7 /3NA A& R ET 5 Z ENMBENZ R DLGENH Y £7,
DNSEEIE, ® FF AL —1a v — L ERETAHLXTHETIET,

T OMEREIX, NAT L— U Z—ET 25 DNS 7 = U — L IREDT KL A%V ZA4 FLET (L x
X, IPv4 DA La— K, IPv6 D AAAA L 2— K, 72135/ & DNS 7= —®D PTR L 21—

R) o o EYT A E =Tz AA ADBMOA U Z—T 2 A RTHENT H DNS A TIE, AL
a— NI~y T ENTENSEBEOME~Y 74 FINET, HZ, [FEDOA X —T A AND
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vy kD=4 7 KLURE#H (NAD) |
NAT &R L1=DNS Z TU—D 1S4 k EBE

v BT AU H—T oA ABET S DNS INE TIE, A La— RiZEBROE b~y 73
TE~Y A4 FENET,

PLAFIZ, NAT/L—/VCDNS DY T4 NEFRETHLENELLELRRBERLET,

* JL— /UL NAT64 F 721Z NAT46 TH Y . DNS — NI Ex vy U —2712H Y £, DNSA
La— 1 (IPv4 ) & AAAA L =a— R (IPv6 ) 2T 27-DIZDNS DY T A FASLEE
/Gj‘o

*DNSH— NI H Y, 757 AT 2 MINHBIZHV ET, 7747 bMERHTH—HD
FEEEH N A A APMOWEFR A MRS ET,

*DNS —NFHNEICHY . TITAX=FIPT FLAZEHAL NS LEST, 7947 b
WIAEBICH Y, 74T MINETHRA NS TWAT—"EHEETIEEEM N A A
BT 7 ALET,

DNS ') S5 A FZEH 9 A HIREE
WIZDNS U 74 hORIBEREEZRLET,

cfHx DA FTIE AAAA L = — RIZEED PAT /I/H/I/%Eiﬁﬂ%f% 5T LT, M5 PAT
JL—VISREAREIZ 72 D728, DNS U 74 MIPAT IZIT@EH S EHA,

CIFEINATLV— LV EZRET D56, EETT RLABIU%EET KA H‘éff#é L. DNS
BEEAHJETCEXEHA, NOOFEHEOL—ILTIE, AL BIZAN->T-HEIC1>OT KL
ANkt L TR DB TONDAREMENH Y £, Lizh-> T, Flrepower Threat Defense
T34 AL, DNSIGERND IP 7 R L A %@ d) 7 Twice NAT L—/UIZ—HSHH 2 LN T
FHA, DNSIHEIZIE, DNS ZRAZ RO/ NNOEFILT LR E5EHET RLAD
MAEDOEIZET IERP G ENE A,

* FEXZIX, DNS U T4 MINAT L—LTid7e< xlate =2 b U TEITESNET, L7=A-o
T, XA FI v = iZxlate B WS, VI PRIELLSFITENFERA, AXT 4 v
7 NAT OE1%, FU XD Z2EEERRELEEA,

*DNSDV T4 MZEkoT. DNSEAF I I TovTTF— DA vE®—Y (AL —v 3
a—R5) IEIBEIONETA,

WD Ry 7T, NAT/L—/LTODNS U T4 FOFZRLET,

DNS 64 & E1E1E

WD, HED IPv4d % v T —2 D FTP H— 3% DNS —_"ZRm LET, AT A2,
SN —SHDORAZT ¢ v VBBV £3, ZO%E, WHEIPve = —¥ ) fip.cisco.com D7 K
L A% DNS P —ZHR$ 5 L DNS V— NIEBEOT R L2 (209.165.200.225) %5 L E
ﬁ—o

R —H|Z fip.cisco.com D~ v 227 7 KL Z (2001:DB8::D1A5:C8E1 : DIA5:C8EI (% IPv6 O
209.165.200.225 1240824) ZFEH ST HI1TIE. AXT 4 v 7 BB O DNSISEEIEZHRET 50 E
NdHYET, ZOFNIIE, DNS — DR X T 1 v 7 NAT ZH#i, 35 LW IPv6 78 A kD PAT
= HEFENTHET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )
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(S Sarver

2049.165.201.15

Sfatic Trenslalkon on Inside (o
2001 :DEE DT ARCIOF

NAT Z2ERLEDNS vy —0U 54 ren%E

N, GGG

200, 165200 225

Satic Transistion on side foc
2001:DE:DIARCEET

S Reply Modiiication
208,165.200,225-= 2001:0B0::01 A5:COET

FAT Trenslalbon on Cedsds o
200165200230

FIE

ATy T
ZVERL L £9,

FIF Request
[0, 165,200,205

Diest Acddr. Transiafion
2001 :0E8::01AS:CHE T3 209, 165.200.225

a) [ 7Y =7 (Objects) &8RN L 7,
b) Bk S [y bU—27 (Network) [Z&IRNL, [+ 227 V27 LET,
) EEDOFTP Y — AT RLAZERLET,
Fv NU—7 3TV =7 NMIARITEMT (fip server 72 &) | [ AL (Host) (&@&IRL T, FE
BRDFEA RDIP 7 KL A 209.165.200.225 # AJJ L £ 7,

FTP ¥—/ 3, DNS — 3, Wity bV —27, BLOPAT 7—/1LDxy "I —7 7 V=7 b

Cisco Firepower ThreatDefense /A\—2 3261327 4 X2 L—> 3> H 4 F (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |

B NATEERLEDNS 2 TU—DUSA FEBE

Add Network Object

Name

ftp_server

Description

Type
(O Network (@) Host

Host

209.165.200.225

d) LEM (Add) JOK]ZZ7 Vv 7 LET,

e) [+]%27 VY v 27 LTDNS H—_DOEEOT KL AEZEHLET,
Fv NT—7 ATV xr MZLETZAHT (dns_server 72 F) | [ A b (Host) JZEIRL T,
BRAR T KL A209.165201.15 Z A ) LT,

Add Network Object

MName

dns_server

Description

Type
L:; Network @ Host

Host

209.165.201.15

f) pEMm (Add) JOK1ZZ7 Y v 7 LET,

g [+]1227 Vv 7 LTHEIPV6 * v U —27 ZEF LET,
Py NT—7 FT7 0 x7 MZ&HIZMT (nside v6 72 &) | [y hU—72 (Network) %%
RLT, *xv FU—2 7 FL % 2001:DB8::/96 # A JJ L £,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )
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NAT Z2ERLEDNS vy —0U 54 ren%E

Add Network Object

Name

inside_v6

Description

Type
® Network () Host

MNetwork

2001:DB8::/96

h) EAN (Add) J[OK]Z7Z7 U~ 27 LE9,

) [+]227VvZ7 LTHNEIPV6 % hT—Z7 D IPVAPAT 7 RL A2 EFL 7,
Fy NT—27 FT7 V=7 MZ&RIEST (ipvd pat 72 E) | [ A L (Host) J&EIRL T, &
Z R 7 Rl A209.165.200.230 # AL £,

Add Network Object

Name

ipvd_pat

Description

Type

'::' Network @ Host

Host

209.165.200.230

) [Bhn (Add) J[OK1Z27 VU w27 LET,
AT T2 FIPH—D7=bD, DNSIEEEZRELIZAXT 4 v 7 NAT Lb— L &R ELET,
a) [7R U > — (Policies) ]>[NAT] Z RN L 7,
b) [HAREEs ) v LET,
) MDOT T 4 HHELET,

Cisco Firepower ThreatDefense /A\—2 3261327 4 X2 L—> 3> H 4 F (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |
B NATEERLEDNS 2 TU—DUSA FEBE

* %A hv (Title) =FTPServer (E72IHMEEDRIOARHD) .

* L— )L DAERYE (Create Rule For) = Auto NAT,

* %A (Type) = Static,

*EEILA v Z —7 = A A (Source Interface) = outside,

* 5854 ¥ —7 = A A (Destination Interface) = inside,

* DT KL A (Original Address) =ftp server D% N —27 FT7 V=7 K,

* BHE DT KL A (Translated Address) =inside v6 D%~ NV —27 + 7=/ , IPv4
7 KLU A% IPV6 7 R L AICEHT H5E . IPva LA ALT RLU AT MBMERH ST\ b
728, 209.165.200.225 | IPv6 TxIitn9 5 DIAS:C8EL ICAH S, *v hU—27 7L
T4 w7 ANBIMENTEERT FL A 2001:DB8::D1A5:C8El & 7210 £9°,

* [FEMEA 7> =2 > (AdvancedOptions) % 7 C, [ZD/N—/WZ—EF % DNS & 2 2584
% (Translate DNS replies that match this rule) ] Z %R L £ 7,

Add NAT Rule :

Title Create Rule for Status

FTPServer Auto NAT ~ Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type

Static v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface

outside b inside
Original Address Original Port Translated Address Translated Port
ftp_server b Any L inside_ve e Any

d) [OK]ZZ7 VUV vZ7 LET,
AFv T3 DNSH—RDEODAZT 47 NAT L—LZHRELET,
a) [/RU 2 — (Policies) ]>[NAT] Z&ER L £,
b) [H]R% %7 v 7 LET,
) WDOTaRT 4 HRELET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )
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NAT Z2ERLEDNS vy —0U 54 ren%E

* %A h~L (Title) =DNSServer (F72IMEEDRIDLAED

* L— )L DAERYE (Create Rule For) = Auto NAT,

* XA (Type) = Static,

*EEILA v Z —7 = A A (Source Interface) = outside,

* 5854 % —7 = A A (Destination Interface) = inside,

* DT R LA (Original Address) =dns server D%y U —27 7V =7 |,

* BHE DT KL A (Translated Address) =inside v6 D%~ NV —27 + 7=/ , IPv4
7 KL A% IPV6 7 R L AICEHT H5E . IPvA LA ALT RLUAGFRMMERH ST\ b
72, 209.165.201.15 1L IPv6 TxIJnd 5 DIAS:COOF ICE# S, Ry NU—27 LT ¢y
I ADPBINENT5ER72T KL A 2001:DB8::D1A5:C90F & 72V £,

Add NAT Rule

Title Create Rule for Status

DNSServer Auto NAT ) O

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static W

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
outside o inside

Original Address Original Port Translated Address Translated Port
dns_server v Any v inside_v6 v Any

d) [OK]ZZ7 VU vZ7 LET,
ATYv T4 HNEIPV6 Ry NU—2 DX AF I v 7 PAT V=L ZRELET,
a) [RU 2 — (Policies) ]>[NAT] Z&EIR L £,
b) [HARZE27) v LET,
) DT aNRT 4 R ELET,

* %4 )L (Title) =PAT64Rule (E7-ITEEDRIDLHET)

Cisco Firepower ThreatDefense /A\—2 3261327 4 X2 L—> 3> H 4 F (Firepower Device Manager
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vy kD=4 7 KLURE#H (NAD) |

B NATEERLEDNS 2 TU—DUSA FEBE

* L— )L DAERYE (Create Rule For) = Auto NAT,

* %4 (Type) =Dynamic,

*EEILA v F —7 = A A (Source Interface) = inside,

*Si5eA % —7 = A A (Destination Interface) = outside,

*JLDT KL A (Original Address) =inside v6 D%y T —27 7V =7 |,

* BHFEH DT KL A (Translated Address) =ipv4 pat DR NT—27 A7V =7 K,

Add NAT Rule

Title Create Rule for Status

PAT64Rule Auto NAT - ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Dynamic v

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside b outside

Original Address Original Port Translated Address Translated Port
inside_v6 b Any A ipvd_pat b Any

d) [OK]Z7V vZ7 LET,

DNS /& Z{E1E : Outside £ DNS H—/\

WO, AN A v H—T = A ANST 7 & ARREZR DNS H— 3% kL %9, ftp.cisco.com &\
I —RBNEA vV H—T = A A LIZHY £97, fip.cisco.com DFEFEDOT KL (10.1.3.14) %
NEF Yy NV —2 E TR TE D~y B 7 7 KL A (209.165.201.10) ([ZAX T 4w 7 (A M
DRI NAT ZRE L ET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )




| #*vybro—% 7ELRZEHE (NAT)
NAT Z2ERLEDNS vy —0U 54 ren%E

ZOHE, TOAXT 4 v 7 —/LTDNS JEBEEBLEEZHINCTHHLENHY T3, AT 5
L. EEOT RURAZMH LT fip.cisco.com (27 7 BATE LWL —YIL, v~y 7 T Kb
AT EBEDOT FL A% DNS =" bZETE5 X920 £,

WA A K23 fip.cisco.com DT R L A%ZRD S DNS ERZX[FTHE, DNSH—NiF~vwv e
7 R A (209.165.201.10) ZJSALET, VAT AE, WEBYV—"ORX T ¢ v 7 )L—L &5
L. DNSISEWNDT KL A% 10.13.14 [ZZ# L £3, DNS IGEEEEZANT LARWES. NED
AR M ftp.cisco.com [THEEET 7 B2 F 5DV I, 209.165.201.101Z N T 7 1 v 7 DIE[E Z il
£7,

Security
Appliance

CME Reply Medification
20916520110 == 10.1.3.14

Inside

User ftpeisco.com
01314
Static Translation
an Qutside to:
209165 201.10

1aca21

FIE

ATFYT1 FIPY—ROXy NT—27 7 V27 baERLET,
a) [ 7Y =7 kb (Objects) |ZERL ET,
b) BkMS [y hU—2 (Network) |ZEIRL, [+ 227 Vv 7 LET,
¢) EEEOFTP H— "7 RLAZEFRLET,
Fy NT—0 ATVl NMTAHTET (fip server 72 E) | [RA R (Host) |&IEIRL T, #E
BEOARARDIP T FLA10.13.14 Z A LET,
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vy kD=4 7 KLURE#H (NAD) |

B NATEERLEDNS 2 TU—DUSA FEBE

Add Network Object

Name

ftp_server

Description

Type
(O Network (@) Host

Host

10.1.3.14

d) [iE (Add) JOK]ZZ Vw27 LET,

©) [+]27 YV v 7 LTFTP = OLMHEHLT KL AZERLET,
Fy NT—7 7 V=7 MZARIZST (ftp_server outside 72 &) | [ A & (Host) ]% E34R
LT, AA KT FLA209.165201.10 # AJJ L ET,

Add Network Object

Name

ftp_server_outside

Description

Type
C_) Network @ Host

Host

209.165.201.10

RTY T2 FTPH— DD, DNSIEEEFRTE LIZAZT 4 v 7 NAT L— L E#ELET,
a) [ARY 3 — (Policies) ]>[NAT] Z#&R L £,
b) [HARZ %2V v LET,
C) DT asXT 4 EHELET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )
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NAT Z2ERLEDNS vy —0U 54 ren%E

* %4 hv (Title) =FTPServer (E7ZIHMEEDRIOARED)

* L— )L DAERYE (Create Rule For) = Auto NAT,

* XA (Type) = Static,

*EEILA v F —7 = A A (Source Interface) = inside,

*S85eA % —7 = A A (Destination Interface) = outside,

* DT KL A (Original Address) =ftp server D% N —27 FT7 V=7 K,

* WK DT KL A (Translated Address) = ftp_server outside D%y NV —27 F7 V=7
}\ o

* [FffA 7> = > (Advanced Options) % 7 T, [ZD/L—/LIZ—ET 5 DNSIE & T
% (Translate DNS replies that match this rule) ] Z &R L £7,

Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT v o

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static v

Packet Translation Advanced Options

DORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside s outside

Original Address Original Port Translated Address Translated Port
ftp_server b Any b ftp_server_outside v Any

d [OK]Z27 V27 LET,
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vy kD=4 7 KLURE#H (NAD) |
B NATEERLEDNS 2 TU—DUSA FEBE

DNS [GEFMEIE : RX b Ry FT—% £®D DNS H—/\

WORNZ, FMEBD FTP H—/3% DNS r—R_ZRLET, VAT A, A — Ao R #

T A4 TEEPEH Y ET, ZOEFE. WNEL— A fip.cisco.com DT K L A% DNS H— /N2 HERK
95 &, DNSH— NTEEDOT KA (209.165.20.10) Z & L E 9, WHEB——IZ fip.cisco.com
D~y 7T RLA (10.12.56) ZHHSEHI20E, A¥T 1 v 7 ZHH O DNS INEIEIE % 7%
ETHMLENRH Y E7,

ftp.ciscocom
209.165.201.10
Static Translation on Inside to:

10.12.56
DMS Server !

=——=

a—
il

FTP Request
209 165 201 .10

Dest Addr. Trans|ation
101256 —» 20916520110

DME Reply Medification
209165 201.10 —»10.1.2 56

@

DME Reply
101256

FTP Request
10.12.56

13002z

FIE

AFY Tl FIPH—ROXy NT—27 7 V27 ba{ERLET,
a) [A7 Y =7k (Objects) |ZHRINLET,
b) Bk [y hU—27 (Network) [Z&IRL., [+] 227 V27 LET,
C) EEEOFTPH— 7 RLAZEFLET,
Fy NT—=7 F7 V=l MZARTEMT (fip_server 72 &) | [AA N (Host) ]ZERL T, 3
BROARARDIP 7 KL A 209.165.201.10 # AL £,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )
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NAT Z2ERLEDNS vy —0U 54 ren%E

Add Network Object

Name

ftp_server

Description

Type
l::l Network @ Host

Haost

209.165.201.10

d) B (Add) J[OK]ZZ7 VU v 7 LET,

e) [H1#7 YV v 7 LTFIP YV —"OEMFEHRT RLAZERLET,
Fy NT—27 FT7 V=7 MZARIZESHT (ftp_server translated 72 &) | [RA b (Host) (%%
RLT, SAMT7RFLA101256 Z A LET,

Add Network Object

MName

ftp_server_translated

Description

Type
f:) Network @ Host

Host

10.1.2.56

RTvT2 FIPH— DD, DNSIEIEEZRE LIZAX T £ v 7 NAT b— L 2% E LE T,
a) [ARY I — (Policies) ]>[NAT] Z&R L £,
b) [HARZ %2V v LET,
C) DT asXT 4 HHELET,

Cisco Firepower ThreatDefense /A\—2 3261327 4 X2 L—> 3> H 4 F (Firepower Device Manager
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B NATEERLEDNS 2 TU—DUSA FEBE

* %A hv (Title) =FTPServer (E72IHMEEDRIOARHD) .

* L— )L DAERYE (Create Rule For) = Auto NAT,

* %A (Type) = Static,

*EEILA v Z —7 = A A (Source Interface) = outside,

* 5854 ¥ —7 = A A (Destination Interface) = inside,

* DT KL A (Original Address) =ftp server D% N —27 FT7 V=7 K,

* WK DT KL A (Translated Address) = ftp_server translated DR > NV —72 47T =
7 b,

* [FffA 7> = > (Advanced Options) % 7 T, [ZD/L—/LIZ—ET 5 DNSILE & 3
% (Translate DNS replies that match this rule) ] Z &R L £ 7,

Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT v c

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static e

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
outside g inside

Original Address Original Port Translated Address Translated Port
ftp_server hd Any b ftp_server_transla Any

d [oK]Z7 Vv 7 LET,

Il Cisco Firepower Threat Defense /\—2 32613274 X¥aL— 3> /A I (Firepower Device
Manager )
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