TV =g rvE) Suk ol

Py NI =T GHERY —IZ 7’7)’7*“‘/5/)%7)7DJZ/"7L%2 XELET, ZNICEY R
AR —=THMNI 2> TV — L EFESTZREICHET TN T 7 4 v 7 BN S £ 4, 5%
MZOWTIE, Ry =T 5HAR Y /~—2‘oc]:U\117\T) T—ZONT (181 R—V) SR L
TLEEEN,

TV r—varvETa hanicky W72 3FIERnFETRTIENTEET,
AFIGEXA TRy N F—FERANL—I TV RS REe 7 +—~ v NCIEH
W4 a. 77V r—rvarvE7uebal sa—Fx2REtLCWES TV r—varET e b
a) oy a— REESITAZ LI = 2o P T8 ESERT—2RAD v |k
WKRCay 7oL — L2 RICEH L AR RMER 2SNt ET,
FEAEDEAE BANV—LTHEET LY Tat vt L—ABEHIR>TWenE 7Y
gy I A RN M EAER L EE A IO TR L — VIRIEOREE (27-22 < — V) 2 5 M
LTL7E&EN,

ROV T ROFHESZR L TS,

« DCE/RPC FT7 7 v 7 O 5{K(22-2 2—) TIL.DCE/RPC 7'V & v $ 12D\ T B
L. [El#EDFKITEZBHWTDCE/IRPC v 77 4 v 7 TOREEBETLLH27Y Fakw vy
EERET D HEERHLET,

e DNSH—LAh B—RDIGENDOT 7 271 A b@*ﬂéﬁﬂzz 16 X—) TIZ.DNS 7 U 7
Ty OWTHH L DNS R — A% —NIGEICBIT D 3EO =7 A7 aA FEmtid
LI oy Y ERETDHHEIIOWTHEALET,

e FTPBXIUTenet K77 14 v 7 OB (22-20 =2—) TIX.FTP/Telnet & =2 — X |22 T
AL FTPE LU Telnet 87 7 4 v 7 # EBUELB X T a— R L5107 a— ¥ &2RE
T 5 FEICHOWTHA L E7,

o HTTP N7 7 4 v 7 DEF{K(22-35 X—) TIZ HTTP 7 22— X IZHOW T L HTTP k
FZ7 4 EBIERALTDEIICT a—FE2EHET D HEZOWTHBALET,

« SUnRPC 7'V 7'ut vHoffi i (22-52 X—) TIZ . RPC 72— X IZOWTHiA L RPC k
T4 EERET AL T a—F 2R ET D HECHOWTHHALET,

« Session Initiation Protocol D18 51k (22-54 ~— ) TIX . SIP 7Y 7Y ut& v % &2l LT SIP
N7 747 %T7Ta—RKLSIP NI 7 4y 7OREERINT D HEEZHALET,

e« GTPa<= v R F¥ RILORE 2250 X—)TIX.GTP XU FYut vy W ZEH LT Ay
M Fa—HiZloTHHEENZGTPa~ L R Fy L Avt—% 00— 20D icik
42 B HOWTEHA L £,

o IMAP N7 7 4 v 7 OEFL(22-61 =2—) TIX. IMAP ) 7t v V&2 L T IMAP -
F77 47 %Ta—RKLIMAP 77 4 v/ OREEBET D HEEZHRALET,
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« POP 77 v 7 O 5k (22-65 ~—) TIL,POP 7Y Z'mt v+ 2] L TPOP k37
T4 v %&TAaA—=RLPOP N7 4 v ORFEZMNT 2 5EZHI LET,

« SMTP F7 7« v 7 DL (22-68 X— ) TIE SMTP 7 2 —HIZHOWTHB L . SMTP 7
74w &T A= FEBIOERMET 2 L0 ICT a—F2RET D HECOVTHA L £,

e SSH U nkyWickdzrs 27aA FOfH (22-77 <X—) TIL,SSH B 54k b &
T4 I NOT T AT A NEH L TR L HFEICHOWTHALET,

e SSL U Zatv Ui (22-812X—)TiX.SSL ) Yak vy a @A L TS T
TUAITE/REL FDORNT T4 T DA VAR g o EEE L CEBEAHERT 5 51k
IZHOWTHEHB L ET,

+ SCADA DORIMELOFRE (23-1 =X—) TiZ.Modbus 8 X W'DNP3 7' et v ¥ &2 H L

THIETD RF 74 v 7 DREZRILFED TR F 3l 71— RERET 51010
F B B AL T D AR B A T L E T

DCE/RPC +T 7 4 v 7 O1EEAL

Il Cisco ASA with FirePOWER Services B — U VEBEBREN A F

Z A &> & :Protection

DCE/RPC 71 ha ik Blxadxy hU—27 mA R EOT ot A0 [6—AA MIEE S
NTWAEALERICEETEET . BE. 2ok nt 2AMEBEITAA FETTCPB LW
UDP & H Tiiik S v 97, TCP #x% Tl DCE/RPC %% Windows Server Message Block (SMB) 7' =2
Fa/vE7iE Samba T B UMb an b Z A H Y £ 9, Samba 13, Windows <°
UNIX/Linux ZDFA R —TF 4 7 VAT A SRS SN D IRAREE T 0 & A ME{E 2 H
INHA—TF Y —AD SMB FEETT, F7o.r >y U —7 LD Windows [1S Web #— /3Tl
ISRPCover HTTP Ml &b Z &35 W £3,1ISRPCover HTTP (X, 72 % 2 TCPIZ L ¥ =
EENDDCERPC N7 7 4 w712 . 7747 U —v%EIS L THBEEERILL T,

DCE/RPC 7'V Fatk v A7 a v & ZDOMEEDFIIZIZ, Microsoft |2 & %5 DCE/RPC d 5%k
THDMSRPC R EENDZEICHEELTLIEEW,SMB OA 7> g » L HEEEEIZC DWW T OHA
1Z.SMB & Samba O HFIZY TizE D £9,

LA EDDCE/RPC =27 27 1A X . DCE/RPC ¥ — (% v U —7 Lo Windows % 721%
Samba 23 @ L CWAIEEDHR A R) x5 L L= DCE/IRPC 7 7 A 7> FERTRAL ET,
Flrxrs 27 a4 MIVP—NIGETHLRETLIZENHY £9,DCE/IRPC 7Y 7t v ¥i,
TCP.UDP. B L UNSMB KT > AR— FTH /L &7~ DCE/IRPC Bk & I8& i L E
T, ZHUZIZ.RPCover HTTP X—T a » 1 i L C TCPIZ L VW {rik &5 DCE/RPC & & %
nNE4, 7Y 7oty PiEDCEIRPCT —4 A MY —2 %434 L.DCE/IRPC F 7 7 4 v 7 1ZBT
%R B E L mEE A LET L, E-.SMB T —4% A R U — L &5 L, BE 7 SMB )
TE & ELiER AT 2 U5,

Pl 7 ) 7t o HIckd IPKE(LBEIORTCP A MU —4 7Y 7k v Hick s TCP A
rY — ADOFRERRIZINZ T.DCE/IRPC 7' U 7t v H|Z . SMB Ot 7 2 > MEfEk: & DCE/RPC
DEEEHITWET TCP X h U — A DRI DME ] (24-23 X— ) B L RIP ATy v hOF 7
7 (24-13 X—V) B LTI,

% IZ DCE/RPC 7'V 7t v HidN—L = VU CUFRTX A L H5ICDCEIRPC N5 7 1 v
7 EEHILLET B EDDCEIRPCH —E A AL —3 g0 ZAE T F—2 % BT 572012
DCE/RPC /L — /)L D% —T — R &9 5 F1EIC20WTiL.DCE/RPC % — 7 — K (30-65 ~<—3)
B LTLLTEEN,

DCE/RPC 7'V 7 ut v W &R ETDHIZX. 7V Tt v OBELZHET S /o — 1 7
arELEETLIMNIPT LA EBE L T b Windows £721% Samba D /83— g 2k » T
F v hU—72 @ DCEIRPC — %5+ 25 1oL DX —47» h_—Z2 =K —%
fBELET,
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Pk L —% ID(GID) 2% 132 £7-1% 133 ® DCE/RPC 7'V FYut v# L— L&l L TA X
M ARTHEEIT. I NODOL— NV EFDNZTILENH Y T, 35>V T b— ik
EOFHRE (27-22 X—V) 2R LT E &,

FEIZOWTIL RO K EA SR L T IZE 0,

« Z'u—/ 3L DCE/RPC 47 2 & DER (22-3 ~<X—)

o H—/%y h_X—2A DCE/RPC #—/3 /KU v — (22T (22-4 ~X—)

« DCE/RPC k7 v AR — M2 T(22-6 ~<—)

« DCE/RPC #—7%7 v h_X—2Z RV v— 47 g DiER (22-9 <—)
« DCE/RPC 7'U Z'ut v H D% E (22-13 <X—)

7't —/3)L DCE/RPC A7 a v DiFER

Z A & & :Protection
7 —/3LDCE/RPC 7'V Zut v¥ 47y aix. 7V Fat vy oiEEHE L4, [
L7z A%V &AE(Memory Cap Reached)] 4 7' a LA D b DA Ty a v 2EFTHE N
T d v AE ISR ICEREE RIETRREN SV ET, ) ey Lo T F
=70 7at vy EEMIEN TS DCE/RPC L—/L & OO AAEFIZ SV T 45 IS Hfig
LTCWRWEARX. o0 F 7y a v EERLRNWTESWFIZ KT T ITA L N A
A (Maximum Fragment Size)] 47> a o & [FfERL L & VW E (Reassembly Threshold)] 472 =
X = ADBBRET DUMERH LIRS LR LT EIZL TS E SV GEMICOW TR, =2
T —HDOHIK (30-20 ~2— ) B L O Byte Jump & Byte Test D1 ] (30-34 ~<— ) B L
TL &N,
UTOHMTTY Fatyh L—ARERINTOWRWGES AT v a A7) ek
= VBB STV ER A,

BRIFGTAV N PA X
[ 5 i# 1k DA %01k (Enable Defragmentation) ] 23R S TV 54 .DCE/RPC 7 7 7' A > bk
DR AKF % 15614 /31 S5 65535 34 hETO®RPBETHRELET ., 2NLV bRk
TR NOBE T Ty IO DICT T A L FO—EET BT EiE
DOYA XL Th oL ZITWET N EZEO Ny NIEAESNERFA AT 4 — b
ROBE . ZOF T a ATEmT Y £,

ERERLEVE

[t DA %01k (Enable Defragmentation) ] 23BN I N TWHIEE 02 EETH L2047
A NIEENIZIR Y (1N EvD 65535 N N OFEFHNOEEIEET S L FNN. T TS
A ¥ MEES 72 DCEIRPC D i/ SA Mg L 720 97, F72#% 4T 25615, Bl S vz
Ny NaE—)b VAR ET HRNCF 2 —IC AND BT A ME SMB O3 A K
DHESINETARVELIEET 5L RHBREO RS &SR ETH AN T+—< A
[CHEE AL RFT R REM N H W £, 20F P> a VA EICT 25T N T+ —~< A
DL T AN LTEBLISERHY 7,
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DCE/RPC v 57 4 v 7 DEE(L

RiE{ DAL

777 A MEENTZDCEIRPC FT 7 4 v 7 b T 20 E ) hERE L £, I
T5E. 7V ey PidglEERE L2 MRE L CDCERPC 77— & /)L—)L T2 VU \Ti%k
BELEIN. 777 A MEENTZDCEIRPC T —# TOZ I A7 A " REELT U T
NV £,

ZOF T a NZIE.DCEIRPC N7 7 4 v 7 AL LR E W) FRMERNH Y I 081F
CANEDDCEIRPC =/ A7 A hTIHE. 777 A MEZFIAHL T A7 0 A F&FEA
WTHRAENITONE T, 20T a 28R TLL A EDEEMOT I A7 v A
RRARA RA S R ERAUS KEIZEAELET,

BELEAEIEE

TV ey IZED Y TONIRRAEVHIRICE LN, 2032 ODFEUBE%ELLK_

CEBHELET RRATVHIBRICELEZ,. ERXZ0HBREB® LIZSGE. 7Y Tty

ﬂ‘i%%) Frov Tl AV hEGERILEEYy v a il Eﬁiﬁ?‘%ﬂf%é*ﬁ\“(@%
L7 — 2R Ly v a v OFENLUBEOES A EE L E T,

IOF T arDARy NEERT BT — 133D AN L E T EEIC oW T,
JL— WRBEDFRE (27-22 X— ) M L TL 72 &0y,

SMBtv g yOHBRBRHRY o —

SMB session Setup aAndx ZRI L OUSEFIZFRE STV 5 Windows F 721 Samba D /N —
VarEmHLET M INT A= a3 VR [RY /~(Policy)] BEF S a s THRES
LTV D Windows F£721% Samba D X—V g V E BB GE5 . F0® vy a VIZRY B E
NTZNRN—=2a UREREN—Va a2t —"—F4 RLET FEMICOWTIE . ¥—57 v b
~N— 2 DCE/RPC #— /N R v — COD"C(22-4/\°—“/‘\)%’,’%E@ LT &N,

7= & 213 [F Y > —(Palicy)] I Windows XP & E L7412, 7V 7 at& v 475 Windows
VistazH+2& 7Y FatyHiiFzoty i a Tl WmdowsVistaTﬁU v—aFEHL
FT,EDOMOEEITSIEHMEXHLTT,

DCE/RPC k7 > AR — FH SMB TIERWEEAIZ(F T v AR — k2 TCP £721% UDP D
B) A=V a v EHRETET R —FZHINICRETETEEA,

IOF T arERCTHINE. Fay XA T UARNTROWTUNEZRINLET,

- =R FGAT N VT T4y TR = FATERET DI [Z 74T b
(Client)] Z3i&IR L £,

- IIAT U MYP—=NR T T 4 I TRIY v— ZA T HEBET DI [V —(Server)]
PEIRLET,

- =N FGAT N NTF T4 T TAT U NY—=NN T T 4T DEFTHEY
V— FA T EBAT DI [M 7 (Both)] Z @R L £,

Z—7 v h_X—Z DCE/RPC #—/N RV L —iZ2NT

Z A4 & v & :Protection

=7y hR—=Z2DH =N R —% 1O EER T2 Z LIk FBELEXA 7 OH—
DFES 20 L RO FETDCEIRPC N F 7 (v 7 #8845 K 95 I .DCE/IRPC 7'V 7’11
TP ERETIHIIENTEET  F—F Yy hR—Z2DORY P —ORETIT. Xy NUV—7 Fo
FEERA N TEITENTVD Windows £ 721 Samba D/ 3—2 3 VOB, F T v AKR—F 7'nm
FarOFHL.DCEIRPC v T 7 4 v 7 2 ZNHDHEA M RIETDHHR— FOEBE.F 0o
Y —REHEOF T a DR EREEITOET,
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Windows 35 & UF Samba @ DCE/RPC M F4E13 K& < e v 97,72 & 21X Windows D~ TD
N— 3 VIE.DCEIRPC ~ 7 7 « v 7 ORECRFIZEAYD 7 Z 7 A s DCEIRPC = v 7 &%
Z D 2 L £, Samba DF R TONA—Y 2 VI \EDT T T AL hDa LT HA R
ID 24 U ET, 72 FrE O BIEIEON L &2 78k513 2 72912 Windows Vista TIZ&E A D7 7 7
A2 RO opnum (BEFEB) ~v X — 7 4 —)L K& L %328, Samba & Z D4 ToD
N— 3 @ Windows TIEED 7 7 7 A2 hd opnum 7 4 —/L R&EH L £,

Windows & Samba @ SMB ®OEHEICH  KEREWVWADH Y 9,72 & 2 1F. Windows 134 Bifh & 2%
A 7 OEERFIZ SMBOPEN 3 X O'READ 22~ R&ZF#H L EI N . SambalZhbpa~w s N
PIRERLEH AL

DCE/RPC 7'V 7ut v EHMITDE T I7AN DX~y h_"—R KR —RNHEINIC
HNZ72 0 £4, EE) B 53— 5 0 Windows F 7= 1% Samba 2 24T L TW A DR 2 k
ERBLTHL =y bR—A R V—%BINTE £, BT 25120%.[HR U >—(Policy)] F
0y UARPLMY RN —a v ERINLET, T 74NV EOX—S y hR—R R
=X D E =5y PR—ZA KR —IZEHEFINLTWARWERA Mo S ET,

FNENOX—F v h_R—ZA B —T 12U ED T AR— E2ED LT FNFEND
A — PR ECE T E. HBRLH A — P AL THEET A2 L b TE 4,566
IZOWTIZ.DCE/RPC KT v AR — MMZHOWNWT(22-6 X—)Z R L TL F X,

FOMDE—4 > NR—ZADRY o — F 7 a b BRETCXET IEELE 1o EoE
SMB U Y —A~DEFNRITENTZHEICENERET L1, 7)) oy 2R ETE
F9T.SMB N7 7 4 v T AN EREL BEHEINEZT A NLNTIREDAS, NEOT—X %
BMETAHEHI. 7)) 7oy 2R ETEET,E/-.SMB 72 s a VBT AR AR
=PRI NEETREEES T a v E2EECTEET, 2047 v a Tkl Sz SUB
AndX <2 ROBPIEC SN REEBAZGACEFOZLERETA2LH5c7) 7o
oV ERETEET,

HH—T Y FR=ZADRY ¥ —TITRDORENATRETT,

e 1O EDRNTUVAR—FEAIT L. FNEFNIZOWTHELHF— F ZHEELET,

o HEIRMHF— Fe A LTHRE LE 3, 85I DWW TIZ.DCE/RPC kT > AR — M2
T(22-6 X—V) B LT 7EEW,

e HBELELDULEDOIAF SMB U Y —A~DEmNRITENTZ LA ZFOZ L 2T 5 &
N TV Ty ERELET,

e« SMB NI 74 v 7 TT77ANERIL RSN 7 A VTHEINTZED A N 2K
TIrXr. 7V ey EHRELET,

e SMB 7 nu ha/loui#ER o2 — VTR ERETREYEAS TV a v EERETEET, 2
DOF T ary TIXEE SN SMBANDX 2~ FOEMRIEES N TR REEB LI5S
WWZEDOZ L EBHET2E )T ey aRELET,

[SMB & > v a > HEMEHA Y > — (Auto-Detect Policy on SMB Session)] 7 1 —/3)L 4 7' 3

VEREMCTDHE SMB A DCEIRPC b7V AR— FDOBPEIC X —F7 v b RY =T LT

TEINTWAIRI—H ATy ar ZLICEBNCA—NRR—F 4 RTEET,SMB & v

TarOHEBBRHARY o — (224 R—D)EBR LT F &N,

DCE/RPC 7' Fut % TSMB " T 7 4 v 7 77 ANVKBHEEBENNT A 47> a T
N7 7 ANERBLTT Ry 735K 7 AV KR VU —4RETEET, ZORY
—WT.[7 7 ar(Action)] £ LT [7 7 A /Wi (Detect Files)| £7213 [V 7 AV T v
(Block Files)] # R L.[7 7V #—3 a2 71 k=)L (Application Protocol)] & L T [fE&
(Any)] £721% [NetBIOS-ssn (SMB)] Z#IR L T, 7 7 A WV L — LV EAERT D MERH Y £ 9,5
MZOWTIE 77 A4 RY o —DERK (35-11 X—) | & 7 7 A )L )Lb— L DO #{FE(35-12 ~<—
D)1 EBRLTLIZEN,
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DCE/RPC v 57 4 v 7 DEE(L

DCE/RPC K 7 VAR — MTZTDUWT

S A4 & X :Protection

KH =27y FR_R—=A R 2 —TIL. TCP,UDP,SMB. ¥ L (* RPCover HTTP 7 > AR — F D 9
H 1O EEEMITEET, T U AR— FEEDTTEHEEIT. 1L DL LD HA— F
(DCE/IRPC N T 7 4 v 7 HAGETHZ N bhoTWAHR— N EIEETHLERH Y £,
UEE) ABFHS — P AN L TRETCE ST, 7V ek y X BB A— & LT
EINTER—FEHOCT AP LT EFDOR—FNDCEIRPC FT7 7 4 v 7 ZRELTWAENE
I EHBIL.DCE/IRPC b7 7 4 v 7 R LTGRO 2 FIT L E T,

VARAaTIH. T 7 AN FOBHR— M (U g R—bERIIE T ba L TRICHEH S
NTWEHR—RMNZEAT LI EZHR L TWET HMER—F2BMT2501%.7 7 /L R
DR — KN TDCERPC b7 7 4 v 7 2 LIS E7200 T,

HERHEAR— 28T 25803, =7 = A 7V R— MRS 5 & 5 HEigH
AR— R 28 1024 725 65535 OFPHICHE SN TWVDL Z L 2R L TSV, EEA L LT,
[RPC over HTTP 7' &z & 3 H @i i 7" — b (RPC over HTTP Proxy Auto-Detect Ports)] 4~ 3 >
F7-1% [SMB H## AR — k (SMB Auto-Detect Ports)] 473 3 » TCHEIBHAR— 2 H202 L
FOVRELEV T EITEEALEHY THA, NI HBEINTNDT 7 4V A — b
EREELOLDHEEL N T T4 v VBB ETHZ LITIFTEAE R ZORIAARLDRNTED
T, FE- BERMIE, F 7 AR — M A — M2 X o THEB TR WA — F TORRE
ETHRICHOERLTLSEEWN, F TV AR— T EICHEBREFA— N E2BFE BT
LEROHELEFIHIZ DWW TIZ.DCE/IRPC # — 77 h_X— 2 R r— A7 =9 DR (22-9 < —
DL T TEEN,

Windows D% —%7 v - R_XR—ZA RY —TII. Xy "= DT 74 v 7 IZ—HTDH LI,

1O EDHEED N TV AR—FDOR— b EEEOHMAEDOETHEECTEE3, L L, Sanba
DE—4 > hAR—ZRY T —TILSMB F TV AR—FDOR— T EZIEBEETE £,

B LB 1 OD T U AR— FBRFCR > TWD DCEIRPC Z—4 y hR_R—Z R o —%
BNMLEBEERE T 74V D X2 =7y bR_R—=Z KU —Tl3b7< & 150D DCE/RPC
NV AR—= P AT IHIHENDY £9,72 & 21E,.TXT?D DCE/RPC ZEIEITH L TAH A
MEEEL RECOFRAMIUAIT 74V OZ—Fy bhR_"R—=ZA RY v—%@H L=< i
ERBVET . ZOLIRGEARFX. T 74NV DOF—F o PR—A KR —D TV AKR— &
B L7z E iz LET,

FEANZOWTIE RO EZHEZB L T X0,

o XV L AMBINaXZ g B DCEIRPC 5 7 4w 7 12DWT (22-6 2—)
« RPCover HTTP T v Z R — RMZ DWW T (22-8 2—3)

AR TaryVARBIRaxs 3 a VB DCERPC 57 4 v 7I122OWT

Z A4 & v & :Protection
DCE/RPC # v & — 1%, 2 fE¥H D DCE/RPC Protocol Data Unit(PDU) @ 1 DI HE#L L £ 9,
o =23 % DCE/RPCPDU 71 | =)L

DCE/RPC 7'V Fu+t v #% . TCP.SMB. 5 L X RPC over HTTP 7 AR — K Tax
g % DCE/RPC i LE 4,

e XU gL AW DCE/RPCPDU 12 | =)L

DCE/RPC 7'U 7' u& v X UDP h 7 AR — FCTaxs 3 L A% DCE/RPC % i Hi
LET,
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Z®» 250 DCE/RPCPDU 7' f 2 /VIZIX, ZNENEA D~y X —L T —XEEERH D 7,
Tl ZiX. a7 a B DCE/RPC O~y X —OR IITHEFEIX 24 314 N TT R, axrar
L 2B DCE/RPC O~y X —0DE XX 80 31 h([EE) T . £l 777 A Mbaxs va v
VAR DCEIRPC 7 Z 7 A FOIELWIERF X, 237 v a VAR KT o AR — F TIXALEt
TERWED bV, ax 7 v g L 2B DCE/IRPC ~ v # — DI L - THERF T 2 LEN
HYET, ZNEITHRIC. a7 g VEIDCEIRPC DIELWTZ Z 7 A MERFIZ R T A
A—=hF 7o bariZ Lo THERFENEI.DCE/IRPC 7)) 7k v ¥id,. 2 b7 ko
JVIER O ZEA LT R RESF oMo mEREEIFIC W TH G o7 e haltire=4 L,
N7 4y 7% T a—FBXO0REILLTHEL—L =P ZELET,
WRDOKIX.DCE/IRPC 7'V 't v NEME T AR — D DCERPC F 77 v 7 OULEL%
BtGT HRA v FERLET,

Connection-oriented DCE/RPC

TCP Port 135

I[P | TCP | Connection-oriented DCE/RPC

SMB Port 139 or 445

IP | TCP |MNelBIOS ]| SME | Conneclion-oriented DCE/RPC

Connectionless DCE/RPC
uoe Port 135

IP | UDP | Connectionless DCERPC

371939

= DCE/RPC preprocessor slarls decoding

ZORDORDSITEFEE L TSI,

e Ux)L /) TCPELIZFUDPA— b 135X, TCPEB L O'UDP k J > A7R— kD DCE/RPC
N4y BRELET,

e ZOMXIZIZRPCover HTTPIZEEN TV ER A,

RPC over HTTP O34 . 2% 7 3 3 L DCE/RPC IZ. [MIZRT X 5 IC HTTP 24 L7411
vy NT v = RAD% TCP R CTHEHBE XL SN E T, dEMIZ 2\ Tt RPC over
HTTP F 7 VAR — FMMIDOWNWT(22-8 XR—V) 2B L T 7Z &0,

« DCE/RPC 7'V Fut v i@ NetBIOStE v g v H—E RO T =/ 7 TCPR—
k139 s FREICFEE SN 7 =)L 7 Windows R— | 445 TSMB ~5 7 ¢ v 7 %45
LET,

SMB (21X DCE/RPC G UM b 2 DIEN H D T-0. 7 ) 7t v HiE SMB 7
74 v 7MWDCEIRPC N5 7 4 v 7 HEELTWANE I DA ETHRELET EXLTWH
RV AITER R L 5k L TV BS54 T L E T,

¢ IPICXEYVT_RTDODCERPC FT v AR— R HFEMLENET,
o TCPIZ. T RTPH= k2 a % DCEIRPC #{5% LE T,
« UDP/Z=%%7 3> 1L A% DCE/RPC #{51% LE7,
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W DCERPC F57 4 v 7 DR

RPCover HTTP b 7 VA7 — KT 2D\ T

Z A4 & & :Protection

Microsoft RPC over HTTP CTiZ . RDOXIZRT L H5IZ.DCEIRPC N 7 4 v 7 & b xrU 7L
T 7747 U4 — /v EBEIELZ LN TEXET,DCE/RPC 7'V 7' mt& v ¥1X Microsoft RPC
over HTTP X"—2 g v 1 #RHH LE T,

Fort: 80
Blacked part: &
P :gq Fort: 593
TCRIP connection
< - TCRAR connectian
s < -
pcEmpe|  RPCoverHTTR  |Firewall RPC DCEIRPC
Client | client connection p| Prosey RPC over HTTP Catyet
Senier i
- serer connection -
OCCOd o s O o Y
=il — -
OCERPC over TSP DCERPC over TCR
ASA FirePOWYER Module ASA FirePOVYER Module
5
Example 1: RPC over HTTF proy Example 2 RPC ower HTTF senier ﬁ

Microsoft 1S 7' 1 &< %— 3t DCE/RPC %— N[Z R UAR A M FEZITRI A DFEA MIA VA

F— L TEFET  WTHOBRETH O Taxs 7o g b —R_"F T arnNb

T, ZORDKRDFIZHER LT EEN,

« DCE/RPC #— IR —F 593 CTDCE/IRPC 7 7 A4 7>k hTF 7 4 v 7 BF=HF LETHN,
T AT O+ —UIZDOR—FB593% 72y 7 LET,

W T AT U =L TIEIT 74 N TR— B8N T ay 7 ENET,

« RPCover HTTPIZ. 7 7 A 7 U 4+ — T K> THA SN A AREMEN S WY =L /) 7 HTTP
A— K 80 il L C.HTTP#H C DCE/RPC #{nit L £7,

e Hl1DXKHIZT.DCE/RPC 7 74 7 > k& Microsoft ISRPC 7' & %3 %— DD
T4 EE=FT H5AEIL [RPCover HTTP 7' 12 % o (RPC over HTTPproxy)] 47> a >
ZIEIRLET,

o il 2® X 512 Microsoft ISRPC 7'z % #—/3t DCE/RPC % — 1\ HEe 55K A~ ElZh
D TNARR 200 =D T 7 4 v 7 2E=2 LTWHHAIL[RPCover HTTP
H— 3 (RPC over HTTP server)| A7 v a » #38IRN L £,

« RPCover HTTPIZ LYW DCE/IRPC 7 A4 7> b — Rl ToOTaxs vy b7 v 7 H5%
TLEB. P T 74 v 7 X TCPERKA LTIzax7 g B DCE/RPC 721 TR SN E 9,
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DCE/RPC # —4#' v h_R—Z R I — F 7T 3 VOFER
Z A &> A :Protection

K=y FPR—A R =T RICRTIESE ATV a v ERECEET[EZELE
A E 2% (Memory Cap Reached)] 5 X OV [SMB & v ¥ a3 > @ HEk HH A Y 32— (Auto-Detect
Policy on SMB Session) | 47> a Y UND AT v a VEERTHE RT3 —< U A ETIIHBEH
PEREICE ALY MIFT AR H 0 £3, 7V Ty i o . £727 ) T v LG5
IZE T 5 DCE/RPC /L— L & ORI AAEFIZOWTHSIZEE L T RWEAIL. 2 b
DAT L a B ERLRNTIIEIN,

PUTOHHATTY) Z7at v L—LRNEEINTWRWEE AT a i r ) Fak vyt
=L REEMT O TWVERT A,

F v b7 —7Z (Networks)
DCE/RPC % — /4 b_R—2 HF— 8 K Y > — %l T 5K A bOIPT FL X,

H—DIP7T RLAEZEFIT FLA Try 7 HOH5NNEINLOWTIUnEZIXm %2 0 v
~ TRV A MEBETEET . T 740 R —%2 50D B TR A 255 O 7 1
T ANEIRETEET,ASA FirePOWER £ 2 — /L TO IPVAB L NIPVE 7 LA 7
Ty 7 DFREICOWTIHIP T FLZADOHAN(L-5 =) 2SR L T EEN,

F 74k AR =D default RE TIE.BDOX —4 > hR_R—ZA KR > —ThH X=X T
WRNWE=HHRBR Y N =7 BT AU FOTRTCOIPT RVARNRESND Z LICHER
LT EEW, LIRS T T 74V RIS —DIPT7 RLAEILZCIDR 72 v 77 L
T4y AR ECET ELBETAILELL FHAELBORY v —TZDORE

ZEEZ LY Jany R T 7 FL 2K (0.0.0.000 F 7213 2/0) ZH L=+ 52 LI1XTX
FHA,

F =Ty hR=ADKRY =TT 74 v ZHET LG FHETDHHXAy NU—7
=y FR—=ZADRKRY v —DRERMNRERD Ry NT—T SR Y 2 —IZ &L > TULE
ENDHRY FIT—IBIRNY =0 DY T2y FTHLIND. FRIEEENHII—HTILERD
DFET MOV TIE Ry P =TGR Y o —IC K DRI D D A X < A X (20-3 ~<—
D) EBRLTLEEN,

AR Y >— (Policy)

TN BRYy NI —F BT A " DX —4 > b AR A MHBERT S Windows F 7-1%
Samba DCE/RPC O FE#:, Z 650K Y & — DM DWW TiL, ¥ —%4 » hX— % DCE/RPC
PN R = 22N T(22-4 X—=D) BB L T E &,

[SMB &~ ¥ a3 O H#Eg AR Y 2 — (Auto-Detect Policy on SMB Session)] 7' & —/ 3L 47
varEANITHE SMB N DCE/RPC b7V AR — hDFHIT. ZDOF T v a vV OFRE
Aty vary ZEICHBMICA—NN—F 4 FTEET . SMBE Yy v a O HERHAY

T —(22-4 R—=V) LTI E S,

SMB DR 7234 (SMB Invalid Shares)

1ol D SMB 3V Y —Z2Zi#BT 5 K LT E/NLFERXB LARNWTEETT A M
FHTTAEE LIZEEF Y V=2~ NRITENL L . 7 Tuk vy B RNEDZ & 2K
HLET EBHOEFEZ D~ TRY-> THRETEET, MBS I 25 A% T
P Z &b TEXET, 2L UFIDOY 7 b =7 N—U 3 U CRINSATLEN BEERS
HATIEH Y FHA KICHZRLET,

"C$", D$, "admin", private

SMBAR—hK& SMB 77 4 v 7 OWGFOREBEDTHREINTWDIEE. 7 ety
HIXSMB FT 7 4 v 7 TESAREEEARHBLET,
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1ZEAEDEA Windows IZ KV ARINEE SN RIA 72t/ L LTHRET DI
X ZDORITA T RAVRBEEZMMTAELENSD Z LICEELTLEENn 22X KT
AT CIZCSFEILT"'CH ¢ LTHELET,

TOF T ardDANRy NEART BT V—L 133:26 ZHENT LT, ZEMIC oW T
X L= WRBE DR E (27-22 X— D) 2B L T E &0,

SMB &K AndX F =— 2 (SMB Maximum AndX Chain)
WS 7= SMB AndX @< RO KR (0 725 255) T, lEF . L3 odH; AndX o< >
RIZEE R8EEZE L BAICE > TIERRITZ R L CW D AREERH Y £ 8o~
VREAHFALAWEASIT1LAEEL Eta~y FOMOME 2 ESCT 51002 0 2457E
Lij—o
T ey iR ICEl v Rokes v b L EET S SMB 7Y atk v
N—=NAMEHTHY g~ FOENRBFEINTWABEEE LW EFRL EOEAIZIX
AR FEERTDHZEICERELTLEIWN, Z0% LA FITINET,

N
(E) SMB 7o haLiZELW—YETIRNOF T a DT 74V NREEEETD
Lol LTLEEN,

ZOF T a D4Ry M ARKT BT L—L 13320 ZHENIC LET B oW T
X N — VIRBED R (27-22 X— D) B BB L T F &,

RPC 7Fu X%y +F7 1 v 27 ®H(RPC proxy traffic only)

[RPC over HTTP 7 2 &3 &K — bk (RPC over HTTP Proxy Ports)] WA % THh 54 M Eh
57547 MO RPCover HTTP hTZ 7 4w/ in7uaxy NI 7 4 v 7 DR THDH,
FEMDO Web —N NT T 4 v 7 EELTOWDAREERSHDZNE I ERLET, 2L
ZIEAR—=180EFTaXy T T4 v EEZDOMOWeb Y — 3 NT T 4 v 7 O F EARE
THAREERH D T,

ZOFT v a U PEHICRS> TV LHEIT. T rXy T T 4 v 7 L ZOMD Web H—
N7 4w Ol ENREEINE T ZEXEV—"DNEHT XY = RTHDIHER
ElZ.ZoF T a AN LET AT L. 7V ety I T 7 0 v 7 2N
TDCE/RPC 55 L TWAMNE I MEHBIL fZE L TWRWERIZZDONT 7 4 v %
AL BELTCWAEAITUEAGITLE ST, 204 7Y a Y ERNICT H Z L THRIEEN
BAIIEN5 DX [RPCover HTTP 7’ 12 % ¥ 7" — b (RPC over HTTP Proxy Ports)] = v 7
Ry 7 ALEADCENTVWEEARE T THDLZ LICEELTLIEE N,

RPC over HTTP 7w % #— b (RPC over HTTP Proxy Ports)

F 34 23 DCE/RPC 7 5 4 7 > k & Microsoft ISRPC 7' 12 % 3 H— DI E B ST
WAHBEAIC HBEDKR— K TRPCover HTTPIC L W hox U v 7 &% DCE/RPC 5
T 4w OBRHEEENNCLET,RPCover HTTP K 7 o AR — MO T (22-8 X—) 2%
LT EEn,

AN THHYE DCEIRPC 7 7 v 7 BB SN DA — & BIITE £ 35, Web H—
IX—fXIZDCE/RPC T 7 4 v 7 EZDMMD NT 7 4 v 7 O HFIZT 7 44 b R— k%
HT 272D, ZOBERMBIZRDZ EEHEVHY EHA BN TH H5E . [RPC over
HTTP 7 & % > B @ik AR — + (RPC over HTTP Proxy Auto-Detect Ports)] IZAIC L £ A
N BHENDZFA4 T MUID RPCover HTTP T 7 4 v 73T xy I 7 4 w7 D
HTHY ZOMD Web ¥—N T 7 4 v 7 EEALTHRWEAIX[RPC 72Xy 7

7 4 v 7 D& (RPC Proxy Traffic Only)] ZH#hc L £9,
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RPC over HTTP #—/% i8— k (RPC over HTTP Server Ports)
Microsoft ISRPC 7' 17 & #—,3 % DCE/RPC %— "N HE 55K A b EICHREINLTED,
TNAANZD 20DV —NEDONTF 74 v 7 H2F=H L TVBEE BEDEKER— T
RPCover HTTPIZC LV bV 7 &% DCEIRPC T 7 4 v 7 Ot 2 H#hZ LE7,
RPCover HTTP k7 AR — MZDOWT(22-8 X—) Z L T 72 &0,
I DO T a v EANITHEZIE Ry Y= EOT B X Web h— iR
IO WEA T, 1025 ~ 65535 O R — ~iPH T [RPC over HTTP - — N @i AR — b
(RPC over HTTP Server Auto-Detect Ports)] & AT 2 M E N H Y £7 . 551 L > TE
RPCover HTTP — R iR— h 2 HHRETDHZ N  FOBIZITHEHRTE L2 —/3 R—
NeZoA 7 aOR—F VRARNMIBMTAIVNERHDZ EICHEEL TN,

TCP &*— bk (TCP Ports)
FBEDEKER—KNTOTCP D DCE/RPC T 7 4 v 7 O EZEZNC LT,
IEM72DCEIRPC FT7 7 4 w7 b A7 uA ME, S8ESERFR— k&9 25 A REM N
HVFET,AR—F1024 LD KREVWEFEEDOR— "N XTI BE.ZOF 7 a v E2HR
(29 5 HA1%.1025 ~ 65535 D7~ — h#ilH T [TCP H & i7" — k (TCP Auto-Detect Ports) ]
HHMITLHIVLERH Y 7,

UDP B— b
HBEDER—KFTOUDP D DCE/RPC FT 7 (v 7 OBHEEZAIC L E T,
IEY7ZDCERPC "o 7 4wt A7 MI,SEIERFR— ME2EHT 20 5N
HYFEFT HAR—F 1024 LD KREWVWESOR— MDD R TI lE0H. 2047 a EHERHIC
T 5 EA 15,1025 ~ 65535 DR — ki T [UDP H #h# AR —  (UDP Auto-Detect Ports)]
BT HHENRH Y 9,

SMB R— k (SMB Ports)
FEEDFHR—FTD SMB D DCE/IRPC T 7 (v 7 D EH L ET,

T74N FOBHAR— 2 LI SMB N7 7 4 v I RFET L ENH Y ET M0
A= MIFEALEDLY EEABFIZT 74V PREEZHEHL T EE W,

RPC over HTTP 7 % & H#)# R — b (RPC over HTTP Proxy Auto-Detect Ports)

F XA AN DCE/IRPC 7 7 A4 7 b & Microsoft ISRPC 7' 1 & 3 H— SOREICHEE ST
WAEAIC HEEDR— FTRPCover HTTPIZ LW ho U > 7 &% DCE/RPC k5
T4 v OHEBEEAECLFEFT.RPCover HTTP kT o AR — MMZDWT (22-8 2—73)
EHRLTLIEEN,

B THHEAIT., R — FEHRERE D=3 5720 IR — MPH & LT 1025 7>
5 65535 ZFEE L E 7,

RPC over HTTP $— NH & AR — + (RPC over HTTP Server Auto-Detect Ports)

Microsoft ISRPC 7' 7 %+ $— "B LW DCE/RPC — A HEp A58 X b FICiEINT
BOTNRAARZD2O00H—REO T 74 v 7 =X L TWDHEE HEOR— b
TRPCover HTTPIZ LV bV 7 &5 DCEIRPC ~7 7 4 v 7 O HERH 2 H 2
LE4,RPCover HTTP F 7 AR — FITDONT(22-8 X—) 2B L TL &,

TCP HERH R — b (TCP Auto-Detect Ports)
HBEDR—KTTCP®DCE/RPC N7 7 4 v 7 OBEEIRHAEZEZNCL T,

UDP B &i#H R — k (UDP Auto-Detect Ports)
HBEDER—KNTUDPD DCE/RPC 77 4 v 7 OHEIBEEZAICLET,
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SMB H&i#&HAR— ~ (SMB Auto-Detect Ports)
SMB @ DCE/RPC h7 7 4 v 7 O ZEANC L ET,

SMB 7 7 AV A > A 33 > (SMB File Inspection)
T ANMBRHEDOIZSOD SMB 8T 7 4 v 7 DA VAR T a v EANCLE T IROBRIRE
BdHYET,
- T7ANA AR Vg CEBENITT DR [A 7 (Off)] IR L £7,
— SMBT77 ANV T—XEBRETDHN.DCEIRPC F 7 7 4 v 7 IIBRELRWEEIX[7 7

4»@&@WW]%@Wbiﬁ};@if/a/%@ﬁﬁék 7 7 A vt DCE/RPC k7
T4y OMBFERETAHELV O AT 4 —~< 2 ANAETAHEENRH D F7,

— SMB T77A4/L& DCE/IRPC b7 7 4 v 7 O ERET HIT i[ﬁ/Kmﬂ%@ﬂL
FT,20F T arBEIRTLE RT3 —~ R EBTHR[EELRH Y 9,
SMB FT7 7 4 v 7 TOWRDTZ 7 ANMIODONTDAL AR g I R— &R TV E

B A,

- IOFTvarEAEMILTRIY v —%2EHT 2R S TCP £ 72X SMB & »
va yTCHEEINET7 AL

— 15O TCPE/~IZSMB v gy CRIBCIZEEIN-7 7 AL

— HHEOTCPE/-ILSMB Ly Y a ilbl-o>TiriEEIni-77 14V

- Avb—VBAOXRIAZ— N L R T — X 2 L TIRE I N7 7 AL

— [HW—F 7%y NIRRT —INEENTEBY T —2Z B34 —1"—F v 7 LT\ HilEk
77 A

- VE—FNITAT VIR T 7AN I —RNIBEGFL.EDT T4 7T b TREHIZEN
N7y A

SMB 7 7 ANV A VAT ¥ a DX (SMB File Inspection Depth)

[SMB 7 7 AV A A7 2 3 (SMB Filelnspection)] 23 [ 7 7 A /L D& (Only)] £ 721% [
YOMICRESNTWAEHEEIZSMB N7 7 4 v 7 T7 7 A ARBH SINTZRICHRE SR
LT —H DA NLTT, &t@b\*ﬂ’bﬂfr#ﬁfﬁbi?o
— 1775 2147483647 (F9 2GB) £ TOFPHN DFEEL
- 77 ANVEREBRET D 5G
— LT TFANA AR g R T LGS

DT 4=V RIIE.T7EXA aryba— L RY—TERSNTWAEEE LW, FN
XU NEWEEZAD LET [T 7 ANEA T HRET DA *"Fs’ﬂﬁ‘é/\/f Fi&%ﬂﬁﬁé
(Limit the number of bytes inspected when doing file type detection)] TEF SN TV AHE LY
%ﬁ%m@%:@ﬁfya/_ﬂﬁfékTﬁkx:/bm~wf)/% BE DN AN
REKMEE L THER SN ET IOV TE. 7 7 ANMBEOY LT 2T DA ARY
Tary N7 =< ABLUA L —YOFE(11-19 X— ) B L T &0,
[SMB 7 7 A /b A > A7 3 5 > (SMB File Inspection)] 7% [4 7 (Off) ] IZEXE SN T\ 55
BIDT =)V NIZEZIZ2 D £7,
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DCE/RPC 7V Fut vV DHRE

FIE 1

FIg 2

FIE 3

FIE 4

FIE 5

FIE 6

FE 7

S A &~ & :Protection
DCE/IRPC Y Zut vV rZa—" )L A7 ar b 120U EOX =47y hA_"—=X F— 7K
V—ERETEET,
Vxx b —# ID(GID)133 D/ — L EZHHIZL TWRWEE 7 Fat v iAo b4k
LERTAREDOHREA T v a ACHEEMIT N THDV— Lz HoN T, 7 e — 3L
DCE/RPC 47> 3 DR (22-3 X—) DCE/IRPC ¥ —47 > b _XR—ZA R o — F 7 3D
BN (22-9 X—) B I UONL— /WIRBEDFRE (27-22 XR—V) S L T 72 &0,

S5 0FEAEDDCERPC 7Y Fut v L— L TIX.SMB, = %7 3 3 > DCE/RPC. ¥
7232 x 7 v a v VARIDCE/IRPC @ b T 7 ¢ w7 CTHRESSCHRABIEH IR REIND & A X
VEWERENET, VT T 4 v T A THNCENCTE BNV EROFRIRLET,

Z# 221 rZZ 1 v 2T S DCEIRPC /L—/b

[ a4 7Y Fat¥ vy —/) GID:SID
SMB 133:2 ~ 133:26,133:48 ~ 133:57
o3 2 g o DCE/RPC 133:27 ~ 133:39
2% 73 v L A% DCE/RPC 133:40 ~ 133:43

DCE/RPC 7’V 7k v ¥ ZRET D ikE:

[7% & (Configuration)] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [~ U 2 —
(Policies)] >[7 7 & A =2 b r— L 7R Y 2 — (Access Control Policy)] DIEIZEIR L £ 7,

[77 A 2> bha—1 KU —(Access Control Policy)] X— UV RERENET,
WMET L7 7EA arbe—L R —ORIZHLImMET A2 (o )& v 7 LET,
TrRAaria— LR v— T 4 IRFRINET,

[FEAMELE (Advanced) ] # 7 &2 3R L £9°,

TR aryhr—)L R —DFMEESN—VUNRRINET,

[*% v b U— 27541 &2 AR U 2 — (Network Analysis and Intrusion Policies)] DRI & 5 R T A
A (g )EZ7V 7 LET,

[y RU—27 58 LR AR Y 2 — (Network Analysis and Intrusion Policies)] 7R v 77 v 7" o7 ¢
YRUBRRINET,

[% v bU—27 544 U >— U A b (Network Analysis Policy List)] Z2 UV v 7 L%,
[Fy FU—27 38R Y v— U 2 bk (Network AnalysisPolicy List)] iR 77 v 7 7 ¢ RO RE
RENET,

WET DRI —DRICH ORET A 2 ()22 Y v 7 LET,

BIORY I RREFEOEER S DG AICEE LWL BEEHITT HITIL[OK] 227 U v 7
LET ORI o —TORMBIFEDOEEDREFITEC OV TUL A ORI E R —EHOHE
E(18-16 X—) B L T Z 30,

[V > —1F# (Policy Information)] ~<— Y NF RIS ET,
EROF T — gy NV T [REE (Settings)] 27 U v 7 LET,
[F%7E (Settings) ] — Y REREINET,
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FE8 [77Vr—ar@rV etk vy (Application Layer Preprocessors)] @ F @ [DCE/RPC i% &
(DCE/RPC Configuration)] ZHZNZ L TWE N E 9 TR U T2 DO@IREE N H 0 £97,

s REVNHMRGA [WMEEAD]Z27 Y v 7 LET,
o RENEGTHLIGE . [A%)(Enabled)] #2 V v 7 L. [fWE(EdD]) 22V v 7 LET,
[DCE/RPC 7% & (DCE/RPC Configuration)] ~<— YN ERENFE T, X—TV FED A v —TIC
XREZELAR Y NI =75 AR) —BIARINET MO WTIE, Ry T —2 450
RV —F IR ARI —TOL A FTOEH(19-1 X—) 2SR L T EE,
FIHE9 ~/v— LDCERPC AT Y ayDi#EiR(22-3X—) THAT 247y a v a2EBETEET,
FIE 10 KD 2 OOXUIENRDH Y 97,

o HLWH—F v hR—=ZADKRY ¥ —ZBILET, =Y DEMT [P — 3 (Servers)] Dk
WCHDLBEMTA 2 (@) &E7Y v 7 LET[F—7 v OB (Add Target)] K> 77 v 7
U4V RUBRERENETLDOUEDIPT RLU A% [H—/3 7 KL A (Server Address) ]
74—V RIZHREL.[OK] Z27 Y v/ LET,

BH—OIPT7T RVAEZIET RVA Tuay s bW EInbonTnnEzidmbsz b v
v TR 57V 2 FEEETXE4,ASA FirePOWER 22— /L TO IPvA B LV IPV6 7
RKLax 7ayZOFERIZONTIZIP T RLADOHA(1-5 2—) BB LT E I,

FIFN b R —FED K25 HMORY) o —2HRETEET,

H—2Fyy hR—=ZADRY > —ThrT77 4 v 7 BT LG5 BETDHFR Yy NT—7 1%,
H—ry FR—=ADKRY) —DFEMNRERD Ty bT =T R ) —I K-> TR X
NEXY NIV BILOXY =0Ty hTHLID.FRITENHIC—BTILERDD
ETLHMICONTIE Ry b T — 2 SR Y S —IC K BRI O I R ¥ < A X (20-3 =—
D)EBRLTL I,

R=YDEMMOY—/3 UA MIFLWVHENPR RSN BRI TWDL Z EE2RTTEOHIC
AR S E 9, [RRE (Configuration)] £ 7 v a VS EH S BIMLZ7 27 4 —LD
BUTROEN IR S L E T,

o BEFDH =57y hAR—=ZADOKRY V—ORELXELZLET =MD [Y— 3 (Servers) ]
DOFTEMLERY V—OFEERT RLAEZIZ Vv 7T 50, £ [FT 74V F
(default)] 227 U v 7 LE7,

SR L 7= b U ASERANZER S [# A (Configuration)] | 7 & = o A8 BT &AL C L SR L
2R Y L — DBAEDRRIENF T SN ET BEFDR ) o — % BT 5101, Bk 5K Y
S DRI HBHIRT A 3 (F) &2 v 7 LET,

FIE 11 BETELXY =Ty bR—A RV = F T a 3RO EBY TT,

« DCEIRPC D& —4 v h_R—2 =N KU —%2FEHT 51O EOFRA NE2HEETHIC
. [% >y U —7 (Networks)] 7 4 —/V RIZ 1D IPT RVAFEZIEIT RLVA 7 a7 &
BT OWT I ELIEIm G E S~ TR -7 U A NE AN LET,

T4V RV =GO G TRRK2EHOTa 7 7 A NVERETCEET . T 74/ b
AU —TlE[Ry T —7 (Networks)] DX EA AR TEX VW LIZEE LTI W, T
AN R =X BORY —THRESINTWRNR Yy N =7 NOT X TOHF—N
I NET,

e Xy NIT—=2 7 AL MOIREFRA MIEHTHRY) =D& A FEHFRET DI [AY
v—(Policy)] ey 7 Z o UA RN W Windows £ 721% Samba®R U o— # A
TER@EIRL T,

[SMB &> ¥ a O H#ER A Y 2 — (Auto-Detect Policy on SMB Session)] 7' &2 —/ 3L 47
varEANITHE SMB N DCE/RPC b7V AR— hDFHI,. ZDOF T v a v OFRE
Aty varyZEICHBMICA—NN—F 4 FTEET . SMBE Yy v a O HEIRHAY

T —(22-4 R—=V) B L T E S,
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fBE DA SMB )/ ANDERBRITENTEAICETDZ et L 517 ) 7
Ty ERRET HITIE [SMB D )7 It ﬁ(SMB Invalld Shares)] 7 4 —/v Ric 4/ Y v —
A% T LT E 1 “Di IR E L E T, CFEHNORILT E/ANTFIRRB ST K
DOXLFINIH v~ TR > THRELET A7V a T Ex OXFEI 5| HETHTIZ &
LTEXET, CHIT RO Y 7 b7 =7 A=Y a U TIERMATLEN BEISLATIES
D EH A,

72 & 21X, C$.D$. admin, I3 L W private E WO AFTOEF Y YV —2EHRHET HITIE KD X
AT LET,

"C$", D$, "admin", private

SMB D 5 70 3k ﬁ?ﬁﬁtﬂ?‘é (3. [SMB " — | (SMB Ports)] % 7=(Z [SMB H @ Hi A —
(SMB Auto-Detect Ports)] & H#hZ LT, [SMB k7 7 1 v 7 (SMB Traffics)] 7' 1 —/3L 4
TarERNCTHUENRSY T,

E LA EDGE Windows 12 K D AHIDFEE SN2 RT A 7 2By &L LTHRET 12
FZDORIA TNV EEMINTHLERHLZ LICHEBELTIES N 2 2E R
TA 7 CHBET DT cs £21T resr EATTLET,

SMB ® DCE/RPC b7 7 ¢ v 7 Tl SN2 7 7 A V&AL .DCEIRPC k77 4 v 7 D
OHIE L2 WIGEIL[SMB 7 7 A /L A A~ > 3 > (SMB FileInspection)] Ku v 7%
Y UARRNNL[Z7A MDA (Only)] 8RR LEF,SMB @ DCE/RPC k7 7 ¢ v 7 THiH
émt774’ﬂ/<‘: DCE/RPC N7 7 4 v 7 AT HIZIE[SMB 7 7 A L A VAT g

> (SMB Filelnspection)] ke > 7% 7 URX NG [77A4/LDH(0Nn)] 3R LET,
[SMB 7 7 A /b A > A7 3 a O S (SMB File Inspection Depth)] 7 ¢ — /L FIZ HH &
N7 7 ANVNOBREINRE AL NIEADLET RSN T 7 AV BEEHRET DI
X0 2 AN LET,

HE 472 SMB AndX 22w > ROFRRKITFAEB A FRET 512X, [SMB AndX O KT = — >
(SMB MaX|mumAndX Chains)] ®~7 4 —/L FIZ 0~ 255 # ASJLET dliffshiza~> K
EFFAILARWG AT 1 2HELET, ZOMBELZENCT DT 0 ZANT 200 2132
DFAT v a rEBIEADEEICLET,

A

() SMB 7'm ha LW —H 72128 [SMB AndX D& KT = — > (SMB Maximum
AndX Chains)] 7> a v DF 7 4V bREEZLEFTHLHIICLTLIEEN,

Windows R Y > — K~ F AR — k® DCE/RPC F§74 v I EARET D Z EDNHEIBAL TV
HAR—FT.DCERPC N7 7 4 v 7 HMBETE L X HICT 2T M 7 v AR — h Ot
DF vl Ry AL 347 LET  F47 v 3 TAREHOKR—FEBM
FITHIBRTE T,

Windows A~ U > — M2, [RPC over HTTP 7' 1 % ¥ 4~— k (RPC over HTTP Proxy Ports)].
[RPCover HTTP — /X 7k — | (RPC over HTTP Server Ports)].[TCP 7 — k (TCP Ports) ], ¥ &
O [UDP R— k (UDPPorts)] W10 1 D £ IIEEOMA S b 28R L £9,[RPC
over HTTP 7’12 % 2 (RPC over HTTP proxy) ] W HEZh TH V risihd 7 747 > MO
RPCover HTTP b7 7 4t v /37 maxy b7 7 4 v 7 OHRTHLIEE(DED o Web
P—=N T T4 I MNEENTORVEE)IL[RPC 72Xy T 7 1 v 27 DA (RPC
Proxy Traffic Only)] 3R L £,

Samba R U ¥ —HIZ [SMB A~ — k (SMB Ports)] Z 3% L 77,

FEAEDLEEITT 74V MREEMHEH L E 3, 55>V TIZ.DCE/RPC k7 > AR — b
\ZHOUNT (22- 6/\»—‘/) RPCover HTTP F 7 v AR — 2O T(22-8 2—) B LW
DCE/RPC % —#% > hRXR—Z R > — F 7 3 L OER(22-9 X—) 2B L T &V,

1ODOKR=F 2 AT LM F vy a () TR TeR— FESHM, 723K — hES L
Pzl o~TRY 72 A 2 ASTTEET,
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DNS 3 — & F—ROIRERADTI 27 a4 FOHRH

e WBMEENTEA—FNRDCERPC T 7 4 v 7 HRIETENE I DERARCT EBETIHEI
&&f?&%ﬁtﬁﬁ“é i HEIBHE F T v AR— OO TF =7 Ry 7 A A =134 7
CLET, EBIC MBS TCAREHOR— M2 BMEITEIBRL £,

Windows 7~ U V—ﬁﬁ I\Z . [RPC over HTTP #— S H @& i A" — k (RPC over HTTP Server
Auto-Detect Ports)].[TCP H &h## Hi7—  (TCP Auto-Detect Ports)].[UDP H & A~ —
(UDP Auto-Detect Ports)] DWW I F 72 XMEEOMARDOEEZ TR L 7,

7272 L. [RPCover HTTP 7' & &% & H & #% 4~ — b (RPC over HTTP Proxy Auto-Detect Ports) | &
721X [SMB H & i — ~ (SMB Auto-Detect Ports)] 28R4 5 Z L XZ LA EH Y £HA,

BHE. T 72 AT R— MOHEERE I AA—FT 5720 BTS2 HEBH A — Mo L
T 1025 ~ 65535 O R — MEFHZIETE L £ 9, st/ DWW TIX.DCE/RPC k7 » AR — hIZ
DUNT(22-6 ~<—) RPCover HTTP k7 v AR — FMZOWNWT(22-8 X—) BL W
DCE/RPC % —#% > h_R—Z R > — F 7 3 L OER(22-9 X—) 2B LT &V,
AT DOWTIL.DCE/IRPC Z —# » b R_XR—Z R U ¥— 472 g ORI (22-9 2—) 25 M
LTL &N,
FIE 12 AV —%RGFT D MELZHITT DO EFEWET L HEARY v —DF 7 4L b EICKET,
BREREVAT LA FY v a2l L TR TTH. 00T EITOVET M OWTIR BAD
R R L —EHOMEE (18-16 X— V) 2B L TL P&V,

DNS X — & —RDIBENDO 7 XA 7aA{ O

Z A &> & :Protection

DNS 7' U 7ut v iZ . DNS F— L $—NGEEBRE L KIRTRHREOZ I A7 v A M3b
HME I EHERLET,

« RData7x A K~ 74—V RIZKT A —"—T7 1 —DTT
e HHWDNSUY—Z La—RK &A(4F
o BRI DNSY Y—RA La—F &ZA4F
FEAIZOWTIX KRDOFEHAZRL T Z3 W,
« DNSTVU ZFutyH#nl V—2 La— FOBEIZHOWNT(22-17 ~L—3)
« RData7 F A K 74— /)L RTOA— =71 —DOi{TOMH (22-18 <—)
e HWDNSYUY—RA La— R XA T7TOKH(22-18 X—)
o FEBREZRDNS Y YV —R La— R ¥ A FO#H(22-19 <2—)
« DNS7'VU 7rtvHhomiE(22-19 ~—)
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DNS ¥ —h F—ROEERDT 7 27uAf okt B

DNS7U uatzy¥DY J—RX La— ROBEIZDOWNWT

S A4 & X :Protection

B —fEH7RZ A 7D DNS Fx— b Y —NEEIITISE 2RO T2 7 T U ND A A 4k
THLOUEDIPT RLADPRENTWET EDOMDZ A T DY — NREIZIF & 2IEE
FA=N A=V OFEER LD Y OFEOY — "B IEEG TE W FREZ Rt T
D FR— DY — NONMER ENTBIREINTWET,

DNSIGEIZ A v =Y ~y X — 1 2L LOERZE T [HM (Question)] B2 v a v BLW
B (Question)] &7 > a L OERIZKHET D 32Dk Y v ([ (Answer) ]| [FEE
(Authority)]. 3 & O [iB/01% # (Additional Information)]) THEpk SN E T, 2D 3k v a D
JEENIT, R — b =N SR TWS VY —X L =2— F(RR) DERNB R SV E T, RO
FT.INHLD3O5DEZ v a oW T LET,

2% 22-2 DNS F—A #—/ VYRR &

vr7vayv NE 11

& 72V ICKT DRFEORIEZRMT | FAA AT AHIPT R
H129UFEDY Y —R La—KRK(CEF (LA
Tg V)

FE BR R TR — b T — "B LT L OLL INE DR — 5 T — D4 |
oy y—=2 va—KFN(FFvay)

OO EH 5% (Answer)] &7 o a BT |7 = U RSB OBOY— 0 |P
HEMERZRET S 12 EDOY |7 KL R
V=R La— K& ay)

SESERIATOY Y =ZA La—FRbYETN . IN6ETXIT-BLTROEEZ K-

T b A i j—o
Mame
Type | Class
TTL
RData Length | p
RData z
5]

i L TR TOXATDY V=R La— & X—>b b= NEERX vy =V [IHE
(Answer) ], [#£ (Authority) ], % 7= 1% [:B01% # (Additional Information)] &7 > = > CHEH T
EETDONS TV ety HiE Sz A7 0 A MZOWT 320K EEY v a v
DFRTOY V—Z La— FEBRELET,

[#14 7 (Type)] LW [RData] V VY —A La— R 7 ¢ — )L KIZ,DNS 7'V 7 ut& v ¥ TIIHFFIZ
HE T [FA 7 (Type)] 74—/ RiZ VYV —RA La—RDX A FZxLET,[RData] (V
VAT —H)T =)L RIZISEDONEE R LE T [RData) 7 4 — /L ROWA X ERNEIT, Y
V—A La—RKOXA TS IZL-oTRRY 9,

DNS A v E— 3l  UDP F 7 v AR —F 7a ha vz A LEd N EEEOH 5HE %
MBELTDHA =V XA T THDIHHESC.A vE—Y YA X5 UDP TULEEA[RE 72 ¥ A X%
ZTCWAEAIZTCPEZHEHLET.DNS 7Y 7Yty II UDPB L O TCP O/ IO

7 47 CTDNSH—NEEEZBREL E7,
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DNS 3 — & F—ROIRERADTI 27 a4 FOHRH

DNS7 VU 7ut v, I v RA L) —ATHRHENEZTCP vy v a v ERETP, Fa v
ENFAT Y FRRRTE Yy v a VOREREDRD A VAT v a v ERTLET,

DNS7'V 7 ety HICHRET D KRR —MI.v=/L /) U2 R—k53T7, ZiIix.DNS
F—A = XN UDPBLIOURTCP DS TDNS A v — IEHT 58— FT9,

RData7 ¥Rk 74—/ RTCOF—"—T7 a0 —DRITOBH

4V DNS U
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Z A & & :Protection

UY—ZX La— R XA TR TXT(TFA N DA RData 7 1 —/v KIZFRIEE D ASCI 7 F A
F 74—V NIZhHY 9,

mwafmﬁyﬁ®mmm?#XF74—»F’ﬂ¢5ﬁ—ﬂ—7m DOFAT DR
(Detect Overflow attempts on RData Text fields)] 47" a v &I L 72354513 . MITRE @ Current
Vulnerabilities and Exposures 7 — # ~X— A > CVE-2006-3441 — > ~ U T? EINTWDRTED
Mess vt 23k S E 4, Z iE. Microsoft Windows 2000 Service Pack 4, Windows XP Service Pack
1 3 X U Service Pack 2, Windows Server 2003 Service Pack 1 O EEAI DO Mfe85 1M T4, WBEH 1T Z D
MesstE & A L C.[RData] 7F A~ 74— /L RORSOEHEZ5| X = uﬁ%&bfﬂ/
Ty A== T %%Eéﬁéiij%%ofﬁ%mtz L Y= NIRE R A MT
BT ZEEEHZ LT AR MNERRICHBTE £,

7y77V%FKioT:@%%ﬁﬁ@Eéﬂf“&%iﬂv%?4/7/X?Aﬁﬁﬁbf
WHRARNRR Y hT—TNIZEENTWDAREER S HGE 13, ZOWEZ B I T H M E
N E£9,

TOF T a DA Ry NEARKRTAIZIZ A= 13L3 EEICLE T HEMICOWTIT L —
JVIRBEDFRIE (27-22 R—D) 2B L TL & W,

J—R La— K ¥4 OB

S A4 & X :Protection

RFC1035 Cix & £ ERV Y —RA La— R HXATREFWVWI AT L LTHESISNLTWET, 21

WL a—R XA TP ThHT-O, O AT AT INH6DLa— R X A4 7 IZkisLTE
LT AT, POXMRERDZEDRHVET, ZOLI L a— R XA TE2EDD LT
Xy NI — 7 2 BRMICEEL TCWARSZBREX WHODNSIGEETZDO LI L a—K &4
TR ENA Z LIFEEShEY A,

BEEHOEHENWY VY —A La— R XA TERHTHIEIICVATLAERECEET ROFIL, Z
nNoora—R 24 ZF0MBAEZRLET,

Z& 22-3 BV'DNS VY —X La— N1

a— R
RR # 4 7 |(Code) |FiEA
3 MD A — L D%E
4 MF A—=NDT FT—F

ZOX T ardA Xy R EARTAIZIF L=V 1811 AN LET BRSO W TR L —
JWRIEDRRE (27-22 X— ) B Z L T E &0,
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DNS ¥ —h F—ROEERDT 7 27uAf okt B

EERRI/2DNS Y V—X La— K ¥ A4 7OBH

S A4 & X :Protection

RFC1035 Cix & FFERV Y —RA La— K XA TRRBRIA T L LTHEESISNLTWVET,
INBIFRBR 2L a— RN 24 THDIOH, DOV ATAEIINGD L a— R XA 7 2xf
ML TELT . 27 270, hOMRLERDZERHVET , ZOLI> R L a— R XA TE2ED
H5XE90CF Yy U7 ZBMIICHETE L TCWAHAEZBREEBEDODNSIGETIDL I L
a— R XA PBEINAZ EIFBRESNEYA,

PR ORI L a— R A 72T 5L 0V AT AZHRETEET . RORIT.ZAHD
La— R AT Z0OHAZRLET,

& 22-4 BBRHILDNS VY — X La— N &1

a—FK
RR #A 7 |(Code) |#M
7 MB A—=INVEKRY T ADRAAL 4
8 MG A—)L T —TF X )N—
9 MR A= JR—Lh RAAL 4%
10 NUL ZEHOY V—A La— R

ZOF T g DA Ry MNEAEKTDHICIT VL1312 AN L E T EIc W T L —
JVIRIEDRRE (27-22 R—) BB L TL7E &0y,

DNS 7V Fut& v DORE

FE 1

FIE 2

FIE 3

FIE 4

Z A & A :Protection

DNS 7V 7t v+ ZRET DT KDOFIEICENE T, ZOR—DF 7Y 9 o DOFREDE
Mz oWTIZ.RDaa7TF A b 7 4 —/L RTOA—_"—T7a—DRITOMH (22-18 X—) |17
WDNS VU Y —R La— K ZA 70K (22-18 2—) BILOERAARDNS Y VYV —R L a—
K 24 7Ok (22-19 X—D) 2B L T &N,

DNSZVY ZFu¥ v Y EHRET AT ROFIEZEITLET,

[7% 7 (Configuration)] > [ASA FirePOWER 3% & (ASA FirePOWER Configuration)] > [R U ¥ —
(Policies)] > [7 7 A 2> Fr—/ b AR Y I — (Access Control Policy)] ®NEIZEIR L £9,

[77 %A 2> ha—/L iKY —(Access Control Policy)] _X—YNE RSN E T,
WET D7 78R ary b=V K)o —DBIHLIMET A2 (o) &E2 Y vy 7 LET,
To7EA Ay =L R — 2T g ERERRINET,

[FEME% & (Advanced)] # 7 &38R L £ 77,

Tr7EA ar b= R = OFMRESN— YRR RIINET,

[ U= 530 1R AR Y ¥ — (Network Analysis and Intrusion Policies) ] DR{IZ & 2 Mtk 7 A
av (g E7 Yy LET,

[*> N T—27 58 L2 AR Y 2 — (Network Analysis and Intrusion Policies)] /"> 77 v 7 7 ¢
YRUBRFRRINET,
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FTIPBL U Tenet F 77 4 v 7 DEEAL

FIE 5

FIE 6

FIg 7

FIE 8

FIE 9

[* v bU—27 38R U >— U 2 k (Network Analysis Policy List)] 27 UV v 7 L £,

[* v hU—27 38R U >— U A k (Network AnalysisPolicy List) | R v 77 v 7" 7 4 v R RFE
REINFET,

WETDRY O —DORICHLMET A2 (o V&7 ) v 7 LET,
BIORY O —ICREAGFOEEN O DIGAICET LI L BEEZHITT HIIX[OK] 227 U v 7
LETHIDORY & —TORRLEDEELEDRAFFIET OV TULHE O LR Y & —EHOHH
TE(18-16 X—) B L T E &0,

[V > —1F % (Policy Information)] ~~— Y NERENET,

D F EH— 3 v SFLT [RE (Settingd)] 2 U v 7 LET,

[F%E (Settings)] X— Y REREINET,

[77V—varvEr V7 at v (Application Layer Preprocessors)] @ @ [DNS &% & (DNS
Configuration)] Z G NI L T AN E I IR LT 2 DDOFIRIER H Y £,

. RENADREE . WEEND] 227 Y v 27 LET,

s REVENTHLEHEG . [A%)(Enabled)] 227V > 7 L. [#E(Edi)] 227 Vv 27 LET,
[DNS # & (DNS Configuration)] X— Y RERINET A=Y FHO A v =T REEE
Xy NU—=I R Y =B RSNE T EMICOWTE . *y N = iR Y v —F 7
FRARY —=TO LA YOMHEM(19-1 =) 2L T ZE0,

(FER) [RXE (Settings) | fHBLORDIEHE A H TE £77,

o [R—hr(Ports)] 7 4 —/L KIZ.DNS 7Y 7t v %N DNSH—NGnEE2 T =435 1oL

FORETR— P EBELET EEOR— 2R ET2EB/IT. D~ TRUIY £9°,

« RData7 ¥ A~ 74— /L RTONRy 77 F—_"—7a—i{TORMEHEHT DI,
[RData 7 F A b 7 f —/)L R TOA—/3—7 1n—ilfT D (Detect Overflow Attempts on
RData Text fields)] &= v 7 Ry 7 A& A2 LET,

e HWNWUY—R La—R AT ERHTEDL LT HITIL[HV DNSRR ¥ A 7 O fi i
(Detect Obsolete DNSRR Types)] = v 7 Ry 7 A& A ICLET,

o ARV Y —R La—R AT ERHTE D LT 2[RI RR 4 A4 7 Dfi
i (Detect Experimental DNSRR Types)] 7= v 7 Ry 7 A& A I LET,

FIE 10 NV =2 RFT D MELCHTT 2 ERLWET 2 EARY —DFT 7 40 FREICKET

BHEEVAT A XYy allE L TR TT2. 00T EITVET GBI O W T BEAED
R L R O —EHOMEE (18-16 X— ) 2B L TL &V,

FTPB XX Tdnet 57 4 v 7 DIEEAL

Z A & & :Protection

FTP/Telnet 7 2 — X I FTPE L O Telnet 77— % A R U — L &S L T A—L =Pt kb
MHEORTIC FTPEB XN Telnet =~ > REZFEHRBEL £,

Y=L —24 ID(GID)125 3% L U126 ® FTPI L UM Telnet 7' 7'm & w # L— L& L TA
NUNEERT OHEF INOOL— AV EENCT HBEND Y ET RSOV T L —
JARBE DR E (27-22 R— ) BB R L TL P&,
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FIPBLU Tenet F5 74 vz oEE M

FEMIX RO Ry 7 2SR L T IEE 0,

o 77— VL FTPEB LD Telnet 72 2 2DV T(22-21 <—)
o Ju—/NL FTP/Telnet 7Y 3 » OFRTE (22-21 _X—)

o Telnet &7 a DOV T(22-23 —7)

o Telnet 73 3 v OERIE (22-24 ~—)

o Y= NRL YLD FTP AT ¥ 3 2D\ T (22-25 X—)

o = ANL LD FTPA TV a rORRIE (22-28 X—)

o UITAT Y RLULD FTP AT L a2 2D T (22-31 X—)

o UIAT U RLULDFTPAT v a v ORE(22-33 2—)

Ja— N )LFTPBELX N Tdnet 7> a3 22\

Z A4 &> & :Protection
FTPTelnet 72— 40N hDODAT— IV A VAT g VERIFIAT— R LA A AR
TvarvERITTAENE IO T a—FREE L FTP £/- 3 Tenet v > a V2T 250 E
IMBILRT a—FREESLT — X ORHKBRICT —% AN —2OREEZFITTH0E > M»
EWRETAHIa— L AT g o ERETEET,
TO#MBETTY) 7at oy L—RBERINTWRWES A7V aidid7 ) et vyt
=V RNBREMF T STV ERA,

ATF—h TN A AR g v (Stateful Inspection)

BRINTWDLEE FTPITelnet 72— X (3REEZRTFE L . &7 vy Mok yvay arvs
R NEREL RISty g T ERE LETOEBIREN TR WES By
vary aryrxXANRLTHEAONN Yy NESHTLET,

FTPF — Xk 2 AT AHI2IT. 204 7> a V2 BINTAHALENH Y 4,

BBk b T 7 4 v 7 OFH (Detect Encrypted Traffic)
At Tenet KL O FTP® vy v a v 2HRHELET,

TDOF T ardDA Ny NEART HITIZV—L 1257 B LN 126:2 A3 L E T, 354
IZOWNWTIZ I —VREEDO R IE (27-22 X—) 2 BB L T F &0,

BT — & DRRZE % #%1T (Continue to I nspect Encrypted Data)

7°)7°E"E/4j"iﬂ/f H AN —LORFFHBELT—% AN —LAOBREEHITL
BEHIZT a— RENz=T — 22 mBETDHEHIITHERLET,

ra—N)LFTPITdnet 7> a VORE

Z A & & :Protection

AT =PV AERWEIAT = IV A VAR v a v BEEITTDENEIDREEAL N T 7 40
ERHET 0 EI D BLOK S LENTWD EHESNTZT —H AN — LD BT —4
DOREZT 23— BNATT 20 E 9 D EHIET 572D FTPTelnet 7 2 — X O 7 v —/3)L 4
T a v ERETOIVENLY £, 70— LR EDEMIONTIX /e — L FTPEB LW
Telnet 7' a3 2 HOWNT(22-2L R—V) BB L T E X,
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FTIPBL U Tenet F 77 4 v 7 DEEAL

FIE 1

FE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIR 7

FIE 8

Ta—r_N ATy a v ERETDAIIZROFIEEZITLET,

[7% & (Configuration)] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [~ U 2 —
(Policies)] >[7 7 & A =2 hm— L 7" Y 2 — (Access Control Policy)] DIAIZEIR L £ 7,

[77+&A 2> kr—L KU —(Access Control Policy)] X— Y NERINET,
WET L7 7R aryha— L R —ORIZHLmET A2 () &7y 7 LET,
Tr7RAaryita—L R — T 4 XNRFRINET,

[FEAMELE (Advanced) ] # 7 &R L £9°,

TR arbta— R —OFMREN—VRERRINET,

[% v b U— 2754 &2 AR U 2 — (Network Analysis and Intrusion Policies)] DRI & 5 R T A
a (g &7V 7 LET,

[% v b U— 2754 &2 AR U > — (Network Analysis and Intrusion Policies)] 8 v 77 v 7" o7 ¢
Y RUBRRREINET,

[*y FU—27 38R Y v— U A |k (Network Analysis Policy List)] 227 U v 7 L %7,

[F> FU—27 38R Y v— U 2 bk (Network AnalysisPolicy List)] R 77 v 7 7 ¢ RO RE
RENET,

wETDRY P —ORBIZHLMET A2 (o) &7 ) vy 7 LET,

BORY —ICRIRGFOEL R o DA I CEE 2L BELHAT T 21T [OK] 227V v 7
LETHIORY = TORBIEFEOEEDLRIFTIEIZ OV TIBAE DR LR Y o — L H O
E(18-16 ~—V) ZZM LT ZEW,

[V > —1&# (Policy Information)] ~X— VB3 F/R S ET,
ERlOFEer— gy RELT[RE (Settings) | #27 Vv 7 LET,
[R%E (Settings)] ~— Y RERINET,

[FFEHIE% & (Advanced Settings)] X — VN E RSN E T,

[7 7V r—vavEr e ”uat v (Application Layer Preprocessors)] @ F @ [FTP & Telnet &
5% (FTP and Telnet Configuration)] ZHZ0Z L TW A E I IZIE U T2 DOBINE N H 0
£7,

« WENADRGE REEAD] 27 Y v 7 LET,
o BRENEXNTH D56 . [A#(Enabled)] %27V v 7 L [ffk(Edit)] 22 U v 7 LET,
[FTP & Telnet ™ ## kL (FTP and Telnet Configuration)] ~<— YR #FR S L E T,

R=UTFHDORA v E—VIT BEEZELR Y =75 R Y —ER RSN ET, 6o
WTIE Ry P = 5HRY) —F 3B ARY O —TO LA YOFE A (19-1 <X—) &R
LTL &N,

e b

ZONR—=UDFEDOMA T g L OBEDFHEMIZONTIX. Telnet 7> 3 » DT (22-24 ~—
) =R~V D FTPA TV a v OORE(22-28—) BLX OV 4T bL~ULd FTP
T g DORE(22-33X—) BT EEN,
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FIPBLU Tenet F5 74 vz oEE M

FIE 9 (EE)[Z v — Lk iE (Global Settings)] ~— VHHBOKOHE #Z T TEET,

o FTP X7 v b2 EDEHBREINTZTCP A N —AZBET DT [AT— 70 A AR
7 v a3 v (Stateful Inspection)] Z38R L £ 77, R S L CTWRWAST y NET & T 5
WX [AT— 7 b A AT g v (Stateful Inspection)] 227 U 7 L9,

s WEILFT T 4 v 7 BT IR [R5 N T 7 1 v 7 OFiH (Detect Encrypted Traffic) ]
EBRLET SN T 7 ¢ v 7 ZBET I BB NT 7 1 v 7 O (Detect
Encrypted Traffic)] 22 V7 L7,
o MBS LT A MY — ANHEE S SNAERFTREIC 2 2 B5 12K 2 T b b A K
U — L DA ZKATT 5% a0 1%, [$i1T (Continue) ] Z 2R L £ 4,
FIE 10 RNY O —Z AT D MELHATT D EHEEZWES 2. EARY 2 —DF 7 4V FREICRET .,
BEREVATAL XYy V2l L TRTT2.00TA0EITVET IOV TE HAED
fRik & AR YV —EHEOREE (18-16 X— ) B L T &0,

Telnet 7T a 22O\ T

Z A4 &> & :Protection

FTP/Telnet 7 22— X2 L % Telnet 2~ > RO EFRILEZ B E-ITEDIC L KFTEDOERE r— A%
BHNE T ITEDNC L IFATHE Are You There(AYT) I L S VWMEAHRETE £,
UTFOBBETT) 7oty L—ARELINTWARWES A7 a i 7) ak v
=V RBREF T STV ERA,

A— b (Ports)
Telnet 7 7 4 v 7 % EHALT AR = 2R LET AV X —T =2 AT HEOFR— %
v TR > THELET,

IEFHAE (Normalize)
FBEDR—r~D Telnet 77 4 v 7 ZEHILLE9,
e an (Detect Anomalies)
SHeT 5 SE(F 7RIy m— g UIRT)NRWTelnet SB (7 r I —3 g VBER) O
HEBEZT LET,
Telnet XY R— b2 7 x> —2 9 3. SB(H T I m—3 g LG TG L.
SE(H 7RI m—a & T)TRTLTWARITNIERY A, L2 L., —E® Telnet
P NEEEETIX KT D SE D72V SB MR X FE T, 2L, FEEEGNZ RN DB
NOHLEREREFETT FTPIZay he— L5 T Tenet 72 Fa V2 {FEHT 570,
FTIPH Z OEMWEDOREEZ ST £7,
ZORENTdnet 877 4 v 7 THRHEEINDIGAICA X FEARKT DITV— 1263 %
AL FTPa~<w >y R Fx xRV TR SNDGEICA XY NEAKT 51213 —0 1259 %
BN TEETL MOV TII NV — WIRIEDRRE (27-22 X—) B L T &0,

AreYou There I#® L % VMl (Are You There Attack Threshold Number)
HEET D AYT a2~ ROBEPRED LIWEEZBAT-HAICETOZ L2 LET, VA
SFAYT LEVMEIZ 20 LT OEZBRTETHZ E2HRL £,
TOF T ardDA Ny NEART AT V—L 12611 AN UE T BRI oW T,
L= RIEDFRIE (27-22 X—) #HR L TL E &0,
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W FPBLIUTdne F57 4 v 7 DEEAL

Tdnet &7 a3 VORE
Z A &> A :Protection

EHALZHENEITEN L FEDORT r— A2 HNE -3 EIZ L P A HER Are You
There(AYT) 230 L & VWMEZHIH T2 Z 0N TE £94 . Telnet 7> 3 » OFEMIC DWW TIE.
Telnet 7> 3 2O T(22-23 X—) 2B L T FE N,

Tenet 7Y a v 2RETAHITFKOFELZETLET,

FJE 1 [%E (Configuration)] > [ASA FirePOWER % i& (ASA FirePOWER Configuration)] > [ U & —
(Policies)] > [7 7 & A 2> hr—/ b 7K U I — (Access Control Policy)] DJEIZEIN L E T,

[77 %A 2> bua—/L R ¥ —(Access Control Policy)] _X—YNERENET,

FIg 2 WETDHT77EAarbe— L R —DORICHIMET A2 (B2 ) v 7 LET,
T7Aarvbu— LR V— T 4 IREREINET,

FIg 3 [FEMERE (Advanced)] # 7 & IR L £7,
TR arhr—)L R —OFEMBEESN—VRERINET,

FIF 4 [y FT—Z75H LEARY 2 — (Network Analysisand Intrusion Policies)] DHEIZ & 5 fREE T A
ay (g ) Er7 Vv 7 LET,

[y NT—27 538 LR AR Y > — (Network Analysis and Intrusion Policies)] R v 77 v 7" o ¢
Y RUBNRRINET,

FIES5 [y hT—24GHAR Y — U & b (Network Analysis Policy List)] 227 U v 27 L £,

[* v hU—27 38R U >— U A | (Network AnalysisPolicy List)] R v 77 v 7" 7 ¢ v RO RE
IRENET,

FE6 WETHRY O —DRIZHImRMET A2 (o) &7V v 7 LET,

BIORY O —IZRREGFOEERD HDIGEICEREEMWIEL BEEHITT BITIL[OK] 227 U v 7
LETBORY ¥ —TORERFDEEDRF TFIEZOW T FEA O LR o —EHOM
T (18-16 X—) B L T 7ZE W,

[V > —1F % (Policy Information)] ~— Y NERENET,
FIE 7 FEROFESr— g NRVT[RE (Settings) ] #7 Y v 7 LET,
[F%E (Settings)] X— Y REREINET,

FES [TV —rarvErarak ¥ (Application Layer Preprocessors)] @ F @ [FTP & Telnet ™
5% (FTP and Telnet Configuration)] Z B ZHZ L TW A E I IZIE U T2 DOBINE N H 0
£,

o WREDNANRGE . MEEM)] 227V v 7 LET,
o WENETHLILGE. [A%)(Enabled)] 27V v 7 L. [fwE(Ed)]) 227V v 7 LET,
[FTP & Telnet D% (FTP and Telnet Configuration)] X— YN E RSN £,

R=VTFHDORA v E—VIT BREEZELR Y T —=7 R =R RSN ET, Mo
WTIE Ry N = 5HRY) O —F 3B ARY > —TO LA YOMFEH (19-1 X—) = &R
LTL &N,

BEvhr ZOXR—OFOMF TS a OB EDOFEMIToONWTIE. 2 — 3L FTP/Telnet 7> 5 > D
BE(22-2L =) =R ~ULD FTP A7 a v ORIE (2228 2—) BIRIFA4T7 2 k
LULD FTP A7 Y a VORRTE(22-33 =) 22 L T 72 &0,
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FIE 9 (LE)[Telnet i% & (Telnet Settings)] < — VHEIKOK DIEA 2 A H TX £7,

o [R—=HK(Ports)] 74—/ RiZ . Telnet N7 7 4 v 7 %7 a— K95 120 EOR— NEiEE
LEd, % . Telnet (X TCPAR— k 23 128t L £ O KR — N2 EET 58T b~
TRV £,

A

BE WA LT 7427 (SSL)ITTFTa— RTERWVWO T, AR— k 22(SSH) #1895 & TS DOfE
EREUCDAREERH Y 97,

o Telnet EF L Z B 7213 ERNICT HiiX. . Telnet 7 2 k=L A7 3 o [IEFAE
(Normalize)] F=v 7 Ry 7 A& 43471 LET,

o HEEMHEAELITECT DI . Telnet 70 b2 &7 2 g o[BI (Detect
Anomalies)| F = v 7 Ry 7 A& FrE£-34 7 LET,

o PRI HEEEAYT 2~ RO % [Are You There BB L = \ MV (Are You There Attack
Threshold Number)] I8 E L £,

Je

EYh VAIFAYTLEWEE LTT 74V MELL FOEEZRTT D2 & 2HREL £9,

FIE 10 NV —%RTFT DL MELFITT O EFEMWEST L HEARY —DF 7 4L bR TIZET,
BHEEVATA XY v allEBEL TR TTS. 0OV TNNEITOET MOV BAED
R L AR Y O —EFEOREE (18-16 X— ) 2B L T P&,

P — NV RUVDFTP A7 3 DT

Z A & & :Protection

BEOFTPY—N"TTFa— K47 va v aZETCEET N RTHE— T a7 71002
I F T T4 V=R THY— RO —RIPT RLRAER— IR EENET BT 5 FTP
av U RE BEOY—ATERT S FIPa~vy FEEEL.a~v Yy ROREKRNSFTA—2EL2H
ECEET  F. T a—FRRED I~ NCHRIET DRFED 2~ MEXEZRTE L VR K
Kavwy R RTGA—HRERETDHIEHLTEET,

UTOHMTTY Fatyh L—ARERINTOWRWGES AT v a A7) ey
JL— VISR BTV ER AL

Fy bU—2
FIPY— O 12U EDIPT RLAZBETDICIF.ZOFTvarzflLET,

LODIPT RVAFERIIT RLRA T ey 7 BBETDHIN.ZOWNTIUNEIIE N5
HA7TREY SV A NERETEET,RETE D RACTHIL 1024 LF T, 7
THNN TR T AN EEDRK25F\O 0 7 7 A VEHRETEXET,ASA FirePOWER
EFEVa—LTOIPVABLIRIPV6O 7T RL A 7ay 7 OFERHIZOWTIZIP T KL Z2OHIH]
(15 X—=V) ML TLLIZEN,

7‘\\721‘/1/ ]\ 7‘1—\09 v — @ default %ﬁﬁiﬂfii\?ﬂ@&”—b—/ }\“\‘_‘X ZKDU V_Tjj/\_éﬂf
WRWE=HXMGR Y NT—7 7 A FOTRTOIPT RUARREIND Z LIZEER
LTLKZEV, LN ST T 74NV N R —DIPT RLAEIET RV A 7oy 7k
BECET EFLBEETHIMNELLY EFAELFOFRY P —TCZORELZEHIZ L
.any #F€TT7 FLAFKZFL(0.0.0.000 F7-1F 0 AEHL-ZV 52 LT TEERA,
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FTIPBL U Tenet F 77 4 v 7 DEEAL

=Ty FR=ADKRY =T 774 v 7 2B T LG5 BETLRY U —7
I F =Ty PR=ZADRY P —DOREMNRLRDLF Y NI =TGR > —I2& > T
BNy NV—FI BRIV =078y b THLIN ERTENHIC—KT HME
WY ETFHEMIONTI AR Y P =7 AR P —IZXDHLBELD I R 2~ A X
(20-3 =) ZZM LTSSV,

A=k
FRAANGN T T4 v T HFT=HT B FTIPH—ROR— 2B ETHIL. 204 T3
VEMALET AT 2 A AT HEBEOFR— e TRY > THRELET,

FileGet @< K (File Get Commands)
PRI TTAT VM T 7 ANEBHRETDHE-ODIHEHT S FTPa~ FEERTHI
. 20F T a v EERLET AR —= DO RBRWED 2L DEEZETE LRV
TLEEW,

File Put =< > F (File Put Commands)
TIGAT "M — N T 7 A NEERET H-OIEHAT D FTIPa~y RETEET DI
. 20F T a v EERLET. S R— FDDOERBRWEY . 2D DA ZEE L
TLIE&E W,

Bh0 FTP =< > R (Additional FTP Commands)

Ta—XnBmHToa~vr REBMTHRET I, o7z HLET Ekoa~ 2 K
ZBEMTA3EAIE. 2~ FEAR—=ZATEY > TLZEV,

F 7 3V MER/ST A —F & (Default Max Parameter Length)
REBEERNAGA—FENRBEIN TRV ROBEKRAATA—FXESBRET 12T, 2
DATvarEHFEHALET,

CDOF T ardA Ny M EAKRT BT V= 125:3 AN LE L EEMIC oW TR,
JL— WIRBEDFRE (27-22 X— ) M L TL 72 &0y,

IR /3T A — 4 £ (Alternate Max Parameter Length)
BIGDIRNRT A=A EERNT2a~v REBEL. ENDLDO A~y RORRKRT A —H
REBET X, 2047 va vz LEd . EMA)] %227 Y v 7 LTiT&BML,
BWEDa~y FTHRIET2RRDIRERATA—FREZEBELET,

T F—< v P XEFIHEDOHE 2~ F(Check Commandsfor String Format Attacks)
BESINTEav Ly RCT74—~vy NUFHKBEZRET DX Z0F 7 a 2 HEHL
7,

TDFT v ardARy NEART AT VIV 1255 A0 LE T, SRS WL T,
= VIRBEDFRRE (27-22 X— V) B L T E &V,

<Y ROZY M (Command Validity)
BEDa<y ROFMRIBEXEANTIICE. 2047 va v a2EALET FIPEED —
HELTZE LRI A= OB LERIET D FTP 2~ R 8T A —2RAEAT — h A v
N OAERKIZ DWW TIE FTP 2= K NT A —ZRAEAT — N A > N DIERK (22-27 X—V) %
SZHLTLESWEBMAdD] 227V v 7 LT . a~vy FRIETZ2BMML £,
ZOF T arDARy AR T BHITIT L —L 12522 B LN 1254 AT UE T, M
ICOWTIL L= R EEDFH T (27-22 X—) 2B L TL &0,
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FIPBLU Tenet F5 74 vz oEE M

FTP#xk %4 (Ignore FTP Transfers)

T REEET v RV TREEA VAT S g VUNDT R TOA AT g U EEMIC
CTFIPT—HREDONR T 3 —< U A2 WETHINE. 0L T a v A LET,

FTP 2~y RT® Tenet =R 4r—7 a2— RO#H (Detect Telnet EscapeCodeswithin FTP Commands)

FTPa~> R Fy¥ XN TTenet 2~ RBFEHEINEGAICEFOZ EE2BRHET5I121E. 2
DFTarEHFEHLET,

TOF T ardDA Ny NEART BT V—L 125:1 AN U E T B oW T,
= WRIEDFRE (27-22 X— V) R L T E &0,

ER{LRRIZEE o~ > K% %4 (Ignore Erase Commands during Nor malization)

[FTP =2~ FT® Telnet IX/T 72— RO (Detect Telnet Escape Codes within FTP
Commands)] BN SN TWDLHEIZFTP N7 7 ¢ v 7 OEHLIFIC Telnet O CFE LW
ITOWEa~y REEET 5HIC i SOFF A VEMBEHLUET, ZOREIX FTP ¥ —Z
&% Telnet =~ RO GIEL BT 28ERH Y £, RIS H LWV FTPH—A
X Telnet HE o~ REBBE L TR IEEA LD HWS— 3T Telnet 1§ & =~ > K& LEE
THRICEEL T EEN,

NG TNY 2—F 4 V7 FTP a~< > FOWIERED u 7 % 58k (Troubleshooting Options: Log FTP
Command Validation Configuration)
NTZ TNy a—T 4 TN THR— R F'ﬂb\/\bﬁfcﬁ% =Y A STy
HFTPa~vy RTELICREBREM N T AL VAT LAERETHZ EEERIND
Bandbn £,

&
ar >

TONIF TN a—TF 4T F T g /ODEX;EEJTET% ERT =< R BE G250
T YR =IO HA T AEZTTEGAEICDRER LTIV,

FTP 2= R RT A—FRFEART — kA > b DYERL
Z A4 &> X :Protection

FTIPa~y RICHTHMAEAT — b AV FERET D &S ILT EBHORBRTA—F %A
NR=ATRY> TIHETEET,2 0087 A—=HXMIZ/3AF U OR BRZVERRT 5 I21T, Bk
AT —=hAVRNTIZD2DODNRTA—=RE)RATLF(]) TR THELET AN TA—F %
KAy a() CHIrE . ZINLEDNRTGRA—EINE TS a L THDHILEERLET NI A—F %
iy () CTHirE  ZNHDONRTA—ENUNETHDLZ EERLET,

FTPEBEDO—HE L TZELENRNT A= OB X ERIET D FTP 2~ K /NT A — X RFEA
FT— AU FEERTEETEMICONWTII =L LD FTP A7 > g 2D\ T
(22-25 XR—) EB LT &N,

FTIPa~y R AT A—=HFRGEEAT — h A M TE DN T A—F ZROKITRLET,

2 22-5 FTP w2 FNZAX—X

FERT BT

A=K EITIN D REE

int IRENDINT A= NERTHDIVERHY £,

number INSNDINT A—HZ N1~ 255 OFFHANOERTHLIMLERZH D £,
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# 225 FTP w2 FNF X —4 (&)

FERTLRT
A—H EIT SN D RGEE
char _chars IRENDINT A—HPHE—LFTHY D _chars 513U E LT X F

DIOTHDIVLENRLY £,

72 & 21T HRAESI 2K char SBC %l L C MopE D 2~ > RIRGFER EFRT 5
L MoDE AV Y RD/NT A —F RN T s(Stream £ — R &/5R-9)  30F B
(Block & — R%&Z 7<), 7213 3CF ¢ (Compressed £ — K& /R~9) &5 AT
WHE I PPREESILE T,

date _datefmt | datefmt|Z + WEFENTWVAEE RIND/NNT A —Z[FHETH D
ERHY ET,

_datefmt |2 c WEFENTWDIEHEE RINDH/NT A —FILFTh H
ERH ET,

_datefmt |2V T I NVLFHINEENTODHAE RIND/NT A —Z X
VT INLTFINC—FH L TWDAMENRH Y £7°,

string IRSNDINT A—=ENLFHTHLNERNDH Y 7,

host_port IRENB/NT A — &%, RFC 959 (Network Working Group (2 & % File

Transfer Protocol 11:4%) TEZ SN TWEIERBR A A B R— MEEFTH
HVENRHY FET,

FROEOHE L ZVEIS L THAGDEDL ZLICEY N T 7 4 v 7 ZRIETHOHLERDH D
BFTPa~y FEELLRIAFT AT A—FRiAFAT — A v b 2ERT& 7,

@E) TYPEa~r RIZHEARZEDLHAE. X2 AN—ZATHATIEEW, £ . ANOKE AT
v REAR—ATHATLEI W, 728 21E . char a|B TIE72< char a | BEANLET,

N A > N = =
P — RN _)VD FTP AT a VDERTE
5 A & & :Protection

PN LN TCRFEIERA TV a v ERECEETBMT D FIPH— AT LI FE= TR
DR—F MR DOa~ L R avxy ROF 74V Mg RARATA—FE BEDa<v L ROR
BNRTGA—HFE BILOFED a2~y FOMRIEXEIEE CEET, L. FTPF ¥ R T
T —<v FXFIHESL Telnet 2~ REFARDINEI D . BLOEKa~r ROEREHEHRZ
HWAHTHmEIMERIRTEET =L ~LD FTIP T 7 a VOFEMIC O WTIZ, — 1
LD FTP A7 g DN T (22-25 X—D) BB L TL P&,

P—RL~ULD FTP A7V 3 v ORETI:
FIE 11 RETHRY o — ORI hHRET A 2 ()22 Y vy LET,

FE 1 RELTORWEERH L8551, [ E (Configuration)] > [ASA FirePOWER #% & (ASA
FirePOWER Configuration)] > [~ U — (Policies)] > [7 7 A 22> b —/L /K U ~— (Access
Control Policy)] DJEIZEIR L £,

[727+®Ax 2> br—/L iKY —(Access Control Policy)] _— Y RNFE/RENET,
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FIE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIE 7

FIPBLU Tenet F5 74 vz oEE M

WET L7 7EA arhe— R —DRICHLIMET A2 (o) &7V vy 7 LET,
TIEAaryie—)L KR — T 4 ENRFRINET,

[FEME% & (Advanced)] # 7 &38R L £ 77,

TR arbta—L R U—OFEHBREN—VREREINET,

[ FU—7 50 1R AR Y ¥ — (Network Analysis and Intrusion Policies) ] DR{IZ & 2 Mtk 7 A
av (g E7 Yy LET,

[*> N T—27 538 L2 AR Y 2 — (Network Analysis and Intrusion Policies)] "> 77 v 7 7 ¢
YRUBFRRINET,

[*y hU—27 38R U >— U 2 k (Network Analysis Policy List)] 27 UV v 7 L %7,

[*v hU—27 38R U >— U A k (Network AnalysisPolicy List) | R v 77 v 7" 7 ¢ v R RF#
IRENET,

BORY > —ICRRGFOEER D DB ENER 2R L BIELHITT 2113 [OK] 227 U v 7
LETRIORY ¥ —TORRIFOEEDORFIFIEZ OV TIE S QR &R Y > —ZEH O
E(18-16 ~— V) ZZMML T L&,

[V v —1E# (Policy Information)] ~— V&R SN E T,
DT E S = 5 v RRAT [ (Settings) ] #2 U v 7 LET,
[F%E (Settings)] X— Y REREINET,

(77— av@rarat v (Application Layer Preprocessors)] @ @ [FTP & Telnet @
5% (FTP and Telnet Configuration)] ZHZ0Z L TW A E I IZIE U T2 DOBINEN H 0
£,

o WENFAN LA WMEEMD] 227V v 7 LET,
s REVENTHLHEG . [A%)(Enabled)] 227V > 7 L. [#E(Edi)] 227 Vv 27 LET,
[FTP & Telnet ®#5k (FTP and Telnet Configuration)] ~~— VA& RS E T,

R=UTFHORA v E—VIT BREEZELR Y =75 R Y =R RSN ET, 5o
WTIE R v b ‘7—067\1%?” U —F 3B ARY O —TO LA YOEMH(19-1 X—) 25K
LTL7Z&E,

e b

FIE 8

ZOR—=TOFEDOMAT T a VOBREDOFEAMZOWNWTIE, Ve — L FTPTelnet 772 3 > O
FE (22-21 X—2) Telnet A7 g v OFE(22-24 2—2) BIOXIZ T4 T FL~LdD FTP
2“7 Ta VDR TE(22-33 =) BB T I,

WD 2ODFUIENH Y £7,

s L —nNTaTr A NEBNLET, =T OLEMT [FTP % — S (FTP Server)] OR{IC
HHEMTA 2 (@) &7V vy 7 LET[F—% > hOEN(Add Target)] A 77 v 7
U4 RUNERENET IV IAT D LOULEDIPT RLAZ [—"T FL A
(Server Address)] 7 4 —/V RIZFRE L [OK] &7 U v 7 LET,

H—OIPT7T RVAERIZIT RVA Tay 7 b5 EInboWnWTnpEizmbEz b v
Y TCRE 72U A MERETEETFETE DRACFHIT 1024 X7 TT, 7 744 b
RY T —%FZORK 255 HOARY > — %K ETE £9,ASA FirePOWER & = — /L CD
IPVABEZRIPVE T KL 2 7y 7 OFERICHOWNWTIZIUP Y RL2DH A (1-5 2—) %%
LT,
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FTIPBL U Tenet F 77 4 v 7 DEEAL

FIE9 (rEE

B—2y hR_R—Z2DRY) > —T b?74 v 7 BB T A5 MET DXy U —2 13,

H—2F sy hR—=ZADRY V—DFREXMRERD XYy NT—T TR Y —IZ k> TUEE
NHFXy hIT—7RBLOY — /®ﬁ7t/l\fz§>é7b>iti%ﬂ% —HTHLENHY
FI LA OWVWTIE Ay FT—7 R Y U —IZ K DFHLED I A X < A X (20-3 ~_—
D)VEBRLTL I,

«—V@EM@HP%—A@JXkﬂ%bw%ﬁﬂ%ﬁéh@%ﬁéhfwé:&%%?
WZHRFAF R SN E I, [ E (Configuration)] ¥ 7 v a U AEFH I NGB L7 1
74~wmﬁﬁ&mﬂﬁ%émiﬁ

GOV =N Ta 7 7 A VOREEELLET, =L O [FTP Y — 3 (FTP Server)]
TCTEMLIET v 7 7 A NVOBREFHHT RVAZ T Uy 7T 50 EE [T 740 b
(default)] 227 U v 7 LE7,

IR L7238 H 2N FoR S [ (Configuration)] £ 7 v a N EH S NGRIR L= 7 o
T ANVDBATHENERINET BFEOT 27 7 A VEZHIRT D IIX HIBRT 5 7 1
T ANVDRICHHHIRT A 2 (H)E 7V v LET,

) [F% 7€ (Configuration)] ~_— UHEIKORDIHA ZEE TX £7,

[ty FU—7 (Networks)] 7 4 — /L RIZU A PSRN TWEHT FLAZER L ~—TDOfthd
iz 7Y w7 LET,

N=YOLEMIT HmAERINTNDT RUAREHINLET,
TI7ANE T T ANNTE Ry FU—7 (Network) ] D% EAZ AL TEX 2N 2 LIZHEE

LCLKEZEW, T 74V s Ta77A4 03 00707 7 A LVTRESNLTHROER Y b
U—7 EOFT_RCoOY—NZ#EHAINET,

FIP N9 7 4 v 7 =X THR—FEHELET . A—F20IEZFTP 77 4 7 D
)V ) T R — NTT,

[File Get =~ > K (File Get Commands)] 7 4 —/V RC. V=067 74T MI7 7 AV
HAET A DIEHEND FTIPa~ > F2EHLET,

[FilePut =~ > K (FilePut Commands)] 7 4+ —/V R C. 7 547 b — 27 7 A1
HHAET DI OICHEHENS FTP a2~ REEH LET,

PR— RS DFERBIRVIRY ([File Get =~ > K (File Get Commands)] 7 . —/L K &
[File Put =< > K (File Put Commands)] 7 4 —/L ROMEIZETE L2 TL 72 &0,

FTP/Telnet 7'V Y mt v HZ LV T 74V N THRESIND FTP a2~ RUSMZ GBIIO FTP
a< v RERIHT 22BN FTP =< > K (Additional FTP Commands) ] 74%11/1%_ =
~ o R AR—=ZATRY>TAHLET,

BINFTP o2~ R MELRKRZTEBINTE 9,

BINITE 5 a2~ FIZIX . xpwD, XCWD, XCUP XMKD . XRMD NH D £, T b Dz~ FOFE
HMZ >V CiL RFC 775 (Network Working Group 12 L3574 L7 b IZH-S< FTP 2+
VRO ZZ LT EE N,

[7 7 # /v Mgk 3T A —% K (Default Max Parameter Length)] 7 «+ —/L RiZ, 2~ > K /X7
A—HDERRKEEZNA MITHRELET,
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s BEDavY RTRBRIFERNRTA—FRERHTHIE [RERRATA—FE
(Alternate Max Parameter Length)] OO [EMMAMD)] 27 U v 27 LET RRSNLHIT DK
BOFHAN Ry 7 AT RATA—FELEELET.2BHOTF 2 N Ry 2 2T,
S ORERART A— 2 EATENT 53w Ko A~— R TR > CHE L ET,

RERRANT A—=FRITLELREIZTENTE T,

s FEDavy RTT74—~vy NUFHHBEEZRET DI2T[7 +—~ v FUFFNLBEOKR
7 =< > K (Check Commands for String Format Attacks)] 7% A b R v 7 AlZa<w> K& &
NR—=ZA TR > THELET,

o AR RO EZIEET 51T [2~ > RO %YM (Command Validity) ] DA D [EMN
(Add)] 27V v 7 LET RIE RO a~ 2y RERELTHE, a~vy R8T 2 —Z ORGE
AT =AYV FEANLET MRIAEAT — b A2 MO OFEHIZOW T, F— 1~ b
DFTP AT 2 a /20N T(22-25 =) 2R LT E a0,

o T—HERETF ¥ RV TIREEA VART g VUSNDTRTDOA AT g v EERIC
T FTPF— Rk D T —~ v A W ET 521X [FTP #5126 % #4641 (Ignore FTP
Transfers)] # AN L £ T,

(B TAEEERETDICE. e — VUL FTPTenet 47 a v [AT— K7L A v A
7 v a v (Stateful Inspection)] Z@EINT 2 MLENH Y £J, 70— L 7 a VORE
DOV TIE,. 7 e — UL FTPEB X O Telnet 47> a 2o\ T (22-21 R—) &
ZHRLTIZIN,

« Telnet A~ FRFTPa~ s F Fyx AL THEHNSNELGAICEDOZ Lalld 21
[FTPa2~> R TO Telnet = A7 —7 22— RO (Detect Telnet Escape CodeSW|th|n FTP
Commands)] #i&R L £ 7,

. FTP N7 7 4 w7 OIEBYLEFIZ Telnet DX Ea~y REBEX T E o~y R84S
I [ERAERRICIE R 2~ > K& #47 (Ignore Erase Commands during Normalization)] =&

’?dJ ’Li@“
FIE 10 YAR— I bfarRShics & DB AT a T HETD NI TN a—T 47 TS
VEEERELET,EORDIZIE [N T TN a—TF 4 7 A7 a > (Troubleshooting Options) |

DORIZH D [+ ie5E' 7 Y yﬁ LE,

FIE 11 AV —ERFT DO MEERITT D EREWET L AR —DFT 7 4L FEEIC )%‘9‘
BEREVATA XYy Va2 llBE LT TT2. 00T ETWET SOV T BA D
R L RY L —EHORMETE (18-16 X—) BB L T FEV,

TJIFAT7 L PLULD FTP A7 g DN

S A4 & X :Protection
HABZLFTIPZ AT N a7 7 A NVERET DX, INOOF T a v 2EHLET A

VAVZEIVG Wi A Ry = s /1/%/1/7%.3.&%73:1/\%/:} FOXFT a7 Tak v
= VBT BV ER A,

Cisco ASA with FirePOWER Services e — W VEBEBRENA F 1



BRE THIsr—varBFY Iuty oA |

W FPBLIUTdne F57 4 v 7 DEEAL

Fy hU—2
FTIPZ A4 T D 1DUEDIPT FLAEEET DI04 T a2 HHLET,

1ODIPT RVAERIET FL A 70y 7 2BET A0 EDOWTIETILW F N5 K
LA TR ST A MERETEETHE TE D HRALTFHIT 1024 LFTT .7
THNVEN O T 7 AN EEDREK25F\O a7 7 A VEHRETEXET,ASA FirePOWER
Fa2— VL TOIPMMBLIRIPVE T RL A 7ay 7 OERIZONTIE P T KU Z2DOHIH]
(15 _X—=V) B L TLLZEN,

FT7 4k RY =D gefault FE T BIOZ—7 > h_"R—ZA K o —TH R A—ZhT
WRWEZAXRR Y NT—7 BT A FOTRTOIPT FLABKEEIND Z LIZER
LTSV, LTERST . T7A4NL N RV —DIPT RLAEZITIT RLA 7o v 7 X
BECET FLEETHILELLY EFHA FLBORY O —CZOREELZEHIZ L
.any #F€TT7 FLAFKZFL(0.0.0.000 F7-21L 0 AEHLZV 52 LIXTEERA,

F 2=y FRX—2ADKY “/~T NZ7 47 BT H5E5 FFETDHRY NU—7F
A=y hR—=ZADRY V—DOREMGR LDy BT =7 G5HHR Y —I2 X - THRER
INHBHXy NT—IBLOYY — /0)4}7JZ/ MNCHDLIP ELITENDIC BT HIHLERD

DETFEMICONTIZ Ry NI =70 AR Y v —IZ L DR D A & ~ A X(20-3—
D)EZRLTIESN,

BAISER (Max Response Length)
COF T arvEMHERLUCFEFTIPZ AT "RZITAND FTPa~» FIZHFR &SNS &
KIGEREZBELET, THIFEARNR NNy 77 —R—Tuo—fi e LTHEHTE £,

TOF T arDA Ny NEERTAHICIE L—V 1256 ZEENC UE 9, I oW TR,
L= RIEDFRIE (27-22 X—) #HR L TLE &0,

FTP /X7 v ZFRFT O H (Detect FTP Bounce Attempts)
FTIP RO VAR B A RET 212X, 2047 v a v a2EHLET,

ZOF T g DA Ry NEEKTDHICIELV—IL 1258 ZHEhIC LT, EMIC OV T,
JL— WRBEDFRE (27-22 X— ) M L TL 72 &0y,

FTP N X DEFF] (Allow FTP Bounce to)

FTPPORT 2~ K& FTP XU UV AKE L L THRbDARWEBIMDORA NEEFNHDKRA b |
DOR—FDIYANERETACIZ.ZOFF a2 HEHLET,

FTP 2~y KT® Tenet = R4 —7 a— KORKH (Detect Telnet EscapeCodeswithin FTP Commands)

FTPa~ K Fy /L TTenet a~ FO™MERHEINEZHREICEFOZ L EBRET 21T
DA TvarEEHLET,

TOF T g DA Ny MEAEKTDITIE V=V 125:1 ZFEhC LT, FEMIC oW T,
L= RIEDFRIE (27-22 XR—) #HR L TLE &0,

ERYLRRIZIEE o~ > K% %48 (Ignore Erase Commands during Nor malization)

[FTP =~ R TO Telnet = 2 — 7 =a— N Dt (Detect Telnet Escape Codes within FTP
Commands)] NN I N TWHLEIZFTP h 7 7 ¢ v 7 O IEHALIFIZ Telnet O 358 IO
1TOWEa~ > FEBEET 511, _O)ZL7 varEMERALET, ZOREILFTIPZ 747
Y MCE D Telnet {HEa~ > RO GIEZ B L TWORERH Y £, —fRICH LW
FTPZ 47 M Telnet iEa~ 2y FEEH LET R ITEAEDOHTWT T 47 M
Telnet L~ FELET L RICEREL TSN,

Il Cisco ASA with FirePOWER Services B — U VEBEBREN A F




| 228 F7Vr—var@7) 7aty FoE

FIPBLU Tenet F5 74 vz oEE M

I5AT YV RL_ADFTP AT a3 LV DOHRE

FE 1

FIR 2

FIE 3

FIE 4

FIE 5

FIE 6

FIg 7

FIE 8

S A4 & X :Protection

IIAT LV IMPBEDFIP NI 7 4 vV 2E=XTDHEIICFIPI AT DI Z AT b
T T ANERECEET IV IAT VMo HTHEDICRETE DA TV a O
WIZOWTIZ 2 TA T FL~ULD FTP A7 2 9 2 DWW T(22-31 _X—D) 2B L TLE &
W, Telnet &7 g OOV TCIE. Telnet 7 3 2D\ T (22-23 X—V) 2L TL
FEXW . FOMD FTP A7 a v O HOWNWTIZ — L)L FTPZ 7> 3 oW T
(22-25X—) B L — L FTPEB L O Telnet 472 9 DWW T(22-21 X—) 2B L
TLIEEW,

ISAT Y RNUR_ADFTP ATV a VOREFHIE:

[7% iE (Configuration)] > [ASA FirePOWER &% & (ASA FirePOWER Configuration)] > [ U > —
(Policies)] >[7 7 & A = hm— L 7R U ~— (Access Control Policy)] DJEIZEIR L E£ 7,

[77 %A 2> ha—/L iKY —(Access Control Policy)] _X—YNE RSN E T,
WET DT 7R arybe—V R —DRIZHLIMmMET A 2 ()2 ) v 7 LET,
TIEAarbr— LR v— =T 4 IRFRINET,

[FEAmRR E (Advanced)] # 7 &38R L £97,

T7EA A ba— LR —OFMBRESR—VURERINET,

[% v b U—27 54 &2 AR U > — (Network Analysis and Intrusion Policies) ] D2 & 5 fREE T A
a (g ) E7 Vv 7 LET,

[y NT—27 538 LR AR Y > — (Network Analysis and Intrusion Policies)] R v 77 > 7" o ¢
YRUBRRFINET,

[*v bU—27 38R U >— U 2 k (Network Analysis Policy List)] 227 UV v 7 L £,

[y U= 38R Y v— U 2 bk (Network AnalysisPolicy List)] > 77 v 7 7 ¢ RO R%E
RENET,

WETDRY O —ORICHLMET A2 (o) &7 ) v 7 LET,

BIORY O —ICRREGFOEERD DIGEICEREEWIEL B EEHITT BITIL[OK] 227 U v 7
LET BORY ¥ —TORERFEDEEDRF FIEZOW T FEA O LR o —EHOM
JE(18-16 X— V) B L T X0,

[V > —1F % (Policy Information)] ~~— Y NE RSN ET,
DT S = 5 v RRAT [ (Settings) ] 7 U v 7 LET,
[(%7E (Settings)] X— Y NBNERINFET,

[77V o —varvEraret v (Application Layer Preprocessors)] @ T @ [FTP & Telnet ™
Rk (FTP and Telnet Configuration)] Z A4 L TV A1 E 9 T L T2 DOEIREE R H Y
ESS AN

o RENAN LA WMEEDD] 227U v 7 LET,
s REVENTHLHG . [A%)(Enabled)] 227V > 7 L [ (Edi)] 227 Vv 27 LET,
[FTP & Telnet D% (FTP and Telnet Configuration)] X— YN E RSN £ T,
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W FPBLIUTdne F57 4 v 7 DEEAL

Fig 9 RO 2ODRWIENRH Y £77,

« HLWIIAT U 7u7 7 AN EBNMLEST, R=VOEMT[FTPZ 747> b (FTP
Client)] DRI H 2BMT A 2> (@) &7V v 27 LET.[¥—4 » hOiBI(Add Target) ]
Ry TT o T4V RUPRKREINET V7 TAT Y FDLDOUEDIPT RLVRZE([Z7 T4
7o kb 7 KL Z(Client Address)] 7 4 —/L RICHEEL.[OK] 227V v 7 LET,

H—DIP7T RVAEIEXT RLA Tav 7 HH5WNEINLDOWTNEILm T2 v
Y TRU -7V A NERETEET SETE DHRARCTFHIT 1024 X5 TT, 7 744 b
R —%EORK 25 HORY v —%2FHETE FT,ASA FirePOWER € ¥ = —/LTD
IPVABLNIPVE 7 RL A 7y 7 DIFERICONTIHIP 7 RLADHAI(1-5 2—) 2%
LTS a0,

=0y bRN=2ZDKR) =TI 7 4 v 7 2T L5568 FET LRy PU—2 13,
H—y FR—=ZADRY) V= DOREMBLERD Ry NT =TGR Y o —Il k> TS
NOEAXY NV—I7BIOY =% 7Ty hTHLID EIFZENLIC BT ILERH Y
FT ROV TIE Ry NI =7 MR Y O —IC XD HILERD B A H ~ A X (20-3 ~=—
D) ESRLTLIIZEN,

R=VDEMDFTP 7 T4 T bOVANMIFLOWEANE RS BRI TS Z L
TRt O R Sk 9, [R%E (Configuration)] &7 v a Vs EH S B L=
77 4 —)VOBATEREN KRS IVET,

s BMFD I AT U N T Ty ANVDOREEZELLET  N—VEM[MO[FTPZ 74T K
(FTPClien) ] D FCTEM L7270 7 7 A VOREFHT RVAZT Uy 7350 £1E [T
74V b (defaul)] 227 U v 7 LET,

B U2 TH H SRR R S 3% (Configuration)] 27 v a N EFH S GBI L7 7 1
T ANVDBATHENEREINE T RGFEOT 17 7 A4 VEHIRT 5L HIBRT 5 7 1
T A NDORICHHEIET A 2 (H) 2270 v 7 LET,

FIE 10 (L) [%E (Configuration)] ~— UHEIK DK OHHE 2T CTX £7,

o AT arT [y hT—7 (Networks)] 7 4 —/V RIZU A RSN TWNDHT RLAEZEH
L=V OfMofEEE 7 U v 7 LET,

N=VOEMT HMFHRRINTNDLT FUANEHFINET,

T74NE TaT7 7 AT Ry T —7 (Network)] DX EA AR CTX W2 LICHEER
LCLKEZEW, T 74NV s a4 03 o7 a7 7 A LVTRESNLTHROER Y b
U—7 DI _RTOIITAT b FAAMIEHINET,

o [RAIGEE (Max Response Length)] 7 4 —/V RIC.FTP 7 A4 7 > b b DISE DR RKE %
N NEALTIRELE T,

o FTP AU U AWEA T DI [FTP] 2@ L £,

FTP/Telnet ¥ = — X . FTPPORT =~ FRFEITINTZL X FBEDFA BRI TA T b
DIFEDKRA L B LARWERICEDOZ L E2BH LTI,

e FTPPORT a2~ R& FTIP AU VAL L THRDOARWVBEINDARANER—=FDY A M
BET DITIL[FTP N7 o ZADFF ] (Allow FTPBounceto)] 7 « —/L RIZ & AR A b (F721%
CIDRIEXD Xy hU—7) ava () . BLOKR—MEZIIR— MaPHE ZDJEF THEE L
FTHRAMOKR— MEFAZ AT DI FFH ORI — b EHAORK R — h &4 >
Va()TORTFTCRLET EBEORA NEANTAICII. AR NEHEZ I~ TRY - T
AN LET,

o & ZIX ARA B 192.168.1.1 1Tx9 %5 FTPPORT =2~ R&AR— k 21 TFFA L A A bk
192.168.1.2 (IZxf T D 3~ RENR—F 22~ 1024 DWFTANTIFAIT DI RO K HIZA
HLET,

192.168.1.1:21, 192.168.1.2:22-1024
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ASA FirePOWER £ 2 — /L CCIDRELB LIV T V7 4 7 AR &ZMEHT 2 7 EOFHEMICH
WTIEIP T FLZ2OHAI(1-5 X—) 2L TL &0,

() 120K XNOEAXDEEOR—FEHEETHAINE. A= FERI LKA IDIPT R
L AZBDETVHENDY £9,728 215.192.168.1.1 DR — k 22 & 25 ZIRET HIZ
1%.192.168.1.1:22, 192.168.1.1:25 E AL ET,

o Telnet a2~ FRFTPa~ K Fy XTI SNEGEICEDOZ &2 RET 51213,
[FTP =~ RTO Telnet = A —7 22— KO fiH (Detect Telnet Escape Codes within FTP
Commands)] &R L £ 7,

« FTP F 77 4 v 7 OEHULIFIZ Telnet D XFHET Y FB X MTHE 2~ FEERT
DI [ ERIERFICIE £ 2= > K% 48 (Ignore Erase Commands During Normalization) | % 3
WL ET,
FIE 11 RY =% RET D MELRATT D EEEWIET D EEARY v —DFT 7 4V FREICRT
BHEVATA X vy vallELTRTT 2. 00TINETWE T B VT BED
Rk & ARV —EHEOREE (18-16 X— ) B L T &0,

— / =
HTTP ~NZ 7 ¢ v 7 DI FAb
S A & X :Protection
HTTPInspect 7'V 7't v H{L IROLE 24TV E T,

o Fy hU—7 EOWeb P — RIZEEEND HTTPE R & Web — ) 5Z{E4 25 HTTP i
BrrFa— FBLOESLT S,

o« HTTPBIEDR AN —ILD/IRT 5 —=< 2 A0 LD T8I Web — NIZEEENT-A v —
2% URI. 7 cookie ~v #— cookie ~v Z— AV v KR AvE—Y RT 4 DK R—X
Y MTaT D,

o HTTPRIEHDBRB AN —INDOI/INT —~< A EOT=DIZ Web b — "I EZE LA vE—
VEAT—H A a— R AT —H A A vE— I set-cookie ~ v & — cookie ~ v ' — B
JOIEERT 4 D R—% 2 MTHIT D,

« URI = a— REEORREML KBTS,

o ERULT —Z B — VIR TE D K02 T 5,

HTTP F o 7 4 v 7 I3 S E8ERBER T a— RFENTWATREERH Y . 2D &R L—
JVZ K B iG] 2 A O S & R LW E 3, HTTP Inspect X 14 fifHO 2 — R& 7 23—
RLHTTP NS 7 4 v VR BRDOA L AR a w22 Fbhb koI LET,
HTTPInspect DA 7'+ 3 I, 70— UIZHEET 501 DOV — /N TRET D0, Floidh—
NYURANMIHLTERETHIENTEET,

HTTPInspect 7'V 7 ut v 2T 2 & X ROFITEE LT Z X0,

o VT Z UV UIIHTTPOIEERLE X7 — AL XZFEITLET . DFED Ty b
B CHTTP X FAZIEFIL L. TCPA M) —A 7 7k v i L Y EHR S HTTP
SEHN O I E BT E £,

e VxFXL—ZIDGID)UOD HTTP Y FYut v L— LB FHHLTA XY FELERT S
a0 —VEAENITHHLEND D 9,35/ TEL L— M RIED R T
(27-22 X—V) LT TE &N,
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W HTTP 574y 2 0EELL

R OW T ROFEHEZ SR L T EE 0,

o« Zu— VL HTTP EHUEA 7Y 3 o O (22-36 ~<— )

o Ju— N)VHTTPRTEA T ¥ a v DORIT (22-37 X—)

o H— N LUV HTTP EHUEA 7 Y a3 o D3R (22-38 < —)

o =R LYV HTTPEH b= o — R 7Y 3 DR (22-47 <—)
o HTTPH— R 47 3 O IE (22-49 ~<—2)

o B HTTPInspect 7'V 7't v ¥ L— LD F L (22-52 ~—)

Ja— )L HTTP E#HfbA 7Y 3 VO=ZEIR

Z A & & :Protection

HTTPInspect7 v~ D‘IZ yY DT =NV HTTPA T v a 3, 7)) T at s I O E & il fE L
T Web h— N F—hE L THESNTWRWR—=IRHTTP N7 7 4 v 7 2% ET 554
O HTTP EHUb A AR EITENC T DT AT v a v EEHLET,
WORICHEE LTSN,
o [HEHIBR O EHEfRER (Unlimited Decompression)] 280235 & AR O =2 2 v MR [JEME
7 — % D K% S (Maximum Compressed Data Depth) | 36 & OF [JEAEfERRT — & D Kk &

(Maximum Decompressed Data Depth) ] A7 = > 73 H BHATIT 65535 [TF% & SV E 97, FEAlIC
DT V=N LUV HTTP EH LA 7 v g o OEEIR (22-38 X— V) S L T &0,

s TrRA IRV RI DT TAN N T I a AIEEMTONTWDREARY
= TR 3y b= VI ONTWAIRARY O — T [JEMET —
D K% S (Maximum Compressed Data Depth)] & [[EfEf#ERT — & O KIE S (Maximum
Decompressed Data Depth)] 47> a V DIEN B2 55813 b K& REMEFA S £,

DUTOHHATTY) Z7at W L—LRNEEINTWRWESE AT a i r ) Fat vyt
= IV ISEEEAHT STV ER A,

BERHTTP Y — " D#H (Detect AnomalousHTTP Servers)
Webh — R R—F & LTHEISNTOWRWR— MIEEFEENEZHTTP T 7 4 v 7 £7-1%
COR—=FTZEFELEHTTP N7 7 4 v 7 2R LET,

A
B oA TvarEF AT EEAE [HTTP#%E (HTTP Configuration)] ~— ¢,
HTTP T 7 4 v 7 2% ET AT RTCOR—= RN —="TFaT7 7, L) A MEH
TWAHZ e ZERL TSIV RETICZDA T a vy LBHET LY 7o
Ty =L BT EE = REDOBOBEED N T T 4 v 7o TA Ny
FRERSNET. T 7AHNL FOHF—R T 77 A VIIEHTTP N5 7 4 v 72—
BRIHEHESNAT R TOR—FFREENTWET R, 2O e 77 AV EERE LT
BlE AR FOEREZESTEZOIRIOTa 7 7 A VIZZEILDLDR— b & BT
DHUERHD T,

ZOF T g DA Ry NEEKTDHICIEIL—IL 1201 A L ET, EMIC WL,
L= VIRREDFRE (27-22 X— V) 5 L T2 &0,
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HTTP 7r ¥ $— D% (Detect HTTP Proxy Servers)
[HTTP 7 1 % v O ffi il % 27 7T (Allow HTTP Proxy Use)| 47+ 5 o ClEFE SR T A7 1
XV = REHEHATHHTTP b7 7 4 v 7 2R L £,

TOF T arDARy NEART AT A 11917 EENC LE T, ZEMIZ OV T
1T L= VIRBED R E (27-22 X— D) 2B L T F &0,

ERET — Z DR RIS (Maximum Compressed Data Depth)
[EAET — % O 2 (Inspect Compressed Data) | (35 & OMEE T [SWF 7 7 A L D £ iR bR
(LZMA) (Decompress SWF File(LZMA))].[SWF 7 7 A )L O [E#ifi# 5 (Deflate) (Decompress
SWF File(Deflate) )]. F 721% [PDF 7 7 A /L D JEHifif k4 (Deflate) (Decompress PDF File
(Deflate) )]) WA Zh e B JEMEIRER T D EME T — X OFR RV A XERELET HETE
%/3A MKIX 1~ 65535 T,

JERERRRR T — & DR ARIE E (Maximum Decompressed Data Depth)
£ 7 — & O fAx (Inspect Compressed Data) ] (35 & OMTE T [SWF 7 7 A L D JE i fig bk
(LZMA) (Decompress SWF File(LZMA))].[SWF 7 7 A /L O [E#ifi# 5 (Deflate) (Decompress
SWF File(Deflate) )], £ 7-1% [PDF 7 7 A /L D [E A& il (Deflate) (Decompress PDF File
(Deflate) ) ]) DA #7235 A IS I EHUL S NI ERMET — X OFRKRIA RERELET HHETE
534 ML 1~ 65535 T,

7a— N )VHTTPREL Y a v ORE

FIE 1

FIgE 2

FIE 3

FIE 4

FIE 5

Z A &> & :Protection

JEREHER— N ~DOHTTP h T 7 4 w2 7 aXxs —NE2HHTHHTTP N7 7 4 v 7 O
ERETEXET. VS u— UL HTTPRERES ¥ a3 VOFEMIZHOWTIX., 72— 3L HTTP EHE
FT g DFEIR(22-36 X—)EFSR LT &N,

Ta— 0V HTTPRES v a VERET AKX ROFIEZETLET,

[7% 7 (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [/R U 3 —
(Policies)] >[7 7 & A 2> hm— L 7R U — (Access Control Policy)] DJEIZEIN L 7,

[77 %A 2> ha—/L iKY —(Access Control Policy)] _X—YNE RSN E T,
WET 2T 78X ar b=V R —DOBICHLIWMET A2 (&7 ) v LET,
TR arba— L RK)v— T 4 EREFRINET,

[FEHIEY € (Advanced)] # 7 &38R L £ 7,

TR arbta— LR V—OFEHIBREN—VUREREINET,

[ v b U—27 5381 &R AR U > — (Network Analysis and Intrusion Policies) ] DF{IZ & 5 fwEE T A
ay(g )&Er7 Yy 7 LET,

(%Y U —27 5581 &R AR U > — (Network Analysis and Intrusion Policies)] 78~ 77 v 7" 7 ¢
VRUBRRFINET,

[*y hU—27 58K U >— U 2 k (Network Analysis Policy List)] 27 UV v 7 L %7,

[*v hU—27 38R U >— U A k (Network AnalysisPolicy List) | N v 77 v 7" 7 4 v R RFE
RENFET,
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HTTP N7 7 1 v 7 DEFAL

FIE 6

FE 7

FIE 8

FIE 9

FIE 10

WET DRI U —DRICH ORET A 2 (o) &7V v 7 LET,

BIDORY ¥ —ICRIEAFDOET NS DB ET 2 EE L B2 5T 5L [OK] 227 VU v 7
LETHORY O —TORBEDOEFEDRFETEIT O UL A ORI L R U o — A H DR
i (18-16 X—V) ZBMM L T &,

[RV > —1F# (Policy Information)] ~<— YR FE RSN E T,
EROF T — gy NV T [REE (Settings)] 27 U v 7 LET,
[F%7E (Settings) ] X— Y NRERINFET,

[77Vr—varvEr V) 7at w4 (Application Layer Preprocessors)] @ F @ [HTTP % &
(HTTP Configuration)] ZANC L TWAHMNE I NS L T2 oDOBIRE N H Y £,

o RENEN LA [MEEDD] 227U v 7 LET,
s RENENTHLGE [FH#)(Enabled)] %27V v 7 L [k (Bdit)] 22 U v 27 LET,
[HTTP # & (HTTP Configuration)] _X— Y NERENET,

7 a—sL HTTP IEMEA 7 > 2 » DI (22-36 X— V) T+ 57 u— L A7 v a v %k
EHETEET,

RV =R GET D MELFITT D EEEMWET DL EARARY —DF 7 4V FEREICRET .
BEEIVATA XYy Y2 llBE L TR TT2. 00T EITOET MOV BED
R L RY L —EHEORMETE (18-16 X—) 2B L T FEV,

P — N LYV HTTP EH LA 7> 3 v DER

Il Cisco ASA with FirePOWER Services B — U VEBEBREN A F

S A4 & X :Protection

P =N _XNVDF T g NI BT AR —NTLICERTET D2 T XTOHF— IR L TH
0= NVICRET 2 EE =N VR MIH L TRETHIENTEET, F72 . FHIER
DY —RNTaTdrANVEBERHLTINODF T 3 VERET LI EITTEHORED
== RZHLE TR ET DI ENTEET, INODOF v a v Fxihnootr
VAVEBRETAT NN T T ANDLIOFERA LT NG T 4 v Y EESET D HTTP
PN K— M EHIT V= NEESAf o — OB BIOEHRILT I = a— KX A 7%
BELET,

UTFOHATT) ety h L= RS EINTHRWGEE A7 a iz 7) 7etk vt
=V ISB T STV ER A,

Xy hU—7
1O EDYH—"DIPT FLAZBETAIIE. ZOF v a & #FHLET 1LODIPT
RLAEZIIT KL A 7 a v 7 28BETIEIND.EOWTNNELIX@E IO/ D o~ T
X)o7 A NEHRETEET,

FI7FNE Tu T AN EEDTTOT 7 A IVOEFHEITRK 255 TT N, & 5 HTTP
PN U A MIHEKEA46 XFHI26 = M) EEODLIENRTE TXTOH— T
Tr7ANMIKF LTEE 256 D7 RL A = MU 3 /RE TE £4,ASA FirePOWER £
Va— /)L TOIPVACIDRZEF & IPV6 'L 7 4 7 ZAEDOFEHIEIZHOWTIEIPT RLADH
HI (15 X—) 2SR L T30,




| 228 F7Vr—var@7) 7aty FoE

HTTP F5 74 vz e M

FT7 4k RY =D gefault FE T BOZ—7 > h_R—ZA K —TH R A—ZhT
WRWE=HXHNGBR Yy NT—7 BT A FOTRTOIPT RUARREIND Z LICHEE
LT EEW, LER ST T 74 RV—DIPT7 RLAE/ILCIDR 7 v 77 L
T4 ARIBRECET T BETOILELLY FHAEFLEBORY =TI ORE
ZZEAIC LY any 2R TT FL AR (00000 F7201L /00 AEH L0523 TE
FHA,

FL =Ty bPR=ADRY =T T 7 4 v 7 2T 56 FETHRy NU—7
T F—=7y bPR=ZDKRY P —OREMR LR DIy PU =7 R Y o —IT &k - TR
EINHZRY NTV—IBIOY =07ty hTHLN ERIFTENLIC—ETHLEND
DETHEMCOWVWTII AR Y U= 5 AR Y =2 K HAMLEED I A 2~ A X (20-3 =—
D) EZRLTIEIN,

AN— b

TV Taky Y DU HTTP VT 7 4 v 7 ZIERILT DR — A — NEEREED
HEEIT. U~ TR £97,

YA XBRDOT L7 b V& (Oversize Dir Length)
BESNTEMEVHBEWVWURL T 4 L7 R ERHLET,

ZOF T a DAy NERAMTAHIZIZ L—L 119:15 AN UET FEMIC oW T
T L — RBEE DR E (27-22 R— D) 2B L T F &0,

74T b 7ur—nDEX (Client Flow Depth)

[F—F(Ports)] TEHRINTNDLZ T4 T MIUHTTP N7 7 4 v 7122V T b— /L TH
EIND rawHTTP Y7 hONA M~y H—b X fa— K TF—25250) #HELE
T A= ILNO HTTP 2T Y b—)L 72 g3 Nl Lo THER A v — DR EDESY
DRESNDERIL[Z T4 T > b 7 —nDE S (Client Flow Depth) ] 1338 S vk B A, 7%
HZOWTIEHTTP 2T Y 72 3 (30-26 X—D) 2B LT F &N,

-1~ 1460 DIEAFEETEET, VAL [Z T4 T b 7a—>DOES (Client Flow Depth) ]
EEORKEICRET D Z E2HRLTOWET ROVWTRNERELET,

— 1~ 1460 ZI5ET D L OO/ B THRED AL MEARE SN E T, &IOS
T RONRA NEPRED AL MLV DR 0WEGEEIT N7y FEEPIBRE I E
T HEINTMIT. BT A MeENT= 7 b EEBR SN N > kOl 5125
HAEnaZ EITEELTLEI N,

/- 300 #EETAE BFEIL. L DI TAT vV FERNy X —DKDOVIZHBK
& 72 HTTP Cookie DA > A7 v a UBNEREND Z L ICHEE L TLIEE N,

- 0ZETDHETRTCDODIITAT U MIN T 74 v 7 PBRESINE T, ZNICEFEE Y
va YNOBED Ry MINEEN BRI EIZIE 1460 N1 NOHIREBZDHZ &b
HYET, ZOMITNRT =~ RCEETHAREND D Z LITER LT E SN,

— I EEETDHEIVTAT L MUDTRTDO T 7 4 v 7 BRERISNET,

P—N 7 u—DIEE (Server Flow Depth)

[A—F (Ports)] THRESINZH— MUHTTP 7 7 4 v 72OV T — L THREIND
raw HTTP /37 > F DA M2 FRE L3, [HTTP IR Z DO (Inspect HTTP Responses) |
NG T DGR raw ~ v Z— L~ v — KPR S, [HTTP IGZ O (Inspect
HTTP Response) | AN TH 2356 1L raw IGE R T 4 DA BRE SN E T,
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[Y—" 71— D% S (Server Flow Depth)] Tl [ — bk (Ports)] TEF S LTV 25— 3l
HTTP E 7 7 4 v ZIZOWNWT b — A THREINDE Yy > a VIO raw — 8K T — 2 D
NA MRERELET, ZOA T v a VEMEH LT HTTP = NRET =X DA A
arYDL YL ENRT =V ADNT VA ERETCEET L LNOHTTP2 Y T Y
FT v a Ko THERA v =V DRFEDT IRAE S5 %5613, Server Flow Depth (%
BWHEINETALGEHIZOW T HTTP 2T Y 4723 2 (30-26 3— V) &R LKL
EN,

747~ 7r—0O%S (Client Flow Depth) & (X 8720  H— " 7o — DX (Server
Flow Depth) TiX /L — V3R AET D34 MMItA HTTP 2R /N v T L TiE7Ze < JHTTPIR
BEZEDONA MELTRELET,

-1~ 65535 DIEAFRETE £7, v AL [— 7o —0DES (Server Flow Depth)] % %
DORKMEIZRET DI EEHHREL TOET ROVTNOOEERETE 7,

— 1~ 65535 OFIFHOFE:

[HTTP & O ffi#x (Inspect HTTP Responses) | BN CToh 5556 . raw HTTPJRE AR T 1 D
HBRAE S raw HTTP ~y X —IRE SN E ¥ A, T2 [JEMET — ¥ O (Inspect
Compressed Data) | A% TH D54 13 EMEMERT — 2 b I ET,

[HTTP &5 Dk Ax (Inspect HTTP Responses) ] 73 #%#) Tdb 2 %6 raw /37 > b o~y 2 —
Lo m— RRRESNET,

Ty v a YOIGENAA MEPRREDEL Y L RWERIT. EDE Yy a T —L
W& D (MBS U THEE AT v Mobl o O T RTOIRE 7 v ERERICHRA S
NET. By v a VOISENAL MIDTREDHELY bZ2WEE 20ty v g T ob—
M E D (LEITIE U TS > McbTzo OQEDO AL MR RRESNE T,
7 1 — DO S (Flow Depth) DfEA/ NS & ([AR— |k (Ports)] TEE STV D —3Mll
N7 4y RGBT DN AT BRIBRNDARET DRRELRHY £3, 2160
V=L DIFEALEIIHTTP Ny ¥ —F i3 a v 7 vy @ sy F— T — X DR
D) 100 /A FLAN) ZRFR L UE T 385 13~y 4 — 0K 13 300 /31 F Rl T8,
Ny L= YA RFERRDLRDHY ET,

RE SIVAfIT, £ 7 A v MESTe 3y b EER ST/ b ORI #E A S
NDHZEITHERELTIEE N,

- 0ZfEET L L [R—FPort)] TEZSNTWDLTRTOHTTPH—MUEF 7 1 v
TRy FEERRESIET, Zhicidt vy a To 65535 /3 P LD b RE RIS
BT —ZbEENET,

COMEIFANT =~V RTHBET O WREEN D H T EICERE LT EE N,

-1

[HTTP &2 O 2 (Inspect HTTP Responses) ] 3B #7254 raw HTTP ~ > ¥ — 721 3k
HEN. raw HTTPIGE R T 4 I3 E SN E A,

[HTTP L& O Fi A (Inspect HTTP Responses) | 232 T 554 . [ — b (Ports)] TiEF:
SNTWVWDETRCOY =N NT 7 4 v 7RI NET,

BA~ v Z—& (Maximum Header Length)
[HTTPJSZ D2 (Inspect HTTP Responses) ] X HZ T 2 5A 1L HTTP ZRk B L O
HTTP A T HRESN TWAIRRAS, MEV b EOVWA~y X — 74— )L RERHLET,
BOEBETDHE.ZOAT v a v NEMIT/RY 3,809 51211 ~ 65535 D %+
ELET,
ZOF T a DAy NERAMT AT L—L 11919 AN UE T FEMIC oW T
X L — VIR BED R (27-22 X— D) B BB LT F &,
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R~y Z—# (Maximum Number of Headers)

HTTPER T~y ¥ — BN OBREEZBL TVWABRSICEOZ L2 HRBLET. AT 5
121%.1 ~ 1024 @fﬁ%#’éﬁ?biﬁ“

TDOF T arDA RNy FEAEKRTAIZIE A— 11920 EH I UE T, ZERIIC OV T
1L L= WIREEDFRE (27-22 X—D) 2B L TL &,

R A ~_— 2 $ (Maximum Number of Spaces)

W7o BATOAR=ZADEN HTTPERO ZOFRTELEE LWV B TWBIEEIC %@
CLEBRHLET AEOLRIEETAL.ZOF T a URNEMCRY ET BT S
1~ 65535 DfEEEE L E9,

ZOF T a DAy MR ARKRT HITIT I V—L 119:26 A HINZ LE T ZEMIC oW T
X L — VRBED R E (27-22 X—I) ZHR L T E W,

HTTP 2 547> b AT 4 O DOEEE (HTTP Client Body Extraction Depth)

HTTP 7 A4 7 FERDA vt —Y BT 4 OIS 234 MZEELET . BAL—
/1/%1%% LVC?EEI':H%‘—& %*ﬁﬁ#é @:0i\content if: !i protected_content 3’\"—7‘— ]\75?
[HTTPZ A4 7> b RF 4 (HTTPClient Body)] 47+ 2 > & HICER L £ 4, 36O
TIEHTTP 27 Y A7 a2 (30-26 ~— V) ML TS E SV,

1~654B DIEEFRELET . 7 74TV N AT 4 #HBHT DI -LE2RELET. 72 74
TV N AT 4 BEEETHITIX0E24EE LTI MHSRO NS NEERETDE VAT
AT —<w ANE ET 52 &#%5ﬁﬁ&ﬁbf<ﬁéwEHL&AN~»TWHP7
FA4 7 b ART 4 (HTTPClient Body)] 47" a » MHERET 5 72 9121%. 0 ~ 65495 DAl 2 45 &
THMLENRD Y F7,

INEWF ¥ T YA X (Small Chunk Size)
Fx I WDINENWE BRI INDY A ZADIRAA MERELET.1~255DEEZFE L
FTEOEZEET D & RER/NS R T AL FOBEGORENESIT /20 F3, 75/
DN T [#E#fFET D/ XV F ¢ > 7 (Consecutive Small Chunks)] 47+ a > &S L TL
72X,

Hifed 5/ EWVWF ¥ > 7 (Consecutive Small Chunks)
Fx o VEREn L a— REFEHATAZI7 94T NI 74 P FERETY NN NTFT T 40T
THRFICKRETHD LR EIND EHGT H/NS T XY 7 OBERELET /NS VWTF ¥
7 YA X (Small Chunk Size)] =7 a VX /NS TF v 7 ORKYA X ERELET,

72 2T 108, FUTOF ¥ 73501k L TWD Z L2t 22T . /hanF v
7 %A X (Small Chunk Size)] 12 10 7% € L. [HE T 2/hSWF v 7 (ConsecutlveSmalI
Chunks)] |12 5 #f%E L £7,

KREDOD/NSBRTF v I PBRHENDIGEICA X e N T—FT51203. 72947 8 b
774/7®9Ai7)7nt/#w~wnaﬂ%ﬁm L= T 7 497 DA
1T —L 1207 ZHNC LE T [/hEWF v > 7 A X (Small Chunk Size)] BAITH Y |

COF T arNDOELIFTLICREENTVIEAICINLDOL—LEAENCT S & F5E
SNV A RUTOTRTOF v 7 TAR MR MY H—E LTRSS E T, 35/
WTIE = VIREED R E (27-22 X—V) BB L T 7E &V,
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HTTP X Y » K(HTTP Methods)
VATANNT T 4w 7 THRET B LTINS, GET XU POST LSO HTTP ZEsk 2
Vo RERELET EEOMITY o~ TRV £,

IZFANV—ILTIEHTTP A Y v RO T Y B RHRT 572D content F 7215
protected_content ¥ — U — K HTTP Method 5|8t I SN E T HTTP 2T Y
F7 a1 (30-26 X—V) EBM LTIV, GET,POST. B LV Z DA T v a V TRES
NTNDAY y RUSDRAY v RN T T 47 THRIHSNDGEICA XN P EAERT D
WZIE b—v 11931 ZH T L £,

75— k72 L (NoAlerts)
BET 27 7Ty L —ANERTHLDIHERIC AL R MBI L ET,
A Y

B oF7 arTIEHTTPE#ET XA N L—LeEFF TVl FO— LT
N0 /A,

HTTP ~v Z—®IEHAK (Normalize HTTP Headers)
[HTTP JSZ& O 4 (Inspect HTTP Responses) | 38 2h 72 5B 1 Bk~ v 4 — LR~ v X —
DI cookie 7 — F D IEBULD AN 72D 3, [HTTPISE D4 (Inspect HTTP Responses) |
DEDTIIRWEGE AT BERAN Y X — L IEE -~y ¥ —Tcookie & T HTTP~v ¥ —2&{KD
EHUED /720 £7,

HTTP Cookie ®#% (Inspect HTTP Cookies)
HTTP 2k~ v #—726 D cookie Dl 2 A4 L £, £ 72 [HTTP L& O R A (Inspect
HTTP Responses) | BN A #7255 13 0E A~y X —D0 5 O set-cookie 7 — Z O & H I 7
0 £4,cookie DIHNRNERIGAIZ. 2O T > 3 VEENICT D LT 5 —~ 2 AN
ELEF,
Cookie: B XN set-cookie: D~ 5’%%\/\/&%??@%EEO)X/\"%Z\%J:U/\/ 5*‘?]1
DERJBED crur 1L, cookie D—F Tl ~y X —D—H L LTHREINE T,

HTTP ~w & —® Cookie D IE#{t (Normalize Cookiesin HT TP headers)
HTTP %k~ v % —® cookie D IEHLZ AN L ET[HTTPILZE O (Inspect HTTP
Responses) | 23 A N 72 AT RE~ v X — D set-cookie T — % DIEFUL L A2 0 £,
DX T a rEERT DHHIC.[HTTP Cookie D12 (Inspect HTTP Cookies) | % &R 4~ % &4
R E7,

HTTP 7 v % v DO f 277 (Allow HTTP Proxy Use)

T 2B Web P — "2 HTTP Vet L CEHTESI LI LET . ATV g v
X HTTPE R DA AT gV TCORFERAEINET,

URI O AZDZE (Inspect URI Only)
ERE Sz HTTP ER 37 v RO URI DA% RAE L £ 7,
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HTTP )& DHRZE (Inspect HTTP Responses)

HTTP IS DYEIEA » AT 2 a U0 7Y 7at v 3, HTTP%HU =
OF a— RKEFEHboic V—n =2 DN BA VAR g DDA T 4 —
VRAHH LET, :0>2L7°“/a VEAMNITDHEINENY X — KT 4 AT —H A T —
[NRAS k‘ﬁi/x?b X & FE9, 72 [HTTP Cookie ® it (Inspect HTTP Cookies)]
DA N2 A 1L, set-cookie 7 —Z I SN E T3 EMICOWTIX HTTP 27 4+
> = v (30- 26/\—‘/)\HTTP:E/:IW RDOH AT ENEIZ LB AR s DA R (30-103 2 —
D) BILOFFEDSA v — R XA 7 %ELRT(30-106 X—2) 2L T30,

TDOF T arDA Ny NEART HITIZL—L 1202 B LN 120:3 ZE N L E T, 354
IZOWTIL L —VREEO R IE (27-22 X—D) 2B L T &0,

UTF = 22— F%& UTF-8 {ZIE#{kL (Normalize UTF Encodingsto UTF-8)

[HTTP &2 O f 4 (Inspect HTTP Responses) | 73 2h 723564 \HTTP I Z N UTF-16LE,
UTF-16BE.UTF-32LE. 5 L TN UTF32-BE = =1 — RAVEH &SN UTF-8 I EHb SN £ 7,

ZOF T a D4Ry FRARKT BT L —L 120:4 AN LE T EEIC oW TIT.
L= REDFHRE (27-22 XR—) B BR L TLE &0,

EHET — & O (Inspect Compr essed Data)

[HTTP L& O i (Inspect HTTP Responses) ] 3 A 2072355 X HTTP IS R T + ND gzip ¥
LK O deflate AH#LEHET — # OJEMEREER & BB L S uiz)E %{“ﬁﬁé{:ﬁ?*f BDA LV ANRT g
UYWAY EF VAT ME T v HTTPIRE T — 4 LT v 7 HTTPIRE T —
ZEBRELET, VAT DI MBS U TEEO N v MTbie O [EMifiERT — 2 & X
7y NN TRELET. DED VAT ANRRD v NOJERGEIRERT — % %A 2 A
v arDEOICERIEDL LI AL EMT — % O KRS (Maximum
Compressed DataDepth) |, [ E#ff# R 7 — & D e K% & (Maximum Decompressed DataDepth) ],
FLIXEMT —F OOV IZEET D L \Eﬁ‘ﬁﬁ%%ﬁiﬁ’@T U & 9 [HEH R oD AR B
(Unlimited Decompression)] Z %41 L TV R WEEAIE [V —/% 7 1 — D & (Server Flow
Depth) ] IZBIZET 5 & JEMEMEERT — % DA /XJ\& Ta YT LET, EMEERT — 2 &
AT A1, file_data b=V F—T — R TE LI, 3OV TIT FFED A
0— K %A 7% LRT(30-106 X— ) 2L TS0,

415 BB oD JFEREARRR (Unlimited Decompression)

[J[£#E7 — & Ot (Inspect Compressed Data) ] (3 L OMTE T [SWF 7 7 A /L D JEAE R
(LZMA) (DecompressSWF File(LZMA))].[SWF 7 7 A L O JE 4@ fi#kx (Deflate) (Decompress
SWF File(Deflate) )], £ 721% [PDF 7 7 A /L D [EHif# % (Deflate) (Decompress PDF File
(Deflate) )]) AN 256 B DR v Ml o T [EMEMRT — % DR KES
(Maximum Decompressed Data Depth)] 34—/ X—Z 4 RENET . DFED . ZOF T3 v
WX BEEDAT Y MTDI 5 BHIIRO LR S ANV S, ZoFTva e f
L TH H— Ty NATO [JEMET — & O e Ki%E S (Maximum Compressed Data
Depth)] & 7= 1% [JEAGEfEERT — & O K% S (Maximum Decompressed Data Depth) ] (& 13 5222
LARNWZEICEBL K EEW . 20T v a v AT E AFDa I v M
WL JERET — & O KR S (Maximum Compressed Data Depth) ] & [[ERfEfERRT — % DK
% & (Maximum Decompressed Data Depth)] 23 65535 IZEXE S LD Z I b EFE L TL 2
W, 7/ —L HTTP IEBUEA 7 2 2 v D3I (22-36 X — V) B L T E &0,

Javascript MIE#H{L (Normalize Javascript)
[HTTP &% O 2 (Inspect HTTP Responses) ] 73 2172 554 HTTP S AR T A N TO
Javascript O & ER L E AN L E9, 7Y 7 rt v ¥ unescape B 45<° decodeURI [
%, String.fromCharCode 2 V' v K72 & O #Fifb Javascript 7— % Z IEH{L L EF, 7'V 7'
+ v #13., unescape, decodeURI , 35 X U' decodeURIComponent BIZt N Dk D= > 21— R % IE
HLLET,
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— %XX
— %UXXXX
— OxXX
— XXX
— WXXXX

TV ety iTEET A A=A E R L 1 ODAX—RIZESLLEST, Z DA
TarBNENTHHEE RIE T ¢ —/V KTk, #aifb Javascript 7 — ¥ THFA T 5 i A
NR=Z2AD{ERBERETEET AN TELHMEIX. 1~ 65535 TTMEOZHET HE. 2D
74—V RIZBEEMT SN TWAE 7Y 7t P b—1(120:10) WAz E 5 o Btk 72
AR NOERNEGZ/20 £,

7Y kYL, Javaseript O TERF S (1) AT S EHM L, 2 OE &2 L TseEsl
ik L ET,

file_data ¥ — 7 — R&ffH L C R AL —x LIESAL &7z Javascript 7 — % % 8 LR
TIERTEET IOV TUIFFED A v — K XA 7% L7 (30-106 ~—) %
ZHLTLEEN,

ZOF T arOA4 Ry NEAERT DIZIFIKIRT X DI 0—/ 120:9,120:10, 1 L O
120:11 =/ LET,

& 22-6 [Javascript DIEAE (Normalize Javascript)] 772 7 > D/—/L

J—)L ARVEIR R HT—E LTHERASN D&M

120:9 7Y TatyNOEGILL LB 20U ETH S,

120:10 Javascript #Fe b7 — & THEET D AX— 2 DN FFE I DA
N—=2AD{FKRBE L THRESINTEU ETH D,

120:11 TR =T EINT—F E I a— RE&NET— 2 B0z
a— K XA TNREENLTND,

FHEMIZ OV TR A — WIRIE DR E (27-22 ~— V) 2B L T ESuy,

SWF 7 7 A VO EHE#ERR (LZMA) (Decompress SWF File(LZMA)) 38 X T SWF 7 7 A VD JEMEFEER
(Deflate) (Decompress SWF File(Deflate) )

[HTTPInspect D&% (HTTPInspect Responses) | N E #h7eA . 2 b DA 7 > 3 VT HTTP
FRO HTTPIGE R T A WIZH D 7 7 A VO ERGER 7 % JEAGRER L £ 97,

~
() HTTPGET & TR OMN o727 7 A VDJEREE S DI % EREfRRE X £,

— [SWF 7 7 A L O JEAE#ERR (LZMA) (Decompress SWF File(LZMA))] 1Z, Adobe
ShockWave Flash (. swe) 7 7 - /LD LZMA H3#D EMGER 5 % ERERR L £ 4,

— [SWF 7 7 A /L DA f# B (Deflate) (Decompress SWF Flle(DefIate))] I%.Adobe
ShockWave Flash (. swe) 7 7 A /L0 deflate H D LR 4y & JERMGAER L £,

[JEAET — & O KIE S (Maximum Compressed Data Depth) |, [ EfafiER T — 2 D KRS
(Maximum Decompressed DataDepth) . & 72 13 EMET — % D& 0 ICB#ET 5 & JEMERER D
FT U E 3, [ R o JE g 7R (Unlimited Decompression) ] %32 L T WEAIE [ —
N 7 a— O E (Server Flow Depth) | ICEIE#ET 5 & JEMifiERT — X DA L AT 23 ViR
T LET, JEMRRT — ¥ 2B T D21 file_data b—)b F—TU— R&fiHT&x %7,
FHAZOWTIL FFED A 1 — K XA 72 LRT(30-106 X—V) ML T I,
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IOF T arDANRY MEARTHITIERIRT XL 911 b—/1 120:12 35 L1V 120:13 %
Bz LE1,

7 22-7 [SWF = 71 /LD [EREAEE: (Decompress SWF File)] 772 5 > p/i—sb

ARVEIRBPYH—L LTHERE
ey 3%
120:12 deflate 7 7 A /L D JE a2 2
120:13 LZMA 7 7 A LD [ERERERR I B

PDF 7 7 A )\ O JEAE##EFR (Deflate) (Decompress PDF File(Deflate) )
[HTTP Inspect D% (HTTP Inspect Responses) ] 23 #7235 A . [PDF 7 7 A /L O [ #i fig b
(Deflate) (Decompress PDF File(Deflate)] 1Z . HTTP ZER D HTTP LA RT 4 NIZH 5
Portable Document Format (.pas) 7 7 A /L O deflate F.#a D [EHMEE 5y & [EMEfREbR L £ 9, v A
T AL, /FlateDecode A b U —A 7 4 )L X 75){1_1/\7::_ PDF 7 7 A V72 T%F%ﬁﬁ?ﬁfﬁf% i‘@—o
> 7 4 )4 (/FlateDecode /FlateDecode 72 E) LA — KL TWEH A,

A Y
(#E) HTITPGET InE TR OS2 T 7 A VDL DI % MR TX £97,

[JE#ET — % O KIFE S (Maximum Compressed Data Depth) | [JE il T — & OB KiE S
(Maximum Decompressed DataDepth) |, & 7213 EMET — % O 0 IZBIFET 2 & JEMEMERD
T U E T, IR o JE M A7 (Unlimited Decompression) ] %58 L T A2 WA T [ —
R 7 B —DIEE (Server Flow Depth) ] IZBIEET 2 & JEMifiEbRT — X DA v AT ¥ g Vi
KT LR, EMMRERT — 2 2 RET 5213, file_data b—/L F—TU— REMIHTE £,
FHERZOWTIRFFEDSA B — F XA 72 LR7 (30-106 ~— ) ML T2 S0y,

DA T a DAy MEERT IR KITRT L9 IC, /b —/L 120:14, 120:15, 120:16,
BLO120:117 Z#HEITLET,

F 22-8 [PDF 7 71 /L D/ERAEE: Deflate) (Decompress PDF File (Deflate))] 7775 3 > Dr—t

Jo—)L ARV IR MY H—L LTHEAEIND &4

120:14 7 7 A VO ERMERRERIZ I

120:15 JERE S A TR — "G DZ A T Th D72, 7 7 A VO LG
2 RR

120:16 PDF A U —A 7 4 A EZ BRI HR— "B DT A NETHBHID. 77
A IV DJERMERRERIT SRR

120:17 7 7 A ORI S

FTDT FAT Y M IPT FL2OHH (Extract Original Client P Address)
RBAMETDO TTOZFTAT 2 FIPT FLADORELEENCLET, VAT LI TDZ T4
7Y NPT R L X% X-Forwarded-For (XFF) , True-Client-1P, % 72 & XFF Header Priority A4
T aYTERBLEADAL LHTTP ~y X = bl LE T RAA X2 b T =TT il
MEINTD I T4 7 MIPT RLAZRRTEET,

*®ﬁ7/a/®&ﬂ4m/b%$m¢é 1X./b— L 119:23,119:29, 3 K X 119:30 # A %)
I CEFET,
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XFF ~ v Z—DO@ESENEAL (XFF Header Priority)

[7ED 27 74T > FIPT KL ADHH (Extract Original Client IP Address)] 288 25272 > T
L85 HTTP ZERICEEB DO~y X —DFIET DL EBIX. VAT ANITTD Y 747 2 N IP
Ny A =BT HEFERELE T, T 7 44 h T AT AiEE T X-Forwarded-For
(XFF)~v &Z—% KIZ True-Client-IP~> ¥ —%2H{E L ET , HE~v X — XA TOHIH D
FFRRENT A a2 L CUERIEN 2% L £ 9,

ZOF T g ThH L MO I XFE £ 7213 True-Client-IP LA D ITED 7 54 T
MNP~y X —%EETCEET [ENMAIDN] 27 V7 LT HAF LN X =5 T TA
VT4 VA MIBEMUET, AT LI XFF %7213 True-Client-IP ~ > #— & [7] U0

EEHTDINAL L N~y X —DHhEHYR—FLET,

IOF T arERETDIHHEIT RO BICHEE LTI,

- TR aryba— L BABREOm T VAT AITD I TA T MIPT KL A
Ny B —E P D & &I, ZOEENEM A L 9,

— TDIZTAT Y MNP~y Z—DBEEHLGE. VAT MIELIEM B R DB~y F—
DI Z LB L £,

— XFF~y A=  ERBREINEZ270xFy b—RERTIPT FLADY X REE
NTWET AT =T 4 v T HGIET DD VAT AT A NNORED IPT R
Z(DF Y FEHENITeX ULV BINENET FLA) &2 2D 7 74T NPT
FLAE LTHERHLET,

URI ®a 7 (Log URI)

raw URl 2SFEET DA HTTP ER S > 6 raw URI 2 TEX 5 X 912 L. 2D
Ty arTEBRENDITRTORAAL RS MZZ O URI % BhEA T F 4,

ZOF T a v NEMTHLHEEARAAL N b T—T L E2—@ [HTTPURI] 1. filiH
STz URI OFEEA B0 LFHRRCTEET A7 v b B2 —TIiE URI 2K (KK 2048 /A
F)ZFRTEETL MOV TIZ AR FDFERBT-1IR—) 2B LTSN,

AR M D 2 (Log Hostname)

RANAPFEET DHBAIC HTTPER D Host ~v X — bR A M 2HiHTE 5 L 91T
L. 2By a r TERENDTRTORAAL NV MZZDOFRA M EZBEMT E9, 48
D Host ~v X —0RHHERITLFZFBDO Ny X —0OLHRA MG EHLET,

COFTarNENTHLIEERBRAANR N T—T )L Ea—0 [HTTPHA A M4 (HTTP
Hostname)] 5z 4l S 72 A M4 DOHEE 50 X T2 F R TEE9, 237 v b B a—Tlk,
RA L ER (K 256 A B 2R R TEET M ONTIE AR FOFRIR(37-1 32—
DL TITEEN,

ZOF T a DAy NEAMT AT L—L 119:25 AN UE T EEMIC oW T
1T L — RBE DR E (27-22 R— D) 2B L T F &,

7Y T atyPE—L 11924 BWHEHTH HEAIL HTTP ZR THEED Host ~ v # — )%
BHENLIHEATHL. ) oy X0 F 7y a3 VOREICEZRRLS BAALARY M
AT 5 Z EICEELTLEEWVZEMICOWTIZ BN HTTP Inspect 7V 7t v 4
=L DA (22-52 X—D) BB L TLIEEW,

7u 7 7 A /L (Profile)

HTTP o 7 4 v 7 [MFICEEH b SN a— RO & A4 FE2FEELET, AT A2,
WFEAEDY—NZHEHTE DT 74/~ 77 7 AL Apache b— 3L IS H— D
TI7HNVE T 77 AN BLORE=AMNBE N T T4 v 7 D=—RZHhbETHETZ?
HABZLDT 74 ) NRENH O F3,58MIZ O TE H—23 LUV HTTP E b= >

O— R A7 g OEIR(22-47 R—) EHBR LT E N,

Il Cisco ASA with FirePOWER Services B — U VEBEBREN A F



| 228 F7Vr—var@7) 7aty FoE

HTTP F5 74 vz e M

P—X LAYV HTTP BT Y 22— K 373 3 OER

S A4 & X :Protection

P— RO HTTP EF LA 7' v a v BBIRTHZ E T HTTP b7 7 4 v Z ATICERLT
Ao a— R BATEREEL.2OZA 7O a— REEL N 7 v 72 LTA 2 b
FAERESELZENTEET,

PIFo@BATCT ) 7at oy —ANSEINTWARWGEA A7 va idii” ) 7ak v
=V ISBEAEAHT STV ER A,

ASCIl = a—F 47
Tra— RENTEASCH XFETa— L JLb—/)L =N ASCH = =2— R URI TA
Ry NBERTAINE D EIRELET,
DX T a DA Ry M EAERTDHITIE V=L 1191 ZFEHIC L E T FEMIC OV TR,
L= VIRHEDFRTE (27-22 X— V) S L T IZ &V,

UTF-8 Ty a—5F (L7
URI OfE%#E UTF-8 Unicode > — 47 > A% a— KL £,

TOF T a DA Ry FEEKRTAICTIEA— 1196 FAENNC LUE T, Iz OV TIE,
JL— LIRFE DR E (27-22 X—) BB L T P&,

Microsoft U = > a—5 4 7

%uU & FDHBITE AXFEAFEATHINSWU = 23— R AF— L5k TFa—RLET,. 204
SCFIE IS Unicode =2 — RARA > MIBHET 2 16 #o = a2 — NETT,

[V

EHRHOIZIAT L MR Uy a— REFEHTHZLIIFEAERWZD, VAT, %u =
= RNIZEo Tz a—FENTWAHTTP b7 74 v 7 T a—R3+52 L aH#E L4,

DX TV a DA Ry N EAKRTHITE V1193 2 LETLEIC oW T L —
JVIRREDRRTE (27-22 X—) B L T E &,

N_F7 NA NUTF8x=rva—F 42
AT AL b Era—REFa—FLET, N7 A b mra— RTEUTF8 D7 = —
REFIZIE ASCH TR A7l e LCTEHSLET,

e b

R RN hxzra—RZEky) 22— NSy —R"2o Il — ML HEET L a—REZIEL
SRR AHZENTEET . FHDOIIFAT U MIZDOFETUTF8 2y a— RLRWE=D
VAATIE,. ZOAT v a v EAMNITHI EEREREL TWET,

DX T a DA Ry M EAERTDICIE V=L 1194 ZEHC L E T EEMICI OV TR,
= WRIEDFRE (27-22 X— V) R LT Z &0,

Microsoft IS=> a—5F ¢ v 7
Unicode = — RARA > F v v BV IR FEHLTTFa—RNLET,

A

CTHUTFEICHEB LEEEOFRIT TARAOND O VAT T a BRI TDH L aH
ﬁ[—/i‘j‘o

Cisco ASA with FirePOWER Services e — W VEBEBRENA F 1



BRE THIsr—varBFY Iuty oA |

HTTP N7 7 1 v 7 DEFAL

TOF T a DA RNy FEAEKRTAICIZ L 197 I LET, EEMIC OV T L —
JVIRIE DR E (27-22 XR—) BB L TL7Z X0,

“Exva—54vs
FRURIZ2EEBE L. FNEFNTT 2 —REETTDHILHICTHI LTINS H L a—
KRNI T7 47 %T7a—RFLET, ZNTEFEIRES TV A TORBHEIND D, A
FIOF T a rERBITHIE AR L ET,
TOF T arDARy NEERTAHICIZ V—IL 1192 ZEIC UE T, B oW T,
I VIRBED R E (27-22 XR—V) BB L TL7E X0,

T NFRT v 2 #EE
LODITFHNOEEDAT v a2k 1ODAT v 2 lZIEHILLET,

O T a DA Xy M EAERTDICIE V=L 119:8 ZENC L E T MOV TR,
= WRIEDFRE (27-22 X— V) R L T E &0,

NHSARy 7 25 vy 2851k
Ny T ATy vak AT vy | ZIESLLET,
TDOF T a DA Ry FEEKRTAITIE A— 1199 FAENT UE T, Iz OV TEL
L= WRIEDFRIE (27-22 XR—) #H R L TLE &0,

FTA4VIZ ) bTIAR—Y
TALZ ) FIAR—=FALBLIOBRCSEAT L7 MU REH(LLET, —ED Web
A MET 4L N FIR—=VAEHEH LTI 7 ANV EEBRTEZD . ZOFATD T
74/7’ﬂbf4mx%%$m#5t W BEET A Y Puk vy L— L BRI
BB ARATAEREMNH D 1,
TOF T arDA_y NEERTAHICIT L—L 11910 B LN 11911 AT L E 9, 5
FNZ W TIZ V= ARIED R E (27-22 X—V) MM L TL 2 &0,

2 7T HEFAL
AR—ZAXY Y FELEE LTH 7 2T 5 I RFC EHEA IEHAL L £ 7, Apache 0% Ol d
FE ISWeb ¥ — ML URL ORIV X5 & LTH 7 X7 (0x09) L £,

A Y
B o7 aroREICEBEREAXT(0x20) 3% 7 ORNIZH 556 HTTP
Inspect 7V Pt v ZZT DX T2 A= L LTHOET,

TDOF T arDA RNy FNEAEKRTAICIZ A— 11912 EEIC UE T, ZERIIC oW T
1L L= IREEDFRTE (27-22 X—D) 2B L TL &,

/e RFCF Y I X
URI 5 —Z 0dT(\n) Z#IEHL L £,

TOF T a ARy b ERAEKT DT V=L 119:13 A F RN L E T, FEMC oW T
1L L= VIRBE DR E (27-22 X—D) B L T &V,

webroot 74 L7 b U R TIN—H)1
URL OFIIT 4 L7 P 2 THWMIT257T 4127 FU IV LEmELET,

TOF T arDARY NEAERKRTHITIZ V—L 119:18 FENC LE T BEAIC W T
1T L= VIREED R E (27-22 X—) 2B L T P&,
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HTTP F5 74 vz e M

X7 URITYIH
URI OXEIY 35 & LTH 7305 (0x09) G20 L E ¥ Apache, T LW 3—2 =5 D IS,
BLXOZFOMO—ED Web $— N T URL OXEIY 7L LTHX 7 LFEREHLET,
~
(B) ZOF 7T arOFREICERR AT (0x20) 3% 7 ORI S 556 HTTP
Inspect 7Y 't v EZDX T AR—A L LTHRWET,

JE RFC XX
KIET D7 4= RIZBI SN 729 RFC SCF U A A B £72138E URI T — 2 NICE
EFNTVWLIHEICERERBELET, 207 4 — IV REERTIHAIT NS NXTFEERT
166 ERTLEEALET, 20472 a U ARETHEAIFMEEREICREL TS EEN,
FEFC KR L F AT D & A R_ PR KRBICRATDAREM N H Y £,
TOFTarDANRy NEERTAHITIE L—L 11914 ZBFNZ L E T BN T
X L — VR BED R (27-22 X— D) B BB L T F &,

BRFrrr zra—F 40P 4 X
URI F— X TREIZKRERF ¥ 7 A4 AR LET.

TDOF T arDA Ny FEARTAHITIZL—L 119:16 B LR 119:22 G LETL B
HNZ DWW T L= WREEORE (27-22 XR—) 2B L TLE &0,

RAFFGA v DF a— FEEMCTS
WRAT T4 VB INTZEHRO HTTP T a— RE2 BB LET, 2047 a VRN EYTH
HIFE N T T A TS D HTTP E3RICIE. 7 22— RB L OO T+ LS
B = F U TG LTEREOLDTOND T2 T 3 —< AN A L ET,

Non-Strict URI f##r
Non-Strict URI fi#tr 2B L £4, Z D472 2 1%, [GET /index.html abc xo gr\nJ & v 9
FEROIEAE URI 22T ANL Y —_"TOREHLEST, ZoF T va v aElT5E. 7
I—HIFURI N LIEBEBDAN—R L 2BHDAR—ZATHENTWA LD LEELET, =
NIZ.2FHDAR—=ZADRIZHEZN: HTTP @B+ 2372 WS TH RIBE T,

WEEASCI = a—F 4 0

HTTP %R URI OJLiE ASCH XF- O =GN LET, ZOF T v a ik h AKX L —
NTa 77 ANVTORMEAFGETH D  Apache IS, E721T T X TOHV— NEIFICRAEZ L
DT 7N T T 7 ANTIIEHATERNI LIZHEZR LT EEN,

HTTP — N 47 3 VDORE
Z A &> & :Protection

HTTP YV — X 47> g U ERET AT ROFIEIZHENET HTTP YV — N F 7> g O
IZOWTIZ =N LUV HTTP EHUE A 7> a v O8IR (22-38 X— D) B LY — 8 L~UL
HTTP Effbmr a— R 472 g VOER (22-47 =) 2B L T 7EE W,

Cisco ASA with FirePOWER Services e — W VEBEBRENA F 1



BRE THIsr—varBFY Iuty oA |

Il Cisco ASA with FirePOWER Services B — U VEBEBREN A F

HTTP N7 7 1 v 7 DEFAL

FIE 1

FE 2

FIE 3

FIE 4

FIE 5

FIE 6

FIR 7

FIE 8

FIE 9

PNV _RUVDHTTPRES TV 3 v ORES:

[7% & (Configuration)] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [~ U 2 —
(Policies)] >[7 7 & A =2 hm— L 7" Y 2 — (Access Control Policy)] DIAIZEIR L £ 7,

[77+&A 2> kr—L KU —(Access Control Policy)] X— Y NERINET,
WET 27 78X ar b= RY —DMITHLIWMET A2 (o277 LET,
Tr7RAaryita—L R — T 4 XNRFRINET,

[FEAIEY E (Advanced)] # 7 #iBIN L £ 7,

TR arbta— R —OFMREN—VRERRINET,

[% v b U— 2754 &2 AR U 2 — (Network Analysis and Intrusion Policies)] DRI & 5 R T A
a (g &7V 7 LET,

[% v b U— 2754 &2 AR U > — (Network Analysis and Intrusion Policies)] 8 v 77 v 7" o7 ¢
VRUNERRINET,

[*y FU—27 38R Y v— U A |k (Network Analysis Policy List)] 227 U v 7 L %7,

[F> FU—27 38R Y v— U 2 bk (Network AnalysisPolicy List)] R 77 v 7 7 ¢ RO RE
REINET,

WETHRY O —DRRICHLWMET A2 (o V&7 ) v 7 LET,
OB 2 —ICRIRFOEEN o DG A ICEE AL BEEZ AT T 2L [OK] 22 U v

LETRIDORY = TORERFEDOEEDRFTEIZ DN TR BA ORI LR Y 2 —EH D
i (18-16 ~—V) ML T &0y,

[V > —1F#H (Policy Information)] ~X— U NEREINET,

ERlOFEer— gy RELT[RE (Settings) | #27 Vv 7 LET,

[F%E (Settings) ] X— Y BERINFET,

[77Vr—varvEr V) 7at w4 (Application Layer Preprocessors)] @ F @ [HTTP % &

(HTTP Configuration)] Z A% L TWANE I MG LT 2 DOBRENH Y £,

s REVADREGE [WEEAD] 227U v 7 LET,

o RENEGTHLIGE. [A%)(Enabled)] #27 V v 7 L. [fWE(Ed]) %2V v 27 LET,
[HTTP &% & (HTTP Configuration)] X— Y MNERINE T, R—Y PO A v —VITIL EEE
BleRy N =7 0RY U= EIRENETREMICOWVWTIZ Ry PU—27 R Y v —%
TFRARY —TO LA YOMH(19-1 X—V) 2SR L T &0,

KD 2OOFIERH Y £7,

s LY —AR" T a7y AN EBMLET, =Y OLEMIT [P — 3 (Servers)] DREIC&H 518
mr4=ar (@79 y 7 LET[Z—5 v boBN(Add Target) ] Ky 77 v 7 v o R
UNERENET IV TIAT MO 1D EDIPT RURA%E [—/3 T KL (Server
Address)] 7 1 —/L FIZHE L [OK] 27 U v 7 LET,

H—DIP7T RLAEZEFIT FLA Try 7 HOH5NNEINLOWTIUnEZIXm %2 0 v
Y TCRE 57 A REBETEET, U A MIANTE D CFHITHRK 496 LF,TXTO
=N T T 7 A NVTHRETE LT FLRAEAOREIL 256 /FTE 57 17 7 1 LDk
BIIT 74/ b 707 7 A )V EE®HT 255 T, ASA FirePOWER £ = —/L TP IPv4 B &
WIPV6 7 FL A 7 a v 7 OFEHIZOWTIZIP 7 RUADOBAI(1-5 X—Y) 2B L T<
7ZE 0,
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FIE 10

FIE 11

FIE 12

FIE 13

FIE 14
FIE 15

FIE 16

HTTP F5 74 vz e M

B—=0y hR=ZAORY) =T 774 v 7 BT L55 FHETHFy NI —7 1%,
B—= sy NR=ZADKR) T —DOFRENRE Dy NT =TGR Y > —I Lo TRES
NHXy NIV—7 B =% 7y hTHLID ELTENLIC—HTLI2ULERH D
FT MOV TEI Ry FT =27 R Y O —IC K DHILERD T A F ~ A X (20-3 *—
D) ESRLTLIEEN,

R=U DOV —3 U X MIFH LWEHERR RIS GBIRSNTND Z L EZRTEOIC
PRFHE R SAVE T, [ E (Configuration)] £ 27 & a U AEH S AL BIMLE Y BT 4 — LD
BUTRED KM S L E T,

e BFEOT R s ANDOREEEFE LET, =V EMO [H—3(Servers)] ® FTEM L 72
T T ANVOEREFEHST RV AZ TV v 7T 50 £ [7 740 (default)] 27 U >
7 LET,

IR L7238 H 2N FOR S [ E (Configuration)] £ 27 v a N EH S NGRIR L= 7 o
T ANVDBATHENERINET FEOT 27 7 A VEZHIRT 2 ITIL HIBRT 5 7 1
T ANORICHDLHEIRT A2 ()27 V27 LET,

F 7 ar T [Fy hU—7 (Networks)] 7 4 —/V FIZU A RENTWAT FLAZET L,
NV OMOEKE 7 ) v 7 LET,

N=VOEMT MFHRRINTNDT FLANEHRFINET,

T7HNN TR T AT [F Yy T —7 (Network) ] ODFFEEZ AR T /RN LIZERELT
SPFPEW T IV N Tadr AT Ro7Te 7 7 A ALTHEREISRLTWW A NWRY hU—72 ED
TRTCOYF— A EINET,

[R— k (Ports)] 7 4 —/V RIZHTTPInspect ThT7 7 4 v 7 2 MRET LR —b2HEELEI . E
BOR—NERHRETL2HEIX. AV~ TR £7,

P — R LUV HTTP EH b A 7 g o O@EIN (22-38 X—2) THHT I FOMD AT 9 v %
EERTEXET,

ROFMNAE > TH =T e 77 A VBRI LET,

o MEOY—N T Ty A VEERT DHITIL [ AHF L (Custom)] Z 3R L £ 9 GEMlZ W
T =N LUV HTTP EEH b= o — R 472 g v ORI (22-47 2—) 25 H) .,

o TRTOV =K L THUREFEEDOT 7 4V N e 7y A VEFHT HITIE[TXT
(AIN] Z& R L £7,

e TIZANMDONST BT 7 ANEHRTHITIEL NS Z&INLET,

« T 74/LN® Apache 7’11 7 7 A VAT 5121, [Apache] &R L £,
[1 A% L(Custom)] Z&IRTDHE IAF L AT arBRRINET,

T 7y ANVTHEHTHHITPT 2 — N A7 v a v ERELET,

ERARER ER LA 7 > a v OO W TIE—2% LoUL HTTP IEYEA 7 a3 o 0#IR
(22-38 X—) BHR LT &,

RV —%RET D RMELFITT D EAEEMIET D ERRY —DF 7 3V FREITRET .
BEEVATAFY vy a2llE LT T T2, 00T NN EITWET MoV BED
i L AR o —EHOMEE (18-16 X—) 2B L T P&,
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W sinRPC 7Y FrtyHDER

BMO HTTP Inspect 7V 7Fu & v¥ L— 1 DOHFERE

S A4 & X :Protection

BEEDBREA 7Y a TBEAT 5N T2V HTTPInspect 7'V 7't - b— )LD A < |k
AR TAHIIZ.KOEDI Y Tat v L— L GID:SID | F| D)L — )L A3 T& £, 2
IZOWTIE N —WIREEDRE (27-22 X— V) B L T30,

2 22-9 BEMDOHTTP Inspect 7V 7t ¥ —ib

vANA-E A

A—N GID:SID |3

120:5 HTTPIS& R 97 4 v 27 TUTF7 = a— BRI S B AT A <0 b
NERSNETUIF-7TIE.SMTP 87 7 4 v 772 ETT7TE Y F XUT 40
MBERGEIZOREH L T ZE N,

119:21 HTTP R~ X — |2 D content-length 7 A —/V FRH 25E1A X
VR ENET,

119:24 HTTP BRI D Host ~~ Z—0H 5 BEIT A Xy FRVER S ET,

119:28 INBEDON—=NEGINTDHEE AN MIEREINETA,

120:8

119:32 FN77 47 THTTP A=V 3 090 END & A XV FBNEREN
FIT,TCPA M —LDOBRELANITHSLERHDZ LICHEBELTLE
SV, TCP A F U — A DHPLEE D (24-23 X— D) 2B L TL 72 &0,

119:33 T2 —TENTHRNZAR—=ZN HTTPURI IZEFNTWAEAICT A
Ry MNERENET,

119:34 TCPEGIZ 24 UL LD /A T T A4 VAL S 7= HTTPER A G EN T 5
BRI AR PR ERENE T,

Sun RPC 7’V 7utv v ¥ fEH

S A & X :Protection

RPC (Remote Procedure Call) IEH{L TIX. 7 F7 7 A MESI7ZmRPC L a2— KA 12O L a— R
WWIEEFILEND2DOT I— 2P0 RNEDLa— RERERECEE T, 72 & 2T WEEN
RPC admind WETINTWAR— FOBEZHITTH E LET, —#D UNIX &5 A hiX.RPC
admind ZHHA L CYVE— MW AT LA XA ZFITLET AR NBBHWRGEE FITT 545
B EBEOLD—YRYE—NEHOay e — VA2 EETEDZ LNHY £9,Sn0rt ID
(SID) 7 575 DFEHET F A b — /L (P =X L —Z ID: D)X, ZOKBEERHT D7D FFED
nr—aryCarsT Y ERE L AREY)R portmap GETPORT BR A RFE L £7,

AN—k

o742 ERLTHDR— b 2R LET A X —T A AT HEHEOKR— b~
TEE > THRELET, M7 RPCAR— MI ML B LW 32771 T, % v b U —7 ™ML
R—=FIZRPC hT7 7 4 v/ R ETHHEEILZ.ZNLDOR—FOBMEZRE LT 7Z IV,

RPC 75 7 A v MEL a— RD#H (Detect fragmented RPC records)
RPC 77 7 Av ML a— Rzt LET,

TOF T arDARy NEART AT — 10613 LN 106:5 B H SN LE 9, ZEA
IZOWTIZ I —VREEO R IE (27-22 X—) 2 BB L T E &0,
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sunRPC 7U 7at v Fom M

137 v b OEE L = — FORH (Detect multiple recordsin one packet)
Ny MMEITHER IS NNy ) T LI D RPC R Z MM LET,

TDF T ardDA Ry NEART HITIT I V—L 106:2 AN UE T EEMIC oW T,
JL— WRBEDFRE (27-22 X— ) MM L TL 72 &0y,

1757 A V.eB2BT75 7 A MEL a— FEEFO#H (Detect fragmented record sums which
exceed one fragment)

BAED Ty NREBZDHBREINTZT7 77 A Muva— FREZBRHLET,

ZOF T arDARy AR T BT L —L 106:3 AN LE T EEIC oW TIT.
JL—VIRBEDFRTE (27-22 XR—) L T 72 &0,

1Ry b OY A B2 HE—~T7F 7 A b La— RO (Detect single fragment records which
exceed the size of one packet)

oML a— RemBLET,

O T a DA Ry b EAEKT DICIE V=L 106:4 FHFENC LT, EFEMIC OV T,
L= VIRTEDFRTE (27-22 X— V) S L T2 &V,

SUnRPC 7’V Fut v ¥ DHRE

FIE 1

FE 2

FIE 3

FiE 4

FIE 5

FIE 6

Z A4 &> & :Protection

SUNRPC 7'V 7t v ET AL ROFIELFEHTEET,SUNRPC 7' v v ik
EA T a rDFEMIZONTIZ.SUNRPC 7Y Y ut v offi [ (22-52 R— ) BB LT
él/\o

SUnRPC 7’V 7’k vy &R ET AT KROFIEEZETLET,

[7% & (Configuration)] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [~ U > —
(Policies)] >[7 7 & A =2 hr— L 7" Y 2 — (Access Control Policy)] DIHEIZEIR L £ 7,

[77+&A 2> kr—L KU —(Access Control Policy)] X— Y NFERINET,

WET L7 78R arbe— LRI —DORICOLRET A2 (o) &2 v 7 LET,
Tr7RAaryita—L R — T 4 XNRFRINET,

[FEAMEL E (Advanced) ] # 7 Z 3R L £9°,

TR arta— R —OFMREN—VRRRINET,

[% v b U— 2754 &2 AR U 2 — (Network Analysis and Intrusion Policies)] DRI & 5 R T A
at (g &7V 7 LET,

[% v b U—27 54 &2 AR U 2 — (Network Analysis and Intrusion Policies)] 8 v 77 v 7" v ¢
Y RUBRERREINET,

[%y bU—27 544 U >— U A k (Network Analysis Policy List)] Z2 U v 27 L%,

[Fy FU—27 38R Y v— U 2 bk (Network AnalysisPolicy List)] R 77 v 7 7 ¢ RO RE
RENET,

WET DRI —DRICH ORET A 2 (o) &7V v 7 LET,

BORY —ICRIRGFEDOEL R & DA AR W L BEEZHIT T 21T [OK] 227 Y v 7
LETHIORY = TORRBEFEDOEEDLRIFTIEIZ OV TIBAE OfER LR Y o — L H O
E(18-16 ~—V) ZZM LT ZEW,

[ U > —1&# (Policy Information)] ~<— YR FR I E T,
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B Session Initiation Protocol D &AL

FIE 7 HEROFEsr— a2 NRVT[RE (Settings) ] #7 Y v 7 LET,
[(%7E (Settings)] X— Y NBNFRINET,
FES [TV —arvEr Vs at vt (Application Layer Preprocessors)] @ K@ [Sun RPC
(Sun RPC Configuration)] ZHZZ L CTWE 00 E D ML L T2 2OBRENH Y £,
s REDPADREE WEED] 227 ) v 7 LET,
o RENENTHL5E A% (Enabled)] #7 V v 7 L. [k (Edit)] 227V v 27 LET,
[Sun RPC # & (Sun RPC Configuration)] X— YN ERENE T, A=Y FTEID A v —I120%,
BELZBZLR Yy NT—=I AR Y =@ RSNETFHEMIONTII Xy T =7 54K Y
VFERIIRARY —=TOLA YOMHEM (19-1 XR—=D) 2R LT EE W,
FIE 9 [K—K(Ports)] 74—V FIZ.RPC N7 7 4 v 7 %7 a— KT 5RK—FrDOEFEZFEANLET HE
BOR—FERETL2581L. 0~ TRED £7°,
FJE 10 [Sun RPC & (Sun RPC Configuration)] ~<— Y DR ORI A T v a V& ®RINEZ T V7 TX
£75
« RPC 777 Av MbLVa— FoxH (Detect fragmented RPC recor ds)
o 1%y bOBEE L a— FoRH (Detect multiple recordsin one packet)
e 1Ny NEBZBTTIT AL M a— REF ORI (Detect fragmented record sums which exceed
one packet)

e IRV IOV A RXEBZDIE 7T A b La— FOBH (Detect single fragment recordswhich
exceed the size of one packet)

FIE 11 RN —%2RETDH WELFITT D EEEWEST D EARY) O —DFT 7 4V FREIZRET .
BEREVATA XYy Va2 llBE LT TT2. 00T EITWET SR VT BAD
R L RY L —EHORMETE (18-16 X—) 2B L T FEV,

e
i

Session | nitiation Protocol D18 &AL,

Z A &> & :Protection

Session Initiation Protocol (SIP) |3, A > #— %Y N T L 7 4 =— VA TF AT A TRE A AX
VA=V T A TA Y TN T ANBERREO I FTAT N TS r—va
D1IAU EOa—FiIZ L 12 oy aroa— LB ELEE BLORT o7 E T 24
L FE 9,4 SIPERD method 7 ¢ —/L RIZERO BRI Z R L, ERK URI 12 L Y EROEEL
PEESNET. K SIPIEDAT—H A a— KL BRENZT 7 a v OERERLET,
SIPEZHEHLCa—ARty N7 v 7 ENEHR EHEOTFBLOET AT X 28E1X
Real-time Transport Protocol (RTP) IZ X W AL Sk J .y v a v DO Z O ZIE, 2 — b F v X%
WMT =2 FXx XN ERREFICT A T Fy 2L EMFENDZENHY 9 ,RTPIL,
FRF N NTA—F XA — gy By g BN BIOE Y g o ~DBED
72912, SIP A vt — AT 1 N T Session Description Protocol (SDP) % i il L %9,

SIP 7'V 7at IR OWMEE 2 FET L ET,

e SIP20 b 774 v 7 DT a— RKBILOOHT

o SDPT— A NGFEHETILIHEFIDT =X 2G5 SIP~y X —L XA v —Y KT ¢ 2
LM LET— 2525 %DA L ART S 3 DEDICV— TP NI T ET
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Session Initiation Protocol D&, M

o E(SIP Ny MTBIT SRS 3BT JEFNELL RWVna—L —r A
FdES e a— = )RR EN JETE Y ety L— A RETHD
WA A N NEAKRT B

o I—JN F ¥ RXNEBETLH(A TS ay)

V7L SIPAvE—Y RT L ICHAIAEILTWVWD SDP XA v —VITmRENTWVND
A= MIESWTRIPF ¥y RAEFHNLETR RTIPT 2 bal A VAR v a V2 FATLE
B,

SIP7Y 7 at oY aHHTDHEIIFT KROSICHERE LTI IEEN,

« UDPITEH . SIPTHYR—FENBAT 4T By a2kt LET . UDP X KU —LADH]
MBIz LY SIPFY oty PicktLSIPEy g bR RIS ET,

e SIPL— F—U—=FIZLY . SIPRXF7y b~y F—FFAvE—Y RT E2FFLRL,
MR EZEHEEDSIPAY v RELIFAT—H A a— ROy MIBETE £9, 56/
SNTIE.SIPF—TU— F(30-68 X—) &ML T F &,

o A THIGE BHETHNL— (=L —% ID(GID)140) L BT L T g & hliH
LT —F%EN—)V TP NIEETHIETC. TV ety hidA R AR LERA,
ROV TIZ V= WIREED R T (27-22 X—V) 2B L T &V,

FERIC OV TR ROEHEZZR L T E X0,

e SIPFY Tutvvt 7T g DN (22-55 ~—)

e SIP7Y 7ty ORIE(22-57 X—)

e B SIPZY Fut Y L—LOFME(22-58 _X—3)

SIPFY7akyWh F7L g DFER
Z A & & :Protection
EHETEHSIPF) Tutyh A7y a o0 TU R T LET,
[Z3k URI @i K& (Maximum Request URI Length)].[ = —/L ID D K& (Maximum Call ID

Length)]. [Zk 4 @ B K F (Maximum Request Name Length) ] [543 7t D i K& (Maximum From

Length)]. [2415 4t @ B K F (Maximum To Length) . [#% H ® fix K& (Maximum Via Length) ], [E#&

He D e KE (Maximum Contact Length) ], 8 X O[22 o 7 Y D K& (Maximum Content Length) ]
A7 a TR 1~ 65535 31 R FEIX0ONA MEEETCEET.02EET D L BET S

—=IVINENTH D0 E I NICERRL . ZOF T a DA Xy MERBNEDIZR Y £,
UTOHMATTY Fatyh L—ARERINTOWRWGES AT v a A7) ey

=V RBEAT STV ER A,

A—k
SIPrI7 74 v 7 2BAETA2R—FE2HEELET.0~ 65535 DEHAIEETCEFET, A—F
BFDEEH HGEIT. 1 ~TXREYY £,

BET S A Y v F(Methodsto Check)
BT 5 SIPAY Yy RERELET RIRTHEERINTND SIPAY v REFEETE
EScN

ack, benotify, bye, cancel, do, info, invite, join, message,
notify, options, prack, publish, quath, refer, register,
service, sprack, subscribe, unsubscribe, update

Ay RTIERLFEENLERKNENET A A Yy RAIITRE BT, TR CEE#H
TEXET . ZOMOEBECTIIFEHTEERAMBEDOA Y v Rl ~TREY £,
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B Session Initiation Protocol D &AL

HLWSIPAY v RS BEREINDIAERENS D720 FHEIT. BEEEI N TV RN
BENLTFIEEDD I ENTEFEFT VAT ALATIIHRRIZEDORA Y v FEEEHZINL T
H2LHDA Yy REEBMO LD A Y » R)BYR—FSINET, VAT LI REIND
REFDA Y v RaedTXCTEMALET,

BFREOA Yy FIZIZ. 2O T > a VIZHRET DAY v ROMIZ BEANL—LT
sip_method ﬂ?_‘]j‘_‘ ]\%f@#iﬂq LT?EE?Z))‘ Y b4 F%é\iﬂi‘a—oéﬂé%ﬂﬂb:/)l/\ffix
sip_method (30-69 <X— ) &M L T 72& 0,

Ty varNOFE AT v rKEKRE (Maximum Dialogs within a Session)
AR =LAy a N THEINDIZA TR TORREERELET, 205 LD £<
DEAT O PEREND & F AT 07 OEN HESNTOWDRREUFIZRSE TR
Ll WEA T a I BIEICHIBRSVE T, £ V—L 14027 A THLHLEITH A X
FRA MY T—ELTHEHESRET,

1~ 4194303 DEHZ#RETEET,

E3R URI O K& (Maximum Request URI Length)
[Z3Rk URI (Request-URD] ~v &' — 7 4 — /L RO KHFR AL MEERELE T, b —b
03 NAHTHLIHEURI NI NIV bEVWEASA XU MR NI T—E LTHERAESNET,
[ZE:Kk URI (Request-URI)] 7 o —/V RIE BRDIEIHED N AL T2IFR—V 2R LET,

a—ju ID O KE (Maximum Call ID Length)
FORFZIFISE D [2—/ ID(Call-ID)] ~v & — 7 4 — )L RO KHFENA MEERTE L
FT = A0S BENTHLES 2=V IDRINLIVEEVWEALARV IR NY H—L
LCEHENET [2—/ID(CaAl-ID)] 7 4 — /L RIZX > T ERSIEENDO SIPE v =
U BRI SN E T,

BSR4 DFKE (Maximum Request Name L ength)
FURA CHBESND AN MUAERELE T, ERk41X.CSeq N T ¥ 27 23 1D I
ESNDAY v ROLHTTY , — 1407 DA THLHE BRAD NI bRV E
AXVER MY HT—LLTHERAINET,

EIE L DOFKKE (Maximum From Length)
FERFIIINED [EEL(From)] ~y X — 7 4 — IV RTHESIND KR AA MIEREL
FT = M09 DA TH 56 [EEIL(From)] B2 XV b RVWE A XU R MY
H—& LTHHESNET [FET(From)] 7« —/L RiZ A v =V OREMATR L £ 7,

BEFRDFEKE (Maximum To Length)
FORETIISED [EEHXT)] ~v ¥ — 74—V RTHFEINDTRNAA MIERELE
T /L UOLL A THHGAE [EREET)] P INLV bEVWEA XU IR MY T—
ELTHEHENET [EERT] 74—V RiE A v —VOZEMEHRI L ET,

B O KEFE (Maximum Via Length)
FORF IS E O [BH (Vid)] ~v #— 7 4 — L R TIHFR SN DAL MEEREL £
T =L 403 NAE THHHA [RA V] RN ZnNED b REWEA RV IR N H—&
LTSN ET B Via)] 7 4 —/L RICIZERN T EDRNANRENISE DA%
EEERPRINET,
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Session Initiation Protocol D&, M

EHE I DR KR (Maximum Contact Length)
FURFE IS E O [HEAESE (Contact) ] ~v X — 7 4 — )V RTHER SN DAL NI ERE
LEJ,/b—/ 140:15 NERN Th 556 [EA&S (Contact) ] R Z KD RV E A XU R
FUA—E LTS E T, RS (Contact)] 7 4 — /b RIZIX D A v E—2o0
TOEMIEEZIEET H URI BRI NET,

a T Y ORKE (Maximum Content Length)
LRELIIIEEDA v =V RT 4D T VY THESNDIRRAA MEAERELE
T =L 14016 WA TH LI LA AT oY N INEDV EREWVWEARVENR N H—L
LCTHEHEINET,

BEFEIET A 7 —4% F ¥ F % EHL (Ignore Audio/Video Data Channel)
FeH F XV NG T LT DA AT a v EHENEITENZ LET, ZOF S
arvERNITBHE T ey I FOMDIET —HX Fr RXAVSIP T T 4 v T DA
VAR v a v EFITTHADTHEELTLIIE&EN,

SIPFY) FavvyYOHRE

FIE 1

FIR 2

FIE 3

FIE 4

FIE 5

FIE 6

FIg 7

S A4 & X :Protection
SIP7'V 7ty aRET DT RO FNEIZENE T,

SIPZY Futy Y ZRETDITIFKOFIREZETLET,

[F% € (Configuration)] > [ASA FirePOWER 3% & (ASA FirePOWER Configuration)] > [/K U v —
(Policies)] >[7 7 & A @ hr— L 7R U 2 — (Access Control Policy)] DIEIZERN L £ 7,

[77 %A 2> hua—/L R ¥ —(Access Control Policy)] _X—YNERENET,

WHET DT 7EA arba— LK) v—DORICHIMET A2 (&2 ) v LET,
Tr7RAaryta— LR — T 4 XPRFRINET,

[FEAMEYE (Advanced) ] # 7 22 L £ 7,

TR arhr—)L R —OFEMBEESN—VRERINET,

[y FT—27 558 L1E AR Y 2 — (Network Analysisand Intrusion Policies) ] DAEIZ & 5 fRE 7 A
A (@& I LET,

[* v bU—27 5381 &R AR U > — (Network Analysis and Intrusion Policies)] 78 > 77 v 7" o7 ¢
YRUBRRINET,

[* v bU—27 38R U >— U 2 k (Network Analysis Policy List)] 227 V v 7 L £,

[f v U= 548 U — U Z k (Network AnalysisPolicy List)] X v 77 w7 7 4 v R RE
RINET,

WET DRI —DRUCH DIRET M 2 ()27 U v 7 LET,

MORY L —IZRRGFOEL DR o DA I EE MBI L BEZHIT T 21T [OK] 227 Y v 7
LEJBORY ¥ —TORKRGFEDELEDLRAFTIEZOWTIBE ORI LR Y & —EH O
i (18-16 ~— V) ZZ ML T ZE W,

[V > —1F % (Policy Information)] ~~— Y NE RSN ET,
M OF EF— 3 v /SFLT [RE (Settings)] 227 U v 7 LET,
[(%7E (Settings)] X— Y RNFEREINET,
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FES [TV r—varE7 U 7 et v¥ (Application Layer Preprocessors)] @ F @ [SIP g% & (SIP
Configuration)] ZH I L TWENE I DT LT 2 2DOTRENRH Y £7,

o WENAMNRLGAmWMEEAD]) 227 Y v 7 LET,
o RENEGTHLIGE . [A%)(Enabled)] #2 V v 7 L. [fWE(EdD]) 22V v 7 LET,
[SIP 5% & (SIP Configuration)] X— Y RERINET A=V FHORA v —VIZIT REZ G
Fy R =T AR =@ RENETREMIZONTIE . Ay NT—27 AR —F 721X
BAR) S —TOLA YO (19-1 =) 2R LT IZEN,
FIE9 SIPFVFutyd F7Y g9 OER(22-55 X—) T+ 247 a3 VAL RETE E4,
FIE 10 N o —%2REFETDH WMELFITT D EEEWEST DL ERARY) O—DOFT 7 40 FREIZRET .
BEEZVAT A XYy v 2 llELTETT2.00 TN E2TOET 3OV T HED
R L RY L —EHORMETE (18-16 X—I) 2B L T FEV,

BMO SIP 7Y Fuatk vy —LOFL

S A &~ & :Protection
WRORIRT SIPFY Fat vyt — I FFEDOREA TV a JCEEMfIT N TWER A,
FOMmo SIP 7Y Fuat vt L— L LRI, NG DL— I L > TA Ry M Akd 585
BlX. NSO — NV EFEHNITELERNH D £9, b—LOFMEIC OV TIL LV —WREED
BRTE(27-22 XR—=V) LT3,

ZF 22-10 BWDSNP 7Y 7tk —

A NA=AA A

JL—/V GID:SID |3

140:1 TV Ty RNE=F L TWNDESIPE Yy Y g DR, VAT ATHE
ENDORKRETHLGAEIT AR MR ERINLET,

140:2 SIP %3k ¢ [#:Rk URI (Request URI ] ZE 7 4 — )V RBZETH DL LA A
Ry RN ERINET,

140:4 SIPERE/IFEED [2—/L ID(CAl ID)] ~v #— 7 4 — /L RINZETH
BBAIT AN MBERENET,

140:6 SIPER E /2 ITEE D CSeq 7 4 —/v KDL —7r 2 A/ SAEA, 231 At D
Ry MIER LEETIIRWEEGIZ A XY MRS NET,

140:8 SIP R & /213G T [EEJC (From)] ~» ¥ — 7 4 — )V R ZETH D55
AR MRERSNET,

140:10 SIPEREIFEET[EELE(TO)] ~vy & — 74—V KRETHLGE
AR MRERSNET,

140:12 SIP ZREIFSE T [# i (Via)] ~v ¥ — 7 4 — /L RIRZETHLHGHIT,
AR MR ERSET,

140:14 SIP %3k & 72 13644 C [ESSE (Contact) | AZH~ > X — 7 4 — )L RBRZETH
LA AR MR ERENET,

140:17 UDP N7 7 4 v ZND 150 SIP ERF 72 1TIRE /X7 v MIEED A >
T—UNREENTOEIEAIC ARV IR EREINET SIPOIRA—Y g
VTCIHEEA v =YY AR— IR TWET N SIP20 TE N7y b b
V1A YE—VREIRTR—FINTWNDEZ EICERELTLEEIN,
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GTPa<r F Fxiroge M

ZF 22-10 FEZ)BWMDSIP 7Y 72t b—L

VANA=E AN

JL—)L GID:SID |$%HA

140:18 UDP F o7 7 4 v 7D SIPEREHIIISED A v —T RT 4 DEBED
SN SIPER FZ1TEE D [2 27 Y & (Content-Length) ] ~ v &' —
74—V ROFEEME =B LRWGEIZ ANV EBRERINET,

140:19 TV Tty RSIPIRED[CSeq] 7 4 — IV KD A Y v R4 ZR#HK L
BRI AR PR ERENE T,

140:20 SIP Y — 30 FEREEE A A v =V L TTF v LU P EERE LW
BT AR FNERENE T, 2T InviteReplay #i SR OIS E IR
THZEICHEBELTLEEN,

140:21 I—ty by TORNCE v Vg UERBEEIND & A N bk
ARSI E T, ZHIE FakeBusy 5 REBOLEICHAET 5 2 LICHER LTS
72 &,

140:22 JGEAT —H A 23— RN 3HTOBME TIZRWGEIC A Xy R ERE R
e

140:23 [>T Z A 7 (Content-Type)] ~> ¥ — 7 4 — /L NlIZarsT Y 44
TIREESNTEOT A vt —Y RTF AW T—EREENTVWDHES
W AN PRI ILET,

140:24 SIP A= 0N 111 F703 20 DT TH R WA A Xy RvE
S ET,

140:25 SIP 2R T [CSeq] ~v ' —THRESNIZAY vy REAY v B 74—V
N LRWEBIC A PR ERENET,

140:26 TV Ty RNSIPEROAY v K 74— /L RIHEESNTZAY v FE
FHLARWEAIC ANV FRERENE T,

GTP 2z~ K F¥ RIVDORTE

Z A &> & :Protection

General Packet Radio Service(GPRS) Tunneling Protocol (GTP) IZ X W .GTP 27 % v hU—7 &4
LEEBENRERLET.GTP Y Yoty H X GTP F 7 7 4 v 7 O FEEHRH L, a~< > K
FX RN T FV T Aot—ThA L ART v a DD — =V CERE L E T,
GTPa~ Y R Fxy ) v I 74w TCZIATaA, "RHDINE I DERET DI,
gtp_version.gtp_type. 3 L N gtp_info b —/)b F—TU — R&ZfEH L £,

LODOKERA 7> a .7V Faty BN GTPa~v Y R Fy b A vt —V5RiET HR—
FOTF 74NV I HREEERETEET,

AR AR T DT ROEFIRT GTP ) FYuk ¥ L— L ZHICTHHLENH Y £
T = DE NI DN TIE V= /VIREEDFR T (27-22 X—V) &R L T 72X,
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B GTPa~r K FrXNORE

FIE 1

FIg 2

FIE 3

FIE 4

FIE 5

FIE 6

FIE 7

FIE 8

#2211 GTP 7Y Fat ¥ /t—s

VA NA=N DA

JL—/L GID:SID |#4BH

143:1 Ty Ta v ERERA v E—VORIERIIT A LAY B
hET,

143:2 TV Ta v S REGREREZOEIZHRET 2 L4 X0 MBRAERS
nEJ,

143:3 TV Ta v RBRoRIAFOERER LRI TH LA FPBAERS
nE7,

GTP Y Fut v N GTPa~v Ly R AvtE—VEE=FTAR—  NE2LEFET AT . ROFIE
ZERAL £,

GTPa~< R F¥ RN ERETHICIXROFIEZETLET,

[7% 7 (Configuration) ] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [/R U ' —
(Policies)] >[7 7 & A 2> hm—/L 7R U — (Access Control Policy)] DJIEIZEIN L 7,

[77®A 2> bha—1 KU —(Access Control Policy)] X— UV REREINET,

WET D7 78R aryte— N R —DRIZHLWMET A2 (o) &2 ) v 7 LET,
TrEAayho—L R — F g ARERSHET,

[FEHIEY € (Advanced)] # 7 &I L £ 7,

T7EA Ay ba—L R V—OFMBRES—VURERINET,

[*% v b U— 2754 &2 AR U 2 — (Network Analysis and Intrusion Policies)] DRI & 5 R T A
A (g )EZ7V 7 LET,

[y RU—27 58 LR AR Y > — (Network Analysis and Intrusion Policies)] 7R v 77 » 7" o7 ¢
YRUNRFERINET,

[*y hU—27 38R U >— U 2 k (Network Analysis Policy List)] 227 UV v 7 L %7,

[% v U= 54 U > — U & k (Network AnalysisPolicy List) | R v 77 v 7 7 4 v Rk
RENFET,

WETHRY O —DORRIZHLMET A2 (o )& 7V v 7 LET,

BIORY = RIREFEOEER S DG AICEE LWL BEEHITT HITIL[OK] 227 U v 7
LETORY o —TORMBIFEDOEEDRFITEC OV TUL A ORI LR Y —EHOHE
iE(18-16 X—) ZBMML T Z a0,

[V > —1F# (Policy Information)] ~<— Y NF RIS ET,
EROFEr— gy N T [EE (Settings)] 27 U v 7 LET,
[FX7E (Settings) ] X— Y NERINET,

(77 Vo —ar@r ) 7 at ¥ (Application Layer Preprocessors)] @ F O [GTP 2w
T % ViR € (GTP Command Channel Configuration)] Z B ZZ L CWA 0 E I 2 LT 2o
DFEPREDRH Y £,

o WEDNANRGE [WEEMD] 227 Y v 7 LET,
s WENENTHLGE A2 (Enabled)] #2 Y v 7 L. [#w&E(Edi] 227 U v 27 LET,
[GTP =i~ R F ¥ % /L% & (GTP Command Channel Configuration)] ~_X— YN #E /RS E T,
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FIE 9

FJE 10

IMAP +5 74 vz nEE{r W

FFvarc. IV Taty b RNGTPa~vy R Avbe—V2RETHIR— 2EELFEFT,0~
65535 DM A IEECEF T, HEOR— 2R ETHHEAIIH v ~TRUID £9,

RV —%RGETDHMELHITT D ELLEMWIET DL EARARY O—DFT 7 4V FEREIZRT .
BEHEVAT A Xy vy Va2l L TR T T2, 00T EITOET GEHIC OV T BED
R L R O —EHOMEE (18-16 X— V) 2B L TL P&V,

IMAP F T 7 ¢ v 7 ODEFAL

Z A & & :Protection

Internet Message Application Protocol (IMAP) (%, U E— F IMAP #— 68 A — /L &2 BG4
HLEEWHAENETIMAP Y 7t o i3 —N17 T4 T b IMAPA v 7 4 v 7 %R
HLHEETLI ) ety VA DBENRGEEIL BE RN T T v I RbH ANV N E
HARLET, TV 7oty I 7274 T2 MYP—NIMAPA T 7 4 v 7 OFEA A —IVIRA

T7 AN BB LT a—RFL 774NV T—H &L= T VK ETHZELTE
FT M7 7 ANV T —F 52 URTITIXRANL—ILT file data ¥ —T— REEH L ET,
R OWTIZFFED XA m— K XA 7% L7 (30-106 X—) S L T &0,

i & 7 2 — FTIEROBMN 7 7 AV (FET 2 56) 0BT » MTEER 2 RERIR
7 7AnpEbREEnET,

IMAP 7' U Fatv% — 2 L0 A X M EAKT DT ENEDNL— NV EFHT D
EHRHYETIMAP 7Y FYuk o ¥ L—LdI =% L —% ID(GID) 1T 141 TF, FEMICHOWT
1T L= VIREEDRE (27-22 X—) BB L TP &,

FEAIZOWTIX RDOFEHAZRL T ZI W,

« IMAPZ ) Zutv¥ 47 a Ok (22-61 ~—7)

« IMAP7'U 7 ut v ¥ OikiE (22-63 ~X—)

o BIOIMAP 7Y Fut v ¥ L— L OF LML (22-64 ~X—)

IMAP 7’V Futv¥ 7T a VOFER

Z A & & :Protection
EHETELIMAPZ ) T akyt 7 a &L FTHALET,
MIME &+ A —VIfE 7 7 A VDT a— RRARERGEOT a— FEITHE CIX B8O
77 ANV FETLHIHA)BLOEE Ny MCEERDRE RIS T7 7 A VPUBEI NS 2
EICHEELTLLEE D,
[Base64 7 = —7 1 v 7 D X (Baseb4 Decoding Depth)].[7 B R8 B ML F U DT 22—
7 4 v 7 O S (7-Bit/8-Bit/Binary Decoding Depth) . [Quoted-Printable(QP) D7 22— 1 v 7' D
% & (Quoted-Printable Decoding Depth) |, & 7= (& [Unix-to-Unix (UU) 7 22 —F 1 7 DIES
(Unix-to-Unix Decoding Depth)] 7> a  DENLUL FORY o — TR AT b K&
EAEHSNET,
o TI7HNIDRXY NT—=T0HRY —
e RUL727EA arba—L R —DFy T =7 5L —/LIZ L > TR IS
DHAZ L Ty NT—=TH3HRY v—
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W IMAP FS5 74 v 7 DR

A OWTIR T 78R a b= DF 73V s Ry BT =T 5R Y 2 — D% E (20-4 ~2—
D) ey N = B L— VA U CRIERT S N T 7 0 v 7 OFRE (2052—) | 2B L
TLFEE W,

UTOHRATTY) 7atyHh L= RNERENTHRWGE ATV a3 7)) ety d
=V BEEMT bR TWERE A,

N— b

IMAP b7 7 4 v 7 BT AHR—F2EELE .0~ 65535 DEMAEIEETEET,RN—
NEENEEHLHEIE. D~ TRY Y £97,

Base64 7 2 —7 1 7 DIEE (Base64 Decoding Depth)
% Basebd = 23— R MIMEEBF A — VIR 7 7 A VBB L TCF a— R TX &K NA
M ERELET,1~65535 /31 NEHRET D, F72X. T XTDO Basebd 7 —F %7 21—
R 58581X0 23 E L 9, Base6d 57— % # HT 5 101%. -1 Z2FELE7,

4 TEIVUINZWVEDOEIZ KIZKEW 4 DOFEEIZYY EFons Z LICERELTLES
W, 7272 L 65533, 65534, 5 X 1) 65535 1% 65532 (281 FiF k4,

Base64 7 21— RBFNTH LG L—/L 1414 AL T 7 22— ROKRMIFIZA R
FEARTHZENTEET . Ta— NI T a— FRR-TWLGERLT —FBIEL
TWLEER SRS RN H Y 7,

78y M8 Yy MAALFTY DT a—F 1 7 DX (7-Bit/8-Bit/Binary Decoding Depth)
Fa— FENELE LRV MIME B A — VA7 7 A Vs BRIHT 55 — % O k3o
MEARELET, INODIRM 7 7 AV XA TITIXTEY R BEY b ATV BIW
SFEIERIATFN=F arF oY BT (T —rTF XN jpeg A A—2 mp3 7 7 A
NIRE) IR Y E£9,1~ 65535 N1 MEIRET 20 ET ATy hOTRTOTF—4 %
T 25 ET0E2BELET T a— N 7T — 22 WET HIIX -1 ZHBELET,

Quoted-Printable(QP) DT 22— 1 > 7 MR S (Quoted-Printable Decoding Depth)

4% quoted-printable(QP) = =2 — K MIME &1 A — VIRt 7 7 A A b L TF =2— KT
TDOI|KANAA N ERELE 9,1 ~65535 /31 hEFRET D0, 723Ny hOTXT
DQPTrya—R F—F%2Ta—RFRT5551302BELET.QPra— K F—X %2
T B -1 2B ELET,

quoted-printable 7 = — RN AN 72854 1% /L—/L 141:6 Z AN LT 7 22— ROLKEIC
ARV NEERTHZENTEET, T a— RBRRRTHDIF. = a— RFRE-TNHE
BT = DPBHEL TV HERETT,

Unix-to-Unix (UU) DT a2 —5 ¢ v 7 O E (Unix-to-Unix Decoding Depth)
% Unix-to-Unix = a2 — R(UU = a— R)EFA—LVIRG 7 7 A A BB LT 22—
RTX B RS MEAERRELET.1~65535 31 FEHET L0, £21E. 37y hoT
NTOUU a3 =R 7 =227 a— 558304 ELES UV a— R F—X
AT HIZIE L ERELET,
Unix-to-Unix 7 21— R3E R B 13 0 —/v 1417 2402 LT 7 22— RO R £ ~
VRANEERTAZENTEET T a— FRRKTHDIL. = a2— FRR> TV LHHER
T—APE L T DIEARETT,
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IMAP +5 74 vz nEE{r W

IMAP 7°Y 7 u ¥ v % DFRE

FIE 1

FIR 2

FIE 3

FiE 4

FIE 5

FIE 6

FIg 7

FIE 8

FIE 9

S A4 & X :Protection

IMAP 7'V Fat v H &R ET DI RO FIEIZENE T IMAP 7' U Y u v E4~
T a VOFERIZOWTIZIMAP U uatk v ATy g U OEIR (22-61 X—V) 5L TL
7ZEW,

IMAP ) 7’k v+ 2R ET AT ROFIEELEITLET,

[E% & (Configuration)] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [~ U > —
(Policies)] > [7 7 & A = b r— b AR Y I — (Access Control Policy)] ®NEIZEIR L £79,

[77 %A 2> hua—/L KU ¥ —(Access Control Policy)] _X—YNERENET,
WET L7 78R aryhm—L R —DRICHLMET A2 () &7y 7 LET,
TR arita— LK) - 2T 4 ERFRINET,

[FEMmRE (Advanced)] % 7 &8I L £,

TR arhr—)L R —OFEMBEESN—VRERRINET,

[% v b U—27 58 &2 AR U > — (Network Analysis and Intrusion Policies) ] D2 & 5 fREE T A
a (g ) E7 U0y 7 LET,

[y NT—27 538 LR AR Y > — (Network Analysis and Intrusion Policies)] R v 77 > 7" o ¢
Y RUBNRRINET,

[*v bU—27 38R U >— U 2 k (Network Analysis Policy List)] 227 UV v 7 L £,

[Fy FT—=27 558K Y >— U X b (Network AnalysisPolicy List)] R 77 v 7 7 4 v RO RE
RESNET,

WET DRI U —DRUCH DIRET M 2 ()27 U v 7 LET,

BIORY O —ICRRGFOEERD HDIGEICEEEMWIEL B EEHITT BITIL[OK] 227 U v 7
LET HORY ¥ —TORERFEDEEDRF HFIEZOW T A O LR o —EHOM
T (1816 X—) BB L T 7ZE W,

[ U v —1E# (Policy Information)] ~X— VB3 ERENE T,
FERDF S = 5 v RRAT [ (Settings) ]| 7 U v 7 LET,
[F%E (Settings)] ~— Y NFEREINET,

[77V—varvErVy 7 at w4 (Application Layer Preprocessors)] @ @ [IMAP &% &
(IMAP Configuration)] ZEZZ L TWH 00 E I MITIHE LT 2 2OREENH Y £,

o WREDNANRGE . [MEEM)] 227 Y v 7 LET,

o WENETHLILGE. [A%)(Enabled)] #7 VY v 7 L. [fWE(EdD]) 227V v 7 LET,
[IMAP &% & (IMAP Configuration)] X— Y NERRSNFE T RN—T FED A v E— VL REE
Gy MU= R Y U—=FRRENET G ONTIE Ry F =7 R ) > —&
FIERARY v —TOLAYOFEH(19-1 X—) 2L T EEN,

IMAP NI 7 4 v 72T a— KT BANENSDIR— 2B ELET . A— NEENEELDIEHE
X~ TXYIY F£9,
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BRE THIsr—varBFY Iuty oA |

W IMAP FS5 74 v 7 DR

FME 10 KISRTEFA—NVIRNG 7 740 24 TOEBEOMAGLOENOHH L TTF a— K57 —#

DERNAA MIERELET,

+ Base64 T a—F 1 v 7 DX (Base64 Decoding Depth)

e 7Y MBY Y MAALTFYDFa—F ¢/ DS (7-Bit/8-Bit/Binary Decoding Depth) (7' L — 7

XX b jpeg A A= mp3 7 7 A NI EOEFE VT N— K a7y XA T EET)

*  Quoted-Printable(QP) ®F a2 —5 ¢ o 7 D & (Quoted-Printable Decoding Depth)

+  Unix-to-Unix (UU) OF 22—F ¢ ¥ 7 DB E (Unix-to-Unix Decoding Depth)

HATZTEIT 1~ 65535 A FERFET 2 KT ATy hOT_RTOTF—F 2t L 2%

BIG LT a—RFI 258302 ELETRMN 77 AV 24 T OTF =2 2 BGET 512
-1 ERELET,

W77 A0 F—22BET DT ABRANL—ILT file_data F— U — REMHH TX F9, 3£
WCOWTIZ B EDA 0 — R XA 7% LRT(30-106 2—) 2B LT EEW,
FIE 1 RN 52 RTFET DL RELFRIT T EFEMWEST L EARY —DF 7 4L bR TICET,
EREZAT A Xy v vallE L TETT . 00Tz TnwET, G5l oWV T BE0

i L ARY L —EHEORMEE (18-16 X—) 2B L T &,

BMO IMAP Z7°Y Fat v L— L OERE

A4 & X :Protection
WDORIRT IMAP 7 U kv — X FEDOHREA T v a ANIHEEMIT N TVWER
Ao TOMD IMAP 7 ) 7t v¥ L— L EREERIZ.ZNEDNL—NIZ L > TA R M EAEKRT
DA NSOV EHEMNTHLERNL D T, 10— L OHFPLIZHOWNTIE A — R
FEOFHRE (27-22 X—V) 2R LT E &,

F 22-12 BUWDIMAP 7V 7'zt > 3 /L—/b

VA NA=N DA

JL—/L GID:SID |#4BH

141:1 ) 7et N RFCIBOLIZERINTW 2 WI I, T 2 h avwr Rx
M4 2 & A MVERSNET,

141:2 7V 7y N RFC3BOLICER SN TV RN —NIREEZRET D &
ARy MW ERRENET,

141:3 TV Ty IMEH LTI AEYDRN, VAT ATORRKTBRERID
ELTWAEARIC ARV FRERESET, ZOST. 7Y 7Ytk vt
AT RMERRREIC/R S ETCTFa— R&aEIELET,
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POP +57 4 vsntEEl M

POP + T 7 4 v 7 DE=AL
Z £ &> A :Protection

Post Office Protocol (POP) IZ. U E— kF POP A —)L H— "M BB A — LV ERET S & X2 H
ENFEIT.POPTY 7oty idYh—NI7F7A4 T NPOP3 bT7 7 4 v/ L BT LS
V7at oy L= DBERTHLIGEILBRERIN T T4 v I MWD EAR MEEKRLET,
TV Tty iE 7 TAT L MYBP—/SPOP3 T 7 4 v 7 TEFA—IVIRH 7 7 A )V Z
LCTFa—RLIRM 774NV TF—FE2)L—)L 2P NCEET I TEETIRT T 7
AN F—=HEE LR TICIEARANL—/L T file_data ¥ — U — RZMH L4, M HONT
IEVHEDA 1 — K XA 7 &2 LRT(30-106 X—V) ZEMML T &,

it & 7 a— F TR BEBRORMN 7 7 A V(FIET 256) X0 BEA T v MTEERL2RE 2R
77 AN EBMBLENET,

POP 7V 7t v¥ L— kD AR MEAERT DT ZNEDNL— IV E/BT HME
NHYEFT POPTY Fat vt L—DOY xRl —% ID(GID) L 142 T7, ZEHIIZ DUV T,
JL— VIRBEDFRTE (27-22 XR—) R L T 72 &0,

FEAZOWTIZ ROEZTHEZB L TL &0,

e POP7 U 7uatv¥ 47> g DOER(22-65 2—)

e POP U 7t yv¥dEiE(22-66 2—3)

« B POP Y Fut vt L—LDHE(22-68 <X—)

POP 7V Futv¥ F7T g v DOFER
Z A & v & :Protection
EETEXHPOPYY FatwHh A7 a2 FCiALET,

MIME A — VIR 7 7 A VDT a— RBRRBERIGEDT 33— FE T T EEOR
77 ANEHETDHE)BRLOEEAT y MCETERDRERRBMN 7 7 ANVBRILEND Z
LIZEELTLZEN,

[Base64 7 =2 —F 1 v 7 DIE S (Baseb4 Decoding Depth)].[7 B> M8 By M AXAF U DT a—
7 4 > 7 O S (7-Bit/8-Bit/Binary Decoding Depth) . [Quoted-Printable(QP) D5 = —F ¢ > 7 D
% & (Quoted-Printable Decoding Depth) ], & 7= 1% [Unix-to-Unix (UU) 7 a2 —F 1 > 7 OB S
(Unix-to-Unix Decoding Depth)] &4 7> a VOEN. 77 A 3> ha—/)L KU o — |
T ENTWVWAEBREARY —L TR 3 ha—L b— LIZEEMIT SN TWABEARY
VDM TERLIGEIT RO RERMEBEHNIND Z LICERELTIEE N,

UTOBRATT ) 7aty P b—ARERINTORWESE ATV a i3y Tut sy
= VBB T STV ER A,

N— b

POP o7 4w 7 BT AIR— M2 ELET.0~ 65535 DBEAFEETX £74, R —
FNEENERDHIHEEIT. I~ TRED 9,

Base64 7 2 —7 1 v/ DIE X (Base64 Decoding Depth)
% Base64d = 2 — FMIMEE A — VI 7 7 A 0B L TT 22— R TE SRR A
MEAERELFET,1~65535 31 NEFRETHIN. EIF.TXTDBase6d 77— X &7 21—
RI 25813028 E L E9,Basebd 7 — ¥ Z MR+ 52T -1 2T LET,
4 TEVEINRWIEDOMEIX RICKE W 4 DEHIZEIY EIFons Z EIZiEELTLIEE
VY, 7277 L 65533.65534, 35 L 165535 |3 65532 I FiF bivET,
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BRE THIsr—varBFY Iuty oA |

W POPLS74v70EEL

Base64 7 =1 — RIVER Th D56 V—/V 1424 ZHMIT LT T 20— ROKRMBIHI A <> b
EERTDZLNTEET . 7 a— NI = a— R TV LG0T — 2 BEE L T
LG 78 SN B ATREMED B ¥ E T FEIC OV TR L — WIRIE DR E (27-22 <X — )
EZRL TS,

T8y M8 Y Y MAALFT Y DT a—F 4 7 OB X (7-Bit/8-Bit/Binary Decoding Depth)
Fa—RELEL LRV MIMEE A — VIR 7 7 A VBT 557 — 2 O KoxA
MAEBELET, ZNODORMN 77 AV A4 7T T7TEY N 8E Y AT U BLD
SEISERIATFN=h arT oY ZA (T L—2TF X N jpeg A A—2 mp3 7 7 A
NI E)V DY E£T,1~65535 A FNEFEET L0 X Ty hOTRTOT—4%
T 2581305 BELET T a—RF T2 28BET LI -1 EBELET,

Quoted-Printable(QP) ®F = —F ¢ > 7" D & (Quoted-Printable Decoding Depth)
4 quoted-printable(QP) = =2 — K MIME &1 A —/VIsfT 7 7 A A bHIH L CF 22— KT
LA, M ERE L £ 9,1 ~65535 31 FEFRET L. E7203. 7y hO$T T
DQPrya— R F—=F%27a— R FTH58304BELET QP a— N F—4 &
W sicix-12EELET,
quoted-printable 7 = — RN LN 72 A 1% /L —/b 142:6 Z AN LT, T 22— ROKMEEC
AR RNEERTHZENTEET . Ta—FBRRBT 20T, = a— RRfE- TN 5
AT — A PHE L TWAEER ETT A DN T b — WRRE DR E (27-22 X— )
EHEL T IEEN,

Unix-to-Unix (UU) DT a2 —F ¢ > 7 DI X (Unix-to-Unix Decoding Depth)
# Unix-to-Unix > 21— R (UU =2 =2 — R)BA A —LIRN 7 7 A A0 Bt L TF =2 —
RTED|RAA MERELET. L ~65535 31 hEHET LN EE. 7y hoT

RCOUU = a— R F—F%27a—RT555 302 BELET . UU=ya— K F—%
AT DI -1 2 EELET,

Unix-to-Unix & 22— RONAE RN R EEIT A —0 142:7 ZHHIC LT T a2 — RO LEERIZ A X
VREAKRTLIENTEET, T2 FBRRKTL20IX. = a— RRES TV DHHAR
F—ZNEE L TWAESR ETT M OWNTIZ L — L REEOHRE (27-22 2X—) 2 &
HRLTL 7N,

o o =u e
POP 7' 7 uat v DERE
A4 & X :Protection
POP 7' Zut v ¥ &HET HITIF KOFNEIZHENET POP Y FYut vy R EL T a v
DEEMICOWTIZ.POP 7Y Yt v¥ A7 g DB (22-65 X— ) Z BB L TLIFEW,

POP 7Y 7ut oy YR ET AT KROFIEZEITLET,

FIE 1 [ (Configuration)] > [ASA FirePOWER 7% i (ASA FirePOWER Configuration)] > [ U 2 —
(Policies)] > [7 7 A 2> Fr—/b AR Y I — (Access Control Policy)] ®NHIZIE#IR L £79,

[77+&A 2> kr— iKY —(Access Control Policy)] X— Y NFERINET,

FIE 2 WETLH778RA ar ba—L RN —ORICHLIMET A2 (o) E2 ) v 7 LET,
TrRAaria— LR v— T 4 IRFREINET,

FIE 3 [FHMZRE (Advanced)] # 7 Z @R L £,
TIEA aryra—)L KR —OFFMEREN—VNERENET,
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FIE 4

FIE 5

FIE 6

FE 7

FIE 8

FIE 9

FIE 10

FE 11

POP +57 4 vsntEEl M

[% v b U—27 581 L4 AR U > — (Network Analysis and Intrusion Policies) ] DREIZ & 5 fwEE T A
A (g )EZ7V 7 LET,

[y RU—27 58 LR AR Y 2 — (Network Analysis and Intrusion Policies)] 7R v 77~ 7" o7 ¢

Y RUBRERINET,

[%y bU—27 54 U — U A k (Network Analysis Policy List)] Z#2 UV v 27 L%,

[F v bU—2754AR U >— U & k (Network AnalysisPolicy List) ] N v 77 v 7 7 4 v Rk
RENET,

WET D2RY O —DHICHLRET A 2 ()& ) v LET,

BMORY o —ICRIRAFDOEE N o 2 A I CE B2 L BEE2RATT 21T [OK] 22 U v

LETRIDORY = TORREDOEHEDRFETEIZ DN TR BA ORI LR Y 2 —EH O
i (18-16 N— V) ML T 7ZE W,

[V > —15# (Policy Information)] ~— Y NE RSN ET,

EROF T — gy SRV T [REE (Settings)] 27 U v 7 LET,

[F%7E (Settings) ] X— Y NRERINET,

(77U r—av@r V7 et w4 (Application Layer Preprocessors)] @ F @ [POP i% & (POP
Configuration)] Z BN L TWD N E I MG C T2 2ORRERH Y £,

o WEDNANRGE [WEEMD] 227 Y v 7 LET,

s WRENENTHLGE A2 (Enabled)] #2 Y v 7 L. [#w&E(Edi] 227 U v 27 LET,
[POP #% & (POP Configuration)] X— U NERRSINET R—TV FTHOA v —VIIT HEELE
LRy NU—=I AR =R NETFEMIZONTIZ Xy N =7 AR ) o —F 7
IHRARY O —=TO LA TOMMA(19-1 =) 2L T &0,

IMAP R 77 4 v 27 %7 a— RTHMERHLIFA—FNERELET . A — NESVERD 56

T~ TRENY 9,

WIRTE ANV 7 7 A0 ZA TOEBEOMAGLOEN B L T a—NT57—%

DERNAA MIERELET,

+ Baseb4 T a—T 1 ¥ J OIS (Base64 Decoding Depth)

s TEy M8EY ML F VDT a—F ¢ 7 OB (7-Bit/8-Bit/Binary Decoding Depth) (7' L— 2 T
XA b.jpeg A A= mp3 7 7 A NIREDEFESNLTFN—F arFoy B4 TEET)

*  Quoted-Printable(QP) DT z—5 ¢ > 7 D X (Quoted-Printable Decoding Depth)

«  Unix-to-Unix (UU) »F a2 —F 1 > 7 DI X (Unix-to-Unix Decoding Depth)

HATTEIT 1~ 65535 A FEARET O EIX ATy FOTRTOT—Z 28t L &%
G L TT a— R 2583 02BELET IR 77 ANV A TOTF— 2 2 WULT 51
{j:\'l %?E‘E L/\ij—o
WA 7 7 AN F—FEREBET AT BANL—ILT file_data ¥ — T — REFHTX F9, 24
WCOWTIE FFEDRA B— K XA 7% L/R7(30-106 X—) &S L T &0,

NV —%RET D MEELHATT D ERELWET D EARARY V=0T 7 4/ FREIZRET,
EHREVAT A XXy vallEL TR T T, 00T NN ETWE T GEMIZ OV T G D
g & AR )V —EHOREE (18-16 X— ) F B L T &,
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BRE THIsr—varBFY Iuty oA |

W suTP FS5 74 v 7 DESL

B POP 7Y 7ut v L—LOFRL
Z A &> A :Protection

WDFEIZRT POP 7Y 7Fatk vt — UI BEDKEA T ¥ a NIBEEMT o THhER
Joo FDMD POP 7Y Fat vH — L EREFEIZ. Z2NEDL—LIZ L - TA Xy FEEKT
D2HBHEIF.INSDONL—NEHENTILERNLY £9,/0—LOHFHLIZOWNTIE — R
REDFRIE (27-22 X—D) B L T &,

ZF 22-13 BWDPOP 7Y 71t i jb—sb

A NA=SAA

JL—/L GID:SID |5iBH

142:1 7Y ey N RFCIBICERINTWARWVWI FTA T h avwr Ry
BMHTHE AN IRERESNET,

142:2 Y7ty PN RFCL939 ICER I N TN —RNIEEEZRHT 5 &,
AR S PNERKRENET,

142:3 FUV Ity IMEHLTHNEAEYDEN, VAT ATORERKTFERIC
ELTWAIHEARIC ARV IRERSNET, ZORST. 7Y 7tk vt
IATUNMERHFREIC D E TTFa— R&EIELET,

SMTP b7 7 4 v 7 DL
Z A & A :Protection

SMTP 'Y ety Pid—b = PR L. SMTP 2= > REIERLT D X5zl £

T, 207V Ta X I ITAT LV MP—N NT T 4 v TEF AV T 7 A4 V%

HLCTFa—FRFLET  FH V7 27 OR—=V g3 2> TUEI.SMTP b7 7 4 v 2712k D
MU H—=ENTRZEAAL R FOFERFICaVTXF A NERBET LD B A=V 77 A4 V4,
TRLVABIOANyH—F—XE2mMmHLET,

SMTP 7 U 7t vy #2425 & X KO FITHERE L T EEN,

e UxFxL—XID(GID)124 D SMTP 7'V 7t v L—LaEH L TA Xy F24ERT S
BAIX. NSO — L EANCTHLENRH Y £, 5MIC OV I L — WREED R E
(27-22 X—=) BB LT &,

FHEANZ OV TII KROEEZSR L T ZE W,

e SMTPF 21— RIZDU T (22-69 ~<—3)

« SMTP 7 21— ROFE (22-73 ~—)

o SMTPEKESIATY 77— hOAHME(22-76 =X—)
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SMTP r574vrntEsy B

SMTP 7 22— RiZ2W\WT

S A4 & X :Protection

EHALZ G ETITEDI L SMTP T a— ¥ BT 28E N7 7 0 v 7 O X A T &G 5
T a v ERETEET,

MIME &+ A — VIRt 7 7 A VDT 3 — RN ARERGEOT 2 — FE T T B0
77 ANVHET D258 BELOEE Ty MCETERDIRERIRM 7 7 ANVDUBEIND Z
EICEELTLEEN,

[Base6d 7 = —F 4 > 7 DPE S (Baseb4 Decoding Depth)].[7 £y M8 By ML F U DT a2—
7 4 ¥ 7 O X (7-Bit/8-Bit/Binary Decoding Depth) ], [Quoted-Printable(QP) D7 = —F 4 » 7' D
% & (Quoted-Printable Decoding Depth) ], & 72 1% [Unix-to-Unix (UU) OF 22—F 1 ' 7 DIES
(Unix-to-Unix Decoding Depth)] &4 7> a V OENR. 778X 2> hr—/L R I —|ZBHHEH
FFOENTHHRARY =& 778X 2y br—)L L= LIZHEMT N TV LRARY
V—DRTERLIGAIT RO RERMENMMEHIND Z LITERL TEE,

PLTFofMBATCT ) 7oty L= NERINTWRWEAE A7 a idix” ) ek vy
=V DB EA T DTV ER A,

A—Fk
SMTP FF7 7 4 v 7 IEH LT 2R — &2 ELET.0~65536 DEHEIEECTCEET  H
BOR—bERETLHIHAIT. I~ TRED £7°,

ATF—h TN A AR g v (Stateful Inspection)

BRINTWDIHEE SMTP T a— X [XREZRFL. &y bty ay ar TR
Mt L RSty va VU ETERELET BRI TR WSS By a v
ATFXFANRLTEA DNy NESHTLET,

TE#H{K (Normalize)
[TARTAINICERETD L TR TOa~vy RREREENET, a~vy RO®BICEED A
R—=ALFERHLNE IR LET,
[Ze L(None) ] IZEXET A L. a~r NiZESRLIhEHA,

[Cmds] IZR%XET 5 & [ AZ L 2= R(Custom Commands)] IZY A RS TnWba~v
FAEFESIVE T,

B A& A 2= K (Custom Commands)
[[EHE (Normalize)] 78 [Cmds] IZFEE STV AEHAIZ. Y A RSN TS a~wy RMBIER
b £,
FEHILTAVERSH DA~ RETHF AN Ry 7 AZHEELET, 2~ ROKICEERD
AR—ALERHDEINE D NEMERLET,

Z~_— 235 (ASCI 0x20) & #Z 7 305 (ASCI 0x09) 1. EHUL D= DIz 2A_—2 7L LT
hov hERET,

T — & % %4 (Ignore Data)
A=) T —H BT MIME X —)L ~y X — F—H T 2B F4,

TLSF—#% % %4f (Ignore TLS Data)
Transport Layer Security 7' &2 s )L CHE S L & N72T — X 2L L £ A,
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BRE THIsr—varBFY Iuty oA |
SMTP +F 7 1 v 7 DEFAL

75— k72 L (NoAlerts)
i 57 ) Fat vy =L RNETHIHEITBAAL R NEEHICLET,
R 3= Fo#H (Detect Unknown Commands)
SMTP F 77 ¢ v 7 TARP R a~y Ramitli LET,
COF T arDANRy NEARTHITIE V= 1245 B XN 124:6 AN L E T, 55
WZOWTIE L= VIRBED R E (27-22 X—V) B L T &0,
a<w v RS54 O RE (Max Command LineLen)

SMWﬂ?/F74/# DELYVEVWGEICEDZLERELET . a2 FIAVDE
SEBH LRV SIZ. 0 2B ELET,

RFC 2821 (Network Working Group (2 & % Simple Mail Transfer Protocol ft4%) Tlx, =2~ R
TAORREE L TB12 BRI TWVET,

DX TardARy FNEART DI NV 1241 AN LE T, SISOV TE,
= WRIEDFRE (27-22 X— V) R L T E &0,
~y B —FTFOBRKRE (Max Header LineLen)

SMTPF — % ~u X — TR OEE YV EVRAICFOZ L2 RELET . T —X ~y X —
TOESZBRELAEWESIZ. 0 2 ELET,

IDF T arDANRY NEAERT AT A 1242 B XN 1247 AN UE 3, 26
WZOWNWTIL L — WIREEDFRE (27-22 XR—) 2B L TL &0,

IEAT DI K FE (Max Response Line Len)
SMTPJE\MT# DE XY RV
Elt.o EELET,

RFC 2821 Tl nBITOHRAKE L L TR BRI TWET,

ZOF T g DA Ny NEAEKT DI V=L 124:3 ZHEENC L ET, FEMICOW T,
L= VIRREDFRTE (27-22 X— V) 5 L T 12 &0,

ICEDZ EEMHLETISEITORSZHRELRVE

REFEDa< FTFA4 L DEKRE (Alt Max Command LineLen)
BEDaAa<L ROSMTPa~ Y RIAUVNIOMEEYEVWRAICFOZ 2 BELET. 45
xﬁbf_:'V/ Foa<wr R4 v EEBELAWES T 0 2ELET . 2HDa~v 2 R

WCH LT . SFESERT 74V T VERFREINTWVET,

DOREIFZFRESNa~ Y RO [a~vy R4 O RKE (Max Command LineLen)] @
A KL

DX T arDARy NEERT HIZIE V—L 1243 ZENC L E T BRSO W T,
JL—IVIRBED R E (27-22 X—V) B L TLZ &0y,
i <> F(Invalid Commands)

INHDaw L KNI TATy MINLEESNEERICETDOZ 2B LET,

DX T a DA Ry MEAERT DI IN—IL 12458 XN 124:6 ZHNC L E T, ZEM
IZDOWNWTIL L —WREEO R E (27-22 X—D) 2B L T ZE W,
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SMTP r574vrntEsy B

EH3h7p a2 F(Valid Commands)
oY R oYY FEFTLET,
TOUVARMNEOHETHL. 7V 7aky LV INEH58 7 a2~ FiX.ATRN
AUTH BDAT DATA DEBUG EHLO EMAL ESAM ESND ESOM ETRN EVFY EXPN HELO

HELP IDENT MAIL NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SIZE SOML
STARTTLSTICK TIME TURN TURNME VERB VRFY XADR XAUTH XCIR XEXCH50

X-EXPS XGEN XLICENSE X-LINK2STATE XQUE XSTA XTRN XUSR T,
)

() RCPTTORBLUMAILFROM (ZSMTP =2~ RC4,. 7Y Fuk vy PRETIT. o<
v K4 RCPT & MAIL BAZENZFfEHENET, 7Y ety Pid=a— RKHNTRCPT
BIXOMAILZELWa<wy REAIC~wy BT LET,

DX T a DA Ry b EAERT DICIE V=V 124:4 FHFENC L ET, EFEMIC OV T,
L= VIRHEDFRTE (27-22 X— V) S L T2 &V,

F—%& a< > F(Data Commands)

RFC 5321 (25 < SMTPDATA 2~ > FICK D7 — % Ok(5 LA CHETT — 2 55 2 B
ey Ha~y RERELET B0 a~ Y FIZAN—ZATXY D £,

NAF Y F—F a< F(Binary Data Commands)

RFC 3030 (233 < BDAT =< RIZk 27— % ORE LU O HETT — X XME& AT
Havw s FERELET H#EDa~ L FIZARX—ZA T £4,

2REE 2= > K (Authentication Commands)

7747 bBIOY = M THERBR AR T 2 a2~y FEfRELET RO a~ R
{i?(/\o*—x"(“‘lz{j]@ij—o

xlink 2state D # H (Detect xlink 2state)

X-Link2State Microsoft Exchange /X 7 7 T —4 4 —R_R—T7 a0 —WEO—HTHDH/3 7 v
FERIBLET AT VEBBTIX VAT AZINLDO Ny M ey T T52 8
T&EET,

DT a DA Ry b EAEKT DICIE V=V 124:8 ZHFENC L E T, EFEMIC OV T,
L= VIRHEDFRTE (27-22 X— V) S L T IZ &V,

Base64 T 22— 4 7 D & (Base64 Decoding Depth)

[7—# % H&Afl (Ignore Data) | N &%) Td 5354 . 4 Base64 = > 22— K MIME &1 A — /Ll
77 A NPEHMELTCT a— KT 5K, MIEEELET, 1~ 65535 31 M EHETE
THP FEIF TR TOBasebd 77— % %7 2— KT HEAIL0 24 E L E9,Basebsd 7 —
AT 51X -1 2B ELET, [T —% =84 (Ignore Data) | MBI STV DA
V7avyidsr—4%27a—RLERA,

4 THE DUV IEOMEIL RICKE W 4 DFEHICHIY P65 Z ICHEREL TS
W, 7272 L 65533,65534, 35 & Uf 65535 (% 65532 (ZH) V) FiF HivE T,

Base64 5 = — RIWNEZITH HHE . L—V 12410 ZHNT LT F 2 — ROREFIZ A X |k
AR T AN TEET, Fa— NI . oo a— RRBEs TV AEART —Z BIE L Tn
LA EICRT D AREMER H D F 3, FEIZ OV T — WIRIEDRR E (27-22 < —0)
EHEIRLTLL7ZEN,
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SMTP FF 7 1 v 7 DIEFAL

IOFTva R EIEESNT-AT Y 3 v [MIME T 2 —F 4 > 7 D480k (Enable MIME
Decoding)] 3 XN [MIME 72— 1 & 7 O g KO E (Maximum MIME Decoding Depth) |
OROVIHEHENET RBIEESNTZZNEDF Ty a NI BHFEORARY & —Tikk
HAPEAEMERFT 2 B TRl & & AR — F SN TV ET,

T8y M8 Ey MAALFY DT a—TF 4 v 7 DS (7-Bit/8-Bit/Binary Decoding Depth)

[7—# z % (Ignore Data) ] BN TH D556 .7 27— RESE L LRV MIME 1 A —
N7 7 ANV T 28R A, MEERELET . ZROOMRAN 7 7 A0 47T
F7EY P BEY h STV BROSEIERVALTFN—h a7y 247 (7 b—
YTHXADBjpeg A A=Y mp3 7 7 AT E) R £9,1 ~ 65535 /31 hAEFRET D,
FI ATy hOTRTOTFT—F 2T 2551304 BELET T a—-FNTF—4%
AT 22X -L 2 RELE T, [7— ¥ 2 (Ignore Data) | IR TWHGAE. 7 U 7
nty T —F 2 LEE A,

Quoted-Printable(QP) »F 2 —F 1 o 7 M & (Quoted-Printable Decoding Depth)

[7— % % M4 (Ignore Data) | 73 #&%h 72354 . 4 quoted-printable(QP) = > = — K MIME & 1
A=V 7 7 ANVDPBHE L TCT a— KT KRN A MEERELET,

1~ 65535 31 FEHETLOIMNELEF ATy FOTRTOQPZ Ly a— R F—X %7
a— RT3 AZ04EELET QP a— R F— ¥ 2 WET 51013 -1 2HELE
T[T — % 28 (Ignore Data) ] NI SN TWHEHEAE. 7Y Zak vy HET—4 257 a—
FLEHE A,

quoted-printable 7 == — R3E RN 2 BA 1L b—/b 12411 2 AN LT F 22— RO KIS
ARV NEERTDHZENTEET . T a— KPR TLHDIT. = a— FPRE-> TV DL
BT —H PR L TV DG E T BEIC OV TR LV — VIRE DR E (27-22 < — )
EEBMLTLEIN,

Unix-to-Unix (UU) D F a2 —5F 4 > 7 O E (Unix-to-Unix Decoding Depth)

[7—# % %45 (Ignore Data) | 73 #E2h 72 854 . 45 Unix-to-Unix (UU = > =2 — R) B+ A — )LIsfT
Ty ANLNDLHMHELTT 2— R oK A MrERELET, 1~ 65535 /31 FEHET
LD FERFE ATy FOTRTOUU o a— R TFT—F 527 a—RKT5581X0%EEL

FT.UU = a— K F—F 28T 251205 -1 #ELET.[7 — & & 4 (Ignore Data) |

DIBINENTWDEHEA. 7Y Vet hidT—4%%27a— RFLEFA,

Unix-to-Unix & 22— RONF 72 AL L —L 12413 ZHN L T T 32— RO LERIZ A
Ry MEARTHIZENTEET, T a— FRRKT DL, = a— FRE-> TWEHIEE
KT = NAE L TV EAIEER LTI MOV TX L —/WIRRE DR T (27-22 2— V) %
ZILTLEEN,

MIME %At~ 7 A w4 @ v 27 (Log MIME Attachment Names)

MIME Content-Disposition =~ #—7/1 5 D MIME if§ft 7 7 A4 L4 ofiH 2 F i LT & v
Ta rTHEBRENDITRTORAARY MIZDT 7 A N4 ZBEMN T ET . 887 7 (v
HAMPAR—hEIRTHET,

ZOFTarPENTHLIGE RBRAAX FOT =T Ea—0 [EF A —/VIRM
(Email Attachment)] 11T, A X MZBAEATHT G TWD 7 7 A VAP RR SIVE T FRA
WZOWTIE A R FDOERBT-1X—=D) 2R LT EEN,
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SMTP r574vrntEsy B

ZIEHET FL2Du 7 (Log To Addresses)
SMTPRCPTTO 22~ RNLDZEHEDES A—/L 7 KL AOHMHZANICL. By a
VTCERENDTRTORAAL NV MZZOZEET FLRACEEMNT £+ 8H0%EE
NHR—FENET,
IOFT v a v PEHTHLIHERBAL R FOT =TV Ea—0 [EFA—NVZEE
(Email Recipient)] 2, A~ MIBIET T 5N TV D ZEHENERRINE T, FEMIZON
TIE AR FDOFERQ@I-LRX—=D) LT EE W,

EEHZET FL2onm 7 (Log From Addresses)
SMTP MAIL FROM =< R bDEEHDE %f~w7hvxm%m%ﬁg L.ty
VarTHERSNDTRTORAL R MIZOREET N A 2BEA T 3, 850k
B&T7 RL AR R—bENET,
DT arPENTHLILGERAANX NOT—T )N Ea—0 [BEFA—NVEEE
(Email Sender)] 2. A X2 MBI SN TV AR EENF RSN E T, MOV T
Z AR FOFERBT-LX—) 2L TLTFEWN,

~v Z—onuF (Log Headers)
BFA—N Sy X—OfIHE AN LET S D54 MU [~y ¥ —Dr T OERS
(Header Log Depth) ] IZfEE STV AEIC L » TR E D £,

¥ —"Y— K content 7213 protected_content Z{f LT EFA—IL Ny H— =N %N
A= LTHEHT2RBANV—AVEFERTEET RAAN S Ny b Ea—IiZ fliH s
NTE AN Ny X —=DNRRINETFEMICONTIE AN FORR@BT-L =) &
S LT ZE0,

~yF—nu 7 DEERE (Header Log Depth)
[~y % —mnu 7 (LogHeaders)] WA ThH L5 MHT 2E A — N~y X —D A MK
ZHRELET,0~20480 N1 MERETEXETMHOLHEET H L [~y ¥ —Dr 7 (Log
Headers)] 28 501272 0 £,

SMTP 7 22— ROFRE

FE 1

FIE 2

FIE 3

S A & X :Protection

BARY 2 —0 [SMTP D% & (SMTP Configuration)] ~2— 2 %l L T.SMTP IEHL & 7% & T
XFET . SMTP YU Fut v REF T 3 L OFEMIZOWTIZ.SMTP 7 22— RIZHWT
(22-69 X—)EZHM LTI,

SMTPFa— K A7 a v OREFHE:

[7% % (Configuration)] > [ASA FirePOWER 3% & (ASA FirePOWER Configuration)] > [R U 3 —
(Policies)] > [7 7 A = b r—/ b AR Y I — (Access Control Policy)] ®NEIZEIR L £9,

[77 %A 2> ha—/L iKY —(Access Control Policy)] _X—YNE RSN E T,

WET D7 78R ary b=V K)o —DBIHLIMET A2 (o) &E2 Y vy 7 LET,
TR arbr—L R v— =T 4 IRFRINET,

[FEME% & (Advanced)] # 7 &38R L £ 7,

TR aryha—)L R = OFMEEN—VUNRRINET,
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SMTP FF 7 1 v 7 DIEFAL

FIE 4

FIE 5

FIE 6

FE 7

FIE 8

FIE 9
FIE 10

FIE 11

FIR 12

FIE 13

[% v b U—27 581 &2 AR U > — (Network Analysis and Intrusion Policies) ] DREIZ & 5 fwEE T A
A (g )EZ7V 7 LET,

[y RTU—27 58 L2 AR Y 2 — (Network Analysis and Intrusion Policies)] 7R v 77 v 7" o7 ¢
YRUNRFRRINET,

[% v bU—27 544 U — U A k (Network Analysis Policy List)] Z#2 UV v 7 L%,

[F v bU—2754AR U > — U & k (Network AnalysisPolicy List) | R v 77 v 7 7 4 v Rk
RENET,

WETHRY O —DORRIZHLMET A2 (o) &7V v 7 LET,

BIORY I CRREFEOEER S DG AICEE LWL BEEHITT HITIL[OK] 227 U v 7
LET ORI o —TORMBIFEDOEEDREFITEC OV TUL A ORI LR Y o —EHOHE
iE(18-16 X—) ZBMML T Z a0,

[V > —1F# (Policy Information)] ~<— Y NFRESNET,
EROF T — gy NV T [REE (Settings)] 7 U v 7 LET,
[FX7E (Settings) ] X— Y BERINET,

[7T7Vr—arEr ) 7 uet ¥ (Application Layer Preprocessors)] @ F @ [SMTP #% &
(SMTP Configuration)] Z A ZNZ L TWAHNE I DTS L T2 2ORREAH 0 £7,

o REDNEDIRGAE.[WMEEDD]Z27 Y v 7 LET,

e RENESHTHLIGE [H2(Enabled)] 227V v 7 L. [MWEEdD] 227V v 7 LET,
[SMTP#% & (SMTP Configuration)] X — U NERINFE T, N—Y FEHD A v E—VIZIE REE
Gy NI GHARY) V—BIRENE T ONWTIE Ry Y= AR Y v —F
TITRARY —TOL A POMA(19-1 X—) 2SR L TLEEV,

SMTP b7 4 v 7 T a— RTAHBMLERHDHR— b2 I ~TRUY->THEELET,

SMTP /X7 N EETe R ST TCP A R Y — AZHFHRDITIX [ AT — N7 AV ARY
g o (Stateful Inspection)] Z @R L £ 3, B SN TWRW SMTP N » R 2T Z2ET 2
WX [AT— h 7 A AT v g > (Stateful Inspection)] 227 U 7 L %7,

ERbA 7T a v ERELET,
o TARTOavy FZIERET 223 [T TAIDN] 23R £7,

o [ A%Z L 3~ F(Custom Commands)] IZFEE STV 5 2~ RIZT 2 ESET 51T,
[Cmds] ZiER L T EH LT 2a~r FERELE T EHEDa~ Ly FIARXR—ATREY
£7

o awy FzIEFUE LWEGAIE [72 L (None)] Z@ IR L £,

o MIME A — )V ~y X — F—ZLPHND A=)V T —X &GS 51213 [7— ¥ % 4 (Ignore
Data)] &4 2 L £,

+ Transport Security Layer 7’2 h 2 /L T B Sz T — % # T 5121, [TLS T — ¥ %= &
fi(lgnore TLSData)] # 4 12 L £ 7,

s BETL7)Tat oy L—ADBRENTHLGEEICA X NMEREEHIZT DI [T
Z7— k72 L (NoAlerts)] #4112 LE T,

o SMTPT—4 CAMZea~r REBRHET 21T [RB 72 2~ > RO (Detect Unknown
Commands)] # &R L £ 7,

[~ FRTA D KE (Max Command LineLen)] 7 4 —/LV RIZ. a2~ RIA4 VDR KER

BELET,

[~y #¥—1T DK KE (Max Header LineLen)] 7 4 —/V N2, 7 — % ~y X —{TORKELZEE

Lij‘o
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FIE 14

FIE 15

FIE 16

FIE 17

FIE 18

FIE 19

FIE 20

FIE 21

FIE 22

SMTP r574vrntEsy B

[ 4T D e K (Max Response LineLen)] 7 4 —/V RIC GSBATORKEZBELE7,

N
() RCPTTOiaJ:U\MAIL FROM [T SMTP a~ > RT3, 7V Fut v HFRETIL. a~v

K4 RCPT & MAIL REnZFfEHEINET, 7Y 7Yat v Pid=— KN TRCPT B &
OMAIL # ELWa<wy R4~y B 7 LET,

VNG U T REBOa~v > R7 A4 O KE (Alt Max Command Line Len)] OR{IZH 5 [FEMN
(Add)] 27 Vv 7 LT REERa~v U RIAVRERET2a~vy REBIMLET HWTT
AVEEBEL.ZOI7A v EEHEHAT L a~ F‘%X/\"»*X“C“IZ@JOVC?Eﬁ?LiT

[ 72 =~ > K (Invalid Commands)] 7 ¢+ —/b RIZ & L TR O SR a~ > REfEE
FT. B O a~ 2 FIZAR—ATKYY £,

[F%#h7e 2~ R (valid Commands)] 7 4 —/V RIZ A& LT a~ >y RERELET.E8EK
Da<wy RIANR—ZATREY £4,

N

(B [A%7r=~r F(vaidCommands)] U A MR ZEDHETH. ) Z et vk HE)
pa<w s FELTHRIENS a2~ NI, ATRN.AUTH,.BDAT.DATA.DEBUG.EHLO,
EMAL.ESAM ESND,ESOM.ETRN,EVFY EXPN,HELO,HELP,IDENT,MAIL,NOOP,
QUIT.RCPT,RSET,SAML,SOML,SEND,ONEX,QUEU,STARTTLS. TICK,TIME,
TURN,TURNME,VERB,VRFY  X-EXPS, X-LINK2STATE, XADR, XAUTH, XCIR,
XEXCH50, XGEN, XLICENSE, XQUE,XSTA . XTRN,XUSR T,

[7—% =~ F(DataCommands)] 7 « —/L RIZ,RFC 5321 (25 < SMTPDATA =2~ KiZ
L7 =4 OFELERUFHECTT -2 EEEZHBET2a~vr FEfRELET EHoa~v o K
htxf\o*‘}(’(“lz{jjw jz—;*(]

[/X4F U F—% =z~ K (Binary DataCommands)] 7 « —/L KiZ,RFC 3030 (245 < BDAT =
VU RICE DT —HORELHELOFETT — 2 EEERGT o a~ L REREL 385
DA<y RZAR—ZATRYY £3,

[F8FF =~ > N (Authentication Commands)] 7 4 —/V RIZ. 7 74 7 > b & — "D/ CRIEAH#
BT 2 a~ U RERELET EEOa~ s NIIAN—ZA TR £7,
X-Link2State Microsoft Exchange /X 7 7 7 — 4% A — =70 —WBO —-H{ThHLH 7y M &
9 21203, [xlink2state D% (Detect xlink2state) ] % %R L £ 57,

BB A=V 7 7 AV THIBB L ORT 2— K757 =X ORKAA MEEBETDIC
FKIRTIRG 7 7 AV 2 A T OBERELET,

+ Baseb4 7 a2—F 4 v 7 DI & (Base64 Decoding Depth)

o 7TEY M8EY MAALF VDT a—F 41> 7 OBEE (7-Bit/8-Bit/Binary Decoding Depth) (7' L — > 7

XA M jpeg A A= mMp3 7 7 A NIREDEFE~YNF/N— | arsT oY B4 TG

* Quoted-Printable(QP) »F o —F 1 > 7 DI & (Quoted-Printable Decoding Depth)

o Unix-to-Unix (UU) DF a2 —5 4 > 7 O X (Unix-to-Unix Decoding Depth)

1~65535 31 NEFEET L0 XYY A TONNTy hOTXTOT —F ZiH L, &%

BISCTCT a— R8I0 2BELETRH 77 AV ZATOT7T =2 2 8BET 51T
-1 zHRELET,

EFEEHj L/7’Z_T y%*ﬁﬁj«é i 11)\/1/*‘/1/’( file_data ¥F—U—F %{%Hﬂ’(%i—io :ﬁé‘ﬂﬂ ZD
WTIEFRFEDSNA B — R XA 7B L33 (30-106 X—V) 25 L T &0,

Flo ANy N TR O TCP BT A Mbles 7T =42 HLTTra— R 5%
IZIZSMTP D [A T — R 7V A AT ¥ 3 (Stateful Inspection)] 47 3 3 > HiIRT H M E
VAT SRR S
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W suTP FS5 74 v 7 DESL

FIE 23 SMTP 77 4 v 712X MU H—L L THHINZRBAAL RS FE a7 %2 MEHZ R
NI D007y a 2R ELET,
o BAARY MTEEMT D MIME RS 7 7 A V4 28I TE 2 X 9127 511X [MIME iR
7 7 A4 4@ a7 (Log MIME Attachment Names) ] Z 341 L £9°,

o ZEHFDETA—NT RLAEMHTESL T AL [ZEEZT FL2du 7 (LogTo
Addresses)] Zi®IR L £ 7,

o RAANRY MIBEMTDEEEDE S A—IL T RLAZHMHTED XD DI121T.[5
1587 FL 2D 7 (Log From Addresses)] % 334R L £ 9,
o BRBAANRY MIEHEMITAIE AN Ny X —FHL BB ANV~ X —2RETD
N—VEAERTE D L HICT DL [~y ¥ —Dnr Z (Log Headers)] Z IR L £ 7,
AN A —EFERITBAA RN Ry D Ba—lRRENDIEICHEBEL TS LI, F2,
F—U— ]\ content if:&i protected_content & ;j\:@:%%f — L~ &\\‘— '7“—& 75?/\0&‘—
VELTHEHTAIRANL—AZERTDHZ &b TEET MOV TIE A X MOFER
(B7-1 X—=) BB LT IEEWN,
FFa T~y X —0nr 7O S (Header Log Depth) | 1IZ T 2&E A —/b ~y X —
DA +480~ 20480 4 ETEETMHOEIEET D & [~y & —Dnr 7 (Log Headers)]
NN 20 £97,
FIFE 24 KV O—5RTET D MMELRHITT D EREZWIET L ERARY > —0OFT 7 4V M EIZRT
EHEVAT A Xy vy vallEL TR TTH. 00T EITOET GEHIC OV T BRSO
i &R = OREE (18-16 X— V) B L T 72 &V,

SMTP R KEBILAEY 77— AL
Z A & & :Protection
AN TCnD 7V Tat vy PR ROFA TOTya— R T—=FOTa—RIHEHLTWD
AEY DFEN VAT LAOFRIAFAETY BIZE LIZGAIIA Ny P EAERT HITIE . SMTP
V7 at i L— 1249 ZENC L ET,
+ Base64
e 7TE Y M8E Y NMNAFD
*  Quoted-printable
» Unix-to-Unix

BRKTa— KAV EBIATHAEATIIREAATRICRZETC. ) ey Hiionsn
A 7D a— R FT—4OTa—RFEEILELET, 207 Fakyd b—ld 1 >OFED

==

MEF TV a VICEEAM T LN TWER A L— L DOEIZOWN TR L — LRBEED R E
(27-22 X—=) BB LT &,
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SSH 7V FatkvHict sz 27aq okl B

SSH V) FatkyPickbz s 27uAf NoOBH

Z A & & :Protection

SSH 7V 7ty i, Fx LUV P LARVA Ny Ty F—N"—Tn—x 7 X704 |,
CRC-32=/ A7 A . SecureCRTSSH 7 A7 b RNy 77 A—R_—Tn— /7 A7 A
M7 ha R —F RERSSH A vt —YHA2BHELET. 207 oty Hid N—
Carvl1FET2 TR WA—T g UIUFESI BB LET,

FY LUV VARV A Ny Ty =" —Tna -8 L CRC-32KXEIZTW\TINDHF DK
RETHOT HEFILINTHET  WTNOKETEH . 20KB 225 HEL D RS
00— RARRIET ¥ Lo VEEZICY —NZEEINE T CRC-R2ELBEDOXSR L 725 DI SSH /N —
Var1lDHhTHD FY LI LARVA Ry 77 F—_"—Tun—x 7 2A7aA( hOXtH L
RABDILZSSH AN—=Va v 2DHRTET NAN—Ta UXFHIE By v a COBBHICEAR OGN E
T o=V a3 VIV OENERE | Z O OBBILFERRICRDIVE T,

SecureCRT SSH =7 2 7' u A b &7 m b a VR —BRE T HSHEAIICEREzESX2 ) T 4T
RFEL LD ETDHEEITRALET,SecureCRT =7 27 A F TIL FHEFICEWS 2 ha/L D
LFHININT TAT v MCEEEIN, ZNBFREK TRy 77 A—_"—Tua—nFELET, 71 b
ANVAR X IESSH I FAT o v T 7V r—2arNedxa7 SSHY— TR LEY & L
T2 E FETT V=R I TAT U FOR—=T g VB SR LW EIIRAELET,
BEDR—FERIFT—HOR—F TR IT T4 v 7 BRET D). FEZIISSH VT 7 4 v 7 2 HE)
T2 X2, 7V ey E2RE T ETHENS MUZET D £ TICHEERDOR
BTy FBREINTZIAEE T v MICET D ETIIAA, MIRTEERRK A MNEBx
HFETSSH b T 7 4 v 7 OMRENHATSNE T IR AA Ma iz 7284613, CRC-32(SSH
R g DEFITTFH LU LARS ANy T 7 F—N"—T7 10— (SSH /N — 7 o 2) MR
AL ENET, E/-.SecureCRT =7 27 A ~ 71u ha ) L ARh—H BLORIER
Ave—UHFRERITEET, 7 Fay L EEL TV ARAWEETHENNA—Var 1 Ek
L 2D N—2 3 UFHN RN T 52 EICER LT IEEN,

SSH 7 7ty ¥ Z2MMT 5L ST ROFMITERL T ZEN,

« VxFL—XID(GID)128 ® SSH 7'V FYut v L— L Z@H L TA Xy F&EKT D8
B INEDON— NV EFBCTHLERD D £7, 55l OV TIL L —/VIREED R E
(27-22 X—=D) B L T EE N,

e« SSH YUty HiZ. 7 —bF 74— ALBIZIIXALEF A, T V— N 74— AKED
BATIC O W T B L— R BE DB N (27-33 RXR— ) B L TL 7Z &0y,

FEANZOWTIZ RO EZHEZB L T ZE 0,
e SSH U Zutvv¥ 7> g DOER(22-77 2—)
e SSH 7 U 7ty o (22-80 ~—)

SSH 7Y Fatk oyt F7T a DR

Z A & & :Protection

DB ar TR SSH Y Fat v b ERETHEEIHEHATELIF T a IOV TER

Eyq L/i‘j‘o

RONTNLNHETHE ) Faky Ty iard T 7 40 v 7 0OmExiELELET,

o ZOBDOBEEAL Ty BT =L T T AT v METCHERRZBPMT OB A T
AT L E T,

o BRAEXNZROKESL/I7 v OEITET DN [T — NSENR2WE FTEE I N AL MK
(Number of Bytes Sent Without Server Response) | IZiE L7-86, ZOHAE  KERH 72 H D
LHEEINET,
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B ssHA) Fubodickdzr 27uAf FOKH

[ 4 2151k » |k D% (Number of Encrypted Packetsto Inspect)] 124 % £ TOH 24
P NN LD [P NRER W E F1R(E S 7231 M (Number of Bytes Sent Without
Server Response)] 28 U B> hIfL Ny b BT RABEATLET,

WIZART SSH D7) 7ot v ORER T LET,

o [P—/3 A — I (Server Ports)]: 22

« [B#HA— b (Autodetect Ports) ] : off

o [FuFan N—Tgr XN T OEKE (Maximum Length of Protocol Version String) ]: 80
o [T B S/ > kD% (Number of Encrypted Packets to Inspect) ] : 25

o [P NIRE RN E FEE S 3 L (Number of Bytes Sent Without Server Response) | : 19,600
o BREA TV a T TRTEYTT,

ZopTR. TV Tae IR — 20T 7 4 v 7T EBRELET, O 0 BERKHER
N THHI-D FBEENTE-R— N TOLMEL LET,

FEROWTNNREAETEE . ZOFOT) Tty X T 74 v 7 OBEEEIELET,

o U TAT Y IR 2B MO Ny NEERFE LEN . TRXTONNTr Y hOTFT—XE5HN
19,600 XA R FTHoT BT Tm EBESNE T,

o U IAT v N2 HORE Sy T 19,600 31 FEBERZ DT —HEEELE, 2D
BBy a LI SSHARA—Va v 28y g ThaED Y ey Lo
WENF Y LV LVARA Ry 77 F—NR—=Ta0—RBETHDL AR LET,

ZOFIOFY Fat vy HiE, F T T 4 v 7 ORI T OWRBENEEL TWVENE I bR

HLUE,

e 0N FPEVEWA=Ug o FEINCLY NI =L L THERAEINEZ =N F—R—7
7 — (Z #U1% SecureCRT =7 A7 A MR LET)

o FubhaLDOAR—F

o ol FHICHND Ny b

BB 7Y 7Tae I o=V a VL ERIT 20D TRTON—D g UIUFEN A HERIZ

BHLET,

DIFoO@BHATT ) 7oty L—ANELINTWARWES A7 a ididx” ) 7ak vk

= LR T BTV ER A,

H— X F— | (Server Ports)
SSH 7V 7ty YN T 7 4 v 7 2RETHHLERNDLR— MEHELET,
LODOR— M FERITEBOR—F a2 o ~TRY 72U A MEFRETEET,

B &#H R — b (Autodetect Ports)
SSH N7 7 4 w7 #HEIMICKRIHT X217 Va2 ELET,
COFTarPRIRENTVWAEE. 7Y 7oty HET_XTHRT 7 v 7 T SSH
N=Da v FZERELEST 7 TA T A7y MCb =8 Fy M=V a v
BEDREEN TN RWEEIZ AEMEIELET B THILEE. 7V Tty hid [V—
N AR— bk (Server Ports)] 7' a  THREINTWD T 74 v 72T 2 RELET,
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SSH 7V FatkvHict sz 27aq okl B

BRETHHEE( 7 v b DOEFAKE (Number of Encrypted Packetsto | nspect)
Ty varbic) OREMROR Gy NOBERELET,
IOF T areBrllRETLETXTONT 74y OEEPRFISNET,
R ROREHL Ty FOBEHOT & —HMOBENRE SN RLZILENHY F

T ARER R OM 5L Ty FOBERRT & N7+ — v o R R RAE T ATREME DS
&) D i‘j‘o

P —NISENRNE EEEF SN2 K (Number of Bytes Sent Without Server Response)

SSHZ A7 v M JEEERD Z L2 (= NCEFETEDRARAAS MERELET,
TOBRKAA MEEBAD L FX LYV L AR A Ny T 7 A== T n— R E T
CRC-RHBETHDL LALMENET,

7 7"sz VYN TF Y LDV VARVA Ny 77 F—_"—T70—F7 L CRC-32=7 X
2o NEBRHTOIHEAIE. 20T v a VOEEES L T EEN,

Za bhanv =g X MY T DEKE (Maximum Length of Protocol Version String)

P XONRN—T g VLTI ORKIRNA VEERELET . ZOMEEBZDS L.
SecureCRT =7 A7 1A k&R INET,

FX LU I VARV R RNy 77 A—_"—7ua—BEDKH (Detect Challenge-Response Buffer
Overflow Attack)

FY LU LARVA Ry Ty F—N_R—Ta— 7 27FaA( NOKRBEZELE - I134ES)
ZLET,

TOF T g DA Ry MEAEKTDITIE V=L 1281 AN LT, EFEMIC OV T,
L= RIEDFRIE (27-22 XR—) #HR L TLE &0,

SSH1 CRC-32 B D H (Detect SSH1 CRC-32 Attack)
CRC-32=/ 27 uA hOBHEEFEZITESICLET,

IOF T a D4Ry FNRARKT BT L—L 1282 AN LE T EEIC oW TIT.
JL— WARBEDFRE (27-22 X— ) M L TL 72 &0y,

Y= F—R—T7 o —DH (Detect Server Overflow)
SecureCRTSSH 7 A4 7 b Xy 77 F—R_R—=Tn—x 7 2704 "o E2EDE 21X
WA LET,

TOF T ardDA Ny FEART BT V—L 128:3 AN L E T B oW T,
= WRIEDFRE (27-22 X— V) R L T E &0,

7 h a L FR—E D H (Detect Protocol Mismatch)
7a har A —EomHEAENE T ITESICLET,

TOF T arDA Ny NEERTAHICIE L —V 128:4 ZEEhZ UE 9, I oW TR,
L= RIEDFRIE (27-22 XR—) #HR L TLE &0,

ELL WA vE—T K mORH (Detect Bad M essage Direction)
NI 74y 07— RARELL WL (O HESNLLIY =BT TFAT B
T4 T EER LD I TAT Y IRV —NN T 7 4w I EBERLED LIESGE) DR
AR EITESIZLET,
DX T a DAy NEAKRT HITIT L—IL 1285 FH NI L E T, FEHIZ OV T,
= WRBEDFRIE (27-22 XR—V) BB L T Z 30,
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B ssHA) Fubodickdzr 27uAf FOKH

BEDNA 1 — RIZELL 21 v — F 31 XDfH (Detect Payload Size Incorrect for the Given
Payload)

SSH N7y MIHRESNIEREN IP~y X —ITHESN TV L ERE EFET HHER,
Ay L—VREIEETHNDHE DE Y R SSH ~y 4 — &R TE 550727 —4
DIV ERED o le A m— N F A XDy FOBRME AN E 1T TH L ES,

TOF T a DAy NEARKRT DI VL 128:6 AT LT FEAIC W T,
L= RIED R IE (27-22 XR—) #HR L TLE &0,
ELLBRWVWA—=T g 2 MY v 7 DR (Detect Bad Version String)

AN THLGE. ) 7ay X RELTWRVWESGTHE NNV a v LERIT 28440
NV a VITINE BRI T D 2 LICER LTS IZEN,

TOF T arOA Ry NEEKRTBIZIE A 1287 EEIC UE T EEHIC oW T,
JL— WRBEDFRE (27-22 X— ) M L TL 72 &0y,

) ) N T
SSH 7)) Fat oY DRE
S A &~ & :Protection

D7 ary T SSH Y Fak v EERETDHHEICOWTHALET,

SSH 7V oty 4 2RET DT KROFIEEZFETLET,

FJE 1 [%E (Configuration)] > [ASA FirePOWER 7% i (ASA FirePOWER Configuration)] > [ U & —
(Policies)] >[7 7 & A @2 b r— L 7R Y 2 — (Access Control Policy)] DJIEIZEIRN L £ 7,

[77tA 2> kr—/ K Y —(Access Control Policy)] X— U NERINET,

FiE 2 WMETLIT7 78R b= R —ORICHLIMRET A 2 (&7 ) v LET,
Tr7ERarban— R = T 4 ZERRRFINET,

FiE 3 [T (Advanced)] # 7 Z#IR L £,
TIEA Ay hu—L R —DOFEMREN—VPRRRINET,

FIF 4 [y FT—705H LEARY 2 — (Network Analysisand Intrusion Policies)] DHEIZ & 5 fREE T A
a (g ) E7 Vv 7 LET,

[y NT—27 538 LR AR Y > — (Network Analysis and Intrusion Policies)] R v 77 > 7" o ¢
Y RUBRRINET,

FIES5 [Fv FU—2758HAY >— U Ak (Network Analysis Policy List)] 227 U v 7 L %7,

[* v hU—27 38R U >— U A | (Network AnalysisPolicy List)] R v 77 v 7" 7 ¢ v RO RE
RINET,

FE6 WETOHRY O —DRIZOImRMET A2 (o) &7V v 7 LET,

BIORY O —ICRREGFOEERD HDIGEICEEEWIEL B EEHITT BITIL[OK] 227 U v 7
LETBORY ¥ —TORERFEDEEDRF HFIEZOW T FEA O LR o —EHOM
(1816 XR—V) B L T 7ZE W,

[V v —1E# (Policy Information)] ~— VB3 ERENE T,
FIE 7 EMOFESF— g RRVT[RE (Settings) ] 27V v 7 LET,
[F% 7 (Settings)] ~— Y NFEREINET,
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FES [TV r—varE7 U 7 et v9 (Application Layer Preprocessors)] @ F @ [SSH % i& (SSH
Configuration)] ZH I L TWENE I NI LT 2 2DOTRENRH Y £7,

o WENEN LA WMEEMD]EZ 7Y v LET,
o RENENTHLIGE. [A%)(Enabled)] #2 V v 7 L. [fWE(EdD]) %27V v 7 LET,
[SSH 7% (SSH Configuration)] _X— VY NEREINE T, X—V TEHO A v =L R ELE
ey NT—7 R U—ERREINET M ONTE Ry NU—I iR v —F T
TRARY —TOLAYOMEH(19-1 X—V) 2L T LI,
FIE 9 [SSH DK E (SSH Configuration)] 7 U Fut v X—YDFRTDOA T a v 2EH T E
T REICOWTIESSH 7Y 7t v A7 3 VORI (22-77 X—V) 22 L T E &0,

FIE 10 N o —%2REFETDH WMELFITT D EEELWEST DL ERARY) O —DOFT 7 40 FREIZRT .
BEEIVAT A XYy Va2 llBE L TR TT2. 00T EITOET MOV BED
R L RY L —EHORMETE (18-16 X—) BB L T FEV,

SSL 7Y Fut v oA
7 4 &> X :Protection

LU SSL 7V 7atwyHZ2HEHATLHIZLE T UATALSSL By g ORI LS
BN R 2 A T ERETHA =TV ORNREDH LBy v a URKEEAL S B R A ]
TEFET,SSLAILEENRT 77 4 T RGE B LENZoEbicv AT Ay v a
AVART varE—FHEIETHLHICTEET, TCP A MY —ADFLEEN SSL 7'V 7' 1
Ty EHFHTEL LIRS TWVWAZ L EZHRATHLENLY £

T OWVWTIZ ROEA SR LT &N,

e SSL OFTLERIZ ST (22-81 ~2—3)

« SSL 7Y Fuatk vt — OB (22-82 X—)

« SSL Uty Yok (22-832—)

SSL DRETALERIZDVNT

Z A4 & & :Protection

SSL U Fut v I BT —F DA AT g v EEIELET, 2RI X D ERH A HE

BRCc&x £9,.SSL 7V Fuat v PiE . SSL Ny Ry oA 7 2 BEd 5 & S IRREIH M A REE L.

ZDOEyarORREL SSL A=V a v OWFEBILET, By v a VORERR B LS
TWAZ a2 7TV Tyl TsE . 208y a DT 7 4 v 71T S{LERTH

ZHbDE LTUVATAIZEY =7 SNET SO Wbty a v TTRToO
Ry FOWBREAZILET DL IICV AT LERETEET,

Ry T EICIIP A~y X — TCP~y X — BIOTCP XA — KRR T 7 4 w7 IZ&FENT
BO.ZONT7 47 M SSLAIMLBEHIZHEESNTWAR—NTHAETDHZENSSL U7
Nty I DRI ET  RICRTIRIETIE RN T T 4 v IOV N T T 4w N
R LENTWENE I BB ENET,

o VAT ANy TarOTRTONTy bEBEGRL [V—MUOT — & 25T 5 (Server
sidedataistrusted)] WA SN TEBLT —RNET T4 T U FOMENLDET A
= B LU Application L = — RBFEET 52 Alert L 22— R WEMIH0 1L E
DTy R By va AlFmERLTWD,
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WM ss. 7Y FutwydoFER

o VATAMKNT T 4w O—MERBET [—MUOT — % Z{5HHT 5 (Server side data
istrusted)] WA ENTE ST Alert L 22— FIZ L BIEE N 720 Application L =1 — R
FETHEMMNED 1L DL DTy b3 By v a ZEENLTWD,

o VAT ANy TarOTRTONT Yy NEEML [V—MIlOT —% 2547 % (Server
side dataistrusted) ] WHNTHY .7 T4 T2 hBD%ET A vv— F LU Application
La— RRFEET LN Alert La— RBRRWT T4 T b O 1O LD/ o B,
Ty alEENTWS,

o VATANNT T 4 vl O—EERHET [V—MIOT — ¥ 2587 % (Server side data
istrusted)] WAHZTH Y (Alert L 2 — RIZ K DIEE 23720 Application L 22— R2MFETET %
TIAT DD IO EOXRTy R By ailgEnTtnsg,

Wit 8T 7 4 v 7 OB AT L2 L2 RRTIGA . By a VAT {bEnTnd b
DELTI—IEINDE ZDEYya L DEFEDOHBONNry MIBERINET,

() N VNTSSLREEE 1IN —T a VEREFEHT HI2IE. F— 7 — R ssl_state BL W
ssl_version Z/L— /LB L FE 4, 2OV TR By > a v o SSL oY (30-60 ~—
NEBRLTLLIEEN,

SSL 7Y Fak vt L— L OEFE
Z A &> A :Protection

HENTHAHEE.SSL 7Y Futy L. SSL By g VBRI EINA AN R o T b
BZHA v —ONEERE L ET,

VXL —XID(GID)137T ® SSL 7'V Futk vt — L EEHL TA X NEERT LI5S
. ZNDDIL— VBN T HMNENGH D Z LICERE LT EEW B>V T L—L
REEDR T (27-22 =) 2L T EW,

WORIZANMNITELSSL 7 Py b—LERLET,

F 22-14 SSL Y Fat Y —

VANA=S A

JL—)L GID:SID |#i#A

137:1 server hello D% @ client hello(Z 7UIT L) C BE REMELE A SN D) %
BHLET,

137:2 [— MUlOT — % Z 15T % (Server side dataistrusted) | 23 50 723545012
client hello D72\ server hello Z i H L £4, ZHITESTH 0 B e@hfE L
L CARISNETREMICOWTIX.SSL 7Y 7 ut v Ok (22-83 ~<—
NEBRLTLIEE Y,
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SSL Y FuavuYDRE

FIE 1

FIR 2

FIE 3

FiE 4

FIE 5

S A4 & X :Protection

T 7N FTIEESIL T 7 4 v 7 OMENRITINET.SSL 7Y ety b2 HMNIT D
Ly va RS kI Z2ICEDOZ L E R LET.SSL U et vy BRAEMICE
LE NN VN ZOTY Tty RO L.SSL DR L OIN— 3 UFRE IR
?%‘Tf}_—( %) X 5 Q:fcﬁ D jETo 1%4‘7\7\15 U —TF—TU— }‘ ssl_state %JQU‘ ssl_version %{%Fﬁ LT
V= VEAANCT DA ZDORY —CTSSL 7V ety AT 2 HERH Y 7,
TR bty a kDA AR Vg v E R E BT DI RN T T
7 DA AT Va3 kA5 Ik (Stop inspecting encrypted traffic)] 47 > 3 v & AH T L %97, SSL
FYV 7ty Ik Ey g CORERHER SN By a DT RXTDO T 7 1
TDA AR v a VEEHCTEET VAT AR Sy a DT T 4w I DA
ARY g rEEIET DO SSLETLE R FENTHY 2[5 T7 7 4 v 7 DA AR
7 v a v &1k (Stop inspecting encrypted traffic)] 47"y a U ANBIRE TV D HATET T,
=N NT T 4 T ORTESNTHEFAL N T 7 ¢ v 7 @R 21 [—MlloTF — & %
15489 % (Server sidedataistrusted)] 47> a VA BN TE £, 2F0 b T 7 4 v I BREE
fEENTWDHZ e Z2RmTH—MIOT = BZMEHENET,SSL 7' T ut v hid@E. 7 7 A
TN NI T 4w EFDONTT 4y KT DY = A"DISEOM G 2Py g U
FlENTWDENEI PRI LEST 2Lty v a VOl 2K TERWEAITIE v
ATHENT oI v a v EEFEENTWDEHDE LTY—7 Lignedh Ey v a Vi
FEENTNWD Z L ERT SSL y—N"ZEHTEET [ —MIOT — % 21543 5 (Server
sidedataistrusted) | 47> a U ERNICT LA BEL N T 74 v I DA AT g Uk
12 1= (Stop inspecting encrypted traffic)] 47> a AN L T .U AT AR Skt v a D
N7 497 DREEZFITLROVEDICTD2MENH DL Z LICHEEL T EIN,

TV Ty YR T T4y THEGbE Yy v a v EE=FTOR-FEIEETETET,

SSL 7V 7at v L. SSL E=F DR E L THESNTZAR—FTSSLUANAD VT T 4 v T
ERETAHEFDONTI T4 I HBSSL v T T 4y LTCTa—RNT5Z L ERLAT-E A
LTWbabntLTv—27 LET,

SSL 7V ety 2RET DT KROFIREZETLET,

[E% & (Configuration)] > [ASA FirePOWER % & (ASA FirePOWER Configuration)] > [~ U > —
(Policies)] >[7 7 A @2 b r— L 7R U 2 — (Access Control Policy)] DIEIZERN L £ 7,

[77 %A 2> hua—/L R ¥ —(Access Control Policy)] _X—YNERENET,
WET D7 78R arhm—L R —DRICHLMET A2 () &7y 7 LET,
TR arba— LK) - 2T 4 ERFRINET,

[FEAMEEE (Advanced) ] # 7 2R L £7°,

TR arhr—)L R —OFEMBEESN—VRERINET,

[% v b U—27 58 &2 AR U > — (Network Analysis and Intrusion Policies) ] D2 & 5 fREE T A
a (g ) E7 Vv 7 LET,

[* v bU—27 5381 &R AR U > — (Network Analysis and Intrusion Policies)] 78 > 77 v 7" o7 ¢
YRUBRRINET,

[*v bU—27 38R U >— U 2 k (Network Analysis Policy List)] 227 UV v 7 L £,

[* v hU—27 38R U >— U A | (Network AnalysisPolicy List) ] R v 77 v 7" 7 ¢ v RO RE
RINET,
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W s 7y 7reyVoEA

FIE 6

FE 7

FIE 8

FIE 9

FIE 10

FE 11

FIR 12

WETORY o —DRICHLRET A 2 (o) &7 Vv 7 LET,

BIORY) —ICRIRTFOERER S HGAIX[OK] 227 U v 7 LTENDLDETZMEFHE L L%
AT LETRDORY o —TORKRFEDEFEDRFTEZ O TUIBA ORI LR Y o —EH
DREE (18-16 X— ) AZ ML T Z 30,

[V > —1F#H (Policy Information)] ~X— Y NEREINET,

EROF T — gy NV T [REE (Settings)] 27 U v 7 LET,

[F%7E (Settings) ] — Y REREINET,

[77Vr—varvEr V) 7at v (Application Layer Preprocessors)] @ @ [SSL #% & (SSL
Configuration)] Z A NI L TWAENE I NS LT 2 00FRERH Y £,

s REVADRGE. WEEAD] 227U v 27 LET,

s RENENTHLGE [FH#)(Enabled)] %27V v 7 L [k (Bdit)] 22 U v 27 LET,
[SSL #% 7 (SSL Configuration)] N— Y REREINET A=V FEHORA v —VIZIT REEZ S
Xy NT—=I 3R Y) C—BRRINET M OWTIE Ry hT—T i ARY v —F 7
IHRARY O —=TO LA TOMMA(19-1 =) 2L T &0,

SSL 7V Futk v RN BElbEniztyra DT 74 v 7 2T ATHMENDDHR—
Fa = TR > TANLET A= b (Ports)] 7 4 —/b RICHE SN DR — h TOR
BN T 7 v s BRESNET,

[BElb T 7 4 v 7 DA AT 2 3 &5 1k (Stop inspecting encrypted traffic) ] = v 7 R v
I A% 7V LT ey va BB LEINT0Db0E L Tvy—7 ENTHOZDOE Y
YarTDRNTI T4 I DA ART v a U EAHETITENLET,

[V— Ml T — & 248§ 5 (Server sidedataistrusted) ] F= v 27 Ry 7 2% 27 U w27 LT, 77
AT MURNT 74 7 DRIZESSEFLNT 7 4 > 7 OB ZHNEIZITTNLET,
RY =% RFET D MEEHATT D ERELWEST D EARY O —DF 7 4V FREICRET,
EREZAT A F vy a2l L TERTT 5. 00T EZTWET GFEMICO W T HEED
figth L AR Y —EHOMEE (18-16 ~— ) 2B L T E &0,
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