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T traffic
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¥
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Not Decrypt traffic
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¥
S5L Rule 3;
Block
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no mateh
¥
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Dacrypt - I traffic
Konown Key
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SSL UlE = decrypted
Ec:r:,.rp - [ traffic
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TR aryba— LI LBEBEEITWET,
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o PAR— M T DOIMABEFHROKE (16-3 ~—)

o SSL/L— /L O & ERk (16-4 ~—2)

o« AU —HNOD SSL L—/LOEF(16-13 ~2—3)
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ety a L OEMICESWE NF 7 1 v 75

ASA FirePOWER £V 2 —/MIZ KB T 7 4 v 7 OflHIT. By v aroxrITym— 2
EH SNV — NGEHEE IR S A A — MIHESWTHEITTE 3,850 R 2 FF A
AT V=27 bO12EFE L. SSLA—NVEHTET V27 FESRLTENT 70 v 7 2RE
THZENTEET KRORICHETEHAHAHARERA TV NOXATERLET,
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BdHYET,

IRHE (State)
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U—27 N7 497 OFICEDNL—VEFEHET  ZONL— VT EELT—0
AR AR L E9,
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IN—ETDRMON—IVIRED T T 4 v 7 BB DL— T ) T,

Il Cisco ASA with FirePOWER Services 2 — U /VEBEBREN A F



| 8516F SSL A—NVDO#E

SSL A— A DEEL R B

444 (Conditions)
L NN T A ED N T T 4 v VEERELE T, 2 LRI XY
Tq4 Y= Iy N I -BENE R — N T ) r—va v (RS URL,
a—W FEAE GEHEOY TV 27 P ERIIRIT T GEHEAT —F A B AA — F RS
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LT DL DICE Y 2 — A EEHTHZELARETT, ZNIEZTDORTEDL IR T
T4 v 7 DB EN R SNANICER<ITI 2N TEET Bion 7L £
Va—/)b v (syslog) £721X SNMP + T v 7 H— N ZEldkTE £9,

[V

FIE 1

FIE 2

FIE 3

FIE 4
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WMER L7720 BIDOT A2 ARMNEL o720 N—VIZED B ENEENIHARH Y F
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TLIE&E W,

SSL v —/VEER E7-I3EF 45 FIE:
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(Policies)] > [SSL] DIEIZ R L 5,

[SSL A" U 2 —(SSL Policy) | "— Y NRRINE T,

N— V%8BT 5 SSLARY > —DRICHDMET A 2 (&7 vy 7 LET,

SSLARY v— =7 4 ZREREZI [b—/V(Rules)] # 727 +— D ARBE L 7,
WORRERH O £7,

o BLWL— L AZBIT A [—LDENM(AddRule) | 227 Y v 7 LET,
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SSL /b —/v =7 ¢ ZRERFINET,

=V D&RITENTILET,
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7 ERAELET,

FEAEDGE Y a— VLAY NT—2 NT T 4 v 7 QWML TXTONL— VDM
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V=V DWREE T2 I IMERFEF IV — V&2 T T VIZBINT AIZIX ROFIEZEITLET,
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T74 v ERETEEST . Ry NY—7 FHEERT D
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WTEyira rTEREINS URL

URL O— 3L VAT LU SN T ry U —
I DA—YNT 7B ATEDH Web VA FEHIBRTE ET,
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EDEIR T T 4 v DAUBSCREN 2 INDDICEBRRLAITY 2N TEET b

toyvaroEia Ity v a VOB LIZHEH SN ARERER S R B {LOGEMNE E

NFET,ZE LROBEITEHRETAX METE2e ZicigsceE 1,

o TuvwrZINEH (7 r vy (Block)].[VEy L TZ v (Block with reset) ]) D5E .
VAT AFREICE Yy a v EK T LTARN MEAERKRLET,

o (RES R HERE ([ L 720> (Do not deerypt) ) DBy, ¥ AT ATt v &3 L e TIRIZA
v hEAKLET,

=L T 7 a DB L R AL— T a PN a 52 AEEOFHFEMIZONT

T kOB v a BB LTI,

e [F=% Monitor)] 77 ¥ a7 7va DL o s OWlF(16-10 2—)

« [f8%5 L7 (DoNotDecrypt)] 77 ¥ a M BAL N T 7 w7 &l 7e L CTHaik (16-10 ~~—20)
e [7ryZ Block)] 77 v ar BERLTH ST 74y 7 &2 71y 27 (16-10 X—)
o [1E5 Decrypt) | 77 v a v : ELIRETDHEOICNT 7 4 v 7 B2 (16-11 X—)

o« FYT—HNODSSL L—/LOEH(16-13 ~<X—)
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F16FE SSLA—ILDO¥EME |

W SssLA— L oBmEE ER

[E=%4 (Monitor) | 77 > a > :T7 7 a DEEE T DR

5S4 v A ALE (Any)

[E=% (Monitor) | 727 ¥ a VI HL N7 7 4 v 7 7o —Il@8B2 5 EHADED  —&
THRT 74y IR EBICHRAERIIESESNDZ EIEbY EHA ZD0MRDY BINDONL—
NPFET HEBRITZONL—NVIZBOE LT AT 74 v 7V BBE SN EHET I Tay 745
MNESFTEPPRESNET E=F V—NVUNDO—HTDHHEINDOLV—NAN NFT 4T 7
T—BIOBMOA LV ART g BZRELET, ILIC—ET =100 i54A ASA
FirePOWER €V 2 — VI T 74V s 77 v a v 2HLET,

F=H = VOERLAMNEIRY NI —7 " T T4 I DN T XU T ROT Y 2 —VITE
ZHARNGBRNT T 4w DK TAX e HBIICe IR LET. DED —or ¥

THREFETZIIH CTERAZLHT DT 740 b 77 ¥ a »r SITEBRIC. T 2 — /W3 D
BRTHERICHIC IR LET . SV 5L N7y FABMho L — i *ﬁ)@?‘ F7 L b
T arTaX U IRANIR o TWVRWEAETH Ny ERE=F L— T T
DR T3 A/ N =R/ MOk S A V= e BN

[155 L7222\ (Do Not Decrypt)| 77 v a v b N7 7 4 v 7 ZRE
72 L CHR%E

5S4t A ALE (Any)

[fE5 L7 (Donotdecrypt) ] 77 v a i, 77X avrbue— K ov—0DL—1LEBLOT
TANVE T va o TR N T 7 4 v 7 BT 570k LET, —#0T7 7 & A
a2 b= = )V DEETIIRE S EEN TV WS T 7 4 v 7 2B ETHD. 29 LT
N7 49 78T HN—NERDRLRDGEVRDH D EFTARART 7 AV A LAY
arvE RN T T4 I DT 4 —T A AR g NIFEITTEER AL

[7uvyZ Block)| 77 ¥ a v : BERLTESILIN G 70 v 7527
2y
A& A ALE (Any)

[Z7a > 7 Block) | BEIO[VEyYy LT v 7 (Blockwithreset)] 727 > a .77k A =2
Y= =A@ [7r 7 (Block)] & [VEY L T7 8 v 77 (Block withreset) ] 77 3 =
VI L TWET. N T 7 v a i s IA T e =N LD SSLEE{bE Yy v 3
VDR ERE B N T T 4 v 7 DEREEFSIELET [V Y L T7 1 v 7 (Block with reset) ]
=V TIEEERO Y £y FbITWET,

Tay 7 INEEEL ST T 0 v 712% LTI, ASA FirePOWER £ =2 — /LIRE S NT- 0 E
R=TVEFRLBRNWZEICEEBELTLEEWN, 20ROV I, 2—F DR 521 X7z URL
ORI VY PSRN ETRITZA LT T MNT72Y iTﬁi%E&:Ob\Tbi\URL 7y 7
DH AR I Web X—TDERR(B-17T X—=V) LTI,

bbb RNy TEREFACTA (BT T REBRTIE TN AN NI 7 4 v 7 HEERE LR
WOT [FrwvZ (Block)] & [VEy hLTZ 127 (Block withreset)] 77 v a v & T
NI EICEEL SN RNy v TERFA v ITA L (BT TE—R)A U F—T oA A%
GlhtXa V70 V—UFEHEAT [P ey 27 (Block)] & [VUtEy L T7 v 7 (Block with
reset) | 77 v a v EMEA LIV AV EERTDLE R O— T 4 X TL— VORICEET A
A () BRRSNET,
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| 8516F SSL A—NVDO#E

SSL A— A DEEL R B

(55 (Decrypt)]| 77 2 a vV : S HICRETHEDICN I 74 v T &
%
74 v A ATE (Any)

(185 - BEFN D % — (Decrypt - Known Key) ] 35 X O [1E 75 - #5544 (Decrypt - Resign) | 77 > 3 >

E S N T 7 4 v 7 S LET,ASA FirePOWER £ 2 — /L7 7k A a2 ha—/1L %

FEHLTESSNZ N 74 v 78 RELET. 727X 2 ba— L b—E H5{bsh

TehT7 74y 7 e b TWRWnWET 7 v 7 TRICAHEZ LES, 22 TIERAELE

774’/1/\711/7:70)1%&2:7"13 YN TEET EV 2 — ML FFAI SN 774 v 7 %
HE S L ThosEIcELET,

[E5 - BEEN D % — (Decrypt - Known Key)] 77 v a V2% E L12HEIF 1 >E - 3EHKO Y —
PEEHE B X — T ET 7 Vg VICEEAMST S k#f%iﬁ%774/7ﬂw%wc
—¥ LT, 1\774 v 7 DR ESALICE A SN ZFEREE 7 7 v a IZBEEMN T S - FEBER
—H LG E TV 2 — T MES— 2 AL Ty v a VO ELEERS T — 2 5
LET, %M%ﬁﬂ‘r~~@7&txm4£&t&> ZOTIvarPEbEL TWASDI ko
HEICHDHY—=~DAN T T 4 v BESTHHEETT,

[RIERIZ [1E 5 - B 44 (Decrypt - Resign)] 7 7 ¥ 3 > 1Zid, 1 OO)M FERGEE & R — 2 B
TR ZEMTEET, N T T4 v IR IO — I LT8BE 2 AT ML CA ZERE A {#
AL TH— FEHELZHFES LT 5, FH#F (man-in-the- mlddle) k LCHREL £9, 2 2 Tid,
12F 7 74T REeT AL ZADM B D 1 DITT A ALV — DR %E D722 20D SSL
Tyl UMERENET . By a VTS ESEREE By V3 VOFEMPNESENTE
N . EVa2a— VIl NaHHTEIZETE I 74 v 7 DESEFEEAALNMTZET . ZOT 2
a i GEAEOREX—EZFXHOEE AT —ICEEHRI Ty v ay F—2 ST
HTEOBENT 74y 7L TOVET,

P NEEAEOBEEL T GEREO AT —% CAGEHEDOAR X — %@iéﬁ)%éw
ISREESENE SR D E I, W, b — GEA & éﬁi%%%?ﬁ&zé AU, SSL BEf5e H e
452}”L7L_H%5\’C\uﬁfﬁi7ﬁ>1uﬁﬁf% éwuum)z"l J:OT%‘ZI éj/bfl/\foﬁl/\ kﬁ)ﬁ FA T b 7
TP TEEINTT L. ZFOCAR I TAT N 77UV TCREETEDLIZENFY v—
_pxﬁéé:hﬂ\éiﬂ/\ 77 UPIREHENMEHE TE RN IOV TEE LEYA ALY V)
DY — NFEAENE B4 DA ASA FirePOWER € ¥ o — VITGFEH ER R A E & 2 TH
BLTHCAZGEHEHLETHN. 2—F 077U FITEEHENRACEL SN TVWD Z 2L L F
A, ZOLGE T — iEHEOARXF 2RI 57T VT4 T b 7T U FIRGEHER

HEeB4 THDHI LE2EEL £,

[ - B4 (Decrypt - Resign) ] 727 & a VA AL—VIIRETHE N—NIED T T4 7
DOBREFT REINTOWDMONL—LEHIZINZ T . 2RI 2NE CAGEHZEOEL T LAY X
L BAFNZFESWTEmSNET 4 (B - 54 (Decrypt - Resign)] 77 ¥ a3 UZIZENE
N1o0 CAFEHENBEEMTONDD T HARDBLT LY XATHESLSNTEBED X A
TORENT 7 4 v 7 HERbT D SSL A — LITERTE FH A, £ 72 — LIS BINT 15
AA— N ESNBERAED AT V27 FOT T BEE#ET 2 CAGEREOR LT /LI Y X A
AT TIHIVNERIHY FT,

72l ZIX AR5 (EC) T ATV A AT BILENTRENT 74 v 7N [HSE - BE4
(Decrypt - Resign) ] L— /U2 —&THDIX. 727 ¥ a3 VB ECX—ZAD CAGEHEEZSHRL TV
AEAT T T A ELIE AL — O — VS EVERT A A1 EC ~X— R DA EHE
EBLHE G AL — N E L= VBINT 26BN H Y 3, [AERIZ.RSA RX— 2D CA FEHEZ M
T 5 125 - FFE4 (Decrypt - Resign) ] /L—/LIX RSA 7 /LT U XA THEBAL SN %E N T

T4 EDH—HLETECT NI XATHBILENTEREFN T 740 v 71T RESNT
WAMD L=V FAERT R TC—FHLZE L TH. 2D —MIZiT—H L EH A,
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F16FE SSLA—ILDO¥EME |

W SssLA— L oBmEE ER

WD RITEE L TLIEE N,

o SSL Bt OfeSLITfl H &4 D W75 A A — b A% Diffie-Hellman Ephemeral (DHE) & 7= 1345 M
#% Diffie-Hellman Ephemeral (ECDHE) ¥ —& 7 L 2 Y XA ZEH L TV A A Sy v 7
JEBHTIE [B 5 - BEA1 D % — (Decrypt - Known Key) | 77 v a & TX £ A,SSLAY
VDR BNNR T ENFA U TA (BT EF—R)A L E =T A ATHY  EDR
Vo—IlZHEND [H5 - BEamox— (Decrypt Known Key) ] /b—/LC DHE % 7=1% ECDHE
B E DS AL — FEEREDLN TV 54 . ASA FirePOWER £ = — /L2 X D L—)Ld
BITHERT A 2 (@) BRRSNET ANy T EFA T4 (Fy T E—R)A
H—T oA AkEie SSL L= VIZHENDL Y — &2 BINT 5 & BV a— i kg

TA A (L) MERSNET,

o TNRARI N T 74 v 7 BEERELRWVED Ny v T EREFA T4 (X T E—
R)JEBHCIX [1E 5 - %4 (Decrypt - Resign) ] 77 v a VT EH A BX 2V T o
V= WIIRN YT ERIATA (B T T R A B —T oA A B [ - BE
Z4 (Decrypt Resign)] 7 7 v a Y EHREL TA— NV EEKRTHE R v— =F 0 X TL—
WORZEET A a2 (L) BERRENETSSL AV = DRRNR Ry v T E T A T
A (B T T—R)A LB —T A ATHY . TOFEY > —IT [ E - FHE4 (Decrypt -
Resign) | V—AREENDHE EY 2 — ML W — IV OBICHERT A =22 (@) 13 FowR
SINFET AR TERIFA L TA L (BT T—R) A F—T A A% ETr SSL L—/b
BN Y =R BNT 5L TV a2a—MCEVEET A2 (L) BRRSINET,
Ny TERFAVIA L (BT T—R) A F =T 2 AEELT A R [HE - F
B4 (Decrypt - Resign) ] —/v & &Te SSLARY U —%5@H L72HE, 20— Wl —HT 5
SSL v v a 3 _RTRELET,

o V= REREOHBLIHENT S CA R T4 7 FRMEEL TORWES GEVEMER
TERNWENWHIBER—FIZHENET, ZNEBSITIX. 27747 FOEETE S
CARXBNTIZCAGEAEL A VAR— M LET, EIT M7 T A= PKI BDD5GE
D27 F4 7 ML) BEIMIZEEINDL— b CA BEL T HHH CAGEHE
EFTL T ED CAFEREEZT ANAARZT vy 7R —RT52 L TEET,

o SSL/L—ILDBEFEAAL — FRIFICEAL DORESZAA — M EZBMNTE £ ROAERLT
CTZEW,
— ClientHello A& 2 BRI EA DBE 5 2 A — FBHIBR SN E T A— V2T 5>
A7 LTl ClientHello DR A B 1§ 572 9DIZ SSL V= VAR ET HMLENRH D F
T FEMIC OV TR SSL V= A DIAFHREIC L 237+ —~v v A L T 2T
voa UEE(16-19 X—U) SR LTI E I,

- VAT AT EAD AL = FTHESLESNT N T 74 v 7 FEBSETE RN
O — VT 185 - B4 (Decrypt - Resign) | £ 7213 [18 % - BEA1D % — (Decrypt -
KnownKey)]| 77 v a v 2 TE A,

o« UIAT U NETANAAOBIZHTITP 7% NH0 7747 b EF—N
CONNECTHTTP #* ¥ v F&fEH L T b %V SSL B4t & ST 5 5 A . ASA FirePOWER
T a— I NI T 4 v P EEBETEERA TS 2= NIELDAZIDNT T 4 v 7 DAL
kX N R = A 7 =7 — (Handshake Errors) DIE S5 CEXRWT 7 a U ELF
T fIZOW T ERETER W NT 7 4 v 7 DOF 7 4/ MLELOFE (15-5 X—) &
ZH LTSN,

o [E%5 - BEAI D% — (Decrypt - Known Key) | 77 ¥ a2 V& 45E LT SSL b— V2B L7245
1%, [#54 (Distinguished Name) | <° [FER = (Certificate) | St IC L DG T /A, 2 2
TORHRIE. ZONV—AN T T 4 v 7 & =BT 256 GEHE V7Y =7 F DN.B LU
4770 DN X, b— VI BEEfH T B A7 e & 9Tl *ﬁ(ﬁﬁ’(é‘o 5 Z LTI EEMIC DN T
X =V T 7 a v EHEH LRSS T 7 4 v 7 QLB EREORE (169 X—) %
LT 7230,
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| 1o

SSL /L— L 0D ¥l

KUY —Rmo ssLr—rogE 1

WHES CA A7V =7 MEAFRK L CREMEE A ZR (CSR) DAEMREZRINL GG A7V

ICBAFEENEEZ Y v 72— R 5 F T, 20 CA % [1H7 - 554 (Decrypt - Resign) |
T va A TEEEALGEIICOW UL HT LWEBAM EFEAEORERS L OT v 7
17— R (3-43 X—=)ESH LT EEN,

[ 5 - FFE4 (Decrypt - Resign) | 77 ¥ a VA NA— VIZERE L. 1 DF - i@%ﬁz@ﬁi‘;ﬁ;ﬁﬁﬁ
BTV FEREBEFAAL =N TEBLT NIV XL XA TOR—HNELTELE. R
UV~i?4&fw—w@% HHRT A 2 (@) BFRRSNET, TN TOIBIENEFA
TV NETITT R TORESZAAL— N TEAT VTN XL XA TOR—HNAELTY
BVRY =D =V ORTITEET A 2 (0) BEIRSHSSL A U o —IZBET I 727
IR aryhe—L R —IT#EHTE <R FF MOV T GEIEIC L DK 5
bR Z7 74> 7 OFH(17-22 XR—=D) BRORES AL — MZEX D5 T 7 4 v 7 Ol
(1728 =) ML TLE S0,

[ > % T 27T 47 7 v (Interactive Block) ] £721X [Vt vy NLCA LV E T I T 4T 7
o v 7 (Interactive Block withreset) | 77 > a > D7 7 A av e —)L b— L EEENT
7 4w 7 8T D55 ASA FirePOWER £ ¥ = — /WL 8§ D8 a A 4T 7 > a v
mLTT7ry 7 LNEN—VER R LERA,

A T4 VIERET Y T at v YT [REANA 72— FOEHE (Normalize Excess Payload) |
F T arERENTLE TV Taty KD ERNT T v 7 ORI Ny
R Ry Z7ENTRI IV ENEAry MCEZSBZONDHENHY T, 20X
D%Lt//a/i%TLiﬁﬁ/b774/&#ﬁ7éﬂtﬁﬂ\h)\yféhkﬂ
o MISSLEyvaro— e LTl banET, Z0F 7> a VORI OV TR,
ATAY T 74y 7 OEREQ4-TX=) 2SR TLEEN,

TIUYNEHEE = AL T — N EA R T 2 EA X GEEICHE
%Lf%wﬁw774/7%@ﬁf%iﬁhwﬁW774/?%ﬁTﬁé 1 — R
BEOIEA TG4 & — ST D7D [ 5 L7ev (Do not decrypt) ] 77 v 3 U %
R LTSSL V— a3 ELET,

ARY T —KNOD SSL /L— /L DEH

SSL

A& A ALE (Any)
R y— 27 4 XD [b—/v(Rules)] # 7 TIE UL FORNZRT LI, AU »—HO SSL

o DI RS BB AT T IR 2 Db AT 2 £,
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F16FE SSLA—ILDO¥EME |

WM Ry —RNDOSSLA—LDEE

&) Add Category (&) Add Rule | Search Rules

Sou Des Soul Desi
#  Name Zon Zon Nety Nethh VL. Us App Src Des SS5L Action

Administrator Rules

This category is

LOLELIL 3 I

AT}
[41]

Standard Rules

This category is

L
LI ¢

1]

MyCompany Rules o
1 Do not decrypt = Do not decrypt & W

Root Rules

This category is

L

ary;23

B NL—NNZHONWT RY v — =F 4 X TR FOLFT KO~ — BXOAL—L 77 g

UMBREINFE T EE 2T — FOMOEERIEFRNT A 2 TREINE T, R — i
T L—THRRIN =4 D FIZ [#5) (disabled)] &V 9 ~— 27 PP & £9, 74 a2 OFEH
IZOWTIZ.SSLL—LD T TNy a—TF 4 7 (16-17T X—D) 2L T &N,

SSL L — L OEBOZFEMIC OV TIZ KREZSR LTI,

o SSL/L— /L DR (16-14 ~X—2)

o SSL L— v DOFEME & L (16-15 ~X—2)

o SSLA—LOMNEEIIAT TY DEFE(16-15 =—)

SSL /L —/VDOR

A A ALE (Any)

AR — 23 KO AT RE 72 RRAR SUF- % B e e 73078 2 LT SSL V— LD U A hT—
BT HMHEMBTEET, ZORB T IN—NVAB IO —VITEM LI V— VR PR A S
NET N —NVEHOREEII I T (V= Ry NT—=T T TV r—a i) T8
BMTEAEROARELIMENRBRESINE T, 2T e+ 7 V=7 M E 21T
B IIN—F F Tl N4 TNA—THNOE A DOFT o7 NAEFITE.BLRY I VE
NEFENET,

BRBELFHNOT X TELIT—MEHITCEET R/EL— LT LI, BT 2MED T T L3R
KARINET 72 & 2I1F 100Bac & W) LFHNOT X TEAT A2 EEIHREST 5 & D74 <
L H.100Bao 77U r— g UBBMESNZEN—D [T 7V —3 =3 > (Applications) | ¥ 53
TR SALE T, 100Ba0 E VI AHTONL—LE & D55 1X. [4 81 (Name) ] 5 & [7 7Y & —
v a » (Applications) | | Dl F A EFAF R S E T,

1 DHTEZIFROBENL — VBT L LN TEET AT —F A XAy —IIiF BiT0o—
BB LUOEF BN ERENET,

BEAN—T D=L JARTIE, EOX=VTH BB INDFRRENRD D £, B O —
OB SN OBRY O =Y TRAVER T RO ~EB R SR e =Y BER S
FT HEO—BNBUTO—HL 2> TODIHE RO—HEERT 2 & RO —BRER S
NFET,F. OO —BENRBITO—EL72H> TWBEE RO HEBRIRT 5 & KEO—EN
FRInET,
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| 8516F SSL A—NVDO#E

KUY —Rmo ssLr—rogE 1

N—NERFETHTIX ROFIEEEITLET,

FIE1 MBETDHHRY—DSSLAKRY v— 5 4 X T [/ —/(SearchRules)| 7> 7 ha2 27 U v
7 U B ILTFENE AT LT Enter U E 3 KR &2 BAET 51213, Tab T — %2 FHH T2 2,
R=UDLERESE ) v LET,

—HEILEEELN— A DN T LAPERHFERSNET, RSN TND RIO) — BT ML i3
KBl TE % L) ICHEHERRSNET,

FIE2 HMOL—LZROTET,
e BAENL—NOMEBETAIHEEIT. RO T A2 (+ )ERITRIO—ET A a2 (a )%

707 LET,
o N—VUErHEHL MBLTINBLIPHARTEZIZ VT THINIZ2 VT T ar (% )x0
Vw7 LET,

SSL /L — /v DEZNME & E3hl

54 &y 2 AT (Any)

B L7z SSL /L—/LiZ T 7 4L b THNZ 2> TOET — L E IS 5 & ASA
FirelPOWER €V a2 — /LIy NU—2 N7 7 4 v 7 OFHIIZE DL — L EHEHET  ZDL—
Mk T HEE L 2T —DAREZEIELE T, SSLARY > —Db—b U R NEFRRTDH &S
= I T L —RopR ENE TR ERILAEETT, Eidv— v =5 o ¥ & LTSSL L—
N FIEETITEILTE D Z LICEE L TL & W, SSL /L— L OREE & 1ERL (16-4 ~2—
DN EBRLTLTEE N,

SSL V—/L DRBEEEFE S 5 IZIX ROFIRIZPENE T,

FIE1 HANEITEDNCTHIL—NEZELRY O —DSSLARY o — F 4 Z T IHA—NELHEIY v
LT L—/LDIREEZ TR L £,

o WETIT 4 TIRN—IEHIC IZIE, [HKHE (State) ] > [B %0k (Enable) | Z &I L £ 77,
o TUT 4T IpN— IV TE) 1L, [IRFE (State) ] > [M%) (Disable) ] 23R L £ 77,
FJE 2 [ASA FirePOWER O H D77 (Store ASA FirePOWER Changes)] #727 U v 27 L ¥ 7,

BEERKMIEDIZE.FOSSLAY —IZBE#EMIF-2T7T 78R ar be—L R o—%iA
TOMLENDY T EGEELEDORER (4-13 X—I) 2R LTI W),

SSL/V—/VDNMNEEZIZAT IV OEXE

A& ALE (Any)

SSL L — /L ZfwL L9 K 912, SSL AR U & —1Z1% ., Administrator Rules (B HE /L—/L) |
Standard Rules (E#E/L— L) | Root Rules(JL— k /L—/L) &5  ASA FirePOWER £ ¥ = — /L3
HBETZ3 o0 —NV AT TV RHAEBESNTWET, 20T IV IIBE) . HIR. A RTE T
THZELIETEFEEAR DAL L AT IV BERTHIENTEET,
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F16FE SSLA—ILDO¥EME |

WM Ry —RNDOSSLA—LDEE

FEHICOWTIZ UL T2 L T &0,

e SSL/L—/LDOEHEI(16-16 ~X—)
o HLWSSL/L—/L BT Y DEN(16-16 ~_X—3)

SSL /L —/L DB E)

FIE 1

FIE 2

FIE 3

5S4t A ALE (Any)

W72 SSL V— LV DIEFEIRETDHILET Ry NI =27 v T 7 4 v 7 OB HLE R ) V) —
ZRFI SN NV— DT P g R ERBETE ET,

WOFNEIZ.SSLRY > — 2F 4 ZEFEH LT 1 DFERI3EHONL— L ZREFICBEIT S Tk
ZMAL CWET 3 =T o X EEH L TEA O SSLV— L2 BEd 52 L TX
F9,SSL /L— /L OBETE L AERL (16-4 X—) 2L T 72 &0,

N—N BB DI ROFIEEZETLET,

BETHL— L EERRY S —DSSLRY o — F 4 X T I— )LD L ICEAESE T Y v
LT A—VEERLET HEONL— L EZRINT HI20E,.Ctrl F—& Shift F—%2HH L F T,

BN L2V — AR ERERINET,
N—NEBELET Ny b TV R RX—=RA R TIT TR ey 72T TE
9,

FLWGITC A — L%y b T RARN—=ZA M LI GEBR LIV — a2 57 Uy 7 L[ By b
(Cut)] ZOBIN L E 7 RIS A AT T2 MrE S WT%T%)JI/»*/I/@/I”E*K wEAE7 Y7 L[k

WZBE Y £H1F (Paste above) ] £ 7213 [ FIZHE D 1) (Paste below) ] Z 3R L £3°,2 2D 725 SSL 7R
U —DRTIX.SSLIL—Dabt — 7 R _N—=Z2 MITERNWI LIZERLTIEEN,

[ASA FirePOWER DZ8 ¥ DO {17 (Store ASA FirePOWER Changes)] %7 U v 7 L%,

EREAENMEIEDICFH.ZDOSSL A —IBEfHT 727782 ar ba—L R —%iwH
THVLENSY T EGRELELEDORER (4-13 =) 2R LT ZEW),

HLSSL L—/u B 32U o800

4 v R ALE (Any)

SSL L — /L Z#wa L9 K 912, SSL AR U o —1Z 1%, Administrator Rules (% #E&H /L—/L) |
Standard Rules ((Z#£/1— /1) .Root Rules(/l/“— k sLb—sL) &9 (ASA FirePOWER £ = — /LR
T B3 50—V BT IFYRHABEINTWET, 2NE0ON T 3V IZBE) HIBR, A RTEE
TAHZ LI TEFEARN EEL—LEL— N L= THAZ L BT Y BERTHZ &N
TEET,

HARIN AT IV EBMNTDHEGEBMORY —FER LR TH —%E S SN < WAk
TEFET EBMLAEI T TVIT ARETLHIERATEET . N0 T IV OBENITE
TABN—=NDAT AV RBLOAT TV NA~OBENLFTRETT,
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| 1o

SSL /L— L 0D ¥l

FIE 1

KUY —Rmo ssLr—rogE 1

FLWHT Y ZBINT AT KROFIEEETLET,

N—=)b BT A BT EHRY) =D SSLAKRY v— x5 4 Z T [HT 2 DEN(AA
Category) ] %7 U v 7 LE7,

[V

FE 2

FIE 3

FIE 4

FIE 5

RY == ARNTTIZEEN TSR BEFOL—VOITO2EAT Sy EZ 7 ) v 7 LT,
%wa%ﬁv%ﬁm#&ﬁm%®m%%mmf%$¢%f@www%ﬁﬁj/ﬁb[%ﬁw
7 3 U OFF A (Insert new category) ] Z&EINTHZ LT FE T,

[77 2V OEM(Add Category) | Ry 7T v 7 7 4 RURKRINET,
[4#1(Name) | (12, —BOD T IV 4L EATTLET,

BK 30 XLFOFEEFTOLRE AT TEETLANTIT, A= 8 X OHIRFIEE 7 Frik X T %
GHDH I ENTEET,

ROBRENRH Y £7,

s BBFEOAT TV OFT S EIZHLWAET A ZRET D5E1T KO [#HEA (nsert)] Fe v 7
27 ARG [HT7 2 O E(above Category) | ZER L7222 FHDO Re vy 7 H o)
AP ATAYEZRIRLEST, ZZTERRLEADT Y O RIZAV— U0 EE S NVET,

o BMFEONL—LOTZHLWAT TV ZRETLIHEIE. ey 7 F oy UG [L—L
D F (below rule) ] ZEIR L7122 BEFDONL— NV ESEANLET, ZOF T a U BNAER
DX AR —12h R b 1 DONL—LANFETIHEDHRTT,

o BFEONL—LD BNV —NVERETLIHEIE. Fry X7 UX 06 [L—D |
(above rule) | IR L 722 BEFONL—NVEEEZATLET, ZOFT > a URARNRDIT
RY =1t &b 1 DD —ARBFEET DEEDHRTT,

[OK]ZZ7 Uy 7 LET,

AT ITIRBNENET AT IVLAERETDINI AL L AT ORRICH HHRET A o
(@)Y LET AT EZHIBRT DI EIRT A2 () E27 ) vy 7 LET HIER
THENTIVICEENAINL—NE.ZDOLEIZHH DT IV ITEMENET,

[ASA FirePOWER D% H O{#77 (Store ASA FirePOWER Changes) ] %#7 V v 7 LT, KU v —%
RIFELET,

SSLIV—NVD KNTF TN a—T 4T

FA B A ALE (Any)

SSL /L—/L Z @I VER L CNEFEAT T D 2 L I3 MR BT 2 B 2 BB A RS54 5 |
TARAIRIQEETT RN U—FEEICHB LW E — AR DONL—VE TV T g
WHFELT720 BIDT A B ANRMEL R0 N—VIZE R ENEENIEARH F
T ASAFlrePOWER%/:w—/I/ KXV T4 M FHILIZEBVICHERIZLEIND KO
T B72DIC SSLARY r— A F—T oA AZIE INV—VICET AN REER IV —0
74~I¢‘/\/7 VAT ABHEBEINTWET,

F—NZONTIE KRDOFRITRTEIC R —2F 4 ZDOT A 2N L AEELDT—D
BRBENFET . TA IR, U eRbED L EE 2T — FRONKEZRTTHFA ML
ABTEET,
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WM Ry —RNDOSSLA—LDEE

Z# 16-2 SSL DL — 7o 2

7A
=

e

] £ (Details)

= BIEEIZ L > TRV — AR DOMOEEZ /R L TW5 SSL AR Y o —IZ i H
TEDLHARDY T, Z0HA MEVOLLIREIZITDELIH THA,
e zIX TV T g &N —I N T T 4w 7 BB LER A,
L EBEET A NIA B A T —FHITETTILVOR—FHER LT
WABAIT FENEEENLIETEORY O—THEHATE EE A,
BLEMHINTWE L= VBN TEE  BET A a0 PHEHAETBE
THMEEEEETICV—NLEHEBNCT D E BET A aVPNERRIN
9,

—

(1) error N—IVETIXZEOMD SSL AR Y v —REICT T —0N b D54 REDAEH
SNHETEORY v—FEHTEEHA,

BHRTA NI N T T 47 OT7a— 2T L RREMENH DX EICE T
LHAMEREFR LET, ZOORBEITERTIE AR R —omE
2T EE A,

e
e
e

SSL V=V Z@UNCERTET A2 . *y N —2 NI 7 4 v 7 OLBIZHNIER Y YV — ZADEE
BWIZbEHE LET EHERNL— L EZER LY AL— L DIEENARME Tho- 015 & /8
T~ AT LA RN S D £,

FEMICOWTIZ U TE2Z L T EE N,

o N—NDF VT a L B EDBEEIZONT(16-18 ~—)

e SSLIA—LDIEFIEEICL AT —~v 2 A LSV =7 g UAEBE(16-19 =—3)

N—NDF ) TS g b BRI EDESIZHONT
AR ALE (Any)
SSL /L — L ZHUNCFRE L CIEFA T 5 Z S X R R BB 2845 F CARAIRAZREHET
F.SSL ARY o — DN TIZ.SSL L— /L THDONL— LD F Y = F g RNRAELED L)
BRERENGENTZVTHEERHVET, ZNODOMEEZ RTEDIC EBEB IR T—DT A
aVBRERINET,

N—=NDFY) T a rDEEIZONT
SSL L — v DEBNRHBFEONL—L LD L L CHEA SN BHEOLV—MIZELD N T 7 4 v 7
ORENEEINDIGERNH D T RITHEZRLET,

Rule 1: do not decrypt Administrators
Rule 2: block Administrators

LROBEHION—NIZE ST T 7 4 v 7 I3FFNICHFA SN TWDTED 2 FHOL—LITE -
ThI 740N Try 7 ENDZ EEHY FHA,
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SSL /L— L 0D ¥l

KUY —Rmo ssLr—rogE 1

IR EDBEIZHONT

SSL AR —MEFT DB OB TIIEE I NS AN H L7200 F2hTH - 7= SSL R Y

VRENERNRDGAENDH Y FT ROFNZONTEZL THET,

o URL T IV EHEGLNL—VIIEZNTH 725 DD URL Filtering 7 A &> A & Ffi- 72
WEV a—VEH =2y MITDHIETEMIARDAREENRS Y T4, F0RAT Lr—b
DRI T— T A aVDEREN R =2 FDT A AZHHATE 2L 2 £3, 0@
RIS T DI, 2 DN — NV EREFITHIERT 2N R o —DX =47 v FEEET L),
FEITHE R TA B REAENITHLELHD £T,

o [187% - FFE 4 (Decrypt - Resign) | L —/VZFR L Z TRy v 7 A 0 F =T 24 XA TEF =2
V7 g =% = FCBM LTS NV VORI EET A a v RNERSNET,
Ny T RETCIIEHEOHBAICL DA N T 7 4 v 7 DERIITERVDT Ry o7 A
VH—=T 2 A=A NGHIRT A ERIIN—V T a VEEETAET. IO
I VIZIEI R B H D /A,

o = I a—FEBML7ZE.LDAP 2 — ViR E2 L F L TCEO2—F 2 ERATD L.
2—WFEFET 7R 3 br— LOMRI—F TIE R RD720. FDON— IR 7L<
20 E9,

SSLAV—NADIEFHEEIZL A N7 —~ 2 AR LEETF Y =T g U [EEE

54 &y 2 AT (Any)

SSL ARV =D/ — 21T 1 IR E A2F 503 TuvE 9, ASA FirePOWER £ ¥ = —/L{id,
= NVEEDODHIET V=% ENBIEIC N T 7 4 v 7 EIELET . =X L— L E2fRE, b
T4 I N BT DEROIDNV—NANED ST T 4y 7 ST B 0— 20 £97,

W87 SSL V—NDIEFZBETHIET Ry NI—7 T 7 4 v 7 ORBITLERY V—
ABHR SN N —NADT ) =Ty g oEERCEET, 2—FRERT DL — I T XTO
MR BEICEAGDLOTTR, 22— F D= — XL L7 5 b 87— o A & &l ¢
X DN —IVENEFFA T T HEUCHE D RE WL OO R T A RT A4 B0 £97,

HEMRE BV —AD0 b & BBV — A ~DJEFA T

BN O =—XZ#l T A5V — NV EZIBFFTTHILERSY ET, TXTDORNT T 4 v P
W T DR B DBV — V&R Y o — O AEICEE LE T 2L 2 H
51 ANDO—=FNROORIENT 7 4 v 7 IXFEM e o B ST 208 (B - BE4
(Decrypt - Resign) ] L —/V &2 H) | ZOHMHOMOT X TO—FNoDO N7 7 4 v 7 X85
fEL72 ([18 5 L 720 (Do not decrypt) ] V— VA MEH) 5613, ZDNEF T2 5D SSL /V— /L%
B L Ed,

HEE D NV—Vin b —REH e — NV ~DIEFAT

BEDNL— L DENVWUIT BT T 4 v I DERERKV ALV — NV ERIERETHZ & T8
T A=~ AR EXED LN TEET, R AR R E RO VNSRRI XA T D
N7 4y 7 EBEL B TLVEL DB EOL—NLET )T g VABETE S &0 H B
HNDLHLEETT,

ZIZT1ODYF U AL LTAZEHETE S CA(Good CA) BNEEDH DT 47 1 (Bad CA) IZ
fMiE->CCAFEMELHITLTLEN ZOFEHAELZIVIEHL TWRWIRNAZEZEZ TAHAEL X
INEHTERWVW CAIC L - THITSNIGEAETHE SMLSNIE T 7 4 v 737y 7 LIz
WAETED CADEHTF =—WIZHL2ENUND N T T 4 v 7T LTI E LET, Z
ZTCHELRDDIL CAFGEHEB LT RTOFM CAFEHELZT v 7 e — KL, ZD%HICK
D XN —NVEIEFAHT D Z & T,

Rule 1: Block issuer CN=www.badca.com

Rule 2: Do not decrypt issuer CN=www.goodca.com
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=V ANVEZ D5EIIRO L 52 £9,

Rule 1: Do not decrypt issuer CN=www.goodca.com
Rule 2: Block issuer CN=www.badca.com

W@@w~memMm WEoTEBEINEZTRTO N T 7 4 v 71— L, FDOH |21 Bad
WEoTREINTZIN T 740 78 EENFET EON T 74 v 78 2FB DL — I
Lfib‘f_&)\%u0)f§)5 o274y 737 vy 7 ENTICHFREINDAEELH Y £,

FEAZETE =V LEYA MDD NF 7 4 v 7 BFHFAITE— LV OEE

SEAEO = 7 %479 & SSL v a UAKENL. SN DN — OB —3ERHEN

P =T TICEEMS T BN TWE T T U OFEHEL — ﬁzbfb\éz’)w‘: IME T TAT

FDT T T FREIAICHERE L E I[85 - BE 4 (Decrypt - Resign)] 77 ¥ a i -H‘»«/\DE

HELZZEL TR IA T MIET LW OIEEREENLTWDTZD . 7T ‘7#‘7&@“(
DFEAEZE =7 LTV AT AT SN ENES S NE T,

LEZF I TAT N TT '7%75\5&%%0) E=r 7 EERT YA b

w1ndowsupdate microsoft.com (R IN TRV  ZFDMTF 7 4 v 7 & —ET 5 SSL/L—/L % [
5 - T35 4, (Decrypt - Resign) | 77 ¥ a U2 L T E T % & | ASA FirePOWER £ ¥ = — /L&
= NEEHEICHEL L T 2947 N 77 UFICELET, ZOEE Iz — SGEH
%{i\ 7? ‘7'3‘“( EO:\/ﬁ\ L7= windowsupdate.microsoft.com @?Eﬁ)%%& *ﬁ Lfcil/‘f:&)‘ 774
T b TIPSR AL LT,

DRI T 4w 7 AT DI Y NGEREOILEA IR & B ST 1B
& L 72\ (Do not decrypt) | 777 vavEMALTSSL V=L ERELETLSSL A Y —Tid,
ZON—=NVE T T 4y 7l —ETHT T [1E5 - FE4 (Decrypt - Resign) ] /L—/L DRI
B LTSSV, Web A MZIEEFICHERINTZE T 7 74T N 770 =7
SNTFEAEZRG CEET L BRPRD LIS EH R LICGE b r ZICiieks e
Befi A N M BAEAEEZ R R TE £,

T T4y 7 BEET AL NVEIE T ICERET S

N7 4y 2 DEBAGIRY Y =R BB LT LUBRD T, T T 4y 7 D BALEET LR
JL— L ([18 5 L7220 (Do not decrypt) |.[7 B » 7 (Block) ]) % FE1T73 D/ — /N ([1E 5 - BEFID ¥ —
(Decrypt - Known Key)] (5% - &4 (Decrypt - Resign) ) L W ANICEE T 52 & T AT +—<
VAN ETDAREMERH Y £ ZOBMIE, N T T 4 v 7 OEFIIIZED ) Y — R B

fé%®ﬂ%éﬁ%f?‘it[7m/7®bﬁﬂV%WGiwlﬂARmKNER%/JwWﬁ
TWERoA VAR a OB ETHETONT 7 4 v 7 BERITLHAREERH D 7 tho 2
ENTRTAETHD . DEVNL—LDEY FC EVEBELEWVWIL—ARNR T T
VR TIE WA IR ROIEFTL— A E2ERETH I EE2ERB L T EE0,

o BT DEHRIIe XTI TEIN N T T4y I THOT 7 g EFATLRVWE=Z L—)L

o ENLLEDA AR a B TOTICN I 74 v 7 & T uy 735 [ 717y 2 (Block)]
JL—)b

o WHbNT7 T 4 v 7 BES LRV 125 L7224 (Do not decrypt) ] /L— /b

s BEHoMEX—ZHENLTCER N 74 v 7 28155 (155 - BE& D F — (Decrypt -
Known Key) ] /L — /L

o P NEREICHEATOILICR o TRIBE LT 74 v 7 2 5T 5 185 - BEA
(Decrypt - Resign) ] /L —/1
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SSL /L— L 0D ¥l

KUY —Rmo ssLr—rogE 1

ClientHello D5 OESCNEALAHT

ClientHello D25 & % SEENLAF 19 5 121% . ServerHello F 7213V — NEEBHE S — T 5
JL— L DHEIZ, ClientHello A vt — Y CHFRRER S &K T AL — L 2EHE L T,

BHXGET SNA AN SSL Y Ry = A 7 203 % & X2, ClientHello A v £ — Y& EH LT,
Wi OREEE RO L ENTEET, /2L 21X FirePOWER ¥ A7 AFEM S izt > v a
VEEGETEROOTJEMA Y v REHIBRTX £,
VAT ML [ - BB 4 (Decrypt - Resign) | 77 ¥ 3 > & & e SSL /b — /WIT A — K S+
E) LR TEBEE ClientHello A v — Y2 EETHDHTT, VAT ARH LW —~D
b v a U EROICKRE Lz & Zid, Y —GEET — ¥ % ClientHello O ZLER (2134 H
T“% FHA, ZHFEF LS TWRWRYIOE Yy v a e b aRERH Y FT . /LY T4
TV R DDOEBFEDOEEE T,V AT AI Y — NFEAESMA & & T/ — /LT ClientHello X > & —
VEREIIC B I E A vE—V R0 L C HSORREEER I TE ET,

ServerHello ¥ 7213 ¥ — /GERAE S GEAE G4 GEAIZEDO AT —Z X 5 A A — F /N —
Vay)e %+ —% ClientHello & (V' — Fy U —27 VLAN # 7 R— h =2—
P.T TV r—a URL AT 3 Y) & —&T 50— LORNCELE T 5354 | ClientHello D2 H
A7V Ty a VB BE IR T RNE Yy Y a v OKEEST LR TEET,

NRIFp—< U AEHETSHSSL A VAT Y g VERE

A4 v A ALE (Any)

B SSL AR Y U —B XL — X Z&DOY VY —AEHET HAEEMENRH Y £9,SSL A Y
A EN D L  ASA FirePOWER £ 2 — /LT _RTCONL—LEZF EDTEM L. T 31
AWKy NT—2 877 47 OfHTZEH T2 EEOILEE Y NE{ERLET, 7 /314 AT
PR—=FENDSSLA—NVDORKEEBZ CNWDILEEETLIRY T T v 74 RURK
RENDGEDRDV ET, ZORKEIZ.TNAAZAOYEAEILCT ny T Koo 3FE
FRERICEL > TRRY £,

J— )LD B4l
WDOHA KT A4 F.SSL V— VO HH L E T —< 2 ADmH EIZ&RSLH £7,

o = LDOVERIFICIT. B 2R T D ERIIARERBO DR LET L 2IE Ry FU—
TEMETII ML DIP 7 RLVATIEARLS IPT FLA Ty 7 2 LET, R— hRET
ai\ﬁf; MEFHEFEH LET, 77V r—ra VHIIB X NURL 7 4 V&2 ) U TR FETTH

AT TV r—vary 74NV FZE URL AT AV BIOR L E 2T —va &2 HHL, . 2—
%?ﬁﬂﬁﬂ%ﬁéﬁfréfﬂ/\ X LDAP =—% Z L —TF &2 L £,

SSL L —NEHETHEMATHIA T V=27 MIBEZESLTH N7 A —< A M LEL2WN
TLICHEBEL K EEW 2T S0EDIPT FLAZ 1 DDy NI —0 T2
MIEGOTHEHTLIZ LR T =~ AW AV v MIZ2 KB 6DIP 7 R
AEERINCED D X0 BHITHER EOAY v MR ®H LT TY,

o TEXAMRY X2UF 4 Vv LA —NEHBRLET . TAAADAL L H—T =2 A A
NS —VHIREISNEAL—ILD S —2 D 1 DI NEE I—IUIF DT INA ZADINT f—<
VAR5 2 £ A,

o N—EBEICEHRELLZWVWTLSEIWMETEHE N T 74 v 7OBRAEN 1 DOFMTH54o57%
BEIIE2 2OF5MEEEH LRV TLS SN,
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FFT7 4 IV EBEDRE

N7 4 v 7 EFERTT I IROEZFHEIZHE S T ZI0,

e "ITA4VIDEBTII. VT 74w B EBSL. TR ar be— a2 EHL THRET
HUMBDY Y — AV TEE LET AR ERKLVIAALTEE S LV— LV E2ERT D & ASA
FirePOWER €2 22— /AN EZ5T D5 8T 7 4 v 7 BN LB RN RHF R E 50— K0
HDOTHERELT. N T 74 v 7 EBICHERUED Y Y —A B ESNET S5 ~NT
T4 IR WoAESLIERICT 7 A o ba— b b=V EHH L CHFRE2137
0y 7350 TIERL.TELRET Ty 7 T50FERFEST LRI EE2BRLET,

o IW—FEITTLCAILESWT NI 7 4 v 7 BEHET DL IICHEHEBRT — X ZADLM AR
ETHHEAIT.L—F CAFFBHEZRB L — F CABHEHT = — L HNOTXTOHH CA FGEH
ELSSLARY —IZT7 v a—FRT5L95C LETEEHTEXS CADEEF=—NDOT
NRCOIT T4 w73 EERLTHEAINDI XD REREFEIEBINET A,
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