AR FDORTR

ASA FirePOWER EV 2 — /LI Ko THEINZ N T 74 v 7L rEnzl 7
HA D AR NEFRRTEET,

GE) EFVa2—ARAEVICFY v 2T 2O/LEITD 100 EHOA X sOHRTT,

« ASA FirePOWER U 7L X A Il A X2 h~DT 72 A (1 =)
» ASA FirePOWER A Xk # A 712250 T (2 %—7)

* ASA FirePOWER A X2 kDA X2 N 7 4 —/L K (4 3—7)
AR ANL—ILDONE (15 3%—)

ASAFirePOWER ) 7ILAA L AR bADT VR

WL DMDEFRE A X kM B2 —TASAFirePOWER £ = — /LIl Lo THHE I/ 14 X
FeRRTEET, FH0E, WAZXL AN P Ea—2/ERLTERLIZAXV N 70—
REFRRTDHZIENTEET,

A\

GE) FVa2—BAEVICH Y v 2T ADOITEITD 100 HOA X hOHZRTT,

ASA FirePOWER /1 N FERRT BICIE. ROFIEZETLET .

AT 71 [Monitoring] > [ASA FirePOWER Monitoring] > [Real-time Eventing] DJEIZER L £ 9,
ATV T2 RO2ODBRENH Y £3,

cfEGIA N b, B2 VT ATV AAR N, BAAXRNVS, T AN ARV, £T2
T~ LT 27 AR SIS ERRTHAR NDEA TOMGFEDOEZ T2 v LET,

CHAZL AN D Ea—Z2FERL, Ea—IlG0o ANy 74— /L RE@IRT LI [+H] 7 A 2
27U w7 LET,
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RO PANCE Tl
. ASAFirePOWER 4 X2 k & A FIZDLNT

FEMIZ DOV TIE, ASA FirePOWER A X2 b Z A 2O T (2°9—2) I L TPASA FirePOWER A~
FOARSE 74— F (AR=Y) 2ZRLTIZE,

ASA FirePOWER A X | 2 14 T[ZDINVT

ASA FirePOWER £ 2 — /L TlL, 5 2DA X~ ZA T AR N, ExXF2 T4 A
TV ARV, BAAXRU N, T7A40 AN, BERIAT 2T A XU R8) 2
EDANRV N T 4=V REFRRTDIVTNLA L AR N Ea—NREINET,

Connection Events

i A N> b EFRTN SR IR, S vy v a VT AT A EER TV E
o Ml x DFEEfEA N2 P TAFARERIFRIZN S ODOERNT L > TRE D 3728, KA
TR DD D £77,

B ALAB LT EETLHWEDIP T RVA, AHAY — v AU LT /31 A
T &L EARE e B R

TV =gy, EREINDURL, 238 mICEEMIT O TWEa—F il V&
T AL o THRH F 72 I3 HEH S 5 B N0k ke

ARV =BT T4 I EBNBLT-T 7R ay ha—L b—)L (FIOERTE) .
VGO RE213 7 0y 7 SNTWENE I e E, BN o Ik S - AICRE+
HART—H

TI7EA M= LV TCSEIERBELITOI LT, v/ THHROFH, Bizn /75
Fr, BL T — X 2 RAET AT OE DM WHIEZIT) 2 N8 TEET, 77 A 3B
n—/LR Y = NIEFICABEETE D5 e 0 ISR CE 9, RO X713, RORM
THZITEET,
N L B2 T = ar R—=ADEX 2 VT 4 ATV V2 AR L 2T T T v Y
VAN (Tuayr) FREFE=ZINDH5E

cBERNT VA arba— L b—LEFEIT /A ars ba— DT 7 4V N T U g
NZE o THEINT- %S

RETHEX 0 7INA T, YATAIBEENTEZT7 740, by =T FRXEADORL
PRELZGEIZ, ZFEACOERE BEIMNIC e JIZEE L E7,

Security Intelligence Events

X2 VT4 AT VT2 AR TERNNTLE, 777 VR MO—BIZL>TE
X2 VT4 AT IV A AR MBI N MR HBEMICERSNET, EX 2
V74 AT V2 A Ay MNIFFERI ¥ A4 7O A X2 N T, lRICERE L O0HT
TEFET, BX2 VT4 AT VP2 AT T 7 R RNBEOIREE G, HinX 7
DREDFMIONTIL, Ry MU= b T 7 4 v 7 OO X 7 2B L TLIEE,
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| 1xvioxR

ASA FirePOWER £ <> + 24 71221 T |

FRICHRE S TR W R D | e A N M5 xR b EtX =2V 740407V ¥
VAARVRNIBEELET, EX a2V T4 AT UV 2 ADFEMICIONWTE, LE 2T —
TarNR—ADN—)UILD T T 4 v 7Dl SR L T EEN,

Intrusion Events

VAT LT, RANEEOT—Z O, BEEM, B OMEMEICET SRR & H I
BOHLDLT VT AET 4IZOWVWT, Fy hU—J 2@ T57y haBRELET, VAT A
WX, BERRBAZEET D ERBAAN MEAEKRLET, ZiE, =7 X7 a1 hoHF,
i, A4 7, BIOWRETLEZOX—7y MIET 2072 MEROLEHKTY,

File Events

T7AN AR I, VAT LANEX Y T —2 v I 74 v 7N THRIELE (EBIC4H 7V
v CeT7uv s L) A NEELET,
VAT AT, BIEEHAINTWA 77 AL RY O —D A — LTt - T, EERET A AN

Fy NT—0 NTT7 49w I NOT7 7 A NVERBERIEZT ey 7 Lz e XIERSINZT7 7 AV
Ay NEFRELET,

Malware Events

NG 2T AR NI, VATEANRRY NU— T 7 40w 7 NTHRE L. (E5I247 Vs
v CT7uw s Liz) AT TrANNERLET,

<N xT TA U AEFEHAT S L. ASAFirePOWER & = — VI BRI 2T 7 A a2 k
O— LB EO—E LT, XYy NIT—27 "I T7 4 v 7 NO=ALT =T 2R TEEdT, 774
VAR OB EERR 2R L TN,

UTOTFIVFTE, vV =T AX SPERSNDATREMEDR H D £,

o WEERIGET NA AN—HORFED 7 7 A N Z A TONT I ERHRIET 5 & ASAFirePOWER
B2 NVEYN T T VT RNy I T T EFETLET, UKD, T Ak
& L L TMalware, Clean, ¥ 7213 Unknown »* ASA FirePOWER £ = —/LIZIRENE T,

¢ ASA FirePOWER £ 2 — /L3 7 57 R Ot AL TEX R 0EE0., Z0oMoE kT
770 RRERTE2WEEE. 7 7 A VB Unavailable (2720 £4, ZOMWE TR
NHARY MITLK TN THDLARERH Y £9, X TFHENnZEETT,

e JU—2 VRARMIGEENTWNDL T 7 A INEEHNERT SA ZANKBHE L84, ASA
FirePOWER T 2 —/UI7 7 A WHEE E LT Clean D7 7 A WMIZEI D ¥ TET,
ASA FirePOWER £ = — /W Ifhd 2> FF A N F—2 L L HiZ, 774 VDR EHEDO L

a—REvLT 2T AN LT LET,

Fw NU—2 NF 7 4 w7 THHEN, ASAFirePOWER EY 2 —/Lilk > T~/ =T7 L L
TRl EN=7 74 0T, Z7ANV ARV eV 2T AR NOWFEARLET, =
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RO PANCE Tl
B AsaFiePOWER A A2 b DA R R T A=

Nix, 77 A NVRO~L Y =T BRET 272010, VAT AIFETEOT7 7 A VEKEKET
DN DD T,

ASA FirePOWER f XY DA ARV kT4 —J)L

Action

B A X N EITEXF 2 VT 4 AT I V2 A AR NOBEE, s 7 LT
JHAaryba—)L L= )LvEFEIT 70N Ty a ICBEEMTONET v a v,

< [FFAT (Allow) 11E, BIRIICEFAI SN Ca—FRANA N2 FT D A X T 7T 4 TITT
By SNLHERERLET,

o [Trust] i%, BETCE2EHmEERLET, MOy RBEHEAL—VICE > TRl ST
TCP #Ht DI, i TA X bE2ERRLET, VAT A, HEOEYy Y3 Ry
rD 1 EERBICA X N EERLET,

* [Block] & [Block withreset] 1Z, 7' &2 v 7 Sic#Ehia R LET, I HIZT AT A, [Block]
Trvarvk, EXa T4 AT IV AL TT Ty 7 ) R Moii# s
fit. RARY —llXoTxmr 27 uA bR M Sz, 77 A VRY —I2k»>T
TrANNBT a7 S & BT £,

s [Interactive Block] & [Interactive Block with reset] I, A7 A7 Interactive Block /L —/L %
AL CRANC2—YOHTTPER A 7 v 7 Lic b ZlZn X 0 7/ T& DG A~
R LET, VAT ARERTHEER—TTCa—FRI7 U v 78 EETHLE, O
Ty vailonTreX 5 Z20MOBA N2 MI, 77 2 a U [Allow] 1IZ72 1)
7,

e [Default Action] 1%, BN T 74/ F 77 a ko T SN2 L 2R LET,

X2 VT A AT IV AL s TEREINTWDAEROSLS. 07 7 ¥ a U,
Pl Lo TR Y W —SNDRYOEMLNDOT 782 av ba—L b—LDT 7=
Y T T7ANE T arTY, [k, E=Z V=T 5 N T T 0 v ZITE
WCEBGDN—IVETIIT 74V N T v a illo T EIND T2, =X L—)Z
Ko TuX o 7 an-8EFc Bt 5hi=7 27 2 3 2 [Monitor] 12725 Z L 13H Y
A,

TrAN AR NERIF~YNAN T 2T AR MNOEBE, 77 ANVB—EH LT —LD—L T
Iy aIBEEMT LN TWA T AN — L T arvd, BMETLI T AN —IL T
arOF T g,

Allowed Connection

VAT LWANS DT T 4y T =P LTEhE Db,

Application
B cThRilshieT 7Y r—va v,
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Application Business Relevance

R SN T ) r—ra sy NI T 4y ZIZEEAT s B U R A & OB ;- [Very
High], [High], [Medium], [Low]. [Very Low], #ft CHthEShiz7 7V r—ra 0247
Tl BEET A EURABEMERH Y £T, ZOT7 44— FTIE, TRH0 0 bERLEND
O (BHEA R BIEV) BNERENET,

Application Categories

T r— g v OBERE R R A DI, TV — g VORME R TR T T I,

Application Risk

B et ENE=T 7 r—ay T 7 4 v ZIBEAT Bz Y A2 ¢ [Very Highl.
[High]. [Medium], [Low]. [VeryLow], ¥kt CHRiSN/=T 7V r—rarvo¥ A4 72 LIz,
BT R B3B0ET, ZOT7 44— /L RTIE, ZN6D0I bRbEWVEONRRRINE
T

Application Tag
TV = a CORRE BT D DIEND, TV = a L OREER IR X

Block Type

ARVIND NG T 4y Ta—b—HTEHT778Aary ba— L L— L THRESNZT 0y
7 DH A7, [Block] F 721 [Interactive Block],

Client
Wi ENTZ IAT o s TV r—3a

BRI SN TWABKED I FA T NV AT ABRKETERWES., 207 4 —L KiZ
I 22T LTT 7 U r—g > 7 a b a4 0% client #4700 U727 C. FTPclient
mELFRRINET,

Client Business Relevance

B CRHEINT=2 T4 T v b 8T 7 4 v 7 BT Do B xR & DR [Very

High], [High], [Medium], [Low]. [Very Low], #Efi CRitisn/ir 747 by A7 L
12, BEVRR L OBJEMENBREMT B TWET, 207 4 —/4 &, &bEWb o (B
PhHIEY) 2FRRLET,

Client Categories

TTAT v NOMREEZEFT D DIKRNIS, T 74 v TRESNZZ 94T 2 FORE%
RTHT Y,
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Client Risk

B TR SN IA4T N T 7 4 v 7 \ZBEEAT Bz U A2 ¢ [Very High], [High].
[Medium], [Low]. [Very Low], Bt CMH SN/ T4 T hDXA 7T L2, VA7 DH
HAATONTWET, 2O7 4 — A NI, FbEWbOrEsERLET,

Client Tag

I ATV NOMREBIRET 0% NLD, VT T 4y 7 TRIENTE Y T4 T v NOFEE
N I 7N

Client Version

BEH CTHRHEINTZ7 94T FDONR—=T a3,

Connection

WEBENCAR SN N T 7 4 v 7 7 ua—0DEH ID,

Connection Blocktype Indicator
ARVID T T 47 Tu—L—H$TET7 7R ar bo—L L—LTRESNEZ7 0y
7 DK A, [Block] F 7= 1% [Interactive Block],

Connection Bytes

B D EFH A MK

Connection Time

ES TlE VLS AN

Connection Timestamp

et 25 S VTR,

Context

FZ T4y o RNEB LR 2T AT FRRNEHRNTEAET—H, wATF aTFH
ARNEF—ROTNARAATIE, VATAIZOT 4 — IV RIZOBANTHZ EICEERLTLEE
U,

Denied Connection

VAT AWAR D NT T 4w Tua—FHELNE DD,

Destination Country and Continent

ZAE A A hDER L OKEE,
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Destination IP

ZERAMBRERTAIP T FLA,

Destination Port, Destination Port Icode, Destination Port/ICMP Code
tyiar VARUEDMERHT 5%5685ER— N EZIXICMP 22— K,

Direction

7 7 A IVDFEEFHE,

Disposition
UTD7 7 A NHEEDONTNTT,
sMalware : 7 7 U RN~V 2T LT T 7ANVESBELIEZEERLET,

sCleanlt, 77UV RTEDT7 7 ANANI V= LTHEINTWDEND, 2—FRT7 7 A
NEZ V) —r DANMIBNLEZZ 2 RLET,

* Unknown IZ, 7 77 FOMEEZE Y B CTHRENI~NVT =T 7T 0 RV 77T v 7 HMTHo
NI ERLET, 77 AMIBEINTHERT A,

» [Custom Detection] i, 7 7 A V& 2—F N D AZ LAHEY XA MIBML7ZZ L &R LE
7

« Unavailable : ASA FirePOWER B o — /LN~ NL T 2T 75T KL v I T v 5 E(TTX
ol EERLET, ZTOMETARONDGARY MIZL< DTN THDIAREMNERH Y
F9, ZAUITH I -EETT,

NA: 77 ANBHEEIZT 7 AN Ta w7 —)LiNT 7 A L& L, ASAFirePOWER
TV a—NAMINT 2T TTTR I I T T EBIToholmZ E R LET,

Egress Interface

PEG BT ST A v X —T oA A, BREREICERONL—T 4V TRENEG EN
TWAEARIZ. AMEHIDOA v H =T 2 A ARFEI LA F—T =2 Aty MIBETHHEN
HDHIEICEBRE LT EEN,

Egress Security Zone

BB T b e 2 U T =

Event

AR NDEA T,

Event Microseconds

AR BB SN (A 7 nBHALD
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Event Seconds

A2 bR E R (FPEAL)

Event Type
AR NDEA T,

File Category

Ty AN BEA T ORI T TV (Office KFa A b, T—UAT, ~AVFAT 4T, 3
TRTREZ 7 A /L, PDE 77 A )b, T aA—R T3 A )V, FTT 497 VATH 77 AN
E‘) o

File Event Timestamp

TrANELITINT =T T 7 A VER S Tz B,

File Name

T ANEII~NT =T 77 A NVDLHI,

File SHA256
7 7 A )LD SHA-256 /~ v 3 =l

File Size

TrANFERII~NA T 2T T ANDY A X (KB HEAL)

File Type
Ty ANERIFZ~NT 2T T7ANDT 74N %47 (HTMLS MSEXE 73 &)

File/Malware Policy
AR FOERICEEMSTHENTWD 7 7 AL R Y 2—,

Filelog Blocktype Indicator

ARVIEDET T 47 Tu——HT L5774V V=V THRESNZT0 Yy 7 DEA T,
[Block] & 721 [Interactive Block],

Firewall Policy Rules/SI Category

P CT 7w 7 VA MIGEHESNTZIP T RLAZRT D, bLIEENEZGL, 7T v 7Y
A MG ENTAT V=7 NOL4RTL, EX2 VT4 ATV V2 A0 73AVIE, X b
U= A7) VERFINV—T, 77—V T 537 VRN BAFXLAEXF2VT 4 A4
YTV ADY A NERTT 4= R, FBA TV V=R T 4= FOAT A DN
NOLENTTE 9, [Reason] 23 [IP Block] F 721 [IP Monitor] DA D I, DT 4 —)b
NIZERANSND Z EICEBELTLKEEY, EFX 20T 4 ATV V2 A AR O
Ea—7TlE, = M ICHTRERAERINET,
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Firewall Rule

PR AW L2778 A ary ba— )L )b—VERET 74V N T varvd, TORERIC—
L 7&K 8 2 Monitor /L—/1,

First Packet

Yo a rORPIONr y BB S AR,

HTTP Referrer

B TR &N/ HTTP b7 7 ¢ v 7 ®ZR URL & MRoc % ~7 HTTP 28t (i URL ~
DY T ERMELIZWeb YA b, MO URL2S Y 7 %A AR —FL7ZWeb VoA R L)
IDS Classification

AR FERER LI LV—IANET D58, LV—LDONELEFZESD Y X MMZHOWTIE, #1:
=D (15 X—) OERESRLTITEEN,

Impact

DT 4=V ROEEL L, BAT—H, *v NU—T T —% ME5HiE#®R & ORM%
ZRLET,

Impact Flag

Mmpact] ZZHL T ZE 0N,

Ingress Interface

B CBEA T DT AT A v H—T = A A, BRRBEICERYION—T 0V TRENEG TN
TWAEAIE. ANMEHBIIOA v Z—T 2 A AREI LA F—T =2 Aty MIBTHEEN
HDHZEITEBRE LTI,

Ingress Security Zone

BRI BEA T b ATEXR 2 U T 0 V=
Initiator Bytes

tyvar A= =2 RRELEAFIAA ML

Initiator Country and Continent

V=T 4 YA IP RSN HED, By a Y ERMGLIZAA NPT N LA ZBE
fHF e n7-EE LU KEE,

Initiator IP

Tyl ar LARVEZBBLEARA RIPT FLA (BLXODNS RENE DL SN TV 58
BlIARA M) &
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Initiator Packets

tovar A=z —FNEELEER T v MK

Inline Result
WDONT DN NIE T,

s BWVFERAEL M= Z NI H—L L THEALEAAY Yy h2V AT AN Ry X L2 %
RLET

o JREOD FRAL, [Dropwhenlnline] RV > — A7 a v (74 REHERE) 2B L
TSt ETET AT LR T N—=12 L TWARIZ [Drop and Generate] /L—/L A3 A X/
MEERR LIS E, PSSy b Rry P LI L 2R LET

777, NUH—& L THEMSNT/L—/L2 [Drop and Generate Events] (25X E S 41T 72
W2 EERLET

cRARY =DV —VOREETLIFA T2 Fay TEECHDrDOLT, A T4
A B =T 2 A ANZ T E= R TV HEEEED, Ny VT RABRE Tl 2T
DIARTy b Fuy T LN LICERE LTSN,

IPS Blocktype Indicator
ARVEND T T4y 7 Tu—b—KTL5RBANV—ALDT 75,

Last Packet
Yy Ta VOREONN y RBRKE S B,

MPLS Label

ZORAANR &2 M) AT—L7e "7y FEREEMITONTWD v LF 7 r han T8 2
A F T TN

Malware Blocktype Indicator

ARVEDINT T 47 Ta——HKTET7 AL IL— L TIHRESNE-Tay DA,
[Block] ¥ 7z & [Interactive Block],

Message

AR NEFHATHTXRA N,

NN N=ZDRAA N FDFE, AR R Ay E—VFN—AnbBfFSNET, 7 a—
FR=2ZB LT Tt v =2 DA R FOEBE, AN N A v =D n— Fa—
TATENTVET,

NI 2T AR OB EIL, v T =T Ay MCBEEMT BN TWAIBMER, # > b
T = R—=ZADZ VT 2T AR DS, ZDT 44—V RIZF—EZBANLNLDIL, HE
WERSNI T 7 A VEZTFTT,
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Monitor Rules

FOHHE T—HTH 8 OETHE=HF L—/L,

Netbios Domain

v g TR I NetBIOS KA A 2,

Original Client Country and Continent

DT TAT o FOIPT FLARETLE, ZOEZEIEGT L7202, VAT AT 7 7
A7 > FIPT KL A% X-Forwarded-For (XFF) . True-Client-IP, F721% 4 A% LEFD HTTP
Ny =B L, E AP EEHRT — % X—A (GeoDB) #fEH L CHEIC~y 7 L%
T DT 4=V RICATTBHIZIE, TDZ TAT Y MIEDSNTTaXy N T 7 4 v 7 &AL
AT /A ay ha—L b— L EENITHLERS Y 9,

Original Client IP

X-Forwarded-For (XFF) . True-Client-IP, F7213 47 A ¥ AEFD HTTP ~v X —M 5D, LD
IIAT Y RIPT RV A, 2O =)L FIZANT &, 207 T4 7T > MIESNWTT
vXy NI 74y 7 RWET AT 7R 2y hr— L b= L EEINITHILERL Y £,
Policy

ARy FOERIZBEEMNTONTWAT 7R ary ba— L RYo— BARY O — F7-
X%y hT—=27 38R Y >— (NAP) (BH2HE) .

Policy Revision

AR FOERIZBEEMATONTWAT 7R ary he— L RYo— BARY — F7-
Txy hT—=275HAR) >— (NAP) (HDH%E) oUeval,

Priority

Cisco VRT THE SizA > b OESENENT,

Protocol

BT EN=7 e 2,

Reason
WOBEEmBNa X 7Sl 1 >3O A,

s [User Bypass] (%, AT ARFANTL—HF O HTTP ERE 7 1 v 7 Lz, a—H s
R=UTI Vv 78MEEZ LT, mANCERL T A b Z E AR L2 & &20R
L E7, [User Bypass] DJREIFZLT [Allow] DT 7 v a v EXTI7e 0 £7,

«[IPBlock] IZ. Y AT LN EXF2VT 4 ATV V2 AT —Z|THESNT, A LAY
va i LT AIESR L2 L &R LET, [IPBlock] D JRKIET [Block] D7 7 ¥ =
ERTITRY ET,
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* [IP Monitor] IZ, VAT AN EXFa2VT 4 ATV VAT =X ZHEDSN TR A A
T2HETTLEDR, 22— PR ESETERAT 2L E LI 2R LET,

« [FileMonitor] iX, ¥ AT ADERIZIBWTRIED 7 7 A VOFEFZ R LI Z L 2R L E
j—o

« [File Block] IZ, 77 A NVEII~L T =T 77 A RERICEENTEY, VAT LN
ZDOEEFEEHNZZ L &R L ET, [File Block] DK X449 [Block] DT 7 ¥ a v &7
2720 9,

* [File Custom Detection] (%, # A Z LU A MZH D7 7 A AR ERIZHTEN TR, &~
AT LNEDEFEEHNIZZ L 2R LET,

s [File Resume Allow] IL, 7 7 A VIEERIXLDICT 7 ANV Tav s Flid~L =T 7
0y 77 AN A=l LoTTay 7 SNl ERLET, TOT7 7 ANVEFFAIT
DEFLWT 7Ry ba—L AR =S Z% T, HTTPE v v 3 VT EHEIIC
HEALELE, ZORRKIE, A0 T4 UHEROLTRRIND Z EIZHERELTLIEEN,

« [File Resume Block] 1Z, 7 7 A WEENIZUODIZT 7 A Vil E T~ v o =7 750 R
NPT T T7ANN—VCESTHAISNZZEERLET, FOT7 7 ANV ET Oy
JTDHHLNWT 7R ary be— LR Y =R S 7=% T, HTTPE v ¥ a VT HE)
BcEIELE L, ZORKRE, £ I U HBOATERINDZ LICTEELTLEX
AN

« [Intrusion Block] 1%, #f TR SN/-=7 A7 14 b (BARY V—EK) 2 AT LN
Tay 7 L, Tav 35T o-tERLET, IBRAT 22 (Intrusion
Block) |OHHIZ, Vmry 7 Sz A7 aA bOBAEIZ[Z vy 2 (Block) ]. 7ua v
I ENDIITE T AT a4 FOEAIL[FFA (Allow) |OT7 7 vavixbe LTH
HrEbInET,

« [Intrusion Monitor] 1%, ki CHRIHENT-= 7 270 A N2V AT ARBHLELDOD, 7
2y Lol Z &R LET, ZHUuE, N T — SRR AN—/LOIRAED [Generate
Events] IZFRE STV AELAITEAEL T,

o« T UVHIRIZ. E— 7Y —F F721% YouTube EDU HEREDO W FHNCEE L7207
UUHIRE EET DO, VAT ANy FEER L EERLET,

Receive Times

SEHER A N E ATV AR HZ R A R MTRE LT,

Referenced Host

B~ a k2L DNS, HTTP, 721X HTTPS OFE. 2D 7 44— RiZizFnFho
o haLMERA L TWEERA MEARERRENFE T,

Responder Bytes
Ty iar VARCVEBPEE LG ML
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Responder Country and Continent

N—T 4 VT ARER P SRH SN HED, By ary LARVEORANPT RLAIZH
AT Bz Ed LUK,

Responder Packets

tyvar VARVERRE LG T v ML

Responder IP
tyvarA=vm—F A LA A NPT FLA (BLUDNSRENAMLIH TN D
BAIIFRA M)

Security Group Tag Name

BSICERT Ay hDEF 2 T 4 FA—F &7 (SGT) B SGTIE. %y hU—
JHNTDO, T 747 OEGEILOMHREZRELET, EX=2UT7 4 Z—7 T 27&Z (Cisco
TrustSec & Cisco ISE Dl FIZILEOMEEE) 1X. N7 v FBFRy NU—JIZAD L X IL@E%E
WHLET,

Signature

ANINDETT 4T E—BF DRANV—NVDYTEITF v ID,

Source Country and Continent

KETARA N OEB LUKEE,

Source IP

BAA Ny FTEETAZ RBMEATS P T L2,

Source or Destination

AR SO AR EE IS E T HRA R,

Source Port, Source Port Type, Source Port/ICMP Type
tyvary A= =R HEETLAR— FEITICMP Z A 7,

TCP Flags
Pifi CHR &= TCP 7 7 7,

URL
T ya UHITER G DR A ML o TESR S 7= URL,
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URL Category

Ty va YRICERROR A ML > TERENTZ URLICBEEMN T 6T 7T Y (ff
HFTREZR L)

URL Reputation

Ty va VHICERRSORA M X o TER SN/ URL ICEBEMIT O TWA L E 2T —
Tary (EHARERSGE) .

URL Reputation Score

Ty va UHRICERGOR A MZX - THER SN2 URL BT I 6N TnDH L E 2T —
var Aar (EHRRSGE) .

User

AR INBELTERA N (REIP) Oo—

User Agent

Bt TR SN HTTP F 7 7 4 v 7 bR Lia— ==V N 77V r—a o
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VLAN

AR N YT — LTy MCBEEMT STV B &N VLAN ID,

Web App Business Relevance

B TR SN Web 7T 7Y r—vay b7 4 v ZICBEEMATONTWD EY R A L DR
HE : [Very High], [High]. [Medium], [Low], [VeryLow], #f¢ Tl S417- Web 7 7V o —
arDEATTEL, EVRRALOBMEENBEEMITONTOWET, ZO7 4 —L R, &
HIENH O (BEEN R BIEV) 2R RLET,

Web App Categories

Web 77U r—3 a3 OMREZ BRT D DIZHENLD, NT 7 4 v 7 TRITSZ Web 77V
r—a rOREEIRT AT Y,

Web App Risk

Bt CRHE SN Web 7T 7V r—a >y T 7 4 v Z BT S Y A7 [Very Highl.
[High]. [Medium], [Low]. [Very Low], £t CHMitti &tz Web 7 7Y r—va i A4 72
L, VAIZPEEM TN TWET, ZO7 4 — LN, bEWbDERRLET,
Web App Tag

Web 77V r—3 a VORERER BRfIET D DIZRNLD, bT 7 4 v 7 TR ST Web 777
= a VORI ERTH T,
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Web Application
NI 74w 7 TSN Web 77 r—2a

BEAIL—ILDNFE

RAN—IIZIE, BBEOGEPEENTOVET, ROKIZ, TREND DO L F &R
L/iﬁ‘o

R1:IL—ILDHEE

BAL—ILOHEE .

Gk BLL]
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1 |not-suspicious RETII W T T 4 w7

2 |unknown RN T T 4 w0

3 |bad-unknown HERABMEOH DL T 7 4 v
4 |attempted-recon I T AR - RV Wi

5 |successful-recon-limited [EHRIR 2 WS4

6 |successful-recon-largescale | fHiHE 72 fEHE 2V

7 | attempted-dos P— RSN RIT SN

8 |successful-dos P REE R FEA

9 |attempted-user o —WRBEDEENITI N
10 |unsuccessful-user o—WHEEE O SEE SR LT

11 |successful-user o —PEEE DO RS T AT

12 | attempted-admin EHEEEOESNRI TSN
13 | successful-admin A P S e D FE AR 2 i T

14 | rpc-portmap-decode RPC 7 =) DFa— K

15 | shellcode-detect FATARE = — R ST

16 |string-detect T LW FF NI

17 |suspicious-filename-detect |5t L7 7 A L4 S
18 | suspicious-login SblL\nwa—HA %R Lo 74 BT3RSz
19 |system-call-detect VAT A a— B s
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20 | tcp-connection TCP e  H S 7z

21 |trojan-activity Fy hU—27 haADOKRENHBRHE SN

22 | unusual-client-port-connection | ;@ % L |Z B2 AR— " 27 T4 T FRAMEA LTV

23 |network-scan Fw NI —7 Z¥xy O

24 | denial-of-service P RESHE O

25 | non-standard-protocol AR TR e haVEFITA Xy Nk
26 |protocol-command-decode | —fEfpy/r 7w han avr K5 a— R

27 |web-application-activity MaFg 72 rlREMED &H D Web 77V r— g o ~DT 7 &

A
28 | web-application-attack Web 7Y A —3 g L WEz
29 |misc-activity FOMOT V7T 4 ET 4
30 |misc-attack Z DD Yz
31 |icmp-event —f%H 72 ICMP A -~ k
32 |inappropriate-content REE e NERBRE ST
33 |policy-violation BT T4 N —(2EO R REM:
34 | default-login-attempt FIFN NOL—YLL L 2T —RNickBrua sl 8T
35 |sdf s — &
36 |malware-cnc RO~V 2T a2 REEIBEINT 7 0 v 7
37 |client-side-exploit BEEID 7 Z A 7 > MMl exploit 3T
38 |file-format BEEOBEET 7 A NVERIZT 7 A4V _X—AD exploit
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