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https://software.cisco.com |

Cisco Smart Software Manager

FOFET (TA B AOMHBRMEIMIZZORE L IZBEFRH Y FEAN, b—7 & F 728
LTWARWEATH, IV N X OUDBBBEINZERHD FT) |
T AR— MR A BN T EH AT a URERINTWT, MR S22 nE LT 5

HWREEFEHT L2 TEDELEIX. 2047 v a ra@RLET,

- DX T a URFRENTGEIE., COWREEERTATENE D 0E 2 2 TER
THLENRDHY 3, HRERIRROMELZZ TAMNCT I LT TE A,
ZOFT T a URERINTW WS T, RS ROBEED 7 1 & o A k%

#WﬁbfﬁéﬁAi Mt B RE DAL (70— RO 2 NT 7 > b
DE)  (24—=Y) | TRHALLEEIIC, ZOKEZHZETADICLET,

[ h—2 > DfERL (Create Token) %27 VU w7 LE9,

UARNTHLW =T B RDF T, [T27 a3y (Actions) =27 U v LT,
(Copy) 1 F721X[# Vv — K (Download) ] R L F,

BT =2 B ANNT LN TELET, F—7
VB

[ E—

2 U T, Firepower Management Center (Z
PRI RAF L £

AYX—bF SA4EVRADEE

RDZBARY

[(A~—hF T4 ADORE 22 X—2) | OFEICERET,

AYX—b+ 54t |[XDFA VR | B R—FrENET | HR—FSNE R |7V ERX

VR INA R AL

£E ML Firepower Threat | 2/ o —/ 3L D | Admin
Defense

. Firepower > X T LD 542X
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| Firepower VA T LD S AR

ATy T
ATvT2

ATvT3

ATy T4

23—t sq1tr20zi ]

Cisco Smart Software Manager C® Firepower Management Center (D% k.

4R HHEIIZ

+ Smart Software Satellite Server 72T ED T A B ZADTFHIEZMEA L TWAIEEIK. 20

FNEZFEH LT 7S, P VIZ,  [Smart Software Satellite Server ~ D25 D% &

(28 =) | £21T HrEDOTA v ADTRIOFEESE 302—) | Z2FZnTh
ZHLTLIZEN,

Firepower Management Center 73 tools.cisco.com:443 C Cisco Smart Software Manager (CSSM)
P—=NIT7 7B ATE L L 2R LET,

Firepower Management Center CNTP 7 —F U NEITENTND Z L 2R L E4, BEkAF
{Z. NTP #—,3 & Cisco Smart Software Manager O[] T —ZHNEIT SN D=8, #HI72R
BERIIIREZ D RIS LB T,

Firepower 4100/9300 > % — /12 FTD % J&BH 9 % 35;{431%. Firepower Management Center & [F]
U NTP H— % > ¥ — 2 L C Firepower > ¥ — I NTP 2R ET DM ENH Y F
_a‘o

HHRR I 2L D Firepower Management Center 7 77 A 7 2 A& 55518, 4 FMC ([ZW 7k
A TE 2 —BOAHMPMINWTEY RAECA=F ¥ LT 7 MRS TS AR
238 5D Firepower Management Center 777 A 7 A L XKBITEH 2 L2l L%
T ZOLAHNE, Av—F 748 AOHERMGOEHIZE > THETT, b EWVis
AI7E L CRIBENRBEET L2 0NHY £7,

Cisco Smart Software Manager 7> H M E 2RI T A B A N —2 VA AR LES, TR
~— b TARAMORMT A B ARG =7 OMSE 21 ~—Y) | BRI T
&V (TRTORMHESM%2ETr) , Firepower Management Center (27 7 £ A3 5~
M b= T 7B ATEDLZ LR LET,

FIE

[System] > [Licenses] > [Smart Licenses] 23R L £7°,

Firepower Management Center ® Web A > % —7 = A AT, [¥&k (Register) 1227V v 7 L%
j—o

RS VT b= U [ A RS A%k h— 2 - (Product Instance Registration Token) ]
74—V RIZHE D fHT £,

T XA FDORHEICANR—ARLZEADITN RN L 2R L E T,

R T — 2 2 AZEET 20 E I DERELET,

* [Cisco Success Network®> A %h{t. (Enable Cisco Success Network) (%, 7 7 4/ h THZT
To VAT Ko TEEND T —F OFHEZRRT HI12UE, [P 7T —42 (sample
data) 1% 7 Y v 27 L%, CiscoSuccess Network DIEH 7 1 v 7 Zinde &, HIWHIKLD
7,
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B sussmeosmt (To— LEROELNTHY Y FOBE)

Firepower VA T LD S AR I

. GE) AT HE, vRAOTaT I T 4 Tt AR— ML, ROREYA 7 LT
Firepower Threat Defense (FTD) 7 /XA A THNIZ/Z2 Y £9, FTD & FMC &
OB, 30 3 T &1 1 EIFEITINET,

BT D E, BB IDFMCICEEEINDIH LWFID TiL, Y Aanrn
T T 4 TV AR — R HEBEICEIC D 3,

ATv 75 [EE&wH (Apply Changes) 127V v 27 LET,

RDBERY

» Firepower Threat Defense 7 /3 A % Firepower Management Center (ZiEBJ1 L £ 77,  [Firepower
Management Center ~0D 7 /314 ZADBM| 2B L T EEW,

« 7 A & A % Firepower Threat Defense 7 /34 AZHI W Y TET, THEEOEHELGT A
ASNDTA B ADEN HT (45 3—=2) | #BHLTIZEY,

R FEEED B (JO—NIILERDLZWNWTAD Y FOEBE)

| o

BEE CZOFEI, A—FTH UL MBI SN

BENTORWERICOMERALET, 7

AT EPARBINTORWEGE, E2i3bNbRWIEEIT TSGR OBED 7 A &

Z (16 =—=2) | 2BRL TSN,

4a & SRS

o BB CELEw B ROBERY R — PSR TWENZ L2 ERLET,

A

GE) B CHHBE RS OMREN YR — N STV 54, CiscoSmart
Software Manager @ [ h— 2 > OE (Create Registration
Token) ]X— VIZHpitH SR ROMEEEZ BN CE LA T v a v
DFERINET, FEMIZ OV TIL, https://www.cisco.com/c/en/us/
buy/smart-accounts/software-manager.htmlZ 2 L T< 72 X\,

s BB TIME T A o ADMERH SN TV RN L 2R L E T,

* Cisco Smart Software Manager @ [4 > X2 1) (Inventory) |>[Z 4 £ X (Licenses) |
~—T, Firepower Management Center |ZXfJ5 T 57 A B AN DD Z & 2R L £ 7,

BRI R

Firepower Management Center E7 )L

Cisco Virtual FMC 3 U — X D& /) 725 51k
(3DES/AES)

I~ C DA Firepower Management Center

. Firepower > X T LD 542X
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| Firepower VA T LD S AR

ATy I

ATy T2

BEBHRHROBEOENE (FO— LEROELT Y F0Ba) I

BRI R Firepower Management Center 7 )L

Cisco FMC 1K ¥ U — X D58 )1 7285 51k 750, 1000, 1500, 1600
(3DES/AES)

Cisco FMC 2 K ' U — X D58 17 7al5 54b, 2000, 2500, 2600
(3DES/AES)

Cisco FMC 4K >V — X D& S 72 i1k 3500, 4000, 4500, 4600
(3DES/AES)

FIE

[ R T L (System) |>[Z54 22X (Licenses) | >[AY— k T4t X (Smart Licenses) |
IR £,

GE) [ —DZRK (RequestExportKey) ]72338 S 4L TV 5356 13 HBLHI % o B Re
MT AT MIEKRINTWET, 207, LELRERROBERICETLZ LR TEE
R

[=7 AFR— b F—D%RK (Request ExportKey) 1% 7 U » 7 LT, =27 AR —k F—%4HK
L/\ij‘o

Evbk =7 ZR— MlEF—OERIKE L2 G EE. N—F AT AU MIHEMRT Y
AR—=MIZ A B ARH D Z L MR LET,

RDERY
T, WHBH RO L T OREE IR - REATE D L0 Ic b T

»E

ZAUT L > THINZ S8 LWERHEIHIR SR D Z A ' A &3 X TOREEIX, Firepower Threat
Defense 7 /3A ANFEENIND ETEDTNA ATIHENRY A, TNETHEH, 7IO
TABVATHR = FSINTWHEBOLNT 77 4 712780 £77,

m A MR CIX, 72T 4 71T 7T 4 7 OARREE RET 2 72 T 5 D Firepower Threat Defense
TN A& FEBTHUNERDH D 7,

BRI ROEEEDE ML (T A—NILERDGWNTHY Y FDIFE)

Mg I RE DA ML (V= SAMERD 7 WT h o hDOBE) (24 2—) | Tl
L7-AEBE 2 U Cli I R ORERE 2 AN LA, ZOFIEZMHH L T Z ok
N TEET,

Firepower VAT LD S5/ 2R .



Firepower VA T LD S AR I
B =7=rv7BBmoS ozt T Ay

FIE

AT T1 [VATL (System) |>[F4 2R (Licenses) |>[AY— bk 542X (Smart Licenses) |
PERLET,

ZTHICEST, ZOTFTA B ANRBEKESNTEET AU NNOFERARER T A B AD T —
JWZERY, BAATE D Lot 7,

AT 72 [Hx—0iHE (ReturnExportKey) %7 U v 7 LT, H#Hl 7 1 & 22 Wz LET,

I7xXvyvTEBEAODSA U RADA T3y

WDRIZ, A v Z—Fy 8T I7BARZWRETOIA v ADRBRICERATEL ATV a v
ZHE L ORLET, BFEDRIUIOWTIE, IRGEHLEEFENPMDT RAL A2 TEHHANH
nET,

RIITXY VT RYETI—IDSA VR FT T a v DHE

Smart Software Satellite Server HEDSA L ADFH

REDORITH % IRk DIDT S AN B

TA B AEE, ARG, B LU EEEEL | EAIRILI & OV EEAE B 0> TP D R
DMz HEhk

TN, A& BINT D72 DEH A SO | T34 ZA%&IBINT 57O ORI ZGER = X
L ~ 3R

FWE, NPT S DA ==y B BE), B, BLOLEEOROEREL L OF
LD A==~y FDE S

B LIRS EFSERBRTNRETCa T | a v FS5A T UV ARBEARAT —Z AL AT
FTAT VARBE AT —H ANTFIEND LOBIWEIZ A 5. 2 5

FERIZOWTIL,  [Smart Software Satellite FEIZOWTIR, REDTA B ADTHK
Server DM F (26 2—) | 2R LT | OME 293—) | 22 L TLEE0,
YA

Smart Software Satellite Server D&

(94 A0GER & OEYEE (9-%3—) | OFAILHE- T, 74"12‘/2%@%%&%?‘
B8, AT AL Cisco &L EHMIGBETALERDH Y 3, ROKROWTINIDOE
FTAV U RAGER LT A7 D7 1%L LT Smart Software Satellite Server %ﬁ)ﬂ“(%‘i
‘déo

. Firepower > X T LD 542X



| Firepower VA T LD S AR

Smart Software Satellite Server D B4 % .

» Firepower Management Center 7347 74 ' CTh 5, #AHIRINL TS, Eoid8kn
2 (DFEY, ZTX Yy Ry FU—ZIZRASHATWD) BHA.

» Firepower Management Center (Z[EEBEN H L3, Ry T —T b OH—OHHEIZ L -
TA~—hk T4 2&HIET 55,

A=K V7 72T BT 74 8 P—R_2fHT L, AR Y2 —V25RE, £7213A
~v— bk A& A§GiE% Smart Software Manager & TE) CRIIZEHZ &N TEET,

A=K YT =T BT T4 b= SOFEMIZ OV T, hitps:/www.cisco.com/c/en/us/buy/
smart-accounts/software-manager-satellite.html % 28 L T < 72 &\,

IT Xy v T 2y NT—IOLFEOREY Y a—va VIIHET A B 2D TRTT, FHEMIC
DT, THEDTA B ADTRIOBE 29 <—2) | ZBRLTIZEN,

Smart Software Satellite Server O BRI A%

&

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

188 BRI

Ry NT—T NPT X v v 7 DOYA . Smart Software Satellite Server £ 72134FE T A L ADF
FIDEBERICHEER Y Y 2—a  ThENE I DA LES, SOV TIE,  [Smart
Software Satellite Server D ZEE (26 ~—3) | BEIW FFED T A B ZADOTHRIOME (29
M=) ] ZBRLTIEEN,

FIE

Smart Software Satellite Server % BB L TiRE L F7,

https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite. htmllZ & % [ Smart
Software Manager Satellite User Guidel % ZM L T 7230,

Firepower Management Center % Satellite [Z8%e L, B8k h—7 >V ZHG L C, Bt ¥ —%
Satellite |28k L £ 7,

Smart Software Satellite Server ~DHEHE DR TE (28 X—) | ML T 7Z &V,

TN AZEIGTBM L E T,
[Firepower Management Center ~MD7 /3A ZADiEN1] S LT Z S0,
B RT NA A~DT A 2 ADEI YT
EBDOEBMGT NA ZA~DTA B ADEN BT 453—) | 2BRLTIEIN,
Satellite % Cisco Smart Software Management Server (CSSM) (2[RI S FE 7,

LA L7z [Smart Software Manager Satellite User Guidel %2R 1L TL 72 &0,

MERCHY 72 R A 2 2 7 & 2 — v LET,

Firepower VAT LD S5/ 2R .
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Firepower X T LD54 VR |
. Smart Software Satellite Server ~DIEH DR TE

Smart Software Satellite Server ~DIEHDETE

AYX—b+ 4t |REDFAELVR | YR— ST | YR—+bENEHF|T7IOEX

VR INA R 2

& ML Firepower Threat | /' o — LD | Admin
Defense

18D HHIIZ

» Smart Software Satellite Server Z 7% € L £, sEllZ DV CiL, ['Smart Software Satellite
Server DJER 1L 27 =) | #BRLTLLEE L,

e %7 F A4 b Y — 3D TLS/SSL FEBHZED CN & A £ L £,

* FMC 7?3 Smart Software Satellite Server ICE|ZE T D Z L 2R LET, 22X, V75
A b %—23D call-home URL & L Ti%E S 4172 FQDN 23N#S DNS $— 32 X o TR ¢
XL LEMERLET,

« http://www.cisco.com/security/pki/certs/clrca.cer (2 E) L, TLS/SSL FEFHE DAL 2K
(— BEGIN CERTIFICATE----- R DY S g — END CERTIFICATE----- "ET) &, REFIZ
T RATEOGAMCat—LET,

FIE

AT w71 [System] > [Integration] % Z4R L £ -,
AT w72  [Smart Software Satellite] ¥ 7% 27 U v 7 LET,

AT w73 [Cisco Smart Software Satellite Server(Z#%%¢ (Connect to Cisco Smart Software Satellite Server) ] %
EIRLET,

ATV T4 ZOFEOFHESGIECIUE L7z CNEZ /LT, Smart Software Satellite Server @ URL % K
DN TATILET,
https://FOIN or hostname of Satellite/Transportgateway/services/DeviceRequestHandler

FQDN F7213R A M X, VT 74 Mo THRRSNIZAEHEO CNELE —EH L TV HHE
NH0ET,

ATv TS5  HLW[SSLAEHE (SSL Certificate) 1 ZBM L., ZOFIEORHESRMF CTa ' — LZsEET ¥
A MERGO AT ET,
ATy 76  [EH (Apply) 1227V v27 LET,

ATvT1 [VAT L (System) |>[7 A A (Licenses) |>[A~— kT A &> A (SmartLicenses) ] %
BER L, B8k (Register) 27V v 7 LET,

AT w8  Smart Satellite Server TH LW h—27 U Z/ER L £9,
ATvF9 b= rvEavr—LET,

ATYTN0 b= o EEHEE A — N—=TDOT 3 — ATV T T,
ATy TN [EFE%EH (Apply Changes) 127V v 7 LE7,

. Firepower > X T LD 542X
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| Firepower VA T LD S AR
BEns 1 tr20FuoEzs |

T, BHE L Z —A Smart Software Satellite Server (28 SN E L7,

RDZERY
[Smart Software Satellite Server DERH F1E (27 X—) | OEVDOFINEEZFEITLET,

BEDSAEADFHOBME

HEDTA B ZADFRIEREZFEN LT, =7 FXy vy 7 Xy NU—JIZAv—h T4 X
IR TE £,

KED T A& ADTRNEIZ > TV D4, Firepower Management Center |3, Cisco Smart
Software Manager ¥ 72 1% Smart Software %7 7 A ~ $— T 7 £ ZAEFIRIET 1 T > R
LI B AETRILET,

Firepower Management Center ClX, ¥ 7 v 7 T A4 B RN T 57 A 2 & [FIRFIZE
BT TEET, 2L, INDLDOT AL RIFFEDTA B ADTIEZHERA L EH
Mo

A UH =Ry bADT TV ANRNERXT ) 7 Web A MIkd 2 URL VY 77 v 77k
DTS U= B 2 COMBEITEME L % A,

VAL, BEDTA v ZAOTKIEENT 2 RMICET S Web DT LA MU DT —X
ZINE L EEA,

BE b &y 7
FEDTA VL ADTRIONAN TT 7T 4 A (29 X—)
cFEDTA B ADTRIOEE (30 X—)
cBFEDTA X ADTHRIORETE (30 X—)
« Specific License Reservation D AT —4 & (40 ~<—3)
FFEDTA B ADTRIOER (37 ~X—)
cRFEDTA VL ADTRIOIET 77 4 7L ERH (41 X—2)

HETEDTA B ADTRIO N T TNy 2a—TFT 47 (43 X—=2)

BEDFAEVADFHDAR K TSI T42R
FEDTA B ADTREIEFICEIET DL, ZORF a2 AL FELTHATIIEEN,
RAT R L7256 13 TAC (QEH% T 2 BN E U D vl RetEni & 0 £,
A BET 2120, ATRSECHERFIEEZ ZD T, FIRICEEICE-> T ZI N,
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B #=05«t 20380848

HEDZAELAD

FHRIOEH

Firepower VA T LD S AR I

KEDTA B ADTRIOERRIIL, A 2T X BHKGR & FREDME T,
RED T A B ADTROFHESRMSE B0—) | LTI EI,

BEDS 1 22 ADFHOREF %
REFIE AR

2 Z OHBEDRTHR R 2T L E T, FED T A & 2D TRIOMIHESRME (30
T ~N—=)
71
A |AX—RNTAUY N TREDTA VLA | AY— K TAT Y MBFEDT A L AD
Ty | O 5ERERT DI E S T D | TRIORHOERITE S TV D00 E 9 O
72 | ZEEMERLET, w1 =)
A Firepower Management Center Z /] L T |[##iE?D 7 A &~ X (Specific Licenses) ] A
Ty |FEDITA B ADTFRIZANILE |ma— 4T va oMk 32—)
T B
A Firepower Management Center 7> 5 7% | Firepower Management Center 7> & 0 T 2K
Ty |KRa—FEAERLET, a— ROAER (33 ~—)
74
2 THRIER 22— FZH LT, Cisco Smart | Cisco Smart Software Manager 7> & O T 7K %
7 v |Software Manager 7> 6 PHIAKR = — F& | 27— FOAERL (34 ~—2)
75 | ERLET
A Firepower Management Center |~ F#J7K 78 | Firepower Management Center 0 T4 F%
Ty |a=FEANLET, a—FROANT] (35 ~—)
76
2 FEED T A & v A% E BRSO Firepower | B EI G T /A A~DRFED 7 A & ADH|
7 v | ThreatDefence 7 /31 AIZEID M TEF, [ VYT (B6~—)
77
A (Firepower Management Center #%) 4T | =7 % % » 7B O#ERF
Ty | HMOAYTFUALZRAITDY A L ED
79 | ATV a—EFRELET,

REDSA U ADFHORMRSEH

cAv—NThur ety NT vy LET,

[T 2% EETL-0DA~—F ThH 7y OB (19 2—) | 28R L TL

ZEW,

. Firepower > X T LD 542X
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| Firepower VA T LD S AR
AI—F THYY MHREDS A £ ROFHOEHOERNE-TLEnE SRR I

» Firepower Management Center CHEWER v — k T4 B XA ZBIEMEH L TV D561, FE
DT A ADTH % FEAET 5 HiIIZ Firepower Management Center D5 &k & fifbr L £9, 7f
FIZDWTIX,  TCisco Smart Software Manager 7> & @ Firepower Management Center (D %< §
fiEpR (50 ~—2) | ZZRLTIZEW,

Firepower Management Center [ZEBUERH STV H TR TOA~Y— b TA BV ABT Y
YINTHEMWRRIA B ADT = MIREN, HEDTA B ADTRZREST DL LH
FIFATE S L0120 %7,

BEDTA B ZADTRITE, BEEAY—F TFA BV RALFEILBBLOZ A TOT A4
AMREETT, BT DT A A LRI MBI FET A B AL — A TRy ) 7
varOBERELET, KEITG U T, Firepower Management Center Virtual O ff 54 k%
EEHTIZEN,

Firepower D7 A B AP —E A HT A7 Y T g 4250 T, [A~v— K T4k
ADHEATEHEE (10 2—) | BLOZEOY T My 7 (R [Firepower
Management Center Virtual 74 £ A 2-3—) | ) 2L T EZ 0,

MR T A AEEALET,

VETHY | MICZ DM EERI D 5551, W BHIR 5 058 /) 722 St ee & Fid
LET, 7H T N TEOBRENFEHTX 5 -l & . F XM Firepower Management
Center DFHI T A L AMEMT BT > MCERSNTWDL I L 2R LET, TH TV
MEHYERYR— N LET,

FEHCOWTIE, TEEEGSROMED T A 2 (16 2—2) | 2BRLTLEE
A

Firepower 8L DFFE T A £ A FH (SLR) OEKRESDH -0, Th v v MESERHS
W LET,

BEDOTA B ADTFRINEATEDREBICR-TEBY, A~v— T T MBI
TWABZEETAY Y MIELEIZHER L TS0,

BHLIET /N A A % Firepower Management Center (ZiBI L £ 9, Z OFBIZ OV T,

[Firepower Management Center ~D7 /34 2058 Z#ZRL T ZEW,  (FEHRT
NARFDNOTHEMTEETN, FBEMTLLE, ZOTeeARHRICRVET, ) =
NEFETT DL, 7 A B A2 HGNTLHHENRDY £F ([ AT L (System) ]
Mo [F74 A& (Licenses) |>[A~—k 74 &2 A (Smart Licenses) ]) . #Ffli7 1 &
VAZ, TA B ARFER A~ DOER LB L LER A,

(HESE) 15 o] A% % C Firepower Management Center X7 % BB 2 481%. 714 B A
ZEND Y THRNCE DR EZ LET (@ AT PR D FMC TRER T A & ADHIE
H—@O FMC OBALFRILTT) , TTICEIH ) TFIA TV RACTA B A% RN
LTWBHEAIE. TOTTIA TV AINSTA & R iR LET,

AR=bTHIU BEEDSA LV ADTFHIDRFADERBNE>TLNEMNE > M DHEE

FED T A& ADTRIDREFHRFOREZ [ <72, Firepower Management Center (225 5 % fI
ZDANZ ZDOFIMEZFATLET,
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Firepower VA T LD S AR I

. HEENDS A 2R (Specific Licenses) ] * —a2—F 7 3 VDAL

ATy T

ATy T2
ATvT3
ATvT4

ATy TH

1R BHHEIIZ
e HEDTA L ZADFRIOFHESME 30 2—) | THEL-EfA2#HIZLTWS D
LEERLET,

« Cisco Smart Software Manager D27 L7 > ¥ ¥ )Vindh 5 Z & g LE 3,

FIE

Cisco Smart Software Manager |21 >4 > L £ 7,

https://software.cisco.com/#SmartLicensing-Inventory

MENE U T, [ X MY (Inventory) 1 %7 U > 27 LET,
[Z7A4 A (Licenses) | #7 %27V v LET,
RO EZHERLTIIZEN,
c[TA B ADTH) (License Reservation) ] A4 U NERRIIN TN D,

YT HEEIX. T /31 A O Firepower Management Center Virtual D 58 4% % 5 6O T B
TOHT A ABLOREICA DT Ty F 7= TA B AEEETA B AN DD,

INHEDT AT LB, FRERR TWAEAIE. T vy MEYEIZER L CREL F
y&biﬁ‘o

BEE MENMEIESNDETIEZ O o 2357 LEWT L FZELY,

HBHFEDS AR (Specific Licenses) ] * —a— AT a3 0ERE

ATy T

ATy T2

BEDTA LR YR—bEINDZTNA | BR—FENBFAA | 7O EX
A b

=Y Firepower Management | /" o — /)L D & Admin
Center

Z OFJETIX, Firepower Management Center @ [A~— K 7 A 2> A (Smart Licenses) ] A
—a—F T arE [FFEDT A A (Specific Licenses) JIZAEH L £,

FIE

USB ¥ —74— K& VGA =4 %{#i [l L T Firepower Management Center =X >/ —/LIZ 7T 7 & A
T2, SSHEMEA L CEEA V¥ —T = A AT /A LET,

Firepower Management Center @ admin 77 7> MZa /A4 LET, 774V b TiE, ZHic
X o T Linux ¥ = /v ~D7 7 & AT H- I E T, Firepower Management Center @ CLI 734
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| Firepower VA T LD S AR

ATvT3

ATy T4

ATvTH
ATv7T6
ATvT1
ATvT8

ATvT9

Firepower Management Center 1\ > D FHIER 31— KD AR .

N2> TWAEAIT, Tk Tavwr R4 A v BZ—T oA ZA~DT 7 & AR
H53nE7,

CLI N AT 72 > Tu % Firepower Management Center D355 1%, expert 2~ K& AJj LT
Linux > = /LIZT 7 A LET,

BEDTA R ADTRIOFT L a AT 78 AT HITE, kOa~v» REFTLET,
sudo manage_slr.pl

&1

admin@fmc63betaslr: ~$ sudo manage slr.pl
Password:

R R R Rk kI b b kb ik b b i Configuration Utility KAXKXKXXXAXXAXA XXX KK

Show SLR Status
Enable SLR
Disable SLR
Exit

o W N

KA KK A KA A A A A AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A AR A AR KKK

Enter choice:

F7 a2 IR LT, Specific License Reservation & H NI L £ 7,

Z7 a0 ZEIN LT manage slt =2 —7 4 YT 4 2K T LET,

exit  AJJ L, Linux =V &#& T LET,

CLI 23 2T 72 > T % Firepower Management Center Tld, AJjexitL Ca~r K742 A
=T A AETLET,

Firepower Management Center ® Web 1 > % —7 = A AD [FFED T A & ADTH) (Specific
License Reservation) | X—IZT7 7 BATE L L afERLET,

o[V AT L (System) |>[7 1 & A (Licenses) | >[A~—hk JA &> A (SmartLicenses) ]
NR=UNBERT SN TNWDLEEIT, X—VZ2EHLET,

« ENLSNDOTGAEIL, [ AT A (System) |>[7 A A (Licenses) [>[FFED T A &L A
(Specific Licenses) | Zi#IR L 97,

Firepower Management Center /5 5 D FHIER 31— KD AR

BEDSAtEUR YR— b ENDETNS [ HR—FENERAS | TIER
S %

1= Firepower Management | 7/ 7 — /3L (D x Admin
Center

Firepower VAT LD S5/ 2R .



Firepower VA T LD S AR I
. Cisco Smart Software Manager 5 D F &R — FOER

FIE

ATY T [BHEDT A ADTFH) (Specific License Reservation) ] ~2— U MNHER S TWRWEEIT,
[ AT A (System) ] >[T7 A &> A (Licenses) ] > [fFED T A A (Specific Licenses) ]
EIRL £ 7,

ATw 72 [4k (Generate) 127 U v 27 LT,
RTvT3 FHERI—FE2AELET,

Cisco Smart Software Manager > D FHIAZE 31— FDERK

FIE

AT w71 Cisco Smart Software Manager (Zf58) L £,

https://software.cisco.com/#SmartLicensing-Inventory

ATwFT2 MEZEUT, [ Y (Inventory) %27 U 27 LET,
(ZON—VIIHBMICERSNDZERHD T, )

ATw 73 [TA&A (Licenses) | ¥ 7 %27V w7 LET,
ATy T4 [TA4 L ADTFHK (License Reservation) %7 U v 7 LE7,

ATwF5 ARk L7z 22— K% Firepower Management Center 7> 5 [ 723K 22— K (Reservation Request
Code) 1Ay 7 AT AT LET,

ATvT6 [k~ (Next) 1227V 7 LET,
ATvT1 [BHEDTA L ADTFH (Reserve a specific license) | 2N L F 9,
ATYT8 TFTILAIZr— VL TIAEL ATy REKREFRRLET,

ATy 79 [T SEE (Quantity ToReserve) 112, EBICMERET T v b7 4 — A LEOEEZ AT
L/i‘j‘o

. Firepower > X T LD 542X


https://software.cisco.com/#SmartLicensing-Inventory

| Firepower VA T LD S AR
Firepower Management Center ~DF#&EZEI1— FDOA A .

BE o BHIXIGT /XA A Z L |Z Firepower Threat Defense Base Features 7 { £ A % |
~NTFA AL AR OY4 1L Firepower Threat Defense N — X7 A &
AZEBRIINCE D DENH Y £,

AABEH Y X —H L TWAEAEIE, TV a2 (R F A U RX AR
BA) 2, FEIBEHASGRT ANA A (ZOMOT X TORER) I Firepower MCv
TINAR SA D RDEMEMBATLLERNH Y £,

o )7 E S LARRE A T 254 -

« A= b T AT MRS IS L TENC R > TH D5 E
F, 22 TMHETOLEEH Y FHE A,

o KBk D E#& DS Firepower Management Center AL DAL, 77T A4 7 2 A A
FIZH#EE R 7 A B A BRIRT D MERH D £7°,

FONA AW 2 T A v AL EFRT D20, T EHREEEE O A0k
(7 a—RNFERDINT A FOEE) 24 2—) | OHERSM &
SR L TLIEEN,

ATy [k~ (Next) 1227 U v 7 LET,
ATv TN KR =a— R&4E (Generate Authorization Code) 1 %27 U v 7 L ¥,

Z DT, 7472 AL, Smart Software Manager (25t > TfEHH T,

AT w712 Firepower Management Center [Z AT 5720 D%l & L CABa—REX¥vre—RLET,

Firepower Management Center ~DF#J&KZEI— FDOA S
BEDZIAEVR YR—PINDZTNA | YR—FShDB AL | TIER

A b
=Y Firepower Management | /" 7 — /)L D & Admin
Center

FIE

ATY T [BHEDT AL ADTH) (Specific License Reservation) ] ~3— U MBHER I TWRWEEIT,
Firepower Management Center ® Web 1 > % —7 = A AT [V AT L (System) | >[T7 A4 &L X
(Licenses) | >[#FED T A £ A (Specific Licenses) ] Zi®R L £7,

ATv T2 [ Browse) |7 V7 LT, KRa—K 774V (xt) 7 v 77— RKLET,
ATwF3 [Install (f{ A=) &7V v LET,

ATV T4 [BEDT A ADTH) (Specific License Reservation) ] ~2— 12 [ D7&GFR  (Usage
Authorization) ] A7 — & AN [KiRFH (authorized) | LF RSN TWAH I L 2R LET,

Firepower VAT LD S5/ 2R .



Firepower VA T LD S AR I

B =487 1 2~0BEDS Lo ROBY BT

ATy TH

[THIW#T A 22 A (Reserved Licenses) | ¥ 7% 7 U w27 LT, [K#=— K (Authorization
Code) | DAERFFIGRIN L2 T7 A o AR LET,

MERTA B ANRFRIN TV WAL, BERTA B AEBIMLET,
X, RFEDT A B ZADOFHOTH | 2R L TLIEZEN,

FEAMZ DN T

EEMERTNAANDEEDSA L RADEY LT

ATy T

ATv72
ATv73
ATvT4
ATv7T5

BEDTIA LR YR—bINDZTNA | BR—FENEFAA |7 EX
R b

=Y Firepower Management | /" o — /)L D Admin
Center

ZOFIEZEH LT, HEOEHHRT NA AT B 2 —FITTIERLE B TET,

Flo, ZOFEEEHLTIA B A2 T 50, £721% 1 D Firepower Threat Defense
TNAAMBRDTNA RAZBEHTEES, T A ADTA v AZBHZTDHE, T4
ANCBEAT T SN HEREE Z DT A A THATE £H A,

FIE

[ AT A (System) |>[7 1 &> A (Licenses) ]>[ffl5]Z A &> A (Specific Licenses) ] %%
WLUET,

[T A & ADHHE (Edit Licenses) 1 %227V v 27 LET,

KHThH7Y v L, BRBEIZELTT AL AT B AZED Y TET,

LA (Apply) 1227V v 27 LET,

[B0 Y THADT A A (Assigned Licenses) | X 7 %7 Vw7 L, £T A4 ATT7A( &Y
AMELLA VYA R—=LENTNDLZ L AR LET,

RDBERY

o T B R OBEREDA N2> T D HEIE, &7 A A HEE L ET, & HMES
TIZTNAANRESNL TV D %E, WTOT A ZAZRKHCHEB LT 77 4 7/7

7T 4 7 ORAEZz Al L £ T,
REEEZRALET, RELEORERMZZML TS,

Firepower > X T LD 542X
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| Firepower VX TLDZ (42X

BE05 12030055 [

HEDTA L ADFHDOERH

ATy T

ATy T2

ATvT3

BEDSAEVR YR—bENETNA | BR—bENE AL |7V ER

A D%
EN=¢ Firepower Management | /' 7 — /3L D Jx Admin
Center

Firepower Management Center CHFED 7 A B AN EFIZER I N=%IZ., ZOFEEZHEHL
T EEHEE NS THEBNEZIFHIRTE ET,

FIE

Firepower Management Center T, Z D7 7747 L AD—EDORLA A% o A5+ % 5

LE7,

a) [V AT A (System) ]>[7 A & A (Licenses) |>[FFED T A & A (Specific Licenses) ]
IR E7,

b) [BLLA > AKX A (Product Instance) ] D% A€ L £,

ZOEIZZ T et AP ENMELZ Y 9,

Cisco Smart Software Manager C, H 775 Firepower Management Center D7 77 A 7 1 A &k
BLET,

a) Cisco Smart Software Manager ([ZF8) L £ 7,

https://software.cisco.com/#SmartLicensing-Inventory
b) MEIJSLT, [1 U (Inventory) |22V v 27 LET,
(ZON—VIFHBICERREND ZLBH D £7, )

c) [HEA AKX A (ProductInstances) | ¥ 7 %27 Vw7 LET,

d) [ZA 7 (Type) 15N FP, [4A1 (Name) ]¥NIZ—fHI72 SKU (AR A M4 TiX7Zewy) 238%
ESNTWOLREA L AZ AR LET, EMOT =T AINOEEZENTL L, £
Firepower Management Center 73 IE L\ Firepower Management Center 7)>% |92 D247
HLET, ARIEZ7 Uy 7 LET,

e) UUID Ziff~, ZAF L L 5 & LTV 5 Firepower Management Center @ UUID 2> & 9 7% fifg
wLET,

9 %5 1%, 1E LU Firepower Management Center 28 &2/ 2 £ T, T OO FNEEMED K
THERH Y 7,

Cisco Smart Software Manager Cii# )72 Firepower Management Center 7 77 A 7 A3 2702

eb, TRLEIA B A2 FH L, FrLvkR=a— FaAElLET,

a) ELWUUID NFERENTNDHX—=UT, [T7 a3 (Actions) |>[TFHRIFEADT A
AZDHH (Update Reserved Licenses) ] Z 34K L £,

b) MEIIELT, PRFEATA B AZEHFLET,

Firepower VAT LD S5/ 2R .
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Firepower VA T LD S AR I

B #=051t 2038055

ATy T4

ATy T5

<)
d)
e)

f)

BE o WRLKI R T XA A Z LT Firepower Threat Defense Base Features 7 f &2 &
T, wITFA AL AR DA 1 Firepower Threat Defense N\ — X BEE
TA B AZHRIINCE O DMENH D £7,

MAHERE X — AL TV AEAIL, Y2 (RATFA U RAZ Y
ZRE) M. FRESEEASRT AL A (FOMOTRTORER) 12
Firepower MCv T/N 1 R 54 U RADEEMMAIATeMERNH Y F7,

< SRR ALMRBE R4 556

« Av— KT T v MR B SRR IS L THE N> T D
LEld, 22 ML T30 EITIHY FHA,

o Bk D EHE DY Firepower Management Center AL DOEIL, 7774 T~
ANFICHEYI 72 T A B A BIRT HMLERH Y £,
TN A2 T A B AL BRI HI12iE, T ELHIRSRE O A %)

& (ZFa— AR NT 7 FOBRE) (24 2—) | Offi#:
FMEasRL TSN,

[k~ (Next) 127V v 7 LTtz iR LET,

[A# =2 — K& (Generate Authorization Code) %7 U v 7 LE7,

Firepower Management Center (Z A1 T 2720 DU & L CARa— K&y o—RNLE
D

[TRIDEH (Update Reservation) | X— T AW FEFICLTHEEET, ZOFIEOE
TIOR=VIZRED £,

Firepower Management Center CORFED T A B A EEH T HI2iE, WO FNEEFITLET,

a)
b)

<)
d)

e)

[ A7 & (System) |>[7 A &2 A (Licenses) |>[HFED T A & A (Specific Licenses) ]

IR E 7,

[SLR Off%k (EditSLR) 1 %27V v 7 LET,

(M (Browse) |27 U 27 LT, HIZERSINTEKRaAa—FE2T v 7r—RRLET,

[f>AR—)b (Install) 227 Vw7 LTCIABVAEEHFLET,

AR — RBRIEFIZA A h—/L & 725, Firepower Management Center @ [ 1% #
(Reserved) |FZE/REINT=T A 2 AD3, Cisco Smart Software Manager T T#J L7277 A

AL =B LTNDH I LEHRLET,

EEE%I\:_ F%)(:E- Liﬁ—o

Cisco Smart Software Manager |Z&FE 2 — N2 A )T 5121E, RO FIAZIFATL E T,

a)

b)

Z OFNEDHTH TRV V= F FI1Z L THV /= Cisco Smart Software Manager D~2— IR Y F
D
[7 27+ ar (Actions) ] >[ffEg@=— R AJ) (Enter Confirmation Code) ] Z iR L F 4,

. Firepower > X T LD 542X



| Firepower VA T LD S AR

UDI_PID:FS-VMW-SW-K9; UDI_SN:3;

Overview Evanl Log

Description

Firapawer Threal Defense

General
Name:
Product
Herst Identifiet
MAC Address.
PID:
Serial Number.
uuip
Virtual Account:

Registration Dage:

LD _PADCFS-WIMW-SW- K3 U4 Shia:

Firepower Threal Defanss

FSAMW.SWHE

3

Be048120-coLE-1108-Daod-MZ 1 coabdE 149
FTO-ENG-AST

2016-Oct-11 17:08:28

2% siREB0%E

Lagt Conlact: 201E-Oe1-16 09:47.40 (Rocarad Licenzay) - Dowrdoad Reservalion Autesdzstion Code
License Usage These licenses ane resenvad on this product instance Uptals resenvation
Licenas Billing Expires Fequired
Threat Defense Virtual URL Figering Fregaid 2018-Dec-08
Prepaid 201 8-Dec-04 i0
Transfor
s Fentures Frepaik

Upilate Reseerved Licenses.

Eriler Canfirmation C:‘:E....ﬂ

Removwa

ACTIONS =

Shaing all 8 Riws

c) Firepower Management Center 7> 54K L7222 — K& AJILET,

AT w76 Firepower Management Center T, 74 TV ANTFHI LBV ICTFHEINTWLZ L, B
BB BT S ADEHREICT = v 7 ~— 7 P ikaod (8) RERSh Tz e

2R L ET

PR DWW CIE Specific License Reservation D AT —H A (40 ~=X—30) | MBS LTS

BLTIZEw,

RDBRY

JERBIIZ S R OMREN B EN TV DGRITHRT A A2 BEE L3, @A HET I
TNAABRRESNTNDEE, MG OT A A FRICHES L CT 2 T4 7/7 7T 47

DARAEZ [EEE L E 3,

RELE 2R L £,

EE : SLR EF DM

RELEEORM] 22 L TIIZEW,

BB ZAMNROBRUICHT 27 —2 &V 7 by =T 28HT210F, =7 F v v 7RO
HMeFF) 22U TS ES W,

T RCOMENFWRETICEE LSBT D L H1CT DI, 748 2A0EDHIRE ([ THF
# 7 A & A (Reserved Licenses) | ¥ 7) TEMRLET,

Firepower VAT LD S5/ 2R .
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Firepower VA T LD S AR I
. Specific License Reservation D X 7—4% X

Specific License Reservation D X 7—4% X

WIZRT L IIZ, [V AT L (System) ]>[Licenses (74 &2 R) [>[FFEDT A L A (Specific
Licenses) ]-{— IZ1% Firepower Management Center T 7 A & > A O FRIL OB N Fok X
nEJ,

ﬁmo)ﬂlb M.
AR AT — 4 AEZRD & B Y T,

o [&FR7% 4 (Authorized) ] : Firepower Management Center (X, 777 A 7T L AD T A &L A
DA BB ZKR LI T A B ABIERICHER L TR Y | EFICFERISNTNET,

[T T AT ARG E (Out-of-compliance) ]: 7 A B ZAOHIRNBEIN TV B0, F7z
I% Firepower Management Center 23 T#) L CWV2WIZ S 00b BT 7 A & 2 A Z il
LTCWDHEE, [0 7 T4 T ARG E (Out-of-Compliance) | XA T — X ATRKRI
F9, [FFEDT A EZL ADTH (Specific License Reservation) ] 127 1 & 2 A DT 5.6 #5
DHEHINDTD, T a BT ITTH0ENDY 7,

LB

FFE DGR AT —H A & | Firepower Management Center C/&F8 2 — RBKHBITA A h—/L &
Nz, FrEFERSNZAEMEREELE T,

i S AR
Firepower Management Center O I SR RE A AN LT2in &9 hEIEE L £,

o AR e B RE ORI DWW T, THRHRBDG ROMRED 7 A X (16 X—2) | &
ZRL TS,

BEA VAR UR
Z @ Firepower Management Center (D= =/N—3 )L —E k7] (UUID), Z ®{EI Cisco Smart
Software Manager CZ DT /3 A Z ikl L %97,

uu..:|_|“

BEDTA R AZEHT DI, £RITHET 77 4 7L L CERAT HHAIC [ERa— R
(Confirmation Code) ] N METT,

[B]Y B TEHS 4 >R (Assigned Licenses) 153 T
BT NARAEEZNETNDAT —HAZEN B TOHLNTNDETIA BV AEFRLET,

[F#FA 514 >R (Reserved Licenses) 1% 7

FYICHEHASNTWD T A B R EMATTRER T A B ADH, BLUT A 2 ADAZBIR
ZFRLET,

. Firepower > X T LD 542X



| Firepower VA T LD S AR

gRIn TS Ao 20FH [

HRUINEBEDSA U ADFH

W2 T A B ANERATE 20 FRIFHIRPA N TV SEE, ROT 7 v a VIFHIR S

nNTnET,
o TONA ARBRGFRITAE
e ARV T —D R

FEDTA B ADTRIOEMEZTHT HI21F, LERIA B AZWAL, HEDT AT

YADTRIOEHT 37T X—V) | OFMEEZETLET,

BHEDTA o ADFHERDES

BEDTA L ADTRIEKRE BFT Lo, BERIA B AZBAL, [HE

DIA T ADTFRIOFH 372—) | OFIEEZFETLET,

BREDIA L ADFRIDET VT4 T &R

BEDSAEVR YR—bENETNS | YR—bENE A | TV ER
A v

a3 Firepower Management | /' 7 — /3L D Jx Admin
Center

KEDT Ao ANRENZ IR0 Te B/, TDTA VL A A= T HU Y MIETHLEN
HYET,

-3

ATy T

ATvT2

ATvT3

ZOFMEDOTRXTOARAT v T EHEIT LR NE, T4 RIFEHFPOREDOEE LD, FH
AT EHA,

ZDFIAT, Firepower Management Center & Bi#EA 1T HTWZT _XTDT A & ADfHE
PMEART o o MICBISNE T, BEREMRT 2L T4 B ABMT 5 SN ERE~D R
BREENFFAI SN2 £7,

FIE

Firepower Management Center @ Web 1 > % —7 = A A C, [ AT A (System) |>[7 A &L A
(Licenses) |>[RFED T A & A (Specific License) | Z iR L £ 7,

Z @ Firepower Management Center @ [#/h 1 > A % . A (Product Instance) ] DA 7% A€ L
i ‘j‘o

Firepower Management Center 7> 5 iKEI =2 — K&K T 51213, RO FIEEZETLET,
a) [SLR ®iE#H! (ReturnSLR) ] ARZ %27 Vw7 LET,

WOINZ, [SLR OEHE! (Return SLR) | AR ¥ &R LET,

Firepower VAT LD S5/ 2R .



Firepower X 7 LDS51 VR |

B #2051t 20300%k75 5« TLER

ATy T4

ATy TH

Overview Analysis Policies Devices Objects = AMP Intelligence

Configuration _Users _ Domains Integration  Updates Licenses * Specific Licenses  Health v Monitoring ¥

Tools ¥

Specified License Reservation Status S

2018) Return SLR

Smart Licenses d E Edit Licenses

Licanse Type/Device Name | License Status Device Type  Bomain | Group.
Firepower Management Center Virtual (4)
(| Base (4) Q@
Malware (0)
Threat (2) -]
|/ URL Filtering (2) o

AnyConnect Apex (0)
AnyConnect Plus (0)

AnyConnect VPN Only (0)

Note: Container Instances of same blade share feature censes

Firepower Threat Defense 7 /NA A D T A & > AN MZHIZ72 V) | Firepower Management Center
DIVBEIRERORRBIZEAT L LT

b) BREI—FZEZAELET,

Cisco Smart Software Manager T, %#k % fi£f*7 % Firepower Management Center D7 77 A 7
Azl L E T,

a) Cisco Smart Software Manager {[Z ) L &7,

b)

¢)
d)

e)

https://software.cisco.com/#SmartLicensing-Inventory
VENE U T, [f X MY (Inventory) 1 %7 U > 27 LET,
(ZOXR=VITHBEMICRRENDLZEBHY T, )

[HifhA > A% A (Product Instances) ] ¥ 7 %27V v 7 LET,

[# 47 (Type) 15T FP, [4Hll (Name) ]FNZ—fKAY72 SKU (AR A M4 TIEZRWY) A%
ESNTOLOREA Y AF L RAZRLET, EMOT =T AHNOMEZERTL L, L0
Firepower Management Center 73 I L\ Firepower Management Center 7)>% H|[§r3- 2 D247
HES, ARier ) v 7 LET,

UUID Z =, Z# L X5 & LT\ 5 Firepower Management Center @ UUID 7> & 9 /> % fife
BLET,

9 %E 1, 1E LV Firepower Management Center 23 72725 £ T, 2 H O FNEE MY K
THERH D T,

IE L\ Firepower Management Center N FFE SN2 b, A BV AZ A — N T AT MIREL
5

a)

b)

¢)

IELWUUID WERINTZA—TT, [77 3 (Actions) 1>[HIFR (Remove) ] Z iR

LET,

Firepower Management Center 7> 5 2B U 72 PHRIREI 22— N & (B A > 2 & > ZDHIBR
(Remove Product Instance) | # A 7 a7 KRy 7 A ATTLET,

[ A 25 o ADOHIEE (Remove Product Instance) %7 U v 7 LET,

. Firepower > X T LD 542X
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| Firepower VA T LD S AR
BEDSA LU ADFHD RS TN a—F127 |

BEDTRERTA B ANA~— T H T hOMERAFEET—/VIZRED . Z O Firepower
Management Center 7% Cisco Smart Software Manager DA > X &% L A U X M HHEIER X
ET,

AT 76 Firepower Management Center ® Linux ¥ = /L C, $ED T A L AWML E T,

a) USB %—74— K& VGA =4 %{#il L T Firepower Management Center = > >/ —/L|ZT 7
TRAFT L0, FLIISSHEZHEHALTEHA L X —T =2 AA ATV EALET,

b) Firepower Management Center ® admin 7 7 V> MZu /A4 LET, T 74/ M TiE, Z
AUZ X > T Linux ¥ = /v ~D7 7 2 AT G- Z 4V E T, Firepower Management Center
CLIBNERZ > TWHHEIE, T Lo Ta~vy RIA v A v F—T =2 ADT U
EAEDMT G ENET,

¢) CLI AT > T 5 Firepower Management Center D355 1%, expert 2~ R&Z AJJ L
T Linux = /LIZT7 7 A LET,

d) makecall 7 4 L7 U T, ROa~vr REFETLET,

sudo manage_slr.pl

1 -

admin@fmc63betaslr: ~$ sudo manage slr.pl
Password:

R R R R R Configuration Utility R R R R R R

Show SLR Status
Enable SLR
Disable SLR
Exit

o w N

R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

Enter choice:

e) A7 arv3IEBEBRLT, BEDTA B ADTFHEEINZLET,

f) A7 a3 0Z&RL Tmanage sk =—7 4 U7 4 A& T LET,

g) exit X AJJL. Linux = /VZKTLET,

h) CLI 23 #0272 - TV % Firepower Management Center TiL, AJJ exitL Ta~v> K71
AHE—=T oA AEKTLET,

BEDSAEVADFHDO NS TN a—TFTa2T

Cisco Smart Software Manager D& G/ > X2 VX 1) X b H 5 %57 D Firepower Management Center
EHANT DA EEBRZA TS,

Cisco Smart Software Manager @ [$}},{ > A % > A (Product Instances) ]-— T, 7—7 /LW
DFNDONT IO TSN TR A R 2 ZADRFHBITE IR WGEIEL, FP 2 A 7 ORI
A VAL AENENDLAFE Y ) v 7 T HRENDY £, ZDX—T 0 UUID OffilE 1
2 Firepower Management Center % — &= (275 L £ 97,

Firepower VAT LD S5/ 2R .



Firepower VA T LD S AR I
B sz05 1t 203080 5T0v2—F 425

Firepower Management Center @ Web A % — 7 = A A T|X, Firepower Management Center O
UUID {1 [> A7 & (System) ]>[7 A & A (Licenses) |>[fFEDT A &> A (Specific
License) | {—IIZFR &N 5D [BlihA > A H A (Product Instance) ] DfE T,

Cisco Smart Software Manager D [5 1 > XD F#J (License Reservation) ]7R32 UARTKINE
HA,

[F 41> AT# (LicenseReservation) 7R ¥V RRRINBWGE, BEWVWOT I N TlE

B 7 A £ ADTRINERINTOER A, Linuk V= L THEDT A £ ADTH%T T

WCHEZ L, BERa—FE24ERLTWDAEA1E, ROFIEEZFEITLET,

1. Firepower Management Center @ Web A % —7 = A A CT TIZERI—FZAKL TS
Bald, ToERa—Fedr e LET,

2. REDIFIA B ADTRIONT 77 4 7L LA (41 =) | Ok a THb
LC\W5% X 912, Firepower Management Center @ Linux ¥ = /L CHREED 7 A £ 2D T4
BN L ET,

3. A¥v—h b—7 %ML T, #%E— KT Firepower Management Center % Cisco Smart
Software Manager (Z %6k L %97,

4. CiscoTACIZHAE LT, BODA~— K THT L " OEBMTA B 22/ LET,

T4V R TOCLRADRFICHENRELE LTz, FELIIGMEREGT A EEZHA T
LY,

AR — R4 L7223, Cisco Smart Software Manager 7> 5 £ 724 7 > v — K L TV RWEA
I%. Cisco Smart Software Manager @ [#fh 1 > A % > A (Product Instance) | <X—IZBEL |
LA L AF A7 Uy LTzté, [TRARI— ROX 7 m— K (Download Reservation
Authorization Code) [ %7 UV v 7 LET,

Firepower Threat Defense 7 /\ 1 X % Firepower Management Center Virtual [CE & TEE A,

BT DTN, A B T R—F DI+ MCy DBRNA~— K TH Uy NMThHI L%
WLTHOEBZES L, HELREKEZENLET,

RREDTA B ADTHRIOEH (37X—2) | 2L TILEIN,

BEDSAEUAZEAYMZLTOLWELER., [RT—F 5S4t X (SmartLicense) ] R— M
RREINGELHYFELE,

ZHUE TSN TWHEIETT, [FrED T A 2 X (Specific Licensing) ] AT D &,
A<w—hk TA B AITEG/RD £, [FFEDT A £ A (Specific License) ] ~<— ¥ % {#
LTIA b ZADBEEFITTEET,
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{ type: "SOFTWARE", version: "6.2.3-10517" }

J— IV DEHN—T g

{ type: "SNORT RULES DB", version:
"2016-11-29-001-vrt", lastUpdated: 1468606837000

}

faggtt s — % _X—A (VDB) O/NR—T g

{ type: "VULNERABILITY DB", version: "271",
lastUpdated: 1468606837000 }

MBI EE R T —F X— A D=V 3

{ type: "GEOLOCATION_DB", version: "850" }
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Cisco Success Network 1%, B&kiE 4 D Firepower Management Center (2B 1T STV 5 3
TOFHIGRT A AT HERENE L E T, KROKRIZ, FEGRT A A2 LTk
L BRLCO AR LET, Jhicid, FEHRT A AOURL 74 L2 Y v 7 R
WERGHEH, BE O~y =7 Bl 8 WEBICEAORY o —B LT A B AERPEENE
75

RI.EER/ERTNAADTLA L) T—4

T—8 KA b BB

Managed Device Name firepower

BEXIRT S, ADN—V 3 6.2.3-10616

BHNET NA A v X —V ¥ FMC

BHXGT NA A TV Cisco Firepower 2130 NGFW 7 7' Z A 7 A

Cisco Firepower Threat Defense VMware

B RT NAL ZADT ) T IVES 9AMDESQP6UN
EHXIRT NA AD PID FPR2130-NGFW-K9
NGFWv

TNARZURLZ 4V Z VT T A4 A% [[IX0 (True) ]
AL D

URL 7 /34 AZLIZURL 7 A L4 Y v 7 %4 | 10
JAL72 AC v—

TNARERT A B AZEH L TS0 [[1F0 (True) ]

AC R Y U —RBE/L— V&2 BI L TV DDy | [IE (True) ]

IZUER Y o —%EHT 5 AC L— /LD 10

FRA RN T =T T4 AR L T[TV (True) ]
W50

<N =T R —&EHT S AC L—D |10
%5

NI 2T TA R ARENELT L LT = |5
TR —EFHTSH AC L—r D3k

7 /3A A|Z Threat Intelligence Director (TID) % |[(XV (True) ]
FRHLTWD )
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BEZEREL-®R., BLXOETORELZLEF L&, ZELZTAT A RICZEOEHE R
BT D0ENDHY £, ROFIL, WEBEZIT DT A ZADOEE R IBDODIERE ET R
BORT—42 28, REOEBICEHLTCIEL, T=4T5H75—F%&2RrLET,

x® 10: EAEH

T—2 R4 b {E D1
Y a7 ID (JobID) 8589936079
JEBHAIZRIR L 727 31 200K 3
BN R LT=T 3 2 D% 1
JRBHIZ R L= T /3 A A D#%k 2
# T (End Time) 1523993913001
Start Time 1523993840445
Status SUCCEEDED
H—2 > N T84 A0 UUID 41141644-41¢0 -11e¢8-9354- ¢£32315d7095
RBEALIEARY) — 24T NetworkDiscovery
NGFWPolicy
DeviceConfiguration
BITEDFAT CINEE LT et DB~ 2 7 @ 1D | 8589936079

TLARY) 274I1LDH

KIZ. Firepower Management Center & = DE B RT NS A ZZE L TR Y v— L BEFE#R A 2
FU—3 79575 Cisco Success Network 7 L' A U 7 7 A VOB #R L FE T,

{

"version": "1.0",
"metadata": {
"topic": "fmc.telemetry",
"contentType": "application/json"
}!
"payload": {
"recordType": "CST FMC",
"recordVersion": "6.3.0",
"recordedAt": 1509133291334,
"fmc": {
"deviceInfo": {
"deviceModel": "Cisco Firepower Management Center",
"deviceName": "FMC",
"deviceUuid": "c40d793c-bb33-11e7-804d-6£32258941£8",
"serialNumber": "615-10110800010110",
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"smartLicenseProductInstanceldentifier": "0fa56138-5211-442a-846c-97b6431146£d",

"smartLicenseVirtualAccountName": "Firepower Threat Defense",
"systemUptime": 11658000,
"udiProductIdentifier": "FMC4500-K9T"

bo
"versions": {
"items": [{
"type": "SOFTWARE",
"version": "6.3.0-10222"
oo Ao
"lastUpdated": O,
"type": "SNORT_ RULES DB",
"version": "2018-02-13-001-vrt"
boo Ao
"lastUpdated": O,
"type": "VULNERABILITY DB",
"version": "290"
boo Ao
"type": "GEOLOCATION DB",
"version": "None"
H1
}
bo
"managedDevices": {
"items": [{
"deviceInfo": {
"deviceManager": "FMC",
"deviceModel": "Cisco Firepower 2130 NGFW Appliance",
"deviceName": "10.2.4.107",
"deviceVersion": "6.3.0-10222",
"serialNumber": "515-10110800100010"
bo
"urlFiltering" : {
"urlFilteringLicenseUsed" : True,
"acRulesWithURLFiltering" : 10

"deviceInfo": {
"deviceManager": "FMC",
"deviceModel": "Cisco Firepower 2140 NGFW Appliance",
"deviceName": "192.168.0.119",
"deviceVersion": "6.3.0-10222",
"serialNumber": "725-10010900101020"
b
"urlFiltering" : {
"urlFilteringLicenseUsed" : True,
"acRulesWithURLFiltering" : 10
}
boo Ao
"deviceInfo": {
"deviceManager": "FMC",
"deviceModel": "Cisco Firepower Threat Defense for VMWare",
"deviceName": "192.168.0.117",
"deviceVersion": "6.3.0-10222",
"serialNumber": "None"
bo
"urlFiltering" : {
"urlFilteringLicenseUsed" : False,
"acRulesWithURLFiltering" : 0
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"deploymentData": {
"deployJobInfolList": [{
"jobDeviceList": [{
"deployEndTime": "1523959960957",
"deployStartTime": "1523959863411",
"deployStatus": "SUCCEEDED",
"deviceUuid": "4£f14f644-41e0-11e8-9354-c£32315d47095",
"pgTypes": " [PG.FIREWALL.NGFWAccessControlPolicy, PG.FIREWALL.PrefilterPolicy,

PG.PLATFORM.NgfwInlineSetPage]"
11,
"jobId": "8589935776",
"numberOfDevices": 1,
"numberOfFailedDevices": O,
"numberOfSuccessDevices": 1
b
"jobDeviceList": [{
"deployEndTime": "1523993913001",
"deployStartTime": "1523993840445",
"deployStatus": "SUCCEEDED",
"deviceUuid": "4£f14f644-41e0-11e8-9354-c£32315d7095",
"pgTypes": "[PG.FIREWALL.NGFWAccessControlPolicy, PG.FIREWALL.PrefilterPolicy,
PG.PLATFORM.NgfwInlineSetPage]"
11,
"jobId": "8589936079",
"numberOfDevices": 1,
"numberOfFailedDevices": O,
"numberOfSuccessDevices": 1

"lastJobId": "8589936079"

Cisco Success Network D Z iDL H

Cisco Smart Software Manager (Z Firepower Management Center % Xk 3% & & [, Cisco Success
Network Z NI LET, £DOH%, ROFIRAZMEH LT, BEAT —F AL FREITEREL
i ‘é‘o

N

(GE¥)  Cisco Success Network X5l T — FTIIMEE L £H A,

FIE

ATY T [VAT L (System) |27 U w7 LThH, [T4122R (Licenses) | >[AY¥— 542X
(Smart Licenses) | %7 U v 27 LE7,
ATFY T2 ZA=— K T4 BV ADAT —H ADF T, Cisco Success Network D23 5, Cisco Success
Network #8ED [H%)/#%) (Enabled/Disabled) ] 2> hwe— %7 U v 7 LT, LEIZELTT
REEEBELET,
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Network) | 2479 M E I MEARINL T, [EHENAEZEAH (Apply Changes) 1 %7 U v 27 L%
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