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A (HHR) 1T, B—OF TP —RTMESNTRIFLCT 7 v a v 2FTLET, BEROA4 T —
NIV ANWNTT 7 v a v z2F 77562 L13H0 THA,

72720, BVIABILIL, Hx DFTHF—nR"TNE FO)—ANLEE LG v Ur—2%7ay
JFTBHIENRTEET, GO VTR, V=R, ATV —H FRFATF—A"TN UL TO
TID 77 > a O (47 2—) BB TN,

F— B )= A EHTOIANREFEELARELET, E2E, V=& 1 AR3EAEFRT LS
A, FHERE A 1440/3 £721X 480 DT E L T, EMIMICRTTT — 2 2%y 7F ¥ LET,

« [TTL] FIREICHEE S e B EOR@ERIZ, TID L FO b O ZHIFR L £,
LD Y —AEHIE ENRNY —ADA Dl —H DT R,
T A V= HICE o TEBREINRNT RTOF T F =T )L,

x%vjsEf«@“%%?CK%%#é%ﬁﬁ\wﬁﬁ@wmm1154ﬁ(ﬁ3)ﬁﬁ@ﬂ&ofmé:k%%
IJAL4 Liﬁ—

IOFTarEAMNITLE, VAT MIBEICHIH Y — A T = L ZNICHIK BEEE AR L E T,

ML, VA AT =X FREATF—ART I LYULTO TID F— & O—HE R F 72 1380 (
49 X—) L TLEE,

ATy FT [fR1F (Save) 1227V w7 LET,
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y—2eLTEATEO—AL T7 07y TFa—F [

RDBERY

e Y IABRAT —Z A% FoRkT 5121, [V —A (Sources) |"X—VZHH L ET, =F7—N
FRENDIHEHIT, AT —H A 7/1’:!/ IR YA —N—F 5 LR TEET,

s IO TID R EZ1T > TV DA TX,. Cisco Threat Intelligence Director (TID) D> R 7 v
THiE (1T_—=) IRV ET,

Y—RELTHEARTSA0—HIL TZ7A4ILOT7yTO—FK

AYX—bk 4t |RHEDFAELVR | YR—rENET | YR—FENEF |7 EX

R TS | AU

WD (Any) |WTRD (Any) | WTRA (Any) | e —3L B ¥/ Threat
Intelligence
Director (TID)
—H

ZOFIEIZ, v —RN TrANDTEALFEHT v e — FIERLET,
STIX 77 A VZEVIATe L, TIDICL 5 TSTIX 7 7 A LONED G BT E - 13 M1
T ERRSIVET,

Ty N T ANERYIAT L, TIDICE ST T 7 A NVNNDOFT T —RTIEZ LIS A
=2 BMERR S IVE T,

TID O ESCEAEFIC RN H 4 L723A 1%, Cisco Threat Intelligence Director (TID) @ k7
TNy a—T 4T (53 3—Y) %‘:’QE@ LTL7ZEN,

ATV TN OFEMEET7 7 A VWML TSI L EHELET, VY —AEE (53—)
AT T2 [4T) PR (Intelligence) |> [V —R (Sources) | DJEIZER L ET,
ATYT3 BT A2y () 270y 7 LET,

ATv T4 V—AD[MF (Delivery) 1 5L LT[7 v 7 u— R (Upload) | Z#R L £,
ATV TS Tr—AZ AN LET,

7Ty NTrANET v u— RTL5EF, V- ARNZEENLGT —F AR TH (2T
(Content) | %A 7' ZI®INL £7,

c BRIOYE A V=R IZHESNTA T v hOWORE 2 LA E T HEIZ T 5121%, TID#E T
BRIZ-E LTemBAF—L2E2EHLET, 72L& 21, <source>-<type>,

V—=AZLHIBMTDE, BMOBEHSCT 4 — Ny 7 OOl —AZRET D Z ERHEICRD F
7,

—BEMHOH D4R AN LTLSEEN, 222X, IPvd 7 RLAZELR Y —ADE, HIZIPV4 %
A L E9 (IPv4. ipv4. IP v4, IP V4, ip-v4, IP-v4, IP-V4 72 EI3EA L £HA)

*STIX 77 A NET v 7 a— RTL5EIE, STIX 7 — XM A O — 2 3G £ T % AlEetE
BH DB, Block [T 7 2 a ¥ (Action) | A7 v a iz A, T4 A (EF) 1L, H—0
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B ov—xonsssLzzoEmn

TP —NRT IS TRIELCT 7 v a v EETLET, BROA T =T kST 7 s
CavEETTHIEEHY A,

I A —RFE 3T =TI LV TG v P — AT a7+ 52 L3 TEE
T, FEHZOWTIR, VA AP —HF, FEA TN T L LULTOTID 7 7 ¥ 3 v D
£ 475—2) ZBRLTIEZIN,

o [TTL] MMRIZHEE SN2 BEORREZIZ, TID ALLTO LD EHIBRLET,
LIBEDT v a— RICEENRN Y —ADA T —HFDFTRTC,
T AT —HIL LS TERENNTRTOLT T =T,

AT9T6 BREA~DNAZT ICBBET 25681, [AB (Publish) | AT A% (@) BT/ ->TND I L& & HER
LET,

BV AHFFZ Y — AN L2WGEE, B TT_XTOY—RA A U —F e —EZABRTHZ LiFTEE
A, RbVIZ, ATV —RNTAVEFEINABRTILERNHY T, Y—RA, AT —HF, £2134
TP =TI LYULTO TID T — X O—HE IR F 72134 (49 2—2) 2B L T EE,

ATy T 17 (Save) 1527 U w7 LET,

RDBERY

s WO IARAT —H A% FrT HI21E, [V —A (Sources) |"—TEHEHLET, =7—n0
TRINDGHEIZ, AT —FATA AN YA —=N"—F 25 LFFEMEMHRTEET,

s IO TID R EZ1T > TV DA TX, Cisco Threat Intelligence Director (TID) Ot R 7 v
THIE (TX=) TRV ET,

TID ) — X O TLS/SSL S} E DK
AT—k 54t |HEDSAEUR | HHR—FENET | HR—FERBR|FHER

VR TS | AU

WD (Any) | WTRD (Any) | WTAA (Any) | a—3L & B/ Threat
Intelligence
Director (TID)
—H

RA N Y —/NTHE B S N8RS LB R A1, SSL BRE 2Rk L 7,

1R HHEIIZ

o V—ALLTHEMTATAXII 7 4 — FORFF (10 X—) FIZURL NHDY —AD
BE (11 2—) OFBICHE-> T, max1it 721X vr Y — ADOZEZRB L £,
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0 v—z o Ts/ssLzzows [

AT9 1 [V —ADfEE (Edit Source) | #A 712 C, [SSL #%E (SSL Settings) |7 v a »ZRIL 7,
RATY T2 S GEHENRHOBL SR TVDEE

a) [HCOEB4FEHE (Self-Signed Certificate) ] Z A2 L £7,

b) [SSL 7~ A M4 #RFE (SSL Hostname Verification) ] 5 & 3R L £,

o [ERFS (Strict) ]: TID TlE, Y —A URL AV — NGEAEICIRE SR A M & —BT 50N
&) D iﬁ—o

RARNBICTAN RI— RBREENLZEES. TIDIZEBOY T AL v e —HT 52 L3 TxF
A,

[T UV HEHENESH Y  (Browser Compatible) ] : TID TiX, Y —AURLMXV— SZEBEIZHEE SN
TeRA NG E =T HUERDY ET,

RA NG T AN RI— FBREENDLSHGE, TIDIZTXTOFT RAAL AZ—ELET,
o [TNTEHA (Allow All) ]:TID TiX, Y —A URL N — FEHEICHRE SR A M & —3
TAVETIDHY FHA,
7= & 2 1%, subdomainl.subdomain2.cisco.com > Y — A URL T, *.cisco.com DY — SFFHECTIE
SNTZHRA RN THILER, ROXHITHRY ET,
o [Eik& (Strict) ] A A MARRAEIZRK L £7,
[T UV HEHENMESH Y (Browser Compatible) | R A M4 RRGEIZKTI L £,
« [TXTHEHA (Allow All) ] A MKFEETIZ, RAA M OEITREICERINET,

¢) [V—/NiERAZE (Server Certificate) ] DA :

*PEM T2 a2— FBLOHCEA SN — GERFICT 7 EATE2581E, TFA =744
TREFIFZPH &, BEGIN CERTIFICATE {T& END CERTIFICATE T2 GT7T ¥ A+ 7wy 74
Krav—LET, ZOXFIREKE T —/L FICATLET,

cHOEL SNV —NEEABICT 7 EATEXRWVIEASIL. 74—V REZEAOFEFICLES, V—
AR ETHE, TID IZV— "M HEAEBZEE LE T,

ATV T3 =2 —PREHENRLERGE
a) [—VFEAZE (User Certificate) | Z# A L E T,

TX¥ANTT X TPEM T a— RIN72FEAE A BIVC, BEGIN CERTIFICATE {T& END
CERTIFICATEfTZ B LT XA DT vy &2k at—LEd, ZOXFINEEE T — RIZASH
LET,

b) [Z—VFEF— (User Private Key) 1| Z AL E T,
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B wrrexigrgoi—vo—n

THRANZT 4 X TRHERS— 7 7 (V%R &, BEGIN RSA PRIVATE KEY B L TYEND RSA PRIVATE
KEYTZELT XA 7uy el ar—LFET, ZOXTIEEET7 —L RIZADLET,

RDERY
cFEAFEOF IR Z L L £, BUEOFEHZFEO AR ATINT-ZIT, H L — 3NGE
NELZANT DO Vo X —BMERETHZ LB TEET,
o V—ADFRE LT ET,
e V—AL LTHHT D TAXIL 7 4 — FOES (10 ~<—)

«URL 6D Y —ADFE (11 ~=—)

TD 77t R#EZH>A—F O0—J

Firepower Management Center = —% 7 7 7 > FEZfEH LT, TID DA =2 —_X—ZT 7 &
AT HIENTEET,

« [[EH# (Admin) ] F721% [Threat Intelligence Director == —" (Threat Intelligence Director
User) | Oa—H a— L EFEOT 7 K,

[T V¥ xR (Intelligence) [HERZ BT AL L a—HF n— L E2FFOT Uk,

IHZ, [FHE (Admin) ], [7 7 B AEIHE (Access Admin) ], £72X [y hV—27FH
#  (Network Admin) ] O =— & —/L % £ Firepower Management Center == — 4 7 4 7 > |k
ZHEALT, 7782 ar ba— LR —CTID AR ERITEGICT 5 2 LN TEET,
a—Y T HU L FOFEMICONWTIE, HET 7 2AHO2—Y T AU b EBRLTLES
A

— ~ (o] S /2, —
TD T—3DNY I 7Y THBELOERTITONT
Firepower Management Center Z /] L C, TID IZMERTXTOT—4 (BEFEF—H, E¥=
V74 AT VT A AR b, A <2 b, TID#RK, BLXOTID 7—%) &1y
Ty TBIMETLTEET, FEMICOVTIX, Ny 2Ty T EEESRL TSN,

\)

GE) A TATE VT 4RO T 7 7 1 772 Firepower Management Center C TID % R AT 4 >
7355, VAT AL TID fRk & TID 7 — & % A % > 734 Firepower Management Center |Z
F#ILEEAL, 72— A —N—RIIT —FZEILTE DL DT, 727 47 Firepower
Management Center C TID 7 — &% OEMIZR2 N> 77 v FHFATTH L 2R L ET,
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Ao Fy bB&UFTHER—v a3y F—a0# |

R2:TDBEEDONY I T TELIVETI7MILOAB

TDREET 7/ ILOARS

Ny I Ty TDER

BT mER

BHRT—H

NG Ty THER

BET—2DET (Restore
Configuration Data)

Firepower Management Center
Ny b T—H

AR DINY YT T

ARV T—ADERT
(Restore Event Data)

TID #kB L O TID 5 —#

Threat Intelligence Director 0
Ny 9797

Threat Intelligense Director

F—48 OET

TDA 2 T RBRUVFTFR=2 30 T—2DORH

TIDERIZL > TEREINTZA TV PBIOFT TR~ g o F—HE200T 5120, A
VIFUREBLIOA, UV T U RN —V AL ET,

BEHEAITY

— ~

bRk

TIDIX, A P —HIZRTERODLT T =TV BNT T 4w 7R LN E XA
FUNRERLET, B—0-EHRE. SO O — 2 NERICERINE T, B A Y

Tt AN

1 DU EDOBIMOEENEDRZ — 2 B FETT5FE T, BoBICERINET, &

Ml v —21F3, BT LLHE—D 7P 7 v a VHRICERINDOLETH Y FEA, &
FTW =T L, B T o7 a Atk FREoOKEE & HICEBNIER TE F

B

GE)

TIDIX, A>T —H DY = EFMET 5 & X2, PR —RFEnTWiwy, T8 BIW
RTA YR RNCBREESNTEA T —R_"T L EZEHEL £,

ATV MPRERICERIN R, FOBROERTHLWA VT MR MY H—ShE

B
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B =507 ram

Cisco Threat Intelligence Director (TID) |

B3:6:4005—2 \a—2

TID OB DF TV —NRT IV EED AL, TP — T NIEEIC

Indicator 1:
Simple Indicator

o>
4

\ Observable A

Indicator 2:
Complex Indicator,
One Operator

y h 4 =
( )
\ Observable A | Observable B

AND

Indicator 3:
Complex Indicator,
Two Operators

/*’ N y \ // - \\

y /

Kobservable A / Observable B 1\ Observable C |
\g \¥¥/

OR

AND

mans e A

Ty MERITZIRO L HITHEITLET,

1.

VATANNT T4 TR OFTF =TI A AT S E, TIDIZROLIICARY F
KR

s AT —H LI L CRBICFEHEINT A T bEEKRLET,
AT B2 AT —F 3K LT, SINCEB SN T v R R
LET,
VATEANNT T 4o P FHOF T =TIV B EH#INTHE, TIDIZRO L HI1CR0 F
7
AUV —H 2ITONTIE, NE =V NERSINTZDTA Vo T v M [RS8
(fully-realized) JIZHH L ET,
AT —H3ITONTIEL, AT v M [ERRICIEBL (partially-realized) ] (25
HLET,
VATFANNT T 4 IR OFTF—RTICEHBATHE, TIDIFRDO X H IR0 F
7

AT —H 3IZONTIL, NE—UNERSNT=DTA T v M [GERICES]
(fully-realized) JIZHH L ET,
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1vvrororness I

4. VAT ANETTH—=NTIAZSL ) —E@#ATHE, TID RO XL S22 £,
ATV TIZKH L TH LWERICERINZA VT v b EAKRLET,

AT —E2 AT —F 3T LT, LW SIICER SN T U R
BERLET,

FEDA D= BEED Y —AHET 25mE. BEA VT U FRRRINDIBENH
D E9, FEMIZ OV TIX, Cisco Threat Intelligence Director (TID) O~ 7 7Ny a—TF 47
(53 =) Z2ZRLTIIZEN,

AT MIFEBO N T T 4 v I Lo TORERENDZ LICEELTLFEV, URLB
DA TWF—=NTNRDHY | 2—FNURLB~DY 7 2£7T 25 URLAILT 7 £ A LIZEE
WZ, =R URLBDIV 7 %27 Vw7 LIBEWRY, AT MIBELEEA,

AT MDRITEEE

AYX—bk 4t |REDFAELIR | YR—rENET | YR—FENBHF |7V EX

IS INA B A B

WDy (Any) [WFRD (Any) |WTRud (Any) |7 e—230 B ¥/ Threat
Intelligence
Director (TID)
a—H

[4 v TFT > b (Incidents) ]~X—IZi%, K 110 HHEOEF O TID A > v 7 v MIBET HE
FIEBNFRENET, (T b=V —FR 20—) 28H) ,
3B BRI

« Cisco Threat Intelligence Director (TID) D& v N7 v 7 HiE (7 3—) OFBIZHE-
THREEZREL £,

LA T U MER (17 2=Y) OBBEGAT, ATFR=var T Ty
NMERIZOW TR L £,

AT9T1 [42T) PR (Intelligence) | >[4 >~ T2 b (Incidents) | DJEIZEEIN L £,
ATY T2 ROXHIA VTV bR LET,
1O EDT 4 B EBIMT DI, [7 4% (Filter) 1742y (Q) 22V v LES, 574

NVEDT 4 VHFIT 6B TT, FEMICOWTIX, 77 Ea—TDTID T—X D7 ¢ L AMUE (
44 2—2) EBRL TS,

«TID CTA T v "RBRBICERH SN AREE R T 5120, [B&HHH  (Last Updated) ] ¥ O
DRICH—I NV EEXET,
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B o7 roou—tasm

AT T Yy MIBEEMT N TWEA O —ZIZOWTOFMAERTT DI, [P Fr—F4
(Indicator Name) (FINOT XA 227 V7 LET (AP —2DOFpEFH 39—V) 2%
)

o

AT9 T3 [42 7 D (ncident ID) 1 ¥OfE%z 27V >~ 7 LT, ZTOMOFEMERRLET,
FREINDFHEMOFBBIZONTIE, A>T > bOFEM 21 =) 2L TIIEEV,

AT —HOFMERRT DL, Vg RUTHO [ ¥ —4% (Indicator) ] RH L DA
r—4fE (IP 7 R L AR SHA-256 Dfi72 &) 27U v 7 LET,

« FTHFR—T a3 VO AEFRTRT DX, [T — 3 (Observations) LI LOFT S FOAT
PR—=2 g VOLEICHLRMZY ) v 7 LET,

* [Security Intelligence Events (¥ =2U7 4 A>T UV A AXRUK) | RX=UTZDOAL VTR
BFERTHICNE, TTIR—Ta Vit s aTAX> b (Bvents) (V> 27%2 Y w7 LET,
RTvTE (AT var) 40T v NEMS— U TRl E A L ET,

B b ROFA TV a OB EARMEERRET DI, HEzfElk Le ) 2T Al n7 =
U DR, BIOEHE L-IVEREZ ST L £

* [4A1 (Name) ]. [#tHH (Description) 13X ON[#7 2V (Category) 17 4 —/v RIZAEEDOEEZ AL
jETo

* [fZ34E (Confidence) | DFHli L~V %27 U v 7 LET,

AT T U NOREAT X AEFRET DI, [AT—HF A (Status) | 74—V RO Ry 77X~
UAMPBEZZERLET,

AT YT —1EHR
[1 >+ 7 > b (Incidents) ] X—IZiE, $XTOTIDA T v OV~ U —HFHRNPFERS
nEd,

RIAVITU LYY —IER

TJ4—ILF SR BA

=EEHA VAT AFELIT 2= RREBICA T MEEH L THLO RS, EHOBREFRT DI,
ZOHNDMEIZ~Y T AF— =L FT,
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ence Director (TID)
1vevrorowia [

J4—ILF

Bl

12Tk
ID (Incident
ID) |

ATy NOBEARERT., ZOIDOERITROLEBY T,

<type>-<date>-<number>

AT MRS DA O = ETIA TN T D2 AT, Bl A Y

* <type> :
r—A2OBE. ZOMITF T =T VDX AT (1p (IPv4 F£7213 IPv6) . uvrt (URL) . pom
(RAAY) | Flid sun (SHA-256) ) 2R LET, BMnA v Oor—2OgA, ZOMHEIT
com T97,
e <date> 1 A T MBMERRE N BAS Qyyymmdd) o

WHERR SN A v T v hOFR CTOIERF 2§ &5
7= & %2 1X. pomM-20170828-10FF D HIZ

o <number> : A YITF L REE, ZHUE, 1H
TY, ZOMEFITIOTIHEED Z EITHEE LT EEN,
B SN NFBERDOAL Ty R T,

ERICER SR () haRT

(17 =) =L TL

BT OBICIE. A Ty FBRESICER SR (O) A,
TA aURFERSNET, FEHICOVTIE, B v MR
EEW,

oS —4%

ATV MIBMRT 24 =2 DATL, A Y — 2 OBIERERRT DI, 20D

(Indicator EWEI7V 7 LET, AV —2OFREFH 39X—2) 2R LTITEEN,
Name) |
Type AT NMIBRT A =2 DR AT,

cH—DF T —RTNEEGeA P —F T, T—F8 (vrL, sHa-256 IR ) NERINE

—a’_‘O

2 ’DU\J:ODﬁ‘74j‘—/\7/I/%:éTIM’ \/C/’?_“—&fi\ Complex t Lfﬁﬁéhij—o

[EETYay

AT ML TV AT ANEITT AT 7 a . SO TIE. A>T PO (21

(Action N—=2) BBRLTLIEEN,

Taken) |

Status (RT— | A > F v MIBETATRED AT —F 2T, FFMIZONTIE., A>T FOFEH (219—)
2 R) LT &N,

w] IOTAarE I ITHE AT RBNERICHIBRENET,

AT FOEM

[>T > bOFEA (Incident Details) 17 4 > R7IZiE, H—D TID A > > 7> MIBET %
BN FRENET, 2O RUiE, 22o0%7 v a r THERESNLTWET,

c A TT U DOFE AR ¥)

(22 ~=—3
AUV T UMD A=A AT R= g (23 3—)
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B o7 romm: 2xms

DOT U NDEM . EXER

[f > 3T v @it (Incident Details) 17 4 > KD EE#E 7 3 a > Tldk, IROIERSTRAE
EhET,

RUERNGA O OTUMERIT«—ILE

J4—ILE & A
D IncidentID £7- 17O | A VTV FDAT—Z A GHHNCEREFITIBEICER) BIXOA T bO—ED
IncidentID IDZRTT7 A2,

GE) TIDE, AV YTV FDAT—HABRETHEXIT, PAR—FIR Ty, &

Big, BERORTA FY R MIBRESNIA TP =T N2 ER LT,

[BX5 (Opened) |

ATV SR ERRBRICER ST HEE,

Name FECANTDEL TS av DHREA AT N,
v b [l (Description) 17 4 —/V K (742 RUDTFH) 2V —=ANDLDONEHRNH 5
BlX, TOT7 4=V ROFEHREFEHL TA o T > MZLRIZTET,

Description FETANTAFT T a v OHAZ L AT N,

B2 b [@iBH (Description) 17 4 —/V K (74> RUDFER) 2V —ANDDERNH 555
BlE. ZOT7 4=V FOEFEREEHN L TA T MZOWTHB L ET,

[FITHR—23>

(Observations) ]

AT NHDOTTFR= 3 DK,

{E%EM (Confidence)

AT O BEEELZRTZOICFH CRIRTX 547 3 O3,

[EET7Iay
(Action Taken) ]

VAT AL TCETENDT 7V ay  [T=HEH (Monitored) 1. [7 1 v 7§
(Blocked) 1. E7-1% [ 7 1w 7 #F (Partially Blocked) 1.

[FR7BC 7 v > 7 ¥ F (Partially Blocked) ] 1%, 1 > 37 > MI[E=¥ %% (Monitored) ]
L7 vy 2R Blocked) | O DOATHFR—varNEENTNDLI EE2RLET,

GE) [T 27 2 =3 (ActionTaken) ]lE, Y AT AICK > THEITINDT V¥ a v &om
LETR, LT L TID TEBRSNTNDT 72 a r TiEb Y A, fFICON
TiX. TID-Firepower Management Center ® 7 7 ¥ = > DGR AT (28 =X—2)
AZRLTIES N,

A7 31 (Category)

AT T Y MIFETEMNT A2 a O ARAE L ZTEZITF—T—F,
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Lo FU oMl AV or—s A THR—vay |

J4—ILF

B

Status (R T—4 R)

ATV MO OBIEDEE 2RI, T XTDOA T ME, [AT7T—F A (Status) ]
ZHOCTERESTHE T HH New) 1 TY,

SOT 4= FIEHEETT, Ml0=—AH LT, WFOATF— 2 AEHATH 2 L &
BAL TSV,

[HH (New) 1: A>T 2 MCITFHESMLETTN, FEFEZBHBL TOOERA,
«[A—7> (Open) |:BUEA T FERABELTWVET,

[ —RA (Closed) 1: A F v hafAEL, L LE LR,

*[HI'F (Rejected) 1: A o7 baififi L, FATT DT 7 v a RN EHMTLE L,

g

TOTAarE IV IFTEE, ZTOAL Ty MREAICHIBRENET,

AVOTUOLDFEM A VO TR EFTHFR—2ay

[>T hOFEM (Incident Details) |V 4> RUDFEE 7 v ailid, AU r—F &
FTHPR—= 3 VOFEMERP TR ENET, ZOFRIL, [P —# (Indicator) 7 14—
IWR, A= R"E =2 BIO[A TP — 3 (Observations) | 7 4 —/L K& LT
WA S AL TVET,

[ >4 —% (Indicator) 173>

A= OFFEMEND TERTH LT, Z0k® 7 a EA =2 DBNE
RENET,

[ > /r—% (Indicator) | X—YTA VT —FERRTDHIE, AT Tr—24%7 0
7 LET,

A= FADOBIHL TR ZZ ) v 7D, AT FEMLLZERIA Y
A OFFMEFRRTEET, FFll7 4 — L RiZiE, ROBLORHY £7,

REAOHT—EDT4—IL K

J4—I)LFK ELL

Description V—Anbigft S i U — X OB,

Y—X (Source) |ZDA L —AEGZLTWEY—R, ZOIV I 5270w rThE, =
DI — ADEEMCT VB ATEFET,

(B EARR Y —A® [TTL] fEIZHS3<, A o7 v RBBIREINIC /2 5 B,
(Expires) |
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B o7vromm o roor—serTIvR—vay

J4—ILF

B

[#24E (Action) |

A =R S NTET VY a v, BRI OWTIE, Y — A, A
O —2 FIEF T =T UL TOTID 77 Y 3 L OREE (
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[ —A (Sources) ] X—VITiE, RESNTVDHTRTOY —ADEFERNERINET,
ROFT, MERRIZEEND T 4 —/V FIZOWTHBEICHALET, 607 4 —/L D
ZEHCOWTIE, Y—ADMERE My 7 OFHEZSZRM LTS, T—% VY —ZA%H0
AT DA T gy (95—) ZBRLTLIEEND,

=®13:V—R Y7 —IEHR

J4—ILF SR AA

[&81 (Name) ||V — 24,

Type V—=ADT—H A (STIX] £721X [7T v 7 7 AV (FlatFile) ]) .

[ TID 73 Y — A Z BS54 2 DI 2 Fik,

B4 (Action) |ZDY—RICEENDHT—XE—HTHI T T4 v I LTI AT ATETTHLIICHESL
TWbT7 7 vay ([FuvyZ (Block) |1 £72i% [E=4% (Monitor) ]) .
T%% WK, BIXUOWHROA—R—F 4 REELTID DT 7 a v DFEMICONTIE, 72733
WA 5 2 AR 27 —Y) R LTIEIN,

NTYyia |[Fv (On) | £2E A7 (Off) | FZ b, BESHTWAESE (TID 2% R— M T 57-0I0RE
SNTEEXANGT NA R) IZTIDNY —ANEDT —X AT 220 EI0ERELET,

4VV&-5@§V—X#%M$§@me]%E%%%T%\ﬁ7$~ﬂfwiﬁ4yy&—&
5 (AR (Publish) |BE£METE ET, FANCOL T, TIDRIEICHT SHVK (45 <—)
EBBLTIIES,

=IEEHA TID NEA%IC Y — A& T L= B,

Cisco Threat Intelligence Director (TID)




I Cisco Threat Intelligence Director (TID)

V=R RAT—8 ADFHM .

J4—ILF

Bl

Status (R T—
2 R)

V—2ZADBRED AT —H A,
s [T (New) ]: Y —RIEFHICIER S NET,

o [A7 Y a—/LEH (Scheduled) |: #IEIOX 7o — RELITZDHRDEHRINAT T 2 —/L &
NTWETR, FREETHTIEH Y £ A,

«[# 7> m— R (Downloading) ]: TID ZAHIEID X ¥ o w— R 21T H B 2 40P T,
o [f#HTH (Parsing) ] F721% [T (Processing) | (C) : TID 3V —ZAZW VAL TWET,
“[527 (Completed) ] (@) : TID T —ADIY iAZEZHK T LE Lz,

52T (=7—5&Y) (Completed with Errors) ] (44) : TID (XY —ADRVIALLZK T LEL
e, —EROF TP — R TIPRT R — N I TR T,

e[=F— (Error) | (@) :TIDIZXAQBCTT—NHAELE Lz, [HEEBIE (Update
Frequency) | 2MEE SH7z TAXIT VY —AE 721X URL Y —ADEFA, EHN—FHEIETRITH
X, TID IFAT7 YV a— I THDREIOFEF THRAITLET,

N=VEHEHFLTAT—F A2 HHLET,

IOTAaAEI Vv ITEHE V- AOREERETEET,

(m ]

IDTAaEI Yy ITHE, V—ANFEEICHIBEINET,

Y—RRAT—R2 AN

V= ZDWEFER—VICEREND Y —AD[AT—HF A (Status) MEIC~ 7 A F—_"—F 5 &
TID (IR DOFEMIFEHREZ R L E T,

F—%

FiBA

ART—BRAAYE—D | V—ZADBIED AT —F A ZHHICHIA L £7,

Updated)

REEHAE (Last TID BB Y — A2 B LI HEEZFR L E T,

Update)

REIEHA (Next TAXII B L NURL Y —ADEA . ZOMEIZTID BRIZY — A BHT A2 ELE T,

Cisco Threat Intelligence Director (TID) .



B —=xzx7—sz0ma

Cisco Threat Intelligence Director (TID)

F—%

B

S Shr—4

(Indicators)

AV —=F I b ERRLET,

o« [BEF# 7 (Consumed) ]: s Y —AFFHHIZ TID BB LTcA >V —2 D, =
OEAEIE, B IABLSLIEIEN T O E 2 MR R L, ZOFERIEENTWET
RTCODA T —F%2RLET,

o [EEW 7 (Discarded) | @ IRITDOEHFH T AT LN TID (B LR - I ERh7p A v
T—2 D,

GE)  raxir Y—ADYE, TID X [RAEEH (Last Update) ] & [GEF (Total) ] &I
WFTA P —2FEFor LET, 2, TAXIIOEA., BEOT —X %
BT A TIER, My T — X 2 BN 2N CTEHSMNITONDS 0D TT,
DY =2 ZALTDA =2 D5, ZHD Y —ZADEH TIEEFD
T—X Ty NPEERICERIND DT, TID i [HEFEH (Last Update) ] DFE
DIHZRRLET,

DA LTI —HDFT = RTINTRTC [ (Invalid) | DA, TIDIZZEDOA
r— R ERELET,

FTHF—nTIL
(Observables)

F TP =TV EERLET,

o [ A (Consumed) ]: fxilT D Y — A EHHHIZ TID LB LT- A7 P — T V0¥,
ZOEMEIE, B IABRCHENMTONITZ N E I MICEHRR . TOEHICEEN TV
TRCOF T =TT LFET,

o [BAR— Fxt54t (Unsupported) ] : SILDEH T AT AN TIDITEM L7270 7o AR —
b ENRNF T =T DR,

PR—FENTWEFT T —RTNDZ A FIZEHT HEEMZONTIE, Y —REf (5
N—=V) TarrTrY XA TICETLERESB L TIESN,

o [#%h (Invalid) | : IO FFH TY AT AN TIDIZBM L 72> T2 50 7p 47— 7)1
DHL,

FT = RTNUNELLER I TOARWIEEAITENC /Y £9, 728 20E.
10.10.10.10.123 1ZAZR IPv4 7 KL A TIiTH D 8 A,

GE)  raxir Y —RADOHE, TID X [&HEH (Last Update) ] & [&Fl (Total) ] &1Z
DI TATF—R_T A EF R LET, L, TAXIL 054, BEFEOT—#
EEET AN TIE L, WMoT — 25BN+ 2B TEHM TONDENET
T, MDY —2 B A TDOFTHF =T LOEE., oD Y —ADHEH TIIEE
FOT—H ¥y MPEEICEBRIND DT, TID i [HEFH (Last Update) ]
DIED I % FKm LET,

. Cisco Threat Intelligence Director (TID)
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1vor—sorresn |

1205 —2DRTEEE

ZAT—h 54 |HEDTALUR | HH—FENET | HR—FShB | 7o€R

VR TS | AU

WD (Any) | WTRD (Any) | WTRA (Any) | a—3L & B/ Threat
Intelligence
Director (TID)
a—H

AV =213 WYRAENTY —ANDLHBIERSNET, ZON—VOFEMIZ OV T
. A V=2 Y=V —fFi (40 ~—) ZZMRLTILZSN,

AT 71 [42T) PR (Intelligence) |> [V —R (Sources) | DJEIZER L E T,
AT9 T2 [V r—% (Indicators) |27V v 7 LET,
AT T3 BHEOA O —FERO I IICERLET,
R VICRRENBA O — A BT A NE Y T F B, [T 404 (Filter) 174 2> (Q) %
7Y w7 LET, HMICOWTIE, 77— 7L Ea—TOTID F—X D7 4 LEZNIE (44 2—) %
SZHL TN,
o ATV —HOFEHER BT O TS AT =TI E) BFRRTDHICE, AP r—4
GuE7 V7 LET, HHIZONTE, A U7 —X O (41 X—) 2L TIEE,
« ATV IEEMIT DN TNDA T MCOWTOIEREERT DL, [T v b
(Incidents) 1¥INOFEFE 7 U v 7 LET, £lo, T4 arD RCh—I NV EBETLE, A 00T
v RBREAICER SN, MOMICER SN N ERRTEET,
« V=AML DA T — X OFHENTID TRET LIz E I WA fBIT 512X, [A7—4% A (Status) ]
Y &R LET,

ATV T4 BEDA V=R E2ROLIITEFRLET,
«[77var (Action) | ERET HITIL, V—A AV —F FEFATT =T LYULTO
TID 77 ¥ a Ot (47 =) 22 L TSN, EESNTWATZ v arBNbir5a.
V—=AD[Z AT (Type) 1I2i%k, TDOT 7 v a vy EdndR—hanEd,
« [ABA (Publish) |RREAMET DITIX, VY —A, AT —F ETATHF =T L)L TO
TID 7 —% O—FEIE E 72 1TA (49 X—) 2L T EI,
AT —=HD 1 DULEDF T —=RT N ERTA P A MIANDIZINE, AT —FZ %7 v

7 LT [A ¥ r—2 O (Indicator Details) | X—IZ7 Z7EALET, s>V TIX, [TID
FT P —=NRTNVDKRT A R U A RFEIZONT (51 =) | 2L TIEEN,

Cisco Threat Intelligence Director (TID) .



Cisco Threat Intelligence Director (TID) |
B or—s9~u—tmsn

1295 —5% 431 —IFH

[ > /r—% (Indicators) ]<S— I,

BE SN2 — ATEEA T 5 TW D~ ToA

U= OMERE RN FIR SN ET,

RM:ATT—8 $7 ) —I1ER

J4—JLK |88
247 el OF TP NI N EEEDA I —FITE, FOFT TP =TT —
2 ZATNYARSLET (URL, SHA-256 72 &)
2L LDF T RT N EEEOA U — 2T, [HE (Complex) ] &
LCYUAMENET,
BEDA T —NRT N EHRT DL, YA TOLRICI—Y Vv EBEH LT,
Name ATl —24,
V=R A= EANEENTWEY—2 (Y —2R)
(Source)

(Incidents) ]

A V= ZIZBEMT BN TRTOA T MBI B TE R,

A UVT U NBESHINCER (D) &hdh, BZRCER (O) snsn
BYETHTA 2,

o f T —FIZBEMIT O T MR,

[421E A =R BN T 7 v a v, HCOWTIR, VA, A Y
(Action) | |7 —%_ F7 34T HF—R_TI LYULTOTID 77 > a v Ofits (47 ~2—
V) BBRLTLTIEE N,
AVl — BT —ANS [T 7 v a v (Action) ]554" K CE, A7 —
NIWTEA P —2 M5 [T 273 a (Action) |RRELZMEKTE £, 7F
FIZOWTIE, TID REICBIT DMK 45 —) ZZRLTLEIN,
INT Yy AT —=EDONT Y vV aRE, I ONWTIR, VYA AUV
va FIAT =T LUV TO TID 7 — % O—Fi5 1k £ 721380 (49 =—
V) ABRLTLTEE N,
AT — I Y — ANG AR (Publish) |RREZMKTE, A7 =T
ITEA P — 25 /AR (Publish) |RREZMK TE 4, FEHICOWNT
1%, TID REICBIT HHkK (45 2—) 2L T EEV,
=EEFHE | TID NEBICA v —2 2 HE LTz H R,
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1vor—soum ]

Ja4—I)L K |58

Status (R | A P —HDHIED AT —HF A,

%_gx) o . e .
c &R (Pending) 1 (C) :TIDIZA L P —FDATHF—NT L&Y
AT,

<[5 T (Completed) ] (@) :TIDIFZA P —FDATHF—NT L%
TEFIZRVIARE LT,

c[52T (=7—35Y) (Completed With Errors) ] () : TID {ZA > 27—
HEMDARE LR, —HOA T — TRV R — I TR
MZhTT,

1 2O —3 DM

[ ¥ —2—@FA (Indicator Details) | X—IZiE, A>TV MDA P —2EFT
P—Tv (BHARE) T = BFRENET,

R15: 4 07— 2 DEBIER

TJ4—ILF

FiBA

[&A1 (Name) |

A Tlr—H4L,

Description

V—=AnbkE oA T — 2 O,

*)—2X (Source)

DA Tl —REE TN — A,

AR

V=A@ [TTLIEIZESL . A v P — 2 BHIREINIC 72 5 H IR,

[#21E (Action) |

AV ICBEEMT ONTET 7 v a v, BRI OWTIE, YA AU —H T2
XA T =TI LYLTOTID 77 > a Ot 47—) 2B LT 7EEwn,

AV —HFE Y — AN [T 7Y a3 (Action) |REEZMEKTE, AT =TT HA
YO —E NG [TV v ay (Action) [EEAMATE 9, FEMICOWTIEL, TIDREICH
T ORI (45 =) ABRLTIIEE,

NT)ya

A= DTV vV aiBE, I ONWTIE, VA AV —F FEA T —
NI LYV TO TID 7 — 4 O—WHEIE 7213/ (49 X—) 2L T EE,
AT —RIIBLY —ANE N7 U v a2 (Publish) | EREEZMKTE, A7 — T 0%
BA T =506 X7 Y v o (Publish) | RELAMAKTEET, FEMIZOVNTIX, TID
BRIEICBIT DMK (45 ~—) ZBRL T EZE,

Cisco Threat Intelligence Director (TID) .



Cisco Threat Intelligence Director (TID) |

B oy ororrces

T4—ILF B

AVOT—=BDNE— L oDl — S —DRE = BT 24T =TV LA, EWRAIEA P — 2=
DA T =T &Y 7 LET, ANDBMRIZ[AND] A - T/RENET, ORBEFRIE, [OR]
AT TREND D, W ONDF TP =T VOB IV —T LW REnET,

> (Indicator
Pattern)

VEIZIELT, A4 FUR R TAary () 22097 L, 7 F—"TAEHRTIAL MY
A MZANET, FEMHICHOWTIE., [TID A7 =T NLDERT A N U A RBEHTHOWNT (
51—2) | #BRLTLIEEN,

FITH—NTILORTEEHE

AX—b 54t [REDFAEVR|YHR—bEINET | HHR—bSNBF | THEX
VR INA REL A
WAy (Any) | WL (Any) | WAL (Any) | mr—/VL B ¥/ Threat
Intelligence
Director (TID)
o —H

[ 7% —,37L (Observables) |-X— 121X, IEFICIVIAENTZTXTOF 7T HF =T L0
BRINET AT7HF=R"T N <V —F@R 43 2—2) 25H) |

1R BHHIIZ

« V—AL LTHHT D TAXIT 7 4 — ROEHF (10 2—) | URL 2260 Y — ADEUE
(11X—=) | TR Y—AELHEHT 20—V 77 AL0DT v —F (13—
V) OFNHE-T I DU LED Y —REZHRELET,

ATY 1 [4 T PR (Intelligence) |>[YV—XR (Sources) | DIAIZER L £,
ATw T2 [A7H =T (Observables) %27V v 27 LET,
RAT9 T3 BHIEOA T —NT N ERD L IR RLET,

c R DIFERENDF TP —NT N ET 4 NE ) I T DI, [74 0% (Filter) 1742 (Q)
70w LET, BHHICOWTIL, T—T A Ea—TOTID T —X D7 4 LEUBL (44 ~2—3)

B LTIEEN,
[ (Value) 1FIDTEHRPBEUINTWDHEIE, HO LI —Y v E2BE L £,

c EDATHF—=NRNTNEEA T — 2R T HITIE, [P —4 (Indicators) | FINDFE %
707 LET, [1 T b (ncidents) ["S—YNBHE, AT —R_TNOMENRT 4 V% & LTl
HAEhET, G VT, AP —XOFRREFIL 39 X—2) 2ZBLTIHEIN,

ATV T8 BHIEOF T —NTNEROLHITERLET,

. Cisco Threat Intelligence Director (TID)
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79— oz u—ta |

«[7 27 ar (Action) | ZMRETHITIE, Y—RA, AV —F £ A T =T LYULTO
TID 77 3 a VOftE 47 2—) 2B LT EE0,

« ATF=NTND BB (Publish) | REZWEST DT, V—A AP =4 EFTATH =2
TN LV TO TID 77— 2 ORI E 2 IIAR (49 <—2) 2SR TS0,

« F T RTNLOENMIBEEETHICIE, HY—AD[TTL] 2ZE LE4, FMconTit, V—
ADFREFEH 353—=) 2L TIZEN,

s AT AT AERTA B YA MIANDITIE, [FTA FU AR (Whitelist) 17 2> (M) 27
Uy 7 LET, #iconTIL, [TIDFTHF =T ALDERTA FU A RBEERIZHOWNT (513—3) |
BB LT IEE N,

A ITH—INTIL <) —IFH

[474#—/37 L (Observables) ]~<—IZiE, MV iAENIZT R TOFT P — T L OB
ANETFENET,

R 16: 7 TH—NT)L Y1) —IE5HR

J4—JLK |88

547 F TP _T ) (EARAIEE) T — X DX A 7 : sHA-256, Domain, URL, IPv4,
£ 7213 1eves

[ FTP—=NTNEET DT — 4,

AT — |\ FTF =T NEGURA D — 2 D,

g(Indicators)

=3 FTHF =TT U TRHRE STV DEE, FElICOVWTIE, Y —A, A~

(Action) Chr—H FZA T =T LV TOTID 77 2 g OMRE (47 2—
V) BESRLTLIIESN,

AT —=RFE Y —ANS [TV v ay (Action) |FRTELMEATE, 47V —
RTNIERA =25 [T 73y (Action) |REEMKTEET, 3F
HZDOWTIX, TID REICRIT DMK (45 ~—2) ZZRLTIZIV,

INT 1)y FT =T NDONRT Y v aiRE (V=R A —H4, 347 —
a INT) LoYLTO TID 7 — X O—WE I F72I1TAB (49 =) Z25MH)
ATl — ANG /AR (Publish) |REZMKTE, A7 —nT7

JVITEIA P — 2 B AR (Publish) |BXEZMATE 7, FRHIZONT
1. TID FBEICBIT HkE (45 =) ZBRLTLIEZEN,

Cisco Threat Intelligence Director (TID) .



B rcaicoms—s071smm

T—JILEa—TOTID 7

ATvT1

ATy T2
ATvT3

ATy T4

ATy TH
ATvT6
ATy FT17

Cisco Threat Intelligence Director (TID)

J4—ILK |EBA

Bz TID BRI A 7Y — "7 V& HH L7z B R,

(Updated

At)

ASEAR AT —FO[TTLIZESN T, A7 — TR TID 5 BT R
s B,

ZOTAarEI Yy I TBHE ATF—RTANRKTA MY RAMIADET
(TIDATH =T NLDHET A U A RBFEIZONT (513—) 25MH) |

—3DT 4L UE
AX—hb 54t | RHEDSAELVR | B R—bEZNET | HR—LrShDBF | 7IEX
VR INA REL AL
WA (Any) | WA (Any) | (Any) | 2 r—oN0 & B/ Threat
Intelligence

Director (TID)
T

. Cisco Threat Intelligence Director (TID)

WONWTNNLDTID T—7 )V Ea—%ER LET,

s[4 2T 1) PR (Intelligence) 1>[Y—ZR (Sources) |

TANE TAay Q) #2270y s L, 74 LREEEZBRLET,
FDT A NE BEOEERINETIIAS LET,

T 4 NV TERILFIINCF BRI S ET,

s[4 2T PR (Intelligence) |>[4 > T b (Incidents) |

s[4 >T 1)z X (Intelligence) | > [3X{E5T (Sources) | >[4 > P4 —#A (Indicators) |

s[4 T 1)z X (Intelligence) | > [3X{EJT (Sources) | > [EEfRATRE (Observables) |

(AT ay) BROBMHETTANZ 7T H2E, Z4nZ T4y Q) #2270y L. FlE2 &
FlE3 0K L ET,

B 7 4 V2 A L T BITo= AR A2 D ET I
TANBEEALTCT—7 V2 EHT DI

7 4 v @t fEnlic

X, [fFv >t/ (Cancel) 1227V w7 LET,
%, [@AH (Apply) 1227V v 27 LET,

THIRRT BITIE. T A2 BHORCHDYIRT A3y (X) 220 v s L,
(Apply) 1227V w7 LTCT—T7NVEBHLET,

(it



I Cisco Threat Intelligence Director (TID)

TID

S

ax &

mzzisrsex [

[ZH T HHEA

TIDIXY —AMBA VT I V2V AT —HERVIALE, TDOY—ADFFT V=7 e LT
A= EFT = NTNNEER LET, BB, N0 T A7 Vo7 ME, #EE
M [T 27 ay (Action) 1B LU [AR (Publish) [EREZMALE T,

AV =2F B AN INODORELCMALES, AV r—2iF, BY—2A%&1>
Lo CERE A,

FTF—=NT ML, BA O — 2D L DOREFMA L ET, AT T L, K
DBA T — B fFOZ ERTEET,

FEANZOWTIE, BLFESRL T Z &0,
« BELOBLID G D TID X E DA (45 X—)

MRS TID RED EFEEXIZHONT (46 2—2)

BEHOHED 5D TID 5% TE DHE A

F TP RTNVNEEOBA P —2 b DGEE. VAT HMITRTOREN LMK LT-ERE
FHEIL, 7RI NICRE X a Tt o a v 2E0 Y TES, OFD .

«[7Z73ar (Action) 1:[7 2w (Block) 1iE [E=4% (Monitor) ] XV X7 T
—a’_‘O

« [2AB8 (Publish) ]:[4> (On) 11X [A7 (Off) ] XV bEXF=2T7 T,

7= & 2 1E. SourceA I IndicatorA & B35 ObservableA (253 A R[EEM N H Y £97,

i SourceA IndicatorA ObservableA
1 (Action) 7wy (Block) 71 v (Block) 71 v 7 (Block)
NITYwa 47 (0ff) 47 (0ff) 47 (0ff)

SourceB 731% T ObservableA % & ¢ IndicatorB (259 5 35A . o AT AL ObservableA %R D
FIOCEELET,

T SourceB IndicatorB ObservableA
124€ (Action) T4 T4 [72 w7 (Block) ]
(IndicatorA 7> ik
7K)
NITYwa 4> (on) 4> (on) [4> (On) ]
(IndicatorB 7> & fk
7K)

Z OHITIX, ObservableA (212 DOENH Y £, 1 DIX [T 7 a2 (Action) |ZREDE
T, I 121X [ (Publish) |FREDOH TT, 7 HF—N"TILOEREL TFETHEL THH

Cisco Threat Intelligence Director (TID) .



Cisco Threat Intelligence Director (TID) |

B exsnr-msrorgziconT

A INT-TID

RIEZ TR LIS A., [727 3> (Action) |F%EN IndicatorA fEIZF%E S 41,
(Publish) ] 7% IndicatorB fEICFRE SN E T,

[ B

RENDLEEEZIZTONT

MR SNI-HELY EEXTHITE, TV TREZERLET, V—A, AV F—% &
T3 A T =TI LUV TOTID 77 v a v OfaE 47 —2) BIOWY—A, AV
A FFATF=RTN LUV TO TID T —F O—FHEIEE 7213 A (49 2—2) %
ZRLTLLEIN, R ShekEL EEETLL, ATV o7 MIERIZOPDLT, 1
F TV FTIREORENMRFFENET,

rmE2F, EESEZREE I, ROTLOBETHRIGT 5L LET,

BRE SourceA IndicatorA ObservableA1 ObservableA2
NT)ya #+7 (0ff) #+7 (0ff) 47 (0ff) #+7 (0ff)
IndicatorA DR EZ FEEX LI-HEG, REIFTKRO LI TR £,

noE SourceA IndicatorA ObservableA1 ObservableA2
NTYya +7 (0ff) %> (on) %> (on) %> (on)

Z DA, SourceA D [ZABA (Publish) ] % E~DZEHE L, IndicatorA {2 HENRIZIZ I A — K
ENRL RV ET, L, ATF—ARTNVOREFHAEME EEXTIHL I ICEFHRESNT
W28, IndicatorA 7> 6 ObservableAl 3 KUY ObservableA2 ~Dfk A& IIHI T SV E T,

%5 ObservableAl DR E% LEXTHHAEIF. RO LS50 £9,

e SourceA IndicatorA ObservableA1 ObservableA2

NT)wsa 47 (0ff) 4> (on) 47 (0ff) 4> (on)

IndicatorA @ [ZABH (Publish) ]&%E~DZE R X, ObservableAl (Z HEIIZII N A — K &7
<72 E£9, 7272 L., ObservableA2 [T EEXEITIIHRE SN TWARWZD, ZNHOEF L5
X %% ObservableA2 [Z /7 A — RENET,

FTHF—=RT N L TliE, EEIRENOHASNEZREICRT I ENTE, VAT AT,
BA LTI DT T = NTNAOFEELELDO I Ar— R BEIICHER L E7,

. Cisco Threat Intelligence Director (TID)




I Cisco Threat Intelligence Director (TID)
V=R, AT =8, EEFTF—RTL LALTOTD 7o a0k I

Y—R AT —3 F=EATHF—INTIL LRXILTOTID 7Y
TarhDiEE

AY—hr T4t (HEDSAEUR|YR—FENBET|HR—FSNDK | 7OER

VR INA R A

WD (Any) | WTU (Any) | WITN (Any) |7 r—23L & P/ Threat
Intelligence
Director (TID)
e

(E)

CHBOT I varEmETHE, TRTOFIKLT 7 v a v BNRESNET, V—RA L
NTT 7 vaviaERETHE, TOTRTDA P —R2IT 7y aryRNRESNET,

AT —=R VLXYVTT 7 varEmETdE, TOFT =T LOFTRTUIKLTT
JvarvinBREINET,

s DT I arvEmETDHE MEBHENET, AV F LNV TT IV a vk
MREL., SNWTY—A LV THRET DL, HExOA T —2D7 7y a raifET d
EC, AV PT—EDT v a YRR SHET, BEHAELVLTT 7 e v E Rk

L, SENTA =4 LNV THlRET D L, [lxDFTH—N"TLDT 72 a vtk
THET, ATV —RTNOT 7 v a UBMERESNE T, BEAREL LT, Blaro v
=207 7Y a NCHBIETRTE ET, MEROFEMIZOWTIL, TIDEEICKIT S
K (45 —) 2L TIEIN,

o 77 v a Nl Be 558N 27T ~—) ZEETLHI LB TEET,

ATYT1T ROWTRNERIRL £,
s[4 2T ¥R (Intelligence) |>[Y—ZA (Sources) |

GE) TID|X, V—A L-YULTOTAXI V—AD T avy 75 rR—FrLTWEHA, TAXII V— A
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