')E— bk 72X VPN

VE— T 7 BRI T A _X—F xv hU—2 (VPN) Tlt, Fa2—FR A Z—xv b
Wi S a v B a—F £ 320V R — k0 i0S £ 7213 Android 7 /34 A &4 1
LT, BENTZEI bRy P —ZIZERCTEE9, XY, TNV TU—T—RNEED
B—h 2y P =T LD Wi-Fi Xy N =7 R ENBEHR 591270 £4°,
T XY NI DYE—F T EAVPN AHET B FIEICOWTEHBELET,

e UE— |k 77 &R VPN OME (1 LX—)

e UE—FTI7EHAVPNDT A B A8 (8 4—)

e UE— b 77X VPNIZHT DERFHEHIRFE 8 X—)
e UE—h 77 A VPN OFRE (9 5—)

s UE—F 77 EAVPNHEDEH (14 2—)

e JE—FTI7EHAVPNDOE=X T (31 —)
cUE—KTIEAVPND NI TN a—T 47 (31 X—)
« UFE—F 77 EA VPN O] (34 _2—)

JE—k 79X VPN DIE

Firepower Device Manager Tld, AnyConnect 7 74 7 > & V7 FU =7 Z{fif] L T SSL#&H T
UE—h 727EAVPN ZRETEET,

AnyConnect 7 7 A 7 > k7 Firepower Threat Defense 7 /XA A & SSL VPN #fi 4 % T = — k
9 % FE. Transport Layer Security (TLS) ¥ 72 (% Datagram Transport Layer Security (DTLS) % f
MUET, DILSIZ &V —#fd SSL e THAT 2 BAEF J OVHHbE O R Bl S du, /3
o MEBEDREELZ TROTWITNAEA LT T =g DORT7 =< ARMELE
9, 7 747 > b3 L Firepower Threat Defense 7 /34 A%, fif§ 5 TLS/DTLS X— 3
radyz—hLET, DILSIEZ 74 7 ¥ bR AR— M55 S E T,

FINA R ETILHDORBEVPN £y > 3 D ORKHE

TR AETNZEESNT, 1 BDT AL ATHIEINDREE)E—F T 7EAVPNE Y U g
UEUZ EEARIT SNET, ZOHIRIT. VAT ALANRT < U ARTETEX W LULIZE

JE—F7YEXVPN .
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. AnyConnect 7 S A7 b VI Dz F7DA I O—F

TLRVWESICHRGFSNTWET, ZRHOHIRIE, Fv /v T 4 7T =71 LE
j—o

TINARXETIL RKRFVE—FT7IEXAVWPNEY S 3 U#
ASA 5508-X 100
ASA 5515-X 250
ASA 5516-X 300
ASA 5525-X 750
ASA 5545-X 2500
ASA 5555-X 5000
Firepower 1010 75
Firepower 1120 150
Firepower 1140 400
Firepower 2110 1500
Firepower 2120 3500
Firepower 2130 7500
Firepower 2140 10,000
Firepower Threat Defense Virtual | 250
ISA 3000 25

AnyConnect 7 A 7 b VI kO xz7DAHAO—F

\}

VE—hT727EAVPN ZRET DX, AnyConnect ¥ 7 NV =T %V —J AT — 3 K
Uru—NTOMERHY ET, VPNZERT DL LS, b0y r—U%7 v 7a—FK
TOHULENDY £7,

BHTOMRE, NTEE, EX 27 0 Ny FEMERT DI, HHTD AnyConnect /N— 3
EHUa— RTH0LENRHY £9, Firepower Threat Defense 7 /31 A DX /- — DX EHIRY
WCHEH LT EEW,

G¥)

Windows, Mac, Linux &AL —F 4 > 7 A7 LT 121 D50 AnyConnect 7 71—
RTEET, 12008 XA FITH L THEED A=V a 27 v 7 — 52 LTS EE
/Vo
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AnyConnect V7 bz 7 DA VR b—ILAR .

AnyConnect V¥ 7 b7 =7 /N - — 31X, software.cisco.com D AnyConnect £ ¥ =7 E U 7 ¢
TIAT U N ATIVNBEELET, 77A4T D [T AR N—LNyr—] /R—
VarkZuru— LTI,

AnyConnect ¥V 7 b0z 7 DA VA F—ILEE

VPN 8t 252 T3 5121E, =—F X AnyConnect 7 7 A 7 b V7 "o =T %A VA h—/LF
HZRENRHYET, BEFOY 7 by =T EAGTREFEH LT, V7 My =T BEEEA A h—
NC&E9, F£721E. Firepower Threat Defense 7 /3 A7>5 AnyConnect 7 7 A 7 2 k& [HEE

AVARN=NTHEHLTEET,

VIR 2T A A =T BHIE, 2—PFTV—7 AT — g TOEHEMERNPMLET
ﬁ—o

AnyConnect 7 74 7 > E BT TIZA VA F—/LENTWDA, #H L AnyConnect 73— =
VT w7 a— REND & 22— FRRICVPNEERE AT > 72BE, B LV S—7 3 >3 AnyConnect
ko TSN, BH SN2 IAT MY T Ny =2TOX v ra—RKef VA M—LEE
IRTHA v E—URNHBICE RESNET, ZOHEMICEY, VT b 2T OEAGARESIC
0 ET,

VT N =T OFRAIDA A k—/L% Firepower Threat Defense 7 /34 A7) 52— 2T> T
5% 6. UTOFIEEZETTLEH)Ica—FIZfHrLET,

GE)

ATy T

ATy T2

Android 8 X OVi0S D= —H 1%, )72 App Store 7> AnyConnect & % 7 2 2 — R4~ 25 MBI
HoET,

FIE

Web 77 U &Ml L C. https://ravpn-address % Bl & £3°, ravpn-address 1%, VPN $ft % 7F
AT HHMNBA LV H—T =2 A ADIP T KL AF TR A M TT,

IO UE—T = AL, UE— R T I A VPN ERET DBHIEELET, mOA 2R
YA Mca s A LET,

2—HE, VE—F 727 EBAVPN HIZRESINTZT 4 L 27 MU = N"EH L CGGRAES L E
T, AT DL, v A URIEFRIATONALERNH Y £,

0T AVRRINTHE, VAT ALK, ME LD AnyConnect 7 T A T RDONN—T 3 URA
VARV ENTWEDEMGRLET, AnyConnect 7 7 A 7> R 2—HFDa L B a—H|Z
RO, FALOAR—=T 2 U THDHEA, VAT LTHBIMIC AnyConnect Y 7 b7 = 7 DA >
A M =&ML ET,

JE—F7YEXVPN .
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B rrows 55050 —F KU L —EER LI 1—FOERS & CRHEOHIE

A VAR TT 5L, AnyConnect 23V E— h 727 A VPN #5252 T L ¥ 9,

RADIUS 5L U T IIL—T R o—%FRALIE-A—YDERS L UVEMN

D il 2]

#158 RADIUS $—/3F 721 Firepower Threat Defense 7 /34 A CEFRINTWND T —TF R
v—7/nb, RAVPN 2=V OB RN (2— P OHEM E 72 ITHR E ST D) 2
TX ¥, Firepower Threat Defense 7 /NA AN T /L—7" R Y U —IZRE SN TV ENE LS
T I AAA Y — DD BIEEZE LGB, AAA =G OFIENFICEE S E

7

Firepower Threat Defense 7 /3 A A IZRONEAfF CEMEZBH L £ 7,

1. M58 AAA — NN ETERIN2—VEN 2 —VREEE2IXR AN KT 5 &, —
NB ZOBEBENREINET,

2. Firepower Threat Defense 7 /31 A L THRE I TW5H 7 /L—7 R Y — : RADIUS #—
76— D RADIUS CLASS JE& 1 IETF-Class-25 (OU=group-policy) DfEZNIE X 7=H4
IZ. Firepower Threat Defense 7 /XA A (XZ D2 —Y &R CL4LRIO 7 N—"" KU —IZAI
T, ZEOITN—=T R —DRBHED I H, =" BIRINLWNEDZEA LE T,

3. BT O 7 s A M Lo TED Y THOREIA—T HY — BT a7 7 A UL, B
D HEARREN G ENTWVDHIED, %ﬂ%ﬁﬁﬁi:n—%g:%ﬂq KNAFTHIL RDOTI—T R
U —0EENTWE T, Firepower Threat Defense 7 /34 AZHHGE T 5T X TOZ—HL,
BN IO A—TFICHR LET, ZOSA—T TR, AAAT— D BIESHD 2—FR
P, FlRda—FIZE DB TCoNZIN—T R —ZiF W EERER SN TV ET,

Firepower Threat Defense 7 /34 A (X, X2 4 — 1D 3076 ® RADIUS J&f:%# ¥ H— s LE7, ff
M9 %5 RADIUS — " CTZN O DBEMENEFR SN TNRWGE, FEITERT O2LERH Y F
T, BUEEERT DI BUEAEIETE S, A7, . XX —a—F (3076) #fEAL
\i—gqo

KDy 7 T, PAR—FESNTWDBHEEIZOWT, [E2RADIUS — N TEZI NS D
EI M, F£72IERADIUS = N2V AT AMEET DM TH DN E I MITESWTHA L F
j—o

RADIUS H—/\IZEESNI-EBH

RADIUS J&: 146 33 L OV 150 1%, FRAER L UGB DO ERDOEGAIZ FTD 7734 A 725 RADIUS
Y= NCEFEENET, KO 4ODOBIEETT T, ThHV T 4 T, THT v 77—
. BLOK TOERDOEEAIZ FTD 7734 A3 RADIUS — N ZEE &N E T,
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5 1: RADIUS |TERIE S M B BIEFTD

RADIUS H— 2 LR [

BX., 24 |V TLERER
B BHES |7 TILFE REAFE - IEME
Client Type 150 EiLS e % VPN IZHE L CWD 7 AT DX AT
2 = AnyConnect 7 7 A 7 > SSL VPN
Session Type 151 I T 2 A ks
1 = AnyConnect 7 7 A 7 > ; SSL VPN
Tunnel Group Name 146 SR U FIDT A ATEZEINTZ, By a VOMESLIC

ER SN T a7 7 A VOL4EL, &EiZiE 1
~ 253 WFHEHATEET,

RADIUS H—/ b Z{E LB

& 2:FTDIZ#{E S % RADIUS B 1

WD 2—HFRATJEMED RADIUS H—3735 FTID /34 A2k S E T,

=k

BHEES

B, 54
7

U IERIE
TILFE

SREAFEf=IXfE

Access-List-Inbound

86

pa2l

T

Access-List-Outbound

87

Pl

T

TR Y A RNBYEOW A, FTD T /31 A Tik
ESINTWND ACL DARTIZHEHLET, A~v—
NCLIJERET 78 A VA NDAT V= b HA
TEAER LET ([T/81 R (Device) | > [FE#HER
E (Advanced Configuration) | >[X~¥— rCLI

(Smart CLI) |>[4#7 2% k (Object) | %
RLET) .

ZNBH?D ACLIE, & (FTD 7354 R AD b
T7 4w 7) F£23FE FIDT A ANBHS
N7 4 w27) HMDONT7 4w 7a—%H4
LET,

Address-Pools

217

pedl

D%

FID7 A ATERINTZRXY NIV—T TV
7 FD4TT, RAVPN ~D 7 T4 T MMEGEDT
RLAT— b LTHEREND Y7 %> b &ikH
LET, [F7Y=2 b (Objects) 1= TH v
O —2 707 FEERLET,

Bannerl

15

pa2l

LTI

SR B A B L EICFRES D AT,

JE—F7YEXVPN .
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B ===
BX., 84 | o ILERIF
B BHEs |7 TILFIE BRI E - IXE
Banner2 36 SCFH LI 2RSS T B L ECEREND AT =D
2 & H DOER4Y, Banner2 1% Bannerl [ IS L E
7,
Group-Policy 25 SCFF TN B SN A /v —7 K1 2 —, RAVPN D
[ /V—77RY v— (Group Policy) ] ~<—Y T/
N—T R —%AERTHLERHY T3, KD
FERXOWFNnE2EHTE £,
o« JIL—TF R —4
cOU=/V—T" R > —4
QU= =T RV v —4;
Simultaneous-Logins 2 LS D Z— W DMENT & T R AT DB O [Rl R ot D
(0~ 2147483647) .
VLAN 140 LSy T —H O A HIRT 5 VLAN (0 ~ 4094) ,
FIDFNSA ADY T A v HZ—T 2 A4 ATH, 2D
VLAN 25X ETHVLENH Y F£7°,

-3

RSA —ZE %25

RAVPNIZx L CoEEREEZRET H N TEET, “BHEREEZFEHT 546, =—W
=YL ERAZT v 7 NRAT—RIZMA T, RSA b—7 >R Duo /XA a— K7 EDiEM
HEHEZHEET I VERSOY £, " EERBEDP2EFEBORIEY — AT L 8ebD
l:i\ 1/)0)%;&/ AT 2ODEENRIE
WZBHEAH T BTV DR T,

VAT AE 2FADOEFEDDIZ
Z, =%

Fili

ELHZLTTARSNLTWVET,

. RSA/Duo — L ORRN T T 1 ~ U Gk

ENRA T 2 ED RSA h—2 & Duo /3 A 21—
70t 2ADRIOEHE L L TORADIUS H— F 72 1ZAD — R LA E D

WOFEONTNNEFH L TRSAZHRTETHI ENTEET, RSAMOEEIZOWVTIL,
RSA D RF a2 A FERBLTLIEEN,

¢ RSA H— % RADIUS — ¢ L CHEHFEFDM CTEH L., TDOHP— 2 RAVPNDO T T A
<~ USREEY — AL L THFEHLET,

ZOFERFEHRT LA, 2 —HFIZ RSARADIUS ' — AN TRESNTWDL 2 —F4 2 fH

ML TREEL.

NRAT—RKE1ERY O—EFH)72 RSA b—7 U ZEFE L, RRAT—F &

=2 Ear~<~TRUDLERDY 3 (password,token) .

. YE—F 7Y EZXVPN




| vE—r7o&Z VPN
RADIUS %%/ L 7= Duo — 2% [

Z O) ﬁf@i ntu uE']j-““ B X %TE{ ‘?’%’)7‘:&’) Z (CiSCO ISE Tﬁj\:{fgéﬂé c]: 5 72) @EIJU)
RADIUS Y — &5 Z & N—KHWTT, 2FEEB D RADIUS — N\ZRFEY— L& L
THREL, BBEWZISUTCT AT 4o 7 =" LTHERELET,

BEEHAZ YR — h 35 RADIUS £7-21% AD —/3& RSA — " %#A L. RSA LSO
RADIUS £721ZAD V— %2 F T4~ VERIFY — A & L THEHT % XL 912 RA VPN 23K E
LEd, ZDOH4E. RADIUS/AD V— NI RSA-SDIZH LT, 7747 b & RSAY—
NHEO T EERE AT LU GRELET,

_0)j3/£7%1§ﬁﬁ‘6 A, = —Y X RSA LIS RADIUS £ 721X AD — N THREINT
Ha—WLEHHLTHIEL, NAT— K& 1 ERY O—FFR72 RSA b—7 &
L\ NAT—=RE =0 vaar~TRUDLULENRDY £T (password,token)

Z O ETIE. RSA LIFLD RADIUS Y — NZFBFEY— N E L CHEL., HBIZISLTT
HIT 4T =R LTHRELET,

RADIUS % L 1= Duo —ZRF25LE

DuoRADIUS H— N7 T A4 <~ VERIEY — A & L TRETE £, ZDHETILZ. DuoRADIUS
FEF e A LET, (LDAPSHRHETODuo 7 77 K ¥ —bE X & OEFEEGIIETT
XFEHA)

Duo DOFEMIZRER E FNEIZ- OV TIE,  https://duo.com/docs/cisco-firepowerz 2B L T 72 &1y,

D%, ODOFIEESZ L L THID RADIUS — (721X ADV—) AL, 2FAD
FHERLLTDw 7 7V R YV—bE 2RI E5720, 77Xy —rs0ORGFEREZIRET S
L IIZDuwo #RELET,

ZOHEEFEHTAEES. 22— Duo i 7 1 ¥ 2B L OESE9 5 RADIUS/AD H— 0Dl
FICEREENTWAH2—H4 . RADIUS/AD — NIZHREENTWAB L —FZLD/RAT — K|
BIOZORIZIKD Duo 22— ROWT N EMHTHZ LT, SIEEITHOMERH Y 7,

* Duo-passcode, my-password,12345 732 K

s push, my-passwordpush 72 £, pushlX, = —WFIZLHA A h— /L EBGENET LTS
Duo‘E/*‘/fll/')?j)U \-muuﬂz%7 > /J%’fnj‘éi 9 \—Duo *El/j_"é‘}:) \—'Ti)zﬁ Li‘?‘

s sms, my-password,sms 72 £, sms (£, T —HFDE/NSA )L TS, RN Aa— ROHF LW
Ny F & SMS A vt —V%FET DK I Duo IHRT 25 AT LET, sms &4
T 2L, 2a—PORBIARITAEMLES, 2—FITHBIEL, 2FHOEFL LTHL
WA a— Re AT L0ERDH Y 7,

. phoneo my- password phone 72 &, phone (X, FEifF=—/L vy 7 #BAEE2EITT 5 X 912 Duo
WHRT 25 AITERHLET,

Z—PZINRRAT— FRFTIEEND L, DuwoRiE 72 % 1IDuo 7 77 K —E R |ZHE L.
Duo 7 77 K H—bRF, ZOEBRNBEBEINTWDIAEN T BXY THRAANHLDOHDT
HHZEERIEL TS, BRI T—HFDE/NA )L T34 AW/ 2 a— K&
T vakEgLET, 2RO Ra—-RNEZIFTAND & v a idDuo TRiEE &
L<—7 X3, RAVPN ’FEL SILET,

YE—F 7Y EXVPN .
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YE—F 72 EZVPN |
B /= r7rexvenD5 o 2EmHs

J)E—FT7OEAVPNDS A o XAEH

UE— K727 EAVPNZRET DHNS, ERT AR TA B ANRT I AR — FEHETHTZ
ERA YY) Diﬁorﬂ4x%%ﬁfék%\17xf B RE DS A 20T 72 > TV 5 Smart
Software Manager® 7 7 W o F 2l L TRERT DML E R H Y £4, £z, 74 X%
HHLTHEZRET S Z LIETEERA,

EBIT, WOVWTNHIDYE—F TI7EAVPN 7 U AFMEAL, AT HHERHY
F 9 : AnyConnect Plus, AnyConnect Apex, AnyConnect VPN Only, Zi1 5D 7 A & A,

ASA Y7 R =7 R=AD~y oy FCHEMSND LIS TS ElmEt v b2 A
T 5 & D IERFF STV E I3, Firepower Threat Defense 7 /3 A TR U X 5 icbi £97,

FTA B REHINZT HIZIE, [T/A1 R (Device) |>[AY— kT4 X (SmartLicense) >
[BXFEDFRT (View Configuration) | Zi%{R L, [RA VPNZ A £ X (RA VPN License) ] 7
N—T Tl 727 A4 o A& 3R L9, Smart Software Manager Account Cfif JH [ §E72 7 A
VARMETY, TA B ADEIMEOFEMIZOWTIX, A7 a v T8 ADHME L
MbaESR L TS0,

FEAMIZ DWW TIL,  [Cisco AnyConnect Ordering Guide] — (http://www.cisco.com/c/dam/en/us/products/
collateral/security/anyconnect-og.pdf) ZZH L T< 72 &\, http://www.cisco.com/c/en/us/products/
security/anyconnect-secure-mobility-client/datasheet-listing.html (Z1%, fEf TX 52D T —#
P—hrbdHY ET,

JE—F 72X VPNIZEHT BFTEFIELFHIREIE

RA VPN #RET DI, WOFEBEFHEFHIRFIRICER LTIV,

« [d] U TCP A" — R DA UA > ¥ —7 = A AT Firepower Device Manager 7 7 £ A (FELT 7
A UARNOHTTPS 77 £ A) & AnyConnect U E— K 7 7 = A SSL VPN D i )7 % 3% &
THZ LI TEERA, mEXE A X —T oA AZY E— |k T2 LA SSL VPN

ERRET 2% 6. A— b 443 THTTPS #EReH DI A & —7 = A A BB 2 LT
FH A, Firepower Device Manager CII Z AL D OBEREICE SN H R — R ERETE R
W, FCA v H—7 A ZATHlHOEREITHRE TE EE A,

e NAT L—/LDEETT KL AL UVE—RNTI7EAVPNT RL A F—/LOEHET KL R
AT EEA,

*RADIUS h—7 > & RSA h—7 &M H L C 2ERGE 5%#5& FEAEDEE,
T7ﬁ'/l/ Fo 12 %/@n»upﬁy/rATW T i?jj«:g‘ TIE i nftﬁ)?fbﬂi'@:/v 774
T hTaTrANLDF EkiUT/7D%F(OA%“) S L TWA LSS, A
A& I AnyConnect 7 7 A4 7 b 77 7 A VEAERR L, £ & RAVPN T =2 7 7 A
JVZHEHAT5Z I8, BEEXA LT U B 1@7&&%”??" EMTEET, BAEZ A LT U
60U EIZT 22 2B LET, ZHUTEY, 22— OFFEB L' RSA h—7
ORI E, P2 DT TR /74%&0)7‘_&5@4“ FIREFREIG HILE T
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| YE—F 72X VPN

yE—r7oex N0z [

)E— b 72O tAXAVPN DEETE

74T hDOYE—K T 7 EAVPN ZANMET DI, WS ODOHEE 2R ET 2 MEIN
HYFET, RKOFIEEFATLET,

FIE

ATV Tl FA B 2AERELET,
RD2HODTA B RAEFGINT HHERDHY ET,
o TRA AERET HERT, =7 AR — MEBEREIZ % L CH ML S 4172 Smart Software
Manager 7 7 7 > MZ X > T2 7 AR — MfllT 208 ZHY £3, VE—FT7EX
VPN ZRET AL, FORNCERT A v o A0S 2w 0ERNH Y £,

Fim, FHMETA B RAEHH L THIEZRTET DI EIXTEEHA, T3 AEXET D
FIEIZOWTIE, T ZADEFESRL T IEE0,

e UE—FTI7HBAVPN T4 A, ML, VE—F T2 EAVPN DT A & Agff
8 X—=) ZZRLTLKLEIN, FA BV AZHEDITHIZIE, A7 var T4
ADFEME L B2 L T EE0,

ATy T2 GEFAELZRELET,
FERAEIL, 794 T FET AL ADOMO SSLEEG 2 FRFET D 72O ETYT, FAIEER SN
7= VPN [ @ DefaultinternalCertificate #3252 & &, MEIIEKTHZ LT E T,

RGEICEDINDT 4 L7 b Y LV AR SR 2 T 2 AR, IS D CARERE 2
Ty 7u—=RRTORERHY ET,

EEAELZFNLDOT v u— RHFEOFEHICOWTIT, SFAEORTEZBR LTI,
ATFYT3 (FFvar) 7I9AT N Ta s ANLOREBLOT v 7 e —K (10 2—2) |
ATy T4 VE— b 22—V EBATL2HEOTHEAINDTAT VT 4T 4 V—AEHRELET,

VE—RTI7EBAVPN OO T A LV EFFA[TH2—F T HU L MIROY —A&FEHTEE
# ﬁb@’\7?47y%ﬁ%£%$@T\itﬁ?%%y?4?4y~x&@%éﬁf\
nmu '{ﬁﬁﬁwf5 J:7§>'C‘é<§2@‘*

* Active Directory 7 A 77 47 4 LIV A FTASVGRIEY —RE LT, 2—F T A Y

v b Active Directory (AD) H— R_TERINET, ADTAT T AT 4 LILADK
EEZRLTLLTEE N,

*« RADIUS — X J )L —7" 70'7/])'7)3571:_ i“leJ‘/ﬁf)qu/ X(ELT uAthiU?
BT 47, RADIUS = L —T DR EEZSHM L TS0,

» LocalldentitySource (2 —H /L 22— F—HX—R) : FF7 (<) J—RAF L7 +—/V
Ny J—=REL T, TNA A CHSEL—VPEERTEES, M —"2HT L&
IXTEFERFAL, 744NNy 7 V=R L TRV T —FX=2A%EHT 55451

YE—F 7Y EXVPN .
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YE—F 72 EZVPN |

B /57 r7oorqromEssvryTo—F

ATy TH

ATvT6
ATy 71
ATvT8

ATvT9

PFREY — S TER LI b D LRI La—F AR T — REERLET, B—H/ 2—
FORELBBLT IS,

(7 a>) RAVPNO I L—7 KUY L —DF!E (24 =—7)

TN—7"KR) =i, 2—PIEETLIEMZERZLET, J—TF A= FI2HED
WTC, UV —ANDEST 7B AT B2 N—T R v—2RETDHIENTEE
T, FRE. TRTCOERTT 740 b R —2HATH2 b TEET,

RAVPN #fi 7 a7 7 A LOKRE (15 2—)
VE—hKhT77EAVPNIZLED N T 74 v 7 DFA (123—)
YE—hK 7278 AVPNREDHR (12 =) ,

RO TICETARENEAE LG/, VE—FNTZ7EBAVPND T TV a—T 4
7 (31 —=) ZBRLTLEEN,

(ATvay) TAT T 4T 4 R —ZFDNILT, Ny VT RIEONL—VERE L E
7,

Ry o7 a—WRIEEZANCTDHE, VE—F TI7EHAVPNRBE TR A U Ha2—PN
v aR—RICEREN, RIT—NONT 7 47 —FHMEL LTHEHATEET, Ny
VITRBIEE AN LR WEE, RAVPN 22— (X7 7 7 4 TiGER Y o — I~ T 25/ D
MEHTEET, ¥y vadh— RFO2—PFEFEREILINT 7 1 v 7 REHO 2 —FIFHREZ TG
THNE, TATT 474 R —52FRNTHHLERH Y 7,

JOJ7AILDEES LUV 7y T7O—F

AnyConnect 7 74 7 K 707 7 A )LiL AnyConnect 7 7 A 7~ Y7 "o =T &L bz
TAT M ra—RENET, ZhoD7 e > 7 A ud, EEIRFO B8 & B B
fie. = K —47% AnyConnect 7 7 A 7 > MREERER L OGEMRECTA T v a v a2 AR
LT EBHAINDINEIMEVSTe, RO TAT o MNEEA TV a v EERLET,

UVE— k772 AVPNEHZ X ET DERICINRA v #— 7 = A ADFERESA A N4 (FQDN)
ERETDHE, VAT LANHBNIZZ 74 b 7T 7 7 AV EERLET, 20O7Tue 77 A1
T, 774NV MOREDAINET, 774 777 AVEERLTT vy 7 r—R
THUENHDLDIX, 774/ NUSNOBERMLERGEDHTT, 774 a7 7 AL
AT arThHZEICERLTLKEZN, 794 N a7y ANeET vy 7a— RLRT
AUZE, AnyConnect 7 7 A 7> MI7 a7 7 A NV THIBEISND T XTOF T v a T 7 4V
FNOBREEFEHLET,

. YE—F 7Y EZXVPN
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| YE—F 72X VPN

\}

9547 FazrarngEssvry7o—F [

G¥)

WE DRI, = — P T & D5 E DT T% AnyConnect 7 74 7 > MIERIHED
IZIX, VPN 7 7 A )L DH—,3 U X NI, Firepower Threat Defense 7 /NA A DINHKA X —
T2 A AEGEODLVENHY ET, 7T RUVAEZITIFQDN #FKA K = ) LT e 7y
AMTBIML TWRWES, By a7 v FiIdEl s E YA, e xid, FEFERE
%Wﬁb\ﬁﬁiﬁEEkL@ HLESATH, TR 7 A NMIT N, AR A =2 b
V&L TEMLZTIX, ZOiEHERSITIEAINET,

WRIZ, [F7 ¥ =7 b (Objects) |"X—T CTHEHEAS TV =7 FElEkd LOWRET 2 HiEIZOW
THHALET, #7727 b URANMIERESND [#HHAnyConnect” 74 7> b a7 7 A )b
DYERY (Create New AnyConnect Client Profile) 1V > 7 %27 U » 2 LC, AnyConnect 7 7 A 7
YETRTIANF TV N TR Ty A T anT 4 OFREFITEKRT L2 HTEE
7

1R BHHIIZ

TIAT o "I T7rANET v 7 u— T 5120%, TORNI. LFOEXE2ITHO LERH D
i‘é‘o

« AnyConnect @ [Profile Editor - Windows / Standalone installer > A h—= (MSI) | #X 7
ya—RFLTA YA =L LET, TOA A=) 77 AL Windows EH T, 77
A JL44 13 anyconnect-profileeditor-win-<version>-k9.msi T4, Z Z T, <version> |3 AnyConnect
DRX— 3 2 TT, =& 21X, anyconnect-profileeditor-win-4.3.04027-k9.msi ® & 9 724 Hif
2RV ET, TuT7 7 AN T 4 A A M—T HHEN, JavalRE (1.6 LIFE) & A
VAN THMENRDHY 9, software.cisco.com 25 | [AnyConnect’!Z XaT7EEY T4
7547 >k (AnyConnect Secure Mobility Client) ] %7 = U (2574 31TV 5 AnyConnect
TaT AN T A B EAFLET,

T T AN T 4 ZEFEHALC, BRELRT a7 A NVEERLET, Tu T 7 AL
X, ANEBA v B —T 2 A ADKRA M ERIZIP T FLAZIEETHALERHY £9, 3
HZOWTIE, =T 42 DA TA 2 ~NVTEBRLTLTZEN,

FIE

ATy T1 [F7 =7  (Objects) ] 2N L TH 5, HKT[AnyConnect” 7 A 7> 777 AL

ATy T2

(AnyConnect Client Profile) ] Z &R L £,
RONWTNNEFITLET,
e F TVl NEAEKT DI, [HARFEI Y v LET,

ATy M ERETHICE. ATV FORE (edit) 17 A3y (@) 22002
LET,

ATVl MIHEM TN TWD T e T 7y A Va2 X T ra— T 5581, HRO47
Y/ hO[FUrua—1F (download) 742> (&) #27U w7 LET,

JE—F7YEXVPN .



JE—R 7Y RPN |
B = +70exvNIzEB 570 v oo

SRINTWRNWAE T V=7 MEHIRTHICIE, A7V FO[ZHF (trashcan) [ 7 A =2
v ©) 27V v LET,

ATy T3 KEiEAN L, AT arTHT V=7 FOBHEANLET,

ATy T4 [7Ty7a—FK (Upload) 127V v s L, 7077 A)VET 4 X&ffio TIER L7 7 A V%
BIRLF7,

ATv 75 [BA< (Open) 1227 Vw7 L TCTurryANET v7ar—RLET,

ATY7T6 [OK] 227 Vw7 LCTAT V=7 hEBMLET,

JE—FTF7O9EAVPNIZED ST 4 v DT

VE—KT7Z7EAVPN XV ND T T 4 w7 7a—Z2FCT 5120, IROFTFIEDVWT
nrEFEHLET,

« sysopt connection permit-vpn =~ > RAE L E£T, ZAUTKY, VPN#RE —ET 5 k
T4 IM™T A arytr— K r—mbRsnET, Z0avr ROTF7x
JV N X no sysopt connection permit-vpn T, VPN N7 7 4 v 7 %7 7 A a2 ha—/L R
Y —THiFAT20ER DL Z 2 EWLET,

UL, AR =R Y E— K TZEAVPNT KL A 7F—)LADIP 7 KL AZR0 T
EFTIENTERWIZD, VPNT I 7 4 w7 ZfFa 425 X0 bRERGIETT, Rl
VPN F 77 4 v 7 BRESHRNZ L TT, 2F0, RALT 7 A LOMR#, URL 7«
NEN T ZOMDEERERNS T 7 4y ZITHEASNEEA, ZHE, P70y
TR B8EiA N2 MIFEAETT, Lo THEHSY v o =R — K TiX VPN 853 %
BRIV EBERLET,

ZOaxy ReRETHITIE RAVPNER 7T v 7 7 A VT[S SNE T 7 4 v 7T
TR Fu—)VR Y —%&/ANAT 2% (Bypass Access Control policy for decrypted
traffic) 147> a v A®IRL 9,

e UE— KT I7HBAVPNT KL A P —)LiInS O T T 57T 7 & Al — 1 & {ERL

LET, ZOHETIE, VPN N T 7 ¢ v 7 BEHEEICHRE S, SER— A 2860
AT ET, RAIE MBOL—FNIPT RLRZATS—7 47 LT, NElRy hU—
JWECT 7 RALRLT LK 2D ETT,

i =
JE—k 71X VPN HRTEDHEDR
VE—FT77EBAVPN ZHREL, REEZT A AZEEALZ T, VE— M EREITZD D
L EMERLE T,

RERRAE LG/, Voo va—T 407 Py ZICEE@EL, MBEOEE BRI
SNCET, VE—FNTVHAVPNDO RN T TNy a—F 407 (31 2—) 2BBLTLTE
Sy,

. YE—F 7Y EZXVPN



| YE—F 72X VPN

ATy

ATy T2

ATvT3

yE— 7o 2N EEoRER |

FIE

AR B U —2 6, AnyConnect 7 7 A 7 > M &M LT VPN 8k & ffes L £ 7,

Web 77 U &Ml | L C. https://ravpn-address % Bl & £3°, ravpn-address 1%, VPN $t % 7F
AT HNHA L H =T 2 A ADIP T RVAEZIEIHRA N TT, BRBEIGET, 7794 T
FIT MU T A ARV, #RET T LET, AnyConnect Y 7 NV =T DA A h—
NHE 3R—=Y) 2ZRLTIEE N,

7 V—"7"URL Z&E LI2GaiE, ThH?D URL b T ES 0,

TNAACLIIZRZ A LET (CLI (A~ RIAL U A HF—Tx2AR) ~DOulA{ &5
M) . F7iE, CLIay Y — L &2E £,

show vpn-sessiondb =~ > RZfEH L C, B/EDO VPNt v v 3 ST HMEHREZFZTRLE
D

WEHEHRTIZ, 7277 4 772 AnyComnect 7 747 by ay, BLXOREBEEYy v a v
¥, U—JREEya B FET VT4 Ty a VOB HRMNREINET, KiF, avr
K226 O BT,

> show vpn-sessiondb

AnyConnect Client 1 49 : 3 0
SSL/TLS/DTLS H 1 : 49 3 : 0
Clientless VPN : 0 : 1: 1
Browser 0 1 1
Total Active and Inactive : 1 Total Cumulative : 50
Device Total VPN Capacity : 10000
Device Load : 0%

Clientless : 0 : 1: 1
AnyConnect-Parent : 1: 49 : 3
SSL-Tunnel 1 46 3
DTLS-Tunnel 1 46 3
Totals 3 142

AnyConnect SSL/TLS/DTLS : : :
Tunneled IPv6 : 1: 20 : 2

YE—F 7Y EXVPN .
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B y=—r75txven

YE—F 72 EZVPN |
REDNEH

AT v 74 show vpn-sessiondb anyconnect =~ > RZffifl L T, BI{ED AnyConnect VPN £ > = (TR

T oREAIE R 2R LET,

AETEECIE, B STV b, 51 MIE G MR EORMEHERIE £
£, VPNES 2T 556, Z0a~xy FelREITT 5 LMME A MREZEASA MR
BODHDNRDLNY 7,

> show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : priya Index : 4820

Assigned IP : 172.18.0.1 Public IP : 192.168.2.20

Assigned IPv6: 2009::1

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel:
(1)AES256

Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAL
Bytes Tx : 27731 Bytes Rx : 14427

Group Policy : MyRaVpn|Policy Tunnel Group : MyRaVpn

Login Time : 21:58:10 UTC Mon Apr 10 2017

Duration : Oh:51Im:13s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : c0a800£d012d400058ebfff2

Security Grp : none Tunnel Zone : O

)E— 7O A VPNEEDEHE

ATy T

UE— K~ 727X VPNER T v 7 7 A V%, SMB—H 28 AnyConnect 7 7 A 7 > k& Al ]
LTCUAT AMI VPN EREITAD L OICTHAREEERLET, &7 77 A iE, =—%
OGRS D AAA Y — N EGEAE, 2—FDIPT KL AZH VY THHDT RLA
T, BIOSESEha—VmMTEEEERT LI IIN—T R v—%2ERLET,
B2 —F 7N —TICA B — R RUET DLER D D56, TR HFEE Y — AN
HOGEX, BEOT e T s ANVEERLET, & 2IE. BOOMBRN R D385 — %
BT 2R 22 E A LSS, SOOI — " 2HHT2H LI —TF D7 a
T ANEERTEET,

FIE

[T/34 X (Device) |>[1JE— 742t AVPN (Remote Access VPN) | 7 /L — 7T [REDFK
7~ (View Configuration) 1 %7 U > 7 LE£7,

. YE—F 7Y EZXVPN



| vE—r7o&Z VPN
RaveN 27077 A L0EE I

TN—7120F, BUERESN TV AR T 7 7 A NVBL ORI NA—T R —08IZ BT 548
EERNFERINET,

RATv T2 BRO #7717 7 A /L (Connection Profiles) 1% 7 U v 27 LET (RBIROEKH)
ATV T3 RONTNNEFEITLET,

LW T v 7 7 A VEERT BT, [H 22 ) vy 7 LET, dElARFIRIC OV T,
RAVPN##i 72 7 7 A VDOFRE (15—) 2L T ZEN,

c[Fr (View) [ RZy (@) %2707 LT, #7077 AL L B TIEOREE % B
x4, MENTHRE (Edit) 1227V v 7 3THELEEMT2E7,

< [HIE% (Delete) |R% > (O) 22V vr45L, RERBEGE T 7 7 A LEEIRTE £
‘a‘o

BT T 7 ANDA—FEFEREEERT DI BRD [Z—T R Y > — (Group
Policies) ] Z3#IR L £4, RAVPN DV /L—F KU o —DRE (24 2—2) 2BRLT
<TZEY,

RAVPN i 7R 77 A ILDERTE

VE—RKNTZ7EBAVPNER TR 7 7 A NVEAERT D E, A—L Xy NT—2 72 EDOINBFR >
NI —Z M5 ThH, 2—PIEINE Ry N =2 ICHETE D L9107 4, B3R5 5
WIS T 5121, o7 a7 7 A V2B L £,

1R BRI

VE—K 7272 (RA) VPN ERHZHET DA, UTOZ EE2TWET,

« B 72 AnyConnectY 7 b7 =7 /X /r— % software.cisco.com N5 T —7 AT —31 3
WX 7 —RLET,

s UE— N T 7 BAVPNEREK T T D84 > X —7 =4 AX, HTTPS Rt #5735
BHT /A YA MEREOZ L L TEEH A, RAVPN 2R ETHENS, AMA 7 —
T oA A6 HTTPS L— L2 BB LET, BT 7R VA NOBRELZSR L TLIFE
AN

FIE

ATFvF1  [T/A X (Device) |>[JE—bT7YtAVPN (Remote Access VPN) | 7 /L —7 T [REDE
7~ (View Configuration) %27 V v 7 L£7,

TN—T10F, BERESNTOWHER T 1 7 7 A VB L OV =T R v —OBIZBET 58
WA RRENET,

JE—F7YEXVPN .
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YE—F 72 EZVPN |

B ravengToo s LomE

ATvT2
ATvT3

ATv74

ATvTh

B D [#%i7 v 7 7 A /L (Connection Profiles) | %7 V v 7 LET CRENROEHE) ,
WROWNTNNEFITLET,
cHLWE T e 7 s A NVEERRT A, [H1 &2 27U vy LET,

C[FF (View) [RZY () 22V w0 LT, 707 7 A L & 5k FIEO S % B8
FET, MEANTHRE (Bdit) 1227V v 2735 EEENMTIET,

BRIt m I 2R E L E

o [¥E5i 7 10 7 7 A V4 (Connection Profile Name) ] : A~X— R & & DT |TH K 50 LF-T,
ZOEEROA4RTIEZEE LE T, fl. MainOffice, IP 7 L AZ4RTE LTHEMATE 4
/Vo

GE) ZZTCANTH4HID, AnyConnect 7 7 A 7 2 O ) A MIFRRINET,
=PI Lo TEROD DL LR EERLET,

[/ Vv—TFxTA UT A (GroupAlias) ]. [Z /L —7URL (GroupURL) ]: =A U 7 A|ZILFF
EOPR 7T 7 7 A NVORBEL—F L EZIZURL 25052 N TEE9, VPN 2—H
I%. FTD 7 /34 ZA~OFHERFIC, #fic U A b T AnyConnect 7 74 7 DA U T A4
IBNTEET, #7707 7 A NVARNIEBNIC V—T 2/ VT 2L LTEMESILE
R

JN—FURLOUAMLRETEET, ZOVU A ML, VEt—b 77 %A VPN iz B
BT H Xy RARA V EBRRIRTE DY A N CTT, =2—F NI V—7 URL ZfEH L
TEfT 256, VAT AFHEIBMICURL & —EI 28k a7 7 A V2 HEHLET,
Z@DURLIX, F£72 AnyConnect 7 7 A7 2 bWA VA M=V INTWRWT T4 7T MZ
XoTEHENET,

IN—F A YT AL URLEZMLEREZTENMLEY, Zhbox A Y7 AL URLIE,
FNAATEZEIN TSI RTOFERE T2 7 7 A L T—ETRITINER D EHA, 7
JL—7"URL X https:// TlaD B BN H Y 7,

7o & %X, TContractor] &9 A U7 A& 7 /L—7 URL
lhttps://ravpn.example.com/contractor] 23& 5 & L'£J, AnyConnect 7 7 A 7> h&A
A b=t 5L, —PIFHEHIZ AnyConnect VPN O Ry 7 &7 J A N T/ L—

T AT RAEBRLET,

TIA<) TAT T 4T 4 V—A, BIOMEISU T EFY V—REZHRELET,

INHOAF T a ik, VE— R TR VPNERZANCT 57207 3 AZa—
PRRAEZAT O FIENRESNE T, KOWHERGIET. AAA OB LA L. KIZAD LL A
2§ 50>, LocalldentitySource ZfF 45 Z & TF, [R&FEX A 7 (Authentication Type) ]
IR D FIEEERTE £,

* [AAADZ (AAAOnly) |: 2—HPH ERAT— RIZESNWCa—VE2RAEB L OFR A L%
T, B, BT 0 T 7 AL DTZDDAAADHE (193—2) 2L TSN,

. YE—F 7Y EZXVPN
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ATvT6

ATy T17
ATy T8

AFvT9
ATy 710

RaveN 27077 A L0EE I

«[Z T4 T v FFEHED A (ClientCertificateOnly) 1: 7 7 A 7V 8T XA AT AT T 4
T A REAFICESW T —FZFRIEL £ 3, 3L, #7e 7 7 A L O7-H OFEFETR
REDRRE (22 5—2) #ZRLTIEE,

s [AAAB L OV T4 7 v MRFE (AAA and Client Certificate) | : Z—H £/ AT— K& 7
TAT U N TNAATAT T 4T 4 GEHEFEOW FZHEH L ET,

PIGAT L RDT RLVA F—LERELET,

T R A 7= UL, VPN#EREMEN T HE X, VAT INIVE—F 77472 MIEID Y
THIEMTEDLIPT RLAZERLET, OV TIL, RAVPNOZ ZA4 7 K 7K
L ZREDOHIE (23 2—) ZBRL T I,

[k~ (Next) 1227V v 7 LET,
ZoTa 7 A NEEHT DX, [/ v—T R Y — (Group Policy) ] Z#IRL 97,

TN—T R —E, bRV OMEIHIC—FEROBM AR ELET, Y AT AT,
DfltGrpPolicy & WO ARIDT 7 4V b Z—7 R —NH Y £9°, LERY—E R 2t
THEOICBMOIN—T R o—%ERT 5 LN TEET,

TN—T R —%ERT DL, TNA—TORMOMEREREINE T, BETDHITIIMERN
T[fWE (Bdit) 1227V v 7 LET,

VIR T N—T R —=DPFEELRVEEIE. Fry T X XD H LW AL—TRY
> —DfERK (Create New Group Policy) 1 %7 V v 7 LE7,

TN—7 RY T —DFHMZHONTIL, RAVPN DV L—F R S —DHRIE 24 2—) &%
LT &0,

[K~ (Next) 1227 Vv 7 LET,
=NV EEATWVET,

INHOF T a Nt KR T T A VIE SNE T, RO 0 T 7 A NV EVER
LD, INLOFT v a N3k os 7 a7 7 A VICHERRRESINE T, BHEITDH L, T
TOREEINTWAIER T 7 7 A NVNEREINET,

(TNAATAT T 47 4 FEE (Certificate of Device Identity) |: 7 /5 ADT A T >
T AT A ERENLT DTN T 2 NHREA 2B L £ 97, K87 VPN Bkt 258 17
DIIE. 7747 PN OREHEEZAR T LLENDH Y £, ELEREAENLRWGE,
Key7ZT )2 o FENEIEHEOIER (Create New Internal Certificate) 1% 27 VU v
7 LET, GEHEEZRET OLENDH Y £7,

s UMEA 2 #—7 = A X (Outside Interface) ]: UE—F 77 & X VPN #fi & ffr 45 &
TN —PRET DA v X —T oA A, ZIUTEEINE (X —F v MIEf S
72) AVE =Tz A RATTN, TAAREZOERRT R 7 7 A VBRI AR—FLTNDHT Y
RFa—HMDOA v F—T 2 ADNTHNEZRIRL E7,

o [INERA B —T = A AHSERER K A A 4 (Fully-qualified Domain Name for the Outside
Interface) ]: A > ¥ —7 = A A% (i : ravpn.example.com) ., ARIZIRET DHE, 7 T4
TR TR T A NBMERSINET,

YE—F 7Y EXVPN .



B ravengsosr 00

YE—F 72 EZVPN |

P

X JE

GE) =—WIF., 7947 Mo TVPN T &4 5 DNS — 328 Z 04 FiD
OAHA L H—T 2 A ADIP T RVAZRTE XL HOICTHEENRH Y F
3, B# 45 DNS % — N2 FQDN ZEM L £,

EHEENE N T T4y TT /A b= VR =& X2 % (sysopt

permit-vpn)  (Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)) ] : VPN
NI T4 2T 7B ARIBARY =2 AT 50 E D0 BEENIZVPN b T 7 4y
I TI7ANITT 7Ry ba— VR U= VAT v a v OXIR LD T,
EEESNTZ T 74 v TT 78Ry ba— iR v —%/1( 8245 (sysopt
permit-vpn)  (Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)) | ZH%h
2T 2L, TIZRAGERY =3 A R2ASNETH, VE— T 7 EAVPNOBZA,
AAA Y —=IpBH 7 u— RS2 VPN 7 (/L% ACL B L UNEGE ACL (35| S #e& VPN
N7 4y ZICEHSNET,

DX T avEERINT L LIZ, VAT AN — 3 LERTE TH D sysopt connection
permit-vpn =~ > RZFHETHZ EITERE LTS E SV, Zhik, A ~E VPN 8o
FRIC O EL 2 E T, £, 7 m 7 7 A VEERTIOA T Y g VITER 5B R %
THZLEFTEETA, ZOMERIL, TXTOTR T 7 AV TEHEFA 7 DOWNT )
LRV ET,

ZOFTva rEERLEWGS, MR —F RV E— RN T 7EAVPNT RL A 7 —)1
WOIPT RVAREBEATS—T 47 L, Xy NIV—JIZT 7 RATHEBENRH D 7,

ZOHEBIE, T RVAT—UINEY YV —ANDT 7B AT 5T 7 AGEL—L
AET 2B RN D DT DT, 77 v AMEL— LV EERT 256815, &MExIP 7 R
VA T3, 22— HRREZHH L CT 7 82 2HIHT 25 Z L 2Bmat LT a0,

ZOF T a rERIRTHRAIE, VPN T 7 4 v 7 BREINRNT ETT, DFED,
BN 7 7 AN, URL 7 4 VZ VT ETIXTOMOEERBEENR T 7 0 v 71
HHINETA, ZHUX. FT7 70 v ZITkT D8 A N0 MIFAEET. Lzdi-> TR
Ay v a R — KT VPN # BB ES NnZ EBER L ET,

mmﬁ@(wﬂ&mm)])%%FT??XWWIVP%%VFk@A&ﬁF?74V

(k95 NAT B %2 %1 51201%, NAT SRz Ashic L4, VPN T 7 4 v 7 %
Mﬂﬁ% L2RWEEIE, AMEB L ONE A &2 — 7 = A AT B BEAFED NAT /L—/b
#RAWW?FVX7—W_%%éﬂﬁ% L EER L TL &V, NAT %k v—uik
BEDEREILTA L =T 2 A AL Xy NT—T OB ORI TDHTFEAST
7 TAT T 4T 4 NAT b—/L T, NAT R U —Zidmk S nd, FEFoRIcn £
T, NAT fRE AN L72GE. LR bRETH2MERH D £7°,

T RTCoOER T 7 A NVICEH SIS 7 n— VAT a U ThhHZ EIZHERL
TLIEE, Lo T, f ¥ —T x4 ABIUOWNE Ry MU —27 Z2BIN4 5721 T,
R L72NTLIZE N, ) ThWEE, T CILEREADZOMOER T a7 7 A LT
ARTCIERT D NAT SR ENE L INLET,

o [NifA 5% —7 = A A (InsideInterfaces) |: VE— h 2 —FNT7 7 AT LA >
NID—=0 DA B =T oA ZAEFIRLET, ZHHDA U F—7 = A XITKx L TNAT
= VBB SV E T

. YE—F 7Y EZXVPN
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ATy 7N
ATvT12

ATy 713

g@In77Loronamangz ]

« [NEBxR >~ FU—72 (Inside Networks) ]: UE—h 2—FRNT 7 ERXFTHHNEHLR > b
V=0 %KTHy NI—0 A7V =7 FE@RLET, Xy FU—2 U X ML,
YHR=FLTWDT FLR TN EFUCIP XA T 2@ 00BN H Y £,

* [AnyConnect’N > - —" (AnyConnect Packages) ] : RA VPN $#¢ CH 74— k3% AnyConnect
DFERA ANV YT RNT2T A A=V, Nyr—U T80T, 77404 (k%
Gie) A 60 3CFLAT THIE L9, Windows, Mac, Linux D= R7RA > Mt L THl %
DRy lr—V%T v 7ua—RC&ET, 2L, BRs87a 7 7 AV CTRRD Ry
F—=UERETDHZEFTEEYA, MOTa 77 AN Ny r—N T TICHRIESN TN
L%6. Ny r—VIIIERNCERESNE T, ERETLLE, TXTOTR T 7 A APEHES
WET,

Software.cisco.com N H /Ny A —UE X a— RLEd, =0 RARA v MIEY AR Ny
T=UNA AR INTWRNGA, 22—, 2 —FRERIC Ny =V aH T
H—RLTA VA= THEIRODBNET,

[K~ (Next) 1227V vZ7 LET,
P~ —ZMERELET,
wANZ, B~ U —NELWZ 2R LET,

WIZ, [FNE (Instructions) ] %727 VU > 2 L, AnyConnect /7 N7 =7 ZHMHNIA A h—IL
L., VPNEDBTE T TEXAILEET AT D10, = R a2—V R Me2T 508N L0 %
R LET, [28— (Copy) 127V Z7 LTCINLOFRIEEZZ Vv 7 HR—FiZae—L,
a—PICEA L E T

(¥ 7 (Finish) 1227V >y 27 LET,

RDEZRY

VE—hKT727FBAVPNIZLD N T 7 4 v 7 OFFR] (12—) TEBHLELSIZ, T
T4 IBVPN bRV THFAIENTWAZ LR LET,

EHTO7274ILD1=60 AAA DETE

FORE, A, BIOT AT 4T (AAA) Y—NF, 2—F RV E— K T EA VPN~
DT IV ERAEFAIENLNE I DEHMT 57202 —FH XA T—REFERLET,
RADIUS h— R ZHE AT D84 1%, RESNT Y VY —A~DEST 7 v A2 Mt4 572012,
AL STz 2 — R TR AT L-L &2 KR T & £9, AR 2835 72 DI RADIUS 7 41 7
VT4 AR EHT L TEET,

AAA ZRET DR, TI9A~V TAT U T AT 4 V—AERETHLERHY T, B
VEY V=R T =Ny V=R FA T a9 TT, RSA h—27 R DUO 72 &2 {#E A
T35 TEREAFELETIEAE. B F) V—REFEHLET,

YE—F 7Y EXVPN .



YE—F 72 EZVPN |
BHTOT 7ML D=5HD ARA DERTE

TS5AR)TFATUOTATA IV—ADAX T3>

[2—YRIHDO T FZ A~V T AT T 47 4/ —A (Primary Identity Source for User
Authentication) |: UE— F 2=V OFRIEH SN T TA~) TAT T 4T 4 YV —
A, VPN iz 52 T4 5101, T R a2—FRZDY —=AMEED T +—Ry 7 J—
ATERBINTVWDOIRERDHY T, ROWVWTINEZIEIRL ET,

* ActiveDirectory (AD) D7 A 72T 4 Lb b, B LIV AN EAFIELRWGE
BT AT 7 47 4 LIV LADOIER (Create New Identity Realm) %2 U v 7 LE
R

* RADIUS #—/3 7 /v —7,

s LocalldentitySource (R —H /)L 22— F—H X—2R) : TNA ATHEL—VFEZER
TEET, MY —" 2T LT TEEREA,

[TH =Ry a—HNVT AT T 4T 4 Y —A (Fallback Local Identity Source) ]: 77
A~ Y V=AY — DG, 7T~ ) = "MERTERWGED T +—/L 3y
2 & L LocalldentitySource #JEIR CE £ T, 74— ANy V=X L Tr—INVT—
A R—=2AZEHT2561F, BT —"TERLIZBD LR LR =T 22— 4/
AU—REERLET,

o [HIBRA 7> a2 > (Stripoptions) |: LIV ALIFEB RAASL L DZ LT, ROAT v a v
EAF—TNMITBHE, a—PLTFICHEASWTERIETEXET, N4> a v 51T
BIHAEDETHEMCTEET, 2720, =B RE) Y SCFE T CE RV A1
WMGFDOF v IRy I A NZT HHERHY £,

[T ENST AT T 4T 4 Y — AP — %R (Strip Identity Source Server from
Username) | : — V4 % AAA b — NIZETHIS, 22—V ENSLT AT T 4T 4
V—=2GEAIRT2MNE DD, Tol2iE ZOFT v a VEBRL T —¥)R

lusername] & L C domain\username (Z A% &, KA A V32 —HF4 05 HY BRAL,
RREAIC AAA Y —NICEFE SNET, T 74NV TR, 2047V a A3d 717 -
TWET,

[—H L0 5 7 N—T%HIFk (Strip Group from username) ] : L —W4% % AAA ¥ —
NIZETHNS, 2=V 2N T NV—TZHERT 2008 57, ZOF T a 3,
username@domain JE THEE SNIZAFNZHEA S L, RAAL & @ 50 HIBRS 1
FT, T7AHNITIEH, ZOF TV a I3 A 7> THET,

THAUB)TFATUOTAT14 V=R

[V D XY T AT T 4T 4 Y —A (Secondary Identity Source for User
Authentication) |: A7 a VD 2FEBDOTAT VT 4T 4 Y —ATT, 2—HFNRTF T4
~ VU V—=ATEFIIRIEIND L, EHZY VY —=ATORGEN RO HLIET, AD LV
A, RADIUS = J—T F7idun— IV TA T T 474 V—REBRRT L L
MTEET,

o [FEfA 72 2 > (Advanced options) ] : [FF# (Advanced) (V> 27 %7 Vw7 L, IRDA
TvaraERELET,

. YE—F 7Y EZXVPN



| YE—F 72X VPN

gHIn 77 Lokooamangz ]

(B HF VR T A= NN I a—HNT AT T 4T 4 Y —A (Fallback Local Identity
Source for Secondary) |: B A XV V—ANRHNEHF— DA, BH XY H—N
DEHTE WSO 7 +—/L 3y 7 & LT LocalldentitySource % i8R TX £,
TH—NNy 7 V=R L LTr—=)N T —=EX=2 ] 25813, £t h
YN —N"TERLIZBDLEFE L r—T)L 22— P4 /XA T — b% #LET,

(BB ZVa A NF T4~ a—H4 %M (Use Primary Username for Secondary
Login) 1: 7 74/ hNTlX, B ZV TATUoT 4T 4 V—RAEMERT 56, &
N =R L TCa—FH L RRT— RO ERROONET, ZOF T =
VEBRBIRTLE, VAT AFED KT NRT—ROANSOHRERD, TTA~
747/7474/ 2 L CRAE SN Te b D LRI La—Y &2 F Y vV —
IXLTHEMALET, 7747)ki0tﬁ/&)747/7474/ A D
ﬁfﬂbi—#%% RET DAL, ZOFT v a VEBRLET,

[y a P —_"Da—H44 (Username for Session Server) | : sBaElZlZhd 25 &
I—PHIFIA R N EREH A v 2R — RIZR RS, 2—PR—XF 37—
R—=2DSSLE ZALIB LT 7 & ZHIfHL— s —8T % b O 2 HWrd 5 7= I
E, THOYT 4 ZIERENET, 22005 —A &AL WD md, 22—
PITAT T 4T 40 LT, TI7AVERITED X DEL LD —H4 2]
THDONVAT NMNIBAT HMERHY £3, T 74V T, 774~ VABER
ShET,

[/SAT— K& A7 (PasswordType) |: B & U H— "D/ AU— RERGT 5 H
B, 7740 MI[Fer 7 b (Prompt) | T, 2—HFICNRAT— ROASBRD B
LI EEEWRLET,

TIA~ Y = RO —PRFERFIZAT) LT AT — R & BEIRICHE A3 21203
[FF7A~VTAT T AT 4V —AD/NAY— R (Primary Identity Source Password) ]
ZZIER L E7,

FTRTCOZ—PFIZF U RAT — REfiHT 51201, L@/ A T — K (Common
Password) | % 3®&R L. [FH/ XA T — K (CommonPassword) |7 4 —/L RIZZDI/IA
J— Rz A LET,

3

FTOtDA T ay

o [(BFEY—-3 (Authorization Server) ]: VE—h 727 A VPN 22—V ZRFET D L 5
JE SH7Z RADIUS H—28 Z7 b —7T,

iuiEOD;bET?&\ uu AlZ J:OT\ uunﬁ/ﬁzf@%l_qj‘ﬁ){ﬁﬁﬁfﬁc& 5‘5_ 2B LR~ R
DHE SV ET, B, =—PNRFATERAIIINTND Z L E2nd@BEotry b, EEE
DOHE, BLUHIRFEEZT B TV THZ LIk THRIELET, BB Z2EH Ly
Eid, FEENEM T, BIERADTXTCO—FIZXH LCRILT 7 AL L F7,
ZRAEH @ RADIUS O EIZOWTIE, RADIUS B L OV L—F RY o —Zfliffl L7z —
P OMERE L OUBMEOHIE (4 X—) 2L T ZEN,

YE—F 7Y EXVPN .



YE—F 72 EZVPN |
B =507 orvoungRmons

VAT ANTNA—F RY —TEHRSINTWASEO L EET A EM:% RADIUS —
N HEE L84, RADIUS BMEIL., ZV—7RY —@BHEE I —"—F (4 RT+5Z &
WCHEBE L TL &N,

[T T 47 H—s3 (Accounting Server) |1: (AT ay) UE— |k T2/ EAX VPN
o arA~OT AT T 4 ZIENT S RADIUS ¥ —~ Jb—7

THOLT 4T, 2—=FRT AL TNAEP—E R, 2—FREHELTWDE Ry
NT—2 U Y —RAE&ZBIFLET, FIDT /N1 XX, RADIUSH—|Z2—HF DT 77 ¢
VT4 EMELET, T T 4 U 7ERICIE, By v a COBMEREZ & AEIEREZ]
2—H4, By arTEDOT AL AR LA, M EHSR Y —E R BLO
Ky rvaryoFiNnGENTWET, 2T —XF, Fy NT—I &R, 7947
VRO, FTEEEDTDIRTONCEET, TV T 4 71, BT
TH0, RERB L UGB E EHICHERT I ENnTEET,

?&%JL?OD 7 7 ’f )Lo)f_&)o)nl—t% = EIL\DEODEQIHE

VE— KT 7 BRAVPNEREZRIAET D720, 774 T b TNA R VA M=V ENT
FERAEAEAT S ENTEET,

74T MEHEEFEHALTCNTYH, BB ZY TATUT 4T 4 V—A, TFH—/L\y
7 V—A, BIXUOGRIEB LT U T 4 07 —REgl&HaREcEEd, Znblix
AAA F 7 9 o TF, FHICOWTITIEE T n 7 7 A L DT=D D AAA DRE (19 2—3)
EHRLTLLEEN,

FERAEBEA OB EZRIORLET, 794~ VB XY TAT T 4T 4 V—AIZ
LT, RN ZNODBHERETHZENTEET, B LFY V—RAOREITA T =
Y,

s [FEHED 2 —V4 (Username from Certificate) ] : IROWT AR L 9,

s [vy 7 EHAET 4 —/ K (Map Specific Field) |: fEEDERZ [T A4~V 7 1 —/b
K (Primary Field) B LW [&®H & U7 ¢+ —/L F (Secondary Field) ] DA T
LET, 774V MICN (GLE4) BLOOU HERHEA) T3, Mikice->TH
BhigA 7y a v ERRLET, 2607 4 —L FEMAADETa—P 4Rt
N, ZOa—PERNU b, FyvaR—F, EBICSSLEBLE T 7 & AHlfHL—
NTO~yF o7 HIIER S E T,

«[DN Gilalg) k% a—94 & LT (Use entire DN (distinguished name) as
username) |: VAT AMHEIIZ DN 7 ¢ — /L Kb a—WF4 &R L ET,
o [fE#A 72 2 > (Advanced options) ] : [#Fffl (Advanced) (V> 27 %27 U w27 L, IROA
TrarERELET,

N = = B0 Gy SV F‘?mﬁﬁﬁﬁi#%i“—‘ﬂiﬁ Z RN /] (Prefill username from
certificate onuser login window) ] : —WIZFRGEA ERkT 5 & =2, BfFL7c>2—¥4
Boa—WL T 4=V RIZATT 20085,

. YE—F 7Y EZXVPN



| vE—t72ZVPN
RAVPN D5 517>+ 7 KLREEOEE [

s[mTA T 4 RUT—W4%IEERRIZTT S (Hide username in login window) ] :
[FAIAS (Prefill) | A7V a v Z@RTLHE, 2—PHZIERRIITEET, Th
E, 2= PR RRT =K Fa o FCa— PR ERETERVWILEEKRLET,

RAVPN DY A7 b 7 FLAEEEDHRTE

VE—F 727 EBAVPNIZHHRET AT RiRA 2 NIV AT LANIPT RL AT 57200
FENRLETYT, 2607 RLUAE, AAA — 3 DHCP —/, 7 )L—7 KU o —Ti%
ESNTWAHIPT RLA F—)v, 38570 7 7 A4 )L Tq Eéﬂtm?bvx7—w
WCEoTRtEND Z ENTEET, VAT AL, ZOEFTINGLDOY Y —RAERITL,
HATBER T RV AZEUGT H &8Il ZDOHBT RLAEZ 7 T4 7 MZHEID S TET, F
T, Lo T, [FRHEGRERNRE RIEAED 7 2 — Lt — T 2B T 2 208D+ 7 =
VERETEET,

Bl m 77 ANDT RLVA F— L ERET DX, ROFED 1 DL EEFEHLET,

* [AAAY— N (AAA Server) 1: £9°. 7 KLV A =LV 73y h&FBET D FID 7
AADXYy NIT—7 3TVl FaRELET, KIZ, RADIUSYH—/XT, A7 V=7 b
A2 E D 22— D Address-Pools (217) BMEZFRE L £T, iz, B/ v 7 7 A L TR
AEH @ RADIUS r—RZfE L E T,

[DHCP] : £7°, 1 DLL LD IPv4 7 R L A& 27> RA VPN @ DHCP $— A3 E L £
J (DHCPZfEH L CTIPV6 /" — VAR ET HZ LIXTEERA) . KRIZ, DHCPH—3D
IP7 RLATHRAN Xy hNT—2 37027 bEERLET, F0O%, 2047V
k& #7107 7 A /L ®D [DHCPH—,% (DHCP Servers) ]J@METEIRTE £9, B

DHCP % —RZ&ETHZ ENTEET,

DHCP H— DT RL R F— 23 584, [DHCPA =1—7 (DHCP Scope) ]@ME
BT Ty ANCT Z o FTHIN—TR)—THEA LT, FHT2 77— %2ER
THZENTEET, 7= LOXYy NU—I T RLAIZKVFEA MRy NU—7 TV
7 MEMERR L £9, 72 & 21E. DHCP 77—/ L1 192.168.15.0/24 35 K 11 192.168.16.0/24 735
FNTNEEE, DHCP A 32— 7% 192.168.16.0 IZFR T 5 &, 192.168.16.0/24 V7 %
EPHDOT RUABLTRINSND L 512720 £,

[B—H/VIPT KL A7 —/L (Local IP address pools) |: £9, 73y MEHETHHK
6 ODXy NT—2 A7 V=2 FaAERLE T, IPv4 & IPv6 (RO S — L 2R ETE
F9, Wi, INA—T R ) —F 3R T2 7 7 A LD [IPvdT KL A7 —)L (IPv4
Address Pool) |1 38 LW [IPv6T R L A7 —/ (IPv6 Address Pool) | A7 2T, Zhb
DAT V7 NeBRIRLET, IPv4 & IPv6 DR T2 ET 0813, ¥R—hLT
W7 RLATRDOBEHRELET,

Flo, IN—T RV o= 7 a7 7 A NOEFTCT—NVERETLHLELH D FH
o TN—T R —3¥ 7T mn 7 7 ANVKEEA— =T RLET, D7D, 7
N—T" R =TT = NVERETDIHEIE, HE T m 77 ANVOA T v ar BZEADEE
IZLTL7EENY,

T =TV A FONEFFTHEA SN D Z EITER LT ZSVY,

YE—F 7Y EXVPN .



YE—F 72 EZVPN |

B ravenos—7 Ry s—omE

RAVPN DY IL—T R O —DERE

ATy I

IN—T"RY =%, VE—F 727 ERAVPNELEOTZDO—HO 2 — O @M & fHD~
TTY, #Ei T m T s AVTIE, PRIV, PR ORM AR ET DN —T R Y
VeRMERENET, =T R —EEHTLH L, a—FEIT—F DI —T IR
ty NEREZEATELOT, 2=V LK BEEZEIICHEET 2 HLERH D EHA,
VAT KL, DftGrpPolicy & WA ZRIDT 7 4V k Z—T7 RY v—nH v £9, SLE
=R BT EEDICEBNO I N—T R =BT N TEET,

FIE

[T/34 X (Device) |>[JE— 742 AVPN (Remote Access VPN) | 7 /L — 7T [REDFK
7~ (View Configuration) 1 %7 U > 7 L£7,

TN—7120F, BUERE SN TV OHER T 0 7 7 A VB L O NV—7 R o —ORIZBET 58
FERNRRINET,

ATy 72 BRC[ZN—THKY >— (GroupPolicy) 127 U v LET,
ATV T3 ROWTNIEFETLET,

LW N—TF BT A0, [ ARAZ %2270 w7 LET, Z—F KY r—D_—
CORMEOFIAIZOWTIE, RO FE Y725 LTS,

« —fikEME (25 —Y)

by va URERE 25 —Y)

7 FLREI B TEME (26 X—)

e A7 Uy bk bRV TREE 27 =)
* AnyConnect &Pt (28 ~—27)

s NTT 4T T NEEE (29 X—)

« Windows 7' 7 U ¥V EME (30 2—)

CBEGED I —F B Y — R e A1, e (BdiY) 1 Rsy (@) 22U LE
‘é‘o

« RER T L—FEHIRT 5101, [HI: (Delete) [R%> (O) 22V v L, HIE,
TN—T o7 a7 7 A NVTHEATLZZ EIXTEEEA,
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| YE—F 72X VPN
-mEtt

— iR
IN—TRY —D— KRB, I —TBIOZOMOERFREDLF L ERLET,
A HTEMEIIME— DB T,

« [4HT (Name) ]: Z7—7 KU —O4HT, AENTITHRK 64 LFORSEMHEHTE,
N=ABEHTEET,

[ (Description) |: 7 /34 A ZL—7 O, @A, K&K 1,024 XFEfH T
7.

[DNS#—,3 (DNSServers) | : VPNIZHRE T D, 7 74 7 RO R A A 44 OFREPIAE
AT 2DNSH—REEHFETDHDNS Y — N T —T %2R L ET, F—TNELEHRS
NTWRWEATEL, [DNSZ/L—7 D1ERL (Create DNS Group) ] %7 VU v 27 LTI <IZ/E
Jﬁbij—o

Banner : =—H% D00 VA4 VIFICERTHNT— TXANELF T2 AA L AvE—DT
To TIANBRTE, AFT—BERENEEA, RSEF, RKA96 LFICT DI LN TE
¥, AnyConnect 7 74 7> M, #H4HI72 HIML % %R —rLEF, VE—F 2—H
AT =NEGNCFREND T L 2GR T DI1TIE, <BR>Z 72 L TddTa R LE T,

[7 74 /v k RAA > (DefaultDomain) |: RAVPNINOZ—HF DT 74/ N AL D4
Ail, B, example.com, Z @ KA A %, EREMINTWRWER M (2 & 213,
serverA.example.com TIE72 < serverA) ([ZiBMMSLE T,

[AnyConnect” 74 7 h 7' 7 7 4 /L (AnyConnect Client Profiles) ]: [+] &7 U v 7 L.

ZDTN—TIHEHT D AnyConnect 7 7 A T > s a7 7 A VERIRLET, S0A1 >
=T =2 A ADFEREM NAA R ETDE ERT0T7ANT) \ TTHN DT
07y ANABNEBICERENET, RV, BOHOZ AT N a7y A vk

Ty7u—R3THIEHTEET, AX¥ L K7 v AnyConnect 702 7 7 A )V ©F ( X %
fFHLTINOLDOT e 7 7y A VEER LET, A¥ > R7 82 AnyConnect 7' 12 7 7 A )L
5 ¢ ZlX. software.cisco.comNH AT a— R, A VA=)V TEXFET, VI T b
a7y A NVEER LRSS AnyConnect 7 7 A 72 MITRTOA T v a 2T 7+
NMEEZBFERLET, 2OV X MOHEAZ, v 7 7 A VEKTIEZR < AnyConnect 27 7
AT R TuT 7 ANET V27 FTF, LT a7 7 A VEER (BLOT v 7u—
R) $212i%, Rey 7 ¥ o U R MTHH AnyConnect” 74 7 > b7 7 7 A L OAE
% (Create New AnyConnect Client Profile) 1 %7 U v 7 L$7,

tyiaVERERE
TN—F R —DF vy g OREIL. VPN 2B U THEFE TX ML, Ha LT
ZAEBI OB A 2 HIE L E 9,

o [ KBEGREM (Maximum Connection Time) ]: =—¥2Aa /7 v b, BHEHE T2 VPN
CHEE LT £ RIS TE DRI (4)) T, 1~4473924 £ 3ZBATHRELE T, 774
b MIEERIBR (5H) TTR, TOHETHLTA KV XA L7 0 MI@EH I ET,

o [BEERE I O 7 7 — MRS (Connection Time Alert Interval) ] : fe KGR 2 15 € L 7=
A 77— MERIE. KElO BB OV T — IS 2 FOR T D R KRIFRICE T 5

YE—F 7Y EXVPN .



B 7rixavacrEn

YE—F 72 EZVPN |

ETCORMAZERLET, Sak T L, B L T/ A ~—2FE#T5 2 L 23T
EET, TIANVMILILSTY, 1 ~300FTHRETE £,

o [7A RoVEER (Idle Time) ]: VPN #6237 A4 RAVIREEO T EOLA, BB n—X

ENAHFETOREORES (5DHAD) . 1~35791394 THRE L9, = D4 BN TOHERE
MR CIRET 7 7T 4 ET 4 B2 WS, BTk T LET, T 74V ME 3045 T
To

o [7TA RAEERIOT Z— FEkE (Idle Time Alert Interval) ]: 74 R/t v a URFIKRO

REIO BEEIWIZOWT, 22— T 7 — baRRT DT A RAUREEICET D F TOR
Bl 77T 4T 42T X A~—0N )y FENET, T 74NV MI15H5TT, 1~
30 3 ECTHRETEET,

s [2—Y BV [FEKr 7 A > (Simultaneous Logins Per User) ] : = —HIZF A3 5 [AIRFHERE

DR, T 7 +V MEI3 T, 1~2147483647 i 8 ET H Z LN TE 9, BHED
FIFHER 2 A2 tX a2V T A DRTEPE, X7 4—~ L AEEBLZRITTEEN
NHY FT,

7 FLREIY S TR

TN—T R —DT FLADEID Y CTEME, Jv—7DIPT FLA 77— L EEHLE
T, TITEBINTWAS =ML, ZOTNAN—T2EHT 5T X CoEER 71 7 7 A L TE
BHELDT—NE2d—_"—=F 4 RLET, #7027 7 AV TCEREADO T —VEHHT 55
T, INLOREEZEHDOEFICLET,

* [IPv47 R L A7 —)L (IPv4 AddressPool) ], [IPv67T R L A7 — L (IPv6 AddressPool) ] :

oot 7Tvai, VE—F U RKRA Y MOT RVA =L EERLET, 77
AT 2 M, VPNEROTZOIEH]T 2P A=V g VIHESE, 207 —unb
T RUARE DL CoHNET, YR—FTDIPHATTLWCY TRy bEEHRT DR
N —2 7V FEERLET, FOIP A=V 3 &P R— b L7EL Z2WEEAIL.
URAMEZEAOEEICLET, =& 20E, IPvd 77—/ % 110.100.10.024] L EFETEE
T, TRVA TV EHNEA v A —T 2 A ADIPT RLALFE LY T v b RICERET
HZEIITEERA,

2= 7 RLADOEND Y TR T &K 6 HOT RLA F—LDY A M EIFETE

4, PO EEFITEE T, AT ALATIE, T—AZHEELLEFICE-T, *
NEDOT—NANET RUARE D B THNET,

[DHCP A =2—=7" (DHCP Scope) | : #fi 7 27 7 A VDT KL A 7 —/LIZ DHCP % —/3%
HELESES, DHCPAa— I 2D N —TOF —/VHEHT 59 7%y iR LE
9, DHCPH—NZiE, Aa—7THBISNDFR LT —ADT RLAHMETT, Aa—
TERMERT L. ZOREDO T N—TIMEHT L DHCP — " TERINTWNDT FLX
TNV Ty NEBRIRTXET,

Xy hU—27 2a—FE2EHELRWES, DHCPH— X7 LR 7— L ORENEIC S —
NNERLTIPT RLZAZEID Y TET, REIVYTOT RLARREONLHET, 7—
IVDNEICHRR S IVE T,

. YE—F 7Y EZXVPN



| YE—F 72X VPN

27y k rory vt

Aa—=TERETHITNE, Ry NI FZDORANT RLAZEFLRy NU—2 X7
VxJ FEBRLET, A7V RELEFELZVEAER. [ILWVWRy hT—2 D
YER (CreateNew Network) [#7 U w7 LET, 7= & 21X, 192.168.5.024 7 % v k 7' —
NDOT RUAZEMHT 5 X 52 DHCP — NZH/RT5I121E, mA N T RLAELT
192.168.5.0 Zf5ET A5 %y hU—7 A7V =7 F&2@EIR L %3, DHCPIZIPv4 7 KL &
BEICORMEAT L 2 ENTEET,

ATy kb roRYVTREME

TN—T"HRIV—DAFY v § hox U U 7REE, AT A A0RNERy NU—JHDO NF
T4 EANEFRNT T 4y 7 BT S HEEERLET, AU v b b U TR
VPN k> b (BE54k) & VPN b fANOED DOFy NU—27 T 7 4 v 7 (GERE AL,
DFVIVT THXARN) ENLTCHORXYy NI—7 NI 74w 7 BFHELET,

s [IPV4A 7Y v k b U 7 (IPv4Split Tunneling) ], [IPv6A 7Y v k ko U 7 (IPv6
Split Tunneling) 1: 7 7 4 v 7 B IPv4d 7213 1Pv6 7 RL AT E I iz k-
T, SFEIERA TV a v ERETEETH, TNENLOL T v a viFRIC T, AT
Uy b bRV TEEMNITDHEIEL. Fy NIV =7 7027 N@RIRT 2080
bHATaronthnafEE LET,

[FHNRRED NT T 4 v 7 BT XTFHFAT S (Allow all traffic over tunnel) ]: A~

Uy b U7 %T0EHA, RAVPNERZITO &, 2—HF DT XTO KT
T4 v ZIMEES NI bRV ERBLET, IR T 74V R T, kLR A
FarThbELRRINET,

[N FNEBTHRESNZ N T 7 4 v 7 &Z7Fa] 9% (Allow specified traffic over the

tunnel) ]: %6 R Yy U=V EHRA RN T RLAEZERTOH Ry NI—T ATV
FEBIRLET, ZNODEHE~D T 7 4 v 7 I13E#ES N bRz @il L%
T, EOMDOTXTOHBE~DNT T 4w T71F, 7747 MIL-T, brxiv
(B—J1V Wi-Fi £72130r Y NU—278e72 &) OINT ORIV —T v 7 S E
7

c[UTFICHE LRy NU—2 %249 % (Exclude networks specified below) | : %65E

Py NI —=T FZEFRAN T RLRAEERTDHIXAY NT—7 7027 MaEERL
FT, INHDHKAD ST T 4 v 71E, 7 TAT 2 MTEoT, FrRADHAERD
BERIV—T s T ENET, TOMDIEILE~D VT T 4 v 7L, FrRAEEB L
*7,

«[A7VU > RDNS (SplitDNS) ]: 7 FA T > ~id, 7 74T > hTHESN TS DNS
P— Tl D DNS ZRZXETHZ L2 LR D, BEX 2 7 ke LT D
MODNSERZEFETHLIICTV AT LAEHKET HZ LN TEET, KO DNS OEIEL
WETHIENTEET,

s [A7 U w b bR Y —|HE > CDNSERK 2 1%4{59 % (Send DNS Request as per

splittunnel policy) ]: ZDOA 7> a»Tik, A7V v b bR AT v a URERS
NTWDO LRI UHFIETDNS ZRBABEENET, A7V v b bR U U T EHR
IZ9 % &, DNS ZRiFIshe 7T RLRAIZESWTERESRET, A7V v b horxl
V7 EADT LTV RN DNS BRI T, RS #EhicBi L £,

YE—F 7Y EXVPN .



. AnyConnect [E1%t

AnyConnect B 1%

YE—F 72 EZVPN |

o [FIZ B U R CDNSZR 2 15{5 9% (Always send DNS requests over tunnel) ] :
27V v b bRV T EAENIT D0, TNTODNS ZRE 7 V—7TEELSH
72 DNS #—NZfRE SN2 ST L THET D5 A1E, 2047 v a v 2@kl
i—é—o

c[HBELTE RAAL DI %E b xVf% T4 (Send only specified domains over
tunnel) |: fR#ESNIZDNS U —RBHEFED KA AL DT RLUAPE T 2RI+ 5 L 9
ICLTeWGEIE, oA Ty a v E2BRLET, TOH%RINLD RAAL CEEEL,
RAAL a3~ £9, 72L& 21E. example.com, examplel.com D X 9 |ZH5
ELET, WEEDNS b — "03NHE B A A DA FTZAFR L, S8 DNS ¥ — S 23hod
FTRTOA =Ry b T T4 v 7 2T DEICT 5B, 04T ar
ZAEHLET,

7 N—"7" Y 2 —® AnyConnect EEIZ, U E—F 727 &2 VPN #fi> AnyConnect 7 7 A 7
Y P THA SN DN S50 SSL 3B KU EE ER L E T,

11—

ax ;&

* [Datagram Transport Layer Security (DTLS) DA %){t. (Enable Datagram Transport Layer Security

(DTLS)) ] : AnyConnect 7 7 A 7 > F23SSL h R /LB X ODTLS > R ®D 25D kv
FNVEFERFIEEH T2 2 & 27032008 57, DTLSIC K - T, —H8dD SSL #4#5t 1 B
T2 BIEF K OV IIE OFEDEREE S 4v, 7y MBIEOERE L ZIT0T WY T A A
TV = a7 p—<ANEELET, DILS A 3x—7 /W L7254, SSL
VPN $%#5¢ 2 32 L T\ D AnyConnect 7 7 A 7 2k —H (X SSL k> RV DA THfE L &
R

* [DTLS/EAfE (DTLS Compression) | : LZS #f#H L C Z ¢ 2 /L— 7" ® Datagram Transport

Layer Security (DTLS) it % JEAGT 2 2>& 9 4>, [DTLS/EAE (DTLS Compression) |17
7 AV b THIZ I o TOET,

* [SSLIEAf (SSL Compression) | : 7 — X JEMEZ AT 2008 5 b, AT H5EE1E.

AT 57— 2 LMD HE (JEM (Deflate) 1 £721X [LZS (LZS) 1) . [SSLIEAE (SSL
Compression) |1L7 7 4 /L F THGIZ/e > TWET, T —ZJEMEIL, mdE %2 EFET
N, KFax—F tyrarorAvVEEEL CPUMBHARLEDET, L -> 7T, SSLIEAME
TIET A ZADERR R AL—T RMETFLET,

« [SSLExF— DA 71 (SSL Rekey Method) 1. [SSL¥— D ARk MG (SSL Rekey

Interval) : 7 74 7 NI, B¥d— Wb~ 2 brazmra=— kL7235 VPN
P — 2 AR LT, #otx=2 )7 s 2t LET, [72L (None) |ZiEIRT 2 &
XF—OFERNEHC/20 T, F—OFEREADTT HITIE, FHLW bz Ek
BN [H LW b xb (New Tunnel) | 23R LET ([BEFE F > /L (Existing
Tunnel) | A7 a2 3RLTH [HLW R %/l (New Tunnel) | &[F UEMEIZZR Y &
) o F—OFEREANCT 255G, F—OFAEKRBOLRELET, JHUXT 740
FTIX 44T, MREIZ, 4 ~10080 %y (1 M) EFTHRETEET,

. YE—F 7Y EZXVPN



| YE—F 72X VPN
rS57c9s 7405EE [

BERORE

«[DF (777 x> MELZRW) By F& ST 5 (Ignore the DF (Don't Fragment) bit) ]: 7
Z T Ay MR E 2R > RO Don't Fragment (DF) B> &M 20E 5 ), DF
By by hENTAT Y NOBKIT T AT = a rEFFAIL, ZRbDRT Y b
DR RNV EZBBTEDLLDICTHITIE, ZOF T a  HBRLET,

(7747 b3 "27 1 k2L (ClientBypassProtocol) |: E¥ a7 7 — U = AIZX
5 (Pv6 FT7 7 4 v 7 2T TFHILTND LED) IPva T 7 1 v 7 OEBIFES,  (IPv4
NI T4 w7 T ETHMILTNDEED) IPV6 N7 7 1 v 7 OFBGIEERTET 52 &0
ISCEXE

AnyConnect 7 7 A 7 hid~y RV RIZVPN#FiT 5 L &2, ~v R RiXIPv4 &
IPv6 D—FE7IIM T DT RLAZEY Y TES, ~v R K AnyConnect HEFEIZ
IPvd 7 RLADI, £7213IPv6 7 L ADBREZE O Y TEEEIZ, ~y R FRNIPT
RURAZED B Thepolory hI—2 T T7 47O C, 27747k 7r b=
NWNRANRRAZESTED N T T4 w7 Ray 7S50 (T 74V, B, 7).
Fold Ny RV RENSALRALTI IA TV R0 LOREE{L L, 2FD 707 7%
AR ELTOREBEEHT 20 (AR, ) ZRETEDLHEIICRVEL,

To& ZI1E, BX 2T 7 — U = A ) AnyConnect #%#5¢ (2 IPv4 7 KL A2 280 4 C, =
VRERA VIR T aTIVAE v 7 INTHNDHERELTLEEN, 2O RARA VMR
IPv6 7 RV ANDEEZALTEXIZ, 7 T7AT 0 N NA R Ta falrPNEHOGE
X, IPv6 T 7 4 v IR Ray TENETR, 7747 8 XA 3R Fa haLPngR)
DAL, IPV6 8T 7 4 v 7137 FA T b7 U7 TFARELTEEINET,

[MTU] : Cisco AnyConnect VPN 7 7 A 77 > MZ X - THES. S 4172 SSL VPN 85t D g Kis
BRHAL (MTU) A R, 77 4/ ME 1406 /3A b T, 576 ~ 1462 /A b O HH % 1]
TEET,

[AnyConnect & VPNY — h 7 = A DX —TFT T4 7 A vt— (Keepalive Messages Between
AnyConnectand VPN Gateway) ]: F v RNV TOT — X EZEICET 2HHATE D Z L &R
TOIL, ETH TR =TT IA T A=V KHBmT 08205 BELET, ¥—7
TIAT Aye—UlE RESNEBBEBTEEINET, 774V FOMBIZ208. A
72T 15 ~ 600 BT,

[7— F v = A lOMKETODPD (DPD on Gateway Side Interval) ], [7 74 7 > Ml
& CTHODPD (DPD on Client Side Interval) ]: E 7 2ILA L7 7po 72 & &IT VPN #— |
VA FINL VPN 7 T A 7 2 M X DBl 72 i & #5212 58979 5 121E, Dead Peer
Detection (DPD) # AL ET, F— MU xA F2iL7 747 ks DPD ZEANZ AR
T BHZENTEET, T 74/ FODPD A vt —YOEGERMRIZ30 T, HkEIE.
5~3600 AT HZ ENTEET,

cS2499 J4IL3EHE

TN—T RV —D T T 47 74X EMET. 70— L TonTWVDE2—HW(Z
WEHTAHEBEZERLET, 7T7ERA arba—n K o— —AEERT AV IZ

YE—F 7Y EXVPN .



JE—R 7Y RPN |
B windows 7554 ToxomEe

LORMEERT LI ET, RAMERIIV TRy b 7T RLAETm han, £721F VLAN
2SN T, HEDY V— AT RAVPN 2—HFZ2HBT 52 N TXET,

FITHINVRTIE, NV —F R —ICL > TRAVPN a—¥™M#EI Ny NUV—7 LD
SEAE~DT 7 ARGIRENDE Z EidhH Y A,

[T EAUARNDT 404 (Access List Filter) ] : #EBE7 7 A 2 hu—L U A K
(ACL) ZfEHLTT 78 AZMHIRLEF, A~— b CLIHEKRACL A7 ¥ =27 | &R
T o L BLET 78 A Y 2 FOER (Create Extended Access List) ] 427 U v 7 L
THERK L £,

JEBE ACL ClX, #EL7 FL A, %87 FL A, BXOa b=k (IPTCP 7 &) (12
DSNTTZ 4 NEZ Y7 TEET, ACLIX, FNy 7 XU ROENO—H— A TS
L1280, L0 {72V — VORI BAR R — VB EE T D L 51 LT EEW, ACL
DRI, BEAY7e Tdenyanyl 30 £, ZD72H, W ONOH TRy h~DT
JRAETEHER LZNS, OT_XTOT 7 v 2AE2FAIT55451E, ACL OfEIC
[permitany| /L— /L ZEHDH LI LTSN,

JLBRACL A — b CLIA T V=2 FEMBELRBOXR Y NT—2 A7V =2 FaARRT
LI EFTERNWD, ZN—T R —&ifRET DRI, ACL ZAE T 2 481 H Y
FT, oLk, BfIcA TV =r FEERL, B THO —EXy NUV—27 FT7 V=
I RNEERL, ZORTRERTXTCOT 7 ARG U ZERT2H4ERH D £

T, ACLZ1ERT 512id, [T/ 31 R (Device) |>[5£#z%%E (Advanced Configuration) |>
[A¥— FCLI (SmartCLI) |>[4# 7Y% k (Object) |IZBEIL, A7V =7 b E1ERK
LT, A7V M FATELTHEET Z78AY A~ (Extended Access List) | &3 L
F9, BlZONWTIE, ZA—TI2 X 5 TRAVPN 77 B A& #4551k (66 X—)

LTS TEEN,

« [VPN%Z VLANIZHIBE (Restrict Accessto VLAN) ]: (A7 =av) [VLAN~V v BV |

EHEINFET, ZORMIZEY, 2O A—F R —pRHEAINS By a DOl
VLANA > X —T 2 A ZAEEELET, VATAEI, ZOITNA—TDRNFT 4 v 73T
Z . R L72 VLAN (R L £,
ZOBEMEEMFH L TVLAN 270 —7 R —ZE8D YT, 771 A2 ar ha—/Li&fH
FLET, ZOBRMEICHEEZEY Y THHEE, ACLEZHHALCEYyYa DT 7 1y
a7 A NE N T T LHEOREFIETT, T/ ADY T A B —T 24 ATEHKS
NTHWD VLAN FEAREL TCND I EAMB LET, HOFPHIL 1 ~ 4094 T3,

Windows 754 JO+X S EMH
JN—7 RV —? Windows D7 7 U FrX L BHEE 2—VFOT7 I UFCERINLET
2XRIVREELTWDNE D), BIOZEOEEFIEL KL ET,
[VPNE Y v a3y HO7Z7 7% 7 mx (Browser Proxy During VPN Sessions) ] IZ1E, IROED
W R BRIRTE 7,
s [=2 RARA v FREDEE (No change in endpoint settings) ]: HITP (27 Z7 U a3
ERETHME I MEA—FRIRETEET, BRESNLTWDIHE, £O7 a3
SHET,

. YE—F 7Y EZXVPN



| YE—F 72X VPN
yE—r7oE2WPNOE=4y>Y |

[T UV T ued OB (Disable browser proxy) ]: 7 7 UYICERINTWNDH T B F
V(B HEE) EEHLEYA, FOTTUVERL e AREBLEYA,

s [HEE A E (Auto detect settings) |: 7 7 A T N T A ADT 7 UHFTCOHB 7 17 ¥
= BHOEHE A R—T I LET,

o [ AX LFRE &M (Use custom settings) ] : HTTP 87 7 4 v Z IR L TCTXTHT T
ATV R THRAATCHERTHIMERSLL VO X 2 ERLET, REFXELET,

[FrF Y — "DIPETZIIAR A 44 (Proxy ServerIPorHostname) ], [A~— k (Port) ] :
Tux =D T RLVAETIFIARA M, BLOTex v —3EHT 257
BXEEROR— F, RA R ER— FOMABE DX, 100 LFEBRL I LIFTE
FHA,

o [7 T UYRHERY A (Browser Exemption List) ] : %k U A MIHBE A MR — b~
ORI T X ERALERA, TRF U EHATRETRVSERICT R TORA
MA—MEZENMLET, =& Z21E, www.example.com DR — k8072 & C9, [F'm
X AL DEN (Add Proxy Exception) %227 U v 7 LCYU A MZIHHEZBMLET,
HHZHIBRT DITE, T3/ T A 205227V vy 7 LET, TXTOT RLAEFR— b
EEDERT X BN Y X FRKT, 255 LFEBAL I LITTE A,

J)E—FTF7OEAVPNDE=ZY Y
VE—FT7I7EBAVPNEREZE=F L, T TN a—T 47 &ITHICE, CLI2Y Y —
WEBLS D, FET A ADOCLIWCe A LT, ROoa<xy ReERLET,

« show vpn-sessiondb (3 VPN & v o 3 VT L FEMER T LET, b OREHERIT
clear vpn-sessiondb =~ > FZfEHI L CY &y FT&E X,

« show webvpn keyword |3V &— | 77 & A VPN % EIZT 2 EHREFR L E 9, it
WA A M—=/LEF TS AnyConnect 1 A — Y NEEIE T, show webvpn ? & AT)
L., AR RF—U— REZZRLET,

» show aaa-server |Z UV E—F 77 AVPN & L bIEHEINDT o L7 B — 2T
HiatEHRE R LET,

J)E—FT7OE/AVPND LSV a—TFT4 20
UE—h 727X VPN#HROMBEDRFINIL, 7 747 kFE72id Firepower Threat Defense ¢

TNA AFEDOFREMENH Y 3, ROKIAT, BETDHAREMEOSH 2 ERBED FZ 71
Sa—TF 4TI OWTEHRALET,

JE—F7YEXVPN .



YE—F 72 EZVPN |

B ssuzsmzEorsoLea—5o0y

SSLEERED S TN a—TFTa4 Y

Z— AnyConnect 7 74 7 > haX 7o a— KT 5720, JMFIP T KL A% L AnyConnect
ZAEHETITHID TSSLEE L L 9 & L7eA ki TE RWIEAIZIiE, ROFIEZFITLE T,

. 79AT7 b U=IRT—=varhb, A =72 ZADIPT R L AT ping &%
ITTELIMEIDEHRLET, EITTERVWEAIE, 2—VOU—I 27— 3 b
ZOT RUVAETONL— FBFELRWERZRE L 7,

2. UIAT N U=I AT = ayinh, A F—T oA ADFTEREM AL 4
(FQDN) (T ping ZFATTEZ 2 EI D aER LET, ZOFQDN X, VE—F 77k
A (RA) VPN#f 7R 7 7 A LV TCERINLTNDHHDOTY, IP7 R A% ping TEXT
t,, FQDN % ping TEX 72 WGEAIX, 7 747> hBLXORAVPNE#H 7 2 7 7 A LTl H
ENTWDDNS #—_ZFH L, FQDN & IP 7 RLAD~ v ' 7 2 BINT 50N D
DET,

3. ANERA A —T 2 A ATERARINDIAEAEL R AGE L TWD Z EE2MER L ET,
Z—PILZ OFEAEEZ KAICZIT AN LER’H Y £,
4. RAVPNHEGRTELEZTX, ELWAEHA v H—T7 24 ZAZBIRL CWDHZ L 2R LET,

< BHAHEDE LT, RAVPN 2—HIZH L CWAHNEA X —T = A ZATiER <, HNEL
Py FT—=ZIIZHLTWANEA X —T = AZERLTWDZ NV £,

5. SSLEEHALNBEUNIERE SN TWDEHEAIE, IMBA=T7 72 FEH LT, TCPAY —U = A
N Ry A I BIEFIZFEITENDNE I MEMERLET,

AnyConne@5 D> O0—KEXUVA VA M—ILOBED FZ TS a—

Ta4 Y

Z—FPINEA 22— T = A AT SSL Bt FIRE T, AnyConnect /N 77— % X 7 v m— RE
FOA A P=ATERWEA, KOREBFEL TIZEN,

I TAT Y NDOFR—TF 4 T AT KK D AnyConnect /Xy r—VE T v 7
2= RLTWAHZLAMERLTLLEZIN, L xiE, =2—VFDU—27 27— 3 T Linux
DEEH STV A DIZ, Linux AnyConnect f A —Y %7 v — RN E, A4V
ARN=NTEDLNT—VEH Y XA,

«Windows 7 74 7 > b DFE VT MU =T DA A M=/ VITEREHERBLIETT,

e Windows 7 A4 7 v hOEAIL., T—7 AT —3 3 T ActiveX G T B, F7701%
JRE 1.5 LI (JRE7 ZHESE) 24 VA M—ATH5XLERHY £,

« Safari 77 VYDA, Java RENTH D Z ERMETT,

HOT T TFEHRLTHTLES, 277 UFTIIRELTH, HOT T U W T
oI RS Iy /Y. R B S B

. YE—F 7Y EZXVPN



| YE—F 72X VPN
AnyConnect i #EMRED FS TV a—TFT a5 .

AnyConnect 3 E§GRAIED F S TS a—T 425

A B —T = A AR L, AnyComnect 7 7 A 7 h&EX U a—RLTA A M=/
TETH, AnyConnect ZfiH L Tt 25 T CE R o Tohh. RO Z L xR LTS
AN

cRREDKI L2 E, 2= PR ELWVWa—PFH LA T = REZ AL TEY, =40
RAEY — N TIELSERSN TS ZEEZMR L T EEW, BREY—"b T =% A
B—=T 2 A ZADWTNNEMEHLTT 7 B AARETHLHLER DY £7,

N

GCE)  FREY— BNy P U= ICH DA, ARy FU—7
~DOH A FE VPN iz L, VE—h 727 A VPN A
H—T A AT RLVA%Z VPNINIZEDDIMLENRH D £, #HM
X, VE—FT727EA VPN ZfEH L THNERY NU—2 DT 4
VIR =N EERTHHE (503—) 2R TEE
VN,

cUE—F 727X (RA) VPN T T 7 7 A LTHEA o H—T7 = A ZAD5ERER R A
A >4 (FQDN) ##RELSGEE. 7 74T > b T/3 A5 FQDN % ping T& 5 Z &
ZHERLET, IP 7 KL A% ping T&XT%, FQDN % ping TEX72WGAIX, 7 747
FBELORAVPN e 7' a2 7 7 A )L CEH 40T 5 DNS H— "% HH L, FQDN & IP
T RUVAO vy BT EBMT2MENH Y 3, A > ¥ —7 = A ADFQDN % {§7E
L7=RFIZAERR S V=T 7 4V @D AnyConnect 7 7 A 7 h 7 a7 7 A )V EMHL TN D
BE. DNSOEHESNDETIXIP 7 RLAZMHT L L5 — T R 2%2HETD
VERH D FT,

SERA L H =T 2 A ATIRRSNDAEAEFELZ =P L TN D Z 2R L E T
=PI I OFEAFEZKACZITANLDLERH Y £7,

« 2—H# D AnyConnect 7 7 A 7 > MIEBOHE R T 0 7 7 A VWG ENTWDHHE, IEL
WTR T 7 A NVEBRBRL TS Z L 2B LET,

I T7A T MUDBEENTXTIELWEZ X HLHYA 1L, Firepower Threat Defense 7 /3
A AIZ SSH ###5t L. debug webvpn =2~ K& A LET, #mafTHICERINTA v
t—UrMRLET,

RAVPN c5 74wy 20—0ORIED S IV a—Ta 29
I—PREERRVE—F T 7R (RA) VPNEREZHELTETH, N7 7 4 v 7 OEZEN
TE7RVWEAIE, ROBIEEZFEITLTIE I,
1. 77947 UL THERLET, 2T, BENMELTLIZENHY £,

2. AnyConnect” 747 R T, b7 74 v/ HaltaRd LT, REA V2 EZEDT 4
DWTBEZTNDENE I NaR LET, ZBELIEAATy P FREeDEEDY

JE—F7YEXVPN .



YE—F 72 EZVPN |
B v=—+70txvenon

4. Firepower Threat Defense 7 /341 AL~ T 7 4 v 7 %K L £ A, Firepower Threat Defense
ENCRIEN B 5 RN SV £, —RZRMEEZRISRLET,

T IV RAN—INTRTI T4 w77y LTS, T7EAGHEIRY v —0L—1
T, XY FT—=ZWNERAVPNT RLA T —LBD T 7 4 v 7 ZiEL TWEL—
NI EHRLET, T74V DT 7 aThI 74 n7ay 73T
WAEATER, BRI [FFAT (Allow) | V—VEERT 20BN H Y F97,

R

VPN 74 NFE T T4 v 7 %70y LTWET, a7 7 A LVD I V—T
RV —TREENTWBACL N T 7 4 v 7 742 FT-1T VLAN 7 ¢ NV H &R
LET, IN—T R —IZHESWTC NI T4 v 75T 4 NE) T LTHWBEA,
FIXEDOFIEIZ L > TE, ACL THEAIT S, VLAN ZEE T HMENH D £
7T

* NAT L=V, RAVPN T 7 4 v 7 THRARNZAIN TR, T XTONEA >~
H—T7 A ADRAVPN i CNAT NA 7R ESNTWDL Z LR LTLEE
WV, FIE, NATV— A0S NER Yy NI —2 b v H—T 2 A BLORAVPN T
RUARA S = EHNBA B —T oA A OBEZYFEL TWRNT EE2fER LT
S,

L— ERBESTHRESNTWNWDS, TRTOEZSINIZNL— AR TIE LS HEREL T
WHZ EEMERLET, EE BA v F—T oA ARHICER LTEAZ T 4 v 7
IP7 RLARBDIGHE, V=T 47 T—TNMZT 74k b— bk (0.0.0.00F L0
20) DEFENTWAZ L AR L £1,

cRAVPN D DNS H— & RAALUANRELLBRESNTEY, 79547 VAT
ATEL{HEHINTWD Z 2R LET, DNSH—NZBIFERETH D 2 & 2 HE
BLET,

*RAVPN CTRAZ'YU v b hUR U UTREBZI> TWDEGE, FEE LTEWNE*R > b
T—=J~DKRT T4 N R IV EBESTEY, thOTXTONT T 4 v IR
FINEINAINA LTS (Firepower Threat Defense 7 /34 A0FEFk L7avy) 2 & &6
BLET,

3. Firepower Threat Defense 7 /3 A|Z SSH#f¢ L, VE— K 727 A VPN LD TrZ
TA VI PEZREIN TSI AR LET, ROa~vr ReHLET,

* show webvpn anyconnect

* show vpn-sessiondb

)E—F 72X VPN DO

UTIZ, VE— K727 EBAVPN ZRET L0 2R LET,

. YE—F 7Y EZXVPN



| vE—r7o&Z VPN
raowws e zEnEEsE

RADIUS B2 R ZE D REF X

HA T I v 7REE bIFFE S RADIUS #87 %E(&m)@\ﬂb)%—%77txvmwz
T RARA L b EF2 VT 0 2L ET, RAVPNOEEZBEIL, BEIN/-= MRS
VDB RNEER Y N U — 7 ARG, '7/(/V7\if_j:<7/v717@ ;irs;i—,xjut NN
T4/F“@W%%@@?5_ET\I/FT%/%EW%%@?é_&T?O&MWNk/
L a VORI TRIATLED,. T_RTHD T2 — ATy FRA Y FBLOWEFR v k
U — 7 ER#ET HENRSH Y 7, RADIUS CoAMREIZ, Z D HMAERT 272N H E
D

Cisco Identity Services Engine (ISE) RADIUS %— " ZFH T 25515, RAIAEHER Y O —0i
MEHRETEET,

ISE Change of Authorization B§EEIX. FEAE. #BF]. BLORXT AT T 47 (AAA) By a v
@Eﬁ%\ﬁVVHV%j%’WE¢5K®®XW ALERELET, AAAD2—HF 7=
Fa—W IV —TDORY —%EHEFT 5L, ISE X CoA A vE—T% FID 734 AZEF L
TERFEZ AL, HLWRY o—Z2lHLE T, 1> T4 RAF v HEliiARA > & (IPEP)
TlE, FID T A ALK > THEL SN VPN By v a 277 8A av ha—L J A b
(ACL) Z#HT 203 TH 0 XA,

T ZTliE, CoA DB L T OBEST IOV THII L E T,

=] WE’\O)VXT-L\ J0a—

CiscoISE 1213, rt®X, 774, LIYARNY = v, A NAVAKEGR#E, A4 T
THRIRRE, BLOKRANMIA VANV ENTWDE T 7 AT UA— IV T Ny =T R EDSE
T 22 RRA L bDAr T IAT LV A%FHNT 227 7A T b RAF vy 2=V =
B ET, FEHEFIZZEDO®R, = RRA U "R a7 I7A4A TV RAIZHIETHETHR Y b
T—20 77 AZGIRLIZY  BEIFEZHELTE DX HIca—hL 2 —FOWHEREZ R L
7D TCTEET, ISERAFYIE, 7747 MIFHEAFEITLET, 7747 M, ISED
ODRAF XY EMHERY O—2ZE L, RAT ¥ T —FIUELZTFATL, fERERY —L gL,
FEAAE B4 ISE IR L £,

WIZ, BT (CoA) MEDT=DD FTD T /31 A, ISE, BLORAVPN 7 74 7 > FDH
DIVATFA T7a—%hRkLET,

1. U<E—}F=2—%L, AnyConnect” 7 A 7> h&MiH LT, FIDT /A4 AL DRAVPN & v
varvuElBLET,

2. FTD 1A Z3FD=2—HF D RADIUS 77 B AER A v — % ISE VP — NIZEELE
ﬁ—o

3. JT7AT VN ARAFYILIZORETRATH D720, ISEITFRHBRKRAF v IZREESNT
WARBRER U v —lla2—H & —FHS¥EF, ZDORY —F, ISE 28 RADIUS 7 7 & A&
A DIRE T FTD IZE(F T 5K D cisco-av-pair 47> a U EERLET,

« url-redirect-acl=acl name, Z Z T acl name L FTD 7 /A AT E S 172 JL5E ACL O
ZAITY, ZOACLIE, EOa—% v I 7 4w 7 HISEF =Y XA LT b
&0 HTTP b7 7 4 v 7)) ZERLET. RICHZTFLET,

YE—F 7Y EXVPN .



YE—F 72 EZVPN |
B zoz=~0o25L70-

url-redirect-acl=redirect

surl-redirect=url : N7 7 4 v 7 &%V XA L7 35D URL, RIZHIEZRLET,

url-redirect=https://ise2.example.com:8443/guestportal/gateway?sessionld=xx&action=cpp

KA NGEIRRTED LI, T—H A F—T x4 ADDNS ZRETHLENDY £
T, BT 7 7 ANDIEDICITIN =T RI = T T 47 TANEZ) U THERE
THIGENE, 7747 N T—ABKR—K (ZOFITiX TCP/8443) #XH T ISE H— 3T
BECTXHILEHRLET,

4. FTD 7 /3A A(X RADIUS Accounting-Request Bi#t/3%7 > h % 5(5 L. ISE 2 HInE %2515
LET, THTT 4 7HRICIE, By arID, VPNZ 74T 2 FOIEEIP 7 KL
A, FIDT A ADIPT RLRAEEL, T XTOEy v a yOFFMAEENE T, ISElT
tyvariDEFHLTEYy v a rEZ# L ET, FID 7350 AT & 5z, @7
Ay MEREEFRELET, ZOERTROBEEREMIL. FIDT A AL ->TZ 74
T RNZEID B THENTWDIP 7 R L A% Framed-IP-Address T9,

5. RHAZRARAF PIREETIZ, FIDT A ANV XA L7 N ACLIZ—ET D7 74T > b
5ONIT 74w %, VXA VL2 FURL~EUXA L7 RLET, ISElX, 2747 b
WCHBERRRAF ¥ AL T ITAT VAT a—ARBANEIDERE L, LEIZHTT
=PI VA M=V ERRLET,

6. T—VxU NI ITITAT YR TARALAZA VA =N ENDBE, ISERAT ¥ R —
THRESINTET =y 7 Z#HBICETLET, 7747 MIISE L E#ERELET, 7
FAT Y MIISEIZARATF ¥ LAR—FEEEFELET, ZOLAR— MIE, SWISST'H k=
VI L OVR— k TCP/UDP 8905 i L7- DK% G D Z LN TEET,

7. ISENT—V =V ENOLERAT ¥ LIR— b eZETH L, BiEV— a2 d ) R E
T, ZORETRAF v ERNPRBIHEN, BRAIVL—ANIFA T e—HTH LT
720 F9, ISE X RADIUS CoA D/ N7 v MR L, I ZICIEMEILE 72 13 IEHERL O W37
MOTY RARA > RaJOX 7 m— KA ACL (DACL) BEEhEd, =& xif, %
#LDACLIZT X TO7 7R &b LETN, FEHFEMLDACLIZT X TOT 7 B AL HEET
HZENHY ET, DACL DNEIX ISE FEEIC L > TRE D 77,

8. FIDT A RFIVEA V7 arZHIRLET, DACLRF v v oS TWARVWES
T, ISEB X T rua— R 5702 Access-Request Z 5T AHMENH Y £, FFED
DACL 78 VPN & v & g VICHEHR SNE T, T 2RO —EIid 2 0 48 A,

9., RAVPN—H¥2RE 9 —FEWebX—JIZT7 7 8A L LS E¢T5HE, a—WiFxFoEyi 3
VT, FIDIZA VA P =L ENTWABDACLIC L > THFAENZTRTHOY V—RIZT 7
AT ET,

. YE—F 7Y EZXVPN



| YE—F 72X VPN

\}

o 734 xcogazEnRE [

G¥)

TV RARA » MPARABEZRZT 2 &N TET, FEMEEDNLERYEIX. AnyConnect 7
TAT VN TIEEY 4 RUDBHE SN LERIEE M %Téﬂifﬁ, BEY 1+ FUiX
Ny 7T 00 RTCETENDTED, Xy NI—=7 T I T4 T4 D7 v 77— MRy~
Ty TRRINT, TEHOHWNIEREA L EH A, AnyConnect 7 7 A 72 N D ISE RAF v ¥
A VRS T [REM (Details) 127 U v 27 LT, BRHSNTEARTBLRR Yy NU—=2ZI1Z2MNT %
ANCERT v 7T — NN E R TE £,

FID T/\A A THORAILZEDERTE

SRAIEFEARY —DIFE A, ISEV—_THRESINET, 7272 L. FID T /34 A L@z
ISEIZ¥t 3 D L O ICRETHLENH Y 9, WOFNETIL, FIDMIOEREFHIEIZOW T
Eﬂ Lij—o

1R BRI

EEDOAT7 V=2l NCHRA N EEATOHE, 7— X LEHA X —7 A A0 DNS D%
ETHMHALELIC, F—F A F—T oA AL —FBITEHATX A X 92 DNS b — BHE
SNTWAHZ L AR LET, BE. VAT LANERITHEET S X 912 DNS 2R ET D48
NI £,

FIE

ATY 1 ISE~DRHDOERZ VXA L7 bTHEo, IET7 78X =2 be—1 U XL (ACL) %

FELET,

VAEA LY FACLOBHITIZ, ISERNY 54T F BAF ¥ 25 TE % X 512, ISE Z )]
FNF 7 4w 7ITEETHZETT, ACLIZHTTIPS N7 7 4 v 27 Z ISEICEETALERH Y
FIMN, TTIIENISEIIEEEINTWD T 7 4 v 7 FIIELRIFRROT=DIZDNS ¥ —
NIZEREEND T 74w i3bR&EET, VXA L2 B ACLOY 7L, RO L D7D
F9,

access-list redirect extended deny ip any host <ISE server IP>
access-list redirect extended deny ip any host <DNS server IP>
access-list redirect extended deny icmp any any

access-list redirect extended permit tcp any any eq www

72720, ACL IZi3fm#% o7 7 2 A=+ U (ACE) & L CH;ERD [deny any any| 258 %
ZEICHEBELTLIEEY, ZofITIiE, TCPA—k woww (DF D HR— b 80) [Z—HT 2%
D ACE L, D3 DD ACEIZ—ETHTXTORNT T 4 v 72 —HIERWD, Zib
im%kﬁ@ﬁﬁh:%%@ACETACL%%&#%ﬁ:TClibﬁ%%ﬁw%ﬁé_kﬂﬁgi
7T

B, VXA L7 PACLTiE, #FrIBLXOHERT 7 a3 ED T 7 4 v 7 BN ACLIZ—F
TEHENERETDHETTHY ., —FHTHLD0IFFFT L, B LAWLOITHES L ET, FEEIZ

YE—F 7Y EXVPN .
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B o= zxcomazEn

YE—F 72 EZVPN |

B

axX ;&

TEONT 74y Ry XEnT, RSN NI 70 v ZIXISEIZY XA VT FEh
WET T,

VXA L7 M ACL ZERRT 211X, A~— FCLIA T V=7 FERETLHLENHY £,

a)
b)
©)
d)

e)

f)

[T/34 R (Device) |> [E¥#5%E (Advanced Configuration) | >[X<¥— FCLI (Smart
CLD |>[#72x% bk (Object) | ZEIRL 7,
&7V 7 LTHLWAT Vs MEfERLET,
ACL 04 R AN LET, ZOFEITIL, redirect & LE T,
[CLI7 > 7' L— b (CLI Template) ]1Zi%, [#L3E7 7 AU X b (Extended Access List) ]
IR ET,
[7v 7 L—1 (Template) ] DAL T, WEHELET,
* configure access-list-entry action = permit
* source-network = any-ipv4
* destination-network = any-ipv4
* configure permit port = any-source

* destination-port = HTTP

* configure logging = disabled
ACE 3, RDE T £9,
Name Description

redirect

CLI Template

Extended Access List hd

Template

access-list redirect

configure access-list-entry

permit network source [ an v ] destination [/ any

configure permit port ar

configure logging d
disabled log set log-lewvel INFORMATIONAL log-interval 380

[OK] %227 U7 LET,

ZOACL T, KEEEZREHT D LRESNET, TOMORY o —THT V=7 b &
L Combil I RRBR 3 2 21T H 0 £H A

. YE—F 7Y EZXVPN



| YE—F 72X VPN

o 734 xcogazEnRE [

GE) ZOACLIL, IPV4IZOABEHAINET, IPv6 O AR — K HiBMLIEWEgGE, %
fErEry U —7 L5E0ER >y T — 712 any-ipv6 & i8INT 5 Z L LAMET T TIH
CREMED 228D ACE % BT 5721 THWER A, ISE F721% DNS ¥—/ 3~
DT T4 7TV EA VLT FENRNT L EZHERT 72012, o ACE %18
MT252EHTEET, T, ZNLDOY—DIPT RLVRAEZEFFTH2DDR
ARNRXYy NI—2 TVl NEERT 2HERH Y £7°,

AT v T2 RADIUS 4 — N FL—F% XA F I v 7ERIFICRTELF T,

HAF I v VRFEE BIFENDRATEE A2 AT 21X, RADIUS — LB — R 7 )—7
FTox 7 FTWLONOEELRA T 3 /%EETJE z 3%#\’@“522375)&) DEI, WOFNET

.

INHDOBMICESEYTTVWET, ZNH6DOF TV bOFEMIZOWVWTIX, RADIUS

P—RNBIRITN—T 2B L TZ30,

a)

b)
¢)

d)

[T 2 x4 b (Objects) |>[7A4T>T4T«4Y—RA (Identity Sources) | iR L F
R

[+] > [RADIUSH—/\ (RADIUS Server) | %7V v 27 L£7,

P — NDAH, ISERADIUS % —/SDARA MA/IP T R A #BiEA— b, BLBH—
TRESNTWVWOIMEREZANLET, RBEISCTHALT Y MERELET, Zh
HOA T a NI A Ty I RFEICEREBER L EHE A,

[RAVPNOZA (RAVPNOnly) |V 2% 27 Vv 27 L, IROFT v aruRELET,

«[V&A4 12 MACL (Redirect ACL) ]: U ¥ A L2 hAICHERK L7-PE8E ACL % 884
LEd., ZoFITIE, redirect & 4T 472 ACL T,

 [RADIUSH— NIZHfe T Do Ol S H A % —7 = A A (Interface Used to
Connectto RADIUS Server) |: [ v % —7 = A A% FE)Ti#EI9 5 (Manually Choose
Interface) ] ZEINL, V— NICEETE LM X —T oA AZHEINLET, VAT
BNA B —T 2 A AT CoA VAT —%2#UNIHENITEB LT, FFEDA
Z—T A A BRNT 0 ERNH Y £,

P XPNEHET RLALRE LRy hT—7 FICH DA (ZHIERZHiA v 4 —7 =
AAZBERT L L2 BERLET) | ZMiA =T 2 ATIPT FLRAEZRET
HZMELHY FET, HELIP 7 RVAZRET HET TEA+HSTT, [T/AAR

(Device) |>[1 A —T =4 X (Interfaces) | IZBEEIL, HEHIP T KL ALFET
7%y b EICHLBMA L F—T 2 ATIPT FLAZRELET,

FDMEET 7 2R Z OV —R"2HEHT 568, 204 ¥ —7 o4 AFEHAS
NET, EET 7B A0ORTIZ, BEHIP T L AZ@E L CEICRIEESNET,

WIZ, WA 2 =T 2 A ATRET 24T v a OBl aRLET,

YE—F 7Y EXVPN .
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YE—F 72 EZVPN |

B o5 s zxcomazmEnmE

ATvT3

A RA VPN Only (if this object is used in RA VPN Configuration)

Redirect ACL

redirect

Interface used to connect to Radius server
Resolve via route lookup
@ Manually choose interface

inside
®

e) [OK]%Z2Z Vw7 L TH—R_"AT V=l FEREFELET,

HEOFEHET D ISERADIUS 4 — NIZ LB NEXRERHDIHE. b0V —_"ENZE
N — R F T FEERLE T,

f)  [+] > [RADIUSH—/3%')L—T (RADIUS Server Group) | %7 U v 27 LET,

g VAN ITN—TDHFIEATI L, BERIGEIT, Ty RE A A ERRKRITEERZRE L
EJc AN

h) [# 4T v 7 FGE (Dynamic Authorization) |4 73 3 &R L, ISE V— 235725
A= E2HEHTLLIICHEINTWDLEAIL, A= EEE2EFLET, A— 1700
1%, CoA Ty NEFRET 272D EINDT 74V EOR— T,

i) AD%~A%@%L11~%%M£¢5J9LRMMB%~A# HESINTVDEEIX
_@Rmmm%~ﬂkﬁ$ébﬁfﬁménéAD%—A%?Eﬁémmmﬁ%~ﬂé
AR — hF % LA (Realm that Supports the RADIUS Server) ] Z3i&R L E 5, LIV AR
FAELTOWRWERIE, VA RO TEIZHS [(FTLWT AT T 47 4 LIV LAOIER
(Create New Identity Realm) ] 42 U v 7 L TER L £,

j) [RADIUS#—~N (RADIUS Server) D FTC[+] %2 U v 2 L, RAVPN HIZ/ER L= —
NFATVxl FEBIRLET,

k) [OK] 227 Vw7 LTCH—NITN—T AT 27 VERFELET,

[T/34 R (Device) |1>[RA VPN]> [###; 707 7 4 JL (Connection Profiles) ]| Z3#R L, =
? RADIUS Y=/ =T T 2807 0 7 7 A VBl L £

[AAAFRGE (AAA Authentication) ] ZfEH L (B E 7 ITFEE & ) | [—VRAEH D
TIA <V T AT T 4T 4 —A (Primary Identity Source for User Authentication) ]. [F3 7
(Authorization) ]. BEW[TH T T 47 (Accounting) | A7/ a» TH—N T —T%
BER L £,

M CTHEL 2B EOMT_XRTOLET a2/ ELET,

GE) DNSHYP— NZVPN Xy hU—IRATRESTIZEA., B o7 7 ALV THHAIN
HIN—=T KR —%fmEL, A7V v b bRV TREBESN—UT[AT Y v b
DNS (SplitDNS) |47 v a v ERELET,
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st cozazEoRE |

ISE CORREEDEXTE

ATy T

ATy T2

ATvT3

AETREDIZE A EX, ISE YV —"TiTbihvEd, ISEZlZ=> RKARA 2 s T34 A LT
FITSNDRAF ¥ TEAA VN 2=V F03BH Y| ISEIXT A A L EEEHE L THRA
F Y ATENZRE LE T, FID 734 ALEARMIZ, FFEOTY K 2—HF OMBLIZEET % ISE
Mo DORRERFLET,

RAF % TEAAL N RY —OFREICHET 258G HRIT. ZO~==2 7 VORI TT,
72720, WOFIAT—EOIEARERATH L EJ, ISE DF E@x&—ki{ﬁ (L LTIEAHLT
LTEEW, Efflea~y KRR X=U4 BLOBEAIL, V) —ATLICEETINLIHE
NHDHZEITHEELTLEEN, HHLTWAISEONR—Y 3 k- TiE, B HiEE
ISk E T 25803 H 0 9,

PR— N SINDRERDISE UV ) — A%, 22/%vF 1 TY,

1R BHIIC
ZDOFNETIL. ISERADIUS — T —H N TICREF AT EIREL £,

FIE

[ (Administration) |>[f*Y kT —%2 1) —X (Network Resources) | > [V FT—U T
/N1 X (Network Devices) |>[Rv bT—%5 T/34 X (Network Devices) | Z#R L, FTD 7
NRARAZISEDF Y hT—2 FRA A A _2 b UIZIBINL, RADIUS Z#%E L £,

[RADIUSumu X & (RADIUS Authentication Settings) ] %34 L, FTDRADIUS #—/ 347 =
J FTREINTWVWALO LR U [IAME (Shared Secret) | #i% T L £ 7, LERLGEIX
[CoA“J‘° I (CoA Port) | &5 %2 W L. FTD RADIUS $#—/X /' )—7 47V =7 kT L
R—=FEHELTNDZ L EHERLET,

[R1)>— (Policy) |>[R') >—EZHK (Policy Elements) |> [#53& (Results) | > [FFA]
(Authorization) | >[4 ™ > O0— KA[BEACL (Downloadable ACLs) | %33 L ¥,

Hvrm— RA[fE ACL (DACL) % 2 >fEk L. 1 DMl KR4 > M, 9 1 Did3E
LT RARA > FHELET,

T2 & ZI1E, = RARA VP TRHTRTOT 7B A%FFA L (permitipanyany) . FEVEHLT
YRRA P TEHTRTOT 78 AZELTEET (denyipanyany) , 227747 2 RUR
BICHESW T — YRR L TDIEMRR T 7 8 A2 572010, 245 O DACL TSR
UM T 22N TEET, ZNHDO DACLITRAI 7 7 7 A VT L E T,

[R1) &— (Policy) |>[R') >>—EZK (Policy Elements) | > [#532 (Results) | > [FF7]
(Authorization) |>[E¥8] 707 7 4 JL (Authorization Profiles) | Z3&#R L, MNELT 17 7
ANERELET,

WRORED T 7 7 A NVPMLETT, TNENORKROBMEZ —ERXRRLET,

« [R] (Unknown) ]: REIRARAF ¥ 707 7 A NMEIT 74NV FORAF ¥ 7077 AL
TY, T _XTOZ RARA » ME, RAVPNEHDO RN DOFENLRFIZZ DR Y > —IZ—F, S
NET, ZOL—LOFRA v MI, VFA L7 MACL L URLZ#EMA L, 7 Clamy KRR

JE—F7YEXVPN .



JE—R 7Y RPN |
B secozazEomE

A b EIZHFEL T RVWGEAIE, AAFy=—V =2 baX v ra—RKT52LTT,
T RFRA Y ME, ==V bBA VA =L ENTWRWEAE, F2idA A b—b
DR LIZGA, Zo7a 7y A VCERSNcEE LT enTEET, T HThHRY
BA. TV RIRA V MIRATF ¥ 25l U725 UL 72 13 7 0 7 7 A VR 8 L
3

RIKROBHEIZIE, ROLDOBHY 7,
« [47i (Name) ]:PRE POSTURE 72 &,
[T 7 v AX AT (Access Type) ]|: [ACCESS ACCEPT] iR L £,

o [HiB X A7 (CommonTasks) ]:[WebU ¥4 L7 2> (CWA, DRW, MDM, NSP,
CPP) (Web Redirection (CWA, DRW, MDM, NSP, CPP)) | #ER L., RIZ[Z T4 T
Y FrbeYa=r2 (RAF¥) (Client Provisioning (Posture)) ] Z %R L, FTD
TNAATHELIZV XA VY NACLOARTIZ AT LET, A (Value) | T, [7
FAT v R 7rEYa =7 R—4/ (ClientProvisioning Portal) ]Z3#&R L £ (F
IR L TV WA

s JEM:DFEH  (Attribute Details) ]121%, url-redirect-acl 35 X ON url-redirect O cisco-av-pair
EA 2 DFRENDLENRH Y £F, ISEILZ DT —F % FID 7 /51 AZEE L,
RA VPN —H & v ¥ 3 VAL S Ed,

o [EHL (Compliant) | : RATFT ¥ TEAAL MNET LIk, =2 REKRA » MIERES L
FTRTCOFEHEWHZLTODIEE, 7747 v MIEILE B shTooryn 7y A v E
BELET, @, 207747 NMIIFERRT 7B AEN G LET,

RARRDBIEIZIE, RO DRH Y £77,
* [4Fi (Name) ]: FULL _ACCESS 72 X,
o [TV BAX AT (Access Type) ]: [ACCESS ACCEPT] Zi#®IR L £,

« [H£iE ¥ 227 (Common Tasks) ]: [DACL4 (DACL Name) | Z B8R L, L= —Hm)

\7IZPERMIT_ALL TRAFFIC72 X DX v — Ra[EACL Z3#R L £9, ISEIXACL
ZFTD T NA AZEFE L, TS ABACLEZ2—HF Eyva @A LET, 20
DACL X, 2—# v a ORIDOV XA L7 F ACL 2Bz £,

o [FEYEHL (Non-compliant) |: WAF ¥ THAA L MTEoTxmy RRA V R TRTOHE
PG IZ L TN Z ERRE SN GE . BEREH T 0 7T LA VA M—LT 57
ElCk, 7747 MR RRA Y N MPSEHLZENTE LT M T URF
£ LET, AnyConnect 7 7 A 7> ME, a7 I7A4 T AOMEE 2—FIZBH L ET,
NIy "ET DR, =2 RRA VNI a 7747 o RRBEICRD 3, ho v
N OHIRBZEINT- A TH Y RARA BRI O E E72 8, o v a UITIEHEIL
Ev—r &, HFERT e T s A NVERGLET, BFE, 20T FARA 2 FTIETRT
DT I vRAEEILT L, DR EBMONDOFIETT 72X %EHIRLET,

HRARRDBHEIZIL, RO DR H Y £7,
* [4Hll (Name) ] : Non Compliant 7 &,

. YE—F 7Y EZXVPN
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st cozazEoRE |

o [TV AX AT (Access Type) ]: [ACCESS ACCEPT] Z iR L 9,

o [H@ & 22 (Common Tasks) ]: [DACL# (DACL Name) ] &R L. FE¥EL= —
[f]iF1Z DENY_ALL_TRAFFIC 72 ¥ DX 7 > v — RA[fg ACL ##&R L £ 7, ISE X
ACLZFTID T A AZEEL, TS ABACLE2—YF vy a @A L £,
ZODACLIZ, 2—HF o arDEOY XA L7 hACL B X2 $7,

ATy T4 [R) >— (Policy) |>[R') —E3HK (Policy Elements) | > [#558 (Results) |>[7 547>k

Z7BEY3=>% (Client Provisioning) |>[!) Y —X (Resources) | Z3&R L, kDY V—=
EHRELET,

* [AnyConnect’N > 77— (AnyConnect package) ] : software.cisco.com7»H 4 7 m— R L7-

~Ny R RN =T 70, PR=bFD7 74T T Ty b7 =0T LI
BUED /S > Iy — BT T, Z D728, AnyConnectDesktopWindows 7 & DEE D 2 A
ERETHDRENRDH Y £7,

c[ISERAF ¥ RET 7 AV (5 A 7" . AnyConnectProfile)  (ISE Posture Configuration File
(Type: AnyConnectProfile)) ] : E)’i"fE7 FAMI, AT ITAT VA ETY a—/LNT
R a—HF DT /A X ?i’?‘ﬁﬁ?“é TOIEATARELZTERELET, 2077 A MWTET,
2= PRIEERLT A ZEE ST L 12D TE LRFHOR S ZELZ L ET,

(AT ITATVAEY 22—y r— (A7 : ComplianceModule)  (Compliance

Module Package (Type: ComplianceModule)) ] : AnyConnect = > 7°§4’ TUAEY 2—)L
TrANME, T RRA L MDA T ITAT U AEWRT DDA A =S
AnyConnect /Ny 7 —UNZ 7 v 2 3N5H 7 7 ANVTT, DT 7A0iE, [Ciscotr A ko
51U Y —RX%BI (AddResources fromCiscoSite) |2~ REFHALTHFvrr—RKLE
9, #%E L7= AnyConnect /X 77— VIZHESWTHY) 2 E Y 2— &2 X — R LTV
HZEEMHELET., £ TRVWES, FUure—RIKRRLET, b7 7 AL
IZ. software.cisco.com k@ ISEComplianceModule 7 /L4 @ AnyConnect U A kT & R
TEET,

* [AnyConnectiZ &~ 7 A /v (¥ A 7 : AnyConnectConfig) (AnyConnect Configuration File
(Type: AnyConnectConfig)) ]: Z 415 ® AnyConnect V U — A [EA X EIX, [AnyConnect’~ >
47— (AnyConnectPackage) |, [2> 774 T AE Y 2—/b (Compliance Module) ].
BLOWEHT 5 [ISERAF ¥ (ISEPosture) |#E&RLET, Ny —VIX0OSEHETHD
e, vAR— 8527747 F0S (Windows, MAC, Linux 72 &) Z &IZfE@BI0 =
T4 X2l —vary Ty A NVEERLET,

AT9F5 [RY)>— (Policy) |>[254 7> FOET 3=2% (Client Provisioning) | Z3#R L., 7

TAT N ey a=r T R —2&ELET,

CoA ZRET HMEN LA —T 4 7 AT LT LI, CoA_ClientProvisionWin 72 & D
HETZFFOF LWL — A 2B L ET, AWl LT AN —TF VT VAT L EEIR L,
[#E5% (Results) ] C., OS HIZ/ERL L 7= AnyConnect i% €~V 7 A /L% [T—Y = bk (Agent) ]
ELTERLET,

BHSTR DT 7 0 kD OS [EA/L—L MmN LET,

JE—F7YEXVPN .



JE—R 7Y RPN |
B secozazEomE

ATYT6 RAF v RV —&2RELET,
ZOFIETIE, MKICE > THEHMRRATF v BEHERELET,

« [[R1) — (Policy) |>[R'Y) >>—EZHK (Policy Elements) | >[5 (Conditions) | > [RX
F v (Posture) | 2R L, W THENHLIHEMARNAT Y RUEE2ERLET, &
X, =PI EDOT SV r—ra DA VA M= AVEBERTLIHEAENRH Y 7,

« [[R1) &— (Policy) |>[R') —EZF (Policy Elements) |> [$52 (Results) |>[[RAF v
(Posture) | > [E# (Requirements) | ZE®IR L, =2 FRA L DAL TFIT7A4T A E
Va— VEHEERLET,

« [RY>— (Policy) 1> [RRAF+ (Posture) |>[RRAF ¥R I — (Posture Policy) | %
BIRL, PAR— b ENDARL—T 4 VT VAT LADORY) —%FHELET,
ATy TT [RT— (Policy) |>[R')—tv kb (Policy Sets) |>[T 74 JL & (Default) |>[FFrI7R1)
2 — (Authorization Policy) | Zi#{R L, R Y > —%A/E L £7,

LS E N EFNOL— L2 BINLET, O OEOHFIL, BiOFIEOFNZESVTUvE
bé‘o

« ["B] (Unknown) ] : pre-posture 38 L URAF ¥ X7 m— NH,
* [47i (Name) ]:PRE POSTURE 72 &,

* [ (Conditions) ] : “Session-PostureStatus EQUALS Unknown” 35 & OY
“Radius-NAS-Port-Type EQUALS Virtual”

o [7'm 7 7 A/ (Profiles) ]: PRE POSTURE 7¢ &

o [#E#L (Compliant) ]: RAF ¥ BHZWI-T7 747 M,
« [471 (Name) ]: FULL ACCESS 72 &,

 [4:f} (Conditions) ] : “’Session-PostureStatus EQUALS Compliant” 35 JX O
“Radius-NAS-Port-Type EQUALS Virtual”

«[7'm 7 7 AL (Profiles) |: FULL ACCESS 72 &,

o [JEXEHL (Non-compliance) ]: AN AT ¥ Hff: &/ S 7207 F 47 > b,
 [4 77 (Name) ]: Non Compliant 72 £,

* [5:fF (Conditions) ] : “Session-PostureStatus EQUALS NonCompliant” }3 & T}
“Radius-NAS-Port-Type EQUALS Virtual”

o [7'm 7 74/ (Profiles) ]: Non Compliant 7% &,

AT9 78 (X7 ar) B (Administration) | > [FZXE (Settings) | > [[RRXF+ (Posture) |> [T
fli (Reassessments) | ZE&R L, NAT ¥ OFFHEZHHIZ L ET,
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SEA VA= TTARATYE— b FHORAVPNI—HITA VB —%y k ToERERET2HE (A7 E=2) [

T 74N NTHE, RAF v IIZEEFICORTHMI SN E T, NRAF ¥ HHMiZ AT 5 &, B
SNz RARA V NORATF ¥ ZEMNNCHET 5 2 N T3, HaHhfREEsRET
HE, BEHEZRETHZENTEET,

VAT ARHIHIC KT DA, VAT ANRED L H)IURET AN EERTE LT, 2—F
OFATETFAITD ELIZEE) . 2—VE2ur/4 7885, FREa2—PFICv AT LDE
WEWIET D Z LN TEET,

NEA VB —DT A AT E—FT7I9EAVPNLI—HFIZA 2 —FY
T OECREFRBETEHEE (NT EZY)

VE—KhT7Z7EAVPNTIE, VE—bF Xy hT—7 LO2—WFIZHGDOT A ZAENLTA
VHE—=FRy NIT IV BAZSELEWEERHY 7, EL, A ¥ —Fy MIEHRLTWSFE
— A H =T A AN A L HZ—T 2 A A) FOTAAAL AZVE—Fa—FRTI7EALT
WABTD, AV F =Ry N NTFT T4 v I PINTA L H—T oA ADMUINLZEDFEFIREND
VEERH D FET, ZOFEIFZAT = F eI BELH0 3,

WORNIFI 2R L TWET, A v F—T7 =4 A, 198.51.100.1 ITHRESN TS Y E—
TI7EAVPNRSHY £F, VE—FZ2—FDVPN b R ZH5E L, A ¥ —F v MIED
AYNT T 4w TENA L H—T = A ADBREL, NERy hT—ZIZRND b T 7 4 v 7%
TNRA A BB LHEITDECTEET, FOH, VE—F 2—FRAS ¥ —F v F EOD
=N (www.example.com 72 &) |27 7 v AT 556, #EI3&MIC VPN 2l L, £ 0%
198.51.100.1 f > X —T = A ANHA VX —F v MI— v 7 SPET,

El_
—
_ | www_example.com
b
19851.1001 ./ o
j == .

RA VP N .": A

192.168.1.1

WKOFEIETIE, 2OV —EZOHREFECOWNTHHAL ET,

48D HHEIIZ

ZOBNE, TN ARBERE A, VE— K TZEAVPN 74 &2 AN EA, AnyConnect
JIGAT VR AA—YRT v 77— RELTHDLZ LE&EAHEE L TWET, 74T T 47+
RY—TCUEHENDTAT VT 4T 4 LIVABREFATHD EHAELTOET,

YE—F 7Y EXVPN .



YE—F 72 EZVPN |
B s oo RTUE— R FORRVPNI—HITA v —dy F TORRERBT SHE (AT EZL4)

FIE

ATy F1 VE—K 77 A VPN ERE#ELET,
REWIE, BT 0 7 7 A NIZT TR, DAZSA RSN T N—TRY o —BUNETT,
AT E= U I3 RRRETHY . INV—T R U —THRERREMITZEL T H7D, =
OBITIFTH LW N—T R o —%EfKT 2D TIE/el, 774V 8 ZV—TF KR > —%iF
E£LET, L0607 e —F BN TXET,
a) [T/ MR (Device) |>[')E— F7%2EAXVPN (Remote Access VPN) | 7 /L —7 T [RE
DFx (View Configuration) | %7V v 7 LET,
b) HW&T[ZW—7HRY > — (GroupPolicy) 1% 7 Y v 2 L, DfltGrpPolicy 7 ¥ = 2 ~®
wET1ay @) 227997 LET,
Q) TIANE IN—T K —ICROELEEMZET,
o [&/% (General) 13— [DNSH—/N (DNSServer) ] C. VPN RARA > MR R
AA U ERRT DI2OIMEAT 2 0ENH 5V — "% EHKT H DNS —3 71—
TERERLET,
DNS Server

CustomDNSServerGroup

«[AF U » K bV 7 (Split Tunneling) ] ~X—® [IPv4] 38 LN [IPv6 A 7Y > |k
kU 7 (IPv6 Split Tunneling) 1O T, [F o F/WRRHOD T 7 ¢ v 7 23~
TFFA[9 % (Allow all traffic over tunnel) | A7 > a v &BBIRLET, ZhidT 741
FRETHDHTD, TTICELSREINTWDATREMERH Y £,

IPv4 Split Tunneling IPvE Split Tunneling

Allow all traffic over tunnel hd Allow all traffic over tunnel

GE)  CHEATEZUIEEAMTEIEOOEELERETT, T XTONT 714>
7% VPN 7 — U = A IZ[arbE 2856, A7y b horx Vo 70E Y
E—h I TAT Y MR VPN OAEIZH D0 —T 0 A oA F—F v b
YA NMIEHET 7 EATEDLX 0T H10DKIETT,

d) [fRfF (Save) 1227 U7 LT, T 74/ IN—T K —DOEREEEFLET,

e) [kt~ 1~ 714/ (ConnectionProfiles) 1% 7V v L, BfFOT 07 7 A NV EfwET D
D, BTHUERL L £,

f) BT 7 ANDT 4 — RKE#ED, TOMORAVPNREDHA & RFIC, +XTO
F T a v ERELET, L, ATV EEICT AT, ROF T g v &IF
LSEETIHVLENRDHD £7,

« FlE2 D [ /V—TRY 2— (GroupPolicy) |, ~T E=2 T HICHAZ~ A XSz
TN—T7 KU —%@ERLET,

. YE—F 7Y EZXVPN
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SEA VA= TTARATYE— b FHORAVPNI—HITA VB —%y k ToERERET2HE (A7 E=2) [

ATy T2

g)

h)

Group Policy

DfitGrpPolicy

« FJIE 3 @ [NATSFR (NAT Exempt) |, Z OfEE A 1+ —7 M LET, WEbA > ¥ —

T A RAEHEIRL, Wiy NT—J 2 ERTHAXY NIV —2 77 MaERL
F9, ZOBITIE, A7V =7 FiE192.168.1.024 ZHELET, NERy hU—2
2D RAVPN F 57 4 w271, 7 RLAEHENEHA, 7777 L, ~AT =27
ENTERT T 4 v 7 IFINEA v H—T 2 A ADIMNTH BT, 5l & kX NAT HMTH
WET, ZHuE. NATGBRIINE A v F — T = A AZOREHA SN HT2DTT, i
EREHLOER T O 7 7 ANNDHDGE. TORENTXTOHER T 17 7 A Wi
AEhaicd, BEFEOFREICEMTAILERSH D Z LIHERE LT EEN,

NAT Exempt

«@©

Inside Interfaces Inside Networks

[il4] inside

'C3 local-network

GE)  [NAT#ER (NATExempt) |4 7> g id, AT E=VFREICE > TEER
H o1 OORETT,

(A7 ay) [Z/a—rULERE (GlobalSettings) | FIET, [(EESN/=bT7 7 4 v 7 TT
JERAar ha—ARY —%A/N2F % (sysopt permit-vpn)  (Bypass Access Control
policy for decrypted traffic (sysopt permit-vpn)) ] 47T a V&R L £7°,

IDF T a v EBBIRTSHE, RAVPN T — L T RLANLD NT 7 (v 7 2T 5T
7B AN — NV ERET HMLENRL RV ET, ZOF T aiitex=2V T 1 &R\ L
N2 =N T —=LNDT RV A AT —T 4 7 TEEHA) SEET, RAVPN
N77 4970, URLZ 4 VZ Y U ITRRBABEHE G A VAT v a BRI S D
ZEEBWLET, ZOF TS a VERETDHRHNC, BETEETEZEZE LT EEN,

RA VPN OF%E AR L T H 587 (Finish) |27 U v 27 LET,

WA v H—T 2 A ADDERENTZ TR TORRENTIP T RLA ([ F—T A A
PAT) OAR— MIEHTHE I NAT V— v E2RELET,

FRA ZADOHMFREZ5E T9 5 &, InsideOutsideNatRule & V™ 5 £ BiiD NAT /L— /L AMERL S
FT, ZON—E, NS F—T A ARBETT A, R R/TDEEDOA o H—T A R
Mo, A F—T A APAT Z IPv4 N7 7 4 v ZIZRYELET, A F—T =1 XX
MEED] BETA LV H—T oA ATEEND D, BHERL—/VE, EEZITHIBRL Y
RWRY . T TICFEEL TVET,

ROFNAT, BEIRN— VAT DR LET,

YE—F 7Y EXVPN .



YE—F 72 EZVPN |
B oo oo RTUE— R FORRVPNA—HIT A v —dy F TORRAERBT HHE (AT EZ2Y)

a) [R1— (Policies) |>[NAT]| %272V v/ LET,
b) KOWFNNEETLET,
» InsideOutsideNatRule %= #RET D121, [T 7 > a > (Action) |FIZ~ T R F—/3—
L. Rt (edit) 17142 (@) 22097 LET,

=V EFHER T DI, [ RZ &2 7Y v LET,

o) WOTaRXT 4 H AL TAL—LERELET,
«[#A4 v (Title) 1: HLWIL—LDOND LT WARTE AN—RAZEOT AN LE
F, 72 & %X, OutsidelnterfacePAT & A7) L FE T,
« PL— L DOPERSE (Create Rule For) ]: [TE/NAT (Manual NAT) 1],
o [Bdi&E (Placement) ] : [HEINAT/L—/L D (Before AutoNAT Rules) | (77 #+/L K)
s [#A4 7 (Type) 1:[#A4F > (Dynamic) ],

s [7tD/3% >~ (Original Packet) | : [i5{§7¢7 F LA (Source Address) ] C[{TE (Any) ]
F 7213 [any-ipvd] IR L E 3, [EfFLA ¥ —7 =4 A (SourceInterface) ] T, [{T:
B (Any) | T 7a0 ) ZBRL TSI 2R LET, D37 > b (Original
Packet) | DMMDOTXTOA T v aix, 774V FOUEE (Any) |OFEFIZLE
R

o [ZHif% D35 b (Translated Packet) ] : [$85641 % —7 = A A (Destination
Interface) ] T, [FM (outside) | ZiBIRL £, [AH#itkDT KL A (Translated
Address) 1 C, [1 »Z—7 A A (Interface) | ZR L E3, [EHkD v b

(Translated Packet) | DMLOT X TOA T > g 0%, T 74V D {EE (Any) 1O
FEFICLET,

WOL, FEEILT FUAIZ HEE (Any) [ Z@8R LIy T aflzm L ThET,

. YE—F 7Y EZXVPN
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SEA VA= TTARATYE— b FHORAVPNI—HITA VB —%y k ToERERET2HE (A7 E=2) [

ATvT3

Status

~ @

Manual NAT rules allow the translation of the source as well as the destination address of a network packet.

Title Create Rule for

OutsidelnterfacePAT Manual NAT

Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules

and insert the rules at a specific location,

Placement

Before Auto NAT Rules v

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Destination Interface

Source Interface

outside

Any

Source Port

ource Address Source Port Source Address

Any

Any

Destination Address Destination Port Destination Address Destination Port

Any v Any v Any v Any

d) [OK]%27VUvZ LET,

BT e 77 ANTESSNIE N T 77 Tr 78Ry ha— LR o —%/ (/3R
9% (sysopt permit-vpn)  (Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)) ]
ERELTORVWESR) VE—RTZ7EAVPNT RLA T—AnGDT 78 A%FFATHT
7 AL —VERE L ET,

V7 a7 7 ANVTEESNZ NI 74y 7 T 78Aay ba—LR U o—% /(32

% (sysopt permit-vpn)  (Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)) ]
EBRIRLTGE. RAVPNT =L 7 RLADDLD NT7 7 4 v 7i&, 772 AHEARY > —%
ANRALET, FT 74y ZIZHEAENDT 7 B AR — VAR T2 2 LITTEERTA,
ZOF T a rEENCT DHEICDOHR, V=NV EERT HDHERDH D £7,

KOFITIE, 7 RUA T = ANBAEEDFEHEA~D b7 7 4 v 7 BFFISNET, ZiUFMmao
ZIRCEDETHETEET, AERN T 74 v 7 2SN 57 0 v 7 b—)b 2 b — /L DRI
ESZENTEET,
a) [ — (Policies) |>[7 2 AHI{H (Access Control) | #7 U 27 LET,
by [H1Z27 Uy 7 LTHLOL—ALEERLET,
) WOTuaNRXT 4 EFEHL A=V ERELET,
«[MEF (Order) 1: AU —ANTINLOERUI L, T vy 7T L5 REROS St
D=V DORIOMEZERLES, 7740 FTE A—/UEIR Y > — Otk BN

YE—F 7Y EXVPN .



YE—F 72 EZVPN |
B =70t PNEBRL TR Y kT2 DT (LY b S—NERRT BHE

ENFET, V= LONBEHR TEFTAILERTTCEEZEEIE. 2047 v a &
ET DN, HIAV—NET—TNVDOEDAR Y NIRRT v 7T RRay 7 LET,

s [#A4 bV (Title) |1: AX—=RZEDTITONY T WARTZAD LET, #,
RAVPN-address-pool,

s [77 v ay (Action) |:[FFF (Allow) ], ZO LT 7 4 v 7O v ha/ViEKER
TRAZF~NLRWGEIE, [[FH (Trust) ] 28R TE ET,

s (E(ECE /213585 (Source/Destination) |7 : [iEF{EJT (Source) |>[Ry kT—4

(Network) | . 7 RL A 77— /LORAVPN 7 a7 7 A WAL TWBED L
FMUA7Y s SR L ET, [XE50 %855 (Source and Destination) | Do 3 X
TOF Ty aANZonTd, T 74V O fEE (Any) JOFFICLET,

SOURCE DESTINATION

«[7 7V r—3 3 (Application) ], [URL], BEL N [=—H (Users) ] ¥ 7 : 15
DHTTIET 74V FOFE (MTHBRL72) OFFICLET,

s (R A (Intrusion) ]. [Z7 A/ (File) | #7 : A7 a T, B EII~1r o =7
ERBETDHRANFELIZIT AN R —%ERTEXET,

c[2X> 7 (Logging) | ¥ 7 : A7 v arTHEmOuX U 72N TEET,
d [OK]%Z7VUvyZ7 LET,

ATV T4 BEERFELET,
a) Web ~—T DA LIZH D [EEDREBH (Deploy Changes) 1 7 A 2 %7 U7 LET,

b) [49 <M (DeployNow) 1 K% > %27V v 7 LET,

BN ET 30 ETRHET 20, [OK]Z27 U v 27 LT, BTHAZ U X METITEME
2R L ET

JE—FTF7OEXAVPN ZFERALTHERY FT—ODTF4 LT R
HY—NEFERT HHE

ENA N T — D — L IEEEEEDRNER Y N — 7 GBI &5V E— T 7B AVPN
FRETEET, BHOX2V 7 01d, 2—VEHLZFIEL T, Bahi-a—VEgn=
VRV EBETELLIICTAET 4L MY =X o TRARY £,

. YE—F 7Y EZXVPN
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YE—k FUERAVPN EBALTHERY FT—20F ¢ LY by —nzEATs5% ]

T4V M) B—=NBRE Ry T —7 TR Bx Yy U —7 EIZHD5E. JMNRA >
B—=T 2 AANLT 4 L7 ) —=NEETery NT—7 ~OH A M VPN #5i23%ET 5
VERHY FET, 4 FEI VPN DRED 1D2DTHI =y %4 i VPN D TIRE]
Fy hT—=7N, BIOBERIZT 4L 7 b)Y —"BEETLIT AL ADYE—F Ry T —
2, VE—RNTIVEAVPNT SA ZADINA L X —T 2 A AT RLAZGZDHLERD Y
F9, FEMICONWTIE, ROFIEEZSZHL T EEZ 0,

GE)

Fe B A B —T oA ABFEIA L X —T oA ADF— T = A L LTHERT LS. =
DREBIZEV, TATT AT ARV —HOT 4 L7 N OHEALAREICRD £, T—4
AVE—T oA AEEHS = U oA L LTHEHLRWGAIX, B8Ry hT—I b, A
N VPN #5651 BINT 2NE % Y R T — 2 ~D— M Rb 5 2 L 2R L ET,

ZOFERAFITCIE, ROFR Y NU—7 F U A EFEELE T,

N @ 192.168.4.254
®, e

L

192.166.2.254

192.1658.4.6 192.168.2.1

L J

F 3

192.168.3.6 192.166.1.1

1
°H

192.168.1.175

Mpa—/L7 ™+ &R

1 192.168.4.6 \Z VPN #2172 VE— N T 7B A KRA N, 7 74T MZ
172.18.1.024 7 RL A F—VZH BT RLAZEELET,

2 VE— K7 27EAVPNEZRANTEH A1 A,

3 BFABFAEFARBDOFID TN ADHNERA o X —T = A AOH A
M VPN k> xb,

4 FTA4LTZ M) P—RERRA T EHYA B,

5 YA FBOWEF Y hT—2IZHBT 4 L7 b H—03,

YE—F 7Y EXVPN .



YE—F 72 EZVPN |

B =70t PNEBRL TR Y kT2 DT (LY b S—NERRT BHE

1R BHHEIIZ

ZOMERBNL. TARAADE Y N T v T U4V —REHEHA LT, BHOR—R2T 14 L OfERE
RS L CWAZ &R LTWET, BRIk EBY T,

« inside_zone 7> 5 outside_zone \ZBENTH T T 1 v 7 ZFFA] (F7IAEE) T2

Inside Outside Rule 77X 2> ha—/L L—L03H 5,

« inside_zone & outside zone DEF = VT 4 V' —r (ENEI) T, WA v F—T = A A

A L H =T 2 A ARG EN TV D,

WA v H—T = ADDINRA v H—T =2 A AT HTXTO T 7 4 v 71X L
TA ¥ —7 = A A PAT % 477 % InsideOutsideNATRule 238 5, T 7 4 /v F THEL T
VoD IN—TaEHT DT A R, A FZ—T = A A PAT O — L INEEAFET
DYGEMNH D,

A LB —T A AEFET, 0.0000DAEZT v 7 IPvAIL— "D D, ZOFNL, s

WAL HE—T 2 A AIAZ T 4 v I IPT FUAEFERHLTWA2, DHCP ##H LT X
AT 47— NOBREL A THLZ LEAHHEE LTWET, Zofo%s ., ko
AT 47 —FEEELTWET,

e A NAAHA L F—T oA A, T — MU = A13192.168.4.254 T,
e A FNBARA L H—T A A, F—F T = A13192.168.2.254 TT,

FIE

AT TN T4V 7 b H—=REHRA TS [V A B (SiteB) 112V 4 M VPN £kt % E L £,

a)

b)
¢)

[7/3A 2 (Device) 1Z2 U v 27 L, [#A FHEVPN (Site-to-Site VPN) | Z/L—7 T [
TEDF (View Configuration) [ %7 U v 7 LET,

[HRZ27Y 7 LET,

[ FARA > hOF%E (Endpoint Settings) | ICIKDOA 7> a v ERELET,

s (#2657 1 7 7 A L4 (Connection Profile Name) ]: #4fi&Z A LET (7= & 21,
FA N A~OEEAZ T, SiteA)

s[m—AH A~ (LocalSite) |: ZTNHDAF T arTu—hLxr KR4y N
ExLET,

«[B—HNVPNT 7 &AL % —7 A A (Local VPN Access Interface) ] : [/
(outside) ] > ¥ —7 =A% (KD 192.1682.17 KL ABFFNTNB A o H—
TxAR) BERIRLET,

s[B—HFy hTU—2 (LocalNetwork) ]:[+]% 7 U v 7 LT, VPNE#HiIZS
MTBRERSDO—DN Ry NI—T BR/RETDHZRY NTI—I AT V=7 b
EBRINLET, T4V 7 M) P—NZZ0ORy hU—7 EIZH DD, YA b
M VPN IZBIMTEET, A7V =7 MBRELEFELTORWEE, TR >
s 7 —2 OERK (Create New Network) | #2 U > 27 LT, 192.168.1.0/24 & -

. YE—F 7Y EZXVPN
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YE—k FUERAVPN EBALTHERY FT—20F ¢ LY by —nzEATs5% ]

NI—=ODFT V=l MeRELET, A7V=2 MefRfFLIEDL, Fry”
O VARNTEDAT7 V=7 baBRL, [OK] 227 VU v 7 LET,

Add Network Object

Name

Network192.168.1.0

Description

Type
(@) Network (0 Host

Network

192.168.1.0/24

s [UE—hFH¥A I (RemoteSite) ]: ZTNHDA ST 3> TUE—F =2 RARA b
BERLET,

+[UE— FIPT7 KL A (Remote IP Address) ]: VPN 85tz X h 45 U E— b

VPNET DAL X =Tz ADIPT RLATHD 192.168.4.6 # AT LE T,

s [VE—bFXv FT7—7 (RemoteNetwork) ]:[+] %27 U v LT, VPNt

BINTHEMERHDYE—F Ry NT—T EB/RET IRy NT—T T
MBIRLUES, FiERy NU—27 OFER (Create New Network) %27 U » 7
LT, ROAT V=7 bEREL, VAMNTENLDFT TV =7 PABIRLF
7

1. SiteAlnside, v NV —7 192.168.3.0/24,

YE—F 7Y EXVPN .
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B =70 VPN EBRLTHEBRY FT—0DF (LY b S—NEERT BHE

Add Network Object

Name

SiteAlnside

Description

Type

@ Network

Network

-:j Host

192.168.3.0/24

SiteAlnterface, 7~ A b, 192.1684.6, EERA >k : YJE—F 7YV 2X VPN
BHRSA 2 bDT7 FLRZEY A FE VPN EHGHAOY E—F 2y FT7—2
ND—EELTEDT, YA A2 —T A RATHRAMENTLVS RA VPN
TTA4LY b)) H—NZERAAEICTILENHYFET,

Add Network Object

Name

SiteAlnterface

Description

Type

@ Host

.’) Network

Host

192.168.4.6

KTTDHE = FRA FOREFROL DI £,

. YE—F 7Y EZXVPN
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YE—k FUERAVPN EBALTHERY FT—20F ¢ LY by —nzEATs5% ]

Connection Profile Name

SiteA

LOCAL SITE REMOTE SITE

Local VPN Access Interface @ Static Dynamic
outside b

Remote IP Address

Local Network 192.168.4.6

Remote Network
0] Network192.168.1.0

‘] SiteAlnside

'_I_'_‘_I SiteAlntarface

d) [k~ (Next) 1227V v7 LET,
e) VPNOTITANR—REEZERLET,

ZOMRBIX, TR 7eRE BAL O 2R3 Sl A EEERE A KGR L T\ D T & AR
ELTWET, ZNEDOHDOERTEIL. BEHRO=—XETA v AT T34 T AT
HGHOETREL T EEN,

* [IKE/X— 2 22 (IKE Version2) ], [IKE/X— =3 21 (IKE Version 1) ]: 7 7 4 /b
N ([IKE/S—2" = 2 (IKE Version 2) J1ZAZN T, [IKE/3— 3 > 1 (IKE Version
1) 113D oEFICLET,

* [IKE7ZR U >»— (IKEPolicy) | : [fm# (Edit) 122 Y v 2 LT, [AES-GCM-NULL-SHA]
¥ LUV [AES-SHA-SHA] Zf#hiZ L, [DES-SHA-SHA] % HE2hlZ L £,

o [IPsec”" & R —H /L (IPsec Proposal) ]: [fmEE (Edit) 1227 VU v 27 LEd, [I[PSec”
o AR —Y L DI (Select IPSec Proposals) | XA TR TRy JATH &7V v/
L. [T 74/ MI&RE (SetDefault) 1% 2V v 27 LTT 7 #/L kD AES-GCM 7' 1t
=P EBIRL £,

o [B—H NV DOFERFHAF— (Local Preshared Key) ]. [V E— kBT OFfijLA F—
(Remote Peer Preshared Key) ]: ZDF A AB L O VPNEHH O Y £— F 531
AEREEINTVDFXF—F AN LET, ZnHOF—IXIKEV2 TR 5ZE0H
DEF, F—1T1~ 2T LFOFRKFTHRETEES, Y4 FADTNARATHA
Ml VPN G2 ERT 2 L FICRILXFIEZRET DRENHSHT=H. Thiod
F—RFERATEWNTLZELY,

IKE RY =3 kD X D120 F4,

YE—F 7Y EXVPN .



YE—F 72 EZVPN |
B =70t PNEBRL TR Y kT2 DT (LY b S—NERRT BHE

IKE Version 2 IKE Version 1

@

IKE Policy

Globally applied EDIT...

IPSec Proposal

Default set selected EDIT...

Authentication Type
@ Pre-shared Manual Key ™) Cerificate

Local Pre-shared Key

Remote Peer Pre-shared Key

f) B4~ a > (Additional Options) | ##% T L £7,

o [NAT4EFR (NAT Exempt) ]: Wiy NI —2 ZRANTHA U F—T = A A%ki®
WLFET, ZOHTIZ[NE (nside) J1 ¥ —7 A A, @5, 1 bE VPN b
YINVNDONTT 47 DIPT RLAIIEBLEHA, ZOF T a i, v—h
NIy NT—=IN (T oY TI—=T DA NR=TFR<) B—DL—T v F A
V=T 2 A ADERITHFIEL TVWDLGRICOLERELET, 2 — UL Ry FT—
IWNEEDON—T v RA L E—=T oA ZAET1 U EDOT Y v T —F DA
N—DYHIZH DA, NAT R — V% FECIERT A2 XLENH D £3, SLER
JL— )V FEVTHERLT D FEDOZEMIZ DWW TIL, NAT 22504 Rl VPN k5
T4 v OB EZRLTLIEEND,

s [Perfect Forward Secrecy H @ Diffie-Helman 2 /L— =" (Diffie-Helman Group for Perfect
Forward Secrecy) ]: [Z/V—719 (Group 19) 1 Z&IRLET, ZDOF 7T a3 i,
AL SN EICEADOE vy v a v T —2 AR L O AT 572912, Perfect
Forward Secrecy (PFS) ZHEHAT A EIMERELET, EAOEY 3 F—
AT 52 LT, BOE SO NRESNET, o, LKA EN TS
NTWT, WBENT Y RARA b T3, ZATHH ST D FRTHA F— R
F—ZAFLTNDOLEAEThHo THR#ESNET, A 7Y 3 VOBBICHOW T,
i i3~ % Diffie-Hellman &4 7 /L — 7 DR EZ S L T TEZ W,

DX T aNIRO L DI FT,

. YE—F 7Y EZXVPN
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| YE—F 72X VPN

Additional Options

NAT Exempt

inside

ATy T2

ATvT3

YE—k FUERAVPN EBALTHERY FT—20F ¢ LY by —nzEATs5% ]

Diffie-Hellman Group for Perfect Forward Secrecy

W 19 W

g) [k~ (Next) 1 &7 Vw7 LET,
hy Y~ U—%ERL, [T (Finish) 1227 Y »v7 LET,

V=V =117 Uy 7 R—Noabt—anEd, ZOMHRITFEa A2 MY A1
T, UE—F ETORE, LLEFETOREREHICEET LLOICHATEET,

i) Web X—TDF EIZH D [EEORER (Deploy Changes) 1 714 2> %227 U w7 LET,

i)} [543 <JEBA (Deploy Now) | RZ %27 Uy 7 LT, BANEFIZETTHETHLE

‘a‘o
IRT, FA R BOT /A AR A M VPN O iz R A FTEH X912k &
L7z,

[%4 bB (SiteB) 173 A6 777 LT, [A FA (SiteA) T34 Al AL

£,

VE—KTI7HEAVPNZARANTDH[VA FA (SiteA) 1WZH A MEVPNEERiZHE L ET,

a) [T/3 A (Device) 127U 27 L, [¥ FHEVPN (Site-to-Site VPN) ] 7 /L—7"T [
FEDF s (View Configuration) | &7 U v 7 LET,

by [HAEFEII I LET,

¢) [TV RAA Y hOFFE (Endpoint Settings) | IZKDA T > a v ERELET,

s [BEi 7 1 7 7 A /L4 (Connection Profile Name) ]: 4Rixz AN LET (72 & 213,
FA b B ~OHHi & R”T, SiteB)

s[m—AHA & (LocalSite) ]: ZNHDF T arTCa—AN = KRS M
ERLET,

«[B—HIVPNT 7 AA % —7 =A% (Local VPN Access Interface) | : [FMZ
(outside) A ¥ —7 = A A (KIN192.168.4.6 7 KL ABFFNTND A o H—
TrxAR) BBERLET,

s[m—HNFy T —72 (LocalNetwork) |:[+]% 7 U v 2 LT, VPN##ilZS
MT20ENDLZO—AN Ky NT—T ERET DRy NV— AT V27 b
ZIEIRLET, By U —27 O (CreateNew Network) %27 U > 7 L
T, ROAT V=7 NeREL, VARNTENLDA T V=7 ME@RIRLET,

YA CBOTNARIZRALA Ty FEERLELEA. 4 FADT/NA
ATHBERLCLA IOz FE2ERTEILELHY FT,

1. SiteAlnside. *v U —2_ 192.168.3.0/24,

YE—F 7Y EXVPN .
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B =70 VPN EBRLTHEBRY FT—0DF (LY b S—NEERT BHE

Add Network Object

Name

SiteAlnside

Description

Type
@ Network -:j Host

Network

192.168.3.0/24

2. SiteAlnterface, A k., 192.168.4.6, BEERA >k : JE—F 7YX VPN
BHERA VD7 FLRAZY A FEIVPNEGRORE R Y FT—2 O—E
ELTEDT, BFZANVE—T A ATKRAMSNTLSRAVPNTY E—
Ry RIDI—OLEDT ALY b)) H—NEFERATREICTILENHY F
ERR

Add Network Object

Name

SiteAlnterface

Description

Type
.’) Network @ Host

Host

192.168.4.6

s[UE—bFH A F (RemoteSite) |: TNHDOF T a2 TYE—F =2 KRA > b
EERLET,

. YE—F 7Y EZXVPN
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YE—k FUERAVPN EBALTHERY FT—20F ¢ LY by —nzEATs5% ]

+[UE— FP7 KL A (Remote IP Address) ]: VPN ¥t xR A h 95 U E— b
VPN ET DA X =T 2 A ADIPT RLATHD 192.1682.1 # A1 LET,
s [VE—bFFX>Y hT—7 (RemoteNetwork) ]:[+] %27 U v LT, VPN £#iIZ
SIMTHMERHDVE—F Ry NT—T &2RETD (T4 L7 ) =%
HEATND) Xy NT—7 FT7 V7 Me@IRLET, Fflry hT—27 OfE
% (Create New Network) %7 U >~ 7 L, 192.168.1.024 %~ NU—7 DA T
VxJ MNERELET, ATV MERFELTEL, Rry X T UXRT
TOAT V2l FERIRL, [OK]Z27 Y v 7 LET, 4 FBOT/NA( XIZ[E
CATOzI bEERLELEDS. Y1 FADTNARATEHEERLA I
9 FEERTARELNHY FT,

Add Network Object

Name

Network192.168.1.0

Description

Type
(@) Network (0 Host

Network

192.168.1.0/24

KTTDE T RRA LV FMOFREIFROLHIIZRDFET, e—IrBLRNYE— |
Iy hT—=713, YA FPBORELLERDZENEE L TWAHRIZEELTLEIN, 1L
WX, BA NV —RA M ERO RO ONMEE R L TWET,

YE—F 7Y EXVPN .
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B =70 VPN EBRLTHEBRY FT—0DF (LY b S—NEERT BHE

d)
e)

Connection Profile Name

SiteB

LOCAL SITE
Local VPN Access Interface

outside

Local Network

+

03 siteAlnside

IT; SiteAlnterface

[k~ (Next) 127 U v 7 LET,
VPN DT T A N —RTEETELET,

REMOTE SITE
@ Static O Dynamic

Remote IP Address

192.168.2.1

Remote Network

-+

0] Nerwork192.168.1.0

A FBEHGOBELEUIKE N—ay, R —, BILWIPsee 7aR—HL &
RICFmEAEF—2RELET, =1L, &9, O—HILFEFIHEXF—L Y E— FERHT

HEXF—ZFZHIZLTLESLY,
IKERY > —IZRD X 91220 £,

IKE Version 2

«@©

IKE Policy

Globally applied EDIT...

IPSec Proposal

Default set selectad EDIT...

Authentication Type

@ Pre-shared Manual Key ~ (7) Certificate

Local Pre-shared Key

Remote Peer Pre-shared Key

B4 7Y = > (Additional Options) | %

=
AX

E

IKE Version 1

@

LET,

. YE—F 7Y EZXVPN
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Additional Options

NAT Exempt

inside

ATy T4

YE—k FUERAVPN EBALTHERY FT—20F ¢ LY by —nzEATs5% ]

 [NAT%B% (NAT Exempt) |: WiHiRr > hT—Z 2R A NTHA X —T = A A%k
RLUEF, ZOFITIE[HNE (inside) 11~ Z—7 =A A, #@E. %A FE VPN k
YINVNDNTT 4y 7 DIPT RLAIIEBLET A, ZOF T a i, v—7
Xy NT—=08 (T oY TA—TF DA NR—TI72<) B—DL—F v K A
VHE—T 2 A ADERBRIHFIEL TVWDLERICOBERELET, 2 —UL kY hT—
IBEBDON—T v RA Vv EZ—T 2 A AF I 1OUEDT Y v T —TD A
N—DERIZHDHE. NATHERLV— L% FECIERT 2L ERH D £9°, LB
=)V FENTHERR T D HIEDZERIZ DWW T, NAT 225044 R VPN k7
T4 w7 DR ESIRLTIES N,

* [Perfect Forward Secrecy H @ Diffie-Helman 2 /L — =" (Diffie-Helman Group for Perfect
Forward Secrecy) |:[Z /v —719 (Group 19) ] Zi&R L £,

ZOFTva kRO LS ITRY F£9,

Diffie-Hellman Group for Perfect Forward Secrecy

v 19 ~

g [k~ (Next) 127U v 7 LET,
hy H~U—%fRL, ¥ 7T (Finish) 1227V y27 L%ET,
i)  Web_X—TDf EIZhH D [EHEDORE (Deploy Changes) ] 714 2% 27V v 7 LET,

i) [59 <ER (DeployNow) |ARZ %227V v 7 LT, MANEFICETTHETHRLE
s
INT, A4 FADOT A ANRT A M VPN 8O L 9~z R A M TE 5 X 9127
DELZ, A FBIFABEOH LZFHETT TICHESNTWNDIZD, 2 BDT /A A
X VPN e X 3V =— N T 20 ERH Y 7,
TNAADCLIIZRZ A L, T4V 7 FY H—|Tping 752 & T, #EHizfdT
X7, showipsecsa 2~ REZHL T, Zokyva  fFfRha£r-THZLHTE
i—g—o

[FA FA (SiteA) 10T 4 L7 bU —m"ERELET, [T AN (Test) 1227V v 7 LT,

Bnd b - LR LET,

a) [A7Y=Z7 b (Objects) |ZIBIRL, BRG [T AT 7 47 4 LV (Identity Realm) |
[TAT T 47 Y —A (Identity Sources) | Z 3R L 7,

b) [+>[AD] %27 Vv 27 L&,

) BARLLVADTuRT 4 BRELET,

« [4H7 (Name) ]: 74 V27 U LV ADLEL, . AD,

YE—F 7Y EXVPN
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B =70t PNEBRL TR Y kT2 DT (LY b S—NERRT BHE

d)

[ZAT (Type) 1: 74V Z7 U =X AT, YR — I DHFA 7L Active
Directory D& T, ZD7 4 —/L REEETHZ LT TEEEA,

[T 4 V7 U =—¥4 (Directory Username) |. [T 4 V7 b U/ /S2T— K (Directory
Password) ] : BUf59 % = —HHEHICKT L CiE bl e R & Ff o= — F OB H = — ¥4
L/RAT— R, Active Directory TiX, FA& SNTFHEIINEDH D FHA, FAAL A
DIEEDO2—PZFETE LT, 2= — 413 Administrator@example.com (Administrator
T TRL) REDEREMAL THLULERDY £7,

GE) Z D1EE#DH> 5 1dap-login-dn & ldap-login-password 23k S VE T, 7= & 212,
Administrator@example.com (& cn=adminisntrator,cn=users,dc=example,dc=com (Z
EHS N FET, cn=users [T IZZOLEMO—THD 2, ZZTHETD
a—Hik, @A D Tusers)] 7 A NVED FTRETHLENDH Y £77,

*[X—ADN (Base DN) ]: 2—¥EB IO/ NV—T1F#H, 2FV, 2—HF L7 L—70D
WEOBEZMREINII =Y THDOT 4 L7 FY VU —, fi]
cn=users,dc=example,dc=com, ~X— A DN ORFEDFEMIZOWTIX, T4 L2 U ~_—
A®D DN DIREZZRLTIIZE W,

*[ADZZ A~V FAA > (AD Primary Domain) ]: 7 /3 ARSI DHHLENH D 5¢
Af&Hfi Active Directory K A A >4, fil, example.com,

Name Type

AD Active Directory (AL

Directory Username Directory Password

Administrater@example.com

Base DN AD Primary Domain

cn=users,dc=example,dc=com example.com

FTALI RN =TT L EFRELET,

o [FA MG EZIXIPT KL A (Hostname/IP Address) |1: 7 4 L7 b U H— DK A |k
HEIZIP T FL A, = Nk LT b S ek a3 556, 1P 7 R L
ATIE L, BREM RAA A2 ANNTLI0ERHY £, ZOFITIL,

[192.168.1.175] & AJILET,

o [R—1 (Port) ]: H— "EDBEIMHEHTIR—EE, T 74/ ME389TT, K
AR & LT LDAPS # BRI 2 8E81%, N— b 636 ZHHLE9, ZOHfITIL.
380 DEFIZLET,

« [K5 51t (Encryption) |: 2—HB LRI IL—TFERO L 70— NIZH L S - 8
famALET, T 740 ME[ZL (None) ] T, 2—HFBIOIL—FFERITZ Y

. YE—F 7Y EZXVPN
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e)

f)

YE—k FUERAVPN EBALTHERY FT—20F ¢ LY by —nzEATs5% ]

7 TEAPNTHE Y u—RENET, RAVPN DAL, LDAPover SSL Th 5
[LDAPS] 2 CT&E £4, 24T a v 2RIRT58581E, R—r 636 ML
7 RAVPNILSTARTTLS # ¥R —hLTWEHA, ZOHITIE, [7eL (None) |%
BIRLET,

« [[EHE T & HCAFFAE (Trusted CA Certificate) | : B2k a2 BT 254, iR
(CA) DEFELXT v Fu—RLT, YATLEF ALY MY H—RHofE@ETx
LEREANIUET, REEHGEAELZERT 254, SEAENO T — N O4 |,
P— XD [FAMLEZIZIP T R LA (Hostname/IP Address) ] & —3 L T\ D MLEMN
HVET, mEZIEIPT FLAE LTI192.168.1.175 2 L, FEBHETIX
ad.example.com Z ] L T\ 556, #Eid R L 7,

Directory Server Configuration

Hostname [ IP Address Port
192.168.1.175 389

Encryption Trusted CA certificate
NONE W

[TAF (Test) | RE %27V v 7 LT, VAT AR — NI TEDZ L 2R LE
_3‘0

=T IR IR T e ARFERHEND O, TAT T 47 4 AU —I2iF
fEHTCE20, VE—F T7Z7EBAVPNIZIZEHTE Wil HDX A TOMEHIZE N
TITBEHE D ERET DB D F A T TITHERE L VW Z L 2R T 2T —REREND I ENRH
DET, P—NHETEXRWESIE, ELWIP T RLALEARA MMERELTWDZ
L. DNS —RIZYEAHA A NGO R R ERBRESNTND I L EERLET, &
7o WA MR VPN B ERE L T D b, A FADHNTA L F—T =24 AT KL X
ZVPNIZEDTWHZ L, BIENATRT AV 7 N =D NT T ¢ v 7 ZEHLT
WRWZ L AR LET, Y—"ORET 4 v 7 N— FNERETILENRDDLILGELHY
£7,

[OK] %7 U w7 LET,

RTY 5 [T/ R (Device) | >[AY¥— k54 2K (Smart License) | > [BRENTKT (View
Configuration) | %7 U >~ 27 L, RAVPN 74 B AZHHILET,

RAVPN 7 A4 B REHGITHH5EIE. BALIET A B ADHX A7 (Plus. Apex (F721Z
Wi J5) . VPNOnly) Z@&RLET, sEfllcOWTiE, VE—FTZ7EAVPNOT A AHE

1

B8 ~—=2) ZZRLTIEENY,

YE—F 7Y EXVPN .
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RA VPN License Type PLUS v DISABLE

cnabled

Please select the license type that you purchased to enable remote access VPN. Note that
Firepower Device Manager does not support any of the advanced features covered by the Apex
license.

Includes: RA-VPN

ATFYT6 YA FADYE—F T ERAVPN ZHRELET,

a) [T/3 X (Device) 1>['JE— ;72 2XVPN (Remote Access VPN) | 7 /L —7"C [RE
DR (View Configuration) 147 U w7 LET, [HEfi~7 2~ 71 /L (ConnectionProfiles) ]
NR=V WD L EERLET,

b) BT w7 7 A NEERT D0 RELET,

) VAW —RORWDAT v 7 TTa T 7 ANZEHREL, TORTITA~VFRIEY —A L
LTAD LV AZBRLES, REINLT, 74— AR I TAT T 4T 4 V—RE
LTOR—=N T —=FRXR=2A%BRTEET,

Primary Identity Source

Authentication Type

AAA Only Client Certificate Only AL and Client Certificate

Primary ldentity Source for User Authentication Fallback Local Identity Source

AD b LocalldentitySource e

d) 7T RLR TS ILDORERE,

ZOBTIE, [HEZY v 7 LThHIPvE T KL A 7=/ T LW Ry U —27 OER
(Create New Network) ] ZE4R L, 172.18.1.0/24 % v b I —27 DA TV =7 M EIERK L,
TDOFTV 2l FEFERLET, 77470 MIE, ZOT =067 FLANRE D 4T
LBNET, IPV6 7 —/WIZERDEEICLET, 7 RVAT =& A o F—T = A AD

IP7 RLALRUY TRy b EICRETHZEIETEETA,

FTV =T MIKRD X S22 £7,

. YE—F 7Y EZXVPN
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e)

YE—k FUERAVPN EBALTHERY FT—20F ¢ LY by —nzEATs5% ]

Name

ra-vpn-pool

Description

Type

@ MNetwork

Network

172.18.1.0/24

TV ORI D L 51T 9,

Client Address Pool Assignment

IPv4 Address Pool IPvE Address Pool

I3 ra-vpn-pool

DHCP Servers

[k~ (Next) &7 Vv 7 L, @7 Vv—"7 K)o —%2ERLET,

WIRL7=ARY o —ICBTAMEGEREZMER L ET, DNSHT—IBREINTWNWDL I & 2 HE
BLET, BESNTOWARWEASIZ, 22 TRY—%mEL. DNS ZHELET,

[k~ (Next) 127V w7 L, [/ a— UL E (GlobalSettings) | FIET, [{E5 7z b
T4y TT R8RS b= VR =% A /X2 F % (sysoptpermit-vpn)  (Bypass
Access Control policy for decrypted traffic (sysopt permit-vpn)) | 47T 3 %8I L, [NATH
B (NAT Exempt) ] A7 a v ERELET,

[NAT# [ (NATExempt) ] TlE. IROA T a U 2R ETHLEND D £, IS EEH
HOPRET O T 7 A NP D DGE. TORENT X TOER T a7 7 A /VIZEHA I T
O, BEFOREIEMTHILENH D Z EICERE LTI,

o [NEBA % —7 = A A (Inside Interfaces) ] : [N (inside) | A % —7 = A A% i3k

WLES, 2hbix, Ny hU—2 DYV FE—h 2—FRT 78 RTEHAL L H—
T2AATT, TNEDA L Z—T A AZITNAT L— A DERR SN E T,

« [NEF+% >~ b U —7 (InsideNetworks) ] : SiteAlnside % bV —27 47 V=7 F&ER
LEd, b, NERy hT—27 DYV E—h a2 —FRT 78R TEHIF T 7 b
ERETFXY NIT—7 AT V=7 F T,

YE—F 7Y EXVPN .



YE—F 72 EZVPN |

B 7 —Fcsocrven 7oz e HmT 25

ATy 71

ATvT8

2)
h)

)

Access Control for VPN Traffic
Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)

NAT Exempt

«@©

Inside Interfaces Inside Metworks

[il] inside

'[] SiteAlnside

PAR—=K"T2577 v b7+ —A0ANITD AnyConnect /X 7 —2 %7 v 7 ua—RKLET,
[K~ (Next) 227 Vw7 L, XELMRLET,

WANZ, B~V —=NELWZ & 2R LET,

WIZ, [FNE (nstructions) 1%727 Y » 27 LT, AnyConnect Y 7 bV =7 %A A h—/L L,
VPN it 58 T CEX D2 2T A MTH20ICmy B 2—FRREONIT I LENH LN
RERLET, [ — (Copy) 1227V v 27 LT, TNHLDOFIEEZ Y Vv 7 AR—RiZ=a
E—L. 7% AN 77 A NVETUTE T A —MTEED T ET

[# 7T (Finish) 1227V > 7 L7,

Web X—T D4 EIZH D [EFEDOER (Deploy Changes) | 7 A4 2> %27 U w27 LET,

[67 <EBY (DeployNow) | RZ %27 Vw7 LT, BARERICE T TH5ETHLET,

INT, Y14 FADT/NA AN RAVPN Ot 2 AR TE 5L 512720 £ Lz, so—H
\Z AnyConnect 7 74 7 > & A A h—/LIH T, VPN#RLE T S E T,

Bt il 5 121E, T3 A CLLIZu 7 A > L, show vpn-sessiondb anyconnect =~ > K%
FERLTCEy v a UMEREEZRLET,

FIL—TIZL>TRAVPN 79 £ R 4T 5 5%

VE— KT 7RBAVPNER T 7 7 AV, JA—T R =TRSO THEY YV —A~D
EZT VB ABEMETDZIIICRET DI ENTEET, 2z, /WERICERIBOT 7k
AL L, FBAREFIIE ORI Ry T =T USN~DT 7 2 2R L= WS

. YE—F 7Y EZXVPN
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ATy T

HL—FIck>TRAVPN 7o w2 &80T 57555 [

X, 77 B R E2WUNCHIRT 272010822 ACL X ERTHINV—F R o—ZfHTxE
TO

WORFITIE, 192.168.2.024 NV 71 v hOHDT 7w AMEETET HLEND HiEAES
B71Z, RA VPN #5528 €T D HiEE /R LET, @HOMEBEDOEA. VPNIZH L TR
T4 T TANEBRERINTWRNT 74V N IN—T R v—%HTEET, 774
WK ITN—T R —%fmEL TINOOZ—FICHIRZEHA L, KO X 5 ITHEE I - ACL
EHMATZENTEET,

1R BHHIIZ

ROFMATIE, FFREEIMHENT 2T AT T AT 4 Y —=ARFT TSN T D &E L
£9, BHOWERICHMAT 2V —RALIFRRD Y —ATHLINbLOLE AL, TAT T 4
T4 V= RET 7 L AORIBRICHE IS 5 b O TN TZD, ZOBINBITEK L ET,

F72. 2o, Tinside2) £ v FZ—7 = A AH192.168.2.024 ¢ 7 x> h&EIP T KL &
192.1682.1 THA P THLIIIHEINTWILERELET (7 xy b EoZFofo7T KL
ALHTRINET) .

FIE

RAVPN F 77 4 v 7 ZHIRT A7, JLiET 78R a2 bra— U A (ACL) Z&EL
F9,

FP. X —7 > F 1921682024 ZEFKT DRy NI —2 ATV / FEFREL, RIZT 7k
AVANEERTHAY—NCLIAT V=7 bEERTHIHLENHY £3, ACL ORZIZIT
2R Tdeny) N DT, 37T Fy bADT 7B ADBEZHATIHINERHY £, 7
Fy MO IP T RVASND T 7 4 v 713 EESINET, ZOFIXIPv4 IO A I E
T, FFEDY TRy h~DIPv6 77 EAZHIRT 572004 T V2V NeRETHI EHT
XFET, Xy MU= A7V NEEK L, [AI T ACL IZ IPv6 ~— A D ACE #iB¥ 577
FCcT,

a) [#72xY b (Object) |>[Ry bT—% (Network) | ZRIRL, LERAT V=7 &
TERCL £77

7Y =7 MZ ContractNetwork 72 K DA FIZHT £, 77 M, ROXK D72V
F9,

YE—F 7Y EXVPN .
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Name

ContractNetwork

Description

Type
@ Network Host
Network

192.168.2.0/24

b) [T/3M R (Device) |> [F¥#z%E (Advanced Configuration) |>[A~<¥— ~CLI (Smart
CLI) |>[#TSx% k (Object) | &34 LET,

) [HEZVyZLTHLWAT Y =7 MEIERLET,

d) ACL O4RiZ AT LET, ContractACL 72 X% AJLET,

e) [CLI7 > 7L — L (CLITemplate) |21, [#£3E7T 7 AU X & (Extended Access List) ]
IR E T,

f) [T 7L —hK (Template) ] DAL T, RAEHRELET,

» configure access-list-entry action = permit

* source-network = any-ipv4

* destination-network = ContractNetwork object
* configure permit port = any

* configure logging = default

ACE I, kD Xk 512720 £9,

. YE—F 7Y EZXVPN
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&

HL—FIck>TRAVPN 7o w2 &80T 57555 [

Mame Description

ContractACL

Template

access-list ContractACL extended
configure access-list-entry p
permit network source [ ¢ v ] destination [ C
configure permit port any -

permit port source ANY destination ANY

configure logging default -

default log set log-level INFORMATIOMAL log-interval 3@

g) [OK]%27YUvr LET,

DO ACLI, WEAEEZERTLIEREINET, TOMDKRI v —THT V=V &
fEFH U CHImIC BT 246 EH 0 $HA,

ACL 2R3 70— R > —%ER LET,

RIKRE LT, 20— RV —ODNS H—R"ERETLHMLELH Y 79, LETIG U THL
DA T arERETEET, WOFIATIL, ZOFEHFNCEET 5 12O EIZ OV TR
LET,
a) [T/34 R (Device) |>[RA VPN]>[J)L—TFHK 1) > — (Group Policy) | 3B L £,
b) [HZEZZVyZ LTHLWIA—T R > —%1ERLET,
c) [&M% (General) |~—"C, ContractGroup 72 X DR U > — D4R EZ A LE T,
d) BRO[NTF T 4w 77 4% (TrafficFilters) =27 V> 27 LET,
e) [T78AUAKNT ¢/LH (Access List Filter) ] Tl&, ContractACL 47 =7 F &N L
iﬁ—o
ZOFITHE, [VLAN] A7 v a VEZEEHOEFICLET, BlokkE LT, 7402 v
JHDOVLAN 3% E L, £O VLAN(ZY T A v X —T 2 AZRETHZ L HLARER D
EITHEBELTLEEN,
Access List Filter

ContractACL

Restrict VPN to VLAN

f) [OK]Z27 Vw27 LT, FN—7 KR —%ERELET,

YE—F 7Y EXVPN .
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B 7 —Fcsocrven 7oz e HmT 25

ATvT3

HREL O T 0 7 7 ANV ERELET,

a)
b)

<)

d)

RA VPN RX— T, HRD [##:~ v 7 7 A4 /L (Connection Profile) | %27 U v 7 LET,
LW 7w 7 7 A VAR 2DITE, [ 22 Y vy 7 LET,
T4 —FROFIE1 Z5ET L, [k~ Next) 1227V w7 LET,

[Contractors] 72 ED T a7 7 A VD4R ZATI LET,

WHOFETHRYDOF T a v ERELET, HAEEOEYIRGEGEY — A& BRL, 7
RLVA TNV EERTLHIENGENET,

AAERFMICRESNTWDL 7= R =2 @R L, [k~ (Next) 127 U v 27 LE
ﬁ‘o

Group Policy

ContractGroup

[ a2 — LR E (Global Settings) | T, (SN NTF 747 TT 7Ry fr—/b
RY —%XA /AT 5 (sysopt permit-vpn)  (Bypass Access Control policy for decrypted
traffic (sysopt permit-vpn)) |1 47> 2 @I L, [NATHER (NAT Exempt) | 47> 2 >
ERELET,

[NAT%:B%: (NATExempt) ] Tld, ROAF v a v 2RETHLENDH D £97, MIZERH
HOEH T T 7 ANDD LGS, TORENTXTORER T v 7 7 A /VIZHEHA IS T2
O, BEFOREITEMNT HLENHDH T LICEREL T IEIN,

« [N¥EBSA > % —7 = A A (InsideInterfaces) ] : inside2 1 > % —7 = A AZ#IR L £,
Ihbid, Wiry NV—2 DV E—h 2—YRT 7 ERATHA L F—T = AT
Ty TNHEDA 2 H—T = A AT NAT L— L MERR SNV E T,

o [N¥* >~ F U —72 (Inside Networks) ] : ContractNetwork * > bV —27 F7 V=7 k

PERLET, 2hid, Ny hT—2 DV E—F 2a—FRT7 72 T5H4T
I hNEETRY NT—T TV NTT,

. YE—F 7Y EZXVPN
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Access Control for VPN Traffic

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)

NAT Exempt

«@©

Inside Interfaces Inside Metworks

[il4] inside2

'[] ContractNetwark

) YAR—rF577 v 874+ —A[MITO AnyConnect /N> 77—V % T v 7 — RLET,
g) [~ (Next) 127 U>7 L, REZHRBLET,

BN, =V —RNELWZ L 2R LET,

WIZ, [FNE (nstructions) 1%27 Y~ 27 LT, AnyConnect Y 7 bV =7 %A A h—/L L,
VPN #ifii 258 T CEDH L 2T A M 51201y K 22— RRINIT I BERH DN
KN LET, [ — (Copy) 127V vy 7 LT, ENHLOFIEEZZ Y v 7 R—FRic=a
E—L, 7% AN 77 A NFEITET A —VIZAEY fHF E7,

h)y [# 7 (Finish) 1227V v 27 LET,

YE—F 7Y EXVPN .



JE—R 7Y RPN |
B /s oTRAVPN 7o e EHIET B

. JE—F 7Y EXVPN



	リモート アクセス VPN
	リモート アクセス VPN の概要
	デバイス モデル別の同時 VPN セッションの最大数
	AnyConnect クライアント ソフトウェアのダウンロード
	AnyConnect ソフトウェアのインストール方法
	RADIUS およびグループ ポリシーを使用したユーザの権限および属性の制御
	RADIUS サーバに送信された属性
	RADIUS サーバから受信した属性

	二要素認証
	RSA 二要素認証
	RADIUS を使用した Duo 二要素認証


	リモート アクセス VPN のライセンス要件
	リモート アクセス VPN に関する注意事項と制限事項
	リモート アクセス VPN の設定
	クライアント プロファイルの設定およびアップロード
	リモート アクセス VPN によるトラフィックの許可
	リモート アクセス VPN 設定の確認

	リモート アクセス VPN 設定の管理
	RA VPN 接続プロファイルの設定
	接続プロファイルのための AAA の設定
	接続プロファイルのための証明書認証の設定
	RA VPN のクライアント アドレス指定の設定

	RA VPN のグループ ポリシーの設定
	一般属性
	セッション設定属性
	アドレス割り当て属性
	スプリット トンネリング属性
	AnyConnect 属性
	トラフィック フィルタ属性
	Windows ブラウザ プロキシ属性


	リモート アクセス VPN のモニタリング
	リモート アクセス VPN のトラブルシューティング
	SSL 接続問題のトラブルシューティング
	AnyConnect のダウンロードおよびインストールの問題のトラブルシューティング
	AnyConnect 接続問題のトラブルシューティング
	RA VPN トラフィック フローの問題のトラブルシューティング

	リモート アクセス VPN の例
	RADIUS 認可変更の実装方法
	認可変更へのシステム フロー
	FTD デバイスでの認可変更の設定
	ISE での認可変更の設定

	外部インターフェイスでリモート アクセス VPN ユーザにインターネット アクセスを提供する方法（ヘア ピニング）
	リモート アクセス VPN を使用して外部ネットワークのディレクトリ サーバを使用する方法
	グループによって RA VPN アクセスを制御する方法



