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Firepower Device Manager TT/\1 R & &% ET A%

Ty N7 YT Y 4P ROETH, WL ODORAR Y L BT RE S NEEL TS
T ARBETT,

A L H—T 2 A AENEA L H—T A A, TDOMDT —X A X —T = A ATFH
IhEHEA,

(Firepower 4100/9300) FHICEKEINIZT —F A v X —T = A A TH D XA,

(ISA3000) 7V v ZN—I2E2 ODONEA v Z—T = A 2L 2 ODINEA 7 —
T2A AWNGENTWHWET, By N T v 7E2FTTHITIEIBVIIOIP T KL A% FH T
ETHVENHY 9,

(Firepower 4100/9300 Z (<) WA v H—T =2 A ABLOHNEA v X —T = A ADE
FaUT 40 /S —0,
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. Firepower Device Manager T 7 /31 R &{ET A%

« (Firepower 4100/9300 Z[r<) WEHINOINTE~D T 7 4 v 7 2T XTEET LT 7 A
Jb— b, ISA 3000 DA, N, BLOIEELSNE~DTXTO T 7 (v
I ERHFATET IR L—IBHY FT,

+ (Firepower4100/9300 35 X TNISA 3000 2 &< ) NI BAER~DTXTDONT 7 4 v I %
A > B —T 2 A ADIP T RLADBEHDOFR— h~EHad B A ¥ —7 = A A NAT
JL—)b,

« (Firepower 4100/9300 35 X TN ISA 3000 Z <) WA ¥ —7 = A ATEITSNTND
DHCP H—/%,

WOFNETIL, BIMSREOR EDOMELHA L £, SFIEIZOWTEMRIERE2F T HIC
i, X=VDO~VTHRE () B U7 LTI,

FIE

=A==y

AT T [T/34 2 (Device) | #IBIRL, [A~— T A& A (SmartLicense) |7 /L —7"T[HKED
#e7k (View Configuration) [ %7 U v 27 LT,

T 247 a4 A (& (Threat) ], [v/V'7 =7 (Malware) ]. [URL]) T%
NEN[EME (Enable) 1227V v 27 LET, LENEIDDONLRWGEIE, &7 48X
DOz R LET,

BHEEL TWRWEGEESIX, ZOX—U DR TX 9, [Register Device] 227 U v 7 LT, i
BICHENE S, FHI T A & 2AOFRIRPUIN HANTBREK L T ZS W,

7ol 21X BBRB T A B ATRO L IR0 T,

Threat DISABLE
@

have this license to apply intrusion policies in access rules. You also must have this license to
apply file policies that control filas based on file type.

Includes: % Intrusion Pol cy

ATYT2 DA H—T 2 A4 ATHRE L T DAL, [T/34 A (Device) | ZBIRL, [f ¥ —T =
A A (Interfaces) |~V —IZHDV V%27V v 7 LTnb, A F—TxAADEA T %
IV w7 LT, A F—T 2 A ADY A MNeFRLET,

« Firepower4100/9300 TiXx, £, IP7 RLU A, F72idtEx 2 V7 0 YV — &M L CHA
WICRESNTWDET —H A X —T = A AN, AT X —T = A ZAEHL)
WL TRETHIHLERIH Y F7,

¢ ISA 3000 1T RTDOF —F A B —T A ANEGENE TV v FIL—TFWNHEAFNRE
SNTRETHWEIND =D, INHDA VI —T oA AERTETDHLEITHY FHA,
7272L, BVIOIP 7 KL AZTEICRETLIMLERS Y 9, 7V vy F—T%55E
THGAEIE, TV Y IN—TERE LTINS A X —T oA AERETEET,
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Firepower Device Manager T7/\1 R 2/ ET 5% .

FDH%, eDXy NT—TBFRAMTHEA LA —Tz2f AL LTENOLERETEE
TO

MOET AV TIE, MDA L F—T 2 A ZADT Y v TIN—TEAEK, BlxDOFxy hT—7
EERE. FEWM T OMAEDLEERETEET,

* Firepower 1010 D354, Bthernetl/1 (4M5) LISADA o Z—7 = A Z|XF T, VLAN1 (N
) ICHOSTOENTET 78X = ROAAL v F R—bFTT, AAvF K= &7 74
T4 /VAR—MIERTLZENTEET, £NITIE, HTLWVLAN A X —T = A
A2ZBEIMLTAA v F A= bE2FVYTES, £F, F T2 7 E—FOAL vF K—
FBRELET,

BB —T 2 A ZADMET A3y (@) 227V 92 LT, IPT7 FLAREOBELERL
ESr

WOBEITIEL, Web H— "2 E DT 77 72 ARREREFELA T E TS [IERIEHH; |
(DMZ) & L THHTHIEDDA 2 —T = AR LET, 2T LI26 [B-1F (Save) ]

V7 LET,

Edit Physical Interface (

Interface Name Mode Status
dmz Routed v D

Description

IPv4 Address IPvE Address Advanced Options

Type

Static v

IP Address and Subnet Mask

192.168.6.1 / 24

ATYT3 HLWA v X —T = f AERET 2551, [F7 Y =7 b (Objects) 1&3ERL, HkN bk
¥ U7 ¢V —2 (Security Zones) | ZE&EIRL 7,

MEFZIIMBEIN U TH LW = 2 ERLET, Ao X —T oA ATiERL, X2
T A = UNCHESNTRY =T DD, FA U H—T oA AT — B L TN DA
ERHVET, A F—T oA ZAZHHTL2HGE, VIl v F—T oA AZE LT
XEHA, ZOED, LA v E—T oA ABER L%, FRITBEGFEDA v —T = A A
DREWEEFE LRI — A7V 27 FaefRET HHERH Y E1,

WOHITIE, DMZA X —T7 =2 A ADT=OIZH LWDMZ Y — v BERT B HiEE R LET,
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ATvT4

ATy TH

Add Security Zone

MName

dmz-zone

Description

Mode

@ Routed O Passive

Interfaces

@ dmz

WEBZ 747 FSDHCP A L TT /3 2B IP T FLAZTGT 2 L 91T 25613,
[7/314 A (Device) ]. RIZ[V AT LEKE (System Settings) |>[DHCPH—/\ (DHCP Server) |
Z3®IR L E 9, [DHCPY—~N (DHCP Servers) | ¥ 7 & #R L £ 7,

T TIZNEA v Z—7 = A AFTHER I TWD DHCP — B350 T3, 7 KL A 7F—
NETRELIZD, THEHIBRLEZV T ENTEET, MONEA v X —7 =1 A&tk L
58T, TNoDA ¥ —7 24 A EIZDHCPH— N2ty N T v 72500 T — T
T, ZNHA L H—T =2 AV —N"BIOT KL R =V EFRETHIZE, [ &7V w7
LET,

T4 7T 2 MR LTI &S WINS B8LUNDNS U X k% [%E (Configuration) ] ¥ 7 T
HEBEFHZEHLTEET,

WO TIZ, 7 RLA F—LdD 192.168.4.50 ~ 192.168.4.240 T inside2 f v X —7 = A A D
DHCP H— &R ETHHEERLTWVET,

Add Server

Enabled DHCP Server o

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

[[7 734 A (Device) 1] &R L, WIZ [XEDE T (View Configuration) | (F 7213 [HAID A
2T 4 v 7 )— hOERK (Create First Static Route) ]) % [/L—7 ¢ > 2 (Routing) | 7 /L —7
T/ Vw7 L, 774NV M NA— b ERELET,
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ATvT6

Firepower Device Manager T7/\1 R 2/ ET 5% .

T 7 4V R b— MEEE ., INHA v F—T = A ALUSNIFAET HT v T AR Y — A FE 2L ISP
N—RERLTHET, T74/L D IPv4 L— MIEED ipvd (0.0.0.000) . 77 4/ bD

IPv6 /L— MIEED ipv6 (::0/0) T, HHTHIP A=Yz T — bEERLET,

A L H—T 2 ADT KL ADORIGHIZ DHCP 2+ 5854, LERT 740k L— Lk
T TICE>TWAZERnHY £9,

ZONR—=VTEHRLIEV— NI, T—H A F =T oA AHOHRTT, EHA X —T A A
I LETA, BEY— MU oA 1T [V AT LEE (System Settings) | > [BEEAS V57—

7 4 X (Management Interface) | Ci%/E L £,

ROFNZ, IPv4 DT 74V h v—hermLET, ZOFITIE, isp7— b7 = AIXISP 77— b
VeADIPT RLVAZBIT D0y bU—2 A7 Y= 7 bTT (7 RLAILISP S BAG
HUHENRHVET) , [F— T =A (Gateway) | D FEO HiLWR v MU —7 B{EKT 5

(Create New Network) | Ky 77X UA N7 Y v 7 LTCZOAT V=7 FEERT S
ZEMTEET,

Add Static Route

Protocol

IPvd ) IPve
®

Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks

:.L-TJ any-ipvd

[R U — (Policies) ]| #BIRL Ty hTV—27 DXV T 4 RN —&WHELET,

FNRAA Ty vT v 74P —=KRiZ, N/ — e = DO T 7 4 v 7a—%
ANz LET, £, A =T oA AEERT HEEIT, A2 —T oA ATKT D
AVHE =T 2 A ANAT bANILET, LA v F—T = AR LEZHEATH, NE
= F TVl MOBMTA35E81EFn 0127 7 B Al — BN EERICEH SvET,

72120, BEOWNEHA V2 —T A ARHDHGAETE. WY — DO —~D T 7 4
7 7a—%EFAT 57 7B AGEHAL—ANLETT, thotX=U T 4 V= EBINT 5

BliX, EN6D =2 D NT T 4 7 BHATHA—ABNETT, ZHOITRIKROEF

2720 £,
5T, MEALE LT IRERESEDL DI, FOMORY) —%2FELT, BV —E 2D

RIS, NATBXOT 78X — L EWfRECcEET, RORY o—%2RETETET,

* [SSL#& 75 (SSLDecryption) ]: fRA, v/ U =7 72 EIZHOWTHE SAL S a7z (HTTPS
mE) ERETHHAIL. ERHEEB LT INENRHY £9, COEREESTHLEN
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HOEVEHMT DITIESSLEZRY U—2H L ET, VAT LI, BERICERZ A
b LU ET,

[(7AT T 47 4 (dentity) ]: 4 D2—HIZxy NT—7 T 7T 4 €7 1 % B#T
5, TRV ERFZ2—YF TN —TDA L NR— y SIS TRy NT—T T
YA ZHET HHEEIL, BEDY —A P 7 R L AZEEM T STV 52— & HEd
D1DCTAT T 4T 4 RV —EFHLET,

[EXx=2UT 4427V =& (Security Intelligence) ]: 77 > 7 U A MBERFEHD IP
7 RUVRAEITZURL O -7BbIC Fa v 4312, X2V TF 4 A>T Py
AR —EHEHLET, BBRORERY A 2777 X MIBETIUX, 77 EX
ay b= VR —TENGEEETHIVLEN 2L 2D ET, CiscoTiE, EXx=2VU T4
AT VY2V ADT T w7 VA RNPEICEHRIND L), BEMORERT R A
URLDOEMEH 7 4 — FEEHELWES, 74— FK2EHT L, 77027 U A MDA
HZBMEZIIHIBRT 272DICR Y o—2RETLHIHERH Y THA,

[NAT] (ry U —2 7 RURZH)  NEIP 7 RLRAEINRBON—T 4 T AR T
R L AICEHT D7D NAT R Y —% L £,

[7 7 & 2l (AccessControl) 1: F* v MU —27 ECTHAI T HEHRDOREIZT 7 BA
fr—n R —ZFHLET, EXaVT7 4 V=2 IPT RLA, Fm hail, K—
N 77Ul —ay, URL, 2—HFEF2—F I L—TC L > TT LV Z NP TE F
T, Flo, T BAFENAL—NVEFEHLTRASLTZ 740 (o =7) R —%iH
LET, ZORY—%HLTURL 74 V& ) 7R EELET,

[RA (ntrusion) ]: RARY —&H LT, BEAMOEBEREL £, 77 & AH#
W=V EFH L TRARY O —2@H LETN, RARY —2RE L TREDRAL—
BRI A R E 11T T £,

WOBITIE, 77 BAHBEKRY >—THEY -2 & DMZ V=2 DOMO NT 7 4 v 7 ZFFAIT
LHHEERLET, ZORITIE, [BOHR% T (At End of Connection) | 23ER S 41TV 55

AN

=N

[m X2 (Logging) ] ZBRVWTHLOWT DX 7T TH AT v a VITRESNEEA,

Add Access Rule

Order

2

Title Action

v Insicle_DMZ B Alow v

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION

Zones

+  Networks +  Pons +  Zones +  Networks +  pons/Protocols +

B inside_zone B dmz-zone

ATV BEREERGFLET,
a) Web ~X—T DA LIZH D [EHEDORER (Deploy Changes) | 714 2> %7 U v 7 LET,

@&

o

[l Firepower Threat Defense 013 F5i



| Firepower Threat Defense 0 {5 Ff1

2y b7—5 +57090eR~2EE ||

b) [4 7 <EBH (DeployNow) |R&Z %27 U w7 LET,

BENTETT52ETHEST S22, [OK]Z27 ) v 27 LT, BTHFAZ VA MERITEME
JEZ S L £,

Y bIT—D CS T4V ERNDAE

TNRAADHMREEETTHE, A X —Fy NELIZZEOMDT v T AR —A X b
T —J ~DTXTONENT 7 4 v 7 TV RBAZBHATHT 7 Aary ha—LRY —E

MOTRTHORNT T 4w 72T a7 THTF TNV NT 7 aryRRESNET, BINOT Y
ERX arv b= = VEERT DRI, Xy R —27 TEERICHEELTWDL N T T 1 v 7
BHRD EENBET,

Firepower Device Manager D€ =%V » ZHEREA M LT, Xy NIV —2 NI 74 v 7 554
TZ %9, Firepower Device Manager @ L' 7k — M ONEIL, RO LB TT,

« Xy hU—7 O

b E XYy N7 HEH LTS —F

o 2 —F DRk

c —PFRFEHL TNDT /A A

by MERRBZ T VR ary hr—L — (R —)
FOT 72 A V=T RY = 3858, ¥Fa VT4 Y= REDETT 4 v 7IZD
WTOEHRBA SN E£3, LrL, :L—~47Lfﬁ$&%ﬁi G 2ICiE, 22— EFFE GRAI)

TEUENGLDLTAT T AT A R) —ORENLETT, 2y hNU—7 THEHAINDET T
Vor—3a vy OfHEBET 2120, Emfw<o#@ﬁﬁ%ﬁ5b%h%niﬁ

WOFINAT, NT7 74 v %FE=4F 25T Firepower Threat Defense 7 /N A A &% ET 5
EEWHL, RERV P —BLOE=4V T R —Dxzr Y —x2 K 7Frt ADOHE
R LET,

GE)

ZOFIETIEH, 2—IFRT7 7 ALY A O Web VA F TV L EaT—varDff
WIXEHE N2, URL AT I # v v af— RIcFARBERIIERSNETA, BT
FVBIWEaT—varor—22RET 213, #T7IVX—ADURL 74 VF Y~
T HFEEL, URLT7A B AEEMMET HHERH Y £3, ZOBEROALBET 5451, 7F
BT HH7 Y (Bl L) ~OT 7w AEFFATI2HHOT 7 & AHlHL—VA&BINL T,
77 AR Y 2 —TRPION—IERETE ET, URLT 4L ¥ U > 7 OFEOFEHIC D
WCIE, 77874270 2—Z2 R — (URL 7 4 V2 ) 7)) OFEEHFE (25 3—)
EZRLTIIESN,
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B <95 57000 8mrans

ATy

FIE

2= FOBEEISB I, BRI BTV S 2= FEMAIT 57 1 727 1 7 1 &
U —DBENMLETT,

TAToT AT 4R —aHMeTHE, Xy NI—V 2T 52— FBLOEO—H
PERLTHD Y Y —RCHT 2 ERENETEET, ZOFRIT. 2—FOEHRY v =2
A= FRIZEREINET, 2—PFERIL. A X b Ea—TIZERINDERA XV MIHFRR
ENET,

ZOFEITIE, 22—V T AT T 4T 4 ZBIGT 0T 7T 4 TRk E RELET, 77
7‘47mun$%'{%ﬁﬁ—§«é& 7‘/\4)7\75)’5:’-*"&% &/\7\7%}\%*&)6“&# :L*“]j‘
HTTP #5:2 Web 7 Z UV A2 HT 555 FBRESIVET,

PRI RM L7256 TH, TO2—V X Web ¥t 2 ML T 5 Z LI TEEd, Zh
I, B, BRUCET 22—V OT AT U T 4 T A ERP RN EEBERLET, HEITLT
<. Mﬁ IR L2 — D N7 7 v 7% Ray 57 78A ar b —L b—EE
RTEET,

a) AA v A=a—"T, [KU— (Policies) |27 Vv LT, [TATT AT+
(Identity) 1 %27V 27 LET,

74?V%4?4¥)V~i RONTEM LIS TWET, 777 4 Tk LT
WAYA. TAT T 47 4 AR Y —I Active Directory H— N2 ] L T2 — ¥ %5385
L, 2=PRFEHLTWVWDEY =7 AT =3 VDIPT R A& a2—PICBEAT £,
FDH%, VAT AIEDIPT RVAD NI 7 4 v 7 2a—HD 77 4w 7 & LTHI
LET,

by [TAT T 474KV —0OFE (Enable Identity Policy) 1227 U v 27 LE 7,
) [TAT T 4T 4N—LOIER (CreateldentityRule) ] ARZ o E/lI[+H AL %27 U v
LT, T77 4 7nuu fﬁai”%'ff j‘é/l/‘—ll/%f'ﬁzﬁk Liﬁ‘o

ZORITIE, TRTOANCRIAEE ZHEM T TWD EEEL TWET,

dy =D [4H] (Name) 1% AJJL £ 7, Require Authentication 72 £, (L& D4 Aij 2 18R
TEET,

e) [EFEILFEII5ES (Source/Destination) | ¥ 7 %7 7 4/ hOFFIZLET, Tk
HEE (Any) | EBICEPINET,

LIVHBRBENTNDE T 74 v Z7ICEPET, R —IZHEZMZ L ZENTEET,
72U, T T 4 TREREHTTP 7 7 4 v 72k L CORRIT SN D728, FEHTTP
T T 4w I BREE TSI —R L TWAZ LIZEETIILYV EHA, TAT
FAT 4RI —DT T 4 DFEICHONTIE, Z2BRLTLEIN, TATF YT+

=

T A IV DRE

f) [7 27 a3y (Action) | T[T 27 « 7 ik (Active Auth) ] Zi®R L £,
WS ONRERDBRENSHDHTeD, TAT VT AT 4 B U—OREMTHOILTNRN
ERELT, [TAT YT 47T 4HR Y —i%E (Identity Policy Configuration) ] %A 7 1
TRy 7 ANRHEET,

. Firepower Threat Defense @ {& Fi 5l
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g T IUT A TR E e [y 7T 4 7 AR—% /L (Captive Portal) | DFEE & [SSLIE &
(SSL Decryption) | DEREZITWET,

TATT AT A N—IMZ2—FDT 77 4 TN MERGE, 2 — I T
WABAL LB =T 2 A ADXXTT 4 T HR—FNVER—RMNIVEZAL LT FEh, TDHE, &
REEERENET, ¥ T T 4 TR —ZWITIESSLIE SAbV— AN KT, ZDL—
L, VAT AL o THEIICAR SVE T, SSL E B b/ — U3 SRR E
IR T DMLERH Y £,

o [ = GERE (Server Certificate) | : 7 2 7 « 7 R8RERFIZ o — WITHE R 5 NHIRE
HEZ BN L £3, FRER I N7 B B4 O DefaultinternalCertificate & 332
M. BRI ERREB EDO/ERL (Create New Internal Certificate) 1227 U w27 LT, 77
UYBREEHL TV LIEHEELT v T n— FTE £,

TIUEREEL TV HIENEEL Y v e — FLARWGE . = —FIFEEE LT T
TOMENRDY £,

s[R—"h (Port) 1: ¥¥ 7T 47 KR—HNLAKR—h, 774/ 1E85 (TCP) T,
BIOR— N ZFET HHAIL, 1025 ~ 65535 OFPHICT HHLERH Y £,

o [FE4IEHEDHE S (Decrypt Re-Sign Certificate) | : B4 i E CTOE 54 Fik
T HN— ZERT HNE CAGEELRIR L £3, FAIERBAOD
NGFW-Default-Internal CA ZEH1E (57 /v k) o, 1Bk E 2137 v 7o — R L7-GE
AEAHEHA T ET, EAENELHE L 2WSEEIE, [NECAZERK (Create
mmMmM]%ﬁvy7Lf¢ﬁLifo%L@%mﬁuv~%iﬁﬁﬁmbfw
RONGEIZ DR, WELFEATEHZED AR RD HILET,

IIAT L NOT T ONICGGEEAERZ E/S A VA =L LT ARWESIL, FUro—

Rz ) #2097 LCabt—2AFLET, AEABEA A M—AT 5%
BICONWTIE, £T T UFO~v=a TV EBRLTIES Y, HELOBEEL—IL
D CATEAEDY 72 m— FLBMLTI LS,

1 -
[(TAT>T 47 4RV —0%E (dentity Policy Configuration) | %A 7 1 7%, KD
Lo £9,
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B <ot 57000 emrah%

h)

)

Identity Policy Configuration

Identity Policy

ACTIVE AUTHENTICATION

Server Certificate Port

DefaultinternalCertificate v 885

SSL Decryption

Decrypt Re-Sign Certificate

NGFW-Default-InternalCA v g

@ Download the selected certificate. @ Install it on all client machines for all
browsers. Read detailed instructions (2

If you do not install the certificate, users will see warnings for untrusted HTTPS
connections.

[PR1F (Save) 1 &2 U v 7 LCT VT 4 TRADEEERAFLET,

[7 27 4 7#GE (Active Authentication) | ¥ 7723 [7 7 a3 (Action) [ RED FIZF
RENET,

[7 77 4 7#GE (Active Authentication) |4 7 C, [HTTP® 2+ —— k (HTTP Negotiate) ]
EEIRLET,

ik, 79 9FBLIT oL MY B oNTERBIRNAERGET 2 b al g,
NTLM, HTTP X—3 v 7 DRI R T =— N TXF7,

(G¥)  HTTPBasic, HTTPJEER—, BIONTLM#FFES X TlX, =—HFdA ¥ —
T2AADIPT RLAZFEHLTX Y T T7 47 A—Z VXA VL7 FEh
F9, 7272 L, HTTP x> — h TiL, —W L5 2&1i DNS 4
firewall-hostname.AD-domain-name %l LTV ¥4 L7 F&ZiLE 9, HTTP X%
Iy — hNERTHHE, T/ 7 4 TR ELEL LT DT XTONEA
VHE =Tz AADIPT RLVARILZDARIZ~ Y B 7 F 5 X952 DNS #—
ZEHTOILENHD ET, THLRNE, VALY MIFETTEP, 22—
PEBIETE EHA, DNSH—REZEHTX W, FRITEHFE2LERVES
1%, ZOMOFEIESFRONFTNNEBIR L £77,

[ADT A 5 >7 47 4 Y —A* (AD Identity Source) | C[HI LW T AT T 4T 4 L)L A
DOYERL (Create New Identity Realm) 1% 7 U v 7 L%,

VAR —NAT Vs b T TR LTS HAIE, TREBIRLT, $— 0
EFIAE A% v 7 LET,

WD7 4 —)V RIZAILT, [OK] %7 Vv 7 LET,
o [4H] (Name) 1: 7«4 V7 bU LIV ADLHI,

[l Firepower Threat Defense 013 F5i
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[ZAT (Type) 1: T4 V7 R =X AT, YHR— I NDHA 7L Active
Directory D& T, ZD7 4 — /L REERETHZ LT TEEHA,

[T 4 V7 hU—H4 (DirectoryUsemname) ], [T 4 V27 b U /AT — K (Directory
Password) ] : BUS9 2 = —VIEHUCRT L Cilid) 72 e fR & i > —H OB = — W
4 L /XAT— R, Active Directory Tl&, A SN2 —FRHEIZILEDH Y £H A,

RAA VNOEEDO2—YEfRETE E7, = — 41X Administrator@example.com
(Administrator 721F CT72 <) 72 EDEREMA THLIULENRH Y £,

GE) Z OEHN G 1dap-login-dn & Idap-login-password N ERL SV E T, 72L& %
/¥, Administrator@example.com (&
cn=adminisntrator,cn=users,dc=example,dc=com WAL S UE T, cn=users [
WILZOEBRO—MTH L0, ZZTHRET 52—V, @40

lusers] 7 A NVH DT CHRETDULENRDH Y £,

* [X—ADN (Base DN) ]: 2—H# B IOV NV—T1FH, 2FV, 2—HL 71—~
DIEOBIERBE LTI =V TDH70DT 427 FU > U —,  (de=example,dc=com
72E) , X—ZDNDORBOFHEMZOWTIL, T4 L7 b U ~_X—ZDDNDORE %
ZRRLTLIIEEN,

*[ADZ'Z A~V KAA > (ADPrimaryDomain) ]: 7 /NA ANSNIT 2 MENH 5 5
A{Effi Active Directory N A A >4, (example.com 72 &)

o [[RA N/MPT KL A (Hostname/IP Address) 1: T4 L 27 b U P—_DKEA M F
7IXIPT RL A, ="l st SN EHT 286, IPT7 KL ATIEAR
SHEEEHi FAA LA EANTTOHLENH Y F7,

o [R—1 (Port) ]: H— "EOBBEIHATIR— I NEE, T 74/ MEL389 TT,
51k 5L LC LDAPS 23§ 55581%, A— M 636 AL E T,

o [5 54t (Encryption) ]: 22— BILRT NL—TDIFEROZ 7 u— RIZEFLE
TR 2 512i%, FEDOHEE ([STARTTLS] £ 721X [LDAPS]) Z iR L £,
T 74V TIE[72 L (None) [IZ72->TEY, 2—HFBIXOITNL—TDIFERNR 7 U
7T TX¥ARNTH R RENET,

* [STARTTLS] Ti%, Bt iz xrav=—rL, T4 L7 hU $—TH

A—hEnsEbEHRFREERLET, A—F38 2MHLEST, o4
Fravik, VE—F 77 EBAVPNIZLILLAZFERTLIEAIITR—FSH
FHA,

* [LDAPS] CiZ, LDAP over SSL AMEETY, A—k 636 #fH L E7,

« [EHETE 2 CAGEIE (Trusted CA Certificate) ] : WS/ 7 &R 256 38
B (CA) OFFHEEZT v 7a—RLT, YATAET A L7 b =D TE
HCX 8 AME L ET, RERCGEHEAEH T 2546, AEHEO Y — 413,
P— XD [ A M/NPT KL A (Hostname/IP Address) ] & —E+ 20N H D £9,
7o ZE, IP 7 RLA 4L LT 10.10.10250 ZfH L TWA DIz, FEBHET
ad.example.com Z i 9% & #5523 R L £47,
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I

7o & 2, WOA A—TIZ1X, ad.example.com B —/ SO 5L S 40T WEERE D VER
FEP RSN TWET, T4~ U FAA Videxamplecom T, 7 4 L7 U 2—H4
I% Administrator@ad.example.com T3, X THOZ—HIB I NI /L—7FOFRIZ, @5

4 (DN) ou=user,dc=example,dc=com O FIZH YV F T,

MName Type
AD
Directory Username Directory Password

Administrator@ad.example.com

Base DN AD Primary Domain

ou=user,dc=example,dc=com example.com

DIRECTORY SERVER CONFIGURATION

B ad.example.com:389 a
Hostname / IP Address Port

ad.example.com 389
Encryption Trusted CA certificate

NONE v

k) [ADTAT 2T 47 4/ —A (ADIdentity Source) ] C, {Ek L7477 FEERL
i—a—o

=IO L D270 £,

Order Title AD |dentity Source Action
1 v Require_Authentication AD ~ .a Active Auth v
Source [ Destination Active authentication
Type ACTIVE AUTHENTICATION
HTTP Negotiate hd For HTTP connections only, pre

specified identity source to obt
connections, even non-HTTPR, f

Fall Back as Guest prompted to authenticate agair
access. You must configure the

Turna — Qalant tha aithanticati;

1) [OK] %7 U v 27 LCA—LaBmLET,

T4 RuDEEERS L, BB (Deploy) 174 2y RZ I Ky hRFRINTD
HZERBHET, T, EBRAESNTOWRWEERHDLZ xR LET, 22— 1
B—T 2 A ABERTHIET T, T3 AEREZRET HIZIEIAR 0T, £HE%
BT OIVLENRDH D 3, HORINIERE SINTET N T A A TEITINDEER 2R
EERET D701z, —HEOBETAIET LM THroEELEATEET, ZOFIAT,
BN EREZRA L 9,
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2y b7—5 +57090eR~2EE ||

AT w72 Inside Outside Rule 7 7 & 2 2> ha— )L b— L DT 7 a % [#FA] (Allow) JIZEE L E

ATvT3

ATvT4

D

Inside Outside Rule 77 & A L— Ui, B TE 50—/ & LTERENE T, 7=72L, (5
TEDLRNT T4 T DA AN T a ATFATINRNWTZD, T 7 4 v 7 —BIEHECT 7Y
F—=a UREOMOSEMNE (V=2 IPT RUA, BIOKR— M) BEENLWGA.
VAT LNIFHETEDL N T T4 v I O—FHORE (TN = ariy) BEETEEY
ho BHETEDL N T 7 4 v 7 TIEBRLSHFANICN—NVEERTETLHE, VAT AITRITO T
T4 T DA AT v arEFITLET,
GE) (ISA 3000) , F7=. Outside Inside Rule, Inside Inside Rule 35 LN
Outside_Outside Rule % [{Z#EME (Trust) 1705 [#FAl (Allow) JICAFETHZ &L
FLTLEEN,

a) [A VU — (Policies) |"—YD[7 27 EA=a hra—/L (AccessControl) %7V v L¥
D

b) Inside Outside Rule {TOAMNZH D [T 7 > a3 (Actions) | B~ T AERLED L,
[fREE (edit) 174 2> & [HIBR (delete) 17 A arBNFrsnEd, L— 2B <ITE,
[t (edit) 1742 (@) 22V v7 LET,

c) [7Z7ar (Action) |1 @ [FF7] (Allow) | ZEIRL £,
Order Title Action

1 v Inside_Outside_Rule

d [OK]ZZ7 YV w7 LTEFEERFLET,
TIEAaryha—)L R —DF TN N T I arTaX o SRR LET,

B u X ICNERRT 78 A 3y ha— b b— L L RN BT AR DR, Fyia

AR — R @3 FR SALET, Inside_Outside Rule TIXR XU VB3N FHTT Y, 77 41

N7 varouXr SidEGEENTWET, TOED, Xy af— Rk

Inside_Outside Rule DIEMOANFER EH, L—/b & —F LW RIS N EE A,

a) 77FA b=V R —R=UDFHOT 7V T 7 arT, fEROS %
7wy LET,

Default Action ACCESS CONTROL: @) BLOCK v

b) [ATT79 23 DiEIR (Select Log Action) | > [ER DA &L & TH (At Beginning and
End of Connection) | %3N L 77,
) [OK]%27YUvZ7 LET,

Waggte 7T — 2 _X—2 (VDB) OHFAT ¥V a—LERELET,
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T AAIVDBDO EFHZEHRICY U —A L TWET, ZHdiE, S CHEREShE 77U r—
arvERBETEAT VA= ary T4 T AREGEENTWET, EHMIIC VDB & T

_}'Lu—‘—»

HUENHY ET, EFETFHTY 70— RT50, £FEMNRAr 2 — L E2RET
EFEJd, WOFET, Arva—NVOREFEEZRLET, T 74/ hTiX, VDB OEHIT
ML STV D728, VDB OEH 2 BGT DI BMEEZ FATT o0 ERH Y £,

a) [the name of the device inthe menu] Z#727 U >~ 7 L £ 7, [T /34 A (Device) ]
b) [®#r (Updates) ] 7 /L—7"C [@XEDZFK~~ (View Configuration) 1 %7 VU v 27 LE T,

Updates

View Configuration >

¢) [VDB] Z/—7"C [%& (Configure) 1%7 U7 LET,

VDB 2165 0

Configure
Set recurring VDB updates

UPDATE NOW

d) EHFAZVa—LEEFRLET,

Ry U= ZiELRVERBIOHEZRIRLEY, £/, EHizdvrn—FRT5
L. VAT ANABMICEMT 2 2L B EMEL TRV TS ZE, 2T, HiLwnwr 47
7 ZEFIT DT DITBETY, TOH, FATLTREFELEA, B L TOWRVERE

EEHLEBINET,
72 & 21X, WOAT Y 2—/LClidk, VDB WAH#IZ 1B, HEEH OHT0:00 (24 B 7%
) ICHEH S ET,

Set recurring VDB Update

Frequency
Weekly

Days of Week Time

B oo B oo o

e) [IRfF (Save) 1227V v 7 LET,

ATY TS BHEERGFLET,
a) Web X—Y DA LichH D [EEDER (Deploy Changes) | 714 2> %27 U v 7 LET,
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grzInvs+35% I

b) [4 T <ERM (DeployNow) | AR¥ %27V w7 LET,

JRBHTE T T 5L TRET 27, [OK] 227 U v 27 LT, B TH A2 U X METITRMHE
JEZ S L £,

RDEZRY

ZOEEND, BHA Y a R —=FBLIOA R MZa—FRBXOT 77— 3 U OFRN
FRENFET, BFE LW E —U RN OIERZFM L., TR TERVMEM 2R
BEOOH LT 7 A A— L ERBETEET,

BABLO~L Y =TT A ERONELZGET 2568, 1 2F 23 E0EOT 72 A L—b
TRARI =L T 7 A VR —DOFEMEBVETT, £/-. THOLDEDT AL 2
HEMET HHLERH Y 97,

URL 77 F VIZBEHF D IERONEZIAT 2121, URL 7 A V2 Y 0 7 2 T D0 H
D i‘g—o

VI I BDAE

BARV—%2T 78R a2y ba—/L b—LZBINT 52 &2k » T, R ARG A
Th (IPS) OT7 4 NZ V) o THFEETEET, RARI V—IRxy NUV—2 NI 7400 %
ITLTC, N7 74 v 7 ONKEFEMOBE L L ET, BNt =2 ) o Thogs s —
BLISGE, VAT AIZEOERE Ru v 7 U TREERIELET,

ZOMTXTO T 7 4 v 7 ONEIE, Xy NT—2 8T 7 4 v ZIZRBADEIR RN E S
MEMRLENZFATINE T, BARY O —2T 7R ar ha—L b—VZBEMIT 5 2
ET, T778A I ba— L b= VORI~ TDHNT 7 ¢ v 7 @i IE LA, RA
RV —FF 77 ANV RIS —Z2FEH LT AT T4 I DA VAR v a w2375 &
I, VAT AR TEET,

N7 4y OKE [FA (alow) | THL—MIBARY O—2RETEET, £ AT
varvik, V77 4 v & (trust) [E72X [T r v 2 (block) T2 X HIBRE ST/ —
NTEHFEITESNEYA, F2, T4V T2 v a N[ (allow) | DEBA. T 744 b
T varO—HE LTRARNI =2 ETEET,

Firepower & A7 AMMIIFEEBORAR Y =0 fFE L TWET, T HDR Y 2 —| Cisco Talos
Intelligence Group (Talos) (ZX - Tkt THY |, RAL—/ 7V Tt vH L—fk
e, PRI EDNREINTWVET,

BTERRRAEZTRT L 8T 7 4 v 7 OREIIMNZ, EXF2 VT4 ATV V2 ARY v—
EHEATHZE T, BEOREIPT RLALDTRTORNT 7 v EI2EBEMOARIEURL
NDFTRTDO T 7 4y 7 ZEHNCTry 7 TEET,
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ATy

ATy T2
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FIE

FEEMME L TR WEAIE, [ (Threat) | 74 B 22 G39LL ¥,

BAR) —BIOtX2 VT4 AT VP2 AEMHT DT, BT A o AEE8IT
TOMENRDY £, BUE, fHMiZ7 A B A2 EH L TWD5AE. 74 B A0S A
EENTWET, TS AZHEL T D56, LERT A B A% AL T, Cisco.com
@ Smart Software Manager 7 % ¥ > MBI 55BN H D £77,

a) [the name of the device inthe menu] Z#727 U v 27 L £ 7, [T /34 A (Device) ]
b) [A~¥—FT A& A (SmartLicense) | 7 /L —7D [fXEDFs< (View Configuration) | %
77Uy LET,

Smart License

View Conflguration b

c) [#WE (Threat) 1 7 /v —7C[A%Mt (Enable) 1227V v 27 LET,

MBEIZEL T, VAT AETA B AZT OO MIBEGE LY, FHMliT A B A2 H%)
BELIZD LET, INA—T DT A4 ANERRZ LIRS, RZ 0% [Eaik
(Disable) ] R ¥ & DY FT,

Threa.t DISABLE
1 OF7-13EEOT 782 L—ILDEARY O —5RIRLET,

BIBINTRVINAX X LV END N T T 4 v ZICHIET DAV ERELE T, ZOHITIE,
Inside Outside Rule (/R AA AT Vg U &BILET,

a) AAY A=a2—T[KRY— (Policies) |27V v/ LET,
[77EAx=a hra—/ (Access Control) | R T —NRRINDZ Ea4MRLET,

b) Inside Outside Rule {TOAMNCH D [T 7 > a3 (Actions) | B~ T A ERbED L,
[ (edit) 17 A =2 & [HIFR (delete) | 74 arRNERENET, L—L 2T,

(e (edit) 17402 (@) 2270 927 LET,
c) FIEBIRL TWWARWEAIE, [727 Y3 (Action) 1D [#F 7] (Allow) ] Z#IRL 9,

Order Title Action

1 v Inside_Outside_Rule

d) [fRAR YU — (ntrusion Policy) 1 ¥ 7 %27V v7 LET,
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e) [RAMRYU T — (ntrusionPolicy) ] hZ V%27V v 7 LThb, RARY U—%RINL F

f)

grzInvs+35% I

D

KU —i, ZEEDBENEDONLENLED~DIETERENTVET, [NTF 20N
72&% =2 U7 ¢ LMt (Balanced Security and Connectivity) ] AR YU > —(%, 1A ED
v hT—=ZZ#LTWET, Fry T LW KT 7 4 v 7% Ka v 73 5 A RetEn
b5, WMEIZERD R TIER L, RBAICKHT 2@ iz =R L ET, Fryrsi
HENTT7 4y I NETELLHWLIEGEIE, [EXa) T 0 K EREELET D
(Connectivity over Security) AR U 3 —Z@IRT 52 LIZH > TRAAL VAT v a U xik

fcxEd,

X2 )T 4 BRANCT DMERD LA, [BEELY X2 )7 ¢ 28 (Security
over Connectivity) ]R8 U > —Z3 L E4, [HEAME (Maximum Detection) ] AR YU 2 —T
X, XY NI AV TTFGANTIFvDEF2) T4 BRE0VWVoZF ) EHRIN, BEIC

SOICRE B e KIE TR H Y £,

Edit Access Rule

Order Title Action
1 v Inside_Qutside_Rule Bl Alow ~
Source/Destination Applications URLs Users Intrusion Policy Fili

INTRUSION POLICY

@

LEVEL OF INTRUSION POLICY

Balanced Security and Connectivity 4

BALANCED SECURITY AND CONNECTIVITY

This policy is designed to balance overall network performance with network infrastructure
security. This policy is appropriate for most networks. Select this policy for most situations
where you want to apply intrusion prevention.

[OK] &7 Vw7 LCERZRELET,

ATYT3 BAV— T —=HR=ADEHFAT V2 —VERELET,

VRAAlX, BfiE Rey 7T ENEIDERETHRARI —TCHHAINS, BAL—L
T B R—=ZAOEFEERNZY YV —A L TWET, =T —H =2 TEHMICEHT 5
VERHY ET, BHIXFEITHY Y r— RT50, EMRAS Y2 —VERETEET,
WOFIET, A7V a—NVOREFEEZRLET, T 74/ TR, 7—FX— 2O T HITHE

MEENTNDIZD, BRIz — 2 BT DI TR ENRMLETT,
a) [the name of the device in the menu] 2727 U v 27 LE7, [T /314 A (Device) ]
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b) [®#Hr (Updates) ] 7 /L —7" T [(XEDFKax (View Configuration) ] =7 U v 7 LET,

Updates

View Conflguration >

¢) [v—sv (Rule) | Z—7TC[&E (Configure) 1 %7 Vv LET,

Rule

Conflgure
Set recurring Rule updates

UPDATE NOW

d) EHATZY2—LEEHZLET,

Fy NI =7 I ELZOCEMBIOHEEZRINLET, £/, EHzFvrn—F45%
L VAT APHBIMICERT 2 Z L BEML TRV T EE Y, UL, HrLvr—
ERMET HTeOITHETT, Z07, FATLUTRAFELZDN, EBAL TOWARVWEREALR
HEEINET,

72 2iE, MOARF P a— /L Tlid, —b T —F =203 M2 18], HH#EB DA 0:00
Q4 FFRIFXEMHRH) ICEFSNET,

Set recurring Rule Update

Frequency

Weekly

Days of Week Time

e) [PRfF (Save) 1&27 U >y 7 LET,

ATy T84 FEHMORERA MLV A b EOERE LRI e y 757200 F2 )T 4 AT U Vx
VAR —ERELET,

X2 VT A AT IV AEFH LT, BEIEE Do TNDHRA YA Ok %
Tuy I dThHIET, Bl C BB ENET DD DT 4 —T Rry N A VAT g
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CHBERRHZEHRITEET, EFa VT4 ATV V2 RCKY RRER T T 4 v
R oy 7 LT, ZBIZBEODRHD N T 7 4 v 7 ORBIZ LD %< DU AT AR %7
TENTEET,

a) [T/ A (Device) %7 Vw7 L, [EH (Updates) ] 7 /L—7"T [REDE T (View
Configuration) | %7 U 27 LET,

b) [EX=2UVTA4AT VT = AT 0— K (Security Intelligence Feeds) | 7 /V—7"T[57
<HH (UpdateNow) 1227V v 7 LET,

¢)  F7olE. [%E (Configure) | #27 Vw7 LT, 74— KOEMEFHFZHELET, 7
74V hO 3R (Hourly) [1HFZEALEDR Y NY—ZIZE L TWETR, LEITGT
THEZBOTZENTEET,

d) [RVUT— (Policies) 1227 V7 LT, [ExXaVT 447Uz R (Security
Intelligence) | ARV > —%27 U v 27 LET,

e) ARIVT—ZHFELEANMELTORWGEER, [EXa2 VT 0407V Pz 200k

(Enable Security Intelligence) ] %2727 U v 27 LE7,

)  [Fv FU—27 (Network) |# 7T, [77v2Z7 VU AL (Blacklist) 1D FiZdH D [+] &7
YUy 27 LT, [y hI—27 7 t—F (Network Feeds) | ¥ 71ZH DT XTHO7 4 — %
BIRLET, 74— ROBIZH D[ AZ L E27 ) v 7 LT, 74— ROFBHE#HRT
TET,

@ Blacklist (Block/Drop)

T Filter

Network Feed Network Object

Q® &L attackers

@ & bogon

L A

T A= FBRFELRNENI A v =V NFRENIEEIT. B TH ) ~ERALTLE
SV, 74— ROX T a—RIFEFETLTWERA, = ORBERH L2 WIESIT.
BELIP 7 RL AL A v Z—Fy FEICASARGH D Z L 2R LTSN,

g [OK]ZZ7 Uy 7 LT, @RLE7 s —REENMLET,
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IZHRIEIP 7 RLUARHIGAIEL, [+ >Ry bT—9F TP b (Network
Objects) | 227 Vv 27 LT, TNHDT RLAZEGLA TV bEBNTEET, V
A RNDOTFEICHD Bty NV —2 4727 FOVERL (Create New Network Object) ]
Uy LT, +CI8BMT52 b TEET,

[URL]# 7 %27 Uw 27 L, [77v27 VAL (Blacklist) 1D FiZ&H 5 [+]>[URLZ 4 — F
(URLFeeds) | %7 V27 LT, §_XCHOURL7 4 — REZERLET, [OK]ZZV >~
JLTC, EnNbET7 Ty 7 R MBMLET,

Xy hU—27 VA RMEFEFRIC, MADOURLA 7 V=7 h&T7 T v 7 U A MUBIMLT,
74— FRIZEENTWRNWEDMOY A a7 ry 7 TEXET, [+]>[URLAF TPy
b (URL Objects) | %7 U > 27 LET, VAMDORZIZHD FBURLET 7 V=7 RO
YER% (CreateNew URLObject) %27 U v 7 LT, HLWAT V=7 MEBINTEET,

@ Blacklist (Block/Drop)

_|—|

e attackers
E_F—‘l‘ bogon
g;?—l. bots

fu‘l cnc

@ dgs

(B HL (gear) | 7 A a2 %227 Y v 7 L, [#kiA~ ha¥x. 2 (Connection Events
Logging) |ZHANCL T, B LEEHOEX 2V T 4 ATV Pz AL X MER
Vy—DNERTED L ICLET, [OK] 227V v 7 LTEFEEREIFELET,

B X 2GRN LWEE, R =N TFREBDITEEL THWD 1 E 5 00RF
MZERT 272007 — 2 250 Ed A, SMNE syslog r— %2 EHR L TV DHEHEEIE,
ZITERTLHZLT, £V —RNTb ANV b REETEET,
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Logging Settings

CONNECTION EVENTS LOGGING o

MBS T T, X4 7D [7ry 27 L7 (DoNotBlock) 1 YA MIxy NT—27 47
UV FEZIFIURLA 7 V=7 bE2BIMLT, 77 v 7 U R MIKT 56042 B T&
EJ a8

[ a7 L7 (DoNotBlock) 1V A ME, AT A FU R MTERL, B4 Y AT
T, BISNU A MZHDT RLARURLAT 7 v 7 UANMIHLERINTWDEHE, D
7 RLUARURLOERGIZT 7 B2 a2y ba—L R —o@aafrn SnEd, 74—
NMZZOEICLTTry 7 TEETH, B TURERT RLARTA BT oy 73
TWDZ LIRS ST, BIFN) A 2R LT, 74— RZZRICHIBRTHZ &
R, FDOT v I EA—NR—=F4 RTEET, ZO%, TNDOEERITT 7 & AH#H,
BLOBRARY v— EEINTWDEEHA) Lo TGHiiSN D AUCHERE LT E &N,
L7eRo T, BB E ENTHHHEEIE. RARERICFFESNLTTry 7 3
EJc AN

[7 7 AL LUSUL—/L (AccessandSIRules) % v ah— R, BLPA Xk Ba—
TOEXa2VT 4 AT IV A a—2FHLT, R —ICXoTHEIZ RN v
TENTWDH N T 7 4w 7 &REL, [7r > 7 L7 (DoNotBlock) 1V A MZ7T KL
AR URL BT 2 MENH DN E S AR ET,

ATY TS BHERFLET,
a) Web X—TY 04 EIZHD [EEDORER (Deploy Changes) | 74 a2 %27V v 7 LET,

&

b) [4 T <EM (DeployNow) | RZ %27V v 7 LET,

BN ET T ETRHEST S0, [OK]Z27 U v 27 LT, %RTH A URMELITERIE
[EZMER L ET

RDEARY

ZORRMNG, RADFFESNIEAIE, BRY v 2R — FEBLU N MCHBE, 7 —
Ty b BEOBBICHT 2FERPRRINET, ZOFREFMEL T, Xy hUV—2I1235
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WX 2 U T A RERPLENE S, FTIMEHAFORBARY > —D L~V T H0END
BHINE D IMERETEET,

X2 VT4 AT VT2 ADYE, [7 27 EABLUSUL—/L (Accessand SIRules) |4
v aR— %TT)/~®E/F@%% ICEXFET, EX 2V T4 AT VP2 A AR B
FANR D Ea—T THHERTEET, ¥Fa2UT 0 A 0TIV 207 1y 7 TR
OBBIERIIIE S NERF A, 2T, MET DN N T 7 v onT7ay 7 EbizHT
R

JILD 770999 5AH%

ATy T

a—WiE, A ¥ —Fy M A MELITE %)‘“*/I/fot}:@%@ﬂﬁg)lyhﬁfiiﬁ)% BEOHD
VIR U7 (AU =T) ZRGTLERICHEIZSLSNATHET, [FETE2S Web ¥1
FTH, FoMBILT, M 7p o —H _‘?/VWIT%EEXET%)\_Q:# DEd, Web—
Wi, BIOEEIEN DA T V27 MeFoh I ENTEET, ZOFT7V=2 MIE, A

A= FATRRET 7 A /v, Javascript, K572 ENH Y F9, LS A E 7 Web 1 MTIE
BEIC, AMRDBERBTTTHRA FENTWAEET T V27 bAEAAENET, BEObvX=2) T4
X, BPIOERTE T TIERL, 47 V=7 FEEBNCHA~S Z & T,

Firepower D& 72~ /L7 = 7 Bl (AMP for Firepower) ZfEH L T~ U =7 23 51
I, 7 ANVR) =2 LES, T ARIEEFIT TS 7 AR Y = EfH LT,
T AMIINT =T PNEENTNDNE I PR EDF A TDFTRTDT7 7 AL
T 52 TEET,

AMP for Firepower [(XAMP 7 7 U RZEH LT, X NU—2 8T 7 ¢ v 7 THRHSNWTZEBTE
M~y =T ONEBEEREGELET, AMPZ U RIZT 7 BAL, VU7 Vo7 v/
ERITT DO, BHA VA —T oA RISV H—Fy DN ABPNETT, T3 AN
BT 7 ANEHBHETHE, 77 A41D SHA-256 Ny ¥ afliZ il L7 7 A4 LOMWEIZS

WTAMP 7 77 RIZIWEbEET, RO H2MHEIX, [Z7 Y —2 (clean) |, [¥/V T =
7 (malware) ], F£7213X [FH] (unknown) | (BIFEZRHIEZ FHZRW) 1720 £3, AMP 7

77U RICBEETERWEGS, WEIX AP (unknown) 112720 £,

Tr7ANKY) —%T 78X aryia— v b—VlBEfIFHZ LT, 778X a3 ba—
V= VDI —BT D T 7 4 v 7 BB SN, HBHHEEFC 7 7 ANDA AT
alvEFERITTALY. VAT AR TEET,

FNF 7 47 DHE [FA (allow) | THL—MIZT 7 AN R —ERETEET, A%
X7 vavid, V77 4y 7% UEHE (tust) [ EIEL[7r > 2 (block) | T2 L 9KESN
T — IV TIEFATSINE T A

FIE

FEHEDE L TWRWESIE, [T =T (Malware) | 74 2 ZAE2HME L E7,

AT = THENC T 7 AV R =T LI, v AT =T TR A AT D4
ERHYET, BUE, FHET A B A2 LT D581, 74 B ZAOFHERA AL S
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ATvT2

wnyvz7EInys3enE [

NTWET, T RAEBEL TWDLHEE, BERTA B A& L T, Cisco.com ¢ Smart
Software Manager 7 77 7 0 MZBINT 2 4LE R H D £,

a) [the name of the device inthe menu] #7 U v 7 LET, [T /34 A (Device) ]
b) [A~¥— 7 A& A (SmartLicense) | 7 /L —7 D [XEDZF 7 (View Configuration) | %
7Yy LET,

Smart License

View Conflguration >

¢) [v/vv =T (Malware) | 7 /v —7C[A%ht (Enable) 1227V v 7 LET,

MBI ET, VAT AETA B AEZT AU MG LZY, M7 A 2o A2 H%)
L= LET, ZA—TDIF A4 ARFNRZ RSN, RE % [EDL
(Disable) R ¥ ANZEDY £,

Malware DISABLE

1 OFFIFEHOT VA NL—NLD T 7 A B —5 RN LFT,

CNT 2T NN AF Y IND T T 4y 7T ANV ERELET, ZOFIT
I%. Inside Outside Rule (27 7 A /v A LV AT v a »&BIMLET,

a) AAY A==2—T[HRY— (Policies) | %27 Vw7 LET,
[7Z7+A=z> ha—/b (Access Control) R v —MNF/RENDZ L aMERLET,

b) Inside Outside Rule {TOAMIZH 2 [T 7 2 a > (Actions) | BENIZv T AR HbOED L.
[fREE (edit) 1 74 2> & [HIBR (delete) 1 7 A arBNFrsnEd, L—2B<ITE,
[t (edi) 1712 (@) 22V LET,

¢) FELEBIRLTOARWEAIX, [T727 3> (Action) 1D [#FA] (Allow) ] IR L 9,

Order Title Action

1 v Inside_Outside_Rule

d) [Z77A/NKY — (FilePolicy) | #7 %27 Vv LET,

e) WHILZ77ANKRI—%2 ) v LET,
FRERL, vV 2T ERRISNDETRTOT 7 ANV E Ry T T 5 (v =T 2T
~_T7 w7 (Block Malware All) ], £72XAMP 7 77 RIZZ7 =) LT7 7 A VOMHE
WS 20870y ZIILRN[Z T T RET Ty 77 7 (Cloud Lookup All) ] T
To Z7ANNEDL IO SNDNEMRT 2HE1E. 77U Ny 27 v 7MiM
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B < o=757000325%

LET, 77 AADBFHISND FIECHELZL, BTy ryFX 7 RY =28
HIENRTEET,

e, vV =7%270y 7T HOIEHTELRY) o —03H T, bR
v—iE, 7 7 A VAR Microsoft Office, F 721 Office 55 L UNPDF RK¥ = X hDT v
n—Ro7wy 7 EEELTWES, 2F0, ZRA6ORV P —%2HT 5L, v LU=
TNTay 7 ENDHET TR, 2=V RXINLDOT7 7 AN EATEMOX Y NT—7 T
EETERI RV ET, =—XZEIGHIEX. ZRHDORY v —2#IRTEE T,

ZOFITIE, [T =T ETRTT ey 7 (Block Malware All) ] Z8&R L £ 7,

Edit Access Rule

Order Title Action
1 ~ Inside_Outside_Rule Bl Alow ~
Source/Destination Applications URLs Users Intrusion Policy File policy
SELECT THE FILE POLICY Ce CONTR(
Use file pol
Malware Pr
lock Malware All Tl
Block Matware 14 policies to |
regardless

Query the AMP cloud to determine if files traversing your network contain
malware, then block files that represent threats.

f) [m¥> 2 (Logging) |#7 %27 Vw27 LT, [Z77A/LA4~] (FileEvents) ] D FIZH
L[ 77A00aX 7 (LogFiles) | MEIREINTNDHZ L E2MERLET,

TI7ANETIE, Z7ANV KR —%8IRT L 77 A unx o ZITADMSnET,
ARV IFBEIOT v v aR—=RIZ7 7 A NVBLOSALY =T HEREFRT DT, 774
VX T BN LETT,

FILE EVENTS
Log Files

g [OK]Z27 Uy 7 LTEREZRFLET,

ATv T3 BEHERERFLET,
a) Web =Y EIzhd [EEDRER (Deploy Changes) | 74 a7V v 7 LET,

@

b) [4 T <ERM (DeployNow) | ARZ %27V w7 LET,
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FoETETLA—RKY— WRLT L5y s oxgrs [

BB E T 30 ETRET 27 [OK] 227 U v 27 LT, %RTH A2 U R METITEME
JEZ RS L £,

RDBERY

ZDORERNL, 77 ANVERIIA T 2T REEINDILEIL, BHEY Y 2R — FBLOT
RUNMIT AN EATRT 7 ANBIRY LT =T OA X MIETHERNE RS NE
T, ZOHEREZIFMEL., 77 ANVOEEICEHL TRy FU—ZICEBIZEF 2 ) T 4 R BL
TNE I NERETEET,

7O€T2T)ILA—XKR)— (URLT 4 LR YY)

NDREHE

ATy I

Py NT—=0 DT IR TEZTNA—ARY =R ETEET, 778 TEZ TN 2—R R
Ui, MERCEYE SND Ry NI T I T o ET 4 b, NHEYIESINDT VT AT 4
ERBILET, @, ZNHDORY —F A X —F v FOMERICHER U, EEMEOHE:, %
HEATOELEE (FO ) TRUWEESFTOMERF 2 &) . Web b7 7 ¢ v 7 OfilfiZ BEY & LT
£7,

URLZ 4N E IV THRMEHALT, 77RBAR) =7 7874 TNV a—AR) —%
EETEXET, KHie T I (XX T Nid) TIANE Y I TELID, Tuy s
% Web W1 1 ZEBICHGIT 503D D FH A, BT TV ORETIE, ¥ FOB#EL
TovarvERELT, FNELE TRy 7 T52L b TEET, a—F x0TIV L L
EaF—3a OMAADETURLABMELES L9258, Eyiavnryuy s &nEd,

BT FT=ERBIONVEaT—rary T—HEHEATLET, R —DEREERD
fliFELESNET, ZOHETIE. VAT LN Web b T 7 ¢ v 7 288 0 (THEFICHIE L £
T, BRI, BA TV Y2 AT LWURL 721 T <, BEFED URLICKT 2 H LW
TAY LV RTTHICEFRENDTZD, VAT MIMERICETOFREZMER L T, EREah-
URLZ 74 NAVELET, vV TxT, ANA, Ay " Ry b, T4 vwr Tl X2
TANKT BB ERZTEREOL LY A M, MEECRY v —2FH LIV FHRARY o — % 8
BIL7-20 95 —2% kAo Tkx & HET S ATREMERH Y 5,

WOFNET, URL 74 VZ Vo T aMHLTCT 787X T 2—A R v—& RS 5 ik
WCOWTHHLET, ZoflTix, BTV 0H b5 L EaT— a4 b &
YRAIZ DY =)L Xy FU—=F 7 %A b BILORGEY A ThH S badsite.example.com
E7uav 7 LET,

FIE

EEAEE L TOARRWEAIE, [URL] 74 B A2 AL £9,
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B 7ot75701—2Kus— WRLTLE YY) OREHK

ATy T2

URLA T AV L EaT—yarOfRefiflT 256, L3 INOOERES vy 2R —

R&A Ry MIERTDHEEITIE. URL74"IZ/X7275)JJ T HMENRH Y £, BIfE, M
/HZ/X’EEW LTWAHEEIE, 74 B ZAOFHBRA AL S TWET, T3 &%

ﬁbflﬂ . MEERT A A& LT, Cisco.com @ Smart Software Manager 7 7 7 >
Iz Ej][]ﬁ‘é%%?ﬁ)&)@ EJ a8

a) [the name of the device inthe menu] Z#727 U >~ 7 L £ 7, [T /34 A (Device) ]
b) [A~¥— KT A& A (SmartLicense) | 7 /L —7 D [XEDFK (View Configuration) | %
7Yy LET,

Smart License

View Configuration >

¢) [URLZA &> A (URLLicense) | Z/V—7® [H%ht (Enable) 1% 27 U v 7 L%,

MR C T, VAT AEITA BV AZT AU MBS LY, FHMEiT A B A2 HZ)
kL7 LET, IN—TDI7 A48 ANHFEN/2Z EDREN, A& 03 [
(Disable) | RZ 22 Pp 0 £,

LiRL License DISABLE

URL 7ANVZ YT OT IR ay be—nL b—LaEERLET,

Ty X T =)L OIERRATIC, 22— N T 78 AL TWEYA OB T IV ZHRAINHERT
FET, TOHA, AT ATV (R L) IZ[FFA (Allow) | 727 v a v ERELE
N—NEAERTEET, TXTDO Web RO A VAT a2 ZFITL T, URLDBZDAT
VB LTWDENE I DEHET2MERS 5720, Sl —EALSNOT A hOAT Y
HHRLESELET,

2L, Tay rBETHZENTTITHB L TWD URL A7 2 U BIFET D580 H Y
T, T yX SR —ThA VAT g Uikl SN AT, Tuy s EnbA T
VIETF TR, 7ay 7 SnenWh7T 3 ~OEGICET 57 AV IHFRBEUE L ET,
a) AAf 2 A=a2—T[HRYU¥— (Policies) %7V v LET,

[7Z7&'Aa hua—/ (Access Control) | ARV I —MNERINDHZ L MR LET,

by [HZEZVvZ LTHLWWL—LEZENMLET,
c) JEFF. #A b, BXOT 7 varvERELET,

s [JIEFF (Order) 1: 774/ R T, HrLWAL—LET 7 ERXAar ba— LK) —D
RBEIBIMENET, 72720, R UHELAEER KOO FGE2RET 20— 0
Al (EAD) 22—V E2EETDILERNH Y T3, 5 Ldiud, v—i3iR
AEnFERA BERTRASNAL—VIL, T—INVHNTROICBESNLDL—L
D1ODHTY) . ZTON—/LTiE, T3, 2O ERH/ER L7
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d)

e)

g)

FoETETLA—RKY— WRLT L5y s oxgrs [

Inside Outside Rule & [Al U5 /52 L3, o/ — /b [RERIC/ERR T
F7T. 77 EA 2y b=V OMREERIET DI, ROBERETRED LV —L &

RE L., BN SN NEGR SN DA REICIRETE 5L 9107T5 2 L2k
BOFETT, ZOFITIEZ, V—AOIEFE LTI 22BN LET,

o [# A4 F)v (Title) ]: /L—/ LT Block Web_Sites 72 EDOEIRD & D4 0% T £,
«[77var (Action) 1:[7 8> (Block) ] Zi®IRL FJ,

Order Title Action

1 v Block_Web_Sites @ Block v

[16{5 o/ St (Source/Destination) ] % 7 T, [#E{E5T (Source) | > [V — (Zones) |
D[+ %27 V27 L, [inside zone] R L THDH, YV —r DX AT TRy 7 AT[OK]
7 Vw7 LET,

FEOBMBEICHETT, HNEZ7Vyr735/ha0nWgaT7ar RNy 7 AREAL -
O, BINT2HEBZ7 Vv 7 LET, HEODERAZ 7V v/ TXEJ, BRL-ER%Z
7V 7T B ERRBHRINET, T2y v—271%, BREALAOHEBZRLET,

72720, [OK (OK) 1RZ %27 Vv 74 H5ETHRI —ZiFMfbBEMESNEFA, H
H%Z&R$ 57210 TliEA+45 7T,

Source/Destination Applications URLs Ust
SOURCE
Zones +  Networks +

ﬁ outside_zone

Create New Security Zone CANCEL n

A CHAT 2 LC, [#E#t5E (Destination) |>[Y'—> (Zones) | T [outside zone] % i
WLET,

Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones +  Newworks +  Pors +  Zones *

g8 inside_zone B outside_zone

[URLs] ¥ 7 &7 Vv 7 LET,

[77 U (Categories) | D [+] %27 Vv 7 LT, BEELIIOMICT oy 7 T507
TY @R ET,
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B 7ot75701—2Kus— WRLTLE YY) OREHK

h)

)
)

k)

ZOBITIE, Ay bRy b, BEOHLIVA M, vAUTHA N, BIORY—T L
Xy NU—F 7 H@RIRLET, 7ry 7352 ERRERAREMENES VBN T Y
753‘3@ DNET, Tav s LIz ERbhro TV TH, %@77?:1“) BoNbRNGE

. [#E#8+4 HURL (URL to Check) 1 7 4 —/V KICURL # AH L. [#E1T (Go) 1% 7
) /& LET, V7T v TRERERT Web A Mﬁ@%réﬂiﬁ“o

URLs Users © Intrusion I"r:rlicv,'a File ;:nalic-,fIG Logging

CATEGORIES
Botnets Reputation: Risk Any =
Malicious Sites Reputation: Risk Any w
Malware Sites Reputation: Risk Any v
Social Networking Reputation: Risk Any v

LEaT7—va il ins7ayx 7% [V—Yv/LbFy hU—72 (Social
Networking) ] 47 F VI(ZFEETH 2, O TIAVDO[LE2T—v a3y : TXTO
Y A7 (Reputation: Risk Any) %7 U v 7 LT, [TXT (Any) | OiERZMEER L TH
DATA X% [ LV (Questionable) JWZBEILET, PALDIZIE, AT9A4 X% 27 v
7 LET,

E Social Networking Reputation: Questionable ~

ANY o—

Questio... Untrusted

LEaT—2al ATAXOEMTFFAIEnLY A e, HlE7 vy 7 &by
A FeRLET, ZOHE. VE2T—T a0 [ED LV (Questionable) | & [fE4ET
=720 (Untrusted) | DEEHNICH D Y — ¥ )L Xy NT—=F 07 A NOHART B Y
JENET, Lo T, 2—WiE, VAZD0DRn, —FKEH s Y — v
Xy NU—F 7 A MIET 7 BEARATEET,

LEaT—varaEfTse, BIOFETHEANLEZDT TYRNOY A b AR
0y 7 TEET,

BT IV URANOEMIZEHD [URLS] Y A OO [+] 227 Vv 27 LET,

Ry TT T ZATaT Ry 7 ZO FHT, [HHURLOVERK (Create New URL) ]V &
&7 Vv 7 LET,

£\ & URLO 512 badsite.example.com] & AJ LT, [EM (Add) ]. [OK]DJAEIZ
Vo7 LT T V=7 PEERLET,
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FoETETLA—RKY— WRLT L5y s oxgrs [

A7 =2 MIZURL ER AR EMNT 20, Fi34A7 V=7 MIBIOAH I EMHT D2
X TEES, URLICIE, URLOTFE Faidsha s, h—_"L0haBMLE
TO

New URL Object

Name

badsite example.com

Description

URL

badsite example.com

D OFHAT Y=y PEBRLT, [0K1 &2 Y v 7 LET,

RY = ORERITHRA 7 V=7 MBI 5720 T, VA MIET V=7 FANEM
SNET, FHAT V=7 NI BEIICRRS LA,

Order Title Action
1 e Block_Web_Sites
Source/Destination Applications URLs Users © Intrusion Policvo File pu:nlic\fIB Logging
URLS T CATEGORIES +
6‘-7 badsite.example.com Botnets Reputation: Risk Any (e
Malicious Sites Reputation: Risk Any ~
Malware Sites Reputation: Risk Any ~
Social Metworking Reputation: Questionable b

m) [2¥> 7 (Logging) 1 #7 %7 Uy 7 LT, [ATTUL 3 DEIR (Select Log
Action) | > [{E#tDBAIREF & #2 THF (At Beginning and End of Connection) | % 3R L &
R

Web T IV Z vy abRh—RBLOERA N MCAT IV BIOLE 2T —3 30D
B EFRT DI, eX 72T 20ER’H Y £97,

n [OK]%2Z7VUvZ7 LT —ZRELET,
ATFw T3 (FFar) URLTANEZY U TEBELET,
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B 77— aosmenmsanz

ATy T4

77—

URL 74 B ANHIMEEINTWDIHEE, VAT AEWeb I T TV T—HR—A~DEH %

HEWICHEIME L E4, T—ZI3@E 1 BICTREEFSNE TN, VAT A0 T LICH

FraTFov /7 LET, ML2OHBTEHZHALRWGAIE, Bz A 7ICTEET,

T, DEINTORWURLZ DN DTZDIC T AZEEFETH L HIBIRTH L b TEET,

L7ERoT, A VA=A EINTND URL 7T —F _X—RZFV A bOAT IV R7<, Cisco

CSLICHT TUNEGENTNDZ ERNHD F9, CiscoCSINH AT IV ELE 2T —2 3 R

BEEnsHE, BT TV R=2AD/L—)L% URL ERIZELLEHTEET, AT VHIRICED

ALVAP=NLENDURL T—H_X—=ZA/NENWa—Z KOV AT AT, ZOF 7T ar

BIEIRT 2 Z ENEETT, Ly 77 v IEROGRARERMZHRETEET, 7 74/ ME

[ L7y (Never) 1T, vy 277 v 7RERITEHFSNERA,

a) [the name of the device inthe menu] #27 V v 7 L £, [T /34 A (Device) |

b) [V ATLEEE (System Settings) |>[~5 7« v E&E (Traffic Settings) |>[URL 7 « JL
41) V45 MDERE (URL Filtering Preferences) | 27 U v 7 L £,

c) [FEEDOURLHCisco CSI®DZ =Y — (Query Cisco CSI for Unknown URLs) | Z3R L £7°,

d) %472 [URLTARE Al HERFR] (URL Time to Live) ] (24 FFff72 &) &@LU £,

e) [fR1F (Save) 127 Vv 7 LET,

ERZRAFLET,
a) Web X—Y 04 Eizh D [EHEDORER (Deploy Changes) | 74 a2 %27V v 7 LET,

b) [4F<ER (DeployNow) | R&¥ %7 U v LET,

BB E T30 ETRET 27, [OK1 227 U v 27 LT, %RTH A2 U R METITEME
JEZ RS L E T,

RDBERY

COEET, URLAT IV L Ead—ray, BLAOFe vy FENT-HEIC BT 250N E
Ay v aRh— REA R MIERSIVIEDET, ZOFEREFIL T, URLZ 4 VXV 7
WCEoTHELL WY A FOBER Ry TSN TNDENE I, FREFI/FEITIVOL
EaTd—ya VREEBEMTHOILENDDLNE ) DE AW c&E 9,

MEBIOLE2T7—va NZESWTWeb YA h~DT 7 EAEZT Ry 7 TH L%, 22—
FICHEANTBEAT D Z IOV TR LET,

YAVDERERET S75E

TITYR=ADT TV r—ay 7Ty N7 —bh, BEXy NT—7 ONERR X UY
HCHREE LT Web 72 haVaHAT ) o F A5 47 TV r—a ninhbb
T, Web 13BN TT 7V r—va b BRETDHZEXFH A TT v F 74— A7 >TVE
T,
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ATv I

7Iusr—vavopmesnss5% [

Firepower Threat Defense Tld, B DA v A7 v a v &2FTL T, HHTLZT SV r—v =
VERELET, ZHICXD, FED TCP/UDP AR— b &4 —47 v MZT 250 TlERL, 77
Vor—varvzld—Fy e LT 78R ary b= b— &R T&EDH L1270 £,
L7eRo>T, Web X—RA 77U r—a URREICA— MEHEHLTHTEH, 2D 28R
W7 vy 7 A TTEET,

BEDT 7V r—yavzZfFaEid7 ey 735X 9BIRTEEIN, ¥47, a7V,
270 VAT FERIFEVRREDOREEMEICESN TV ERRRTAZI L TEET, 2L
ZIE, VA BREL, EVRALOBENENMENT T r—v g AT RCGREBL T e v s
T5, T78A b — N b—LEERTEET, 2—FRZDOL> 77V r—var
ONWTNLEFERALE) ET2E, BEyvarBhryey s EhET,

A AL, VAT LB X OWEIENET — &% _X—2 (VDB) OFEEHAE L THEIZT S r—3 g
VIEAT I RAEEFHLEBMLTCWET, TDH, FEITL—LEEHRTLHIZ LR, U R
TDOT TV lr—rareday I TR0—NLEHLWT ) r—ya VICHBRICE T F
TO

ZOERBITIE, [T/ =AY —/7aF% (anonymizer/proxy) | H 7 TVIETHT U r—
varkz7uvy s LET,

1R BRI

ZOMERBITIE, R Ry NU—2 T T 4 v 0 BEHRNDLEE (1—Y) &25%TLT

WHZ EEAEE LTWET, TOMAHFITIE, [77V 47— a3 (Applications) 1% v =
R—RTHNTEDL, 77V r— a yOfRRIUICET 2182 BUS 3 2 7B W Tl
LTWET, ERICHEHASN WA T Y r—a U EBfT5 2 LT RN T7T 7Y r—
VA R—ADN—)VEHEITEET, £o. FOMEHABITIX, VDBOEFHE ATV a—L
THHEZONWTHHRHA L TWET (ZZTIERVIELERA) . 77— a & IELL
BT E X O, EHMIC VDB ZHH L T EE,

FIE

TV — g _R—ADT A ay ha—iL b—VEERLET,
a) AAf v A=a2—T[HRYU— (Policies) %7V v7 LET,
[7Z7&®A=a ha—/ (Access Control) | ARV I —NERINDHZ L MR LET,

by [HZEZVvZ LTHLWWL—LEZENLET,
) MEFF. A MV, BEORT 7 aE2RELET,

«[JEFF (Order) 1: 774N T, HLWL—LEIT 723 ba—L K —D
RBEIBIMESNET, 72720, RUHEsls LOMOSREEZRET 20— 10
Al (D) 22 ON— AV EEETLILERSY T, 5 LT, L—/ i
AENFEEAL ERTRASNILV—IIL, T NANTRIICEA SR E LV —L
D1OOHTY) o TON—/LTIE, T3 ZADOHARERHTAER L 72

Inside_Outside Rule & [f] CHEu/4a 8 20 L E 3, ftho/L— /L b RERICIER T
F9, 77 ERA L b=V OEREERT HITIE, ROEETREDL—ILE
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B 77— aosmenmsanz

RIE L, RPN DESINE0EREICRETE L L2752 &0 K
BOHETT, ZOFTIE, L —LOIEFE L T[] 28R ET,

o [#A4 kv (Title) ]: /L—/VIZ Block Anonymizers 7¢ & DERD & % £ Hi & 11T %
R

s [77vay (Action) |:[7 v >7Z (Block) | Z®IRNL E7,

Order Title Action

1 v Block_Anonymizers @ Block

d)  [EfE7oHER L (Source/Destination) | % 7 T, [#X{E7T (Source) |> [V — (Zones) |
D[+ %27 U7 L, [inside zone] R L THD, V' —rDXAT TRy 7 AT[OK]
27Uy 7 LET,

Source/Destination Applications URLs Ust
SOURCE
Zones + | Networks +

¥ Filter

D

H outside_zone

-

Create New Secunity fone CANCEL “

e) [RUHMAMEH LT, [#E#K%L (Destination) |>[Y'—> (Zones) | T [outside zone] % i

WRLET,
Source/Destination Applications URLs Users Intrusion Policy File policy Logaging
SOURCE DESTINATION
Zones +  Networks + | Pons +  Zones i
B inside_zane B owside_zone

f) [77 U/ —v a3 (Applications) | ¥ 7 %27 U v 7 LET,

g) [T7 U/ —var (Applications) |DO[+] %27 Vw7 LT, Ry 7T v7F XA T70r
Ry 7 ADTFEHIZH D [BEMRT 4 /% (Advanced Filter) (V> 27 %227 U w7 LET,
FRICT TV r—vay JANE T V=7 VEERLTC, 220 [T 7V r—vay
7 1 /v%# (Application Filters) 1V A F C@INTE LI, 778X ar btr—L L—
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FIur—vavorResaT s [

INTCHRHZEHRELC, A7 a v CHRUEEZ T ANE T T2 FELTRIFET D Z
EHLTEET, BT 7V r—2a U — &R L TR WESIE, [EBERT 4
/L% (AdvancedFilter) | #4707 Ry 7 A& FEH LT, LVEEIT TV r—v g
R LIRS ER TE £,

FEBNT D&, XATRT Ry 7 ZADOFHMIZH D [7 7V r— 2 (Applications) ]
UARMPREFH SN, FHFC—FT 277V r—varnERasnggd, ik Lizir—i
X, IhooT7 7Y r—ya i snET,

COVRPELCRTLEZEEW, & 20F, VRAIZBIEFIZEHNTXTOT Y r—r =
VETay I LI ETHEENRHY FI, 727 L. AEEER L TUVWARRE T, Facebook
BELOTFPT IZFEFICHE Y A7 I NTHWET, 1 ZEAEOMBIZ. chbnT >
Vor—varvea/uay 3l tamB LI, SEIERT7T o025 MBE2HK LT,
BIRIC—ET 277V r— a VEERT DITERMA 2020 £9, 260U X ME
VDB DEHTERETXH I LE2HZTBWVTLLIEE N,

ZORITIE, [T 2V (Categories) |V A RMNLT /=~ AP —/T7 X 2RIRLE
7

Filter Applications @  RESET FILTER

Risks Categories Tags Any selected

T Search Categories T Search Tags
Any e mobile application not work related
VolP high bandwidth
Types : 1
web services provider file sharing/ransfer
Any v e-commerce share media
- -

Filter the list of applications 33 Applications

@ Al applicstions that match the fikers (33) =

ASProuy ASProxy open-source web proxy

B Afer School Anonymous messaging 8pp

n Avocent Registered with LANA on port 1078 ep/fudp.

n Awvoidr Web based proxy compatible with many popular social networking sites.

h)y [mER7 1% (AdvancedFilters) | ¥ A 707 ANy 7 AT, B (Add) 1227V v
7 LET,

T A NEBINE, [TV r— 3> (Applications) ] ¥ TICFE RSN E T,
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B v+ rzemyans

Source/Destination Applications URLs Users Intrusion Policy

APPLICATIONS SAVEASFILTER +

¥ Categories: anonymizer/proxy

i) [eX>7 (Logging) ¥ 7 %7 Vv LT, [AFFTYL 32 DEIR (Select Log
Action) | > [{E#tDBAREF & # THF (At Beginning and End of Connection) | Z 3R L &

ER
ZDON— X o TTayl SNHEROEREIGT DL, vX 7280 T 5
VBN H D 9,

i) [OK] %227V v 7 LTA—AERELET,

ATvT2 ERERGFLET,
a) Web X—TDf EIZhH D [EEDRER (Deploy Changes) | 714 2> %27 U w7 LET,

b) [4 7 <R (DeployNow) | R %27V v 7 LET,

BB T T ETHET S0, [OK] 227 U v 7 LT, BTHAZ URANERITERRE
JEZMER L ET

AT9F3 [£=4V 27 (Monitoring) ] %7 V> 27 LT, fERZIMELET,

T, [y hT—7 OEE (Network Overview) | ¥ v 2R —RKOTFV r—a s vy
Vrxzy MINry IR ERARRINET, [TXT (AlD) JV[H#EA (Denied) V[FFAT
(Allowed) 1 Rr vy 7 Xy A7y a2 HLT, RayXShk7 ) r—va Ok
WCERZYTET,

TV = a BT HIERIZ. [WebT 7 U - — 3 - (Web Applications) ] 4 v ¥ 2R —
RTH®ZTHZ b TEET, [7 7Y 7 — 3 (Applications) 1% v =R— RiZ7 1 k=
NEHHOFERP R RENET, 277V r—rva a2 HLEY LT 02—V Rn55
B TATrT 4T 4 RY —DNERCTRIENLERZ LAt LT, #ziirL w5
a—WeT TV r—varEEMNT L ENRTEET,

HIxry FEEMT B5HE

TN AR A VX —T =2 A ABRHDIGE. AL vTF (F7i3Blo—4) [Z8EFL
T, BV 7%y M —E 224k cx £9,

Y7 %y FEIBINTAEBENRHEBIIZEH D 9, ORI TIE. RO—xH7RTF ) 4
WXL L F 9,
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$I%y reemysss [

e TRy MI. FTIAR—F Fy T —27 192.168.2.024 i+ 5N Ry hU—2 T
@—0

eIy NT—T DAV E—T A AZEX, AXT 4 w7 T RLA1921682.1 n3dH 0 £,
ZORBITIE, WAV H—T A AT IOy NUY—TEHATT, BOFETIE, 7T
BSnTWAbA o —T2A AEEH LT, HILWLWRY NU—TDOHT A X —T A
AEAERC L E T,

e FRXA AT, DHCPZHEH L TRy NTU—27 FDT—I7 AT — 9 00T RLUAZERAEL
¥4, T RLRA F—/L & LT 192.168.2.2 ~ 192.168.2.254 ZfifH L £ 1,

cMONEFR Y P BLONH Ry hT—T ~DOFRy NU—7 T 7 BRI, FalEnE
T, ARy NT—ZIZBEITA NI 7 4 v 7 Tk, NATZERH LT T U v o 7 R
AT LET,

GE)

ATy T

ZOBTIE, TV o IN—TIRERDA Vo H—T =2 A AFEFINL TN EEfift s L
TWET, BE., RMEHOA v Z—T oA ZANRT Y v T—TF AU R—ThHIHEE. IRD
FIEICEET AT c 2 E T v ZA—F 0 OHIRT 20BN H Y 4,

4R8O HHEIIZ

Py NT—=T I —TNEF LT Ry hOA U H—T 2 AB LA A v F IR BERG
LET,

FIE

A E =T =2 AR ELET,

a)

b)

¢)

[T /34 A (Device) |27 Vw27 L, [f>¥—7=AA (Interfaces) ]~V —IiZH D
YO EIV T L, WAV E—T 2 AAZAT 2T VI LT, AV F =Tz ADY
A MaeRRLET,
Bt L CWABA v X —T oA ADITOLEMNCH S [T 7 > a > (Actions) | B/MI~ 7 A%
BT, e (edit) 1742 (@) 22V LET,
AR RA V=T 2 ZADT T ( R ELET,

« [4HT (Name) |: A > F—7 =A AZEAEOLHRT ([Inside 2] 72 8) .

*[®E—F (Mode) ]:[/b—7 > K (Routed) ] ZER L ET,

[AT—HA (Status) ]: AT —HA NI NEIT VI LT, £ F—T A AEHZ)
fLLET,

s [IPv47 R LA (IPv4 Address) | ¥ 7 : [# A 7 (Type) J\Z[AZXT « 7 (Static) ]
ZRINL T, [192.168.2.124] # A1 L E T,
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B o+ rzemyarz

ATy T2

d)

Edit Physical Interface {

Interface Name Meode Status

inside_2 Routed . O

Description

IPvd Address IPv6 Address Advanced Options

Type

Static <7

IP Address and Subnet Mask

192.168.2.1 f 24

[PRfF (Save) 122 U w7 LET,

A B =T 2 A A VAN, BFHINTA LV H—T oA A AT —HALBRTEEINTZIPT
R ARERENET,

GigabitEthernet1/5 inside_2 Q Routed 192.168.2.1

A B —T A AP DHCP h—ZZHELET,

a)
b)
©)

d)

[the name of the device in the menu] %7 VU > 7 LEF, [T /34 A (Device) ]
[ R T LERE (System Settings) |>[DHCPH—/\ (DHCP Server) | %7 U v 7 LET,
[DHCPY¥—~3 (DHCP Servers) | # 7 %7V 7 L1,

FIZ, BEFFEODHCP V— "R ERENET, T 74V MREZHEALTCWBEA. VAL
WZIERNERA v 2 — T oA ADWTIODBEENE T,

FOEHOH Vv LET,
P —ROT T 4 HZHRELET,

« [DHCPH— "D A %ht. (Enable DHCP Server) |: 2D 7 %27V v 7 LT, H—
ERMELET,

o[ % —7 x4 A (Interface) ]: DHCPH—ERZML L TNDA X —T = A%
BIRLUES, ZOFITIL, inside 2 AR L £,

o [7 RV AZ—)b (AddressPool) |: H— "2 x >y NU—7 EDOT A RHHETE D
7 RL A, 19216822 ~192.168.2.254 # AJJLET, *v hT—2 7 KL (0) |
AVH =T AT RFLA (1), F2E7e—RE¥x A F 7 KL A (255) "EE
N2NEIICLTLEEN, 2, Xy bT—7 EOT AL RZAZT 47 T Kb
ANBERIEAT, T=ADEETNLDT RLAZBAH LET, F—/WTE— 0k
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ey |

LT RLATHLIVERH D=0, FHORMEIIREBENOAAT 47 T R
AR ET,

Add Server

Enabled DHCP SENerO

Interface

inside_2

Address Pool
192.168.2.2-192.168.2.254

192.1 45.254

) [BI (Add) 1227V vZ7 LET,

#  INTERFACE ENABLED DHCP SERVER ADDRESS POOL
1 inside Enabled 192.168.1.5-192.168.1.254
2 inside_2 Enabled 192.168.2.2-192.168.2.254

RTvT3 N Exa )T 4 V=i v ¥ —T oA AZBMLET,

A =T 2 A AR =BT DL, A F—T = ATEF2VT 4V —ITRL

TWAHMERHYET, BX=2 VT4 V—rOR) v—%5EkLET, TOD, V—rTA

YH=T 2 A A BMBLOHIRT 2L, A F—7 A ZTHEA SNTZRY —I3AERIC

EEINET,

a) AAY A=a—T[4A7Y=Z F (Objects) |7 U2 LET,

b) A7V FOBRWRNG, [E¥ =2V 7 1Y —2 (Security Zones) ] ZiER L F 7,

¢) [inside zone] 7Y =27 FOITOHMNCZH S [T 7 > 2> (Actions) | B~ T AEED
T, e (edi) 1743 (@) 220 v LET,

d) [ #—7 x4 A (Interfaces) |DFIZHD[+]Z227 U v 27 LT, inside 21 > F—7 A
ABERL, {2 —Tx2AAVART[OK] %227 Y v LET,

Interfaces
+

inside

inside_2

e) [R1F (Save) 1227 U7 LET,
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Security Zones
3 objects
L NAME MODE INTERFACES
1 inside_zone Routed inside, inside_2
2 outside_zone Routed outside

ATy T4 WXy NU—JBDO T 7 4 v 7 &FFAT257 782 ar ba— b=V EERLET,

N7 470, TRTOA U H—T A A THBWIITEFFISETA, FEDONT T 1 v
I RFATLHIE, TR ay ha— L b= VAT AR B Y 9, ME—DpIsh L
TIZRA Ay a— L —ADTFT T F NN TIaryThTI T4 /7%anTLTb\Z>b57/u\T
To ZOBITIE, TXAADEY NT v T U4 P =R TCRELILT Yy I DT 7+~ T 7
arERFLTWDZEZFHEE LTWET, LEEBR-T, WA v ¥ —7 oA A/O FZ
T4 I EFRT AN VEERT AMLERHY T, 20X IR — BT TICERL T
LD%EIE. ZOFIEEAX Y TS LET,

a)

b)
¢)

d)

AL A=a2—T[HRYU — (Policies) | %7V v 7 LET,
[727EA=z ha—/b (Access Control) | R U U —MNKRINDZ LR LET,

[+ &7V yZ7 LTHLWL—LEZBMLET,
EF-, %14 b, BEIOT 7 v a v ERELET,

«[IEFF (Order) 1: 774NV T, HLWL—/WIT 7R a2 ba—L K —0D
RplCBEMSNET, 72720, FUEETAEER L OO &M 2 BET 51— L O]
(EAD) ICZoN— N ERETILERHY 9, 9 LT, v— U EiRAe S
NEEA EFTRESNEL—VE, T—7 VN TR %Aéﬂéw—w@lo
DHTY) o ZTON—)LTlE, —BEOEETAEFMEELHERT 720, U A MO
WCA— V& BINTXET,

o [#A4 bV (Title) ]: /b— LT Allow_Inside Inside 72 & ODFEMO & D4 012 T 97,
o [77 v a (Action) ]:[#FA (Allow) ] 23R L FJ,
Order Title Action

4 v Allow_Inside_Inside

[E{EJe/56%E (Source/Destination) ] # 7 C, [E{EJT (Source) >[V— (Zones) | D [+]
%27 U w7 L, [inside zone] Z N L THL Y —r DX AT T Ry 7 ATOK] %27 U v
7 LET,
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e)

g)

h)

$I%y reemysss [

Source/Destination Applications URLs Ust
SOURCE
Zones +  Networks +

ﬁ outside_zone

Create New Security Zone
Create New Secunty Zone CANCEL

[fl U 1L T, [385E (Destination) |>[Zones (V' —2) | ® [inside zone] Z &R L £,

EEILBIOSEICRI LY — 2R 51213, BF =207 4 Y —iZ220 koA~
B =T 2 A AVREFENTVDRLERD Y £,

Source/Destination Applications URLs Users Intrusion Policy File policy Logging

SOURCE DESTINATION

Zones +  Networks +  Pons +  Zones +
B inside_zone g inside_zone

(A7 ay) BABIRLV T 2T DAL AR v a v EBRELET,

WA v X — T oA AIFEFETE LY —RNIZH Y T8, — NI, =—Fix7 v~
Ny T %Fxy NU—Z I8k LET, ZOD, 2—FiX, Mxry MU —2 721X Wi-Fi
Ry b ARy P BRy FT—JHIC, ML) bICEB#RiBIAATHET, Lz
NoT, W%y NV —ZMA2BEITE b T 7 4 v ZITRBASLT LT = 7 OB Z200 )
AFx v VINLBERGENH Y T,

ROBNEDFAT T L £

s [RARY >— (IntrusionPolicy) |7 %7 Vv 7 LTRARI —2FHELL, X7
AZEMEHLT[(NT o ADENTEx 2 U T ¢ L4t (Balanced Security and
Connectivity) ] AR Y > —ZRINL E7,

«[Z77ANEAY — (FilePolicy) ¥ 7% 27 Vv 7 LT, [TRTCOYNAT =T ET Y
7 4% (Block Malware All) |4V > —Z3IRL 9,
[ 7 (Logging) 1#7 %7V v 27 LT, [ATTYL320%EIR (Select Log Action) |>
[EHBDRAREES &K U THF (At Beginning and End of Connection) | Zi3{R L 7,

ZON— VT DRI T AERERIS T AR, v X VAL T ALER D
DNET, BX Lo THE Y aR—RIZAZT v 7 RNBINEN, AV Ea2—7
AR FRFREINFET,

[OK] %2727 VU w7 LTA—LZRELET,

ATV TS FHY TRy MILERRY v—RERINTND L E2MRLET,
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inside zone X = VT 4 V= NIAf VH—T = A AEEMT B LIZL - T, inside zone D
BEfFORY —RHBIRNICHHY 72y MCEHSVET, 2720, R —DA AXY
Va VIR AL T2 RY = OBIMALERND L AR L E T,

TNA ZAOYMREETTTHE, WORY =0T TIZEH SN TWET,

o [T 7®A=z> bu—/ (Access Control) ] : Inside Outside Rule i%, HFHRY 7 x> kL4

My NT—=2BOTXTONT 7 47 27 LET, LETOERFICHES> TV D
BRIV E o TRABLOA T 27 OA VAT v a bk snEd, #H#
Xy NU—7 LAy U= DRIO—ED 8T 7 v 7 ZFFAlT 50— VIR LELT
To ZON—ABRFIIE, 2—FFA v Z—Fy MM Ry NT—2 12T 7R
TEFEHEA,

[NAT] : InsideOutsideNATrule (%, #MA > % —7 = A AkT 2T _XCOA v H—T = A
A&, A F—T7 A4 APAT BiEH SNET, ZON—VEF>THVDLHEE,
LRy T ONICBETH T 7 0 v 7 OIP T RLAIE, AMA v ¥ —T =
AADIPT RLVAD—FEDOR— MIEBREINET, TXCOA ¥ —T = AFT2IZ
inside zone A > % —7 = A AT SN DL —ANRRWNGE, SNBA v & —T = A 2T
B2 & T LWL L OIER RS LBIZ R D560 ) £7,

[(TAT T 47 4 (dentity) 1: 774NV DTAT T 4T 4 BV —iEdH 0 E£HA,
722U UETOERBIZE> TWDIGE. FifiRy U —27 ORGECLERT AT T 4
T4 RV —RELARENRDHY ET, WHINDITAT T 474 K =070,
Ry N —7 Oa—HFRX—=2ERPLERIGEIE, FTLWRY o—%El L E7,

ARTvT6 ERERFLET,
a) Web X—Y0f EIZH D [ZEEDRERM (Deploy Changes) | 74 a2 %27V v 7 LET,

b) [47 <IEB (DeployNow) | ARZ %27 U w7 LET,

JEBRANTET T ETHET 50, [OK] 227 U v 7 LT, BTHAZ URAMELITERE
AR L £

RDERY

Y72y hOU—I 25— 3 UPIDHCPZEHALTCIPT FLRAZEEGELTWAZ & &,
FDOI—=F AT — g UIMLONER Y FU—7BL UM Ry NU—ZICRBETE L2 L %
MERLET, BHA Yy VadR—FRBIUOA R b a2a—T2EH LT, Xy hU—27 OERIK
R L ET,
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AV RTI—HIED ST v o ERYLTImE=8T A%

2YRT—O LD T4 v FNNYTIZTEZRT S

ik

Firepower Threat Defense 7 /NA AL, 777 4 727 7 AT U4 —/LEBIRIPS (IRA
WM AT L) EFR2a )T 4T A AL LTRBSNET, 7310 20T ER, x> b
V=27 7T 4 7 IRiEZ Rt U, RUBEREHRCER A RT 22 212h Y £7,

L. VAT AINRNy VT BT RTREMTLZELTE, ZOHE. T3 ATEHRSSRO
AA v FHR—=REDONT 7 4o 7250 LET, ZOFE— KX, FITESLTAMNEHT
fFRHENET, £9TDIET, TARET VT4 TR 7 74T U4 —/LE LTRERBETSHI
WZEDT A ATEND Z EMTEET, Ny v ERAZEMT L, *v hT—7 R8N
LEBOMEE (22— NRBRLTCWAURL AT IY RL) 2F=FT&£7,

Ny 7 E—RiE, BEIZTESCT A MAMTERALEZ TS, BHEORWIDS (B AKE Y A
TL) Il B —EARRE IO AL, EBREERE TNy T E— NEFEHTHZ
EHLTEET, X T AU E—T A RET I T4 TRIT7AT I —INDNL—T v R A
VE—T 2 A RALRESHEDH T LT, P LE LT L0 — EADMAG DR ZRAET
xFET,

ROFIETIEL, RENTEDAAL v F R—=bDOD T 7 4 v 7 2T 272D, VAT A
BNy VTICRAT D kR L ET,

GE)

ATvT1

ZOHE, »~— R =7 Firepower Threat Defense 7 /3 A [l T3, Firepower Threat Defense
Virtwal (23 7B — REMHT5 2 b TEETH, Ry P =7 ORETRRY 7, 7F
FMLZDUWNTIX, Firepower Threat Defense Virtual /X 27 A % —7 = A 2D VLAN D% E %
ZR LTSN, 2L DGE. ZOFIAIL, Firepower Threat Defense Virtual {26 34 Tl
EVET,

1RO SRS

WDOFIETL, WEA v =T A ALHNTA o H—T = A ATHERH L, T34 Z2A0PHt >~ k
ToT A= RBETLTNDZEEAHRE LTWET, Ny v TRAOHEETH, VAT
AT —=HERXR—=ADHEH LT 0 — RTH7DICA F—3y NMIERTOILENRH D 7,
F 7=, FirepowerDevice Manager # B < 72 DIZEHA v X — T = AT HEEH TZX HHLERH Y
F9, ZAUL, WNEAR— N EITEELR — b ~OEEE A L CRIEETT,

FIE

AA v F R—F%SPAN (AA v F KRR —hKT7FIF7A4Y) R—FrLLTHREL., EBETA
B—T A ADEF=Z NV Ty va 2R ELET,
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B coro—vtorso0vvaRvsTcEz8T 8%

ATy T2

ATvT3

OB TIE, Cisco Nexus 5000 > J — &2 A A v FD 2 DDEETLA v Z—7 = A AT SPAN
R—heE=2V Tty arZRELET, BROIBEHEOAL v FEMHEHL TWDGHE
WX, BERa<w L RRERLZZERHY FT,

switch (config) # interface Ethernetl/48

switch (config-if)# switchport monitor

switch (config-if)# exit

switch(config)# monitor session 1

switch (config-monitor) # source interface ethernet 1/7
switch (config-monitor)# source interface ethernet 1/8
switch (config-monitor)# destination interface ethernet 1/48
switch(config-monitor)# no shut

E@mujAE) = ﬁk0)ﬂ5 uﬁfb\jiﬁA

switch# show monitor session 1 brief
session 1

type : local

state : up

source intf :
rx : Ethl/7 Ethl/8
tx : Ethl/7 Ethl/8
both : Ethl/7 Ethl/8

source VSANs :
destination ports : Ethl/48

Legend: f = forwarding enabled, 1 = learning enabled

Firepower Threat Defense { > % —7 = A A% AA v F D SPAN ;R— M L £,

Firepower Threat Defense 7 /XA A LOBERMEHOR— N 2@ IRT L L2880 LET, A
A v FOREFNIESNT, A v TFOA—H 1y b UBIZTr—7 V&t LET, i
TR )T By a DAV H—T 2 ATT,

Firepower Threat Defense f > % —7 = A A% /Ny V' T7TE— R THELET,

a) [T/3% A (Device) 1227 Vv 7 L, [ % —7=4A (Interfaces) +~U—ZHDHU v
T&E7 Vv L, [4¥—7=xAR (Interfaces) | F7=1% [EtherChannels] #7 U v 7 L&
ﬁ—o

b) MRETDWHELA ¥ — 7 = A AF 7% EtherChannel DfRET A = > @) 2V LE
-g‘o
BEEH SN T RS =T oA 22 BIRLES, HHTOAS o F—T =g 22"y
VT AUE—T oA RATEBT DGEE, BOCEX 2 VT 4 =AU F—T
AAZHIRL, ZDA L F—T =2 AZEMT HMOT X TOREZHIFRT 2 LERH Y
£,

0) [ATF—H X (Status) ] ATA H% 4% (enabled) 17z (@) icapE L,
d MFE#ELET,

o [f > H—T A A% (InterfaceName) ]: lx K48 LFTDA X —7 = A ADL R, J=
FILNLFCT HRMERH Y £7, 72 & 21X, monitor 72 & TT,
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Ry RT—0ED ST v kYL TIcE=8T5h% |

o [EF—F (Mode) ]:[#¥v 7 (Passive) ] IR L £,

Interface Name Mode Status

monitor Passive .2 D

e) [OK]Z27 V7 LET,
RTYTE A2 H—T A ADRy v T X2 T 0 V=V EERLET,
a) [A7 V=7 b (Objects) | ZENL, WIZHRNL[EF=UT 4 V' —> (Security Zones) ]
IR L ET,
b) [HARFET7 VT LET,
) ATV FOLAHTIEAN) L, AR THMEZ AT LET, 5. passive_zone,
d) [E— K (Mode) ] T[/Yv 7 (Passive) | Z#INL 7,
e) [H]1Z27 Vw7 LT, Nuv T AU F—TxAf AZBRLET,

Name

passive_zone

Description

Mode
() Routed (®) Passive

Interfaces

E] monitor

f) [OK]%2 U vs LET,
ATFYTE RN T vXallFT g V= HO 12U EOT 7 AH#EA—LEZHELET,

VERT B — ¥ L fiEIE. WETAHERICL > TRV FT, =& 213, IDS (FAMZE
VAT L) ELTYRTAERET DA, BIVYTONIRARY —%3RE LT [FFA]
(Allow) J/v—n3 072 EH1DIEINETT, URLI T AV 7 —X #WET 584515, URL
BT Y OHEEE G T — B B h 1 DIINEETT,

[Z7avyZ (Block) |V—NEEKRLT, V=T vy KAV H—T A ATT 7T 47270
I ENABR AR TEET, A F—T oA ARy T HROT, F06OEERITIERICIE
Tayl SNETAN, VAT AIED Ry NT—T LD NT T 4 v 7 OFREE BT AR
BTEET,
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B ~ro—vrorsocvresvedczzsdamn

WOHERBITIZ, 77 AHIEAL— VO ERERGECOWTHBALES, Th b0 ff)
. RNy T A H =T oA RAZHHETTEY £, BT L= LDEETLS— & LT
NRovT vXa T4 V—VEBBIRLET,

AR Ty T HFE (15—)

e N xT Tyt 5 NE (22 =)

T U SETIN a—ARY — (URL 7 4 VZ Y 0) OFEMEFE (25 4—)

TV = a O ERIET 505k 30 ~—)

WROFINETIE, BARY > —2@EHAL T, URL AT IV F—XENET S 2 5D [
(Allow) ] /LV—ZER LET,

a)  [R'Y— (Policies) |>[7¥ X 2> bB—JL (Access Control) ]| Z 3L F 7,

by [HEZVyZLT, IRXCDOINT T 4w 7 EFAITHN, BARI —%i#HT 51—
VAR ET,

) N—LDIEFLLT1IEZRIRLET, ZOL—LTTF 74/ FOL—1 80 BT
TN TI7AN IO —=NETA—N=T T LEE ., DAZLNL—NARTTIZHD
LA ILMEE B AR L, Ny v T A F—T A AT D T T 4 v 7 ROV IC
ZNHEDONL—E =B LRNEHICLET,

d) JL—/LD4HI, Passive IDS 72 EE AN LET,

e) [T7Z7=ar (Action) ] & LT[FFH (Allow) ] Z@ERL £,

f)  [#Et/susE (Source/Destination) ] % 7 @ [3E{E5T (Source) |>[J— (Zones) | T
Ny v 7 V—=ra@RLET, ZOFTOMOREFELLRNTIES,

Z OB R T, FHliT— R TEITFOL— /TR D X D220 £,

Order Title Action
1 v Passive_|DS
Source/Destination Applications URLs @ Users @ Intrusion Policy 9
SOURCE
Zones MNetworks + Ports

E passive_Zone

g) [RAKRY T — (ntrusionPolicy) | # 7 %27 Vv L, AT7A X% Vw7 LT[AV
(On) TIZLT, IFEAEDRy NU—JITHRESND [(NT v ADENTcEX 2 ) T 4
L #EpiE  (Balanced Security and Connectivity) | U o —72 EOR AR Y 2 —Z @8I L F
TO
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h)

)
)

k)

)

Ry RT—0ED ST v kYL TIcE=8T5h% |

INTRUSION POLICY

«@©

LEVEL OF INTRUSION POLICY

Balanced Security and Connectivity ~

[m¥ 7 (Logging) 147 %27 Uy 7 L, X7 A7 a T HEHROK TR (At
End of Connection) ] Z &R L £ 7,

SELECT LOG ACTION

() At Beginning and End of Connection
@ At End of Connection

' No Connection Logging

OK] %227 Uwv 7 LET,

[+] %27V v 7 LT, URLBIXOTXTOHTTP ERDOAT IV 44 5720123 &
TLEANT A =T A AR v a VEFRITTHLERDHL—/VEEBMLET,
O KY, Xy aR—RKCURLAT IV EREMRTEL L1220 £,
BRI A2 EME L, N7+ —~ U A& ESE L7201, URLAYT IV K2R ET D
D7 b 1ODOT 7 AR —ABFIET HHGEIZDORT AT AIURL DT T %
HIHFL £,

N—VDIEFE LT ZBRLET, i, mio/L—/L (Passive IDS) @ EIZHALE &
NET, (TRTONIZ 74y 7IC#HIND) V=L ORICEET D &, S1FEK LT
WHL— VTR L T—H L EE A,

JL—)L D4 i, Determine_URL_Category 72 &% AJJ L £,

[7 27 a3y (Action) | & LT [FFH (Allow) | ZEIRLET,

F720X. [Py 2 (Block) |ZERTEET, WTIDT 73 TH, ZONL—LD
HRIDER I ILE T,

[515 /485 (Source/Destination) | % 7 @ [E{E7t (Source) |>[YJ—> (Zones) | T
Ny T V= E@RLET, ZOFTOMOREITEL LRNTIIEEN,

Firepower Threat Defense @) {3 F 451 .



Firepower Threat Defense {3 F#i |
B ~ro—vrorsocvresvedczzsdamn

Order Title Action
1 ~ Determine_URL_Category
Source/Destination Applications URLs @ Users © Intrusion Policy 0
SOURCE
Zones y Networks + Ports +

ﬂ passive_zone

o) [URL (URLs) [ #7 %27 Vw27 L, [H7 =2V (Categories) | L LOKRICH B [+] &7
Uo7 LT, WO h7I) 2@RLET, 2203 BRRIVSUVEIUVR—4%
JU (Search Enginesand Portals) | &R L £3, MBI UT, LEa2T7—v a3y LR
NWEBEIRT DN, T 74NV DO HEE (Any) |OFFICLET,

CATEGORIES

Search Engines and Portals Reputation: Risk Any et

p  [RARY T — (ntrusionPolicy) | # 7% 27 Vv s L, AT9A X% 7V v7 LT[A4
(On) 1L T, HHONL—IGER LD LR TRARY —2 IR L ET,
qQ [v¥> 7 (Logging) 1#7 %27 Uy 7 L, aXr 7 47 a T HERHOK TR (At
End of Connection) ] Zi#R L £,
=L, 77varb LT [7ry 2 (Block) | 23R L7-BE1T. [ OBMGER & &
T (AtBeginning and End of Connection) | Z &R L E9, 7' v 7 -8k BRI
T LWz, B OBGRIC O m ZIEH 2 TS TE £7,
n [OK]EZ U vr LET,
ATvTe (AFvay) zomoexa) T 0 R v—2FELET,
RDOEX2VT 4 RV —HBRELT, T T4 v PZICEDLIREELEEZ D0 AR TE
i‘ﬂ—o
[TAT T 4T 4 (dentity) |: 2—FHREMELET, TA T T 47 4 KY —IC
N—VEFRELT, FEILIP T RLRICEEMT O TWD 2 —FRFEREIZRE S ND
X TEET, v T A H =T 2 AAADTAT T AT 4 R)—DFERET ok
ZiFZ, =T v R A B =T 2 ZADT v R LFELTY, %y hUV—2 v 57 497
DL HE (T—=2) THH SN TWAEEAfZSHRL T EEW,
[BEX=2VUT AT YTz A (Security Intelligence) ] : BEFIOARIEZRIP 7 K LA & URL
E7ay 7 LET, dEllL, ZE 7y 735055 (15°—) 22 LTIEEN,
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zoton [

G¥) N T A B =T A A LEOTRCOEFALINTZ N T 7 4 v 7ITEZAAE LT
SEEINDT=H, SSLE L — T2 RNy v T A X —T = A A3
AXhEHA,

RAT9TT1 BERERGFLET,
a) Web X—T DA EIZHD [EEDRER] (Deploy Changes) | 714 2> %27 Uy 7 LET,

b) [47 <IER (DeployNow) | ARZ %27 U7 LET,

BB T T ETHET 50, [OK] 227 U v 7 LT, BTHAZ URAMERITERE
JEZRERE LE T,

ATy T8 By vaR—REFEALC, *y NV —ZREATEET D T 7 1 v 7 OBBOMEE
Hr L %9, Firepower Threat Defense 7 /N A AN AREREiia T 77 4 712 Ra vy 7 SHELH5E
X, T AEHREH LT, BHARE Y NU—2I18T 57 7 A4 70+ — U gi#E L4t 2
TITATIN—T v R, E—T 2 AERBETETET,

rq 2kl

FERFOZEOFNCMZ T, BHEDOH —ERIZHOWTEHIH L TWE —HOETCHEFNTRINT
WET, BAIZE > TUHIRDOFINESLOAREMERH D F97,

7O XFE
sTrustsec X =2 VT 4 JN—T X TEMGHA LRy NT—27 77 v A0k

Network Address Translation (NAT)
IPv4 7 K L RE® NAT
o N Web — "~ 7 7 & 204 (225 ¢~ 7 HE) NAT)

« FTP. HTTP. BXOSMTP DH—7 RL X (FR— NEHA BT LF-AXT 4 v 7 H
&) NAT)

CSESRITIE U TR DA (XA 73 v 7 F8) PAT)

BT LU ABIOAR— MG U TRRLER (¥ 1T X v 7 F8) PAT)
« DNS JSZELE @ 4D DNS #—

« DNS JREMETE : hA b F v hU—2 |20 DNS #—3

e NAT " HDH A FEI VPN N T 7 1w 7 DS+

IPv6 7 F L XM NAT
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* NAT64/46 OF| : NELIPV6 k> b U —27 LANERIPVvA A X —F v b

» NAT64/46 O : 450 IPvd A > % —% v b & DNS B L 72PN IPv6 %~ b
7 —

« NAT66 O] : T NI —2 DO AR T 4 v 7 J5

« NAT66 D] : 22 7 )V7R IPv6 A Z —7 = A A PAT

« DNS 64 JRZAEE
JDE—FT7IERARETSZAR—F £y FT—%2 (RAVPN)

* RADIUS & A28 B oD 5244 05 1%

* Duo LDAP % i Jf] U 7= — B RO E S5

A B —T 2 A ATUE—RN TV EAVPNZ—HF|IZA X —Fy N TV EZX%
Rt 2 H5E (A7 v=27)

e VE—RNTI7HBAVPNZEH L THMNTE Ry hT—2 DT 4 L7 N H— a3
571

o« J)L—F12 X o TRAVPN 7 7 & X &HIEd 25 5%
Y4 rERETSAR—F 2y kT—% (VPN)
NAT 725D A B VPN b T 7 1 v 7 O+
s WA L H—T = A ATHERDY A " VPN 22— A v X —F% v b T 7B A %R
25k (A7 vB=27)
SSL/TLS OES
il i 2y FU—=ZEDOHWSSL/TLS X"—Ya D7 ay s
FlexConfig 78 ') & — (FlexConfig Policy)
e S — LT T p VN A VRN g VRN 5
* FlexConfig ®Z ¥ % JtIZ R )71k
c —EBDRNT T 4T TTADAL LV ARY Vg L EAYNIT D5

 EEEERR T o h 2 roE T (SA 3000)
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