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£ 81 (Name)

A

URL

SIS a—TFad

Sy b L= T AL

DELETE, ID {Z X % DELETE

/gpi/fire trodoleshoot/Av1/cdaredny/ {davedrlUID}
/packettracer/files/

*YbI—=0 29T

Netmap 75 A |

GET. IDI(Z X % GET, POST,
DELETE

/api/finc netmep/v1/davain/ {damainUUID}
/hosts/{objectId}

Vulns

GET. IDIZ X% GET. POST,
DELETE

/apl/fie retrrgp/Avl/covedny/ {cored i UID} Aulns/

aA—+H— (Users)

Duo ¥ 7& GET. ID |2 & % GET. PUT /api/fme config/vl/davein/ {darainUUID}
/users/duoconfigs/

BAY—ER

¥ a 7 GET. ID (Z& % GET, PUT | /api/fic config/vl/darmain/{damainUUID}

/deployment/jobhistories

Aa< R

LAR—FDODX T a— R GET /api/fic config/vl/damain/ {damainUUID}
(Download Reports) Agopet/{histories/ovtarat D) qeetioel thricdemts
EBFA— LR— |k POST /api./frc_config/vl/darain/ {damainlUID}
e . ]

TINARYSRAE

Threat Defense 7 7 A % O ¥fi | POST /api/firc_config/vl/darain/{dareinUUID}
RRF =7 /deviceclusters/ftdclusterreadinesscheck
Threat Defense 77 & A % 5 /34 |POST

ANILRY—EX
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1.1 OFHEE .

£ H1 (Name) A URL
MU RIVAT—H R GET /api /e config/vl/damain/ {danainlUID)
/health/tunnelstatuses
~ o L OB EE GET /api/fic_config/vl/darain/ {darainUUID}

/health/tunnelsummaries

Sr—2

Management Center 45 E 552

X —

GET, ID 2 X % GET

/api/finc config/vl/davain/ {damainUUID}
/chassis/fmcmanagedchassis

Py hU—7 TV 2—)b

GET. ID 2 &% GET. PUT

/api/fic config/vl/davain/{damainUUID}
[dessis/Tumagtesis/ (artaret D) fevodoodles

Fv NI —7FY 2— )LD
H

PUT

/api/finc config/vl/darain/{damainUUID}
A s . e -

Sr— AU H—T A R

GET., ID (2L % GET

/api/fimc config/vl/davain/ {damainUUID}
[essis/aagsttesis/{otaretlD,/desisinerzes

FTINA R HP—ER

ECMP ' —

GET, ID {2 &% GET. PUT,
POST. DELETE

/api/finc config/vl/davain/ {damainUUID}
/aBices/dhiceresndy {aotairet D) /o Hrg/easaes

{8 ECMP ' — >

GET. ID {2 X % GET. PUT,
POST. DELETE

/api/firc config/vl/damain/ {damainUUID}
/devices/devicerecords/ {containerUUID}
/routing/virtuelrouters/ {virtual routerUJID}

/ecmpzones

Packet Tracer POST /api/fec_config/vl/damain/ {domeinUUID}
/devices/devicerecords/ {containerUUID}
/operational/packettracer

Ny bk L—Y PCAP POST /api/fiec_config/vl/domadn/ {darainUUID}

/devices/devicerecords/ {containerUUID}

/operational/packettracerpcap

RY L —~_—Z2D/L— h

GET. ID {2 & % GET. PUT,
POST. DELETE

/api/fncipcnfig/vl/ctnain/{ctnainUUID}
/devices/devicerecords/ {containerUUID}

/routing/policybasedroutes

IRABRY & —_— 2D — k

GET. ID {2 &% GET. PUT,
POST. DELETE

/api/fic config/vl/davain/ {damainUUID}
/devices/devicerecords/ {containerUUID}
- ozl 1 e ]

VTEP 7~ U ¥ —

GET. ID {2 &% GET. PUT,
POST. DELETE

/api/ ﬁncioonfig/ v1/damain/ {domainUUID}
/devices/devicerecords/ {containerUUID}

/vteppolicies

VNI A Z—T x AR

GET. ID {2 &% GET. PUT,
POST. DELETE

/api/fimc config/vl/davain/ {damainUUID}
/devices/devicerecords/ {containerlUUID}

/vniinterfaces
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%A1 (Name) B URL

Threat Defense §XC»D-{ > |GET /api/firc_config/vl/damain/{damainlUID}

A—T A A /devices/devicerecords/ {containerUUID}
/ftdallinterfaces

E5ia=)

EAFI vt 74—F GET. PUT /api/fmc config/vl/damain/ {darainUUID}

/integration/dynamicattributesfeeds

I H bk

AnyConnect ST 7 7 /3
r—

GET., ID (2L % GET

/api/finc config/vl/davain/ {darainUUID}
/doject/anyoonmectextermallbrowserpackages

PG HAF Iy I ATV
7 b

POST

/api/fimc config/vl/damain/ {damainUUID}
/object/bulkdynamicobjects

iEaI=a=74¢ UAR

GET. ID (2 &% GET. GET
A——=T4 R, IDIZLD
GET A—/3—Z7 4 K, OUT,
POST, DELETE

/api/fic config/vl/davain/ {damainUUID}

/object/extendedcommunitylists

X4y~ L —3 PCAP U % |GET /api/frc config/vl/darain/ {damainlUID}
[N /object/packettracerpcaplist
X4 M L—¥ PCAP 7 v |POST /api/fic config/vl/damain/ {darainUUID}
7ru— K /object/packettracerpcapupload
EER

T T — ROETT POST /api/firc platform/Avl /pcates/ revertipgraces

BEfFOT Y RRA V FOFH LAY v R

R2ZBEODIVFRAVEFDFLLAY Y R BFEOIY FRA V MIBIMEREZRE

Z A1 (Name)

AR

URL

TFTINARISARA

Threat Defense 5 /XA A7 T A
& (BE(F)

PUT. POST. DELETE

/api/finc config/vl/davain/ {damainUUID}
/dericeclusters/frddevicecluster/ {dojectId}

TNARHP—ER

BGP

PUT. POST. DELETE

/api/fic config/vl/davain/ {damainUUID}
/evices/davicareaodsy/ {aatairert UID}/ratbirng/ep
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1.2 DL .

£ 77 (Name) Pk URL
BGP D&% E PUT. POST. DELETE /api/fic. config/vl/damain/ {daneinlUID}

/devices/devicerecords/ {containerUUID}
/routing/bgpgeneralsettings

Iz k

AS /NAU Xk (BEFF) PUT, POST. DELETE /api/fic_config/vl/domein/ {doainlUID)
/object/aspathlists
LiEala=74 U A} PUT, POST. DELETE /api/fc_config/vl/dorain/ {daeinlUID)
/object/expandedcommunitylists
YWk 7 782 U A B PUT. POST. DELETE /api/firc_config/vl /damain/ {darain UJTD}
/object/extendedaccesslists
IPvda L7 47 AU X b PUT. POST. DELETE /api/fc config/vl/darein/ {darainUUID}
(EE??) /object/ipviprefixlists
IPv6 7L 7 4 v 7 AU R K PUT. POST. DELETE /api/fimc_config/vl/domain/ {domeinUUID}
/object/ipvéeprefixlists
RNy — U E PUT, POST. DELETE /api/finc_ config/vl/darain/ {dareinlUID)
/object/policylists
J—h v PUT. POST. DELETE /api/firc_config/vl/darain/ {domainUUID}

/object/routemaps

FEAET 72 U A B PUT. POST. DELETE /api/firc_config/vl/damain/ {darainlUID)

/object/standardaccesslists

oI =T 4 URL PUT. POST. DELETE /api/firc config/vl/damain/ {dameinUUID)

/object/standardcommunitylists

1.2 DFHERE

N—= g 72 TEBIMENTFHERRIZH Y ¥ A,
HLWAPIZ Y RARA hEA Y Y R

RIFLLDAYYFREIVERRAU b

£ HIl (Name) AR URL
Y=
BEO A GET /api/fmc_config/vl/domain/{domainUUID}/chassis/

fmcmanagedchassis/{containerUUID}/chassisinterfaces/

{interfaceUUID}/evaluateoperation

7 L—277v kA |POST /api/fmc_config/vl/domain/{domainUUID}/chassis/
VAR —T A A fmcmanagedchassis/{containerUUID}/operational/

breakoutinterfaces
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B 2owme

%81 (Name) A= URL
Bki (% —7 =1 |POST /api/fmc_config/vl/domain/{domainUUID}/chassis/
2 fmcmanagedchassis/{containerUUID}/operational/joininterfaces
BA

L R— kX7 |GET /api/fmc_config/vl/domain/{domainUUID}/deployment/

7 — K (Download jobhistories/{containerUUID}/operational/downloadreports
Reports)
B A— LR— |GET /api/fmc_config/vl/domain/{domainUUID}/deployment/

k jobhistories/{containerUUID}/operational/emailreports
[T/ R

(Devices) ]

EIGRP v —5 ¢ > |GET. ID|/api/fmc_config/vl/domain/{domainUUID}/devices/

i ) devicerecords/{containerUUID}/routing/eigrproutes
GET,
PUT,

POST.
DELETE

{}iffﬁ EIGRP /V—  |GET, ID |/api/fmc_config/vl/domain/{domainUUID}/devices/

) devicerecords/{containerUUID}/routing/virtualrouters/
GET {virtualrouterUUID}/eigrproutes
PUT,
POST,
DELETE
FONA ARE GET, /api/fmc_config/vl/domain/{domainUUID}/devices/
PUT devicesettings
Change Manager POST /api/fmc_config/vl/domain/{domainUUID}/devices/
operational/changemanagers
wa
EBS A ) v 7> a v |IDITL /api/fmc_config/vl/domain/{domainUUID}/integration/
}\ 6 GET ebssnapshot
POST
Cisco Umbrella ™% POST /api/fmc_config/v1l/domain/{domainUUID}/integration/
f‘f‘ﬁ‘lﬁ?x N operational/testumbrellaconnections
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1.2 DL .

£71 (Name) A URL
Cisco Umbrella ~@® |GET, ID|/api/fmc_config/vl/domain/{domainUUID}/integration/
%7’@% ) umbrellaconnections
GET,
PUT,
POST
AT—5 R
2 A7 A5 —XH & |GET /api/fmc_config/vl/domain/{domainUUID}/job/ taskstatuses
Iz k
AnyConnect A EF7 | PUT. /api/fmc_config/vl/domain/{domainUUID}/object/
= ;7-5:‘,5 > b‘_*\:/ POST., anyconnectexternalbrowserpackages
DELETE
Anyconnect I\ PUT, /api/fmc_config/v1l/domain/{domainUUID}/object/
r—_ POST, anyconnectpackages
DELETE
AnyConnect WA PUT,. /api/fmc_config/vl/domain/{domainUUID}/object/
- 7,])/1/ POST, anyconnectprofiles
DELETE
gﬁlﬁ%@ﬁﬁ PUT. /api/fmc_config/vl/domain/{domainUUID}/object/
POST. certenrollment
DELETE
SFHEw v 7 PUT, /api/fmc config/vl/domain/{domainUUID}/object/
(Certificate Maps) |POST, |certificatemaps
DELETE
TN—TF Ry — PUT, /api/fmc_config/vl/domain/{domainUUID}/object/
POST. grouppolicies
DELETE
KA BNAFY 73y |PUT, /api/fmc_config/vl/domain/{domainUUID}/object/
/7_:/ POST. hostscanpackages
DELETE
IPv47 KL A 7—,L |PUT., /api/fmc_config/vl/domain/{domainUUID}/object/
(IPv4 Address POST, |!pvéaddresspools
Pools) DELETE
IPv6 7 KL A 77— |PUT, /api/fmc_config/v1l/domain/{domainUUID}/object/
/b (IPv6 Address  |POST, |tpvéaddresspools
Pools) DELETE
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%81 (Name) A= URL
Cisco Umbrella {%3% | GET. /api/fmc_config/vl/domain/{domainUUID}/object/
= U — POST operational/umbrellaprotectionpolicies
RADIUS ¥— X 7/ |PUT, /api/fmc_config/vl/domain/{domainUUID}/object/
—" POST. radiusservergroups
DELETE
SSO #—/ 3 — PUT, /api/fmc_config/vl/domain/{domainUUID}/object/ ssoservers
POST,
DELETE
Ry o—
H &) NAT /L — /L PUT, /api/fmc_config/vl/domain/{domainUUID}/policy/
DELETE | ftdnatpolicies/{containerUUID}/autonatrules
FB NAT L— /b PUT. /api/fmc_config/vl/domain/{domainUUID}/policy/
DELETE | ftdnatpolicies/{containerUUID}/manualnatrules
NAT /L — /L DELETE |/api/fmc_config/vl/domain/{domainUUID}/policy/
ftdnatpolicies/{containerUUID}/natrules
ERMERY — GET, ID|/api/fmc_config/vl/domain/{domainUUID}/policy/
Iz Xk A healthpolicies
GET
R)v—nmvr GET. /api/fmc_config/vl/domain/{domainUUID}/policy/
POST operational/policylocks
RA VPN PUT. /api/fmc_config/v1l/domain/{domainUUID}/policy/ ravpns
POST,
DELETE
7 KL REY B TCTo PUT /api/fmc_config/vl/domain/{domainUUID}/policy/
%&E ravpns/{containerUUID}/addressassignmentsettings/{objectId}
S E~ » 7oz | PUT /api/fmc_config/vl/domain/{domainUUID}/policy/
ravpns/{containerUUID}/certificatemapsettings/{objectId}
Wi~ v A/ |PUT. /api/fmc_config/vl/domain/{domainUUID}/policy/
POST, ravpns/{containerUUID}/connectionprofiles
DELETE
IPSec DFEAMERE GET. ID|/api/fmc_config/vl/domain/{domainUUID}/policy/
ZXr A ravpns/{containerUUID}/ipsecadvancedsettings
GET,.
PUT
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1.2 DL .

%81 (Name) A= URL

IPsec Hg:%'? % - GET. ID|/api/fmc_config/vl/domain/{domainUUID}/policy/
) ravpns/{containerUUID}/ipseccryptomaps

GET.
PUT

LDAP Jgi:~ 7 |GET. ID|/api/fmc_config/vl/domain/{domainUUID}/policy/
2k 3 ravpns/{containerUUID}/ldapattributemaps

GET.
PUT

S2S VPN #+~< U — |GET /api/fmc_config/vl/domain/{domainUUID}/policy/

s2svpnsummaries

Cisco Umbrella DNS GET. ID|/api/fmc_config/vl/domain/{domainUUID}/policy/
ﬂ‘\o U v kA umbrelladnspolicies

GET,
PUT,

POST.
DELETE

Cisco Umbrella DNS GET. ID|/api/fmc_config/vl/domain/{domainUUID}/policy/

JL— )l a:ct % umbrelladnspolicies/{containerUUID}/umbrelladnsrules
GET.
PUT
L5
F 314 A (Device) |GET /api/fmc_config/vl/domain/{domainUUID}/search/ device
Q4R
FNA AT A2 A |GET., ID|/api/fmc_platform/vl/license/ devicelicenses
IZX 5
GET,
PUT. ID
AR
PUT
A<v— Kk 714> |GET. /api/fmc_platform/vl/license/ smartlicenses
A POST
ETER
2F v g hoo |POST /api/fmc_platform/vl/updates/upgrades/
Ty ST L—FR

SIS a—T«
2
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B :osme

%81 (Name) A= URL
4 POST /api/fmc_troubleshoot/vl/domain/ {domainUUID}/task

)

GE)  #ART L T570I1C, URLICAR—2Z203BIMENTWET, URLEHEATIEHAIT, A3—
AZAHBIRELTLIEEN,

1.3 D#FHEEE

73 T[N 277 7 (Backup) | BZ > ariBlasivE Lz,
HLWAPIZV RRA L FEAY R

RLHFLOAYY RETYRBS Vb

£l (Name) AR URL
Ny 9797
(Backup)
F XA 2Ny 77w | POST /api/fmc_config/vl/domain/{domainUUID}/backup/
7" operational/devicebackup

Ny 7T 7 DOXF 7 |GET, ID|/api/fmc_config/vl/domain/{domainUUID}/backup/
a— ]\\‘ \Z ig b downloadbackup/{targetId}

GET

N7 w7 7% |GET, ID|/api/fmc_config/vl/domain/{domainUUID}/ backup/files

A v 2k 5
GET,
DELETE
=

Ty —>OWFEA  |GET, ID|/api/fmc_config/vl/domain/{domainUUID}/chassis/

R —7 :1:/]) 2 Iz Xk A fmcmanagedchassis/{containerUUID}/physicalinterfaces
GET.
PUT
[ F/8 R
(Devices) ]
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1.3 DFHEEE .

£ 71 (Name) AR URL
WHIA T + 17\——'7*“4 GET, ID|/api/fmc_config/vl/domain/{domainUUID}/devices/
VIERY — ) devicerecords/{containerUUID}/routing/virtualrouters/
GET {virtualrouterUUID}/bfdpolicies
PUT,
POST,
DELETE

N—"F"v 7 A |GET, ID|/api/fmc_config/vl/domain/{domainUUID}/devices/

gb_j :v:/f Z a: I é devicerecords/{containerUUID}/loopbackinterfaces
GET,
PUT,

POST.
DELETE

TINAR I FRA

T T A D~NVATE|[IDIZ & /api/fmc_config/vl/domain/{domainUUID}/deviceclusters/
=N — @%&ﬁ; A GET. ftddevicecluster/{containerUUID}/clusterhealthmonitorsettings/
PUT {clusterUuid}/{object UUID}

~NJLR (Health)

VE— K7 27tEAX |GET, ID|/api/fmc_config/vl/domain/{domainUUID}/health/
VPN #— koA [ick? |revengatevays

GET
VPN E>yT 3 d POST /api/fmc_config/vl/domain/{domainUUID}/health/
;%XT ravpnsessions/ operational/terminateravpnsessions
Cisco Secure #19J& | GET. /api/fmc_config/v1l/domain/{domainUUID}/health/ csdac
ez ks 5 POST
NGRS |GET /api/fmc_config/vl/domain/{domainUUID}/health/
A7 I/r 2 pathmonitoredinterfaces
5=
NI GET. /api/fmc_config/vl/domain/{domainUUID}/ integration/
POST umbrella/tunneldeployments/{objectId}

MoV 727 |IDIC X |/api/fmc_config/vl/domain/{domainUUID}/ integration/
URTZZRN %A GET umbrella/tunneldeployments/
{containerUUID}/transcripts/{objectId}

F—Rt R — GET /api/fmc_config/vl/domain/{domainUUID}/ integration/

umbrella/datacenters
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£ 71 (Name) AR URL
CiscoUmbrella b7 |ID 2 & /api/fmc_config/vl/domain/{domainUUID}/ integration/
VA7 YK A GET umbrella/tunneldeployments/{containerUUID}/
transcripts/{objectId}/{object UUID}
AIPxzH b
WHT7 + U —F 4 |GET. ID|/api/fmc_config/vl/domain/{domainUUID}/object/ bfdtemplates
N/ e Pl N I A )
GET,.
PUT,
POST,
DELETE
DHCP IPv6 77—/ |GET. ID|/api/fmc_config/vl/domain/{domainUUID}/object/
kA dhcpipvépools/{objectId}
GET.
PUT,
POST,
DELETE
NES CA DX 7 POST /api/fmc_config/vl/domain/{domainUUID}/object/
o— K downloadinternalca
W%ﬂ%ﬁ%ﬁ:)ﬁj’ GET, ID|/api/fmc_config/vl/domain/{domainUUID}/object/ internalcas
2L 5
GET,
PUT,
POST,
DELETE
PNEREE R & GET. ID|/api/fmc_config/vl/domain/{domainUUID}/object/
) internalcertificates
GET.
PUT,
POST,
DELETE
X2V T ¢ L—|PUT. /api/fmc_config/vl/domain/{domainUUID}/object/
7°§ 7 POST., securitygrouptags
DELETE
SIURL U & | PUT, /api/fmc_config/vl/domain/{domainUUID}/object/ siurllists
POST,
DELETE
FFERE T 7 1 )LDk | POST /api/fmc_config/vl/domain/{domainUUID}/object/
%lT: validatecertfile
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14 DL .

%81 (Name) A= URL

R o—

FlexConfig ARV —|GET, ID|/api/fmc_config/vl/domain/{domainUUID}/policy/
Iz Xk A flexconfigpolicies

GET.
POST
FTD 7' 5 v k GET. ID|/api/fmc_config/v1l/domain/{domainUUID}/policy/
- j‘”.&%&ﬁiﬁ ) ftdplatformsettingspolicies
GET
0— RKXZ 37 |GET, ID|/api/fmc_config/vl/domain/{domainUUID}/policy/
%&LE a:;é ravpns/{containerUUID}/loadbalancesettings
GET.
PUT
FlexConfig ®#47 |POST /api/fmc_config/vl/domain/{domainUUID}/policy/

flexconfigpolicies/{containerUUID}/migrate

Y

GE)  3mAHRTLTH0IC, URLICAS—ARNBEINENTWET, URLEZHEHATAESIT, 22—
AZAEHIFRL T IEEN,

1.4 D FHTHEE

7.4 T [/o#7 (Analysis) | &7 v a v &BMLELE,
HLWAPIZV RRA L hEAY R

REFLLDAYYRFETIUFRA U+

£71 (Name) AR URL

S

TITT 4 7t GET, /api/fmc_config/vl/domain/{domainUUID}

gy (AC'[iVG DELETE | /analysis/activesessions

Sessions)

a7y 17 N POST /api/fmc_config/v1l/domain/{domainUUID}

/analysis/activesessions/logout

User Activity GET. /api/fmc_config/vl/domain/{domainUUID}

DELETE |/analysis/useractivity
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21 (Name)

AR

URL

HEDEH GET /api/fmc_platform/vl/domain/{domainUUID}
/audit/configchanges
Sr—
7Y ‘I‘%Eﬂ% : GET /api/fmc_config/vl/domain/{domainUUID}
/chassis/fmcmanagedchassis/{containerUUID}/appinfo
¥ —3 A % — |GET, /api/fmc_config/vl/domain/{domainUUID}
Taof A AR ]\ PUT /chassis/fmcmanagedchassis/{containerUUID}
POST /chassisinterfaceevents
DELETE
EtherChannel 1 > GET. /api/fmc_config/v1l/domain/{domainUUID}
H—"T A A PUT /chassis/fmcmanagedchassis/{containerUUID}
POST /etherchannelinterfaces
DELETE
[EEY < U — GET /api/fmc_config/vl/domain/{domainUUID}
/chassis/fmcmanagedchassis/{containerUUID} /faultsummary
A AR I/X*E%g GET /api/fmc_config/vl/domain/{domainUUID}
/chassis/fmcmanagedchassis/{containerUUID} /instancesummary
A2 —7xAA |GET /api/fmc_config/vl/domain/{domainUUID}
/chassis/fmcmanagedchassis/{containerUUID} /interfaces
Interface Summary GET /api/fmc_config/vl/domain/{domainUUID}
/chassis/fmcmanagedchassis/{containerUUID}/interfacesummary
A MY o#EE | GET /api/fmc_config/vl/domain/{domainUUID}
/chassis/fmcmanagedchassis/{containerUUID}/inventorysummary
ST N A R GET. /api/fmc_config/vl/domain/{domainUUID}
PUT /chassis/fmcmanagedchassis/{containerUUID}/logicaldevices
POST,
DELETE
SNMP Z7E GET. /api/fmc_config/v1l/domain/{domainUUID}
PUT /chassis/fmcmanagedchassis/{containerUUID}/snmpsettings
YT A2 —7 A |GET. /api/fmc_config/vl/domain/{domainUUID}
2 PUT /chassis/fmcmanagedchassis/{containerUUID}/subinterfaces/ {
POST,
DELETE
[ T/ R
(Devices) ]
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14 DL .

%81 (Name) A= URL
DDNS & 7E GET. /api/fmc_config/vl/domain/{domainUUID}

PUT /devices/devicerecords/{containerUUID}/dhcp/ddnssettings
DHCP V L —i%7E |GET. /api/fmc_config/vl/domain/{domainUUID}

PUT /devices/devicerecords/{containerUUID}/dhcp/dhcprelaysettings
DHCP H—/3— GET. /api/fmc config/vl/domain/{domainUUID}

PUT /devices/devicerecords/{containerUUID}/dhcp/dhcpserver
%fi:{ UR— GET. /api/fmc_config/v1l/domain/{domainUUID}
AFE— R PUT /devices/devicerecords/{containerUUID} /managementconvergencemode
EFILOBLT POST /api/fmc_config/vl/domain/{domainUUID}

/devices/operational/modelmigrations

ff}ifﬁﬂjﬁ‘[’ﬂ 7+ 7—|GET, /api/fmc_config/vl/domain/{domainUUID}

7—“4 VZRY — |PUT /devices/devicerecords/{containerUUID}
POST /routing/virtualrouters/{virtualrouterUUID}/bfdpolicies
DELETE

AJLA (Health)

k f/*/l/@gifﬂfﬂ GET /api/fmc_config/vl/domain/{domainUUID}
/health/tunnelstatuses/{containerUUID}/tunneldetails

ra

CDFMC A F v/ GET,. /api/fmc_config/vl/domain/{domainUUID}

Tavw k POST /integration/cdfmcsnapshot/{objectId}

SecureX X & D F T | POST /api/fmc_config/vl/domain/{domainUUID}

/integration/operational/refreshsecurexconfigs

Ik

Azure AD L /L A GET, /api/fmc_config/vl/domain/{domainUUID}
PUT, /object/azureadrealms
POST,
DELETE
Azure AD ® A5 — |GET /api/fmc_config/vl/domain/{domainUUID}
A A /object/azureadstatuses
e A A4 — K UA |GET, /api/fmc_config/vl/domain/{domainUUID}
k POST /object/ciphersuitelists
HAH NSIIP U A |GET /api/fmc_config/vl/domain/{domainUUID}
k 0)57 7ra—R /object/customsiiplistdownload/{objectId}
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%81 (Name) A= URL
T3 A% ANSIIP U A |GET, /api/fmc_config/vl/domain/{domainUUID}
k PUT. /object/customsiiplists
POST,
DELETE
B AH N SIURL Y GET /api/fmc_config/vl/domain/{domainUUID}
ENGY 4 yAVA=E N /object/customsiurllistdownload/{objectId}
B AH A SIURL UV |GET, /api/fmc_config/vl/domain/{domainUUID}
PZIN PUT. /object/customsiurllists
POST,
DELETE
aRng 7 ov—>7 GET /api/fmc_config/vl/domain/{domainUUID}
/object/distinguishednamegroups
F A GET, /api/fmc_config/vl/domain/{domainUUID}
POST /object/distinguishednames

Azure Ad L)V A |POST /api/fmc_config/vl/domain/{domainUUID}

7‘ 17 vua—FR /object/azureadrealms/{realmId}/download
SEREERAE 7 L — 7 | GET /api/fmc_config/vl/domain/{domainUUID}
/object/externalcacertificategroups
AhES CA ZFRHE GET. /api/fmc_config/vl/domain/{domainUUID}
POST /object/externalcacertificates
%%K%ﬁﬁﬁ%ﬁ/lw—7o GET /api/fmc_config/vl/domain/{domainUUID}
/object/externalcertificategroups
ANEREERHE GET. /api/fmc_config/vl/domain/{domainUUID}
POST /object/externalcertificates
A =) GET /api/fmc_config/vl/domain/{domainUUID}
(File Categories) /object/filecategories
T ANEATS GET /api/fmc_config/vl/domain/{domainUUID} /object/filetypes
(File Types)
SES CA FEBIE S |GET /api/fmc_config/vl/domain/{domainUUID}
JL—"7 /object/internalcertgroups
NTP ¥— GET, /api/fmc_config/vl/domain/{domainUUID} /object/ntpservers
PUT,
POST,
DELETE
F—R—=F v POST /api/fmc_config/vl/domain/{domainUUID}

/object/operational/overlaps
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%81 (Name) A= URL
Uy —2x7n 77/]’ GET. /api/fmc config/vl/domain/{domainUUID}
L PUT. /object/resourceprofiles
POST,
DELETE
Secure Client ® %7 A | GET, /api/fmc_config/v1l/domain/{domainUUID}
<A X PUT. /object/secureclientcustomizations
POST,
DELETE
STty NU—7 PUT. /api/fmc_config/vl/domain/{domainUUID}
74— K POST, /object/sinetworkfeeds
DELETE
SIURL 7 4 — K PUT, /api/fmc_config/vl/domain/{domainUUID} /object/siurlfeeds
POST,
DELETE
Azure AD L)L |POST /api/fmc_config/vl/domain/{domainUUID}
T A b /object/testazureadrealms
:L*—%F*—éj{f/Vb—jf GET /api/fmc_config/vl/domain/{domainUUID}

/object/azureadrealms/{realmId}/usersandgroups

VLAN 7' )v— 7% /7| DELETE /api/fmc_config/v1l/domain/{domainUUID}
/object/vlangrouptags

R o—
Application Groups | GET. /api/fmc_config/vl/domain/{domainUUID}
PUT, /policy/ztnapolicies/{containerUUID}/applicationgroups
POST,
DELETE
T =g GET. /api/fmc_config/vl/domain/{domainUUID}
PUT /policy/ztnapolicies/{containerUUID}/applications
POST,
DELETE
7T N7 3 —Ahi% | GET, /api/fmc_config/vl/domain/{domainUUID}
ﬁgjfy S — PUT /policy/chassisplatformsettingspolicies
POST,
DELETE
BEELARY >— GET, /api/fmc_config/vl/domain/{domainUUID}
PUT. /policy/decryptionpolicies
POST,
DELETE
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%81 (Name) A= URL
BHERY >——/L|GET, /api/fmc_config/vl/domain/{domainUUID}
PUT /policy/decryptionpolicies/{containerUUID}
POST /decryptionpolicyrules/{
DELETE
DNS DOk E GET. /api/fmc_config/vl/domain/{domainUUID}
POST /policy/chassisplatformsettingspolicies/{containerUUID}/dnssettings
j77’/fjb/ﬂfLJi/—— PUT, /api/fmc _config/vl/domain/{domainUUID} /policy/filepolicies
POST,
DELETE
77 A IV )L—) GET. /api/fmc_config/v1l/domain/{domainUUID}
PUT /policy/filepolicies/{containerUUID}/filerules
POST,
DELETE
FID 77 v b PUT, /api/fmc_config/v1l/domain/{domainUUID}
;71«__1A§Qﬁ§ﬂ€]) POST /policy/ftdplatformsettingspolicies
— DELETE
HTTP 7 7 & A& | GET. /api/fmc_config/vl/domain/{domainUUID}
PUT /policy/ftdplatformsettingspolicies/{containerUUID}
/httpaccesssettings/{
}JAJ‘?E&%/L*—/D GET /api/fmc config/vl/domain/{domainUUID}
/policy/natexemptrules/{deviceId}
NetFlow 7R U > — GET. /api/fmc_config/vl/domain/{domainUUID}
PUT /policy/ftdplatformsettingspolicies/{containerUUID}
/netflowpolicies/{
Secure Client ® % A | GET, /api/fmc_config/vl/domain/{domainUUID}
’7'77f;i§QiE PUT /policy/ravpns/{containerUUID}
/secureclientcustomizationsettings
SSH” 74 7> bi% | GET. /api/fmc_config/vl/domain/{domainUUID}
ﬁg PUT /policy/chassisplatformsettingspolicies/{containerUUID}
/sshclientsettings
SSH $¥— —& € |GET. /api/fmc_config/vl/domain/{domainUUID}
PUT /policy/chassisplatformsettingspolicies/{containerUUID}
/sshserversettings
SNMP = 7E GET. /api/fmc_config/v1l/domain/{domainUUID}
PUT /policy/ftdplatformsettingspolicies/{containerUUID}/snmpsettings
Syslog DRE GET. /api/fmc_config/vl/domain/{domainUUID}
PUT /policy/chassisplatformsettingspolicies/{containerUUID}/syslogsettings/ {
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%81 (Name) A= URL
E%ZUEﬂﬂﬂO)EQEE GET. /api/fmc config/vl/domain/{domainUUID}
PUT /policy/chassisplatformsettingspolicies/{containerUUID}

/timesynchronizationsettings

574'j§)f»—L/§QfE GET, /api/fmc_config/vl/domain/{domainUUID}
PUT /policy/chassisplatformsettingspolicies/{containerUUID}

/timezonesettings

ZTINA R Y o— GET, /api/fmc_config/vl/domain/{domainUUID} /policy/ztnapolicies
PUT,
POST,
DELETE

VAT LERE

J®— NEFET 7 ¥ | GET. api/fmc_platform/vl/systemconfiguration

2z PUT /remotemanagementaccess

FSIONLYa—TF4
2

FNA A (Dovice) POST /api/fmc_troubleshoot/vl/domain/{domainUUID}

/troubleshoot/device

a1—H— (Users)

Users GET /api/fmc_config/v1l/domain/{domainUUID} /users/users

)

GE)  #mART LT 572012, URLICASLN—2ANBEMENTWET, URLEZHEAT AT, 22—
Z2EHIFRLTL 7Z &0,

REST APlI ® & 31k

Management Center T, REST APLIZAZNIT/2 > TWEd, 7272L., REST API 27 5456
X, ZRANERTH DL Z LR LTI EE N,

)

G¥)  UCAPL E— FZEFEHALTCWAEAEIE. RESTAPI NAINI/R > TWRWZ & 2R L ET,

RATY T [VAT A (System) | A=a—DHET A 2 NIBEILET, TDOA=2—7T, [%E (Configuration) |%
B L, [REST APIG%/E (REST API Preferences) ] iR L £,
AT v T2 [RESTAPIZ AT S (Enable RESTAPI) | F v /Ry 7 A% A2 LET,
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B <x+755742

ATY T3 [#RTF (Save) 1227 U v LET, RESTAPI BARNREGAIE RTFICAKEZI L E L7- (Save Successful) |
EWIHIHEATa TRERRINET,

R O —
NAMTSVT4R
REST API CHERFERZGDTDIC, IRONAN T T 77 4 A2 BEIDLET,

s A[REZR G AR, Ula—Y—L APl —Y—%2 B L £9, FRHIHLELRDRVEED . API
a—P =L L TCEBET I MR LRV TL XN,

* AP] 2 — W —{ZHELL FIZEWHERRZ 5 2 720 TL 72 &0,
IR DT Y ERAELE T,

« FATHRE 2 — FOVEZA TN TV D ATREMEDN 8 728D JSON =2 7 Y B fRiE/ = & A
ALET,

+ CC £721Z UCAPL E— F&fEH L TV A 5E 1%, Management Center 35 L OVEEEXf 57 N
A A~D RESTAPL 7 7 ¥ A %N+ HMBNH Y F3,

BEE!) Y —X

Management Center REST API ®% Dffid Y >/ — &%, Cisco DevNet (https:/developer.cisco.com/
firepower/) THERTE £,
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