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CarDORyr—VDhELA T ra— KT 570, VXD Snort N— 3 VHOERHT Sy
T—=UNA AR SITN D ATREMEIIIR S 72 0 9,

B ARy —



| BARYS—

BAA R D Syslog DEETE .

RARY —2 T 2121%, N=Va v ZUVERA DX AT PETTHETHOLERDHY
iﬁqo

BAAL R kO Syslog DERTE

RARY 2 —DHEE syslog — 3% E L T Syslog YV — R AL X2 R EEEFTEET,
P NIEE SNBRAL > b ETAE 5 DIEAR Y & —C Syslog — B RET 5 &
R £, 77 ER L=/ Tsyslog br—"EHEL, BAARS FTEHRLS, A
v b DI syslog F— NIZEE L ET,

BELD syslog — _"—ZRINT D55, A X MIF——ZEFInET,
BAANRY PO A v E— 1D IX 430001 T,

FIE

RATwF1 [RY— (Policies) 1 >[#RA (Intrusion) ] DJEIZEEIR L £,
27y T2 [BAKRYS—DEE (Intrusion Policy Settings) | R& > () %2V v 7 LT syslog #2% /&

L/\i‘a_(]

AT9 73 [RAAR2 FiE(E5 (SendIntrusion EventsTo) 1D FIiZH D [+]RZ %27 U w7 LT, syslog

= N—%EET LI —N—F T/ MEBRIRLET, NBERAT V7 NBRFELRWG
&%, [#r LV Syslog —3—®D1ERL (Create New Syslog Server) 1% 27 U w27 LTIER L E9,

ATy T4 [OK]Z27 Vv LET,

2y RT—D3HAR) —DFRE (Snort 3)

Fv NU—=T 5 AR Y — (NAP) 1L, T3 ATHA SN TWA TR TOERICET I E
T, NAPIL, AR TNDA L ART ZE A VAR X THEASNDEEOEEZRE L
T, N UFIE, SEIERA AR HXITEEMNTAMENSHDLR— T oL aek
FELET,

77 A=V THEAT 2RARY > — & NAP ZiilfE L £7,

« T AHIHL— IV THEH-DRARY —2EHT 5541, 7 C4RTO NAP 237 L
F7, RIZ, BARIT V—DREICESNWTA VAR X L EEETRELET, -2
X, CIP72 EDRFED A o AT 213t L TRANLV— LV EF/INZT H551L. NAP TZED
A VAR B EFPIZLTLTEINY,

cBEDORARY =T 25680, AT R LEERBARY —I12—%T 2% NAP
BN 7,

ARy — I}
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B = ro—ssmKyo—0%E (Shon3)

e AL MMEARY o —ZHEHTLEEIE. WAZLBEARY O —OEKRBEARY > —Iic i
ST NAP Z38IR L F 97,

e f ARG BN, B AL A AT DMERRWERIT, BARY —0ffFIc ki
SWTHEHEZ NAP 2 HEIRIEB IR T A2 LIV AT AEZRETH I EARH L TLEE
W, TR TF 74N DT g T,

1R BRI

INEBGIELZRWERD | AT MIEMINCA VAT 23 b— VT LSP D& X T v
m—RFLET, LSPOEFTIT, A AT Z LEMEEZBIMEITHBRLZY . BYEDOT 7 %
LVRNREEEE LY TEXET, HIRENIA LAY A —n"—F( RLIEHE, Zhb
DA —N"—F 4 FIIREFSN, A VAT ZBRYR— FEINRL oo T &R E8ENRTR
SINFET, ZOHE, A VAT EZEZHIRL, EOMOT T IFEFHE LTS T, NAPDESR
WCHENTHDZ L E2MRLET,

FIE

ATy 1 [RJ— (Policies) ]> [ A (Intrusion) ] Z&R L £,
T—=TND EIZFRINTND Snort D/N—T 3 VR 3x THDHZ MR LET,

RTFw T2 [BAKY L —D#FE (Intrusion Policy Settings) ] (3) Rx &2V v s LET,
ATV T3 [T74NEDFy N T—27 588 Y 2 — (DefaultNetwork Analysis Policy) ] T, KDOWF
IR ET,

«[HE (Auto) ]: 727 BAHIHL— A THEHH SN O&KBMEHINTHDIRARD — (%
TATT A2 D=V DFERRY =) IZ—ET 5 NAP 2 HEIZRIRL £, RARY
—%iMH L7241, Balanced Security 35 & OF Connectivity NAP 23 fHl S 41 E 3, NAP
X — RCTEITSN, RAFIIAS VX OREIIHAZ A ATEERHAL, ZOF
IEDFE Y OFs31E. BEIE— FTETLTWLSLAIETETUTIED A,

s [ AH L (Custom) |: T 2 NAP ZHURIGITEIR L E 3, BIOKRY > —%2RIRT 512
. RY —ZORICHD [ (Bdit) 1V 27227V v 7 LET, RIZ, £ AT
TarE— RE@RL, ROFIROHIIEN, A L ANRT BN T DOREE TIAL
v A XTEET,

ATY T4 [y NU—7050R ) > —DfE%E (Edit Network Analysis Policy) | A 7 2 7R v 7 AT, K
Vo—%Z@IRL, REXZITWVET,
a) [y hT =275 Y 2 — (Network Analysis Policy) ] C. #Fr] &7z X TORIZ S
02— UZHEHT AR Y — IR L £,
b) [ A7 3 %F— K (Inspection Mode) ] Z &R L £7,
A VAR v arE—RiE EER N T 7 0 v 7 OREGEEZPRE L E T, mERERE
FHIIE, BARY —THEHTL2HDLREICA AT v a v ET— REEHLET,
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122R 8 &URA v t—ri—54 FoiE [

« [B5# (Prevention) ]: AR VU L —DFREIZIESWT, Ta—4 ERMb, ¥z~ b
IVOREET ey LET, SSLESRY V—2 T 256 EET7 782 =
Y hr— VR = E T [TLSY— =T A7 7 17 1 #H (TLS Server Identity
Discovery) | A 7Y a v EHMNITHHEIX. 2047 a VEEHTOILERHD
ESr RN

s [ (Detection) ]: 7 2—4, IE#L, £2iE7 v havoRFEIZHONWTT 77—
ERATTHIZTTT, V77497137 vy 7 LARNTLIEIN,

o) (FFval) AVARTBZLRL U EADF—N—=F 4 FEREBIOEHRLET,

ARG R BITIE, A U ARY FBLOAAL L H A=A FORTE
(13~4—2) ZBELT S0,

c AFX—vETA—AN=TA FEF v rn— 5%, A—"—=F 1 FEAF—<
DFyr—R (16 X—) ZZRLTIEEIN,

s —N—=F A RET v T u— R BIE, A—N—F 4 ROT v 7 a—F (16 4—
V) BBRLTLES W,

T RTCOA—=NR"—=F 4 F&U ¥y b5, NAP 77 A LD EICH D [ AY
BINNA L EDA—R—F 4 KO Yt v b (ResetInspector/Binder Overrides) ]V > 7 %
7V 7 LET, VEy FOMHREROLNET, a2~ FAICRINTND LD
10 BIBRIZA v AR HEIAA VHICRESNET, 2L 2E TRToRTS
BA—"—=F 4 REHIFRL TS, A VAT ZA— =T 4 RIIER ST A,

BIRLToA VAR ZTHT 5T N TOERLZTICRTITE, [A VAT FET T
)V MzY &> b (Reset Inspector to Defaults) %27 UV v 27 LET,

eI N—=F A RRHDHA AR ZIETRRRINDS LI 2 —% 7 ¢ /L F BT
HiZiE, [A—"—F 4 FOHFER (Show Only Overrides) [ %227 U v 7 LET, [T
TDA AT X %Ferax (Show All Inspectors) [ %227 U w7 LT, 74X ZHIERL
£

d [OK]%27VUvyZ7 LET,

AVARGZELUONA VEFF—N—F 4 FDETE

HARNAP B IRT B L, TORERY —IZEENDIA VAT ZFRENEIREINET, 1Z
LAEDEE, INHITERERE T,

72720, BRI NAP OFREITA—R"—F (4 R T&xET, & 20E, HrDA A7 H %
HRYETITEC L2, BN, VA DEEZEE L) TEET,

WOTFNETIE, A= =T A REEREHRTT D HEOWTHBALET, F/23, Ax—~%
Hyra— KL, 774V TEREZITW, F—N—F3 4 &7 vu— R TxE9, o7
NAAMBHE T a— RLiEA—NR"—F 4 R&7 v7u—RT52 L TEFET,
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B o xxvss£0n0 08 —1—51 FoBE

ATy I

1R BHEIIZ
FA AT L N BIOBEBYEOFHAIL., 20O R¥o XA FOFFANTT, #ilRED

FEMIZ DUV T, https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/snort3-inspectors/
snort-3-inspector-reference.html {Z# 5 Snort3 f ' A7 X ) 7 7 LU A [JEGE] 22R LT
SYAN

FIE
[R') 2— (Policies) | >[&A (Intrusion) ] Z#ER L, [RAKRY > —DF%E (Intrusion Policy

Settings) AR %> (¥) %27V v/ L, NAPRREIZ[H AKX L (Custom) JHERL, HY v —
HORICH D [WE (Bdit) 1V 272270 v 7 LET,

AT T2 BETHIREL G720 ) v 7 LET,

o [ AT & (Inspectors) |: A VAT Z(X, FIP R EDRFEDZ A TDNT T 4 v 7
[ZoWTFm haLREEBRELET,

« N1 U F (Binders) |: SA VA LAY BT, B R ALY ZEFEALT KT
T4 I ERETDILERSDIA I VT ERELET, A E A AT ZOREIC
X, 2y NT—I 5 AR —DORDA LV ARTEZINNT T 4 D ERETHIVLENHD
BAICEHRTHR—bF, "R, CIDR, BLOY—E2ARNEGENET,

ATV T3 MBS T, REZMRELET,

«JSON =7 « # CHRRZ T 2120F, WAEEH L ET,

+JSON 7 7 A VDR EFITT DI, [7 4 /v 4 (Filter) | #REER 7 2 & {#
LT,

«JSON 7 7 A VINDFTRXTDO 7 N K %A IZIE, [TXTO7 4 —/L F&/EB (Expand
AllFields) (8% @) #2027 Lgd,

CJSON 7 7 A ANDOFTRTHDT 4 A S EF L BIIE, [T_CDT 4 — REH0 77
#r (Collapse All Fields) ] @) ®x#> %270 v r LET,

o BT OE T ZGCIZ R TNZNE, [RBEDOT 7 v a % IEIiZRT (UndoLast Action) ] &
RE 270w LET,

BT R LA E AR BT, [RVEL Redo) | @) w5220 02
LET,

o[V VU— (Tree) 1 Z&IRTHEL, ISON 77 A NDT —~ v hEa—RNERENE
T, ZOEa2—I0F, TVvarvAma— 25—75 7 BIXOWRELEZTA FT5
ZOMOBERENZENLTNET,

o RELFLD JSON 7 7 A VA FRT HIZIE, [2— F (Code) ] BN L £,
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122R 8 &URA v t—ri—54 FoiE [

[V VU— (Tree) ]E2—T, [A==2— Menu) | @) R¥ %227V v 7L T77A/LDON

BEBELET, KOBIEZETTEET,

c BHEEFALET, [BE) (Auto) |ZHEH LT, =7 4 X727 — 2 B2 RE S
HET, FNUANDOEEIL, BRI, A7 V=7 b, EREXFHEBMLET, ED)
REWEEBMTDE, A AT ZERFZ AL o ZI, RRTD2HERD HMERH
HTENY—T INET,

CEMEEZBIMLES, 2077 va A3RALRE TR, B2t v a oK
AiEL £,

BIRL B EZEI L £,

cBERL7-BMEEZHIBRLET, BHEERETALEIZ, Ry 7T v 7 A vE—T12Delete
awy RNRFREINDIGELHY 7,

« BIEENZ /o CWDA VAT X BN LT, 7T—IVENEOREEEFE LV TS

i, BMEORNICH DT 2w /Ry I A7 Vv 7 LET, e, A VAT X%
BENTT HITIX. enabled : false BIEAKRDO L HICEE L E9,

o SCFHNE T ITBIE BRI DE 2 TS 51 i Btz 7Y v 7 L, RIS U THEERSE L

9, = RUNRT 4 =L FDIL—/LIT ﬁb“(b\éiﬂ/\i TRy SRk
ORIANFRSNET, 7oL 2E, ®ISOME AT LIzBE . BRI B0 ¥l T
RENET,

A= =F A FE Uy b 5HITIE, ROFIEEZFTLET,

[ UANRYT BINA U HEF—=N—=DTF A4 KDY E v bk (Resetlnspector/Binder Overrides) ]

a7V w7 LT, $R_TOA P ANRY ZEFAA CZT 2T N TOEE &bk
L. 774V MECRLES, <2 FAIORSN TV D L 912, HIBRIZA 2
FERFAL CFIRESNET, L 2E TRTOAS U FA—"—=F 4 F&Hl
FRLTH, AV ARTZF—N=F 1 RFERINEH A,

o [A AT X ET 7/ MZU > b (ResetInspectorto Defaults) 1% 7 U v 7 LT,
BRLToA VAR Z ORI T DTN TOLEHEZ IR L ET,

T NR=T A RRHDHA AR ZIZTINETREND LI 2a—%T 4 VF LT 5T

I, [A—/N—=F A ROZFER (ShowOnly Overrides) 127 U v 7 LEd, [T-XTCTDHA
AT BZ&F (Show All Inspectors) 1 %227 VU 27 LT, 74 VZEHIRLET,

o A VART ENYIR— T EINBL o2 e, A VAT ZIIA =L BT TS

BT ET, AvE—VADA /2/\7 2 OEIEE (DeleteInspector) (V> 27 %27 U
7 LT, A VAT B EHIRLET,

ATy T4 ETLEL, [OK] 227 Y w7 LET,
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B 5 rexr—~osyon—r

*—n—54
ATv T
ATvT2

F—n—34

KERF—TDAFHoO—F

NAPAF—<&2F U u— I3, R —IIHRELI-A—"—TF 4 KX U o—RT&
i‘j‘o

DRIOBREICRTHEIMZ T, EANAP 2EH T 57 NCA—NR"—F 4 K&y ra—K
THZELEBEIOLET, EHIZ, 1 2DFT /A A TISON =7 4 X EFEHL T, XTOT
NARATHERTHA—1"—F A4 FEELEL, —"—TF7A4 NE2X¥ Y a— LT, #O4—
N—=TFG A RT7ANEMDT A AT v 7 — RTEET,

F7 T4 ‘/'C774’/1/%ﬁ’ﬁ%1/ DT NA AETNIEERDOT WA R —R"—TF 4 R&ET v
Tua— KT 551, Ax—~v&2Xvra— 45 LT, 774 V2EKET v 7 r—F
#é@fi&<\Wﬁﬂzgﬁta/a/@g%:t~bf%wﬁ . BENEO BN A —
N—F3 4 FERZEINDHLIITLET,

FIE

[/R1) &— (Policies) 1>[&A (Intrusion) ] #&#N L, RAKR YU > —OEE (Intrusion Policy
Settings) ]R% > (%) %2 U v/ L, NAPFZEIC[H AX A (Custom) JZFEINL, KU —
LORIZH D [ (Bdi) (Vo227 0 vr LET,

WONTNPEFITLET,

cBUEBIR SN TWVWD NAP DAF—< &4 rn— RT3, hET =2 () &7
Vw27 L, [#2>B—F (Download) ]>[R1) >—XF—< (PolicySchema) ] % &R L
i‘j—o

BIEOWREY v v a VORNIHFEL T e —EORGFE LA — =T REX v ra— R
FTHIE, HET A2 () 227V v s L, [£920—F (Download) |>[R&IZ{F
BFEnt=A—/A\—5 4 F (Last Saved Overrides) | IR L £§, 77 A M, 4 —
N=TF 4 FENTRMIINAZT, BREICEENDI AT V=7 FBREENET,

cHBUEDOREE v v a U TIERLTEA— =T 4 REF v ra— RT5I0E, BT A a2
() 270y r L, [£9v0—F (Download) |> [BERREDA—IR—F 1 K
(Current Unsaved Overrides) | Z&EIRL £7, 77 A VITiL, A——F 1 FEShIZ@
PEICIMA T, BHYECEENIGA TV =7 NBREENET,

NOWARVAS BN

FLAIAZDISON =T 4 X ZfFH L CTEMEEwRET 2DV IZ, NAPR I v—AF—< % XU
va—KL, Z7ANVEFT 774 TREL TS, 77 ANVET v 7 a— RKT&EEd, 7 v
Ta—RKLET77ANVICRESN TWAF—"—F 4 RiZ, BIRLUZNAPICHEH SN E T,
WOT N, ATEH—=NN—=F 4 RERELEZHBIIA Y a—RLE7 740y 7 v a— R Tx
\iﬁqo
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ATvT1

ATy T2

ATy T3

ATvT4

ATy TH

BARY S

gAtyv—ouE (snond) [

F—N—=TF A KT v7a—RT5L, FLT77ANVEEROT A AT v 7a—RLT,
FUA—"—=F 4 FEfiRICEATEE7,

48 HHEIIZ

2y NT—=T AR —TA VAR ZEREE A —/"\—F 4 RT 521, LBERELEDOH%
Tl ua—RTA3LERHY ET, = "—TF A4 RBPREMIZAT 4 v RWIRDT20D, RES
KzT v 7r—RLARNTEE, ZOEE, LSPEFHO—HHE LTOT 7 4/ MESRE
T ABGEOERITEHASNEY A, Ty Fua—RNLEA— =54 KR, ZHETLEMS
FICEPF LTS Z L 2R L £ T,

FIE

[R1) &— (Policies) ]> [ A (ntrusion) | ZE®R L, [RARYU 2 —D%E (Intrusion Policy
Settings) [R% > (3) %27 Uv 2 L. NAPZEIZ[H AZ LA (Custom) [H#FNL, HYU—
ORI H S [k (Bdit) 1V 27227 Y vy 27 LET,

T2 (8) 22 Uv s L, [Py FE—FK (Upload) |>[#—/3—54 K (Overrides) ]
BEIRLET,

(A7vay) oA —1"—74 ROav—%#FT5121%, [¥ V> a—FK (Download) ]
Vorrzonwdnnraes )y s LET,
RBIREESNIZA—N—=F 4 F BEOHEE v a Y ORNHER E iz —N—F A )
FEITBERREFEO A — =T 4 F BUEORE L v 3 VIR SN IeA— =T A F)
EHAUa—RTEET,

[7 v 7 a— ROA—3—F A ROHEFR (Confirm Upload Overrides) %A 7 1 7R v 7 AT[IX
W (Yes) 1227 U w7 LT, SiATT 22 L 2R LET,

[ZH Browse) 1227 Vv 7350, FI7v 7T RRry 7 LTAH—=F 4 R&ETrJSON
TrANEERL, [OK]Z7 U v 7 LET,

—MNDEHE (Snort3)

Snort3 AT P LTHEMT2HG1F. MEORARY O —%2/ER L, £ib % HIIZ
JGCTHAZ A XFTDHZENTEET, AT AL, [7 CA4HTOD Cisco Talos Intelligence
Group (Talos) EFRDRYV v —ICE IS FRIERSNTZARY O—RHELTVWET, ZbD
RV U—%fRET Db TEETN, L /2D Talos AU —IZEESWTHBORY v —
EER L, VAT v a v ERETOMNERGAGAICIIENEERTTH I LA BEIDLE
R

INDDOEFEFMERTY —IZZXFE TRAL—I (BL ELMEENRET) OV R MREENT
WETH, F— T LTIATT 8B R R0 £3, e 2E, HLHRY —TiIak
S, MORY —TEREMEENDLV—ADBH Y £,

ARy — I}
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B artus—oEE snons)

WHENTWAREDL— L THEVICHARMNNA L, Z2ONL—LTT7ry 7 LTHRLL A
WhZ 74w I7BT7 8y SNTWAHEE, BEMEDRWVEARY =280 x5 Z L7
V= NVEBNCTEET, £ FT7 7oy B Rry gL, —HT L EEETD
IOIEFTH L L TEET,

W, FFEDBEITH L CTRETIVERDH D ICH b T, B9 5 /L — L3R L2
ARY o —THIHZ 72> TWDEAIE, KVERRRY —ZEEETIZ, L—LEFHT
LZENTEET,

BAIEETLIH v aR—FBLIUOA X M Ea—T2FHLT (@hH, [T=4V) 7

(Monitoring) ]°X—3) | BANL—NVNET 7 4 v 7 ICHEZTODEEEZFMG L 5, 25

MBI E SNIR AL — B LIZ T 7 4 v 7T L TDR, AL R FRFAT —
ANRFREND ZLIZEBE LT EEN, B> TV HL—/UEEH S L EE A,

\)

GE)  Snort2lCHIV 2 A . HAX AR V—AER X2 20 . BAEY v—DF A HESL
DYULERYET, 2Oy 70ROV, RARY v—OFH (Snort2) (3 ~—V) %
ZRLTIESN,

FIE

ATv 71 [R) — (Policies) ]>[BA (Intrusion) ] ZEINL £,
FT—TND FICFERINTWS Snort DX—V g3 UIN3Xx THAHZ 2R LET,

ATV T2 KOWTNNEETLET,
s iR/ 7 4 /v (Search/Filter) | ARy 7 AZMBHLTCHRY v —%2MRBLET, ARITDOL
BB TEET,
cthE T A2y (B) 22U v s L, syslogh—"—~Du XL V2 LET, BAL
AR RO Syslog DFFE (11 2—3) 2L TLEE,
ctimET A2y (B) 22U L, Fv hT—2 R v— (NAP) ZaELET.
X2y U= BHRY —0FE (Snort3) (11 2—) #BRLTLIEEN,
c[HEZV 7L, HILORY) —%ERLET, BAXLBARY > —DOFE (Snort3)
(19 =) ZHHLTLIEIN,

°ﬁ$7%3y(o)%79yﬁbfﬁUVH@me?4EW~w%§%L\%ﬂ%%%
HELET, BARY =0 Fa T OFREZITHE (Snort3) (20 2—) 25
LTL7Z&EW,

HlRT A ar (0) 22U v LTEI S —%BIBRLET,
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25 LEARY o—n%E snon3) ]

NARELEARY S—DERE (Snort3)

&M
ATvT2

ATv73
ATvT4

ATy TH

FRERRY =D =—XZEDRWEEIT, HTLWVMRARY —Z2{Ef L TLr— L O#EifE%E
AR <A RTEET, —MRIZ, FRIERT Y V—2EHT 50 TR, FAERRY >—
WCHRASWTHARAZ LR —%ERTH B8O LET, ZNICLD, BAX~AXIT
Ko THERERBZE SN WIEAIZ, CiscoTalos EFRDARY o —D— D EfHICFEIETX F
R

FIE

[R1) &— (Policies) ]>[®A (Intrusion) | Zi&R L 7,
WOWTNNEEITLET,
cHLWRY =2 BT 5120, [H1Z227 U v 27 LET,

CBEGFORY L ERET I, FORY —ofFET 2y (@) 22U v s LES,
RN —DFMNEREINTED, X=VDLERRIZHDLIR) —T T DT a3 D
Wi (Bdit) 1V 2%2 0y LET,

RY = [4HT (Name) |2 AL, BEISTT, SE AT LET,
ARY 2 —@ [FEET— R (Inspection Mode) | R E L £77,

« [Bf1E (Prevention) ]: BAJNL—/LDT 7 a UHNEICEM S E T, YL —ic—E9
HERII Ty 7 ENET,

o [ (Detection) ]: BRAN—NMIZXT 7 — DR EAERLET, UIML—MIZ—ET D8
WlLT T — M A v E—URAERLETY, By SnEEA,

RY v—O AT 7L — |k (Base Template) | Z 3R L £,

HART 7L — MidCiscoTalos iZ ko CHEMLEINF T, N v —DFFMAEFRT HIZE, Fh
FNOERT A2 Z )7 LET, FTLWL—I R Fr—UNRA VA = LEND L, R
VO —ANEEISNDIEARHY . FTLORY O —FRENDZEICHERELTLIEE N,

o [ RHFH (Cisco Talos)  (Maximum Detection (Cisco Talos)) ]: ZOARY > —iFtEF =V
TAZKRBELE LTWET, Xy FU—78fHiL A—7y MIRFES LT, a5
BT DAREMENH Y T, ZORY =ik, GEREX2 VT4 2ET LY T TORE
MT20ERHY 3, £, 77—zl L, TOAMEZHRITE X512, &
X2 )T 5= — 2 HEH{TOLERDY £7,

o (B L U b X2 U T ¢ S (Cisco Talos)  (Security Over Connectivity (Cisco
Talos)) ]: ZORV o —FEF 2 VT A ICEREZENTEY, Xxy NI =T L AL—
Ty RPBEECR DG ER DV ET, NI 74 v ZIXL0REICRESN, JVE<0
=V ISFEH S D72, BT - 72 # N T o, iR & BIE OO 7 23 T S
EJS AN
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B er®tys—0Tns70RFELEHEE (Snort3)

c(NTUADENIEFx 2 YT 4 & EEME (CiscoTalos)  (Balanced Security and Connectivity

(Cisco Talos)) ]: (FZ7 4/ k) ZORY —iF, v hU—7ERBLOAL—7v |
LeFa T 4 =—XOMTOWIRNT V ADRSLERAET, ZOFRY o—iF, [#
BtE L v beX = UT ¢ ZES (Security Over Connectivity) 11E E ks TlddH D AN,
BEONT 7 4y 7 OHREiZED SE2n 6, 2a—F—DtXF2 VT s 2RFLEI L L
ESC AN

c[BX =2 VT 0 K0 bEEsMEA S (Cisco Talos)  (Connectivity Over Security (Cisco
Talos)) ]: ZORY —if, v MU =T kL AL—7"y MCEHAZENTEBY, &
X2 T4 BEYEICRD25ERHY ET. T 74 vy 7 MEICRESAT. FHiich b
=N DT <72 £,

[TV T 477N —72 L (Cisco Talos) (No Rules Active (Cisco Talos)) ]: ZDHRY v —
T, AR T ety PREXIRET DEARY =TT N, —LOMBART
T— MIBERD o> TWERA, EHTLZR) o —0HREHENNTIHEHEIX. Z0ORY
V—HNR—A L LTHEAHLET,
ATv7T6 [OK]Z#7 U v7

BARI =V A MIEVET, 2T, LK) —2FRL, BRELSLTL—AT 7
varEiEETLsIZENnTEET,

BAR)O—OTONT s DRTE=ITHESE (Snort 3)

[RAARY > — (Intrusion Policy) ] X—IIZiE, FRIERSNIZRY —La—F—FRZOR
Vo —OMFEaEHRY) —D ) A e ZOMMANRKRRENET, R —ZRET HITIE,
EPTRY 2 —=DT0NRT 4 ZRBTHURERD Y £,

FIE

ATwF1 [RY)— (Policies) 1> [RA (Intrusion) ] ZEINL £,
AFvT2 BV o—ofETAar @) 2270 v s LET,
AU —ZiZ, kOB a v REENLTHET,
«[RY I —4 (PolicyName) | Ky 7 XU R R,
s RE YT XU URXRMNPLERT S Z L THIORY —IZHICEI VX0, B
Ry (60) 7V LTRY D —DIVANMIEDZENTEET,

c ZORY = EHIRT I, RV OB hHEIRT A2y (0) 220 v
L\ij—(}

B ARy —



| BAKYyS—

BAKY L —0T 0T ¢ DFRTELZEE Snon3) |

o [ &7 1,37 ¢ (GeneralProperties) ], D7 v a ik, RAET— R, FEAKRY —,

BIOHHANRENET, 20T a7 0 F703HR Y U —REEFT 5123, [RE
(Bdit) 127 Vv 7 LET,

s =27 —"7" (Rule Group) | DHR, ZDY A ML, NI —IZT 7T 4 TN —

NRBHDLTRXRTON— VT NVN—TNERENET, Z7A—TIZEBERH Y, B —7

Wik, KV RERBIINV—THNONL—LVOY Ty Ntk T D7 NV—7nNEgEnE

T %7w~ NI VOB ES TH Y FFEDNL— AR EED 7NV — T EEi
AMH ET,

-ﬁ@ﬁuv—m7&%47@w—wﬁ@wﬁw~f%ﬁm¢ému\Hwﬁ%ﬂ#w
IL—ILTIIL—TDEM (Add ExistingRuleGroup) 1 %27 U v 27 LT, DI N—7
FBERLET, BARY —DN— VT —TOBIMNEITHIFE (Snort3) (23 3—
V) EBBLTIIEEN,

cIN—TDEX2 VT A VXN EELTTHIZIE, VAL I —T 2RI
T, VU A RNPEEIN, BX=2 VT 4 LUV EICE RS, ZV—T7ND
N— VR FIL—EBFREINET, EX=2UT7 4 LV ORRICH D [ (Bdit) 1V >
%7V 7 L, HILOLNLERIRLET, KXV T 0 L-YLICET 5 1EHE
S92 120, MmERC [ DR (View Description) 227 UV v 27 LE3, L~UL
EEETLE, 77T 47— (BLOFFEDL—NLDOT 7 vard) BHES
NAHAREMERH D Z EICEBELTLEIN, I0EFaT7RULVTE, 77747
RN—NANEL R0, Fay X7 rarifol—LngL RAEm1HY E£3,
[OK]ZZ7 Vw7 LTEFEEMELET (BX=2 VT 4 Lo-YUEIH AN Ab—)L T L—
ZIEA S NEREA)

ar | Chrome (79)

Security Level I Edit

Description A description 8 Edit Security Level
79 rules [ —
Level 1 Level 2 Level 3
GID:SID Info -
> 1:49360[2 Mess Use an aggressive approach to enforcing these

rules, so that security is preferred over
connectivity.

> 1:49361 (2 Mess Hide description ~

» 1:52068 3 Mess CANCEL “

atterr

s TN—THNOTXTON—NVEHIRT HI21E, VA SO I N—T %8R L ET,
Wi, TN—TZOLEMH D S (Exclude) (V242270 vr L, IA—T%
RN 2L 2ERLET, IA—TE2RANTDHE. ZA—THOTXTO/L—/LR
M2 B2 T, ZA—TFHIREnEE A,

ARy — I}



BAKRYS— |
B arkus—07057 (oRTERGEE (Snort3)

1P L. Z—F2, AR TWAID 7 —7 L IiF LTV A L—ILNEENn
TWAHEE, HHL—LTIX, BELT 7T 4 7 ThHhHINV—TICL>THHEND
Ty a BT _RTRERENET, TRXTOHAICBNT, FA—T A=y
R 72 <, 2 DL— 1w L Che b I 725 @RS L E T,

o WA BN —VDF LI AL L)—)V T —T 2B INT B2, [+]>[HRF LIL—
LO7 v Fa—FK (Upload CusomRules) %7 U v 7 L&, FEfICOWTIX, &
2B DRAN—ADT yTa—F (28~3—) £BRLTIEE,

o« DAL LDIV— VT N —T DLETE T ITAEZEE T 5120E, [fWE (Bdit) 1227V v
7 L\i‘a—o

o WAL L=V T N—TEHIERT HIiE, [HIER (Delete) 127V v 7 LET, #EM
WZOWTIE, THARAZLEANL—ILEL— LT —TF DB (27 2—) | 5
LTL7EENY,

o« W AR LV—)L T —FIZB LN A S L)— )V Z BN 512, —LT—T D
FeHd[+HEZY v LET, BBIODAX MZANL—ILDOFRE 31 R—) %
ZHLTLLZEN,

s AR L= VDT N—T A N — T aimth, R bR, 38T LI
WX, V=V OERNZ T — Y Vv EEDY, @AY o Eida~vr FE 7Y v LE
T, BRI OV, MERIO T A X MMEANL—NLORE 31 X—V) | 2R
TLIEENY,

e [b— DU Ak (Listofrules) 1. MR ~7 4 —/V RZEAT S L. £EXHRBETIL—L %K
RCXFET, 740 F VU THEZRINL T, GID £721%SID DLE DA E DO THREK
LY., GBIILE) 2—H—EBRONL—NLOLFR LY, TV arBNt—n_"—5 4
RENFNV—IVDOBRFERLIZY, BT 7y ay (R, 77—, Fayv7) ([2ESn
TNA—NAERRLIEZYHTEET, VL VTEBEe— RSN, 74V XAEINT
WRWY R RRIRD R Y 10— UZIE 7R 0 ORI £9, VAR N7 0 0 Z 0
DT, BHARZ A7) v 7 LT, 74N ZABEN-Ea—%2 ) u— RLTLEE
A%

= NDT I arEERETDHIIE, V=D [T a (Action) |BAET Y
7L, HLWT 7 varwzE®RLET, 77— MORZTIHEIE[T 7 — K
(Alert) 1. = %32 774 v 2% 70y 735553 [7ay 2 (Block) ], /L—
VNS T DA X %) (Disable) 2R L T2, &A—L DT 7 4 /L K
T varPhmREnNET,

s —EIZBEEDONL—NDT I arEERETHITIL, BERTDIL—IVDEDHINZH D
F2v IRy I AT Vw7 L, —NAT—TNDIZHD [TV a (Action) ]
Koy 7 Z o DA RNBHLWT 7 a 2@ R LEd, GIDSID~y & —DF = v
IR I A% 7Y 7 LTCYAMNOTRTONL—)LEBEIRLE9, HK5000D/L—
N —JEICERTEET,

WAL D=V T N—TNDONL—VETFHTHIIE, V=T 7 ANDT v T a—
R} (Upload Rule File) 1 &7 U > 7 LEd, FFMlCONTIL, T AZ LMZANL—L
OT v7a—FK 28X—) | BB LTIEEN,

B ARy —



| BARYS—

BARY S—DL—LIL—TDemErEEE Snord) [

o L— VBT DRGSR A BUS 9 5 12iE, [GID : SID B ) 7% 27 U v 7 L&
T, Vo2 %27 Yy 3 %L Snortorg ICBEIL 7,

c —EBERREINDHNL—NELEETHITIE, V—ATA—FOERNSFITN—TF (BT
N—TTiER<) 27V v 7 LET, b—ATA—FY XA DEITHD [TITD
J—/L (ALLRULES) 227 U v 7 325&, §XTONL—LDYANIREDLIENT
xFET,

o« V= MEFEZEFTHINE. BT7L2DT7—T N~y E—%7 U7 LET, L—LD
FIHN DY — NI, EEXINFEA—L, Ry L—L T F5— hL—LDJE
/C‘\j—o

R AL—/L (LSP) OEH CITONIZER 2R HI12IE, [7 4 /v# (Filter) 17 14—
JU RC[LSPOHEH (LSP Update) | Z3INL, EHEZRRTHEHFHEBNL, T3C
DEFEZRRT D0, EITV— T HBMRCEREDLERT 20 EHE L E
‘a_O

BARY)—DIL—ILT IL—TOEMET-IZHIEE (Snort3)

ATy
ATy T2
ATFvT3

BANL—Za— AT —F TR ENET, L —7IIBEERH Y | #l7v— i
HI2A2F I N—TNEENFET, V—LVEERFIF I N—TICORFRENET, B/ L—71%
BT AR E R T, FEDONL—ADNEED TN —T IR R ENDIGENHY £,
TERR LT= I A2 D= T —T 1% [2— Y —iEFK 7V —7 (User Defined Groups) ] 7 #4 /L
HIZHVET, DAZLL— LT —FIEBEERH Y 8 A,

BARY =0/ — V& BINETZITHIBRT 2 i b2 FiEIL, Z—7 2B E 2ITHIBRT
5 ELTT, INA—THOL—/VITHEMIZEEL TWE72D, BWHEERT, FFED IV —7
NOTRT TRV L THIZEA DAL — L E2EHTHZ &) 17,

WOFNETIE, ZV—TZBMNML, ZV—T7DO%x2)T 4 LUV EET TS HEICOVTR
Eﬁ L/iﬁ‘o

[R1 >— (Policies) ]>[&A (Intrusion) ] Z&RL £,

TR —ofET 42 (@) 279y LET,

(I N—=TDOEM) V=N T N—T DI A MIT V=T RERSNROVEEIE, [+] > [BRFED
IL—ILTIL—TFMEM (AddExisingRuleGroup) %7 U v 27 LT, ROFIEEZETLET,
a) TIN—TERELET,

CHBIN—THOREDTF =y IV ~—T1F, TOBIN—TIZEENDLTRTOF T L—
TR TTITEIREI N TWAZ LR LET,

ARy — I}



BAKRYS— |

B Aty s—or—LoL—TnemErEEIE (Snort3)

BT N—T OO~ A FAREIE. 1 U EOF I NA—T R ORY v —iZxt LT
BN — N> TWRWI 2R LET, ZNLITBINTE S 7 L—7T7,

c LI N—THZDOWDF =y 7 ~<—71F, TDTN—TNTTIGRIRSNLTWNWDZ L&
T LET,

b) BTN —T%@RLET (F=v IRy 7 A4 ITT D) .

o) AFvarv, BAZAN—NTNL—TIZTHERAINETAL) T N—T2E, BAX A
AU —IFEHENDEARARY =G T 74NV bOEXF2 VT 4 LB F
T, BETHEAET, B2V T4 LT A arZr ) v 7 L, Bl L~ULagiR

T, [OK1 %27 Vv 27 LET,

Vb R B ZEMEDRWEF 2 VT A BB THY . BFX=2 VT 0 K0 bEtEn =R
ENnFET, —FH, LUl IR LEBNR X2V T BB THY, RRKOEX=2U T o
et L E 9, [MHOFER (View Description) |27V v 7325 &, @R LEEL LD

RUBRTRSNET.
4 = Paolicy (Cisco TALOS Provided)
Multimedia
Other -——
e |
Spam Edit Security Level
» = Potentially Unwanted Applications (
I N | 1 [ 1
> = Protocol (Cisco TALOS Provided)
Level 1 Level 2
> = Server (Cisco TALOS Provided)
View description i

CANCEL “ .
d) TRTOLEFENETTHET, ZFA—TFOREK (IR IRIER) 26T £,
e) [OK] %27V v

RATFY T4 (TNA—TOHIER) FA—FICEENDETRTCOAL—LEERITAHITIE. ROWTNILDH
EEFERTEET,

=N DYANDET, JV—T%FRL, FNV—THDOLmIHD [FRH (Exclude) ]
Voo xzrly 7 LET,

s TN—T"%BMNTHFEEEM L ET, RDVIT, RERIZNVL—T ORI EMRL
(Fxv IRy I A%EFT732%5) [ [OK|Z27 U7 LET,

B ARy —



| BAKYyS—
BAL—LOFH L2 0%E (Snon3) [

e WAFIN—NTN—THHIKR LT, AT LABLOEFOL—LEFERT T XTORA
RY =B RBIHIBRTEEd, ZA—7%2BIRL Thb, [HIFE (Delete) 127V v
& Liﬁ—o

BAIL—=ILDTI3>DOZEE (Snort3)

FRARY —IZZXRI CV— BB £7, @O, FL— L TRONDT 7 v a iRy
VLB ER S5 LT,

N—NT 7 arZBRELT, fBRENST IO NEITNCTHENTEET, £21T
W=, —BTDNT T4 DT 77— NeBTHN, EDONTT7 407 28T 50E5
MEEETCXFET, F77. BHIRoTWABL—AEEINILT, —BTDERNFT T4 v 757
T—hELFUMTLZE b TEET,

N—NT I arEBRTHRLEHELFIEL. VNI N—T DX T L-LEER
TEHZLTYT, =T FxFa T4 LW EBETLHE, TA—THNOL—LDT 73
UREBRINET, BIRTHIEX YT AEBICLY 2 —EHONV— VBB (FidE
) T A EERTARALHNE. T arRTI— e Ray 7O TENT 55
bV ET, L, BEISUT, HrxONV—AT 7 a B EETEET,

)

CE) HEDOL—NLDFT TN T I avii, J—7E 575 4 (ERE) OSERRERIZ
EONWTIREVET, FIV—TDrE 774 (EKRE) 28E LY, JAV—T%RII LD
THE NVN—NDT T F N NT I a Nt A5EE08H0 17,

1R BHHIIZ

A=V TN =TI E X2V T4 LR H Y A, X2 VT 4 L-VULDOFES
EHLT, HAZDIL—ILDN—LT I gV BEETHZEETEEE A,

FIE

ATy 1 [RJ— (Policies) ]> [ A (Intrusion) ] Z&R L £,
RFYT2 VAT Iy a b ETTLR)—0FRTAar (@) 27097 LET,
ATwT3 HEEINLFE) IA—TD0Xa2UT 4 LUV EERLET,
a) =T N—T YA NDFN— VI N—T% o7 LET,
by V= DIVARDET, ZA—T7DtX2VT 4 L VORIZHS Mtk (Edit) 127 U >
7 LET,

| ARy — I}



BARY >— |
B er—rorsoavozE snons)

Srowser /| Chrome (79)

Security Level I Edit

Description A description 8 Edit Security Level
79 rules [ —
Level 1 Level 2 Level 3
GID:SID Info -
> 1:49360[2 Mess Use an aggressive approach to enforcing these
rules, so that security is preferred over
connectivity.
3 1:49361 (& Mess Hide description ~
» 1:52068 3 Mess CANCEL “
atterr

GE) T N—TNOTRTONL—VEBHT H5EE1E, [WE (Bdit) 1227V v
L2NWTL7ZEW, b iz, [ (Bxclude) 127 U w7 L, ZA—7%ER
HTDHZEEMERLET, ZA—IFHIBRESNT, T O — LRSI e
DET, BOVOFIEFAF v 7 LT TEE,

) IN—TDFHLNLLERIRLET, [HOERSR (View Description) 1 %27 Y v 27 L
T, BRLEKLA_LOIHAAETRLET,
LAV L EERBEEEOENEX 2 VT BBATHY, X2V 7 0 L0 L EFEENER
EnET, —FH. L4 ERLEBN R X2 ) T BB THY ., mRKOEX=2Y T4
ZHRHEL £,

d [OK]ZZ7 VU v2o

ATy T4 (FEHOHE) 1 OUEOL—ADOT 7 a v 2ERELET,

a) BWTHT 7y arOL—LERELET,
N IUERNO LTI 2 R T 5 I12iE, [#i5R/7 4 /v 2 — (Search/Filter) 178 v 7 A&
LEd, 74/ FMBIER 2RI T, GID £721% SID DEEDOHEALEDLE THE L
D, BlcEnNosoT7 gy (R, 77—bF, Fay ) IZESWTL—LaRRLE
NFTHZELTEET, V—MTEBEe— REINDZD, 74V FAEINTWRWY R
MEARD A7 a— A iEI03 78 Y OFFEIR 0 £9, U A a7 0 VXU D551,
FHARZ L Z U v LT, 74NV INTZE2—%2 ) a—RLTLEEV,
PARAOICIE, L CRIEICEY A TWAGHIZA XU RV R a T 7 =)V iR —
N2> 5 Snort #iAl 1+ (SID) & V=R L —¥i#51+ (GID) #EECTxEd, 2k,
=L E TR TE £,

by 77T arEERTLHITIE, ROWTNEFREITLET,

=L E 1 OTOEFE  L—ND [TV ar (Action) (P& Vw7 L, LBERT
7 va v EERLET,

B ARy —
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nzangAL—LeEr—Lin—7neE ||

[7T7—h (Alert) 1: TON—NNET T 4 v &—FETHEAV FEERRL
FIN, Bl ey 7 LEFA,

s [Rev” (Drop) 1: TON—IVNETT 47 L—FTHEAX MEERKL,
Pigim Ry 7 LET,

o [#5) (Disabled) |: ZDON—/VTIE N7 7 4 v 7 1F—H LEFA, A2 MIE
BRI EEA,

« —EILEEDONL— NV EET BFTAIL—NANDOF v IR I AR ) w7 L, ED
Lz s[—4E Buk) | FaeyrXZora2r7 0y 7 LT, BIOT 7 v a R L
£7, GIDSID ~v X —DF =V Ry 7 A% ) v 7 LTYARNNOTRTO/L—
JVERINUE T, K 5000 DV—/LE—EICERCTE 4,

WRABRLBAIL—ILEIL—ILTIIL—TOEE

AT AIZIE, Cisco Talos Intelligence Group (Talos) 125 » CTEFR I N TH DR ANL—IL
DB L COET, BMOBBEZRE L TODGEIE. VAZ LRANL—LVEFRLTT v 7
2—RL, ZNOOHBEEZRA 7 V== 7 LT, 77— &R HLEY, XBEZ FeyF L
DFTHZENTEES, =& 1 OFT O, Wk, BTS2 &b TEES,

Ty 7a—RTHL—NVDEE, THXRANET 4 X EFHAL V-V ELT7 T4 TIERLE
T, 77— RTEHETXANT 7 ANMIHAZ DNV—NDITN—ToED DI L EBEO
LET, ZHITEY, V= ~DOELEFHEICT v 7Fa—RL, HLOIL—LE T AH L)L—
NITN—TZ~ = L2 = ZFH LWRER A —ICEESM|Z - TEET,

29 LIe A=V OERRGIEOHIIE, 20 F¥ a2 A2 FOMRHEPAICEENTOEE A, Snort
2 )L—/ L% Snort 3 XU LT 25 71572 £ Snort F DR AL— L OVER T IEIZ BT 2 EMIC
DWW TIX, https:/snort.org/documents D A FASZHL T 7ZE Wy, 72 & 21X, https://snort.org/
documents/rules-writers-guide-to-snort-3-rules T [Snort 3/ — /L Z BT D V— WAERE DT D
Folxl] 2R LTSN,

1R BRI

HAB B — VT —F1T AR NMEANL—LDT v Fa—FK (28 2—) THHAINT
WA EICH AL D=V %ET v 70— FT5Fat A TERT 5. lxDL— 12 VERkd
B, FTINV— N R NR— T EEHT S L EITERLET, I —T B LTI,
TN—TLZOAREEHRTEET,

AL DT N—T1X, TN—TEERR LIz & ZITRE L TR Y =721 Tl 33To
BARY S —THHATEDZ LICEBLTLEEY, 20D, ZV—TICMA AR TT
TORY =L THMAonET, mEXIE DAZLV— VT AN—TEHIRTDHE, £
DT N—TITTXTORY —06HIFRS, EORY > —THEHTERIRD 7,

ARy — I}
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BAKRYS— |
B =228 -7y Tn—F

FIE

RTwF1 [RY— (Policies) ] >[RA (Intrusion) ] Z=IRL £,
27y T2 KU v—oFgET 2y (@) 227997 LET,

WTIDDAAFR Y 2 —TIER L B AX MMRARY =2, DAX L—)VEBINT5Z
LEBEIOLET,

ATV T3 RONWTNILEEITLET,

« TI—TEERT DI, [+H]>[AREZLIL—ILDOT v TA—F (Upload CustomRules) ]
7V LET, BAZLMREAL—ADOT v7a—FR (28X—) 2L TS
AN

« IN—T O ETLITHA ZRE T HITiE, [2— P —EFK 7 /L—7 (UserDefined Groups) ]
TANEDIN—TRRCTIN—TZRIRLET, [fRE (Bdit) 1227 Y v/ LTEES
MBI ENTEET,

ARV —InB I N—T L EON— N ERNT DT, [ —EFK 2V /L—7 (UserDefined
Groups) | 7 ANE DT N—THIR T N—T%FIR L £9, EIR%, [ (Exclude) ]
Uy LTI NA—TEYIBRTXET,

s VAT AWML I N—TEHIERTHEEBIC, EOITNV—TEERTHTXTORY >—%
HIBRT 22, [—W—EF S /L — (User Defined Groups) | 7 # /L% D7 )—7HIK
TIN—T%BRLET, IS5 [Delete] 7V v 7 LET, HEHILV—ANHIERSINZS
N—T DINAFET DG, FOL— T AT AN BHEIREND Z EITEBELTLE
SV, g, BB L TORWMBOD B R X LL—)L 7 )—F I b [ UV — IV MFAET D3
Gy FONL—VEENLD T N—TITFRENET,

« JIV—THNON—)ViE—FETEBREIIERT 512, [2—F—ERIV—7 (User
Defined Groups) | 7 A /WVHZ DT N—TBHIR T/ NV—T &R LET, RIZ, TL—TD
N—IVT—TNDEIZHD [TV ar (Action) | Kay7FX 7 UXNMED[V—/VT 7
ANDT v 7 r—1IK (UploadRuleFile) 127 U7 LET, ZOFvkRL, BAZ A
BALV—ILDOT v 77—k (28-X—=) TiHHENZbLDEERLTY,

cflx D=L, BIOIL—L T )—T~DE) YT EERN L OEHET 520X, Esoh
2B MMEANL—ILOEE 31 2—) ZBRL T &N,

HRAELBAIL—ILOT7yTA—FK

BUEM O N — L THNR—=Z N TR WEEEZ R L TWDHEEIE, A MREAL— L Z R
LT vy7ur—KL, #ENOOREEZAZ7 ) —=2 7 LT, 79— MR LAY, WEE R
2y LT HZENTEET, A VA= SINTNA—NDT 7 a7 77— MERIER
0y 7ONTNNTHOILERLYVET, L—IADF 74V T 7 aidiAfrR—rEhi-
T7ANDT 7 ailloTERINET, A VA —FLTEb, V—AT 7 a &R
L, BEIE U T — L2 BN H 2 &N TEET,
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nza sBAL—L07vTo—k [

INEDN—VIH T T A TR T 2082 H VD £9°, Device Manager Tlk, /L—/L7 7 A
NET vy T u— RT LT, V= VEE#HERET 20T TEDHY FHA, V—T 7 AV
THXANT7ANTHLILERDHY £T, SUTEZHEH L TL— 250 WERIZ LD,
UTIZA— %2 AT LT2) TEET, ZOTIEEFIShET, — DR UT- DWW TIL, snortorg
L TLTEEN,

72E2IE. 30D — DT v T —R7 7 A VFIRO IS0 FT,

alert tcp $HOME7NET any -> $EXTERNAL7NET $HTTP7PORTS (
msg: "My Custom Rule: EXPLOIT-KIT Styx exploit kit landing page request";
flow:to_ server,established;
http raw uri;
bufferlen:>100;
http uri;
content:"/i.html?",depth 8; pcre:"/\/i\.html\?[a-z0-9]+\=[a-zA-Z0-9]{25}/";
flowbits:set,styx landing;
metadata: copied from talos sid 29452;
service:http;
classtype:trojan-activity;
gid:1;
sid:1000000;
rev:1l;

)

alert tcp $HOME7NET 8811 -> $EXTERNAL7NET any (

msg: "My Custom rule: MALWARE-BACKDOOR fearl.5/aciddropl.0 runtime detection - initial
connection";

flow:to client,established;
flowbits:isset,Fearl5 conn.2;
content:"Drive",nocase;
metadata:copied from talos sid 7710;
classtype:trojan-activity;
gid:1;
s1d:1000001;
rev:1l;

)

alert tcp $EXTERNAL7NET $FILE7DATA7PORTS -> $HOME7NET any (
msg: "My Custom Rule: INDICATOR-COMPROMISE download of a Office document with embedded
PowerShell";
flow:to client,established;
flowbits:isset, file.doc;
file data;
content:"powershell.exe", fast pattern,nocase;
metadata:copied from talos sid 37244;
classtype:trojan-activity;
gid:1;
sid:1000002;
rev:1;

FIE

RTwF1 [RY— (Policies) ] >[RA (Intrusion) ] ZEIR L £,
27y T2 KU v—oFgET 2 (@) 227997 LET,
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B =228 -7y Tn—F

ATvT3

ATvT4

ATy TH

WD ORAIAIRY o —TIERL AL MEARY =12, HAX LV—VEBINT 5 Z
LEBEIDLET,

WONTNEFITLET,
c SN—F DY A RD LIS [H > [HRELIL—ILOFyFO—K]| 22U v 7 LET,

«NERRBE LD H AR W— L T N—T ) — )V 5 T v T — R T 5L, B AKX AL—)L
TN—THFIRL T, IN—TDONV—NT—TNDLIZHD [T 27 a (Action) ] K
0y FE YA NORRIZH D [V—VT 7 A)DT v 7 r— K (Upload Rule File) ]% 7
Vw7 LET,

[Zf (Browse) 127 U w7 LCHARZ LNAN—LVT 7 A NVEEBIRT DD, 77 ANVE [T 74
NDOT w7 a—TR (UploadFile) | ¥ A 70l Ry 7 ARy T T Ry 7 LET,
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