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FONT Yy NI FAZEIY 7 BN L TA—F— 2=y MIEEENET, MmO 7 r—
WO =y MIEE LTEHEIE, toa=y MU XA L7 FEhET,

oI T—42 J0—
WORFNE, Fr LW OS2 LET,

After step 4, all
remaining packets
are forwarded
directly to the owner.
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w

N

wn

=)

B |

-]

Client

1.8YN—
SYN/AG

Inside Outside

2 SYNMACK

2480

Cluster

SYN /N7y W37 Z A4 7 > %5 S 4, Firepower Threat Defense device ® 1> (12— K /N
TV T HIEICESL) CREESNET, IANA—F—L RV ES, A—F—lFTre—%
fERR L. A—F —1f#%a = 23— K LT SYN Cookie 4 L, /37 v b &P — \ZHak L &
j—o

SYN-ACK 737 R 23— 35585 S 41, Bl Firepower Threat Defense device (72— K /37
VU HRICESL) ICREENET, I D Firepower Threat Defense device (37 + 7V — 4% T
bﬂ‘D

T T =T O E TR L TUIW WO T, A —F—1F# %A SYNCookie 57 21— K L,
F—F =Dk 7 m—ZER L, SYN-ACK % A4 —F—(Tizik L £ 7,

F—F—lIT 4 VI FITRRET v T — FEEE L, SYN-ACKZ 7 747 > MIizik LET,
TAVIHTRET v I T — M e A —F = bXEL, A—F—~DT7m—%E L, A—
F— EARRIZ TCP AT — MEREZTFKLET, T4 L7 XIE, OOy I T v F—
F—¢ LB ERLET,

PR, 7 U —ZICEUE &Ny METRT, AT ISR EI N E T,

Ny MINFEOMO =y MIEE EINTHEIR. £02=y MIT 4 L7 ZIZWEDHET
F—F—ZHEL., 7u—%ML L ET,

T —OWRENBL LTS AIE, RET v 7T — "B —F—nbT 4 L7 ZITHEEENE
T,
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Firepower Threat Defense DHEREE YV S XA 1 25

Firepower Threat Defense (21X, 7 T A X U L 7 TIEHAR— F SNRVKEESC, T4~ 2=
K2 CTHR— b SNDWEENE TN E T, ZOMOBREIC DWW CIEE Y 2 B3 2 550
BOLGENDHY T,

PSRRI T THR— b ShEOHEE
INODOHRRIL, 7 7 RAZ Y U RANRE ZITRRETET, avr NIESSNET,
* %A hIE VPN
*DHCP 7 74 7> b, = BILOTBF, DHCP U L —IHHR— bR T,
* A
HMEN—T 4 T BIOTY T

DIRE) T DR REPRIEEE

WOEXEMREIL, 794~V 2=y F FFETTYR—FENET, 7T RAXZDOEE A=Y 7
INEFA,

A

GE) OB RIBRED N T 7 4 v 71, T AXFIEY R TA U R— 2=y BT T A
< 2=y MIEEINET,
OB AT 2850, TREPREED N 7 ¢ v 7 DN AIBERE L L T &
NWDHNZEDZEPMTHONT, YAX—PAD2=y MIEEEINDIZERHV FT, Z05E
X, "I T7 4 v I MTIA4~Y) 2=y MIEVIRINET,
R P ARREE IZ DWW T, 7T A~ ) 2=y P CREENRET DL LT XRTCOERN e v
TENDIDT, HILWT I A4~ 2=y b L TR HEEYTOILENRDHY 9,

CROT TV r—vary A VAT g
> DCERPC
> NetBIOS
o RSH
> SUNRPC
o TFTP
o XDMCP

CHEAF I N—T 4T

CAXT 4T N— KN FE=H YT
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BAFIVIN—TA2TEVSREIYDT

N=T 47Tt RITIA~Y) 2=y b EETFTIETSNET, b —hMNITTA~) 2=y
Mt LTEESN, B FVICERSNES, V=T 7 "7y be b ZVIZEREL
HEEE, T4~ A=y MU XA LT FERET,

R1:5A4FIv9 L—T425
Router A

Only primary unit uses OSPF .;"-" ¥

with neighbaring routers. s ——__ EtherChannel

Secondary units are imisiby——_’ Load Balancing
Y &

Cluster Units

THEY AN T T4 2=y b — FEFE LI2%BIE, 2=y FBMERNICHEREIC
B 2 ¥ 24TV E 7,

OSPFLSA 77— 4 RX—R L, 7I7A4~V) 2=y b h XY 2=y MNZEMSnEEAL, 7
TA<Y) 2=y NDAAL v F A —N"—=NRE LA, BEL— 2 PNHESZRE L ET, X
A v FF—N"—TFZBEETIIH Y T A, OSPF7E2EANRNIPT RLAD 1 2% /L—ZIDELT
FRLET, WAHATIEOVEEAN, A2 T 4y 7 V—FIDEFHVYTHZENTEES, 2
NT, MUEA—FID R ZAZRETHEHIND L OIZR0 E£3, BIVIAREZRRT HITIE,
OSPF / VA Ny 7 T4 U—T 4V THEESHR L T EE0,

NATED SRBY VT

NAT (%, 7 7 AZDERNRAN=T"» MNIZBEZGEZ DRV ET, ANV FBID
T RN RONAT N7y M3, 77 AZNOZINZ IO Firepower Threat Defense device (2
EEINDIZERHVET, =K RXZ 7 TAIY XNTIPT LR ER— MIUKFEL
TWETH NATHAERESNL L EE, AN T U RETT MR RET, N7y hDOIPT R
VAR — MBI 5006 T, BEiD A —7F — Tl Firepower Threat Defense device (Z 2|7
L7y M, 727 AZHIY 7 %20 LTA—F—IliBEINLDOT, KEONT T 4 v 7
WY TAZEIY 7 ETERALET,

FNTHI TAZY VI TNAT 2EAT 25613, ROTA RTA40E2BELTLEIN,
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XA FIVvIPATHNAT — /L T RLABDE : 754~ 2=y M. TRV RET7F X
BRI LE T, BmaZE LA R—=IZT7 LA 1 Db > TR
B DA R —ITIIFEATEER T FLARNEE STV, HmilFey 7a8nE4,
HIETH, 79 RAFAD=y FERIEONAT 7 RLAREGENTNWAZ L 2R L TL
FEW, K=y FPHEFEIZ 1 DDOT RLAZZITRD L 92T 57-HTT,
* S RrELR L PAT P —LDOT 7y Rab i, Z7I3AZ Y 7T R—FEhE
T A,
CTIA7) 2=y MIEoTEBEINDGF AT I v 7 NATxlate : 774~V = kR
xlate 7 =7 VEMFI L, B F Y 2=y MIERBLES, ¥4Iy 7 NAT 248 L
D) a2y MRZELZEXIT, FOxlate BT —T ARNIZ2WEGEAIE, &
B FVETTA<) 2=y b xlate ZERLET, B XY 2= BB EZTA
LET,
DA VANRT g HADAET 7 PATIZH Y FH A,

o FTP

o RSH

o SQLNET

o TFTP

o XDMCP

> SIP

SIPA ARG 3V EGSREYVY
HEI 7 20—, EEO2=y FTERTEETN (=R RXFU 20 T7DED) | FOFT—X
Zu—lIF L=y MIFETILERH Y F9,

syslog LV S XA YT

C I TAFDEKE =y MIEBFE D syslog A vE—VEERLET, 2= hD syslog X v
=T ANy =T 4=V RTHEHINDT A XD Z[E—I2T 50, BT 202 %5%ET
XFET, HERE FAMM IV T4 X2 b—2a i3I FAXRNOTRTO=y MNIHE
I THEINET, FRAMNMETASAAAID ELTHEHATLIEICaX 72RE LR
GElx, Fox=y N TERINTZsyslog A vE—TH 1 D02=y FHDLIITRAE
T, VTAF T—=hA N TS a7 4 Falb—aryTEDY T NZe—hL 2=y
"NaaTNAAIDE L THERTLE2ICaXr VE3%E LIy EIE, syslog A v E—U13%
nENBOL=y kMO X IR ZIET,
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SNMP &9 S RAY VY
SNMP ——< = > M&, fiEl % @ Firepower Threat Defense device %, £ DZWiA > ¥ —7 = A AD
O—H/VIPT RLAIZKSTR=V T LET, FTAXDRET X EeR—V 2735 LT
TEEHA,
SNMP R—U o ZNZid, AA Y 7T RAZIPT RLATIERL, Wlcue—AL 7 RLRAZMHL
TLEEVW, SNMPE=—Y 2 bR AAL U VT AXIPT RLAER—U 7358550, HiLn
TIAIINREBESINTZEXIT, HILWTTIA~) 2=y bOR—=V U TZTRBMLET,

FIPEOSRBYDY

*FIPDF ¥ /& ay ha— L F ¥ D70 —nRNENENHNDT T AE AL NR—Tk->T
A SN TWBEHEIE, DF ¥ RO A—F—ZEMNCT A RV EAL LTI N T v 7T —
fear ba—L FXxRxVOF—F—IZEEL, T4 RV EALLTY MEEEFH L ET,

7=77L, aryie— ) r7e—0F—F—nN)e—RINT, arbe—/IL 7a—2nHKA
T AT EINTEAIE, BT e —BRITHER SRRV EST, LEN-T, a3 br—
N T7a—=DT A RV EA LT T MNIFEFINETEA,

Cisco TrustSec &V S RA2 )5

TIA~) 2=y NEFREXF2 VT 4 S—T X7 (SGT) FRE2FEH LET, 7794~V
2=y "B IZDOSGTNE DI AV IZESNDEDOT, ¥V id, ¥F=2 VT4 R o—icdk
ST SGT D—FDRIEZEITH Z N TEET,

VPN £ S RB YT

YA MR VPN I, PREFRBEE T, 94~ 2=y FDOHMN VPN #fic2 R — kL%
—g—O

VPN EEEZFHTEHDIET 74~ 2=y NETFTHY, JITRZDONA TXATEY T ¢
BAOEHESNETA, 774~V 2=y M CEENREAE LS AE. T XTOREFO VPN #
kb, VPN 22— o TUI—ERZADHHT L 2D 9, LTI/~ D& ES N
5. VPN it & BT D LN H 0 £,

VPN h o XV ZH AR RA B =T =2 ZADT RLURICHERT D L, BEEAEBIRIC T4~
=y MIEREINET,
VPN BE# O % — LEEREL, T Tox=y MER I E T,

D3R5 VT DREREN

S —LREON—KRIITEVT MO TDER
I ITAINDTRTOV X —¥
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B /525y 7@FsH1 514>

* Firepower 4100 > J — X : T _XTOT ¥ — VBRI LET NV THDILE N H Y £3°, Firepower
9300 : TRTCOEX 2T 4 EVa—/MIRILZA T THLLERHY £3, ZOA1 Y |
BED, Vr—HICHLHTRTDOEY 2—/UE 7 FAZIZB L TWAHRLENRH D £33,
FEVr—VICEBIN TS EXF 2 )T 4 FEV 2 LOBITSEIETThENERTA,

CAA=V T T — RRZERE, WML FXOS Y7 MUy =T 2 FTTHHERHY 7,

*FUEHA v H—T A A, EtherChannel, 777 4 7 A vV Z—T =24 A, HE, T2 v
JRIRE, VITARCEIV Y TEHA L A —T 2 A ZATOVWTHFEI LA U H—T = A ADRE
EEDDOLVENHYET, LA H—T oA AIDOFEN—FL, RLASUR
EtherChannel {21 > % —7 = A AZIEFIZ/N RLTENT, Uy — VI8 DXy hU—
I a—NEATEHATEET, V=B I TRX ) T OTRTCOT—F A H—
7 = A A7 EtherChannel TH 5 Z IZIERE L TLEEW,

*[A UNTP Y —"ZfEHT 20 &Y £, E72, Firepower Threat Defense D54, Firepower
Management Center |%[f] U NTP $— &3 5 L8R H Y £9, K2 FETRE LR
TSN,

Se— VY SREY VT DRA v FORREHS

* Firepower4100/9300 chassis T2 7 AKX U U V&R ET DRI, T AA v FOREEET L,
¥ — B DT RTO EtherChannel & A A v FICIEF 2B L T 72 &0,

CHR—=FENTNDEAL v TFDU A MIOWTIE,  [Cisco FXOS Compatibility] 22 1L T
<&,

DISRBYTICETEHAETM4 Y

ETFIL

* Firepower 9300 @ Firepower Threat Defense : ¥ — v NEB LW vy — 7 F A2 U v 7T
A=,

* Firepower 4100 series ® Firepower Threat Defense : > ¥ —[i]7 7 A% U 7 CTHAR— |k,

* Radware DefensePro : Firepower Threat Defense |2 L5 ¥ — N7 7 A% Y 7 THAR— |,

=LY SRRVVTDRLYTF

* ASR 9006 TT 7 4 /L NS D MTU R ET HHLEIE. 7 TAX TAAL AOMTU LV & 14
NA FREWASRA U F—T7 =2 AMTU ZF&ELET, £9 LRV E, mtu-ignore 47
Ta VR LZRWERY . OSPF BHEBRE T U o 7 OFATH RIS D v RetER H 0 £,
I T AL TINA ADMTU & ASR IPvd MTU % —EHEE M ENHDH Z LIZHER L TLES
U,
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U TGRAFIY v A B —T 2 A ADAA v FTIX, FTAX =y MIERENLD A
A v F R— MK LTANRR= Y —PortFast ¥ A F— 7N THZ L TEET, 2D
INCTDHE, Fla=y b7 2 E2mE#b & £,

* A4 v F LD A, K EtherChannel D32 KU ZRBWE &1L, AL v FOEBA 2 —
T A AZXHLUTLACP Bl L — b2 A X—T NIZTEET,

* AA »F TiX, EtherChannel = — R/X7 227 713 Y X A source-dest-ip & 7213
source-dest-ip-port (Cisco Nexus OS 35 & U Cisco I0S @ port-channel load-balance =~ > K%
ZH) 2T L aBEIOLET, VTAZNDTNA ZA~D T T 4 v 7 BEEITS
SN R LRDHDD, n—FRFZ v 77N ALATE, vlan¥F—V— %
EHLRNTLZSN, 7 FAZ TFNRLADR—=RRFG Uy 7 TAITYZNE, 77+
VR BER LN TSIZEN,

A A »F D EtherChannel @2 — RARXT o7 Td) ALEEFETLHE, AL vFD
EtherChannel f > Z—7 = A AF—FFIC N T 7 4 v 7 DEEEEEIE L, A= 7Y ) —
Ja halPFEBLET, NI 740 v 2 AFONRAAHTETIZ, D L2200 97,

75 ARG 7 NADAAL v FTIE, L4 F = v 7 LAERFELRWE 51T 55BN
HVET, FIAXEY) I RBETI XA LY FENTZ T T 4w 7ZiE, ELWVWLA
F v I P EANREREINTVETAL, 4T =y 7V LEBRIET DAL v FIZEY, FFT7 4>
IW Ry FPENDLAREENRH Y 7,

K= FF ¥ RN N BVDET o ZA L, RESNTWDX =TT I 7 A Z =)L
FEBATIERY EHA,
SupervisorZT EtherChannel TlX, 7 7 4 /L h Oy 2Bl 703U X AES% T, VSS

AT COIEMH N T T 4 v 7 ZRET DR, 7T AL T, AR SN TODER— FF v
Z\/V“COD/\/ a2 TNTY RLEEEICERELET,

router(config)# port-channel idhash-distributionfixed

TN X% T a—rSUIER LARNWTL &0, VSSET U 27kt LTI 7 v
FY ALz TEET,

S — MY 5 A% 1) 24 @ EtherChannel

* 2A v F G HIZ, EtherChannel E— K& 7 77 4 JIZRELET, 77 AXHHY 7T
&> TH, Firepower 4100/9300 chassis TILA > E— NIV R — h S EH A,

* FXOS EtherChannel (2137 7 4 /L kT [#E£# (normal) ] IZEXE STV 5 LACP L— 3D
DET, ZOBRETITR—F Fr 3 A "D RUZ30 L ENTBE LS ;E&E’C%
FIN, ZHICEV I TAF 2=y b VT AEZDNVAF =y IVNRBL, 2=y "N
FAZINOHIBREND Z LN HY £, FXOSCLI TLACP L— % [@ll (fast) 1IZAEE
LT EHEMRELES, WIZ, [T 740 D) LACP RY v —2EHT 561547 LET,

firepower# scope org

firepower /org # scope lacppolicy default
firepower /org/lacppolicy# set lacp-rate fast
firepower /org* # commit-buffer
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B /5x2u 5@ 2H1 K50

*15.1(1)S2 & Y Hii® Catalyst 3750-X CiscoI0S V' 7 b7 =7 N—T 3 VT, F T7AKX 2=
MIAA v F A% > 7| EtherChannel Z45ft 9 5 Z L ¥ R—F L TWEHATL, 7
T ANV RDAAL v FRIETIZ, 77 AF 2= | EtherChannel 7327 1 A A X v 7 [THifi S
NTNWDEE, ~AX— AL v T OERENA 725 L, Y DAL v FICERINTWD
EtherChannel (38N L E¥ A, A% E O 5729, stack-mac persistent timer =1~ > N % 5%
ELT, +072) n— N ZBERTEHRE2ME, 72L& 2184, 0 (EHIFR) 72 & &%
ELET, £0E, 151272, KOVZELIEAAL v TF VY7 R U7 N—=V a7 v
TITL—RTEET,

* 2,3 R EtherChannel & 7 /34 A 17— ) EtherChannel D 21> 7 4 ¥ L —3 3 1 ARV
K EtherChannel & 7 /XA A & — 7)1 EtherChannel |Z%} L CAA v F ZMUNIERE L 7,

° 2% K EtherChannel : 7 7 A% = k A, K EtherChannel (7 7 A% D3 XTD

AUNZIRN D) OFAIE, HEOA V=T 2 A ARFEEENTAAS v F LOE—D
EtherChannel & 720 £, KA v F—T = A ANAA v F ORI CF ¥ RN 7 —TH
WD MR LT3N,

Switch

RIGHT = WRONG

Spanned Data lfc FP1 A Spanned Data Ife FR
port-ch1 = ;

Eth1/11

M ..

V

° 5 )3A A 11—} /L EtherChannel : 7 7 A% = k 7,31 A 1 — 7 EtherChannel (7
FAAGNEY > 7 FIZERE &7z EtherChannel & ZUIZE £ ET) 1%, T Ehhsr
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L 72 EtherChannel & L CAA v F L TREL TLKEIW, AL vF LTEBDO I T A X
.= b EtherChannel Z & LT 1 2® EtherChannel & L7V TL 72 X0y,

Switch Switch

RIGHT

‘I.I’LAN 11| | Cluster Control Link

WRONG

Cluster Contral Link

port-chi || port-ch4s FP1 port-chd8 Fi
P /\ Ethi/1 /N Ethin

{ ] | ] Ethi2 B

L =

port-che || port-ch4B

/\ Ethii

{ ] | ] Ethi2
LW L

/N Eth1/1

| | Eth12 |

port-cha || Port-ch48
)
by

port-chas

/ Ethin

7 Ethif
[ ] [ ] Ethi2 =
NS %

FOMOHA FSA4 >
CEBRK6DODDI XY —IHNDIT TAZIZRERE6 ODDES a— Lo EHEI N TEET,

*a=y NEBRFEOZ TAZITEMLIEE &R, 2=y &2 Yr— RLE &%, —Fmlic,
RERIR /3y MBEGE Koy 7R AELEd, ZHIRE SR O#EifETY, ﬁA ZkoT
I, Fe vy 7 &N 7y SBRRERTERN AN 7 TH5Z N £9, 728 21E, FTP #
%D FINACK /N7 hidRua v FEnb e, FTP 7 74T IR 7 LET, ZO5A
1%, FTP $%f5i & HRENL T D VBN H D £,

AR R A B —T = A AZHEGE X7z Windows 2003 — &2 H L TV 5454, syslog
PN AKR—=bBE T L, =P ICMP =7 — A vbE—U%HIR LRV E, KED ICMP
Ave—VNI TAZTEESNET, ZOXIRAvE—VIZED, 7F7RAFO—HD=
=» FTCPUMHENEL R, N7 4 —~v U ATHETHARERH Y £9, ICMP =
T—Ayb—UEMETLI AR LET,

s EMEAE-® 57O, VSS F7-1% vPC |T EtherChannel 2854 % = & ZH#ESE L F 7,
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B Firepower 4100/9300 Chassis D% SR % 1) T DT T+ )L b BE

"L X —UNTH, AXY RT RV E— RTY TALETERNEF 2 U F 4 Y a1,
FATCEAROEFR2 YT A EVa—ARBY ET, ZOAR Y NEED, 7T AZNCTA
TOEF2 VT4 EVa—AEaDLBEND Y ET,

Firepower 4100/9300 Chassis DY S X2 1) T DT 7+ )L FE&RE

C U TGRAEDNIVA F oy JHEREIX, T4 N TET, (REERIZIR T, S F2—
T2 A A~NNAET=RZY U TF FTIHINVRT, TR_RTOA 2 —T A A LTHITT,

KM LTer ALY 7 Dy T AL HEESIIBKREIL. 5 4R CERIRICITS D
EOITRESNET,

CRILTeT =8 A =T =4 AD Y T AL HEBESMERIT, 5 9% L. 2ITREShTT
HINFERR CEEFC3 EE TSN E T,

*HTTP h7 7 ¢ v 7 TlE, 5 R OERERLBIEN T 7 4L N CTHIZ /> TWET,

Firepower 4100/9300 Chassis TD Y S R4 1) VT %E

2 5 A %1%, Firepower 4100/9300 chassis A —/</5A 2 S HICER TX 23, T COYIMR
ENS 2=y NHICEEAEKR S NE T, £DO% T, == b % Management Center (ZiIBIL, 7 7
ABN T N—TeTEET,

FX0S % — R—/IN\INA QDY 5 X432 DER
2 5 A %1%, Firepower 4100/9300 chassis A —/ 51 Fn S HHLICE CX £, T CTOWMIR
ENE =y NHICHBVAERESNE T, v —VMI7 722V 7T, &3 v — T & hllx T
ELET, BEZASICT D7D, 1ODY Yy =Vl TAZZRAL, £20%, BYIOT ¥ —
UMHBIRDY XY —VICT— ATy T ar7 4 X alb—varkab—TEET,
[ C&HBAEIIC
CEVa— LR A AR L ERTWRNEA T, Firepower 9300 ¥ — 2 3 DF T D
EVa— A0y N TITALY v I EENCT DUENH D EF, 35T~ TOE 2—
NERELTWRWE 7T A2 ITHEL EH A,
‘(A H—T7 AR (Interfaces) | ¥ 7T, "= K F ¥ RXNVI8 T TAZ XA T DA L H—T
A RE, AN AUHE =T oA AVREENTWRWIEGEL, [EIEREE (Operation State) ] %

[LRL (failed) | &EFRLET, V¥ —v NI T AX Y T DA, Z O EtherChannel IX A
NAVE =T oA ABLEL LN, ZOHEREBIZES L THEVWEEA,

ATV T1 75322 RRETARNC. 1 U LEOF—% 24 TFDA 2 —7 A A% 7% EtherChannel (R— FF ¥
K EBIETIND) ZBMLET,
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ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 71

ATvT8

ATvT9

ATy 710

ATy TN
ATvT12

oS o v —3 Z—nA o504 52420EE I}

Flo, T4 A8 —T A RIV FRAZZREALIEZ TS, 207 T AZITEMTEET,

VXY=V TALZY U TTIR, BT A A H =T 2 A AL IO EDA N A H—T = f A Ff
> EtherChannel TH A MENH Y F9°, % v —IZ[A U EtherChannel % B8/ L F 9,

BEY A T DA H—T = A AF 721 EtherChannel B L 3,
VXY=V TAZ) T ORE FY Y — VIR LERA =T oA A%BMLET,

VXV TAZY TR K= R FrRNVABIC AN A =T = A%, 7 T Rl
Vo7 L THEALET,

AUVNA VB =T oA A G\ e BT A A& &R L7- & 12, Firepower Chassis Manager T =

DY FTABNY v — NI T AL LRI L, [ —VID (ChassisID) |7 4 —/V FRRRINER A,

B X —VICFACA AN A I =T oA 2 BIMLET,

({L&) Firepower-eventing 1 > ¥ —7 = A AZBIMLET,
ZDA B —7 A AL, Firepower Threat Defense 7 /XA ADE N X VEHRA L H—T =24 ATT, Z
DA B —T7 = A A&AFEHT HITIE, Firepower Threat Defense CLI TIP 7 KL R72 ED/RT A — X & TE
THLERDY ET, Iz, 41X b (WebA XU FpE) MWOEE NI 7 4 v 7 B TEET,
Firepower Threat Defense =2~ > K U 77 7 L' > A ® configure network =~ > RA S L T 72X,

VXY=V TAZY) T DGEE, FYX— VIR LA R T 4 T A =T 2 A BN LET,

BT /31 A (Logical Devices) | Z&I L T, [F@ELT /N1 A (Logical Dev1ces) 1 _X=YEREET,
[T /N1 A (Logical Devices) | X—UIZ, V¥ —VICHRESNN TV DT NA AD Y A MPRFR S
WET, BT A ANHE ST RWIEEIL, ZHE@aT 5 A /‘)Z UMbV IR TR ENET,

[T /3 ZDiBM (Add Device) 1% 27 VU > 27 L, [T/3 ADiBM (Add Device) | ¥ AT/ HRy 7 A%
FRLET,

BEfF OFREET A ARGFET DAL, ZOT A ZA&EHIBRL, HLWY ZAZEZBINT5 L 2I12KRD 5
NET, TOT A XA EOTRXTORENH LVHFRICEES ]I 5N ET,

[7 734 24 (DeviceName) JIZiw#ET A ZAD4RT# AT LET, ZOARIL, Firepower4100/9300 chassis
A=A YFRY FZALZ) T EITEBOREETOTA L E—T oA AEE DB THEDIHEH L E

T, AT, BREET AL ARETHEHINDG Y TAXLTIEH Y /A,

[7> 7L — b (Template) ]IZ1%. [Cisco Firepower /@2 %13 5Bl (Cisco Firepower Threat Defense) ]
Vit N D= S I

[ A—Y /"— 3 (Image Version) | Ci&, Firepower Threat Defense ¥ 7 b7 =7 /N—3 3 VAR L
T, ZON—=Ta R, fEHL TS FXOS O/3— 5 8 X O Firepower Management Center (D 73—
VartHWMENRH D L EMRLET,

[T /3 A E— R (Device Mode) ] Ti, [ 7 A% (Cluster) | A7 v arv RhErur)v7 LET,
[FrL\W7 T A X DIER (Createanewcluster) | A7 ar ®¥ %270 v 7 LET,

[OK] %7 Vw27 LET,
AR RTRY TNAARAEFELTOWDLEAIL, FTILWI FAZICESHRZ DI HITRDoNET, [
nEYa =7 -7 /3( A4 (Provisioning - device name) 17 4 ' F '775@%3‘6?2@&‘?‘

TI7HNENTIE, TRTDOAL U HF—T A AN T AXZEY Y THET, Hardware Bypass Xt/& D —
MIRDOT A 2 TRRIIET © @, Hardware Bypass X7 Dl DA 2 —T = A AL HEVHTH
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B s v—2 22— I ¥ nsSREDER

ATV 713

ATy 714

ATy T15

NTWRWGE, BV Y THREMBTH D Z L2l 285 A v —UNERSILE T, Hardware Bypass
MERE AT 2 MBI WD, H—DA v A —T =2 A RAZE VB THZENTEET, "—FRu=7T
INA XA AR— KX, EtherChannel D A 3L L THR— FENZ2Wnizd, Uy —TW7 FAZY 7Tl
PAR—hSNEFA,

BETROTNAAZ T A2z ) v 7 LET,
[Cisco Firepower Threat Defense D% & (Cisco Firepower Threat Defense Configuration) | %A 7 12 7 7R v 7 A
MEREINET,

[7 7 A2 {&H (Cluster Information) ] % 7 C, IROHEHAZATILET,

a) [¥—3ID (ChassisID) 1 7 4 —/V RIZ, ¥ —YIDEANLET, 7 T7AZOE Y ¥ —VIZEHA
DO ID ZHEHAT HHLERNH Y 7,

b) [/ T 2% F— (ClusterKey) | 7 4 —/L T, Z I ZAZHIEY > 7 OHIEN b T 7 4 v 7 JHORIEF—
ERELET,
HMEIT, 1~ 63 LFD ASCII LFHTT, LAMEIL, F—2EN T2l hET., =
DFAT g Nd, T—HNRA NT T4y 7 EERIRET v 77— MREESND ATy M E) 12X
WELEEAL, T—F A NI 7409 71%, WIZZVT7 TFAMELTEREINET,

¢) [/ T AKX J)V—"T74% (Cluster GroupName) | ZiXE LET, Ziud, T A AREDY T AKX T
N—T4TT,
ZHINE 1 ~ 38 L5 ASCIL UFHITH H Z & NUETT,

d) [F#A ¥ —7 = A A (Management Interface) | K2 v 7 X7 U A RnD, T /S A CEHT
DEHA LB —T A REBIRLET,
Hardware Bypass X DA VX —T 24 A< XAV MA U E—T oA AL LTEIDYTHE, EY
BTHRERNTHD Z L2l T 2EEA vy E—URERINET,

[BXE (Settings) ] # 7 C, WOHEHAZASILET,

a) [B#k¥— (Registration Key) ] 7 4 —/V RIZ, H§kIFIZ Firepower Management Center & 27 7 A% A 2/
N—HTHEETLIF—2 AT LET,

b) [)R2AT— K (Password) ] 7 4 —/V RIZ, 7 T AXDEHEZEL—FDONRAT— 2 AN LET,

¢) [Firepower Management Center ™ IP (Firepower Management Center IP) |~ ¢ —/L RiZ, & EHID Firepower
Management Center O I[P 7 KL 2 &2 AS) LET,

d) [FAA D% (Search Domains) |7 4 —/L FIZ, HH R Y N =T DB RAAL L DH o~ XY
DUAREANTTLET,

e) [77 AT U4—/LE—FK (FirewallMode) | Ke v 77X URA NS, [FTF VAT L b

(Transparent) | £721X /L'—7 > K (Routed) ] ZRINL F7,

f) [DNS #—,% (DNS Servers) ] 7 «# —/V RIZ., Firepower Threat Defense 7 /31 ANZ DEFH A v h U —
7 LT H0ERSH L DNS =D o~ KW DY A M2 AT LET,

g) [sEafEffiAR A N4 (Fully Qualified Hosthame) ] 7 4 —/L R{Z. Firepower Threat Defense 7 /34 A D5E
BEMiHEANTILET,

h) (f_vF 47 4% —T A A (Eventing Interface) ] K12 v 7% 7 U A )26, Firepower A <X
YRERET LA =T A AEBRLET, FRELRWEAIE, EF8A X —T = AR S
ET,
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ATv 716

ATy T11
ATy 718

ATv 719

ATy T2

oS o v —3 Z—nA o504 52420EE I}

Firepower A X2 MIfEHTLHIDA ¥ —7 = A A%FRET DL, firepower-eventing 4 v # —7 =
ARELLTA UV E =T oA RERET HMEDNH Y £7, Hardware Bypass XHiLDA » F—7 = A A%
Eventingf v % —7 = A AL LTHIDYTHE, FIVYTHEKNTHDL Z & 2R T28EA v E—
URERRINET,

[f > % —7 =A AEH (Interface Information) | ¥ 7 T, 7 TAXHNOZEEX =2V T 4 TV 2—/LOEH

IP7 RLAZRELET, [T KLA XA (AddressType) | e v 7 X7 URARNNLT RLADZ A

TERRL, EX2VF 4 EVa— LT LICROFIESETLET,

GE) EVa—NANA VAR ALEINTWVRNGAETH, Y —YD3 DT RTOEY2—/L Ay
FCIPT7 RLAZRETDHMENHY £, 32T RTCOEY2—LERELTWRNE, 7
T AL IHEEE L £ A,

a) [#LIP (ManagementIP) | 7 4 —/L R, IP7 RLAZRELET,

TV LI EICRELFRY hU—ZDIPT RLAZRELET,

b) [*v hT—2 w27 (Network Mask) ] £721E[FL 7 4 v 7 A K (Prefix Length) ]I A LET,
) Xy NU—2 F—h U= T RLRAZANLET,

[FIFHEA (Agreement) | ¥ 7T, = K 2—H J 4 & (EULA) %ZitA T, FELET,

[OK] %27 U > 2 LT, [CiscoFirepower Threat Defense D&% E (Cisco Firepower Threat Defense Configuration) |
AT TRy 7 A% ET,

[fR7F (Save) |27 U w7 LET,

Firepower 4100/9300 chassis A — XA YL, HEELY 7 by =7 R—=Varvaz¥yru— KL, £tk
¥Fa2lT4 EVa—NVIITRAZ T— ATy T a7 4 Falb—rvag  EEHRAS V=T x4 AR
Ex Ty adHIlET, 77AFZRALET,

X —UM I FGAL ) LTI, I FAKCKD Y — T EBIMLET,

a) WD v — 3 D Firepower Chassis Manager T, £ LD [7 7 A X 3EMlDFE R (Show Cluster Details) ]
TAarkE7 )y 7 LT, RARENDI TAFREL AL —LET,

b) ¥k ? v — @ Firepower Chassis Manager |28t L, Z O FNEIZHE > TRl T /34 A &8 L £,

o) [BEfFD 7 T AX ~DZ/N (Join an Existing Cluster) | Z 3R L £,

d) [config ®=a & — (Copyconfig) | T =v /Ry 7 A% 7 U7 LT, [OK]ZZ U7 LET, 2D
Fxv IRy 7 A A 7T 2581, FETRNOY ¥ — Y OBREIC—ET DL I ICHEEZ AT
LHILENRDHY £,

e) [/ T AXFEAMD 2 ¥ — (Copy Cluster Details) ] 7R v 7 A2, AIDOY ¥ — DY T ALFHEZMD
. 0K %227 U w7 LET,

D) EHTROTNA AT Ak )7 LET, 77 AZERITKETEMCADFEATT R, KO
RETEHETL20EN DY 7,

*[¥*%—3ID (ChassisID) ]: —EDYv—IDEANLET,
‘[ 7 A% F— (ClusterKey) ]: (FAHICATIESHTHRW) HALZF7A2F% F—2 AT LET,

*[FELIP (ManagementIP) |: K€V 2 —/LOFHT FL A%, DT T AHX AL N—LELR Y
P =7 BIAHEST 2 —BOIP T FLRAERD X OICERLET,

[OK1 %27 U v 7 LET,
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g) [f-1F (Save) 1227 Vw7 LET,

ATFvT2 FEIP 7 FLAZMH L TH2= vy F%#5IZ Firepower Management Center |ZiBM L, Zi1 5 % Web A
YA =T 2 A AT FTAZIZT V=T LET,
T R_RCHY 7 AHX = hZ, Firepower Management Center (2B B HiIZ, FXOS TIEHE R0 7 F
AZNICHFEL TV LRLER D £7,

Add a Cluster to the Management Center

Smart License Classic License Supported Devices | Supported Domains | Access

Any N/A Firepower Threat | Any Access Admin
Defense on the Administrator
Firepower 4100 and Network Admin
9300

Add the logical devices to the Management Center, and then group them into a cluster.

[F L& BHIZ
* Refer to the Firepower Chassis Manager Logical Devices screen to see which unit is the primary unit.

* All cluster units must be in a successfully formed cluster on FXOS prior to adding them to the
Management Center.

X w71 Inthe Management Center, choose Devices > Device Management, and choose Add > Add Device to add each unit
as a separate managed device using the management IP addresses you assigned when you deployed the cluster.
GE) If youuse Management Center High Availability, make sure the standby Management Center also successfully
registers each unit before you continue and form the cluster on the active Management Center: Log into the
standby Management Center to check the registration status of each unit.

AXFw J2 Choose Add > Add Cluster to group the units into a cluster.
a) Choose the Primary device from the drop-down list.
All other eligible members are added to the Secondary Devices box.

b) Specify a Name for the cluster.

¢) Click OK.
The cluster object is added to the Devices screen, with the member units underneath. The current primary unit is
indicated by "(primary)" after the unit name.

GI) If you add more units to the cluster later on the FXOS chassis, then you must add each unit to the
Management Center, and then add them as secondary nodes of the cluster as soon as possible.

Firepower Threat Defense TMD Y 5 X 2 D EMH
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ATvT3

RTv74

ATy TH

ATvT6
ATy 17

v5z24 2vn—oeEn I

To configure device-specific settings, click the edit icon (& ) for the cluster; you can only configure the cluster as a
whole, and not member units in the cluster.
On the Devices > Device Management > Cluster tab, you can see General, License, System, and Health settings. This
tab is most useful for setting license entitlements. On the Devices tab, you can change the management IP address for
the primary unit only.

(fE:E) If you want to configure the Diagnostic interface, perform the following steps:
The Diagnostic interface is the only interface that can run in Individual interface mode. You can use this interface for
syslog messages or SNMP, for example.

a) Add an IPv4 and/or IPv6 address pool.

b) Click the Interfaces tab to edit the Diagnostic interface.

¢) On the IPv4 tab, enter the Virtual IP Address and mask. This IP address is a fixed address for the cluster, and always
belongs to the current primary unit.

d) From the IPv4 Address Pool drop-down list, choose the address pool you created.
Include at least as many addresses as there are units in the cluster. The Virtual IP address is not a part of this pool,
but needs to be on the same network. You cannot determine the exact Local address assigned to each unit in advance.

e) For the Mask, enter the subnet mask for the cluster IP pool.
f) On the IPv6 > Basic tab, from the IPv6 Address Pool drop-down list, choose the address pool you created.
g) Configure other interface settings as normal.

Configure other device-level settings as desired.

Click Save, and then Deploy.

HIS R AIN—DEM

AR—bZ4 Y

YiR—bEhdT

YiR—bEShdF

2 HEDSA VR | 184 R AU TR

(ER=% BALP Firepower 4100 3 |{T-& T AEEEE
£ 19300 £ HELXY NU—2
Firepower Threat PR

Defense

Firepower 9300 7 /3 A AITE Y 2 — /L Z BT 25650, vy — 2 BMT 2567 Licid, BEfF
DI TAZIZHLNT TAH A NR—%ZBINTEET,
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B trho5y Avn—nHR

ATy T

ATvT2
ATvT3

ATvT4

[T L& BHIIC

FXOS v ¥ — DV T ARZIZESHlIZa=v h&iBINT 584, Management Center (24 = > h %
BINL, 2OHTIZEFNGEZ I TAXZO® DL ZY) J—RELTEBNTLA2HLERDH Y F9,

Management Center T, [7 /34 A (Devices) ]>[7 731 A& B (Device Management) | DIEIZIEIR L, 1B
M (Add) 1> [7 31 ZAD3EN (Add Device) ] DNAIZIEIR LT, #H LWFREET A 22BN L £7,
BEM (Add) 1>[27 7 AZ DB (Add Cluster) ] DNEICER L £97,

Fay7HT A NNBEAED (774~ (Primary) |7 /3 A& 3IRL E7,

TTILY TARALNAHAET DT TA Y THAA RGBT DL BFD 7 T AX AR ATRRGE S, k5 &
RAOATRTCOED LAY THRARAN A HY T34 X (Secondary Devices) | A > 7 ATIBMI L E
9, ZAUZIE, Management Center (ZIEAN L7 X0 O L=y b EENET,

[FEMN (Add) 1. [EBH (Deploy) JDIEIZZ YV v 7 LET,
T ITAEPERHEI, FT LA =B ESnE T,

THhUE) A N—DHIE

ATvT1

ATy T2

AYX—hrS14 Y YR—bENET | HR—FrZhDF

3 REDSAEZVR | INLR AU TR

& ML Firepower 4100 3 |{T-& Tk AR
F 19300 Lo HERy NU—7
Firepower Threat =P
Defense

Firepower 9300 FDE Y 2 — L ZHIBRT 2560, VY — Y ZHIBRT D560 E. 2T AFZ A
N—%HIFRT D2 HE DR H D55 121%. Management Center 2> 5 D A L/ N\—%HIBRT 2 LE R H D
%7, Firepower Chassis Manager T, {KKk& LT 7 AX ORI —HE L THRRIND A 3 —
IZHIER L2 T < 72 &V, Management Center 2 HHIFR L TH, £ DA L N—(X 7 T A X OEESR
DERBRLTNDTED, TDOAN=RNTT A< 2=y MI7Y Management Center T& LT
XL 72D LRHEDBE LD AREMEDRH D £,

Management Center C, [7 /34 A (Devices) ]>[7 /31 A& (Device Management) ] DJIEIZZEINL, &
NHY 2=y NORRIZHDL ZHMET ) v 7 LET,

2=y FEHIRLED ELTWVBZ 2R LET,

2= S, 7 T AKX E IO Management Center D7 /NA A U A M BHEIBRSINE T,
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DS RI~DBESN

v3298~083m W
AR—bS14tY YR—bENET YR—FrEhdF
R WEDZA VR | INA R A K TOER
& UL Firepower 4100 35 | (L& T A
£ 09300 Lo HELRY NT—7
Firepower Threat B
Defense
FEENFEAE LA v H =T oA A E | 2=y FR3T T RAZMBHIBRESNIZSE, == |k CLI

T 7 EBALT, ZI7AXIIFEHTHSMIEDLLERHY 3, 7 TAX~ODESZMEITE D

LT BHEN,
DFEAMZHONTIE, 7 T AZ~DEFB,

&

i

ERRRENTNDZ L EHERLET, 2=y bR T REZNLHIRES NS EH
(8 —) BT EEW,

a =) R— b, BEA L HE—T 2 A A~DSSHZFH LT, 7 7 AXICHSMTHLEOHH

=y FOCLIIZT Z7EBALET, =—F 4 admin, BLOHHIE Y 87 v 7HACERE L7282 T — R&{f

ALz A4 LET,
AR T BRI LET,

ATvT2
cluster enable

DIAREZY) T DERE

HREH

TS5y bk
TA—L
))y—2x

HEETR R

CiscoASA D> ¥ —N
JIREY T

1.1.1

Firepower 9300 & ¥ — Y INDT X TDASAEFX 2 VT 4 TV a2a— V%7 T AH{L
TELHE2ICRRVEL,

[FmBET /N1 A (Logical Devices) |> [a%i (Configuration) | HEZE AL E L7

6 2D ASA Y =2 —/)b
DYx—VTTAE
VU

1.1.3

ASADY ¥ —UI7 FAZ Y TN EBREINE LT, K6ODV ¥ — KK
6 DDEY 2a—NVEEZDDEENTEET,

WOREENER INE LT, [T /N1 A (Logical Devices) > [XiE
(Configuration) ]
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B /5xsvrr50BE
HHER T3y b | #EEER
T4 —L
)1y—=
Firepower 9300 1.1.4 Firepower 9300 7% Firepower Threat Defense 7 7" U 77— 2 > TV v —NZ T A
Firepower Threat Defense BV TEYR—=IT DRV E L,
AR WOWEASET SHE L, [#H7 /A 2 (Logical Devices) ]> [
&Y 7 A= | .
(Configuration) ]
Firepower 4100/9300 2.1.1 ASA 7 T AX HRT 5 L. FHZE IO Firepower 4100/9300 chassis® %A ID
chassis 0> ASA DA ERETEET, ANIASAT 7V 7r—va VINTHA b ID Z%ET 5 HEH
N7 ZAZY 7D HYELIZ, ZOFHLOKRIT, HEAZMEICLE T, ASARRNTY A b
e IDEHRECTEXRL RO EITERLTLEZN, £z, A MHZ F7 2 XY
7 EORMMEEED DD, BREMEE NRT +—~ U ACET HEEOSENE
END ASA9T() BLIUFEXOS2.1.1 127 v 7/ L— 452 L 2HRL £,
WOBENER SAVE LTz, [T /31 A (Logical Devices) ]> [FR7E
(Configuration) ]
2.1.1 Firepower Threat Defense D> ¥ — ] 7 T A% U o FREHINE LTz, K6

6 D@ Firepower Threat
Defense € = — /LD
Yy —VHI T ALY
4

DD X —UIIRERO6DDEY 2 — LEEDAILNTEXET,

WOBENEEINE Lz, [T /31 2 (Logical Devices) ]> [f%/E
(Configuration) ]

il Firepower Threat Defense TD Y 5 X 7 DRA
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