A4 FXaLb— 3> DA Rk— KT
HAR—k

e T 4 X2l —a DA UR— MNTJ AR—MIONT (1—)

s LT 4 Fal—varDAUR—MNTI AR—NHBEEX—ORE (23—V)
FXOS = 7 4Fal—ary 774D ZAR— K (43—)

c HEIRET I AR—FDRFVa— 7 (635—2)

e HETIT AR— K V=AU HDOFEE (TX—)

el T 4 X2l —valr TrANDALIR—F (82—Y)

A4 FXaLb—23 DA R— IO RKR—KIZD
LT

Firepower 4100/9300 ¥ ¥ — Y DT NA AL T T v N7y —LbDary 7 4 Xalb— g Vi
ErEEGLXML 7 7 A NVE ) E— P — N2 AKR—FFTDHar74Fal—va Dy
AR— MEREEZFEHTEES, TOar74¥al—vary 77 ANVEHTAUHR—FLT
Firepower 4100/9300 * ¥ — I a7 4 Fa Lb—ra URELZEMA L, L<HLho>TW
DRERICRE LY, VAT ABEENOREIFZVTHIENTEET,

HA RS54 EHIR

¢ FX0S26.170 5, MiiX— 4R ETEHALICRVELL, a0 74 Fal—varikxT
JAR—FTHENC, X —%2RETOILERNHVET, “IAR—FLIzar7 g
Xal—rarvaAVR— 55L&, VAT ACR LSS —2RETDILEND
VET, T AR—MRHIFEH LD L —FH L2 2D L) I —%24LH L=
B AR =FMREIRBLET, =27 AR— LK T4 Xab—a AL
TR SX—2 T8k L TN T I,

e T 4 Fal—alr TrANVORNFIL, BLELRZWNWTI I, 2307 4 Falb—
vary IrANNEEREINDE, FOTrANEFEHAT LI T 4 FXF2b—var v
A= F D RT 2 AREERN H Y £,
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AV T4FaL—Y a2 DA vR— NI RK—+ |
B - sav—vavoruk— o ak— rRBSF—0%E

s A ary 7 4 X2l —arBEIX, T4 Falb—ary T A MIEEATY
FHA, HBHOBRER I 7 4 Xab—a U BFETHI2%, 77— 3 Ui
et Bar 74X a2l —var RNy I T vl Y= LVEMHERTINENDY £,

* Firgpower 4100/9300 & ¥ — 3 ~D AL 7 4 F =2 L— =3 DA »KR— MEE, Firepower
4100/9300 > ¥ — 3 DT RTOFEO AL 7 4 X2 b— gy GREF AL 2E25T) 13
HIREH., AV AR— 77 A NMCEEND T T4 F 21— g VIZEBICEZZ DN
i‘j—o

*RMA T U A %ERE, a7 4FXalb—r gy 770Dy AR — bt & [A U Firgpower
4100/9300 ¥ ¥ — 7P ary 7 4 Xal—Tay I AN EALR—NTHI L EBE
WLET,

o A L IR— NEd Firepower 4100/9300 > % —> DT T b7 4 —L VT hU =T N—Tg
VNE, T AR—=F LI EERUA=Y g IR BIET T, BARLEAIE, AV R—
FEEDRRINIRFES N EH A, A =X, Firepower 4100/9300 & ¥ —> % 7 v 77 L—
RL7eW X T —RLIEVT LNy I Ty TREEZT T AR— 52 & a2HE
"LES,

o A VR — D Firepower4100/9300 & ¥ — 3 Tlx, =27 AR—hL7zL & LR L AR v |
WKRILR Y T =7 ET 2= AN, VA=V IR TVDOILERD Y £,

o A VAR — NEOD Firepower4100/9300 > ¥ — ¥ Tid, A Y R— T AHZI AK— 77 AL
WEHRENTVDTRTORET AL AT, ELWI T =T 77— g A A—
WA VAR ENTWAMLERH Y 9,

A UR— I T DAL T4 Fal—ar TrANMI, FOT TV r—3 g0l Ra—
P74 AN E (BEULA) BDHLIMET A AREGENRTNWDHE, a7 4 Fab—
varkikAUR—NTDHHENS, DT 7Y r—3 3 O EULA A Firepower 4100/9300
V=V TZIFTANLON TV DHLERH Y 7, T ANLNTWRWES, BEITAK
LET,

MEFEDONR Y I T o T T ANNEEEINDIDEERET DL, Ny 2T v TEIERD
T AN EEET L0, BEIFO 7 7 A VENOBEFTICa e — L E7,

aAVI74FXaL—2 300D UiR— NI O RAR— S
SX—DHRFE
AT 4K alb—varET I AR— T HEXIZ, FXOSIE/NA T — RRoF% —7p KO
T2 &b LET,

FX0S2.6.17 05, BisX¥— %R ETEXH LRV ELL, av 74 ¥al—varrT/ A
R— P DHNC, WX —2RETOILERDHY ET, T/ AR—FLIar 74 Fal—
arkAVR— b TDEEITEL, VAT AR EX—ERETOILERHY £, =7
AR—= MR LIZb D& —H U<l L) IR SF—2EH LI HE, A v F— MRE
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\)

IVT4FaL—L a0 vk— bIy k- rARSF—0xE |

ITRMLET, 27 AR—FLEKFar 74 Fal—2 g NERA LS —2 051
TENTL XN,

261 LVREIOY VU —ZRADFXOS)HH T I AR—FLizary7 4¥al—3 3% FX0S26.1
PIBEIZA AR — N T 256, VAT AERESX—%2F v 78T A vR— b2 LET,

GE)

ATy I

ATy T2

ATvT3

AVR—FEDT T N T+ —LbDY T NI x=T N—=T g 3, =7 ZAR— NETHEFE LT
W= g TRV, A VR — MMEZ IEFIZFEITTE DRIEEH D A, A aiE,
Firepower 4100/9300 & ¥ —> %7 v 77 L— RN LIV XU T L— R L7 T 572Ny 7
Ty T REETT AR— T HZEEHRELET,

[N—Ya v ORE (SetVersion) | A7 a VAT S & & bic, FID#@HET 7747 > %
BH LW 7 N =TT v T — RENDT-RIN I T v TREEZI AR—MLE
T, TR, HLWRE—RT oI R—=Ca v RNT v L — RENTER—Va Dy 7
P27 V) —2L—FKT5L5120ET,

FIE

FXOSCLI 726, BF =2 U7 4 F— RNIZAD £7,
scope security

1 -

Fi repower# scope security
Fi repower /security #

MR BELE T,

set passwor d-encryption-key

F—x A LE7, encryption_key

F—Z i LEJ, encryption_key

Encryption_key DE S134 ~40 XLFTHHLERH Y £,
i -

Fi repower /security #set password-encryption-key
Enter a key:

Confirmthe key:

Fi repower /security* #

BEHEZaAI v MLET,
commit-buffer

1 -
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B osavo xa—vavorrrozo k-t

Fi repower /security* #commt-buffer
Fi repower /security #

FX0OS a7 4FXaLb—23Y 774ILOITHY AEKR— bk

ATy T

ATy T2

T AR— N TEHEEE 2 LT, Firepower 4100/9300 > ¥ — Y DFGHIT XA AL 7T v |
T A —MERREEFZT XML 7 7y AV E Y E— b = RNERICE S AR — N LET,

188 BRI
(a7 4 Fa2lb—2a DA VR—MTJ ZAR—=FMMIONWT] ZHERLTIIEE N,

FIE

Oy 7 4F¥al—vary 7y E)E—F =R AKR— T B0, ROBIEEZTT
l/\ivg—o

scope system
export-config URL enabled commit-buffer
RKONWTNPOELEFEH L TA v AR—FENDT7 7 A VDURL ZFEELET,
« ftp://username@hostname/ path/ image name
* scp://username@hostname/ path/ image _name
* sftp://username@hostname/ path/ image name
« tftp://hostname: port-nuny path/ image_name
G T ANGHEZL TV ARARRETDLERDVET, 77 ANAERELRNE,
FAE LTe N RIZHFIR T 7 A M DMERL S VE T,
i -

Fi r epower - chassi s# scope system

Fi repower - chassi s /system# export-config scp://user1@92. 168. 1. 2: / export/cf g- backup. xm
enabl ed

Fi repower -chassis /system export-config # conmi t-buffer

T AR—= b BRI DAT—H A LB T DT T 21TV E T,

scope system

scope expor t-config hostname

show fsm status

&1
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ATvT3

ATy T4

ATy TH

oS3y 7 ¥aL—vay 774 rnzs i~ |

Fi repower - chassi s# scope system
Fi repower-chassis /system # scope export-config 192.168.1.2
Fi repower -chassi s /system export-config # show fsm status
Host nane: 192.168.1.2
FSM 1:

Renpt e Result: Not Applicable

Renote Error Code: None

Renote Error Description:

Status: Nop

Previ ous Status: Backup Success

Ti mest anp: 2016- 01- 03T15: 32: 08. 636

Try: O

Progress (% : 100

Current Task:

BEFDOT 7 AR—F A7 2 FRT DI T 2TV ET,
scope system

show export-config

WAFDOT 7 AR— b A7 2 EESTHITTU T 2TV ET,
scope system
scope expor t-config hostname
T AR— N BRI EEET LTI, ROavs REFERLET,
* {enable|disable}
* set description <description>
* set password <password>
* set port <port>
e set protocol {ftplscp|sftpltftp}
* set remote-file path_and_filename

e set user <user>

T AR— b ZRA7 ZHIRT DU T 2TV ET,
scope system
delete export-config hostname

commit-buffer
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AV T4FaL—Y a2 DA vR— NI RK—+ |
B sosezozxf—rozxsroa—yy

BESRELYVRAR— DRy a—1)2T

AV a—/V STy AR— MEREZ T LT, Firepower 4100/9300 > v — ¥ DT /3 A
AT Ty N7 —LRERREEZZLXML 7 7 A V& U E— KN = "F X7 AR — |
LEd, =7 AFR— NI, BH, B, FLEF22BM IS TINDEIICATF Y 2—LT
TET, REDT I AR—FMI, A7V a—/LENET T ZAR— MEEDN O OFRNI 250N
HEDE, ATV a— M- THEITENET, ZDD, LLXTHI DAY 2—LER
Jex 7 AR — FSKEEH O 10:00pmIZ AN 72 B E. VAT AIH LT 7 AR — b A KK
H® 10:00pm = & 2Bt L £,

= A MEREOBIC T B EEAREIC VT, (207 (Fal—s vl
R—NMxZZ AR—=MIONT] 2L TIEEN,

FIE

AV a—VEINTZE I AR =~ X AT EAERT HI2E, RO KT LET,
a) RNY —RELE T AR— T D#HZHELET,
scopeorg
scope cfg-export-policy default
by TIAR—FRIT—FFMILET,
set adminstate enable
0 UE—FH—ANLoOWBETHENTLI 0 baLviefEELlET,
set protocol {ftp|scplsftp|tftp}

d NI Ty T T ANEENTDLTORA MELIXIPT RLAEZRRELET, —
N, A=V T A m—J)v RTA4 7 F£7-iXFirepower 4100/9300 3 ¥ — ¥ 34 v
NI — 278 MTT 7 B ARBRRTEEOHRAIY [FEEZALAT 4 T ERRETEET,

IP7 RUVATEHARLS AR N EFERTH5E61L. DNSY—REHRETHAMLENRH Y F
ﬁ‘o

set hosthame hostname
O  F7ANNMSIOF— FEERT B, K- MEEERELET,
set port port

f) VE—h P —=NiZu s A T 572002V HER/ELET, 72 ba/LRn TFTP O
B, ZO7 44—V RIZEAINETA,

Set user username

9 VE—FIP—Oa2—FXDONRV—RFEZHEELET, 72 FarBTFIPOLE, 2
DT 4 —/b RITH SER A,
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h)

)

repower - chassi s /org/cfg-export-policy*
repower - chassi s /org/cfg-export-policy*

grzyak—t uvsorngE |

set passwor d password

T AN EEGT ALy T 4 X al—Yary T A NETT AR— T HEFTO T A
EHRELET, 77 ANAEEKTDLE, =7 AR = FFIEICEL ST, 77 A /VIZLAH]
NEY B THNET,

set remote-file path_and_filename

RELZHBNCT Y AR— 2R Va2 — A &EELES, ik, [Daly]. [Weekly].
F 7213 [BiWeekly] DWW TE £,

set schedule {daily|weekly|bi-weekly}
FIUH I a BV AT AREICAI Yy FLET,

commit-buffer

repower - chassi s# scope org
repower -chassis /org # scope cfg-export-policy default
i repower -chassis /org/cfg-export-policy # set adnminstate enable
repower - chassi s /org/cfg-export-policy* # set protocol scp
repower - chassi s /org/cfg-export-policy* #
i repower -chassi s /org/cfg-export-policy* # set renpte-file /export/cfg-backup. xn
#
#

set hostnane 192.168.1.2

set user userl
set password

Passwor d:

Fi repower -chassi s /org/cfg-export-policy* # set schedul e weekly
Fi repower - chassis /org/cfg-export-policy* # conm t-buffer

Fi repower - chassi s /org/cfg-export-policy #

Fi repower - chassi s /org/cfg-export-policy # show det ai

Config Export policy:

Nane: default

Description: Configuration Export Policy
Admin State: Enable

Prot ocol : Scp

Host nane: 192.168.1.2

User: userl

Renote File: /export/cfg-backup.xni
Schedul e: Weekly

Port: Default

Current Task

T °o___ S, A MEL=
RHELDAR—F )TA U FDETE
BET s AF— MAEEO FEFEF S TRV E XY AT AT T — A AR S5 11T,
B S N R AT
FTI7 NN TIE, =7 AR—F)~A %1530 HEOHEETHENT 2> TWET,
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AV T4FaL—Y a2 DA vR— NI RK—+ |

B - xa—vavorrnorom—r

)

GE)

VA VEDBEEN, A7V a—NVENEnI AR—F R —0HK (BH, 8, £720%
i) Lo dimnek, 27 AR—F)~vA U FEEA vE— ( lconfig backup my be
outdated] ) WFERINFET, 7HE z2lE, T/ AR—FRAF Y 2—A0NEBAT, VA &ZD
B S HHOBE, U~A Y FORBRICHREN T AR—FShRpne, ZOREER Y
T—UMNS5HIZEICEKSINET,

FIE

RIET I AR—=F V~A 2B DICIFTRO L S LET,
scope org

scope cfg-export-reminder

set frequency days

set adminstate {enableldisable}

commit-buffer

1 :

Fi r epower - chassi s# scope org

Fi repower-chassis /org # scope cfg-export-rem nder

Fi repower - chassi s /org/cfg-export-rem nder # set frequency 10

Fi repower - chassis /org/cfg-export-rem nder* # set adm nstate enabl e
Fi repower - chassi s /org/cfg-export-rem nder* # conmmt-buffer

Fi repower - chassi s /org/cfg-export-rem nder # show detai l

Config Export Rem nder:
Config Export Remi nder (Days): 10
Admi nState: Enable

A4 FxXa2aLb—23 T7A4ILDA R—

RIEDA RN — MEBEZ ] L C. Firepower 4100/9300 ¥ v — 72 = 7 AR — b L 72 Rk%
ExmATEET, JOKEEZEAL T, BBOBRHRERICE LD, VAT AEEZ R
L= CT&E £,

1R HEIIC

(274Xl —2a DA AR — M7 AR—=MIONWT] ZHERLTIIEEIN,
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ATy T

ATy T2

av74¥aL—vav rrannsogi—t+ |

FIE

AT 4K alb—vary Ty AN E)E— N =D A R M T DI, ROBIEEAT
WET,

scope system

import-config URL enabled

commit-buffer

WKONTNPOELEZFERA LA A= END7 74V URL ZFE L E£9,

« ftp://username@hostname/ path/ image name
* scp://username@hostname/ path/ image _name
* sftp://username@hostname/ path/ image name

« tftp://hostname: port-nunv path/ image_name

&1

Fi r epower - chassi s# scope system

Fi repower-chassis /system# inport-config scp://user1@92.168.1.2:/inport/cfg-backup.xm
enabl ed

Warning: After configuration inmport any changes on the breakout port configuration wll

cause the systemto reboot
Fi repower -chassis /systeminport-config # commt-buffer

AVR—=b BRI DAT —Z A &R T DITITLL T 2TV E T,
scope system
scope import-config hostname

show fsm status

51

Fi repower - chassi s# scope system
Fi repower - chassis /system # scope inport-config 192.168.1.2
Fi repower -chassis /systeminport-config # show fsm status

Host nanme: 192. 168. 1.2

FSM 1:
Renot e Result: Not Applicable
Renote Error Code: None
Renmot e Error Description:
Status: Inport Wait For Switch
Previ ous Status: Inmport Config Breakout
Ti mest anp: 2016- 01- 03T15: 45: 03. 963
Try: O
Progress (%: 97
Current Task: updating breakout port configuration(FSM STAGE: sam dne:
Mynt | mport er | nport: confi gBreakout)
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AFY T3 BEOAL VR— R AT BFRT AT F 201,
scope system

show import-config

ATV T4 BEFEOA VR — N X AT B EET DI T ETWET,
scope system
scope impor t-config hostname
AVR—=NFRATEERTDHITIE, ROavwy FEEHLET,
« {enable|disable}
* set description <description>
* set password < password>
* set port <port>
* set protocol {ftp|scp|sftp|tftp}
* set remote-file path_and_filename

* set user <user>

RTYTS AT R—h ZATEHIBRT DI FEITVET,
scope system
delete import-config hostname

commit-buffer
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