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A A—VFBCTDOT
Firepower 4100/9300 > v —3 TIX 2 DDA Z A T DA A —T % L £,
A\

CE) 3 _TOAA=VITHLT, BFaT 77— M RDT VHNVEBLA LBEENMTOET, Ok
SWRGEB AA—TVEEELRNTIEE N, BET DL, BREETT7 —I22Y £,

« 7'F v N7 4 —L5 2 Kb Firepower 77 > N7 4 — A5 /N2 KUIX, Firepower Supervisor
B L OFirepower v ¥ 2 U 7 4 £V 2 — L/ P TEET 5, BEOMSI LA A=Y
DEFEY T, 77 N7 4+ —L 3 RVE, Firepower eXtensible Operating System @/
T =T Ry =TT,

TN —vary TV r—va A A=K, Firepower4100/9300 ¥ — 2 DEFX a2
VT4 BV a— VTP ANEAT LY 7 N =T A A=DTY, 77U r—var A
A—31E, Cisco Secure Package 7 7 f /L (CSP) & L C#EffianE 4, ik, mET AN
A AERFFICEF 2 VT 4 BV 2L/ DR EN D T (FTUBKORmET
NA BRI 2 T) A== A PR SNET, AT FVr—var f A=V
XA T O DI B /3— 9 > % Firepower Supervisor (ZIR7FTE £7,
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GE) TIT T —L R RV A RA= L 1 DOUEOT TV r—a v A A=W FE2T v
TV —FRT2568, T 779 b T3 —L NNV ET 7T L—RTHVLENRHY 7,

Cisco.com M S5DA A—TNDAEAHO— K

Cisco.com H FXOS B LT 7V r—va v A A—T% Xy a— KL, Firepower ¥ ¥ — 3
W27y 7 —RT5HZENTEET,

188 SR
Cisco.com 74 7 M DBMLEETT,

FIE

ATYT1 Web 77 U¥ &AL T, http//www.cisco.com/go/firepower9300-software ¥ 7 (%
http://www.cisco.com/go/firepowerd 100-software |27 7 & A L £,
Firepower4100/9300 ¥ —> DY 7 b7 =7 X7 a— R X—=UNT T UFICRRINET,
ARTVT2 FHTDHY T V2T A A—TVERADT T, m—H arEa—X X yra—RKLET,

Firepower 4100/9300 < — < ~ () Firepower eXtensible
Operating System DY 7 hD Tz 7 A A—DAH o O—
~

FXOSDY 7 N7 =7 A A— % Firepower4100/9300 > ¥ — /(22 &°—F 5 |ZiL, FTP, SCP,
SFTP. F7-1X TFTP 2 Tx ¥,
IR& B I
a7 4FXal—vay ZrANDA L FE— MIULERROEREZIE L FT,
A A=A =T THLIY—DOIPT RLABLOHIZ LTy L

*FXOS £ A — 7 7 A VDB
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A A—DDEE

FIE

ATV 77 =20 =T B— REHBLET,

Firepower-chassis # scope firmware

ATYT2 FXOS Y7 hU =T A A=V EX T a—RRLET,

Firepower-chassis /firmware # download image URL

RONWT PO LZEH LTS o R—bSND7 74D URL ZfRELET,

* ftp://username@hostname / path/image_name
* scp://username@hostname/ path/image_name
* sftp://username@hostname/path/image name

» tftp://hostname : port-num/ path/image name

ATFYwT3 Fyru—R FukbrrE=FT5LEE

A A—

Firepower-chassis /firmware # show package image name detail

51
WOHFITIE, SCP e ha Lz fFH LT A—VE2ar—LFET,

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

~\\d)sﬁk’éﬂlid)ﬁﬁnlb\

A A= DOEEMEIL, B LA A —78 Firepower4100/9300 ¥ ¥ — B &5 & HEIIZ
BENET, VEREAIC, FETA AV OBREMZHRT 51T, ROFIEEZFITTE

=7,
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oz [
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ATy T
ATvT2

ATy T3

ATy T4

ATy TH

ATvT6

FIE

FXOS CLLIZHk: LET (FXOS CLI~DT 7 2 &#HH) |
Ty —AT T B— REBEELET,

Firepower-chassis# scope firmware

AA=VEIABMLET,

Firepower-chassis /firmware # show package

A A=V EMER L ET,
Firepower-chassis /firmware # verify platform-pack version version number

version_number L, MR T HFX0OS 7T v b7 4 —L R KLDONR—V g 0 FFTT (7L x
E. 1.12.51) .

ERRIZITE I I D REMER H D Z E BV AT MLV EE SN E T,
yes = AJJ L C, MaEIcHEde Z & 2MER L £,
AA—VHERDAT —Z A% R T 2I121E, ROFEZFEITLET,

Firepower-chassis /firmware # show validate-task

Firepower eXtensible Operating System 75 v b 7+ — L
N RILDTvTIL—F

1R8O HHEIIZ

TT RN T AL N RVDY T T =T A A—T% Ciscocom H A 71— RLT
(Cisco.com NHDA A—Y DX 7 a— K 23—) 25M) | DA A—T % Firepower
4100/9300 > ¥ — N2 F 7 u— R LET (Firepower 4100/9300 o ¥ — 3 ~DFmBLT /A A D
VIR =T A A=VDF =R (6 =) 2ZM]) ,

B o r—oeEE
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Firepower eXtensible Operating System 75 v b T+ —L NV FLOT v T L—F .

G¥)

ATy
ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

Ty L— K T ak R IT@EE 20 ~ 30 4503020 £,

AB v RT 8 FmBT S A R % EITH O Firepower 9300 % 7213 Firepower 4100 2 — X % =
VT TTIAT U ART v 77— RLTWAHE, FE vy —v NI 72X 237
O Firepower9300 k¥ 2 V7 4 T 7 IA T A% T v 7 7L —RKLTWAHA, Ty 7/ L—
RFWZTNRA AN LTI 7 4 w7 3@ LERA,

VX —M7 T ALIZJET 5 Firepower 9300 & 7213 Firepower4100 >V — X X a2 U7 ¢ 77
TAT VAT v 77— LW A, Ty 77— NPTy v 77 b— Fahle 7o
AEHNLTERI 7oy 7 3@ LEFA, 2L, 2 7AZRNOMDT NSAZATIENT 7 4>
7 i Ui £,

FIE

FXOS CLI IZ#5#: L £ 1 (FXOS CLI~DT 7 & 2 & &) |
Try—hUxT T— NEBHBLET,

Firepower-chassis# scope firmware

auto-install =— R LE1,

Firepower-chassis /firmware # scope auto-install

FXOS 7’7 v RN 74 —L Ny KV VA =L LET,
Firepower-chassis /firmware/auto-install # install platform platform-vers version _number

version_number 1%, 4 VA M=)V T DHFXOS T T > h 7+ —L NV RADNA—=T 3 VEFEFTT
(7= & z1E, 1.12.51) .

VAT AE, ETA A IATLY T MU =T Ry b=V R LET, £ LTHEA X
F—=AENTWLT TV r—2a VERELIEFXOS 7Ty N7 4 —L Y7 b =T Ny r—
COMOERRMEA BN L ET, ERBEFOEYy v a B TTHE0T v T L— RD—
WMELTURAT LR T — T OMERHD I ENEEINET,

yes # A LC. BiEIcHEde Z & 2R L £,

A VAN NVOFATEMET DITITyes &, A VA M—LZF v T52iEne Z AL
i‘g‘o

Firepower eXtensible Operating System 2373 RV Z R L, 2o AR—R> h&T v 77 L—F
EFiFV e —RLET,

Ty T 7= R FutAEE=2F51203F, ROFIEEZFATLET,

a) scope firmware 2 A JJ L ¥7°,

b) scope auto-install = AJ) L £,

1r—veE I}
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c) show fsm status expand = AJ) L £7,

Firepower 4100/9300 > v — 3 ~DEHET/NA ADY 7 k
VDITAFA—ODEy A—k

FELT SR AD Y T b =T A A—T% Firepower 4100/9300 ¥ ¥ — 3 122 B —F 5|2,
FTP. SCP. SFTP. F7-iX TFTP #fEiH CT&x £,
1R BHIIC
AT A4 X al—ary TrANDA R — MILERROBERAZINE L ET,
A A=TVDA =T THEII—DIPT RLABIOERGEZ LT vy v b

e VT M T A A= T 7 A IINDEEEMS
Flig

ATYvT1 BX2 V7 4 =R = FEHBLET,
Firepower-chassis # scope ssa

ARTFvFT2 7SV r—var V7 =T B— REBLET,
Firepower-chassis /ssa # scope app-software

RTYT3 BT NARA YT =T A A=V EF T u—FLET,
Firepower-chassis /ssa/app-software # download image URL

WONTNDPORELEZFEHLTA AR — NSNS 77 A4 LD URL ZF8ELET,

* ftp://username@hostname/path
* scp://username@hostnamelpath
* sftp://username@hostnamel/path

* tftp://hostname:port-num/path
ATYT8 Fyrn—RIutAeE®=4F 556
Firepower-chassis /ssa/app-software # show download-task
ARTFYTS Fora—RLicT7 7Y r—yaraRrt 58546
Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

B o r—oeEE
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Firepower-chassis /ssa # scope app application_type image version

Firepower-chassis /ssa/app # show expand

451
WOFEITIE, SCP7 e harzfiALTA A—YEa—LET,

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:

File Name Protocol Server Userid
cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user
Downloaded

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data

Is Default App

1x—vEE I}
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Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default

Port Type: Cluster

Max Ports: 1

Min Ports: O
Firepower-chassis /ssa/app #

RETNA RDA A= "= 3 VOEH

ZOFEEEH LT, BLWA—Ta U CASAT IV r—var A A—VET v 77 L—FR
9% 7>, Firepower Threat Defense 7 7'V 77— 3 v A A=V % T 4 FRAZ YUY 7 U A
THHESNIHFLNWAZ = T v 7 N=Va MIRELET,

Firepower Chassis Manager & 7213 FXOS CLI % {# f L C Firepower Threat Defense fi#7 /N A A
TAL—= KT T NR=Va 2 EBELTYH, 77V 75— a3 A3 <ICH LWL A= g 42
Ty 77— RanNEHA, T A A AX— K T v 7 /"= 3 %, Firepower Threat
Defense 37 4 WA X U A RY o F U ATHA VA M—LENDHN3—T a0 TT, dbfilzon
CliX. Firepower ThreatDefense 7 7 A% AL NDT 4 AL Y ANY EZHBRLTLIZIN,
FTD i BT A A OHIVERR % 21X, FTD i@BlT /31 A% | Firepower Chassis Manager & 7= (%
FXOSCLI A LT v 77 L— T2 Lidzdb v A, FIDGMET A R&T v 77
L— K9 %21, Firepower Management Center % ffi 32 L EAH D £9, FEHIZ OV TR,
WDOYA M D FirePOWER & A7 LD Y J—R /) — hEBR LTI EE0,
http://www.cisco.com/c/en/us/support/security/defense-center/products-release-notes-list.html

X512, FTD imBElT /N4 A~DHE L. Firepower Chassis Manager @ [Logical Devices] > [Edit]
~— U8 L OV [System] > [Updates] X — VIZIEHEE NN SICEELTLEEN, b
D= T, RSN DHNA—V a3 L, FIDmPET A A ZET 7= s>y 7 b
T =T N—=Var (CSPA A—Y) ZRLET,

ASAGBBT NRA ATAZ— " NT v T NRN—=2ag U EEETLHE, ASAIZZDONR— 9 2T v
TTV—REH, TRTCORENVEILINET, REISUTASAARF — T v 7 N"—T
VEEETHIE, ROU—7 7u—&ERALET,

ASANA TRAZTEDT 1

1. AN, 2=y FCBITRA A A A=Y R—=U g VEETLET,
2. ABUNAS 2=y bET VT 4TI LET,

3. o=y "CTT TV r—var N—VaraERLET,

B o r—cEE
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&

ATy T2

ATvT3

ATv74

ATy TH

#EFAAZ0A A =2 n—aroEF [

ASA > v — M7 A%
. AL—T 2=y FCARAEZ—F T v 7 R=Va 2 EELET,
2. Al—T azmy hEvAF—a=y MNIERLET,

3. TO~VAH—a2=y b (ZZTIFAL—T) TAX— T v "—=Va % EFLET,

1R BHEIIZ

BT NA REHT DTV r—a v 4 A—T% Ciscocom NH X 7 — RLT
(Cisco.com MHDA A—TY DX T ua— K 2X—2) 25M) | ZOA A—T % Firepower
4100/9300 > ¥ —ZF 7 u— KL ET (Firepower 4100/9300 3 ¥ — 3 ~DFmBLT /A 2D
VIR 2T A A=V DOFTra—FK (63—) 22MH) ,

TG RN T A= N RV A A= 1D DT AV r— g A A=W 5T v
TL—FRTB8E. T 77 v b 74— RNV RALET v 77— RTH20ERHY £17,

FIE

X274 =R E—FZRMBLET,

Firepower-chassis # scope ssa

Aa—TEEHETHEFX 2V T 4 EV2a—MTRELET,

Firepower-chassis /ssa # scope slot slot_number
AA—=THEHT L7 TV r—a MITRELET,

Firepower-chassis /ssa/slot # scope app-instance app template

AB—=RT T R=TarwBELET,

Firepower-chassis /ssa/slot/app-instance # set startup-version version_number

Firepower Threat Defense i BT NA A TT SV r—a v AX— T v N—T 3 VERET
HE, ROEEA v E—UNERRINET,

13254 : %45 ¢ fid TIZFXOS 7 v 7'/ L— Righ AR — F SR TWERA, HHESNIENA—T 3
N ftd DFA A D= AR BERGEICORMER S ET,

51

firepower /ssa/slot/app-instance # set startup-version 6.2.2.81
13254: Warning: FXOS upgrades are not supported for ftd. The specified version will be
used only if ftd needs to be reinstalled.

REZaI Y PLET,

commit-buffer

1x—vEE I}
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ATy T

ATvT2

ATvT3

1 r—vER |

NG H I a2V AT AORTIZAI Yy MLET, TV r—val A A—UREHI
. TV r— g UAEREEI L E T,

1

WOBHITIE, EX2VT 4 FV2—L 1 TEETDASADY 7 b =T A A=k
FHLET, show 2~ REMHTLE, AT X A2FRTEET,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #

O N >
v I L—F
WOTFNEZAMEH LT, Firepower 41009300 ¥ —> D7 7 — AU =T %7 v 77 L —RKLZE
ﬁ—o

FIE

Web 7 7 U & H LT, http://www.cisco.com/go/firepower9300-software 3 721
http://www.cisco.com/go/firepowerd 100-software |27 7 A L 7,

Firepower4100/9300 ¥ —> DY 7 by =7 X7 a— R X—=UNT T UFICRRINET,
Cisco.com CTHEYN/R 7 7 — LT =7 /X —T% B o0F, Firepower 4100/9300 o % — 267
7B ARRERY—NF T — FLET,

Firepower 4100/9300 > ¥ — T, 77 —AU =7 E— RIZAD 7,

Firepower-chassis # scope firmware
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ATvT4

ATy TH

ATvT6

ATy IT17

ATvT8

ATvT9

ATy 710

Firmware 7 745 L— K .

FXOS 77— 7 =7 A A—3% Firepower 4100/9300 > ¥ —> ~Z 7 — KL E7,
Firepower-chassis /firmware # download image URL
WOWTNLDORELZEH L TA R —FEND7 7 A/0D URL Z48E L £,

* ftp:// username@hostname / path

* scp:// username@hostname / path

* sftp://username@hostnamel/path

o tftp:// hostname : port-num / path

Fyru—RITatAEE=4 35545 :

Firepower-chassis /firmware # show download-task image name detail
Zyra—RpRgETLEL, ROax e AL TT7 77— 0 =7 Ny r—YONEERR
TEET,

Firepower-chassis /firmware # show package image name expand

WDOa~<w REANLTT 77— xT Ny r—VDON—2a B FERRITEET,
Firepower-chassis /firmware # show package
ZONR=VarFFE UFTDAT v T TT 7= =T Ny =V A VA= VTHEE
R ENET,
Ty —hU=T Rylr—V% A4 VA N=AT D5
a) firmware-install ©— RIZ AV F9°,
Firepower-chassis /firmware # scope firmware-install
b) 77— UxT RNy b=V ARV LET,
Firepower-chassis /firmware/firmware-install # install firmware pack-version version _number

VAT LATT 7 — ALY T Ny —UPHERI I, R R ANET T HETITE G
MHZERHAHEEAINET,
c) yes E AN, MEBERATLET,
Ty T Ny —VOMRE, A VA ML T av ANRETTEETESIND
AREMER DD Z L b, VAT ANHEFH T e AR T — FENDH T ENBASILET,
d) yesE AL, A VA N—NAERATLES, 777 L— K7 a&AHZ Firepower4100/9300
Vr— OBEBFEFBERALLZNTIESN,
TyT T =R 7TatRAEE=FT 512, WOFIEEZFEITLET,

Firepower-chassis /firmware/firmware-install # show detail

A UARN=IDET LES, BIfEO 77— AT =27 RN— g U EFRTAEDIC, (kROa~vy
FEATTHZ L TEET,

Firepower-chassis /firmware/firmware-install # top

Firepower-chassis # scope chassis 1

1r—veE I}
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Firepower-chassis /firmware # show sup version

51
WKOFITIE, 77— 0T 23— 3 101007 vy 7 7 L—RLET,

Firepower-chassis# scope firmware

Firepower-chassis /firmware # download image
tftp://10.10.10.1/£fxos-k9-fpr9k-firmware.1.0.10.SPA

Firepower-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1.0.10.SPA detail

Download task:

File Name: fxos-k9-fpr9k-firmware.1.0.10.SPA

Protocol: Tftp

Server: 10.10.10.1

Port: O

Userid:

Path:

Downloaded Image Size (KB): 2104

Time stamp: 2015-12-04T23:51:57.846

State: Downloading

Transfer Rate (KB/s): 263.000000

Current Task: unpacking image fxos-k9-fpr9k-firmware.l.0.10.SPA on primary(
FSM-STAGE:sam:dme:FirmwareDownloaderDownload:UnpackLocal)

Firepower-chassis /firmware # show package fxos-k9-fpr9k-firmware.1l.0.10.SPA expand

Package fxos-k9-fpr9k-firmware.1l.0.10.SPA:
Images:
fxos-k9-fpr9k-fpga.1.0.5.bin
fxos-k9-fpr9k-rommon.1.0.10.bin

Firepower-chassis /firmware # show package

Name Version

fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10

Firepower-chassis /firmware # scope firmware-install
Firepower-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.
Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FX0OS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.10
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