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FIE

RFYT1 EX2UF 4 —E R E— REBHBLET,
Scope ssa

1

Firepower# scope ssa
Firepower /ssa #

RTYT2 77V —va v AV AZADA A=Y XN=Va Vv ERELET,
a) BEAWRERAA—VEFRRLET, AT A=V a UFSITEREL TSN,
show app
i

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes

b) EFXF=2UT 4 EVa— /2Py Any MIHMAEZRELET,
scope slot slot_id
slot id 1%, Firepower 4100 DAL H 12 1, Firepower 9300 DILAI1X 1, 2. E£/21E3 TT,
i

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

Q) TFVr—var A AR AEERLET,
enter app-instance asa

51

Firepower /ssa/slot # enter app-instance asa
Firepower /ssa/slot/app-instance* #

d) ASAA A= N—=VarERELET,
set startup-version version

51

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
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e AmvhE—FEETLET,
exit

&1

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) ssaE— RFZHETLET,
exit

&1

Firepower /ssa/slot* # exit
Firepower /ssa* #

B -

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

ATY T3 BT AL AEAER L ET,
enter logical-device device name asa slot_id standalone

1 -

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

ATV T8 ERBIOT =2 A ¥ —T o R&@ET A ACEV B TES, KA ¥ —T7 = A ATxE
LT, FEZ#YELET,

create external-port-link name interface_id asa
set description description
exit

* name : name (% Firepower 4100/9300 * ¥ — 3 A—/"—N"A P2 Lo THEHENET, Zh
1T, ASA DRETHMT 214 v ¥ —7 = A A4 THEH Y A,

* description : 7 L — X5 IfF (") TP, AXN—ZA&ZBMLET,

51

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
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Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

ERT— AT vy TERERELET,

a)

b)

T—=R AT T F TV FERAERRLET,
create mgmt-bootstrap asa

&1

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

ERMELIEE L, SAU—RFEEELET,

create bootstrap-key-secret PASSWORD

set value

fED ANTT : password

TEDOHERE : password

exit

i

FARE SN TND ASA FEHE A —PFEBLOA X =TV NAT— RFRAT — FOEIE
BRI DT, FXOS 77 B AN ARG, BHE 21— AU - FeEhic L i
Uty FbTEET,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 BRA L H—T o ARELHELET,
create ipv4 slot_id default

set ip ip_address mask network_mask

set gateway gateway address

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask

#ET 12 |}
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255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d)y IPv6 BEA VX —T oA AREEHELET,
create ipv6 slot_id default
set ip ip_address prefix-length prefix
set gateway gateway address
exit
i
Firepower /ssa/logical-device/mgmt-bootstrap* # create ipvé6 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # set gateway 2001:0DB8:BA98::3211

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

e) BEL7— M AT v T E—REKTLET,
exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

ATV T6 REERGFLET,
commit-buffer

&1

Firepower /ssa/logical-device* # commit-buffer
Firepower /ssa/logical-device #

AT TT BT NA RAEBEAL, T3 AORNZEE S 415 DDoS MiHE L OEf—E 2 & LT,
H— K/3—F ¢ @ Radware DefenseProfRA8 77 v F 74— L% A A h—/L TE £, Radware
DefensePro (2 DW T (48 X—) ML T Z &V,

1

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel
Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit
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Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

A4 > K7 B Firepower Threat Defense 0)3E/0 .

/ssa/slot* # exit

/ssa* # create logical-device MyDevicel asa 1 standalone
/ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
/ssa/logical-device/external-port-link* # set description "inside link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link management Ethernetl/7 asa
/ssa/logical-device/external-port-link* # set description "management link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
/ssa/logical-device/external-port-link* # set description "external link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create mgmt-bootstrap asa
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine
Confirm the value: secretglassine

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
/ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvd* # exit
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
/ssa/logical-device/mgmt-bootstrap/bootstrap-key #

A4 > K708 Firepower Threat Defense M iE

AR KT OFmBRT NA AL, BMETIINA TXA T8V T ¢ XTTEELET,

Firepower 9300 72 E DI DE Y 2 — )V T NA ATIL, 7 TAXELIIAX L RTay T34
ABBANTEET, ZIAZFTRNTCOEY 22—V E2FEHTILERH DD, & xiE, 2
TV a— VI TR LR —DRAZ L KT Ry TR 2% ) ESMHBEDEDL Z LI TS EE

Ao

4 HREIIC

BT S, RFHT BT Y —v 3 4 A—T% Ciscocom b X7 a—RLT

(Cisco.com P HDA A=V DH T u— RaEHM) | £0DA A — % Firepower 4100/9300
v —3 (Firepower 4100/9300 > ¥ — 3 ~DFRELT NNA AD Y T v 2T A A=V DK
vrn—RKEZH) ¥ e —RNLET,

A\

GE) v —IHOTRTCOEY 22— WWIRUT T r—ar A A
& A X AT (ASA F721Z Firepower Threat Defense) % -1 > A
M= THRENRHY T, BREETIE, o7 ) r—a
AT R—FENTWERTA, TP a2—VIFEDT 7Y
= ar AATDRLDHZN—T a U EFITTEETR, $C
DET 2a—NVERUIALTOT SV r—rar A AXAEL
TRETOMENDHY 77,

FET NA ZTHERT2EHA =T 2 A AERELE T, A F—T = A 23

BWCTT, TOFHA U F—T =2 AT, Yy —VOEHOMMHIND ¥ v — T EBA
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VHE—=T A RALFELTIESH Y FEA (FXOS Tix, v — VA ¥ —7 =4 A
MGMT, management0 O X 5 2 4RI CERARINET) o

cF, R EBIOOT I F =T 2 A RERETHUENRD Y £3, BLEITE
LT, T RXRTOAXREID T T 47 (Web A2 ML) ZiES firepower-eventing
AV E—=T A ZABERTEET, FEICO VT, M F—T =AM R ZAT] 25
LTLEEN,

FIE

AFY Tl EXa2 VT4 — R E— REEBLET,
scope ssa

&1

Firepower# scope ssa
Firepower /ssa #

AT w72 T % Firepower Threat Defense /X\— g DTy Ra—W T4 o 28K EICFRELET,
ZDONR—=V 3 DEULA Z £ ERE L TWARWEAEDOR, ZOFELZFETTILERNDHY £

@—O

a) FEHFRERA A=V EFRLET, BT =V a UEFICERELTIEE,
show app
£l

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes

b) A A=V A=V g VCHIHEZREL T
scope app ftd application_version

1 -

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

o) TABUVAEKIZRELET,
accept-license-agreement

51
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Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

[...]
Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".

Firepower /ssa/app* #

HEZHRIFLET,

commit-buffer

1

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

X2 VT4 P—ERE—REKTLET,
exit

51

Firepower /ssa/app # exit
Firepower /ssa #

AFYT3 TV =g A VAR AL A= RN—=Ug v aady) ZRELET,

a)

X2 VT4 B2/ 2V Any MIHEHZERE L ET,

scope slot slot_id

slot id 1%, Firepower 4100 DA IXH 12 1, Firepower 9300 DGAI1X 1, 2, F/21E3 TT,
i

Firepower /ssa # scope slot 1
Firepower /ssa/slot #
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b) 77U r—var A AL AEERLET,
enter app-instance ftd

&1

Firepower /ssa/slot # enter app-instance ftd
Firepower /ssa/slot/app-instance* #
c) Firepower Threat Defense f A — N—T 3 UARRELET,
set startup-version version
EULA IZ[AET 2 L S LRROFIETAELIEA—=Va vFE L2 AN LET,
il -

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

d Avmy hE—FREKTLET,
exit

1 :

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

e) ({LE) Firepower 4110 F 7213 4120 @ Radware DefensePro f > A ¥ > A&EAERR LET, =
D=L, FREET A ZADIRRANC T 7Y r—a v A U A2 AR 2 DR &
0D ET,
enter app-instance vdp
exit
FRELT A ARELMET L7 5. %\ T Firepower Threat Defense i T /S A &2 L
T, —EB A F = — 2 HNIZ Radware DefensePro 7 2 L — X R ETHLE R H Y £9, A
& K7 arOfmPhT /34 AT d Radware DefensePro D% E (50 ~—) OFJE4 2%
LTI 7ZEN,

1 -

Firepower /ssa/slot* # enter app-instance vdp
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) ssa®T—REKTLET,
exit

% -

Firepower /ssa/slot* # exit

B #ETsqr



REBET/ANAR
A4 > K7 B Firepower Threat Defense 0)3E/0 .

Firepower /ssa* #

1 :

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

RATY T8 GEBT A AEER L £,
enter logical-device device name ftd slot_id standalone

&1

Firepower /ssa # enter logical-device FTD1 ftd 1 standalone
Firepower /ssa/logical-device* #

AT9TS FHEBIOT =X A H—T oA AGi@BT A AZHIOYTET, &A1 ¥ —7 = A ATk
LT, FIEZ#HEVIELET,
create external-port-link name interface id ftd
set description description
exit
« name : name (% Firepower 4100/9300 3 v —3 A—/S— A P2k > THEHA SN ET, Zh
I%. Firepower Threat Defense DX E THH T H A v # =7 = A4 A4 TIEH Y FH A,

« description : 7 L — X% 5 AFF (") THAZE, AX—ZAZBIMLET,

1 :

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

ATYT6 BHIT—F AT v T RITRA—FEHELET,

INHOREE., PHEBAER, $723T 4V AZ VAN HTY, @EOERTIE, 77V
lr— a3 CLIORETIZEALEDEAZEFE X E 4,

Q) T—hARIv I ATV REERLET,

create mgmt-bootstrap ftd
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b)

d)

B #ETsqr

1 -

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

B ¥ Firepower Management Center O IP 7 R U A& F5E LE T,
create bootstrap-key FIREPOWER_MANAGER TP

set value /P _address

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key
FIREPOWER_MANAGER_ IP

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.10.10.7
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT V=N E=F b—=T v FELFZFF AT L) 2HELET,
create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

I

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

7 /34 A L Firepower Management Center & D] CIHATHF —Z2EEL 7,
create bootstrap-key-secret REGISTRATION_KEY

set value

TEDNTT : registration_key

TEOMERR : registration_key

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION_KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #



WETINAR

2
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BEEONRAT— REEELET,
create bootstrap-key-secret PASSWORD

set value

TBEDATT : password
TEOMERR : password
exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

TEREMA A P ERELET,
create bootstrap-key FQDN

set value fgdn

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
ftdl.cisco.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS $—"D A <XYIY Y 2 hZfgELET,
create bootstrap-key DNS_SERVERS

set value dns_servers

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

B RAAL D ~XKGIY Y X b EdEELET,
create bootstrap-key SEARCH_DOMAINS
set value search_domains

exit
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)

k)

ATy T1 RE

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 EHA o F—T oA ARELZRELET,
create ipv4 slot_id firepower

set ip ip_address mask network_mask

set gateway gateway address

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv6 EHLA  F—T = A ARELZRELET,
create ipv6 slot_id firepower

set ip ip_address prefix-length prefix

set gateway gateway address

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

FHT— A NIy T = REETLET,
exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

ZRAFLET,

commit-buffer

WETNAR
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1 :

Firepower /ssa/logical-device* # commit-buffer
Firepower /ssa/logical-device #

BT NA ABE AL, TN ADOFNZEE S5 DDoS MR L OEMY—E A & LT,
H— R/X—F ¢ D Radware DefensePro K8 ~7' 7 v N 7 — 2% A A h—/L C& £9, Radware
DefensePro (2 DWW T (48 X—) ZHML T Z &V,

1

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.3.0

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer

Firepower /ssa/app # exit

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION_KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: juniorwindowpane

Confirm the value: juniorwindowpane

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

INA TRAZEYT 4 RT7DENM

ATy T

ATy T2
ATvT3

ATvT4
ATy T5

Firepower Threat Defense £ 721ZASANA 7 XA TV T 4 (T = — /N F—"— & TN D)
[T, FXOS TR 77U r—a VINTRIESNE T, L, " TXATEVT 4D
U —VEERHTHICE, ROFIEZSZRL T ZE0,

1R BRI

A TRATGEYT 4 BHIZONWTIE, N TXATEVT A DODT SV r—33
VERTENA ROFEEZBL T I,

FIE

BB T S A IR D> ¥ — BT D MEDNH Y E3, Firepower 9300 D ¢ — T ND
AT_ATEVT I3RS, AR —FSNRWAREERSH Y £7,

BT R AR~ DA v B —T = A A%ED Y TET,

T o= VF ==V I RT—K VT2 1D2FRT200T —H L X —T A A%HE|
DYTET,

INHDOAHE =T 2 A AT, 20D —VMTANA T ATV T 4 8T T 4 v
LET, S 7 =g —n_"—=U 7 AT —F V721, 10GBOT—H A L H—
T A AT LR LET, HRRRA VE—T oA ARBIUX, DT =—v
F—N—BL AT — DY 7 2EATEET, A7 — MUV 27103, 1T & A EDOHFBIEN
VETT, 72— == VI EREFAT—F VU TIZEBAXATDL L H—T oA A
PHEATHZLIETEERA, ALARYy U= T A N ETHMDOT A A% 7 2 —)F—
N B—=T 2 A XL LTHEHETIZ, V¥ —TMTAAS v TF 2T 2B LE
7

RELT NARTANA, TRAFZEYTEANNLET,
NATRATZEVT 4 BT RIIA =T oA AEELTTHULEND DL, A
U 2=y NEROICER L, RIZT 7T 47 2=y haEHLET,
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DS RXZMEM

IIARY T ERATLE BEOT AL 2T N—T LTI ODmET A AT 52
ENTEET, 7 I7AFE, BT A ZADOTXTOFENE (BHE, Xy NV —27 ~OfH

25— T, BET A AL > TEWVWAL—Ty hBIOTEMEZER LT, 5o
E Y a— V&G T Firepower 9300 /X, 1 DD ¥ —YHNOTRXTDEY 2— /L& T T AT
N—T D, V¥ —YRNITAZY T EYR—FLET, O Yy—v2FLHTT
N—7TD, Y= IAFZ VTR HEHATEET, Yy =3Iy 7AF Y 70T,

Firepower 4100 'V — X7 EOH—F T 2 —)L T, ADME—D AT v 3 TT,

GE)

s5z240em |

ASA DA, FXOS TA v 4 —7 oA A&HIBRT 2 E (Rt ziE, *vy hU—7 %
¥ a2 —/)LOHIEE, EtherChannel ®HIBR, F 7213 EtherChannel ~DA > X —7 = A AD
FHED Y CThL) | RERRELITH)ZENTEDL LT, ASARETII LD~
FOMERFSNET, BENDA VX —T oA ZAZHIRT 5 & TERWVEEINH 5 A6
HERHY £3, ASAOS D WA U Z—T7 = A ARTCITFEHTHIRTE £,

Firepower 4100/9300 > ¥ — > TD Y S RXA 21 U J12DVT

7 TALE, H—0OimBa=y N U THRET 28O T A AR SV E T, Firepower
4100/9300 > ¥ — L 7 T AZ #RETH L, DTOMBENEITINET,

=y MNEEBEHOZ ZAZHIHY 7 (FT7 40 FOKR— b Fr L 48) ZAEKL %
T, V¥ —YWNZ T AZ Y 7 TIE (Firepower 93000 74) . ZD VU 7%, 7T AKX
{312 Firepower9300 /N> 7 L — U A LE T, vy —TRZ F7AZ Y 7 TR, vy —
CRBE D72, Z @ EtherChannel IZ)BRA » % — 7 = A4 A% FECTHIY YT HLIEN
HYFET,

T IV r—valNDITAX T— AT v T a7 Xalb—a B LET,

VSRR FREBETAL, VS5 REL. VITRZEBEY T A B —T 24 A BIOFD

ooy ZAXFZEEGLALT=y MR LT, /RO T— kA T v THERD Firepower
4100/9300 > ¥ —3 A—R—=NAYNELT v a2 E8NFET, FT7RAX ) TREZ D AX
A RXTAERE, 7= AN Ty a4 Xal—a 00—, TV A —2 g

AT P RRETE X T

ARV RA A =T 2 A AL LT, VIRRIIT—Z A H—T oA AZE|IN Y TE,

VX —IYHNI TARZY T TIE, AR AU =T oA R, v —VEZ T AZ Y
7' ® X 5 1Z EtherChannel [Z ][R S 4 EH A, Firepower 9300 A —/S— S FIIF A 2 —
T2 A ADEBDEY 2— M N T T 4 v T u— KNRFG UL ST L DICRNET

EtherChannel 77 / 0 ¥ — 2T 5778, AN RE—RTIEHLOLX A4 FTDOF—X
A B =T A APERRLET, vr—VHZTRFV T TE TXTOT—H A~

H—"T = A A TA/N K EtherChannel Z {5/ L £,
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| TP DL UL Y c

N

GE) BEHALE—T oA AUSNOEE DA B2 —T = A R TP FR—
ShTVWERA,

EHA U H—T 2 A R T TAINOTRTO2=y MHEELE T,
ZITHEH, 7 9ARZ Y T OMESR EEEIZOWTEE LA L ET,

REHTEME A VS BADOEE

T TGABED AL N—D | DHPFEAREMNFTEAL T, RN RAITIEBMICRESINE T, tho
TRTORA L NR— T h &Y HATT,

TRCOALT 4 X o b—3 g UNERITEER RN COARFITTILERNHY £, 2
TA4X 2l —varidzok, v XY EApCERSLET,

DSRAZHEI VD

I TALZENY I, R— b F v RN A8 A X —T oA A&fFEH L CHIBMIIER SN E
Ty VA=Y TAEZY T TIE, ZOAL B =T 2 ATA N, L HE—T = A THY
FHA, v —M 7T AHXY 7Tl EtherChannel (Z 1 2P DA 2 —T7 = A X %3800
TAHVENHY £, 2DV T AKX XA 7D EtherChannel %, ¥ ¥ —INZ T AZ Y 7 HO
7 7 A X @{E1Z Firepower 9300 /N> 7 S L— U A H L ET,

QAN Y=V TAEZDOGE, Vx— MDYy — L OME I T ALXEHIEY T T
BEHEEG LW TL SN, A ¥ —7 oA AZEEER Lcha, — o=y hTEEN
BAETDHE, 7T AZHIEY 7 BSHEREE T, MOIEF 2=y FHEEL R R E4, A
A FENLTrTAXEEY 7 BB LA, EFR2=y MIOWTIEZ 7 A X H|
Y 7 IR L ET

ARG 7 b T T 4y 2, fI#E T =S OWGEDONT T 4 v I INEENET,

Vx—VEOSRAYVTDISRAAHE) LI DY AR

FEETHIUL., B ¥ — YD THEINDAL—TFy NMIADETY TAZEIEY v 7 A
VITARERHYET, TOTHIL, 7T A 7 BRREOS Y A RN TE E
—g—o
JIREZHIEY) T T T 4w 7 ONKITEID, JREET v 7T — FRRERE I Ny BT
T, VIAZHNEHY I TDORNT 74 v I DEITFEIZELET, HEIND T T 407D
BIL, = KR T U ORI, IR RERREEOT- OO+ 8T T 4 v 7B h
DNE I EoTHIEY F9, RIZHZRLET,
*NAT TilIHior — K XTI PMETFTH5DT, T XTOYVE—2 N T T4 v T %
ElLWwa=y MIFOHRTAILERH Y £,
CAUN—U TN ERIND L, VT ARIIREOEROF DS ELE LT LD, —HF
BINZ 7 T AL G > 7 OHSE 2 RESHEH L £,
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\}

sv—yBrsREYLIns sz akmy ol ]

T AZEIEY 7 ORIBIEEREL T DL, A=Yy IWNETEINTZ L EONKI EE
W72 AN—Ty FOR MLy 7 ZEBETE £,

GE)

7T AR RKREDIERNTR (FHOYBENT) N7 74 v 70365 BEIE. 77 AZHEY 70
YA X RELTHVLENHY £7°,

V=R SRR TD S AAGEY o RS

ROMIE, AL v F 7 A7 L (VSS) iR — FF v rL (VPC) BREETY 7
A B FIfEY > 27 & U C EtherChannel % 192 515% 7~ L ¥, EtherChannel D3 -XTDVY >
IWT 7T 47T, AL v F N VSS £721L vPC O—ERTH 58413, 7 U EtherChannel P
@ Firepower 4100/9300 > ¥ —3 A X — 7 = A A& ZE4, VSS 721X vPC NDHE7e 5 A
A v FIERTEET, AL vF A ¥ —7 A AXF U EtherChannel ;" — b F v )L A
B =T 2 A ZADALNTY, BEOBERDAAL v FRE—DAAL v FO LI IZEETH06T
4, Z @ EtherChannel X, A% K EtherChannel TiZ72<, TXA A2 —H L THDHIZ LITHE
BELTLLEE0,

=
I Virtual Switch Link

imaml
Firepower1 Firepower2 Firepower3

imamm

=LY SRR IO SAAGIEY VO DIEREYE

77 AZHIEY 7 ORe it 512X, 2=y FHADOTZ U F MY v 7 (RTT) 7320
ms KIZRD LI LET, ZORKEEIZLY, BBV A ML A =1 EN
7oV TAB AR EDEBHERR ELET, BEAFARDICIE, 2=y NEO 7 T 2 X2
> 7 Tping FEITLET,

7T ALHIEY 7%, NEFOREC Xy O Fa vy TR WVEEEOENHE O THDHLE
N ET, & zxiX, V4 FNEOEADEA, FHY V7 2EHT20ERH Y £7°,
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B /sxs0muos 29 ro—s

DSREHEHI) D 2y vT—5

Firepower 4100/9300 > v — %, ¥ —Y IDBLRA B > ~ID (127.2.chassis_id.slot id) =
KSNT, Ha=y "I FAZHIEY 7 A =T = AIPT RLAZHBERLET,
FXOS L7 7V r—vaNOELLTH, ZOIPT FLAZFEHTRET 52 LIFTEEHE
ho ZTAZHIEY 7 2y NU—2121F, 2=y MEOAL—22EDLH LITTEEEA,
LAY2 AL v F U T OHRBFANESNET, FAMAFNT 740 v 72 ==L A T
Y AR— MABAE (OTV) ZMEMT 252 & xBeDd LET,

EERY FT—2

TRCHD2=y hEEH—OFHA Y N —Z 28T L2 HELES, ZOFRy FU—7
X, 77 REHEY o7 EiERobL 0T,

BEEAE—TI(R

BEAATDA =T =2 A A7 TAZTE D A TOREPRDLY £, O F =T =A
AFIANRY R A E =T =2 AT FRRERIA 5 =T = f 2T, FEA 2 F—
7 x A AN Lo TH BN ERERE T 9

ASA DEEIE, AA Y VTAXIPT RLARZXZEDZ FAXDEET RLATHY, FIZHIE
ORERERATHEALIZE L ET, 7 VA GEE LT, BIE O ff AL & 3 T4 AL 2
DOHEIFANDO T =NV T RLRAEZENTEDL LT IRERHYET, DAL 7 TAH
IP7 RLARIZE ST, BHT V7 EZADT RLANR—KELENFET, EEHFHEMNEREIND
L. AA T TFAZIPT R U AT LWVEEATRALCBEI T 20T, 7 7 A OERE v —
AVAIEATCEXET, B—B NV IPT FLRAIZ, —FT 4 v ZIERHEN, STy a—
TAYTIHENGLET, e 2R, 7T AXEEHETDINEIAAL L JTAXIPT RLAIZ
B LET, 207 RURAEIHEIC, BEOEENMREAMICEEMT N THVET, Hro X
NWEERTHIT1F, v—/VIP 7 RLURIZEEHE L £T, TFTP X° syslog 72 EOFZEH ~ Z
T4 v DA, ERERHATEN 2GSRI, =BV IP T RLRAEMH L CH— 08
HLET,

Firepower Threat Defense Ci, [A U > b U —27 OFBALEHIP 7 KL AEH Y Y TET,
FHNLZ FMCIZIBINS 5 & &%, ROTPT R RAZEHA L ET,

A /%> K EtherChannel

V=V HILV1IDOLEDA U E =T 2 A AT N—T LT, FTARZDTRTDOY ¥ —¥
\ZJRDY % EtherChannel & 32 Z & 23 CT& 9, EtherChannel (Z X > T, F ¥ R/ AHE
RIXRCDTITATALE—T A ADNT 7 4 v 7 BPEHINET, A3 K EtherChannel
. V=T Y RE b T AT LU RNDELLD T 7 AT T4 —/LE— R THORETEET,
Jb—7 v K E&— R T, EtherChannel [ZE—DIP 7 KL RA&ZEfONL—FT v KA L F—T = A
AL LTHREENET, NFUAXT LU M E—RTEH, IPT RFLREFT Y v T L—7 R
VN—TIE2 < BVLIZEID ¥ CHNFE T, EtherChanne iZ#D NG, v — KT v JHEE
IEARWEED —HE LT A TWET,
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Inside Switch Outside Switch
A
== Firepowerd

Firepower?2
port-channel 5 Eth1/1 qll =i 170 pori-channel 6
1 [
?p%nnedl 1 Spanned
ort-channe -channel 2
p Firepower3 port-channel 2

Eth1/2

Y V

YA MRV SRE2I T

PA FEA A M=V DEE, WOHERT A RTANWEIRY, 77 A2 ) 7 E2MMTE
=7,

BT TAE = EREMNOY A FIDICET S LR ETEE T,

A FIDIE, A MEADOMACT RLABIWNIP T RLALEEILET, 7T AXNDLE
&Nz v bix, 44 MEEFDOMACT RLVABIOIPT RLAZFERTHOIZRL, 7
FTABATZAE LTy M, Za—S)LMACT RLABLIOIPT FLAZFEHLET, =
OEEIZL Y, MACT7 T v B TORINE72D 2 OOREZR— TR EOY A FMLRET
Ia—/N)VMAC T RLAZAAL v FRNFETL20%01ELET, bV, AL vy FIIHA
FOMACT RLADAZZFEHLET, V14 FMEADMACT RUABIWRIP Y FLRE, A
X2 K EtherChannel D4 AR L/ —FT v R EB— R THR—FENFET,

HA FIDIX, LISPA VAT v a v il Liz7e— YT O, T—FL Z—
DY A MNETZTAZY T ONT f—< A EE T T KRy TR ORIERREO 7DD
TaLrEAa—h)EB—=varogb. BXONT T4 v Tu—0Ry T v T A —F—
WENCA—F— L 1X R DA NMAFIET DRIk 504 MTRMEOHEIMEOT-DIZ Hf
HEnxd,

YA MHZ TAEZ D T OFEMIHONTIEL, LTFTOHAZZRL T ZEN,

SRET/ANA R
I
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HEF AR

« Data Center Interconnect DA > 7+ 75 A X ) o FTOBAE L RIHESME 2 =)
e A NEDOHA RTAL : VFTAZY T TiA RT4 L EHIRHREE (53—)
A FEITOH] : YA N Z T AZ VU T DH] (68 X—)

ASA 7 5 A2 MIEM

B Firepower 9300 ¥ v — 3 & ¥ v — VN7 FAZ L L TGEMT 52 L6, O v —
X —VRZ ZAZ Y TITEMTHZ B TEET, VY —TVRIZTRF Y TR, &
U —VERAICRELET, 10DV =T TAZEEBMLEL, ROV ¥ —IZIEE
R URREZ AT LET,

ASA 7 5 X2 DERL

&M

Firepower 4100/9300 2 v — 27 7 A X 2 BB L £ 77,

< NVTF AT XA T— ROHE, UICHEET NA ZZREALTb, ASAT 7Y r— 3
YTCYNANTF arTHRAL |- FEANCTHLERD Y £

Firepower 4100/9300 & ¥ — 2 b—7T v R 77 A 7 U+ —/)L E— N ASA # B TX 7,
ASAR NG UART LY N 77 AT 94 —/LE— RICEFT A2, FIHBEA%52T L. ASA
CLINTZ 7 A7 U4—/VE—REEHLET,

4r & HREIIC

s BV a— LA VAN =L ENTWRNEE TS, Firepower 9300 ¥ — 3D 3 D9 T
DEL2—N ARy NCITAZY T H{MT LBERHY EF, 35T XTOE
Va—VERELTWRWE 7T XAZTEELEEA,

s [Interfaces] # 7T, R— K Fx¥ RXNVA8 Y T AR BA T DA L H—T = A AL, AN A
UH—T 2 A ANEENTWRNEA L, [Operation State] % [failed] & /R LET, v —
VN TAR Y 7 DOYA . T O EtherChannel [ A VN A VX —T 2 AZ VL LN
7o, ZOEEREIZEG L THRVWERA,

FIE

I T AR EEBANTHEN, D &b 1 2DFT =% XA TDA X —T = AFET21Z
EtherChannel (P& AR— k F ¥ %) Zi%E L F 9, EtherChannel (ZR— b F ¥ /L) DB
FIMEA LA —T 2 ADBREEFSIB LT E X0,

FI7 AN ETHE, TR_XRTOA U F—T =2 ART TAZICEHD L ToRET, HARKICZ T2
BT —H A B —T A AZEBMTHZEHLTEET,

=M TARZY TR, BT R A A —T 2 A AT 1O ED A N— [ —
7 = A A% D EtherChannel TH D MLENH Y 9, % v — /I EtherChannel Z 1B L F

—g‘o
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ATvT2

ATvT3

ATvT4

ATy Th

ATvT6

ATy T17

asa s 525206k

B AT DA v H—T = A AF 721 EtherChannel #3B1 L £ 9, EtherChannel (ZK— k F
FV) OBNELIIHEA VX —T 2 ZADOREESR LTI IEE N,

EHA LA —T 2 A ABMETT, ZOFRA L H—T = AE, VX —VOFHRDOHMEH
SNV —VEHA =T A ZALE L TIHEHY FEA (FXOS TiX, vy —EHHA
4 —7 = A AX MGMT, management0 D L 5 72 AT CERRINET) o

A= Fyr R348 157 T AXHIE) 7 L L TCFRENET, Vry—vBI7TAXY T T
1T, R—F FX¥ 2481207 &b 1 ODAf 2 F—T A A& BMLET,
X2 UT 4 =R E—FERBLET,

scope ssa

51 -

Firepower # scope ssa
Firepower /ssa #

77 AL R LET,

enter logical-device device name asa slots clustered

* device_name : Firepower 4100/9300 ¢ —3 A —/N—/SA PR T F 2L Y > FZGFEL T
AV E—=T A REZFDYBTHEDIMHEHLET, ZTEF2V T 4 TV 2—LEET
FHINDG I FAXLTELY ER-A, FEN—RU =T %A A =L LT T

H, 300X 2V T 4 TV 2= LT RTCERETILERNH Y 1,

e ARy MYy =T ETVa— V&7 TAZICEHIY Y TET, Firepower4100 DGEIEL, 1%
FE®E L £ 9, Firepower 9300 DAL, 1, 2. 32 ELE T, TV 2— LR A VA h—
STV ZRWGA T, Firepower 9300 &% —3 D3 DT X TDEY 2—/L Ay T
I IAZY T ERNCT HDRMERHD T, 30T RTOEY 2—/LEREL TR
L. VI RFITHERELETA,

51

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #

BT — R MANT T 7027 FEERLET,
enter mgmt-bootstrap asa

51

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

ERE LY ONRAT— FEfaELET,
enter bootstrap-key-secret PASSWORD

set value
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&I

ATy 710

ATy TN

HEF AR

exit
exit

AT E SN TV D ASA BHLE 2 — |32 U — RoRERC RSB £3, FXOS 77 & A
MTEDIRE, BHE2—YF ATV —F2Eh/-t iy hTEET,

1

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: happytuesday

Confirm the value: happytuesday

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* #

JTAL NG A—FERELET,
enter cluster-bootstrap

1 :

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

X2 VT 4 TV 2 AREDT TAZ IN—THERELET,
set service-type cluster name

1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

AHIE 1 ~ 38 3CFD ASCH LFHITH 5 2 & BMBETT,
JITAZ A H =Tz XA EF—FERELET,
set mode spanned-etherchannel

1 :

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

A% K EtherChannel €— KiX, ¥ A" —hZNTWABME—DE— FTT,
BEIPT RLAERERELET,

ZOMEHRIT, EX 2T 4 BV 2 VRETEEA V=T = AZRET LD S
i‘é‘o

a) B—HNVIPT RLADT—NLVERELET, ZOT RLAD1IOB, ZOA 2 H—T A
ZNZHE 7 T AL 2=y MIEID L THENET,

set ipv4 pool start_ip end ip

B #ETsqr
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ATvT12

ATy 713

b)

51

asa v 5252068 [

set ipv6 pool start_ip end ip

BIKTH, V7 I7AXNO2Z=y MIERIUEDOT RLAREENDL L HICLTLEE,
Firepower 9300 D4, TR_RTHOET 22—/ 20y FRHESTHARNELTH, ¥ y—
LT3 ODT RLRAEGDHIVERDH D Z LITIEE L TLEEN, 77 AZ EEET
LTYEDHEIEL. 7RV AZHOLET, BEO~Y AL — 2=y MNIBETAHREIP 7 K
VA (AL IV TAZIPT RLARLEMETIND) X, 2OT—1LO—ETIEH Y FHA,
VT FLRY NT—ZDIPT RLAD 1 DF AL 7V FGAXZIPT KLU A FITHE LT
CIEEW, IPVAT RLALIPVO T RL A (EbLbh—FHH7) 2HTXET,

BEA L HE—T 2 A ADAA L T TFTRAAIPT RLAZHRELET,

set virtual ipv4 ip_address mask mask

set virtual ipvé ip_address prefix-length prefix

TOIPT RLRIZ, VAKX F— A T RLARLEILRY NT—7 FICHEEL TV A NLEE
NHYETH, T—NIZEENLTWTUIRY FHA,

Xy NU—27 =R UxA 7T RLREANLET,
set ipv4 gateway ip address
set ipv6 gateway ip _address

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 pool 2001:DB8::11 2001:DB8::27
Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipvé 2001:DB8::1
prefix-length 64

XY —vIDEHRELET,

set chassis-id id

75 AEDEY ¥ —UNE—E D ID BMLETT,

i

Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

YA NI TAZY o TOEE, YA FIDIX 1 ~8 O THELET,

set site-id number.

il

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #
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ATy 715

AT v 716

HEF AR

7 ZALEIHY 7 DK ST 7 4 v 7 OFBFEF—EHE L E T,
set key
1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

IEWEZANT LI ITKROONET,

EHRLEIT, 1 ~ 63 3CFD ASCH SUFHITH, WHREIX, F—2AMT27-DIcH I
FT, IO T avik, THNR NTT 4w T BERRET v 7T — oA SN S N
o R E) IR EBLEYA, T—F A NT 7409 71F, W7 IVT TFAME LT
fEEnET,
P TGAL T—=hARNT v T E— RBLUGRHET N A T— REKTLET,
exit
exit
FEHFTRER Y 7 R =7 R—=Va v aR L, FHTAN—Va 2R ELET,
a) fAREE/ N~V a v EFRRLET,

show app

i

/ssa # show app

Application:

Name Version Description Author Deploy Type CSP Type Is Default
App

asa 9.1.4.152 N/A cisco Native Application Yes

asa 9.4.2 N/A cisco Native Application No

asa 9.5.2.1 N/A cisco Native Application No

b) EHTEZNN—=Ta D77V r—r a3y E—KRICADET,
scope app asa version_number

Q) ZDOR=TVarETIFNNELTHRELET,
set-default

d 77V r—vary '—REKTLET,

exit
51

/ssa* # scope app asa 9.5.2.1
/ssa/app* # set-default
/ssa/app* # exit
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/ssa* #

BREEZaIv MLET,
commit-buffer

Firepower 4100/9300 + v —3 A—/X—=NA YL, T 74NV OEX 2T 4 EVa—L V7
o277 "=V arvaEXyra—KRL, X2V T4 T2 WIITAXT—KA T v
Tar T 4 Fal— g b B L —T A ABRELE T aTHIET, 7 ITARAXZE
ALFET,

I TAZIRID Y % —2FBMT H5AIL. ZOFIRZEV KL ETN, EAH O chassis-id &
IE LW site-id 23R ETD2MENH Y £, TNLANOEEX, W DY v — TR U E & M#
FALET,

v AE— 2=y FASAWCEER LT, VIREZV U ITREENALZ~A A LET,

1

Vy—U1:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
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enable
enter member-port Ethernet2/3

exit

exit

exit
exit

commit-buffer

Scope ssa

enter logical-device ASAl asa "1,2,3" clustered

enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::27
set key
Key: f@arscape
set mode spanned-etherchannel
set service-type clusterl

set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit

exit

scope app asa 9.5.2.1
set-default

exit
commit

-buffer

VY —T 2

scope et
scope

h-uplink
fabric a

create port-channel 1

se

t port-type data

enable
create member-port Ethernetl/1

exit

create member-port Ethernetl/2

exit

exit
create port-channel 2
set port-type data
enable
create member-port Ethernetl/3

exit

create member-port Ethernetl/4

exit

exit
create port-channel 3
set port-type data
enable
create member-port Ethernetl/5

exit

create member-port Ethernetl/6

exit

exit
create port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1

B #ETsqr
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create member-port Ethernet2/2
exit
exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

DS AR A INDIENM
ASA 7 T AH AU REBINE-IIEEHZ £,

\}

GE)  ZoOFMEI, Pr—TOBMELRERICOLBERSNES, 7522 ) BT TITEMIC
725 TN % Firepower 9300 |ZE Y = — /L BN E T2 IFER T 256, Y =2 — LITHEICE
manEd,

1R BRI

cHEFED I T AR, ZOFHLWA L AHOEEIP T RLAF—LNTHSRIPT RL A
MEDHBTHNTVDLEE LTSN, ZRUADELATE, ZOH LW A 3 %58
THENS, Fv—Y LOBAFED I FAZ T — AT v TRECHTRETHIVLEND Y £
T ZOEFIZXVGRELT ANA ANFEE L ET,

AU H—T oA ADFREIL, FILWVW Y=V TORELRUEUTHILELRDH Y 7,

RET/NA R
|
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e INFALTHRANE—RTIE, BHDT TAZ AUIRNDASAT 7Y r— 3 Tw)b
FaryXA b T-RFEeAMCLETS, BNOT T AL A NFwVF 2T HA b
T— NREEBEICHRA L £,

FIE

75 ABNIRIDS v — FBINT BEAE. ASA 7 T AZDER (02—) OFIEEZ Y
RLUFETHMN, —FED chassis-id & 1E L site-id 252 ET D4R H Y £9°, ZNRLSNAOBEIL,
LWy =R UREZHEHLET,

Firepower Threat Defense Cluster 0 &1

B D Firepower 9300 > ¥ —3 &Y v —I NI FAZ L LTEMTHZ L, O v—
BV —VRZ ZAZ Y o TIEMNT AL TEET, Yy =M TR T, &
VX —VERAICEELET, 100V Y =T TAXEBMLEL, ROV ¥ —UIZIEIE
FRIUREEZ A LET,

Firepower Threat Defense 7 5 X 2 MERkL

25 A 4%, Firepowerd4100/9300 3 v — 3 A — S F B HLICEB TX $9, 3 TOH)
WRRENS 2=y MCHBIMIZAERSNET, Yy —VMI7 7RAZ ) 7T, Uy —T %
B ICHRELET, BEEZESICTIEOIC, 1 OO0y —UI 7 FAXZZERL, Z0%,
BAIDOY ¥ —VMBIROY Y —VIZT— FA RN Ty T a7 4 Fal—varzat—TCXZE
T

1R8O BRI

s BV LA AP ZITWN WA T, Firepower 9300 &% — 3D 3 >3 T
DEV2—N A0y bTIITAZY VT EHMNCTIRBERDY T, 35T XTOE
Va—/VEFRELTWRWE 7T AXIHEEELER A,

s [Interfaces] # 7 T, R— K Fx¥ RXNVA8 Y T AR BA T DA L H—T = A AL, AN A
VH—T 2 A ANEENTWOIRNWIEGA L, [Operation State] % [failed] & F/RLET, v —
NI TAE Y 7 DA 2O EtherChannel (XA /N A U H—T = f AZMFEE LR
7o, ZOEEREITESR L THEVEEA,

FIE

ATY TN U IAZERETDANC, | DL LEOTF—2BDA % —7 = A A F£ 7213 EtherChannel (51144
R—hF¥xN) ZRELET, EtherChannel (AR— b F v /L) OBEIEZITYEA > 2 —
Tz A ADREEBRL TS,

Flo, T2 A =T x2A RI7 TAZZRELIEEZTH, 207 7 A2 |TEMTEET,

W #E7 R
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V=V TARAEZY T T, BT H A =T 2 AT 1O DA R— o H—
7 = A A% D EtherChannel TH D ME N H Y F9, 43 v — /I EtherChannel Z BN L F
ﬂ—o

(&) 7 7 A X % B4 D il Firepower-eventing # 1 7 DA ' X —7 = A AR ELET,
MBA L H—T 2 A ADOREESR L TIIEIN,

DA HE =T oA AX, FIDT A ADC I FVEHAS X —T 24 ATT, ZDA
B —T 2 A AT HI20E, FIDCLI TIP 7 KL AR ED/RT A —F i ET HMEN B
DEF, ez AU Web AR ML) WoEHNI 74 v 7 2N TEET,
Firepower Management Center =~ > K U 7 7 L' 2 configure network =~ > K& &M L T
TZ&EY,

BELH A T DA v H—T = A AF T~ 1L EtherChannel 3B L ¥ 7, EtherChannel (ZK— ~ F %
KoL) OBMEEIWEA VX —T 2 ZADOBREESHRLTIIEEN,

BHA LA —T oA ANMETT, ZOBFHA X —T oA AT, ¥ — L OEPDOIINE
ENBHYY—VEHA LA =T A ALFEUTIEIHY £8AL FXOS Tk, Vv —VEHA
X —7 = A AX MGMT, management0 D K 9 724 CERINET) |

R—F Fr 48137 FAZHI@Y 7 L LTPRISNET, Yy —vfZ7I72% Y 7T
X, K= N F¥ R8I0 EH 1 OO U F—T = A4 AZBIMLET,
tXaUF 4 B—bRE— NERBLET,

scope ssa

&1

Firepower # scope ssa
Firepower /ssa #

7 T AR EERLET,

enter logical-device device name ftd '"1,2,3" clustered

51

Firepower /ssa # enter logical-device FTD1 ftd "1,2,3" clustered
Firepower /ssa/logical-device* #

device_name 1%, Firepower 4100/9300 ¥ ¥ —3 A—/X—=NAYFRT F AKX Y 7T HFHELTA

VE=T 2 A REED Y THLEDIMEHLET, ZUuTtEF 27 0 BV 2 — RETHEHAS

NH7 TAZHTIEHY ¥ A,

GE) EFVa2a—NARA A=A INTWVRNWEETH, Yy — D3 DTRTOEY 22—
NABy NTYFZAZY T HGNT HUHERHY ET, 32T XTOEY 2—/b
ERELTWeWE 772X FHELEEA,

JTGAR T—=F AT T RITA=FEHRELET,
Q) VIAX T—h AT T A7V FEERLET,

#ET 12 |}
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ATvT8

b)

d)

e)

2)

enter cluster-bootstrap

Yy —vID ZRELET,

set chassis-id id

7T ALDEY ¥ — NI EO ID BLETT,

YA M7 TAZ ) T OE, A FIDIT 1~ 8 OHPHTHREL £T,

set site-id number.
H 4 M D ZHIBRT 2I12IEX, EE 01
1 -

ELET,

e

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

EFxa2VT 4 TV 2 VREDI TAZ F—2RELET,
set key
WHMEZ AT HEIITKROENET,

HWEIL, 1 ~633LFD ASCIH LFH| T, WHMEIX, *—2ERTH72DICH S
NE4, ZOFTvaid, T—FRA VT 74 vr BEIRET v 75— MolRk S
D87 IR E) T EBLEYA, T—H A T 74w 7F, FIZZ VT TFA b
ELTHEEINET,

JITAZ A E =Tz X ET—FERELET,

set mode spanned-etherchannel

Z /3 K EtherChannel & — Fi&, AR —FSNTWHHE—DE— RFTY,
X2V T BV NAREDI TAY TN—THaHRELET,

set service-type cluster name

AT 1 ~ 38 3CFD ASCIL XLFHNThH 5 Z L B ETT,

JFGAL T—=hA NIy T ET— R TLET,

exit

51

Fi
Fi
Fi

Fi
Fi
Fi
Fi

.
&

repower /ssa/logical-device* # enter cluster-bootstrap

repower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1

repower /ssa/logical-device/cluster-bootstrap* # set key

Key: fQarscape

repower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
repower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
repower /ssa/logical-device/cluster-bootstrap* # exit

repower /ssa/logical-device/* #

BT —FA T T NITA—ZERELET,

B #ETsqr
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a) BHT—MRANI T ATV FEERLET,
enter mgmt-bootstrap ftd
b) ‘& Firepower Management Center O IP 7 KL A& f5E L £,
enter bootstrap-key FIREPOWER_MANAGER _IP
set value /P_address
exit
) BTN AREETLE—FERELET (=7 v RELII R T UAXT LU
enter bootstrap-key FIREWALL MODE
set value {routed | transparent}
exit
d) 7 /3A A L Firepower Management Center & Dl CIHATHF—2HEL E£T,
enter bootstrap-key-secret REGISTRATION_KEY
set value
registration_key
exit
e) T A ATHAT 5/ AV — FEREL LT,
enter bootstrap-key-secret PASSWORD
set value
password
exit
)  FRET A ZAOFEREMAA M ERELET,
enter bootstrap-key FQDN
set value fgdn
exit
g)  MEETSA AT D DNS r— "D h v KGOV A P EIRELET,
enter bootstrap-key DNS_SERVERS
set value dns_servers
exit
h)y  WRELT S ADORBERAL L DOH o~ EED DY A MEFRELET,
enter bootstrap-key SEARCH_DOMAINS
set value search_domains
exit

i) I ABNOFKEEF 2T 4 T2 — LOEBIP T FLAAZRELET,

RET/NA R
|
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GX)  Firepower 9300 D34, EV 2 —ANA L A =L ENTHRWVWEA TS,
VX =Y D3OFTRTCOEYa—/L Ay NTIPT KL AZFRET D MLEN
HVET, 32T RTOEV 2a—LERELTWRWNWE, 77 AZTHELE
A,

IPv4 FEHA L H =T =2 A ATV =7 PEAFRT DI21E, ROFIEZETLET,

1. BEA L H—T oA A ATV FEERLET,

enter ipv4 slot_id firepower

2. F—bUxA T RLVAZHELET,

set gateway gateway address

3. PT7TRLAREAZERELET,

set ip ip_address mask network _mask

4. HHEIPET—REKTLET,

exit

5, vy —T0EVDEY2— I L CRIEAEY K LET,

IPv6 EHA L F—T = A A ATV = FaefFlT 512, ROFIEZFEITLET,
1. BEA L H—T oA AFT Vs FEERLET,
enter ipv6 slot_id firepower
2. = UxA T RLVAERELET,
set gateway gateway address
3. PT RVARLET VT 4 v 7 AEEELET,
set ip ip_address prefix-length prefix
4. FHIPE—RFEKTLET,
exit

5, P —TOBYVOEY 2 I L TCERIEEEEYELET,

) EBT— AT yT = REKTLET,

exit
&1

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY

B #ETsqr
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: ziggyS$tardust

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

Value: $pidersfrommars
/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS_ SERVERS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower
/ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipvd* # set ip 10.0.0.31 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvd* # exit
/ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower
/ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipvd* # set ip 10.0.0.32 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvd* # exit
/ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower
/ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipvd* # set ip 10.0.0.33 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvd* # exit
/ssa/logical-device/mgmt-bootstrap* # exit
/ssa/logical-device* #

WITF AN R E— REKTLET,

exit

EMAARER Y 7 b =T N=Va v z2Fon L, T I N—Va v aRELET,

a) MEHARERN—Ta VERRLET,

b)

show app
il -

/ssa # show app

Description Author

Deploy Type CSP Type

Is Default

Application:
Name Version
App
ftd 6.0.1.37
ftd 6.1.0.11
ftd 6.1.0.21

T2 =Y a 077 r—var = NIAD £T,
scope app ftd version_number

IDONR=VarET 74N EELT

set-default

N/A
N/A
N/A

cisco
cisco
cisco

BELET

Native
Native
Native

Application Yes
Application No
Application No

LESACES
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ATy 7N

ATv 712

ATy 713

d ZoNRN—=Yaroxzy Fa—W T4 AZNEICFRELET,
accept-license-agreement
e) 77U r—varyE—KREKTLET,

exit
1 -

/ssa # scope app ftd 6.1.0.21
/ssa/app # set-default

/ssa/app* # accept-license-agreement
/ssa/app* # exit

/ssa* #

v hLET,

commit-buffer

BOE A = X

Firepower 4100/9300 ¢ —3 A—/S— A HFix, F 74 AL OEF2VF 4 EV2—L V7
o7 RX—=VarvaXyrao—KL, X2V T4 V22— NI TAXT—F AT v
a7 4 X2l = al tERA AT A AREE S v aTDHIET, JITARAXEE
ALFET,

T I ARZIRIDOY v — B EBNT DI, ZOFEEBEVIELET., [EAHO chassis-id 1 &
VEADOEHIPT RLVAZRETIHILENLLGEITRTE L. £ ) TRWEAIIHE T DY v —
VCRICEREEMHALET,

KXoV T7 4 BEVa2—VE, BHIP 7 KL A& HJ 5 Firepower Management Center (ZiE
MLTnE, Web A ¥ H—T = AT FRALZITN—=TLLET,

T R_RCHY 7 AKX 2= hZL, Firepower Management Center (ZiB I3 2 RiIZ, FXOS CTIE# 72

RO 7 T AZNIHFEL T DLRERD Y £7,

1

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit

WETNAR
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exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
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set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

VY — 2

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

Scope ssa

enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap

B #ETsqr
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set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

HISRA AINDEM

\}

WFED I T AZNDFID 7 T AHF A" EBBINERITESF9,

GE)

ZOFIEIZEIT HFXOSDFIAIE, HLWy ¥y —vOiBMOARIEHSNET, 772X~
T T TITAIT /2 > T D Firepower 9300 (28T LWEY 2 — L& BNT 5456, BV a2—/b
IXEEIISEIM S LET, 7272 L, Firepower Management Center (287 LVNE ¥ = — /L& B
HVENRH Y F£4, Firepower Management Center O FHE TAFx v 7 LET,

#ET 12 |}
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1R BHHEIIZ

o BE L% AYA X, Firepower Management Center 7> 5 g7V T A X A L N EHIBRT 2 43
N ET, FHLv=y MIEXHLZ D L, Firepower Management Center =D H LT
WA RERIRINET,

AP =T 2 ADREIF, HLWNT ¥y =T TORELF L THLILENRD Y £,
FIE

ATV TN QlOv v —v %7 T AX|ZIBINT %121, Firepower Threat Defense 7 7 A % OERL (38 ~=2—
V) OFIEEBEVIELET ROBEZBEAOLOELE L TRETIVLEOHILGHEEREE
To T TRV, MOy —VIZHECREEZFEHALET)

e« ¢ —3ID (Chassis ID)

EHIPT LA

AT w 72 Firepower Management Center C. [Devices] > [Device Management] % &R L T/ 5 [Add] > [Add
Device] Zi#IN LT, HLWERELT A 2 ZBML 7,

AT v 73 [Add] > [Add Cluster] Z%&RK L £ 9,
ATv T4 Fay 72 UARNLBED [Master] 735 AZRINLET,
I IGABZIZT TILEENTND VAL =T N, ZAZEIRLTGE, BEFO 7 7 AX OL4HINA

B AN J1 &4, [Slave Devices] 7R v 7 ZTERATRE/R TR TD A L —T T ANEKRIIE
T, ZAUTIE, FMCITEMLZEN Y oF L=y hREENE T,

ATY 75 [Add] %7V v 27 L, KIZ[Deployl 27 U 27 LET,
I TABITH LN A AN EBIL CHEFSNET,

=L ==
Radware DefensePro DX E
Cisco Firepower 4100/9300 > ¥ — %, H—7 L — R THEEOY —E X (747 U4 —/L,
Y —RKX—=F 4 DDDoS 7V rr— a2 E) Y R—FTExET, ZNH6OT SV r—
variY—vRiE, Vo7 ENT, Y—ERTF - EFRLET,

Radware DefensePro [ZDULYT

BE—EZENTWAY—EX Fx—r a7 4 Xab— a0 TlE, #— FA—F ¢l
@ Radware DefensePro (A8 ~7"7 v b 7 4 — L% ASA 7 7 A 7 U +—/VOFgi, F 7= Firepower
Threat Defense O TR THEITT H L 91241 > A h—/L TX £7, RadwareDefensePro |, Firepower
4100/9300 ¥ ¥ — NI HBIY— B A GiE (DDoS) D & fEFIHERE 2 #2425 KVM ~<— X
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Radware DefensePro DRI 544 .

DIRATZ » b 7 +—25 T3, Firepower4100/9300 > ¥ — 3 CTH—E A F = — LV NEMZ2 D
L Ry NT—=I LD NT T 4w ZIEEE/R ASA F 7213 Firepower Threat Defense 7 7 1 7
7 4 —VIZEET D RC DefensePro AR 7 v b 7 4 — LA ZBIRTHILERH Y 7,

\}

Gx) « Radware DefensePro {RAE 77 v b 7 +— AL, RadwarevDP ({iZf8 DefensePro) . F7-1%3
VAT VDP EFEHIND Z LY £,

e Radware DefensePro 4877 v b 7+ — 4L, Vo7 Fal—Z LIS Z28H0 F
j‘o

Radware DefensePro M RTIE 54

Radware DefensePro % Firepower 4100/9300 > ¥ — & AT HHIIC, ete/UTC # A LY — T
NTP $— %A 9% K 5 IZ Firepower4100/9300 v — > & AR T~ D B3 & W £ 77, Firepower
4100/9300 > v — D HAF L RFZIORE DT OV TIE, HIFOREZZRM LTI ZEVY,

H—ERXFIz—2DHAZ4M4 Y

ETIL

« Radware DefensePro (vDP) 77 v N7 4 —ALlZ. RDEX 2 U T 4 T34 T 2 AD ASA
THR— I TWET,

* Firepower 9300

s Firepower4120 : =MD~ 7 v k7 4 —ATiX, CLI ZffH L T Radware DefensePro % i#
AT DN EH Y £9, Firepower Chassis Manager (£, Z O#fEZ VR — F LT\ E
NEUR

* Firepower4140 : Z D~ > b7 #—ATlX, CLI ZfH L T Radware DefensePro % &
AT DN EH Y £7, Firepower Chassis Manager (£, Z O#FEZ VR — F LT\ E
NEVUR

* Firepower 4150

* Radware DefensePro 77 v b 7 #— A%, ROEF=2 YT 4 77747 2 AD Firepower
Threat Defense TH AR — s X TWET,

* Firepower 9300

* Firepower 4110 : a7 A X L[ARFICT 2 L— X 2B AT HLE R H Y £3, 7
A AT TICGREET ANA ARRESINTHZ T, TaAb—FE2AA A M—1LT5HZ LI
TEEHA,

RET/NA R
|


b_CLI_ConfigGuide_FXOS_231_chapter9.pdf#nameddest=unique_18

wETFAA2 |
. ARV R7OVDHRET/NA X TO Radware DefensePro D% E

* Firepower 4120 : F@ 7 A XA LRIRFZT a L — X 2B AT LIMLERH Y £3, 7
A AT TSR T A ZAPREINTZR T, Tab—F &2 A M—1T5HZ LT
TE £,

* Firepower 4140

* Firepower 4150

Z0MOAA K342

e —bERAFrz—F, VY —IHNITAZ AT 4 X2 — g TP R—FENRT
WEHA, 7272 L. RadwareDefensePro (vDP) 77U r—a vid, Vv —v NI T RH
VFIVFDOARE L RTRY AT 4 X2 b—a NIEATEET,

e DefensePro 7 7V 77— a VTR KRIODEXF 2T 4 T 2a— VOB DA v AKX LA
ELTCEMECE £,

A R7AOVNDHET/INA X TO Radware DefensePro 0% E

AH L RT 1 ASA F 7213 Firepower Threat Defense #m#l 7 /XA A DRI SH H B —DH—E A
7 = —/IZ Radware DefensePro %1 A h—/L 3 51Z1%, RO FIRIZENE T,

1R BRI

¢ vDP A A —% CiscocomNH X 7 — KL T (CiscocomMNbHDA A= DH 7 ma—
K&=ZH) | EDA A— % Firepower4100/9300 > v — 12X 7> a— R LE T (Firepower
4100/9300 > ¥ — 3 ~DFRET NA ADY T "I =T A A=V DX 7 ru— REZR) |

e Radware DefensePro 7 7 U r—> 3 Uid, VY —YWNI TAFDAHF L KT a AR CE
ATEZET, P¥y—IWNIZTRAZY U I2o0WTiE, v —3NZ T A Z D Radware
DefensePro D% E (53 X—3) ML TL7ZX W,

FIE

ATYT1 VDP THIOERA LV F—T = A AT 25813, WA 7 —7 oA AOFRETHE - TA
VHE—=T oA AEAIIL, TDOXA TR mgmt (Z725 L HICREL T IEEN, £ 9 LA
Gt TV r—va VBB v =T oA AR LFETEET,

ATv T2 AZLRT7 v T ASA F 7213 Firepower Threat Defense i BT /3 A A 2B L £3 (A ¥
Y K7y ASA BN (10 =X—) F/=IZA X K7 v Firepower Threat Defense 0Bl
(15<—2) #%M) . Firepower4110 £72134120 X2 VT 4 77 T4 T A BIZA A—
VhA VA M=V HGEIIE, REEZ 2 v T 5HEIIC, vDP % Firepower Threat Defense
A=V LB VA M= AVTHUENDD Z LITHERLTIZSN,

AT9T3 kX2 VT4 b—ERXE—FEBMLET,

Firepower# scope ssa

B #ETsqr
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WETINAR

ATvT4

ATv 75

ATvT6

ATy T1

ATvT8

ARV R70OVDHmET/INA X TO Radware DefensePro D& E .

Radware vDP A A% > 2 ZER L £ 97,

Firepower /ssa # scope slot slot_id

Firepower /ssa/slot # create app-instance vdp

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot/* # exit

REZX2Iy FLET,

commit-buffer

X2 UT 4 FV2—ADVDP OREL TRV a = T HMHERLET,

Firepower /ssa # show app-instance

i -
Firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version Cluster

State Cluster Role

ftd 1 Enabled Online 6.2.1.62 6.2.1.62 Not
Applicable None
vdp 1 Disabled Installing 8.10.01.16-5 Not

Applicable None

(AFvary) $PR—=—FSNTOLHMARERY Y =X Tn 7 7 A NV aFRLET,
Firepower /ssa/app # show app-resource-profile

1 :

Firepower /ssa/app # show app-resource-profile

Profile Name Security Model Number of Cores RAM Size (MB) Default Profile
DEFAULT-4110-RESOURCE FPR4K-SM-12 4 16384 Yes

DEFAULT-RESOURCE FPR9K-SM-56, FPRO9K-SM-44, FPRO9K-SM-36, FPRY9K-SM-24, FPR4K-SM-44,
FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes

VDP-10-CORES FPRY9K-SM-56, FPRO9K-SM-44, FPRY9K-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36,
FPR4K-SM-24

10 40960 No

VDP-2-CORES all 2 8192 No

VDP-4-CORES all 4 16384 No

VDP-8-CORES FPROK-SM-56, FPR9K-SM-44, FPR9K-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36,
FPR4K-SM-24

8 32768 No

(A7 ay) BOFEOERFAEER T2 7 7 AVD1I2EFEHLT, VY —RATr 77V
ZaxE LET,
a) #HAEZ ATy F1ICLET
Firepower /ssa*# scope slot 1
b) DefensePro 77V 7r—a v A VAX L AE AN LET,

Firepower /ssa/slot* # enter app-instance vdp

o) THVr—var AV AR AERMICLET,

#ET 12 |}
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. 22 F7OVDHET/NA X TO Radware DefensePro D& E

ATvT9

ATy 710

ATvIN

ATvT12

ATy 713

ATV 714

Firepower /ssa/slot/app-instance* # enable
d) VY—RATuT7r7AVERELET,
Firepower /ssa/slot/app-instance* # set resource-profile-name resource_profile name
e) RExXAI v MLET,
Firepower /ssa/slot/app-instance* # commit-buffer
VDP 77V r—>a VAV T A IREBIZ IR o T2, BT NA AT 7B A LE T,

Firepower /ssa # scope logical-device device name

VDPIZEHA v X —T = A A%EIN ¥ TET, ET NS ROLD LRI MBS X —T = A
AT, DA v X —T oA ABFEHATHZ L TEET,

Firepower /ssa/logical-device # enter external-port-link nameinterface id vdp

Firepower /ssa/logical-device/external-port-link™® # exit

VvDP OAEREFLA X —T = ARELEHELE T,
a) 7—hMANT T AT EERLET,

Firepower /ssa/logical-device* # create mgmt-bootstrap vdp

b) HHIPT FLAZRELET,

Firepower /ssa/logical-device/mgmt-bootstrap* #create ipv4 slot _id default

) y—hUxA T RFLAZRELET,

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set gateway gateway address
d) IPT7T RLARELETRITERELET,

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set ip ip_address mask network_mask
e) BWHIPREAT—TEKTLET,

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #exit
) BFEHT MRy TREAT—TEHETLET,

Firepower /ssa/logical-device/mgmt-bootstrap* #exit

ASA F 7214 Firepower Threat Defense 7 2 —DHIIZ vDP B ET 5T —X A vV H—T = Af A%
e L £7,

Firepower /ssa/logical-device* # scope external-port-link name

show external-port-link =~ > FZ A/ LT, A F—T oA AT RLET,
BT A A2 vDP ZIBIL 7,

Firepower /ssa/logical-device/external-port-link™* # set decorator vdp

VDP 24 B, v 2 —T 24 AT LICF@EZBHEVIK L ET,
Y= RRX—=FT DT TV —2a DA B —T 2 ATRESNTWNWDZ EEZMWRLET,

B #ETsqr
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ATy 715

v — A5 S5 X4 D Radware DefensePro D% E .

Firepower /ssa/logical-device/external-port-link* # show detail

51

Firepower /ssa/logical-device/external-port-link # show detail

External-Port Link:
Name: Ethernetll ftd
Port or Port Channel Name: Ethernetl/1
App Name: ftd
Description:
Link Decorator: vdp

wEEaI Y FLET,

commit-buffer

RDBERY

DefensePro 7 7'V 77— a U DO/NNATV— RERELET, NAV—RERETLHETIEL, 77
Vr—a A3F 74 R0 EIEE LT EEW, FMIZ- DV TIEL, cisco.com
WZHE & TV % [Radware DefensePro DDoS Mitigation User Guide] &M L T 72 &0,

> ¥ — WY 5 X4 D Radware DefensePro D% 5E

\}

GE)

ATy T

ATy T2

ATvT3

P—bEZ2 Fxz—F, V¥—YRANITARAE a7 4 Fal—a TP R— S TWE
A, 7272 L. RadwareDefensePro 7 7 U r—> g U id, Vv —Y NI TAHX O FUADAHF
YRTmry ar X al—3i g NIEATEET,

1R8O BRI

« VDP A A — % Ciscocom B X 71— LT (CiscocomMBDA A—T DX 11—
RK&EHHR) | ZDA A— % Firepower4100/9300 v — 12X 7> a— R LE T (Firepower
4100/9300 > ¥ — ¥ ~DFELT NSA AD Y T NI 2T A A=V DX u— REBH) ,

FIE

VvDP THIDEBA 7 —T = A Z&MEMT2HET, WA o F—T = A ZADOREITHE > TA
VH =T 2 A RAEFAINIL, TDXA TR mgmt (2725 X HITHELTLEZEN, £ LA
e, 77V r—va B =T oA AEIAETEET,

ASA ¥ —Y N7 T AL (ASA 7 7 AZDIERL (30 X—) %) | F 721 Firepower
Threat Defense ¥ ¥ — N2 7 A% (Firepower Threat Defense 7 7 A % DAEL (38 X—) %
M) aRELET,

HNES (747> MMAl) AR— k% Radware DefensePro T7F =2 L— ks L9,
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HETNAZ |
. v —L RS S5 X452 D Radware DefensePro MDE%E

enter external-port-link name interface_name { asa | ftd }
set decorator vdp
set description """

exit

ATY T4 GRET AL ZOIRERAR— N EFID Y TET,
enter external-port-link { mgmt_asa | mgmt_fid } interface _id { asa | fid }
set decorator """
set description """

exit

AT w75 DefensePro DAEE IR — F&2EIY Y TE,
enter external-port-link mgmt_vdp interface name { asa | fid }
set decorator """

set description """

ATvT6 (FA7Tvay) PR=FENTWLFIHFTRER Y Y —X a7 7 A L aRRLET,
Firepower /ssa/app # show app-resource-profile

51

Firepower /ssa/app # show app-resource-profile

Profile Name Security Model Number of Cores RAM Size (MB) Default Profile
DEFAULT-4110-RESOURCE FPR4K-SM-12 4 16384 Yes

DEFAULT-RESOURCE FPRO9K-SM-56, FPRY9K-SM-44, FPRY9K-SM-36, FPRY9K-SM-24, FPR4K-SM-44,
FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes

VDP-10-CORES FPRO9K-SM-56, FPRO9K-SM-44, FPRO9K-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36,
FPR4K-SM-24

10 40960 No

VDP-2-CORES all 2 8192 No

VDP-4-CORES all 4 16384 No

VDP-8-CORES FPR9K-SM-56, FPR9K-SM-44, FPRI9K-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36,
FPR4K-SM-24

8 32768 No

ATy T17 (F7Fvay) HIOFIEOFERGER e 7 7 A NVD1DEFHLT, VY —A 777 AL
ERELET,

G ZoXEEEZaIvFTDHE FXOS Uy —UREER L ET,
a) #AEAT Y F1ICLET,
Firepower /ssa*# scope slot 1

b) DefensePro 7 7V r—ya v f VAR A B AT LET,

Firepower /ssa/slot* # enter app-instance vdp

Q) TV r—var AV AZ U AERAMILET,

B #ETsqr
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Firepower /ssa/slot/app-instance* # enable
d) VY—ATuT7r7A4VERELET,

Firepower /ssa/slot/app-instance* # set resource-profile-name resource_profile name
e) ELX2I v FLET,

Firepower /ssa/slot/app-instance* # commit-buffer

ATYT8 ITAZKR—FFxRVERELET,
enter external-port-link port-channel48 Port-channel48 { asa | ftd }
set decorator """
set description """

exit

ATwvF9  DefensePro D 3 DDFTRCDA VAL ADEBRT — AT v FEFRELET,
enter mgmt-bootstrap vdp
enter ipv4 slot_id default
set gateway gateway address
set ip ip_address mask network _mask
exit

1 :

enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
enter ipv4 2 default
set gateway 172.16.0.1
set ip 172.16.4.220 mask 255.255.0.0
exit
enter ipv4 3 default
set gateway 172.16.0.1

set ip 172.16.4.221 mask 255.255.0.0
exit

AT TN FBHIT— AN T TREAT—T KT LET,
exit

ATFYyITN ~AZ— T L —FKEDDefensePro 7 7Y r—a v AV AX AR ATTLET,
connect module s/ot console
connect vdp

ATYT12 ~AX—TL—RT, HFHIPEZHELETT,

device clustering management-channel ip

#ET 12 |}
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. v —L RS S5 X452 D Radware DefensePro MDE%E

ATy 713

ATy 714

ATy 715

ATy 716

ATv 11

ATv 718

ATv 719

AIDAT v 7 CHRLIZIPZHEHAL T, ~AX—IPERELET,

device clustering master set management-channel ip

77 AL BRMELET,

device clustering state set enable

TV r—vary aryy—)LEKETLTFX0S €Y 2 —/L CLLIZEY £7°,
Ctrl ]
AT w710, 12, 13, 4EBEVIELTAT v 711 THER LI AX —IPEZREL, £7 L —
RT7TVr—var A VAR VAR LTI TAZEHMELET,
BREE2I v FLET,
commit-buffer
GE) ZOFNEEET L7565, DefenseProAf v AX AN T AZIIREINNTNENE D
MNEMERT HVLENH Y 7,
DefensePro 7 7V r—a U ODOTRTNY T AZIZBIML TWAZ E 2R LET,
device cluster show
LUFDOWF L0 J51E T, Tprimary] & [secondary] @ DefensePro A A% A3 EThH
Lk LET,

a) DefensePro A > A& L ZADHiPHZFEE L, DefensePro D7 7'V r—3 a V@D B % KR
LET,

scope ssa
scope slot slot_number
scope app-instance vdp
show app-attri

b) Au vy FO#FEZEE L, DefensePro f > AX V ADEMAERRLET, ZOT7 T u—F
TIiE. Avy b EOFRET ANA ZREVDP WL DT TV r—a s f VAL AERDE
IRENET,
scope ssa
scope slot_number

show app-instance expand detail

DefensePro 77U r— g VR A L TA L TH Y7 T AXLI I TWRWEAIL, CLIICKRD &
INZERRENET,
App Attribute:

App Attribute Key: cluster-role
Value: unknown

B #ETsqr
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v — A5 S5 X4 D Radware DefensePro D% E .

Z @ Tunknown| ENFERINT-HEEIE, vDP 7 T 2 X 2{EEKT 572912, DefensePro 7 7V
= a B AL T AL —IP T RLAZRET DHDMLERDLY 7,

DefensePro 7 7’V r—a VAL T A T T AFENTWAEEAIL, CLIIZKRD L 91T
FrEINFET,

App Attribute:
App Attribute Key: cluster-role
Value: primary/secondary

1

scope ssa
enter logical-device 1ld asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 172.16.0.1
set ipv4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4 172.16.4.222 mask 255.255.0.0
set virtual ipv6 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description
exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description
exit
enter external-port-link mgmt vdp Ethernetl/l vdp
set decorator ""
set description
exit
enter external-port-link port-channeld48 Port-channel48 asa
set decorator ""
set description
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

wn
wn
wn

wn

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default

set gateway 172.16.0.1

set ip 172.16.4.221 mask 255.255.0.0
exit

#ET 12 |}
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&

ATy T2

ATvT3

HEF AR

UDP/TCP — kDA — 7> & vDP Web 4 — E R DAL

exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri
App Attribute:
App Attribute Key: cluster-role
Value: unknown

RDEZRY

DefensePro 7 7' U 77— a VDO/RATV—REFRELET, WAU—REHRETHETIE. 77
Vor—a it o4 0267202 EIZEB LT EIV, 3DV TiE, cisco.com
WICHE STV 5 [Radware DefensePro DDoS Mitigation User Guidel] % & L T< 72 &0,

fDA—T 2 & vDP Web H—E XD EME

Radware APSolute Vision Manager f > % —7 = A Ald, X F X F/2 UDP/TCP R— hZEH LT
Radware vVDP O 7 7'V r— a2 o Ei@fE LE T, vDP O 7 7' U r—/ 2 > 7% APSolute Vision
Manager L IH(ET 572D, ZRHEDR— BT 7 BAARETHD 77 AT U+ — ML ST
Tuyl SPIRNZ EEMEBLET, A—T T HREDR— hOFEMIZ OV TIL, APSolute
Vision —H% HA ROWRDEEZZL T ZEW0,

* Ports for APSolute Vision Server-WBM Communication and Operating System

« Communication Ports for APSolute Vision Server with Radware Devices

Radware APSolute Vision T FXOS ¥ ¥ — Y MNIZHECE X415 Virtual DefensePro 7 7° Y 7r—373 &
ZET 572012, FXOS CLI 2 L C vDP Web Y —E A2 HRNZTHLENH D £9°,

FIE

FXOSCLI2°6, VDP DT U r—a f VAR AZEEHE LE T,
connect module s/ot console

connect vdp

vDP Web —E 2 2 E80b L £,

manage secure-web status set enable

VDP 7 7 U r—vardpayV— w2 T LTFX0S Y a—/LCLIIZEREY £7,
Ctrl |

B #ETsqr
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wE7 2052 [

MIBETNAADEE

BT S ZALHIBR L, ASAZ R T UART L R BT— RIZEH L, AV F—T 2R
T4 FXal—arEEEL, BEORETI AL ATHO X 27 2FTTXFET,

FIYHr—3o0ary—ILADES

ATy I

ATy T2

ROFNEZ > TT TV r—varoary —cEk LET,

FIE

EFYa—/L CLLIZHERE L £,
connect module slot_number console

BEOEX2VT 4 TV a— NV EFTR—MLRNWT A ZADEX2 VT 4 =PVl kT
BHI2VE. HZ slot_number & LT1 ZFEHLET,

&1

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

TV r—varoary =R LET, T A0wra~v L REALET,
connect asa
connect ftd

connect vdp name

i -

Firepower-modulel> connect asa

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

i

Firepower-modulel> connect ftd

Connecting to ftd(ftd-native) console... enter exit to return to bootCLI
>

#ET 12 |}
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B s 1 zour

AT9T3 77U r—vary aryy— a7 L TFX0S €Y a—/L CLLICBE L £,
* ASA : Ctrl-a,d & A7)
«FTD : Ctrl-a,d & A7)
«vDP : Ctrl-],. & A7)
NI TNy 2—T 4 7 DI FX0S &Y 2 —/L® CLL ZfEHT 2560360 £,
ZXF v T4 FXOS CLI DA —/U8 H LaYLIZRY 97,
a) ~& A7)
Telnet 7 7'V r— 3 G0 b £,
b) Telnet 7 7V r—3a V&K TTHITIE, REATILET,

telnet>quit

1

WIT, BF 2V T 4 FV2—/L 10 ASAIZHE L THH ., FXOS CLI D A —/ /3 A #
LAUICR DB 2R LET,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~
telnet> quit

Connection closed.
Firepower#

IR T /N1 A DHEIR
FI§

ATYT1 BFX2 VT h—E R E— REBBLET,
Firepower# scope ssa
AT9 T2 vy —v EOGGET NA ADOFEMZR R LET,

Firepower /ssa # show logical-device

B #ETsqr
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ATvT3

ATvT4

HIBR S DRmBLT A 2R 2812, ROa~vr FE AL LET,

Firepower /ssa # delete logical-device device name

w7 g 208k ]

LT S, AL VA P =L ENTWABT Y r— g VOFFMEFR R LET,

Firepower /ssa # show app-instance

HIBR3 27 7V r—varleis, kOa~vy Re A LET,
a) Firepower /ssa # scope slot slot number

b) Firepower /ssa/slot # delete app-instance application name

¢) Firepower /ssa/slot # exit

REZAI Y PLET,

commit-buffer

NS oL a3 AT A0HFEICaIy FLET,

1

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:

Name Description Slot ID Operational State

FTD 1,2,3 Clustered Ok
Firepower /ssa # delete logical-device FTD
Firepower /ssa* # show app-instance
Application Name Slot ID Admin State
Startup Version Cluster Oper State

ftd 1 Disabled Stopping
6.0.0.837 Not Applicable

ftd 2 Disabled Offline
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available
6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

Template Name

6.0.0.837

6.0.0.837

LS ACES |



B o= s rcBEftshTOELT TUr—Y a0 £ V8 U ROBIR

HEF AR

BRETNA RIZEEMTFONATWVEWNWTZ T S— 304 VD REF VR

D HIIFR

&M

ATy T2

ATvT3

ATvT4

BT R, ABHIBRT D L. TORBT AL AOT TV r—a VREDHIRT 2008 9 0»n
ZRONFET, 77V r—rarRELZHIBRLRWEA, TOT TV r—va AV AX A
DHIBRSNADET, BT 7V r—va a2 EH L GREET S, AZERTHZ LT TEEH
No X2 VT 4 BV 2— )W P UNGRET NA A LT TICBEAT BTV WA,
TV r—vay A VAR AEHIRT 5720 FTOFIEEZ#HTE £,

FIE

X2 VT4 —ERE— REBBELET,

Firepower# scope ssa

AVAN=WERT T r—va COFEMEFR R LET,
Firepower /ssa # show app-instance

HIBR 27 7V r—varZLic, koa~vr FEANJLET,
a) Firepower /ssa # scope slot slot number

b) Firepower /ssa/slot # delete app-instance application_name
c) Firepower /ssa/slot # exit

HEEAIY FLET,
commit-buffer

KNSGoHF I arvE2 AT AOEREEICaIy NLET,

1

Firepower# scope ssa

Firepower /ssa* # show app-instance
Application Name Slot ID Admin State
Startup Version Cluster Oper State

Operational State

ftd 1 Disabled
6.0.0.837 Not Applicable

ftd 2 Disabled
6.0.0.837 Not Applicable

ftd 3 Disabled
6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Stopping
Offline

Not Available

ftd

ftd

B #ETsqr
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ASAD FSVARTFLY M T7AT24—IL E—FADERE .

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit
Firepower /ssa* # commit-buffer

ASAD S VARTZLUN D747 94— IL E—FADER

ATy T

ATy T2

ATvT3

ATv74

Firepower 4100/9300 ¥ —> D/ —7 > K 77 A T U4 —/L F— K ASA DA% EANTEE
Ty ASAZ RT U ART LU b 77 AT 74—/ E— RICERETHI2IT, PIIEAZET L,
ASACLINTZ 7 AT U4 —/LET—KREEHLET, AXL KT ASADEA, 7747
VA== REERTHERENPTHEI N DT, Firepower4100/9300 ¥ ¥ — VN HEX E &
HEALT, 7—hA LT v 7F ﬁ%@@?é%%ﬂ%@i?AMAiF7/X~7V/F
EF—FROFEET, 7— bR NI v TREDKE LIDRIBICR>TWET, 77 AX{LASA D
BhE., REITHEEINZ2WZD, FXOSOHT7—FA N7 v TR EEHEATINE IS £
A,

FIE

TV Ir—vardary ) —~OEHE (59 =) ITHto T, ASA =2 Y —)LICHE#K L E
T, VITAXDOEE, 74~ 2=y MR LET, 72— N d—N"—XTOHE, T
TT 47 2=y MIEHRE LET,

a7 4F¥alb—varE—KRICAD ET,

enable

configure terminal

FTITHIILNTIEE, A R—T IV NAT— R IZEHTT,

T7AT U —IVE—RE R T ARXT L MIERELET,

firewall transparent

REERFLET,

write memory

7T ALENNLT 2= VA== XTOHE, ZOREFEIZY 2=y MIERSE
RS

asa(config)# firewall transparent

asa(config)# write memory

Building configuration...

Cryptochecksum: 9f831dfb 60dffa8c 1d939884 74735b69

3791 bytes copied in 0.160 secs

[OK]

asa (config) #

Beginning configuration replication to Slave unit-1-2
End Configuration Replication to slave.

asa (config) #

#ET 12 |}



HETNAZ |
. Firepower Threat Defense SRiIET /N1 ADA VA —T 24 ADER

AT w 75 Firepower Chassis Manager @ [Logical Devices] ~— " C, [Edit] 74 2> %27V v 7 L TASA %
Mt LET,

[Provisioning] ~X— VB E/REINFET,

ATFYT6 FTRARADT A% )y 7 LT, 7—hA NI TREFZRELET, REDMAELEF
L., [OK]%#Z7 Vv LET,

il b 1 DO7 41—V K ([Password] 7 4 —/L R72 E) ODEEELTHMERH D £7°,
T—PrARNT Yy TREDERIZHT 2BEENFRSINET, [Yes] 2 Vv 27 LET,

ATy TT ASA ICREZFET5IT1L, [RestartNow] #7277 U v 7 LET, ¥ — M7 T AZF21T
7:~wﬁ—ﬂ—«7®%é\%V¥—VTx?y73~7%@Dﬂbff—kzb?yf%
EEHEALET,

T —ltXa T4 BV a— RN Y a— RL. ASA NEEBHT 5 F CHOELET,
ASAIX, TNTT—F R NI v TREVDEET DL IRV ETHS, FTUART LY R E—
INES=CE I

Firepower Threat Defense SRIET/\ 1 ADA VA3 —T 11 RDER

Firepower Threat Defense fEE7 /S A A TlL, A > ¥ —7 = A ADE| Y YTOE Y THEbR, %
1752 B TEET, £D%, Firepower Management Center CTA > % — 7 = A AR EZFHT
TET,

48 H RIS

cWHA L H—T = A ADFKEP L EtherChannel (ZR— k F ¥ x/L) OBINHE->T, A
VH—T 2 A A%FZEE L. EtherChannel 2B L F1,

. éﬁ%fi?/§4 AN % B 2§, 7> Firepower Management Center C D[R] #] & M3 & 3
12, Y Y4 THN 7z EtherChannel D AV /N—2 ) P ERETE FE T,

«TTIZEID Y THENTND A H—7 = A A% EtherChannel (ZBNT 5 121E (7= & Z1E,
TI7HNRTETRCOAS X —T 2 A ART ZAZIZEVYTONET) | T wmEET
WA ANBA B —T = A ZDFNY Y TEMFR L. KIZEtherChannel |24 % —7 = A A
ZBMTAMLENRSH Y F£9, #H LV EtherChannel D354, 5 734 AIZ EtherChannel 2%V
MTHZ EMTEET,

« 7 Z AL TREm A AMED 72, Firepower Management Center Cix & % [RI#] 3" 2 RiflZ,
FTRTCOZ=y NTA U F—T oA RAZBMETZITHIRL TWDL Z L 2R L T2 S
Vo BANCAL—=T AL, 2my N CA U F =T =2 AER L Thrb, YA —
I 72747 2=y NCERTLZLaBEOLET, LA ¥ —7 A A TEH L
Ao LIREETEMEND ), A v H—T oA AT=F Y U IR BERIFTS N
LICEB LTSN,

B #ETsqr
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ASA

ATy

ATy T2

ATvT3

ATv74

ATy TH

ATvT6
ATy 17

ATvT8
ATvT9

i

—

T/

ASARET A 21 v —T 14 20EE [

FIE

tX2UT 4 =R E—FERMBLET,

Firepower# scope ssa

AMELT SN AT fRE L E T,

Firepower /ssa # scope logical-device device name

WMELT NA AN A B =T 2 A ZDOEND Y TEMRRLET,

Firepower /ssa/logical-device # delete external-port-link name

show external-port-link =~ > RZASJ LT, £ v F—T oA A EERRLET,
AEET SA AT LA Z =T oA AZEND B TET,

Firepower /ssa/logical-device* # create external-port-link name interface_id ftd
RiEEZAI Y FLET,

commit-buffer

N Hrvarvk VAT AOREICAI Yy MLET,

Firepower Management Center (22 27 A > L £ 7,

[Devices] > [Device Management] DJIFIZEEIR L, FTD 7 /31 ADfRET A 2 (&) 27 U v
27 LET, [Interfaces] ¥ 7 BT 7 /L b TR N THET,

[Interfaces] % 7 DFE 12 % 5 [Sync Interfaces from device] R¥ %27 U v 7 LET,
[Save] #7 U > 7 LET,

AT, [Deploy] %27 U7 LTHIVYBTHNTWET NS RIRY v—%REATEET, &
HERAT5ET, ZEFADTEDHY A,

\fADA LV EZ—T A ADER

ASAGRIRTF NA ZTlE, BHA L —T oA ZADOEID YT, B Y TR, FRiExHz %
1THZ2LNTEET, ASDMIE, LA v H—T = A A ZHEIICHE L £,
1R BRI

WP A L H—T = A ADFKEP L EtherChannel (ZR— k F ¥ x/L) OBINHE->T, A
VA —T A A%FE L. EtherChannel Z BN L £,

FRELT A R A B 2 32, B Y BT 572 EtherChannel D A L oX—3 w T EHFRET
=F7,
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HEF AR

B ssaswmsrz01o8—7120%E

ATy I

ATy T2

ATvT3

ATvT4

ATy TH

c TTIZHD U THNTWDA ¥ —7 = A A% EtherChannel |Z:B I 2121 (72 & 203,
TI7HNBETETRTCOAS U Z =T oA ART FAXCEHOVYTOHENET) | ETmEET
INAANSA B —T = A4 ZADEY YT MR L. RIZ EtherChannel (24 > % —7 = A A
ZIBMNT D 0ENSH Y F9, #H LV EtherChannel D354, 7 734 AIZ EtherChannel 2 & Y
BTHZENTEET,

*FXOSTEIV Y THNTA v X —Tx2A A&HIETLHE (2, XAy hNT—T FV 22—
JLDHIKE, EtherChannel DHIBR, F7213E 0 ¥ THNT-A X —7 = A AD EtherChannel
~OFEID Y TRE) | LEARHEEIT) ZENTE L LI, ASARETIH DA~y
RAEEESNET, B/ENOA L F—T oA ZAEHIRT D & MRIAVEE I H A ATREMEN
HVFEFT, ASAOSDEHWA ¥ —T = 4 ARTIZFEH THIRTX F7,

c JTARB VT ERIXT = — VA —"—%BNT 50, T _XTOx2=y h kDA Z—
T oA ZADHIREHRLET, RIICAL—T/AZ N, 2=y N TA L Z—T =4 A
EERLTNG, SAZ—/T 7747 2=y NCERTLHZ L E2BEIODLET, HLW
AVHE =T oA AFEREX T LEZRETENSND 2O, AV F—T 2 A AE=H
VIR LT L ER A,

FIE

X2 VT =X ET—FERBLET,

Firepower# scope ssa

LT NA A E R L ET,

Firepower /ssa # scope logical-device device name

FMERT NA ADBA U H—T oA ADFND B TEMERLET,

Firepower /ssa/logical-device # delete external-port-link name

show external-port-link =~> RZ A/ LT, £ X —T oA ALLEFRLET,

BHA L H—T oA ADEE, HILWEHA VX —T oA A& BT 5H1Z, BEOA X —
7 A AZHIR L., commit-buffer 2~ RAZEHL CLEFL=aI v hLET,

AMBRT NA ZZHT LA =T = A ZA%EID HTET,

Firepower /ssa/logical-device* # create external-port-link name interface_id asa
MEZ2II Y PLET,

commit-buffer

rS oI a v AFAOZEICaI Y FLET,

B #ETsqr
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WETNAR

wEr 1 20E=52>7 |

DEZZYY
show app
AR A A=V 2 RRLET,

Firepower# scope ssa
Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
vdp 8.13.01.09-2 radware Vm Application Yes

show app-instance

TIVIr—va A VAL A RT— A ARFRLET,

Firepower# scope ssa

Firepower /ssa # show app-instance

App Name Slot ID Admin State Oper State Running Version Startup Version
Cluster State Cluster Role

ftd 1 Enabled Online 6.2.1.62 6.2.1.62
Not Applicable None
vdp 1 Disabled Installing 8.10.01.16-5

Not Applicable None

show logical-device

FRELT A ADFEMZ RN LET,

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Oper State Template
Name

asal 1 Standalone Ok asa

show app-resource-profile

VDP DY V—A Fa7r7 A VExFKrLET,

Firepower# scope ssa

Firepower /ssa # scope app vdp 8.13.01.09-2

Firepower /ssa/app # show app-resource-profile

Profile Name Security Model CPU Logical Core Count RAM Size (MB)
Default Profile

#ET 12 |}
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HEF AR

DEFAULT-4110-RESOURCE

DEFAULT-RESOURCE

FPR4K-SM-44,

VDP-10-CORES
FPR4K-SM-44,

FPR4K-SM-36,

FPR4K-SM-36,

FPR4K-SM-12 4
FPRIK-SM-56,

FPR4K-SM-24

FPRIK-SM-56,

FPR4K-SM-24

FPRIK-SM-44,

FPRIK-SM-44,

16384 Yes
FPROK-SM-36, FPROK-SM-24,

6 24576 Yes
FPROK-SM-36, FPROK-SM-24,

10 40960 No
VDP-2-CORES all 2 8192 No
VDP-4-CORES all 4 16384 No

VDP-8-CORES

FPR4K-SM-44,

FPR4K-SM-36,

FPRIK-SM-56,

FPR4K-SM-24

FPRIK-SM-44,

FPROK-SM-36, FPROK-SM-24,

8 32768 No

Y4 rRT S

®RD

A /\> K EtherChannel FS 2 AXR7L Y~ E—

el D45

WD
P
R

RB1) 25 DA

BITIIYR—hShD 7 TAZOHEANEZRLET,

N/ —RYIORX YA

BITIE, WEL—& EAEIL— X OIICEREE SN (/=AY T RFFEAN) 2507 —%+%
DENZNNZ2DODYT TAX AR IGEERLET, 7T AKX A 3%, DCI
DY FAZFIEY 7 I Lo TSN TWET, VA DT T AHX A NF, NERRB

JONNERD A% K EtherChannels Z i L Ca— /L A A » FI1Z856i LE 7, 4 EtherChannel

[E

e

I
JL—
U

5l

VERH Y £,
7134 —2 25 DCL#EH THODOH A D7 T AL A 3|

A

B #ETsqr

T ITAARNDTXRTCDOY ¥ —UNZARENET,

Y B—DNE—F LA —Z 1L OSPF 2L, hT L AT Lk ASA %
L9, MAC L1320 —HXDIP IZTT_XTHONL—F T—ETT, DCLIZETA b
FEEIDYTHZEICED, FFEDOVA FTETRTDOIT TAZ AUNRBPE T LIRWR
NT 74 v 713K T =X X —NIZHERSNE T, 7 T A X DBIERBL OB & ff5 7
B, ASA T 5K A FDO— ME, HHA FTRICT Y v ZA—7%4lr1 %
LoDV A FDFTXTDT T AL A NIEERNEELESS, T 74w
TELNET,
CROBDEEDH I ERTEET,

FRIVSSAVPC : 2D F VA TIE, T—F B Z— 11 EDAA vF &AL A h—
N, T=HEB X =2IZ0DAL v F A A =L LET, |DOF T ar LT,
%%—&ty&—@ﬁﬁx&n:/him—wwx4/%ﬁﬁ’%ﬁb‘WW@C%?
74 v ZIIDCIERBA LET, ZOGEE, BiDIZE A EDOHZIIET —F B ¥ —ITxt
LCr—AMcHiREEnNEd, 77 ar LT, DCABERBIR N T 7 4 v 7 BENHET
%A, 2=y FEDCHRE TR T DAL v F IR CTE£9, Z0HA, N T 74>
IIBEDOT — 22— BENb572D, DClLEIEFITREIZT H72DITIIA AR T
7T

A FDAAL yF DI
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2% K EtherChannel k5 Y ZRFLY k E—K4—2 koz 2 k44 rE0H ]

¢ KA RO —TJ/VVSSVPC : AA v FOILEME @D DL, KA M2 o208 D
VSSWPC XT %A VA M=V TEET, ZOHEG, V7 I7AX 2=y NI, lifou—7
VAL F IR SN T — 2 X — 1Dy —vBLOInboa—h1 AL v
FICHEm SN2 T — 2B X —2 D v — &1L A3 K EtherChannel Z{# ] L £ 373,
A X K EtherChannel [ZEARIIC T438E] L TWET, K2 —H/L VSSNVPC 1L, A/
K EtherChannel % % k @ — %/ ® EtherChannel & L Tk L £9°,

T
=
( nternet )
Router — L —__ Router
— —
/ \‘_“H’:’gher cost route Spanned Higher cost route —f N
/ . % EtherChannel \
= Outside _ \ [
|
T
o]
3 fﬁéﬁ ﬁéNB
i [ III
x i =
! E-‘ = Data Center ‘
| < : Interconnect \ 2
o B 1 — | —. | AE—
/ Control =] f
| ] [ |
\=—__Tnside _ J | inside _
\\\% ,/// Spanned
- EtherChannel s .
e i \ |
Higher cost route Higher cost route
IEE—
Router Router
Data Center 1 Data Center 2

A/\> K EtherChannel F 5 VAXR7LU N E—FA—XFJTRF

A ~EDAI

WOFTIE, &Y A MOF—bT o —FL2O0ONEHEy NI—F (T Vir—2a
Fv hU—27 L DB %y hU—7) BIICERESNTZ ({—ART A MEA) 22507 —4%%&
VHE=DENFNIZ2OD T T AL AUANH LA
BAEAOZ ZAZHY o712k o TSN TWET, VA FDr T2 AT, NEE
LN T7T T ) r— gy Ry NI —27 LDBRy U —7 Ol 712 A% K EtherChannels
ZEREHLTr—/v A1 v FIZHE L E T, % EtherChannel %, 7 7 AZNDT X TDHY ¥ —

AN ENET,

RLET, 7T AZ A NL, DCI

wET 12 I}
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RETACZ |

B = < FEtherchannel F5 VAT LU R E— KA —R kYR kA FRAOH

BV A FDOF—F T = A L—H %, HSRP 72 ¥ D FHRP 2 L C, %%+ b Tl U5t
BEMACT RLA LIPTY RLAZRUEELET, THHEALMACT FLADT Z v B 7 & kET
2% 72 DI HESE X LT D 5 1E1T mac-address-table static outside_interface mac_address 21~ > K
EHEALT, Y= b7 =A —FDEEDOMACT KL A% ASAMACT RL A T—7|Z
BICBINT 22T, oD FURRNE, A F1IOF = T oA BV A F2D
T=hU A LBETLILEIC. TEONT 74 v 7N ASA ZBIB LT, WA v Z—7 = A
xﬂ%#%%zkﬂ%bio&bf\%%ﬁ%éf%ﬂ%ﬁﬁ%@iﬁof~&WANm\

F—n_—L A bTUAR— ML (OTV) (F72EFEERO b D) 2 H LT A MEICHE
RENET, T 749 I BT = 0 xA —F5TTHIGHEIZNT 7 4 v 270 DCl i@
WL DY A MTEEEINRNE D #é I, ZANEEBINTA0LERHY £F, 12
DY A DT — T oA V—FNEERRICRSTGE. N7 74y 7P A hobr— |k
Ve ATEEEND LT A NZEHIRT ALERH D £1,

//_f e
Imernetﬁ)
_\-__/_'l{

Gateway Router:
~ Virtual MACs and IPs
By (FHRP)

Gateway Router:
Virtual MACs and IPs
(FHRP)

Spanned EtherChannel

DB NW |

Spanned EtherChannel

;@_ Lt ASA Cluster ;@_ ;@_
1.--EE=m== ASAD ASA3EEEEEE  Asp4 S

Control

TT
11

Spanned EtherChannel

Spanned EtherChannel

Data Center
Interconnect

o] of o)

400783

Data Center 1 Data Center 2

vPC/VSS 7L g N2 DWW TiL, A/X2 K EtherChannel 7 > A7 L s — K J—A
7 A A REOB] (68 X—) BEHZL T ZEW,

. SRET/ANA R
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BT /N ADERE

we7r 1 20BE [

HaE

Y

IS5y b Tr—b Y Y—R

HEEEHR

Firepower 4100/9300 > ¥ — 3 [0 ASA
DY A MHZ T A2 Y T DU

2.1(1)

ASA7 FAZZRHT D &, T ER
@ Firepower 4100/9300 > ¥ — > D WA
MID ZF%ETE ET, LAENEL, ASA
TSV —vaNTHA FID &7%
ETHHLENRDY £ L, ZDOHERE
(& D PR A I 0 £,
ASA KN TH A M ID ZRET D Z
LIITERNIEICERLTLES
W, Flo, VA Nz TRAEZY T L
DOHMPNEZE D D202, EME L X
74— AT 2B HOSERE
FN D ASA9.7(1) B L VFXOS 2.1.1
T w77 —RT5Z L et &
R

set site-id 2~ FWNEFEINE L=

6 ODFIDEY 2a—/LDO v — M7
FAEY T

2.1(1)

FIDDOY ¥ — M7 AKX T
M TcEET, IwK6ODDY ¥ —IT
BR6ODDED 2a—NEEHHI LN
TEET,

Firepower 9300 @ FTD THO ¥ ¥ — '
I ABEY T HR— |

1.1.4

Firepower 9300 78 FTD 7 'V r— =3
PTCUX—INITAEY T EY
R—=FT DXV ELT,

WDa~ RREASIILE LT, enter
mgmt-bootstrap ftd. enter
bootstrap-key

FIREPOWER MANAGER IP. enter

bootstrap-key FIREWALL MODE,
enter bootstrap-key-secret

REGISTRATION_KEY. enter
bootstrap-key-secret PASSWORD .,
enter bootstrap-key FQDN. enter
bootstrap-key DNS_SERVERS. enter
bootstrap-key SEARCH_DOMAINS.
enter ipv4 firepower. enter ipvé
firepower. set value. set gateway. set
ip. accept-license-agreement

#ET 12 |}
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HEF AR

HaE

iy

TS5y R Th—bY—R

HEEEHR

6 ODASATF 22— )LD v — 7
FGARY T

1.1.3

ASAD Y v — 7 T RE Y TIRE
BHEhE L, ‘K620 ¥ —iC
BRKO6DDEY 2 —LEEHDHI LN
TEET,

CiscoASA DY ¥ —V NI FAK Y v
e

1.1.1

Firepower 9300 ¥ % — IND T D
ASAEF=2UT 4 EV2a—NETT
AZTEDLLDITRDE LT,

enter cluster-bootstrap. enter
logical-device clustered. set chassis-id.
setipv4 gateway. setipv4 pool. setipv6
gateway. setipv6 pool. set key. set
mode spanned-etherchannel. set
port-type cluster. set service-type. set
virtual ipv4. set virtual ipv6 =~ >

FEALELE

B #ETsqr
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