11l

VAT LEH

HEFIIP T RLADEE (1 32—3)

TV r— g VEHIP OEE (3 —)

« Firepower 4100/9300 > ¥ — % DEH (6 <X—)
VA UEINT— (T =)

» Firepower 4100/9300 * ¥ — O FfLHE) (10 ~<—)
« Firepower 4100/9300 ¥ ¥ —> O&EJRA 7 (10 <—)
o THHAIREOT 7 4V FEREDOE L (11 ~X—2)

« FTZAMIDFEHEDA VA b—b (12 5—)

EEIP7FLADERE

188 BRI
FXOS CLI 2> % Firepower 4100/9300 ~ ¥ — > OEFEIP 7 RLAZEH TEX £7,

\}

GE) HEHIPT RLAZEE LIk, HILWT KL A& L T Firepower Chassis Manager & 7= 1%
FXOS CLI ~D#56i & LT~ D E NV £,

FIE

AT 71 FXOSCLLIZ##E L £7 (FXOS CLI~ND T 7 & 2 &5 [H) |
RTY T2 IPVAFEIP T FLAZRET HI21E, ROFMEEFATLET,
a) fabric-interconnecta M A I — 7 %GR E L £ 7,
Firepower-chassis# scope fabric-interconnect a
b) BUEOEHIP 7 RLRAZRRTHITIE, ROa~vr R AN LET,

Firepower-chassis /fabric-interconnect # show

LRT LEE
|
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B z=r7rizozE

ATy T3

) MDA~y REANLT, HLWEBIP 7T FLAL S — b U= 2R ELET,

Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network _mask gw
gateway ip_address

d) FIUP I a B VAT AREICaI Y FLET,

Firepower-chassis /fabric-interconnect* # commit-buffer

IPv6 HELIP 7 N L A2 & ET H121d, ROTFIRZFEITLET,
a) fabric-interconnecta M A 23— ZRE L T,
Firepower-chassis# scope fabric-interconnect a
b) EEEIPVO REDAa—THRELET,
Firepower-chassis /fabric-interconnect # scope ipv6-config
c) BUEOEEIPV6 7 RL A AZFTT HITIE, ROa~wr REATLET,

Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

d) ROa~xr REANLT, FILWERIPTY RLAE = U= 2R ELET,

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipv6 ipv6_address ipv6-prefix
prefix_length ipv6e-gw gateway address

e) TP a B UATAREICaI Y FLET,

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

1
WOBITIL, IPVAEHRAS =T oA AT — by oA ZRELET,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0

64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask
255.255.255.0 gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

ROFITIE, IPV6 BEA =T 2 A AL T = U= ZRELET,

Firepower-chassis# scope fabric-interconnect a

B o x7oEE
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P

7Iusr—vareErozE |

Firepower-chassis /fabric-interconnect # scope ipv6-config
Firepower-chassis /fabric-interconnect/ipvé-config # show ipvé6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé6-config # set out-of-band ipvé6 2001::8999
ipv6-prefix 64 ipve-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé-config #

vaVvEEIPOLERE

FXOS CLI > Firepower 4100/9300 > ¥ — AZ#Hfe ST 7Y r— g Y OEHIP 7 KL A
IAEFCTEx£9, ZODIZiE, £TFEX0S 77 v b 74 —4 LUV TIPIHERELF L, &K
W77 =2 a s LUV TIPEREERTH2M0ERDH D 77,

GE)

ATv T
ATy T2

ATvT3

Firepower Chassis Manager Z#f#H L CZNOHDOEFE TR H> &5 &, h—CARHEIND
AREMES & D £, —E AN SRR A T D 72010, ZHOEE L, FXOS CLI
AL TETTOLERH £7,

FIE

FXOS CLLiZ## L £7, (FXOSCLI~DT 7 k2R &) |
HPH A FRELT N R LE T,
scope ssa
scope logical-device logical device name
HEEZEH 7 — MRSy I, HILWEB T — AN T v P NRNTGA—FZRELET, B
A TEWVWRHD Z LIZTEELTIIEEN,
ASA FRELT NA ZAD AL RT 1 DFREDHE,
a) T ANA ZADT— AT v TIZAD ET,
scope mgmt-bootstrap asa
b) Arv h&EIPE—RIZLET,
scope ipv4_or 6 slot_number default
) (APv4 DH) HLWIPT FLAZRELET,
set ip ipv4_address mask network_mask
d) APV6 DFH) HLWIP T RLAZRELET,
set ip ipv6_address prefix-length prefix_length number

227058 |}


b_CLI_ConfigGuide_FXOS_231_chapter3.pdf#nameddest=unique_5

DZSN & |
B 7vr—aemrons

e) Y= hUxA T RLAERELET,
set gateway gateway ip _address
f) REZa2IY FLET,
commit-buffer
ASA WRFET NA AD 7 T AL RE DA,
a) JI7AZEHT AT v TITADET,
scope cluster-bootstrap asa
b) (Pv4 OH) FHULWMRAEIP % EL £,
set virtual ipv4 ip _address mask network _mask
c) (IPv6 DH) HLVMRARIP 2R E L £,
set virtual ipv6 ipv6_address prefix-length prefix length number
d) HLWIP /—naHELET,
set ip pool start_ip end ip
e) ¥—hU=xA T RLAZRELET,
set gateway gateway ip_address
) WEEZE2IY NLET,
commit-buffer
Firepower Threat Defense D A X% > R 7 v VERTER LY T A X B EDLE,
a) MELT NN ADT— A RNT v TIZAD £,
scope mgmt-bootstrap fid
b) Ay FEIPE—FRICLET,
scope ipv4_or 6 slot_number firepower
c) (IPvdD&H) HLWIPT RLAEZRELET,

set ip ipv4_address mask network mask

d) APV6 DFH) HLWIP T FLAZRELET,
set ip ipv6_address prefix-length prefix_length number

e) F—hVxA T RLAZRELET,

set gateway gateway ip_address
) REZaIyFLET,

commit-buffer

B o x7oEE
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GE)

7Iusr—vareErozE |

7 T AL EFREDYA . Firepower4100/9300 ¥ v — U IZH SN CWDH T 7Y r—3 g
YIZEEHLWIP Y RLAZRET DHENDH Y ¥, v — VM7 T A ET0T

HA BREDHRE, WHTDY v — TT 7V r—2a Tl NbDART v P&y
T VENRH Y 9,

ATV T8 7TV r—var DEICET - NA NI v TEREZ VT LET,
a) FPH%E ssa E— FIZLET,

scope ssa

ATy TH

ATvT6

b) #iHAEZ AT Y MZLET,

scope slot slot_ number

) ®AET SV r—var A AX LRI LET,

scope app-instance asa_or_ftd

d BET—FALT7 o FEREZ VT LET,
clear mgmt-bootstrap
e) WEZX=aIy MLET,

commit-buffer

TV =g U RECLET,

disable

commit-buffer

GE)

7 T ABBREDEA . Firepower 4100/9300 ¥ ¥ — VIZHEE SN CWD T 7Y r— 3
VIEIER T A NI o TERE VT L, BT OMERHY £5, vy —
VM TAZFIITHAREDY G, MDY v — T 7V r—varZEicz
DDOAT v T a0 KT HENH Y 7,

TV r—varBNAET7I7340T, Ay SREEL VT ol &, 77V r—
varEREAENILET,
a) #iPH%Z ssaT— RIZERL %7,

scope ssa

b) #HZAE Y MILET,

scope slot slot_number

) ®AET IV r—var A AX AT LET,
scope app-instance asa_or_fid
d 77V r—=varEaamsicLEd,

enable

e) RIE

a3y NLET,

commit-buffer
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B rirepower 41009300 > v — > B OEE

GE) I IRAEBEDOHE., TNHLDAT v &YKL T, Firepower 4100/9300 > ¥ —
WCHER SN TWDE T SV r—va VEREANILET, Yy —TRZFAZE
uHAﬁE e, WMDYy —yTT 7 U r—a Tl NDDAT v 7 ki
DIRTHLENDY 7,

Firepower 4100/9300 > ¥ — L 2 DEE

188 B
Firepower 4100/9300 ¥ — A HT 544 Hi1% FXOSCLI b AEHE T 5 Z LN TEET,

FIE

AT 71 FXOSCLLIZ#HE L £7 (FXOS CLI~ND T 7 2 & &) |
ATFYT2 VAT L ET—FRICADFET,

Firepower-chassis-A# scope system
ATv T3 BIEOAHIZRRLET,

Firepower-chassis-A /system # show
ATy T4 FLWARTERR L ET,

Firepower-chassis-A /system # set name device name
RTYTS FTUW T A mY AT AREICTI v PLET,

Firepower-chassis-A /fabric-interconnect® # commit-buffer

151
OB TIE, T, AL EEFLET,

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #

B o x7oEE


b_CLI_ConfigGuide_FXOS_231_chapter3.pdf#nameddest=unique_5

| vz27LE8

o4 vainr— [

O 4 VRN F—

O4o4 >Rl

ATvT1
ATvT2

ATvT3
RTv74

ATy TH

ATvT6

ATy 71

07 A VRN —"TlL, —3 ) Firepower Chassis Manager (210 7 95 & T AT AT —
TEXARIBRRINET, 2= HERRT—=ROVAT AT BT MORINIZ, A vE—VD
ﬁﬁﬁjmﬂ%ﬁ)/7?éz%#%bi? 07 A VRN ERELRWE . VAT AR
=YL ENRAT— DT T M CITERE T,

I—HFNFXOSCLIWCR /A o T25 L, BEISILTWVDAEAIIT AT AN RAT—RD T a
FIrORNCa A RN F—= T HFRA N EFRRLET,

\ T —DER

FIE

FXOS CLL 286t LE9 (FXOS CLI~DT 7 XA ZHM)
X274 BE— REZHRBLET,

Firepower-chassis# scope security
NP—=tFa V71 T—HNIAYET,
Firepower-chassis /security # scope banner

WDa<vr REASLT, al A UainNFT—21ER LE9,

Firepower-chassis /security/banner # create pre-login-banner

Firepower Chassis Manager % 7= 1% FXOS CLI ~D 11 7' A VRO —HIZ FXOS NERT D A v
-{Z%f/\‘%?gﬁgbi—a—o

Firepower-chassis /security/banner/pre-login-banner* # set message

07 A VHINT—= A=V DTFANEANTDIIZODOE AT 0 S BB L £,

TalrFRC, g A VEINT—= A= BASNLET, ZOT 40— R, =D
ASCII XFH AN TEET, BEITOTFAMEASTEETN, BATORKLTEIL 192 X
FCT9, {TORXRY)Y T Enter T —%f L E 5,

ASINE DR DFTIZ ENDOFBUF & A )L, Enter ¥ — &ML TR TLET,
[set message] ¥ 1 7 12 7 & ¥ v /T 5, Ctrl+C F—%H L £,
NI H I a B ATAREICTI Yy FLET,

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
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~

B oy nnr—oz=

DZSN & |

il
WROBNE, v 7 A HiNT =& L ET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**UJnauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

OA4 VRINF—DER

ATy T
ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ATy 17

FIE

FXOS CLLIZE: LE3 (FXOS CLI~D7T 7 v 2 &ZHW) |
tX¥aUT7 4 E—RFERBLET,

Firepower-chassis# scope security

NF—tF=2U7 4 F—FICADET,

Firepower-chassis /security # scope banner

0 s A Ui F—=DARF— X2 VT 4 T— FICAY £,

Firepower-chassis /security/banner # scope pre-login-banner

Firepower Chassis Manager & 721X FXOS CLI ~® 11 7' A > {2 —H|Z FXOS N FERT 5 A
-V EBEELET,

Firepower-chassis /security/banner/pre-login-banner # set message

OJAVHINT—= Ay E—VDTXANEANT DO ATl 2B LET,

TarFRT, el VEINT— Ay —CBANLET, ZOT 40— R, HEEED
ASCIL XFE AN TEET, HEITOTFA M2 AN TEETR, BITORACFEIT 192 X
FTF, [TOXEY T Enter F—Z2W LE7,

ATNEDIRDITIZ ENDOFBUF & AL, Enter ¥—Z L THKR T LET,
[set message] & A 7 1 7 % F ¥ BT HITIE, Ctrl+C F—ZfLE T,
NI a2 AT AREICZI Y PLET,

Firepower-chassis /security/banner/pre-login-banner® # commit-buffer

B o x7oEE
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ny 4 vaisr—oni ]

il
WIZ, BT A CHINT =2 ERT 562" L ET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

074 DRI\ F—DHIE

ATy T
ATy T2

ATvT3

FIE

FXOS CLLIZEs: LE3 (FXOS CLI~D7T 7 &2 &2HW) |
tX¥aUT7 4 E—FERBLET,

Firepower-chassis# scope security

NF—tF2U7 4 F—FICADET,
Firepower-chassis /security # scope banner

VAT LB u A CEIANT—EEIERLET,
Firepower-chassis /security/banner # delete pre-login-banner
MW I va B AT AREICZI Yy FLET,

Firepower-chassis /security/banner* # commit-buffer

1
W, v 7 A CEIANT—ZHIRT 2 2R LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #
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2T LER |
B rirepower 41009300 © ¥ — > OFEE

Firepower 4100/9300 < ¥ — < (DB ILE]

FIE

ATV 1 vy —v F—KRIAY ET,
scope chassis 1

ATvT2 koavr REANLT, vxY—v%2 V7 —bFLET,
reboot [reason] [no-prompt]

GE)  [mo-prompt] ¥ —U— RZEHL7ZGE, a~vr REANT Ly —137 <Y
7— hLZET, [no-prompt] ¥—7V— REFEHLAWGAE, VAT AEa—FN0
commit-buffer =~ F&Z AJJT25FETY 7—FLEHA,

VAT AKFEDVAT A ETHERENTNWDL TR TORIBT NA A& T L—AT7 VIV v v b
2L, B K9IZ Firepower4100/9300 ¥ % — > OEJRZ A4 712 L CHAGEIT DRI, ¥ =
V7 o4 BV 2a— Wz Py OBEREERICAZIZLET, 207 a8 X203 15 ~ 20 550
" ET,

ATYyT3 V7= FrtRee=2¢210F, ROFIRZFATLET,

scope chassis 1

show fsm status

Firepower 4100/9300 & v — > DEIRA 7

FIE

ATV Tl vy —v EF—FRIADET,
scope chassis 1

ATFY T2 WOa<r FEANLT, Y Y —v&ERF7ICLET,
shutdown [reason] [no-prompt]

GE)  [mo-prompt] ¥ —U— RFEMEHLIZGE, a~vr FEANT L L v — 33 <IC
¥y hFE T LET, [no-prompt] ¥ —V — RZHEHLAWEE, VA7 Alx2—
P commit-buffer =~ > RE AT HETY v v T LERA,

B o x7oEE
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ATvT3

puEEoF I a0t

VAT BEFEDVAT A ETHRREN TV DT R CORBET NN, RAE T L —A Ty v v b
oL, M F1repower4100/9300 Ty —VOEREATICTDHENC, X2 VT 0 F
Va— U DOEIR A RN ILET, 207t RTIEH15~2050000 97,
V?*VﬁE%&/%/F&W/Tﬂi Ty —DF ﬁ3~h%%@% WCIRS Z &N TEFE
-éAO

VX v MUY TR RAEE=S2THIE, ROFIEEZETLET,

scope chassis 1

show fsm status

TEHEHEROT 74 )L FEREDETT

\}

FXOS CLI Zf f§ L T Firepower 4100/9300 < ¥ — > % TR O T 7 4V MR EIZRE T Z &
MTEET,

G¥)

ATy T

ATy T2

ATy T3

ATvT4 §

OB RZL ST, T AL AREEZEGED TR TO—YPREN T ¥ —VNDHEESN
£, ZOFIEMNET L5, Firepower 4100/9300 ¥ v —3 D= Y — )L R— MIHEH L
By Ny T 4= REMH L TCORAT LAEZHRET DLENRHY £7 WHEREEZSRL
TLEEWY)

FIE

({E#E) erase configuration 2~ > KX v —V b A~v— bk T4 B AR ELHIFRL EH
lo Av—F TA BV AREBHIBRT 2551E, ROFIEZETLET,

scope license

deregister

Firepower4100/9300 > ¥ — > OBERAZfERT D L. TH UV DT A ADRHIBRI N ET,
TNAADTXTDT A AEk EFEAENEIBRSNET,

m— A VE I L9

connect local-mgmt

Firepower 4100/9300 > v+ — 3 N H TR TCOL—WEREEHE L, KOO LIGHAREOT 7 4 v
MREIZY Yy —TZELT DT, kOa~vr REATILET,

erase configuration

TRCOLZ—YRELHEETLE2NEI DEHRT D L okdbET,
REDWEEEMRT HITIE, a~r R a7 Mlyes EATTLET,

227058 |}


b_CLI_ConfigGuide_FXOS_231_chapter3.pdf#nameddest=unique_17

DZSN & |

B rsxroaEszorozt—n

FZAKID

ATy T
ATy T2

ATvT3

ATvT4

ATvTh

ATvT6

TR T O —HELEN Firepower4100/9300 v — M HIEEINTH, VAT LAWY 7 — L
\iﬁqo

REBAZE DA VR b=

IR ER T, H 84 SSL GEE Firepower 4100/9300 3 v —3 Web 7 7' U r—3 3 T
FHTDICAERSINET, ZOMAZEZIACEL THLID, 774 T N 77 U¥NRA
IZEEHT L2 LTSV EH A, HILWY T4 7 b 77 U T Firepower 4100/9300 > v —
PWeb A U H =T xA AHDTT 7 BATHELEEIZ, 77 UPILSSLEEZ A —L T,
=L —473 Firepower 4100/9300 ¥ ¥ —3/ IZ7 7 ¥ AT HANCERAEAZ T AND Z L 28R L
F£7, FXOSCLI #ffiH L CAEHEE4 Zk (CSR) A /ER L. Firepower 4100/9300 + ¥ — 3/
THEATLRROIDIEAELZ A VA M—AT 5121, UTFTOFIELEATEET, ZOIDE
HECLY, 27470 b 77U PFIIEHRAEHL, BERLTWeb A ¥ —T A A%
BTED LT ET,

FIE

FXOS CLLIZ## L £7, (FXOSCLI~D 7T 7 kR &) |

X2 VT4 B2 EASLET,

scope security

F—U a2l LET,

create keyring keyring name

MEX—DE 2T A A RERELET,

set modulus size

RiEZaAIy FLET,

commit-buffer

CSR 7 4 —/V RZRELET, EPIEIL, AL 7T 3 (subject-name 72 &) ZF5E L T4
RTEET, SHIMERT, v r—/0MikR & O A GEHEFISHA AT Z L3 TE HFFH
AT a ERETEET, CSR7 4 —/V FERET2HAB, VAT ALV FEHE SR T —
ROANHBRKOHNDHZ EIZEE LT IZIN,

create certreq certreq subject name

password

set country country

set state state

set locality locality

set org-name organization_name

B o x7oEE
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F52 rDERED VR — [

set org-unit-name organization_unit_name

set subject-name subject name

ATFvT1 FEEZaIvFLET,

commit-buffer

ATwF8 AT A CSRET I AR — M LET, FIEHITCSR #HH L CID ZEHEZERK L
ij‘o

a) SEEMRCSRZHRRLET,

show certreq

b)  [-----BEGIN CERTIFICATE REQUEST-----] 7% [-----END CERTIFICATE REQUEST-----

1 -

MIIC6zCCAdMCAQAWAzZELMAKGALUEBhMCVVMXEZARBgGNVBAGMCkKkNhbGImb3JuaWEx
ETAPBgNVBACMCFNhbiBKb3N1MRYwWFAYDVQQKDA1DaXNjbyBTeXNOZW1zMQwwCgYD
VQOQLDANUQUMxGJAYBgNVBAMMEWZWNDEYMC50ZXNOLmxvY2FsMITIBIjANBgkghkiG
I9wOBAQEFAAOCAQ8AMI IBCgKCAQEASOONSgagkfZ2£14JVEANG+7YGgcHbnUt 7LpV
yMChnKOPJjBwkUMNQA1mMQsRQODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKV9bttYg3kf/UEUUgk/EyrVg3B+u2DsooPVqg76mTm8BwYMgHbJEV4Pmu
RIWEB8yEVVWH7JITEL1j90vxbatjDjVSIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3G9ITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6d1ltBI9rnyxgGth5dPVOdhQIDAQABOC8WLQYJ
KoZIhvcNAQKkOMSAWHJACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDANBgkg
hkiG9wOBAQsFAAOCAQEAZULCbwx9vt5aVDcL+tATUSXFE3LA310ck6G)1INV6OW/ 61
JBNLxusYilrZZcW+CgnvNs4ArqYGyNVBySOavJO/VvQlKfyxxJ10Ikyx3RzEJgKO0
zzyoyrG+EZXC5ShiraS8HUWVE2wFM2wwiWNtHWtveQy55+/hDPD2Bv8pQ0C2Z2ng31
kLEfG1dxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8 zZREOWT+xHtLSqAqg/aCuomN9/vEwyU
OYfoJMvAQC6AZyUnMfUfCoyulpLwgkxBO0gyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP755SaNyaBEPkO0365rTckbw==

ATv T certreq E— FEKTLET,
exit
AFYTI0 F—=V o7 T—FEKTLET,

exit

ATY TN FEIFROBEE T 0t 2> THREFHIC CSR O #44t U 4, BRNIhT 5 &, 3EF
JXZ D CA DREXF—ZFHA L T VEZNLEBL SN IDIFHENEESNE T,
ATYF12  (GE)  FXOSIZA v AR— hT 53T _ToID ZFHEIL, Base6d IR THRITHITR Y FH A,
AR OSZE L IDIFAEF = — L OFEANLETHLIEEIL. TTELE
OpenSSL 72 &' SSL Y — V2l ] L TEBT 20 E R H Y 77,
IDFEAET = — R TIHH N T A MRA VU b EERLET,

create trustpoint trustpoint_name

ATy T3 EHE ORI T, FIE 11 TRAERNOZE L IDEHEF = — 2 AN LET,
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GE) HHEEAEEZEAT 2GR OHEIE. v— b ERHGEE L 2 A SO MNER D
VET, 7FA S 77 AT, — MEAEZ —F EICX—ZX ML, ZRUTHFENT
F = NOKEHFRFEHAEZEEZX—A N LET, ZOHE, T3TO BEGIN
CERTIFICATE 7 7 7' & END CERTIFICATE 7 7 7 % &0 E£d, ZOEEKDOT F A b
Tuyl &, hTARKRAL Y MIabEt—T K= LET,

set certchain

1 -

firepower /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAwWIBAgGIQYIutxPDPw6BOp3uKNgJHZDAKBggghk jOPQODAjBTMRUW
>EWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTc1NjU2
>WhcNMjAwNzI4MTgwNjU2WjBTMRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcqhk jOPQIBBggqhk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRoqZKnkeJUkmlxmglubaDHPJ5TMG£JQYszLBRJPg+mdrKcD1
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPrFWEEBcbxGSgQW7pOVIkwEAYJKWYB
>BAGCNxXUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==

>ENDOFBUF

ATy T8 FHEEZaI v FLET,
commit-buffer

ATV T8 FIFARKA N E—FREKRTLET,
exit

ATFYT16 F—VU 7 EF—RICAYET,
scope keyring keyring name

AT TN AT v 713 TERSNIE T A MRA > b, CSRICIER SN=F— U > ZICBEA T £3,
set trustpoint trustpoint_name

ATV T8 Y —ROBLMHEIDFEHEL A VR—FLET,
set cert

ATy 719 FEAERIC kv LI IDGEHEORNEEX—A N LET,
&1

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

>MIIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACjAKBggghk jOPQODABT
>MRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJdk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwND I 4MTMw
>OTUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEWJVUZETMBEGA1UECBMKQ2F's

B o x7oEE
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ATy T2

ATvIT2n

ATvT22

ATvT23

ATy T2

ATy T25

ATy T 26

X ~ID

>aWZvcm5pYTERMASGALUEBXMIU2FuIEpvc2UxFjAUBGNVBAOTDUNPpc2NVIFNS5c3R1
>bXMxDDAKBgGNVBASTA1RBQzEaMBgGA1UEAXMRZnNAOMTIwLnR1c3QubG9jYWwwggEi
>MAOGCSQGS Ib3DQEBAQUAA4 IBDWAWGgEKAOIBAQCZQ43mBqCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 8mMHCRQw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuUK3F5U
>R1HLPvOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIuhKGOERXXSGF/j43D
>ikoJdn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftq2MONVIkdkFRGOJqge/IG8a4s/9D82a
>/cujcb0hNssvmAhh1lVql PGnodNR7MEYwgjM5q9Tp3WOH2ufL.GAa2H109XR2FAgMB
>AAGjggJYMIICVDACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAdBgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROjBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1UdHWSB1DCBOTCBzqCBy 6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFNlcnZpY2VzLENOPVNl1cnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXNOaW4 sREM9bG9j YWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPWShYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTJj1QdWJIsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWxVY2Fs
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aW9uQXvo
>aG9yaXR5MCEGCSsGAQQBgjcUAgGQUHhIAVWB1AGIAUWB1AHIAdgBl1AHIWDgYDVROP
>AQH/BAQDAgWgMBMGA1UdJQOMMA0GCCsGAQUFBWMBMAOGCCqGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUdIb6K1Uw=

>ENDOFBUF

¥—V 7 E—REKETLET,
exit

X2 VT4 T—FEKRTLES,
exit

VAT AL E—RIZAD ET,
scope system

PR E— RICAD £,

scope services
FUWVGEAEZ# AT 5 X 912 FXOS Web ¥ — B A&7 E L £7,
set https keyring keyring name
REZXAIy FLET,

commit-buffer

angoszt— I

HTTPS —NIZBHEM T 6N TWAF—V v 72K RLET, ZHIZIEZDOFEOFIES T

ERL72F — U U T OARIB SN D Z &2 0 9, mmHhicT

THINEDOXF—Y T

BNFTRENDEAITIL, HTTPS — N3 £ 72, T LWIEAEZEH T2 L2 ICER SN T

WEEA,
show https

&1
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fpdl120 /system/services # show https

Name: https

Admin State: Enabled

Port: 443

Operational port: 443
Key Ring: firepower cert

Cipher suite mode: Medium Strength

Cipher suite:

ALL: !ADH: !EXPORT40: !EXPORT56: !LOW: !RC4: !MD5: ! IDEA: +HIGH: +MEDIUM: +EXP:+eNULL

A UR— N ENTFFAEDONE A F R L. Certificate StatusfE 23 Valid & or S b 2 & 2R

LET,

scope security

show keyring keyring name detail

&1

fpd4120 /security # scope security
fp4120 /security # show keyring firepower cert detail

Keyring firepower cert:

RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Valid

Certificate status:
Certificate:
Data:

Version: 3 (0x2)

Serial Number:

45:00:00:00:0a:de:86:55:16:82:24:£3:be:00:00:00:00:00:0a

Signature Algorithm:
Issuer: DC=local,

Validity

ecdsa-with-SHA256

DC=naaustin,

CN=naaustin-NAAUSTIN-PC-CA

Not Before: Apr 28 13:09:54 2016 GMT

Not After
Subject: C=US,
CN=£fp4120.test.local

Subject Public Key Info:

ST=California,

Public Key Algorithm:
Public-Key:
Modulus:

00
0d:
al:
50:
fc:
dé:
3a:
al
9e:
20
ae
87:
07
47:
cd:
Sa:
d4
1d:

:b3
1b:
9c:
0d:

217
18

dc:
:b4:

49

:de
:d8
6c:
rec:
64 :
9a:

b5

:e9

85

Exponent:
X509v3 extensions:

X509v3 Subject Alternative Name:

143

ee

c6
:30

:db:
5b:
11:
:29:
$47:
:3b:
91:
:c4:
15:
fd:
HCIoH
:dd:

94

a3:

15
12

28
2f

11

69

65537

8d:
:d8:
8f:
:c9
:bb:
de:
2b:
:d7
126
ff:

cb:

eb:
la:

26

:db:
8a:
83:
3d:
148:

50

:al:
:e0:
8a:
:b4
a3:
:e8
6d:

07

(0x10001)

rsaEncryption
(2048 bit)

06

:30

£5

c3

44

:45:
£5:
rae
3f:
HEW)
:bd:
:d4
:da:

£9

126
71
174

DNS:fp4120.test.local

07:

7d:
dc:
:cf:
1e6:

: Apr 28 13:09:54 2018 GMT

L=San Jose,

:al:
07:
:70:
bf:
: 54
fb:
:bl
8f:

Se

61

:cl
14:
6a:

de

e’

91:
:75
:43:
rad:
146
37:
:30:
8d:
:da:

6e
91
b0

03

HS i
:d5:
HEUS i
ag:
:35:

82

ef:
146
:bf:
:bf:

21

HJ o N
:cbh:

f6

91

16

20:
:36
31:
18:

176
:2d:
0d:
1f:
:51

74

c4

93:
84:
:da:
of:
:cbh:

f6
06

O=Cisco Systems,

HIECH
ec:
40:

31

:cbh:
:de:

82

c3:

29

rca
9b:
rcc:
:30

£3
b6

la:
:98:
:30:
:b6:

2f

2e:
ba:
0d:
:29:
3e:
To:
:al
8a:
:5f:
:bb:

c0

e2

82

le:

09
55

f2

ff:
78:
:d2
4a:
5b:
6a:
:70:
:bd:
:55
fd:
61:
:39
3d:

84

:e3
:cf:
08:
:33
5d:

:54:
:c8
66:
:a8
6b:

42

19

HAH
09:

b6

dc:

60

40:
:c0:
:c4d:
te2:
le:
:73:
84:
9f:
:d6:
1f:
rca:
S5c:
122
0f:
95:
rab:
5d:



| v2x7088

F52 rDERED VR — [

X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:1ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,

DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint
Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration, DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:00:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:b6:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MITIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACIAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGQBGRYFbG9])YWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4tUEMtQOEWHhcNMTYWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEi
MAOGCSgGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUYMEN1cnZpY2VzLENOPVN1cnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREMIbmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1uLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTJ1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmFO0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQOBgj cUAGQUHhTAVWB1AGIAUWB1AHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUuU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

Zeroized: No
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BFLWEBETE DEAENFEL TCWD 2 LA MERT 2ITIE, Web 77 UHF DT KR /S—
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