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188 BRI
FXOS CLI 7> Firepower 4100/9300 ~ ¥ — > OEFEIP 7 RLAZEH TEX £7,

G¥)

&M
ATy T2

ATvT3

BHIPT NLAZEE L7zt, HLWT FL A% L T Firepower Chassis Manager & 721
FXOS CLI ~D 5t & FHfENL T D MER DY £77,

FIE

FXOS CLI (Z#f¢ L £9 (FXOS CLI~D 7T 7 & A &5 M) |
IPv4 EHIP 7 RLUAZRET DI21E, ROFIEEZFEITLET,
a) fabric-interconnecta M A I — 7 ZRE L £ 7,

Firepower-chassis# scope fabric-interconnect a
b) BEOEFEHIP 7 L AZRRT HIIE, kOa~v L RE A LET,
Firepower-chassis /fabric-interconnect # show

) WDawry REANLT, HILWEBIPT RLAEF— R U= ZHELET,

Firepower-chassis /fabric-interconnect # set out-of-band ip ip _address netmask network _mask gw
gateway ip_address

d) FIUP I arEVATAREICaI Y FLET,
Firepower-chassis /fabric-interconnect* # commit-buffer
IPv6 FELIP 7 RV AZRET 21213, ROFIAZFATLET,

a) fabric-interconnecta M A 23— ZRE L F7,

Firepower-chassis# scope fabric-interconnect a

b) EEEIPVO REDAa—THREL LT,
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EEIP7 FLADER .

Firepower-chassis /fabric-interconnect # scope ipv6-config

c) BUEDEHIPV6 7 L A EZFRIRT HITIE, kOa~vr REATJLET,

Firepower-chassis /fabric-interconnect/ipv6-config # show ipvé-if

d) kOa~vry REANLT, HILWEBEIP T FLALE S — b U= 2R ELET,

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipv6 ipv6_address ipv6-prefix
prefix_length ipve-gw gateway address

GE) IPv6 7 a— L 2=F % AN T RLADOERND, ¥ —DIPv6 GET FL & &
LTCHR—=FENET,

e) hIvHr a2l AT AREICTI Y FLET,

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

1
ROBITIE, IPVAEHA =T 2 A AL T = U= ZRELET,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0

64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask
255.255.255.0 gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

WOHITIE, IPV6 EEA L X —T oA AL — b oA R ELET,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipv6-config
Firepower-chassis /fabric-interconnect/ipvé-config # show ipvé6-if

Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé6-config # set out-of-band ipv6 2001::8999
ipv6-prefix 64 ipve-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé-config #
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DZSN & |

FXOS CLI 7> & Firepower 4100/9300 > ¥ — e SN2 T 7 U r—2 a VOFEBIP Y RLA
IFEFCTExET, TOEDITEF, FTFX0S 7T v F 74 —A L-YULTIPIEREZET L, &K

W7 7Y r— gy LYV TIPERAEETHLENH Y 3,

GE)

ATy T
ATvT2

ATy T3

TTVr—va ERIP 2EESTL L = XOPENRIEAEL T,

FIE

FXOSCLIIZE: LET, (FXOSCLI~DOT 7 &2 &) .
FHZRFLT SA A2 LET,
scope ssa

scope logical-device logical device name

HAZEH T — P AR T AL, HILWEB T — AT v T NRTA—F %

AMTEVWRAH D Z LIZTEELTIEI N,
ASA GRELT /NA AD AL KT 1 v OFREDGE,
a) BT NNA ADT— A RNT v TIZAD ET,
scope mgmt-bootstrap asa
b) Ay FEIPE—FRICLET,
scope ipv4_or 6 slot_number default
c) (IPv4 DH) HLWIP T KL AZRELET,
set ip ipv4_address mask network _mask
d)  (IPv6 DH) HLWIPT RLAEZRELET,
set ip ipv6_address prefix-length prefix length number
e) F—hUxA T RLAZRELET,
set gateway gateway ip_address
) WEEZEa2IY NLET,
commit-buffer
ASA GRBET NA AD Y T A B BIEDYE,
a) JIAZEHT—FANT v TITADET,

scope cluster-bootstrap asa

B o x7oEE

RELET, H
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ATy T4

b)

(IPv4 OF) FHLVMRABIP 23 E L 7,

set virtual ipv4 ip_address mask network_mask

(IPv6 DH) FHLVMERABIP #FRE L F7,

7Iusr—vareErozE |

set virtual ipv6 ipv6_address prefix-length prefix_length number

HLWIP 7 — L ELET,

set ip pool start_ip end_ip

T—=h Uz T RVAZRELET,
set gateway gateway ip_address
wiEEZaAIy FLET,

commit-buffer

Firepower Threat Defense D A % R7 v VBB L NT 7 A X

a)

b)

¢)

d)

e)

G¥)

T N, ADT = A FT v FICAY £,
scope mgmt-bootstrap fid
A2y & IPE—RICLET,
scope ipv4_or_6 slot_number firepower

(IPv4 D) FHLWIP 7 RLAZRELET,
set ip ipv4_address mask network_mask

(IPv6 DF) FHLWIP T RLAEZRELET,
set ip ipv6_address prefix-length prefix_length number
P bUad TRLAERELET,
set gateway gateway ip_address
REZAI Y FLET,

commit-buffer

7 T AL EREDYA . Firepower 4100/9300 ¥ v — /2

REOHR.

BRI TWa 77U r— g

VIEIZHLWIP T RV AEZRETHMERDY E7, VY — TRV T AZE0X
HABREDLA, MO v —TT 7V r—2arJEIlINbDART v T Ei D

W BERDH D £,

TV r—varTLICER T AN Ty IERE VT LET,

)

b)

EipH A ssa B— NIZLET,

scope ssa

fHAE AT v MZLET,

scope slot slot number
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B rirepower 41009300 > v — > B OEE

¢) #EHET SV r—var AU ARE R LET,
scope app-instance asa_or ftd

d HET—FALT o THEREZ VT LET,
clear-mgmt-bootstrap

) WEZXaAIvY MLET,

commit-buffer

AT TS TV r—ya UEECLET,
disable

commit-buffer

GE) 7T AXREDYE . Firepower 4100/9300 ¥ v — U ZHEi SN CWDT 7V r— 3
VILIWER T - MANT v TEREZ VT L, BENCTAMERHY ET, Ty —
VI T AZFELIIHAREDO A, MAGDY v —TTr 7V r—var 2Lz
DDAT T a0 IRTVNERH Y 7,

RTVT6 77V r—2a v PNET7T74 0T, Ay MRHEL YT U hotzb &, 77U r—
varEREANILET,
a) #ilH7%Z ssaT— RIZEL £,
scope ssa
b) #PHZEAE > MZLET,
scope slot slot_number
) WAET IV r—var AL AX A LET,
scope app-instance asa_or ftd
d) 77V r—varEaRMcLEd,
enable
e) EZXAII v MLET,
commit-buffer
GE) I I7RAZREOYLH. THHDAT v 7 %0 LT, Firepower4100/9300 + ¥ —3
WZHR STV DR T TV r—va U EaEBREANILET, Y —I M7 IR2E T
FHAREDY A, MDY % — TP 7V r—var ZEZINODAT v T ki
DIRTHENRHY £,

Firepower 4100/9300 > ¥ — L B2 DE R

Firepower 4100/9300 ¥ — NI HT 54 Hi1% FXOSCLI b AEHE T 5 Z LN TEET,

B o x7oEE
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ATy
ATvT2

ATv73
RTv74

ATy TH

FZAKID

F52 rDERED VR — [

FIE

FXOS CLI IZ#5#5 L £ 1 (FXOS CLI~DT 7 & 2 &2 &) |
VAT A ET— RIZAD ET,

Firepower-chassis-A# scope system

BHEDARIZFR L ET,

Firepower-chassis-A /system # show

B LOWARTEHER L £

Firepower-chassis-A /system # set name device name

Koo H I a2l AT AREICZI Yy FLET,

Firepower-chassis-A /fabric-interconnect® # commit-buffer

151
WOBITIE, T, AL EETLET,

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #

EFBRZEDA VX —)L

VIR EHIC, H B4 SSL AEFEN Firepower 4100/9300 & v —3 Web 7 7 U r—3 9 T
BRATAT-DICAERSNET, TOMHAFEITIACEL THLID, 7747 N7 7 0¥NRA
BICEET D EEb Y FHA, HLWT T4 7 b7 F 74 T Firepower4100/9300 > v —
T Web A VB —T 2 A RO TT 7 EATHEXIZ, 77 UHPIXSSLELEZAr— LT,
2L —4F73 Firepower 4100/9300 ¥ ¥ —3/ IZ7 7 ¥ AT HRNCGEAEZEA2Z T AND Z & 2ER L
F£9, FXOSCLI #ffiH L CREHEES ZK (CSR) A /ER L., Firepower 4100/9300 * ¥ —/
THHTOIMEOIDIEHELZ A VA h—LT 521X, LFTOFIEEZFEHTEET, ZOIDIE
HTEICLY, 277947 N 770 FEEREEEL, BE52LTWeb A ¥ —7 x4 A%
HTEDH LT FT,
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&M
2ATFw T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T1

ATv78

FIE

FXOS CLI IZ#5#t L ¥4, (FXOSCLI~D7 7 & 2 #&M) |
X2V T4 FEVa— N EATILET,

scope security

X—U T RERLET,

create keyring keyring name

WMEX—DFT 2T A PA XERELET,

set modulus size

wEEZII v FLET,

commit-buffer

CSR 7 4 —/V RZFRELE T, sEEIL, HAA 7T 9 (subject-name 72 K) ZFEE L THAE
RTEET, SHIEET, v — o8k 7 E OB 2 i I AIATe Z 3 TX D56

T 7 a v ERETEET, CSR7 4 — IV RERETDHHE., VAT AZIVIEAERAT —
ROANTINRD HNDZ LITEEZE L TLIZEW,

create certreq certreq subject name
password

set country country

set state state

set locality /ocality

set org-name organization_name

set org-unit-name organization_unit_name
set subject-name subject name
REEZAIY PLET,

commit-buffer

ARERICHRBET S CSR 27 AR — h LE T, iE/RI% CSR ZEH L T ID Ak & & 1Emk L
=7,

a) SE&7R CSR ZHF R LET,

show certreq

b)  [----BEGIN CERTIFICATE REQUEST---—-| 7% [-----END CERTIFICATE REQUEST-----|

51

MIIC6zCCAdMCAQAWAzZELMAKkGALUEBhMCVVMXEZARBgGNVBAGMCkNhbGImb3JuaWEx
ETAPBgNVBACMCENhbiBKb3N1IMRYWEFAYDVQQOKDALIDaXNjbyBTeXNOZW1zMOwwCgYD
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ATvT9

ATv 710

ATy IN

AT T12

ATy 713

F52 rDERED VR — [

VQQLDANUQUMxGJjAYBgNVBAMMEWZWNDEyMC50ZXNOLmxvY2FsMIIBIjANBgkghkiG
9wOBAQEFAAOCAQS8AMIIBCgKCAQEAsOONSgagkfZ2£fi4JVEANG+7YGgcHbnUt 7LpV
yMChnKOPJJjBwkUMNQA1mMQsRQODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV1Ohhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKV9bttYg3kf/UEUUgk/EyrVg3B+u2DsooPVq76mTm8BwYMgHbJEV4Pmu
RJWEB8YEVVWH7JTEL1]j90vxbatjDjVSJIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3G9ITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6dltBOrnyxgGth5dPVOdhQIDAQABOC8wWLQYJ
KoZIhvcNAQkOMSAwWHjACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDANBgkqg
hkiG9wOBAQsSFAAOCAQEAZULCbwx9vt5aVDcL+tATUSXFE3LA310ck6G)1INV6OW/ 61
JBNLxusYilrZZcW+CgnvNs4ArgYGyNVBySOavJO/VvQlKfyxxJ10Ikyx3RzEJgKO0
z2zyoyrG+EZXC5ShiraS8HUWVE2wFM2wwiWNtHWtvcQy55+/hDPD2Bv8pQ0C2Z2ng31
kLfGldxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8 zREOWT+xHtLSqAqg/aCuomN9/vEwyU
OYfoJMvAQC6AZYyUnMfUfCoyulLpLwgkxBOgyaRdnea5RhiGjYQ21DXYDIEXp7rCx9
+6bvD11n70JCegHdCWtP755aNyaBEPkO0365rTckbw==

certreq E— FZH& T LE T,
exit
F—U T E—FEKTLET,

exit

2
I

T

AR OB T 1 AW - TERFFFIZ CSR O &2 L E3, BRI+ 5 &, 3R3E

JXZ D CA DREXF—ZFHA L CTFVEZNLEBL SN IDIFHEN RSN E T,

GE)  FXOSIZA v AR— T 259 XToID FEAEIL, Base6d T TRIF X2 /A,
HALRNHZIE L ID A EF = — L ORRARZETHLESIT. ET%1%
OpenSSL 72 £ SSL Y — NV Zffi ] L TEBT 2 MLE R H Y 77,

IDGEHET = — ZREFT OB T A FARA » P AR LET,

create trustpoint trustpoint_name

k=

Eﬁl‘a)?ﬁﬂi\‘(:ﬁéo <. %l”ﬁ 11 Tn:unE)EjIz’)rOX'fm L7 ID %Efﬁ%?":c**‘/%)\ﬁ Li—é«o

GE) PHEEEREZEHT 2RISR OLEIX. v— PG E L A ST 0ER S
WET, 7F AN 77 A0 T, V— MEAEZLZ —F LIZ~—ZX ML, ZRITHENT
F = NOKEHFRFEAEZELZX—A N LET, ZOHE, T-3TOD BEGIN
CERTIFICATE 7 Z 2" & END CERTIFICATE 7 7 7' %2 &b %9, ZORKDT F 2 k
Tuyl&, hTARKAL M= T K= KLET,

set certchain

1 :

firepower /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAwWIBAgGIQYIutxPDPw6BOp3uKNgJHZDAKBggqghk jOPQQODAjBTMRUW
>EWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTc1NjU2
>WhcNMjAwNzI4MTgwNjU2WjBTMRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcqhk jOPQIBBggqhk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmgqlubaDHPJ5TMGE£JQYszLBRJPg+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
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ATy 714

ATy 715

ATy 716

ATy 711

ATy 718

ATy 719

>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPr FWEEBcbxGSgQW7pOVIkwEAYJKWYB
>BAGCNxUBBAMCAQAWCgYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lgy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==

>ENDOFBUF

BREEIv FLET,

commit-buffer

FTZARMKRA U M E—REKTLET,
exit

F—U 7 E—FRIZAD ET,

scope keyring keyring name

AT I3 TER SN N T A RARA > ME, CSRIZER SN2 — U > JICBEEMIT £7,

set trustpoint trustpoint_name

Y= R_OEZEXAE IDREAEL A R —FLET,

set cert

PRI K v Rt ID FEEONE ZX—Z F LET,
11

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Keyring certificate:

>MIIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACjAKBggghk jOPQODA BT
>MRUWEwWYKCZ ImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwND I 4MTMw
>OTUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwJVUzZETMBEGA1UECBMKQ2F's
>aWZvcm5pYTERMASGA1UEBXMIU2FuIEpvc2UXFjAUBgNVBAOTDUNpc2NVvIFNS5c3R1
>bXMxDDAKBgNVBAsSTA1RBQzEaMBgGA1UEAXMRZnAOMTIWLNR1c3QubG9jYWwwggEi
>MAOGCSQGSIb3DQERAQUAA4 IBDWAWGgEKAOIBAQCZQ4 3mBqCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 SmMHCROwW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
>R1HLPvIOrHtYY296D9¢c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
>ikoJn55JKRIMRMHVkdopX1u21liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftq2MONVIkdkFRGOJge/IG8a4s/9D82a
>/cujcbOhNssvmAhhlVql PGnodNR7TMEfYwgjM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
>AAGjggJIYMIICVDACBgNVHREEFTATghFmcDQXMjAudGVzdC5sb2NhbDAABgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVRO jBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1UdHwSB1DCBOTCBzqCBy 6CByIaBxWxkYXA6Ly8vQ04 9bmFh
>dXNOaW4 t TkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 t cGMsQ04 9Q0RQLENOPVB1
>Y¥YmxpYyUyMEt1leSUyMFN1lcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXN0aW4sREM9bG9jYWw/¥Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuUQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5hYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWNlcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWxVY2Fs
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vY¥mplY3RDbGFzcz1jZXJ0aWZpY2F0aWw9uQXvo
>aG9yaXR5MCEGCSsGAQQBgj cUAGQUHhIAVWB1AGIAUWBLAHIAdgB1AHIWDGYDVROP
>AQH/BAQDAgWgMBMGA1UdJQOMMAOGCCsGAQUFBWMBMAOGCCqGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1Uw=
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ATy T2

ATy

ATy T2

ATvT23

ATy T4

ATv T2

ATy T 26

ATvT21

F52 rDERED VR — [

>ENDOFBUF

F—V T ET—FREKTLET,

exit

X274 E—FERKTLES,

exit

VAT N ET—FIZAD T,

scope system

P—E R T— FIZAY ET,

scope services

B LWVGEREAM AT 2 & 512 FXOS Web - —E A &R E L E7,
set https keyring keyring name

BEEZAI v MPLET,

commit-buffer

HTTPS H— N2 b TWAF—Y v 72K R LET, ZHICIZZOFIEOFIE3 T
fER L7723 — U U I OLARIMNEMENA Z L1270 94, BEEhicT 74 v bod—10 7
HMMFIRENDHAITIE, HTTPS — N3 E 72, ST LWIFHEZ AT L5 IcEH ST
WEH A,

show https
£l

fp4120 /system/services # show https
Name: https
Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: firepower cert
Cipher suite mode: Medium Strength
Cipher suite:
ALL: !ADH: !EXPORT40: !EXPORT56: !LOW: 'RC4: !MD5: ! IDEA: +HIGH: +MEDIUM: +EXP: +eNULL

A VR — N ENTZFFAEDONE A F R L, Certificate StatusfE 2 Valid & TR S b 2 & 2R
L/iﬁ‘o

scope security
show keyring keyring name detail

51

fp4120 /security # scope security
fp4120 /security # show keyring firepower cert detail
Keyring firepower cert:

RSA key modulus: Mod2048

Trustpoint CA: firepower chain
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Certificate status: Valid
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
45:00:00:00:0a:de:86:55:16:82:24:£3:be:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256
Issuer: DC=local, DC=naaustin, CN=naaustin-NAAUSTIN-PC-CA
Validity
Not Before: Apr 28 13:09:54 2016 GMT
Not After : Apr 28 13:09:54 2018 GMT
Subject: C=US, ST=California, L=San Jose, O=Cisco Systems, OU=TAC,
CN=fp4120.test.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:b3:43:8d:e6:06:a20:91:£6:76:7e:2e:09:54:40:
0d:1b:ee:d8:1a:07:07:6e:75:2d:ec:ba:55:c8:c0:
al:9c:a3:8£:26:30:70:91:43:0d:40:0d:66:42:c4:
50:0d:c6:c9:db:7d:bf:b0:ad:1£:31:29:£f2:a8:e2:
fc:27:30:bb:8a:dc:5e:54:46:51:cb:3e:ff:6b:le:
d6:18:db:de:83:£5:cf:fb:37:74:de:7b:78:19:73:
3a:dc:5b:2b:3d:c3:e6:03:01:30:82:a0:d2:2e:84:
al:b4:11:15:d7:48:61:7£:8£:8d:c3:8a:4a:09:9f:
9e:49:29:12:26:44:¢c1:d5:91:da:29:5f:5b:b6:d6:
20:de:47:££:50:45:14:82:4f:cd4:ca:b5:6a:dc:1f:
ae:d8:3b:28:a0:£f5:6a:e£:29:93:9b:c0:70:60:ca:
87:6c:91:2f:e0:£f9:2€:46:35:84:f3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:b4:26:a7:bf:20:6f:1la:e2:cf:£d:0f:
cd:%a:fd:cb:a3:71:bd:21:36:cb:2£:98:08:61:95:
5a:b5:3c:69:e8:74:d4:7b:31:£6:30:82:33:39:ab:
d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:
1d:85
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:1ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services,CN=Configuration, DC=naaustin,

DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint
Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services,CN=Configuration, DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:b0:ec:d7:09:8a:b1:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:a3:6a:08:e8:24:41:df:4£:16:41:06:07:35:4b:bf:
02:21:00:ed:47:4e:6€:24:89:04:6£:¢cf£:05:98:e6:b2:0a:08:
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2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MITIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACIAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGQBGRYFbG9])YWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEWHhcNMTYWNDI 4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvcemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEiL
MAOGCSgGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUYMEN1cnZpY2VzLENOPVN1cnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1uLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQOBYj cUAGQUHhTAVWB1AGIAUWBIAHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOGAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

Zeroized: No

RDEZRY

BrLVMEB CE DREHENMEEL TWVWD Z L 2l T D12iE. Web 77 VDT R R /R—
IZ https://<FQDN or IP>/ & A7} LT, Firepower Chassis Manager |28 L £,

GE)

TIUFIEEIHIZ, T RUVANRNR—DANAFICHRD L GEREOY 7V =7 M AR L

o AEPAENERERM KA A 41 ﬁbf%ﬁéhfwé%é\77?#?%%@;9k7&
T ATOHMENRHY ET, PT RLAEZMHLTT 7 A3 5L, EETE 2FEAENMEA S
NTVnHELTH, Mo SSL =7 — (Ll NS NnAe—ShET,

B/ N TF—

07 A RN —TlE, =—H 73 Firepower Chassis Manager (Z 2 7 A 5 & T AT AT/ F—
THXRAIBRRREINET, 2—FHLRXRAT—FKOVRAT AT a7 RORFNZ, AvE—T0
HETOK] 27 Vv 7 THM0ERHYET, A UHiNT—2RELRNE, VAT AT
A—PH LR — RO T a7 M SICERET,
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i/

2—HFNFXOSCLIWCR /A 258, REISNNTWVDAEARIET AT AN RAT— KD T a
7 rORfice A v RN P— TR A NERRILET,

454 VRi/NFT—DERK

FIE

AT w1 FXOSCLI IZHikt LT (FXOS CLI~NDT 7 A% B |
ATvT2 BX2 V7 0 == RERBLET,
Firepower-chassis# scope security
RT9T3 NF—tXxa VT4 E—RICAY £,
Firepower-chassis /security # scope banner
ATYT4 ROa~vy REANLT, a2l A UEinF—2ER L7,
Firepower-chassis /security/banner # create pre-login-banner
AT 75 Firepower Chassis Manager % 721X FXOS CLI ~®D 1 7' A U HiiD 22— (2 FXOS NF/RTDH A v
vIZ _ 77 2&.‘/ ?E ’_./:E_’ L/ i j‘o
Firepower-chassis /security/banner/pre-login-banner* # set message

RIAVHINT = A=V DTFA N ANTLOOLAT a7 EBLET,

ATYwT6 FurF T, B S VN — A=V R AN LET, 20T 40— RiZiE, E¥ED
ASCII LFEHEAJITEET, BHEITOT XA NEANTEETN, BITOERKRICFEIL 192 XC
FTT, {TOXE]Y T Enter X — 2 LFE 5,

ASINEDIRDFTIZ ENDOFBUF & A ) L. Enter ¥—ZM L TR T LET,
[setmessage] ¥ A 7 12 7 % ¥ ¥ /T HI21E, Ctrl+C F—2ML F 7,
AT TT1 oV Iy ar By AT AREICaI vy hLET,

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

!l
WROBNE, v 7 A CEiANT—EER L ET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**
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>ENDOFBUF
Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

OJ4 VHINF—DER

ATy T
ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 71

FIE

FXOS CLL 286 LE9 (FXOS CLI~DO7T 7 v X &ZHM)
X2 UT 0 B— REHBLET,

Firepower-chassis# scope security

NF—tF2VU7 10 F—FIIADET,

Firepower-chassis /security # scope banner

0y A RN DN F— X2 T 4 = RICAD £,

Firepower-chassis /security/banner # scope pre-login-banner

Firepower Chassis Manager % 7=1% FXOS CLI ~D 11 7' A VR 2—HIZ FXOS NERT D A v
T—VEEELET.

Firepower-chassis /security/banner/pre-login-banner # set message

RTAVHINT = Ay =V DT XA N ANTHOOFAT v 7 2L 7,
Tar T RT, BIAVEINT = A=V EANLET, ZO7 4 — RITIE, BEHED

ASCH XFEZANTEET, HHEITOTHF A FEANTEETN., BITORKNICFENL 192 3L
FTT, TTOXYEIY T Enter ¥ —%# L 7,

ASINEBE DR DFTIZ ENDOFBUF & A )L, Enter ¥ — %L TR TLET,
[set message] ¥ 1 7 2 7 & ¥ ¥ BT HIZIE, Ctrl+C F—%H L T,
NP7 var AT AREICTI Yy FLET,

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

il
WIZ, BT A CHINT =2 ERT 562" L ET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance
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>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

0454 R/ \NF—DHIR

FIE

ATw 1 FXOSCLI 286 LE 4 (FXOSCLI~DOT 7 B A%Z5M]) |
AT T2 ¥X2VT 4 T—REfBLET,

Firepower-chassis# scope security

ATYT3I NF—tFa2 U7 4 E—FIADET,
Firepower-chassis /security # scope banner

ATV T4 VAT Lpbu T A VRN —EHIBRLET,
Firepower-chassis /security/banner # delete pre-login-banner

ATYTS NPT a BV ATAREICAI Y PLET,

Firepower-chassis /security/banner* # commit-buffer

il
WIZ, v 7 A CEIANT—EHIERT S F 2R LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

Firepower 4100/9300 < ¥ — < DB FCE)

FIE

AT w1 [Overview] Z I LT, [Overview] X— TV Z & £,
AT w72 [Overview] ~— D A7 L [Chassis Uptime] DFEIZ & % [Reboot] 7 U v 7 LET,
ATw T3 [Yes] #2 U 2 LT, Firepower 4100/9300 > v — > ZEIFEA 712752 L 2R LET,
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Firepower 4100/9300 & v — > O ERA 7 ]

VAT NIEDTAT A ETHR SN TV DT RTORBT NA AET L —AT IV ¥ v b
XL, EA&RIIZ Firepower4100/9300 /ﬂ? /@Eﬁ{ﬁ%ﬂ“7 L CHLAEIT 5012, %=
V74 B a— /o P OEFREERIC CLET, 2ot R2iTH 15 ~ 20 H5H
N EJ,

Firepower 4100/9300 & v — > DEIRA 7

FIE

AT F1 [Overview] %R L C, [Overview] X— Y & & £,
AT v T2 [Overview] ~— Y DA LMD [Chassis Uptime] OAEIZH 5 [Shutdown] 27 U 7 LET,

RATY T3 [Yes] #7 U 27 LT, Firepower 4100/9300 > v — > ZEFA 72T 5 Z L 2R LET,
VAT MMIZDVAT A ETHREN TV TR TORIT NA AL T L—AT UV ¥ v b
VAV AN 335 F1repower4100/9300 X —YOBEBREFZIZTHEIC, EX 2V T 4 E
Va3 OEREZEBNC ZLET,

TIHHFREOT 74U FEREDET

FXOS CLI Zf /| L T Firepower 4100/9300 < ¥ — > % T RO T 7 4 /L MR EIZRE T Z &
MTEET,

Y

GE) DTt RIL ST, HET A AREEZEL TR TOL—FREN Y — T NPOHEESH
T4, ZOFENET LD, VAT LAEHRETHILENDHY 9 (WIHHRE 2R L TL
FEW)

FIE

ATy 71 (EE) eraseconﬁguratlon:l'?/f\i/k UMb AR —F TA B AREZHIR L £
o Av—F T4V AREGHIRT 25613, ROFIEEZFETLET,

scope license

deregister

Firepower4100/9300 > ¥ — > OBEREfEFRT D L. TH UV DT A ADRHIBRIET,
TFTNRAADTRTDT A ZAEHKLIFEHENRBIBRENET,

ATFwT2 a—hVEMY 2 VIR LET,

LRT LEE
|


b_GUI_FXOS_ConfigGuide_261_chapter2.pdf#nameddest=unique_19

DZSN & |
B sisso7ror0 rgE0ER

connect local-mgmt

AT 73 Firepower4100/9300 > ¥ — N H TR TCOL—VREEZHEL., OO THHMREOT 7 41
FREICT ¥ =V Z2E LT LHITE, KOaxr REANLET,
erase configuration
FTRTOA—YPRELHET LME I DEMET 2L 2RO ET,

ATy T8 BEOHEEMERT DL, a~v>r K7y 7 Miyes EATTLET,
TR T O —HFLIED Firepower4100/9300 > ¥ — N HIHESINLIZE, VAT LANY 7— L
=7,
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