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VPC %A ¥ —Fy MIEERT 572012, A VX —Fy N —h oA ZBINTEET, VPC
DIEBDIPT RVAD ST T 4w VoAV Z—Fy b= U= A1V —T 4 T TEET,
[ C&BHIC
« Threat Defense Virtual D1 > A # > 2D VPC Z{ERL L £97,

ATYF1 [—ERA (Services) |>[VPC]DIEIZZ V » 7 LET,

RATw T2 [VPC X v 2R — K (VPC Dashboard) |>[A > ¥ —F v b7 — D=1 (Internet Gateway) | DJEIZ Y
Uy 7 LTnb, [AZ—Fy M —hU =A Ok (Create Internet Gateway) | %2V v 7 LE T,

AT9 T3 22—V —ERD 4147 (Nametag) |Z AN LT — b7 = ZREL, 1TV, ERLET (Yes,
Create) | %7 Vv 7 LCHF—bru=AZERLET,

ATFY T8 BIDOAT v T TR LIS — T = A ZINL £,
AT w75 [VPCIZHk (Attachto VPC) &7 U v 27 LT, LARNZ/ER L7= VPC 23R L £,
ATYFT6 [TV, #LET (Yes, Attach) 1227 Vv 27 LT, ¥~ U =A% VPCITBMLET,

T7AN TR, = b= PERENTVPCIZER SND E T, VPCTEIRIINIZA VAKX VAT A
VHE—Fy M EBETEERE A,

What to do next
WDt v arTHHENTWA LT, VPCIZYH 7Ry REBMLET,

. AWS T ® Threat Defense Virtual O ERf
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e |

I3y FDIENM

ATy T
ATy T2

ATvT3

ATvT4
ATy TH

IL— b

&
ATy T2

ATvT3

Threat Defense Virtual DA > A X L ANEERHETEX D VPC DO IP 7 R LU A§IHEZ® 7 A > MET
HIENTEFET, EXx2V T4 BIOEHO=—XZEL T, A VY AZX A5 T NV—T{bT
B2 DY T % M EAVEMR TE £9, Threat Defense Virtual Tlx, EHHADOYV TRy F&E T
T4 7 HOY TRy NEERTOILERH Y 7,

X C&H B

« Threat Defense Virtual D1 > A X > A D VPC Z1Ek L £,

[F—E A (Services) ]>[VPC]DIEIZZ V27 LET,

[VPCH v ¥ 27”h— K (VPCDashboard) ]>[% 7 %> & (Subnets) JDIAEIZZ UV v 7 LT, [V7 >y hOIE

ik (Create Subnet) | %7 U v 27 LET,

[F7 %> FOFERK (Create Subnet) | XA 7 a2/ Ry 7 AT, MOLDOEANLET,

a) V7 Fy bEHNT LI —YP—EFRD [4H1¥ 7 (Nametag) ],

by ZOV TRy MIEHT S [VPC),

) ZOV TRy NWBEFEET D [AHMEY —2 (Availability Zone) ], [%E72 L (No Preference) ] % i&R
L. Amazon 2S&ERT LY — L 2 ERET,

d) IP7 KL A®[CIDRZ 77 (CIDRblock) ] (IPv4 B L ONIPv6) , 7 %y hDIP 7 KL ADHiH
X, VPCOIP 7 RLRFFHDOY 7y N CTHLMLERHD £F, 7rvy 7 + A4 XL, /16 X hT—
I RATIPD 28Ry NU—2 v A7 OFFHATHRET H2HLERHY £3, 7Ry hOH A XL VPC
DY ARXERULICTDHI ENTEET,

[, B L ET (Yes,Create) [#7 Vw7 LT, # 7%y FE{ERRKLET,

MR OV T Xy MZOWT, FIEEZEVELET, N7 7 40 v 7123073y &KL,

T—H NTT 4y TICHERBEOY TRy NEERRLET,

What to do next
D7 a rTHASNTWA LT, VPCIZb—k T—7 L& BMLET,

T—JILDEN
VPC HICERE LTS — U =2V — b T—T N Z#G T £d, £/2, BV 72y b
Z1ODN—k T—TIEETHZENTEET, Ll 1 OO 7Ry MI—EIC ]
DO)N—~ T—=T I LEEMNT S ENRTE R A,

[F—E A (Services) ]>[VPC]DJEIZZ YV v 27 LET,

[VPC# v 2 7"— K (VPC Dashboard) ]>[/L— k7 —7 /L (Route Tables) | DIEIZZ U » 7 LThb,
[b— R 7 —7 )V OAERR (Create Route Table) 1 %27 U v 7 LE T,

N— N T =T NEBRT 52— —ERKD [4HTF 7 (Nametag) | ZATILET,

AWS T ® Threat Defense Virtual O & B .
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B cx2050v0—Fokm

ATYT4 ZON—F T—TNEMHTS[VPCl 2 kuy 77Xy JARNPLEIRLET,

AT 5 [T, fERLET (Yes,Create) 127 U w27 LT, V—h T—T7NVEERLET,
ATvT6 ER L7z — b T—7 NV %BIRL £7,

ATvTT b—bF (Routes) |7 %27 U w7 LT, A i — MEREFRLET,

ATy 78 [ME (Edit) 1227V v 7 LT, [Blo/— -%BEM (Add anotherroute) ] %27 VU v 7 LE 1,

a) [#84% (Destination) ] #lZ, 10.0.0.0/0] . F7=Ii%, IPv6 b7 7 4 v ZIZOWTILTXT [:/0] AT
LET,
b) [#—7% > & (Target) [ FIT, F'— U =A ZRIRLET,

ATY T [fR17FE (Save) |27 U 27 LET,

What to do next
WDt 7 varTHTAHLIIC, BEXa2 VT4 ZA—T%2ERLET,

txa) T4 FIL—TDERK
FaEnse ban, A—b, EKELIPHBEAEECTILV—LEFEHLT, X274

IN—T o TEET, HBEA VALV AIZED Y THZLNTED, SESFhERLL—
NWEFEHLT, B0oex=2V T 0 JV—7%ERTE £,

ATY 1 [—ER (Services) |>[EC2]DIEIZZ Vv LET,

ATw 72 [EC2¥ v 2R — K (EC2Dashboard) ]>[t %=V 7 1 7 /—7 (Security Groups) | DJEIZZ V v 7 LE
D

ATV T3 [BEXx= VT 4 7 —TDOVERL (Create Security Group) | %27 U > 7 LET,

ATFY T8 [BX 2T 4 7 —FOERR (Create Security Group) | ZA 70 /Ry 7 AT, WONEEZANILET,
a) BEXa VT4 IN—T%FAT 52— —ERD[EX=2YT 17 /V—T74 (Security group name) ],
by ZOtX=2VUT 4 FA—T70 [#H (Description) ],

) ZOEX=UT g J—FZEE T B VPC,
AT TS [EX= VT 47— — 1 (Security group rules) ] 7% E L £,
a) [ /37> K (Inbound) | #7 %27V >vZ7 LT, PL—r®iEN (AddRule) | %7V v Z7 LET,
Note Management Center Virtual 2 AWS OB HE BT 221X, HTTPS B8 KX ONSSH 7 7 & A M
PVETT, TAUTESWT, FELIP T L RAZBET2H8ERHY ¥, /-,
Management Center Virtual & Threat Defense Virtual D i 5 %2 AWS VPC N TEE L T\ 5
By TIAR—DPIPEHRY TRy T 7B REF AT HMENH Y £7,

b) [TV kX7 K (Outbound) [ # 7 %27 Vw7 LT, Pb—®iEN (AddRule) 227U 2 L
T, TUMRU U RRNT T4 T DOV—VEBINTHN, 774V D [TXTONT T 1w 7 (Al
traffic) | ([# A7 (Type) 1D%H) BELOUEE DS (Anywhere) ] ([565% (Destination) ] D35H)
DEFICLET,

. AWS T ® Threat Defense Virtual O ERf
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2y ko= 1v8—7z120%5 [

ART9T6 EX2 VT 4 FA—T%ERT HI121%, [fERL (Create) 1 %27V v 7 LET,

What to do next
WDt 7 v arTHHEINTWA LI, Xy NT—T7 A —T oA ZA%EAERRLET,

XY SIT—=0 A3 =Tz A4 ADERK

Threat Defense Virtual D% > bV —727 A LV Z—T = A A%, #HBIIP T KL A2 (IPvd B L
IPv6) F72ILDHCP Z#fiH L TIERCE 7, BERMREBHOLEIIGC TRy hTY—2 A
vHE—T A A (NEB IO Z1ER L FET,

ATYF1 [h—E R (Services) |>[EC2]DIAEIZZ Vv 7 LET,

ATv T2 [EC2¥ v v 2R — K (EC2Dashboard) |>[1y hU—2 A % —7 = A A (Network Interfaces) ] DIEIZZ
Vw7 LET,

ATV T3 [F*y bT—2 A H—T A ADIERL (Create Network Interface) 1 %7 U v 7 LET,

ATV T4 [Fy NT—0 A H—T A ADVERL (Create Network Interface) ] ¥ A 7R 7Ry 7 AT, ROLDO%E A

NLET,

Q) PRy hI—T A F =T 2 A AT EA TV a v Oa2—F—EFD [# (Description) ],

by Fey 77Xy URX NG [H 7Ry b (Subnet) ] Z#®R L £, Threat Defense Virtual 1 A X A
ZERKT 2 VPC OV 7Ry PABIRSNTVD Z LR L ET,

¢) [FT7AX—FHKIP (PrivateIP) |7 KL AZ AN LET, HHIP T FL A (IPv4 BL O IPv6) F£7-1FH
ARk (DHCP) ZfEHT& %9,

d) [BXx=UT 17 N—7 (Security groups) | % 1 DL EBINLET, EX=2 VT 4 ZV—TDONER
R " BT RCEANTNDZ L 2R LET,

ATV TS [Xy hT—2 A4 Z—T A ADVERK (Create network interface) | %27 U v 27 LT, *v hU—27 A
2 —T A AEERR L ET,

ATV T6 fERLIZRy NU—0 A X —T oA AR ET,

ATy 71 57V v 7 LT, [EE/sDZEFEOMTE (Change Source/Dest. Check) 1% 3R L £,

ATY T8 [EELEITHELOMES (Source/destination check) |1 D FiZd % [H%ML (Enable) | F = v 7Ry 7 A
A7 LT, [BRTE (Save) 1227 VU v LET,

What to do next
WDt 7 v a T T 5L 512, ElasticIP 7 KL AZERE L E97,

Elastic IP D{E Rk

A VAR UAPMEREND L, NXT YT IPT RLAFEDA v AX A ZEE#EMT BN E
T A VAZ U ABEILELTOLLHMGTEE, FORT Y v 7IPT RLA (IPv4 I L TNIPY6)

AWS T ® Threat Defense Virtual O & B .
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. Threat Defense Virtual (& A

BB AER I NE T, ZOMBEZMIT HI20E, ElasticlP 7 Ly o 7 &R LT, K
W72 XT ) o JIPT RV AZZFDA L AKX L AZEY Y4-CFE 9, ElasticIP1d, Threat Defense
Virtual B XD A V AH o ZA~D Y T—F T RRERAINAT7 Y v 7 1P HICTRE
nFE7,

\}

Note /»7»< L%, ThreatDefense Virtual §FRA > % —7 = A A L 2ZWrA > % —7 = A 2 HD Elastic
IP7 FLAZERR L TS 7ZE 0,

AT9 1 [h—E R (Services) |>[EC2]) DIAIZZ V> 7 LET,

RATw T2 [EC2¥ v v 27— K (EC2 Dashboard) ]> [Elastic IP (Elastic IPs) | DIEIZZ U v 7 LET,
ATV T3 [HHT FL2ADE Y YT (Allocate New Address) | %27 U v 27 LE7,

AT T4 VB Elastic IP B LUOVIT U w7 IPIZONWT, ZOFIREMHEYIELET,

ATY TS5 [T, #YYTET (Yes, Allocate) %2 U 2 LC, ElasticIP Z1ER L £9°,

AT w76 BRIV Elastic [P IZDW T, ZOFIEZBEVIELET,

What to do next
DY 7 g TmBAESIN TS XL 912, Threat Defense Virtual % BB L £ 97,

Threat Defense Virtual )& A

Before you begin

WOZ EHHLEL ET,
« AWS BREE O IE, on page 100FLIHICHE > T, AWS VPC BLVEC2 D= L A v R ZF&IE
LET,

¢ AMI 7° Threat Defense Virtual £ > ZAZ > A T TE 52 L 2R L ET,

AT w71 https://aws.amazon.com/marketplace (Amazon ~—7%7 v h 7 LA A) IZBEILTH A A LET,

ATw 72  Amazon ~v—7% v N LA A|Zv 7 A 1, Threat Defense Virtual (Cisco Firepower NGFW Virtual
(NGFWv) : BYOL) flIiZfEfftshTnwa Y 72270 v 7 LET,

Note TTIZAWS 2 H L TV =E. Vo7 2HNT 5121, WolzAV AT 7 FLTHh
5, VAUV AV LETHERHY 7,

ATw T3 [KAT (Continue) | %7 VU > 7 LT, [FENELE) (Manual Launch) | # 7% 27 U v LET,
ATy T4 [FRHCFEET S (AcceptTerms) 127 U v 7 LE9,

. AWS T ® Threat Defense Virtual O ERf
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ATy TH
ATvT6

ATy 71

Threat Defense Virtual D& A .

[EC2z > Y — V&Ml L CEHEI§ 5 (Launch with EC2 Console) 1 %7 U v 27 L&,

Threat Defense Virtual TH AR — b S5 [f > AX A X A7 (Instance Type) | Zi®IN L E 9, HELEHX A
7% c4.xlarge T,

HH FEIWCHD K A AX L AOFEMOFETE (Next: Configure Instance Details) | R ¥ %27 U w7 L
ESc AN

s BNCAERC L7 VPCIZ—E T 5 L2112 [Fy T —2 (Network) | Z#ZH L E7,

 BICHERE L2 By 7 Ry MC—ET 25 L9127 %> b (Subnet) |ZEHLET, IPT FL A
PIRET D0, £ EEARAEATE £,

s [»37 VU ZIP (PublicIP) ] (IPv4 3 XV IPv6) @ [HEERL (Auto-generate) | A %NCT 25 Z &3
T&EET,

sIPV6 I EMFHAL T, Ry hU—F TRy b AU H—T 2 — AR EEEETHZLILT
EEHA, T4 FTIHIPVAMEA S, IPve b ICANCTE £9, IPv6 BITOZEMIZ DU
Tix. TAWSIPv6 OffZE| & TAWS VPC] #ZMRL T 72 &0,

[y NU—27 4% —T A A (Network Interfaces) ] D FliZd 2 [T /34 ADEN (Add Device) ]
RE &7 V7 LT, ethl Ry NT—F A B =T = ZA&BIMLET,

sethO[ZFEFASND ., FANSMER LZEHY 732y M-I 251912, [M7 x> b (Subnet) %%
FLET,

Note Threat Defense Virtual (21 2 DDOEBLA X —T = A ADBNETT,

o [R5/ (Advanced Details) | D T T, 774/ hou s A AFREBIMLUES, T34 A4 &
NAY— ROEMEZEDET, LTOflzZAZHE LTI ZEu,

AR [ME7FEM (Advanced Details) | 7 4 —/L RIZT —# 2 AT 5BRICIE, 7L—rTF A hO&K
EHEALTLESY, TFANIFT A4 EZNLI0EREIE—TIHE, FL—r TFAMELTOR
ot —LTLEEN, [EERIEM (Advanced Details) ] 7 4 —/b FIZ Unicode 7 —# (ZZEE%&Te) %
AE—TBHE. A VAXANBETAAREERSHY £, B LGSR AV AX U RAEKT L
T, AR LETRERH Y £7°,

Management Center % {# ] L "C Threat Defense Virtual Z&BJ 570D 7w 74 VRE -

#Sensor

{
"AdminPassword": "<your password>",
"Hostname": "<your hostname>",
"IPv6Mode": "dhcp",
"ManageLocally": "No",
"FmcIp": "<IP address of FMC>",
"FmcRegKey" :"<registration passkey>",
"FmcNatId":"<NAT_ID if required>"

Device Manager % i L C Threat Defense Virtual 2835720 DY 7 vw 74 VEIE -

#Sensor

AWS T ® Threat Defense Virtual O & B .
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AWS T Threat Defense Virtual DB |

. Threat Defense Virtual D& A

ATvT8

ATvT9

ATv710
ATy 7IN

AT 712
ATv713
ATv 714

ATv 715
ATv 716
ATwT11
ATv 718

ATv7F19

ATy T2
ATy IT2N

"AdminPassword": "<your password>",
"Hostname": "<your_ hostname>",
"ManageLocally": "Yes"

[k : AR L—Y OB (Next: Add Storage) %227 U v 7 LE T,
T 7 A METRITTE ET,
(WK: %7 A AH A (Next: TagInstance) ] =27 U v 7 LET,

B TIERLT LN TFEXT DX —LHEOT THEASINET, =& 2E, [F— Key) |=4n1. [fE
(Value) 1= 77 AT VA —/VTHITEERTETET,

(K :EXx=2VUT 4 Z—7DOi%E (Next: Configure Security Group) | Z#R L £,

[BEFEOEX =2 VT 4 7 —7 %N 5 (Select an existing Security Group) ] % 27 U > 27 LT, LIATIZER
ESNTEX2 VT 4 FVV—TEEBRT L0, T3 HLWVEX2 T 4 I —TE2ERTExET, &
2T 4 ZNA—TDEROFEMC OV TIE, AWS OBRIZBIR L T ZE0,

[MEFR L CH#LEN 35 (Review and Launch) %727 U v 27 L £,

(L) (Launch) 1%#7 VU v 7 LE7,

WEFEOF— X7 2 RIRT 500, HLF— XTE/ERLET,

BFEOXF— T EBRTHZ0, HILOF— XT2ERT L2 b TEET, F— 7
T AWS BMRAFT D RBAF— & 22— =D REFTLMEF— 7 7 A LTRSS ES, 2
NoZ—fIERT DL, AV AZ U AZERITEHITEET, F— XTI1FA L AF A
DN MEE RDGEN D D20, LT EEROBGFNIIRAF L T IEE W,

Note

[ > A% ADEH) (Launch Instances) [ %727 U v 7 LE7,

(B DR (View Launch) 1 %727 U > 27 L, a7 MIEWVET,

[EC24 » ¥ 2 7”h— K (EC2Dashboard) |>[R> U —2 A % —7 = A A (Network Interfaces) ] DIJIEIZ
70y 7 LET,

AWS BRBE DX E, onpage IO CLARTNIZAER LTz A v X —T =2 A A N7 7 4 v 7 BRE L, [#fi (Attach) ]
27V w27 LEF, i, ThreatDefense Virtual f > AKX A LD eth2 A V% —7 = A A2/ 0 £,
AWS B DX E, onpage l0 CLARNICAERC LTz A v X —T = A A 8T 7 4 v 7 &RE L, [#ft (Attach) ]
27V w27 LEd, Ziud, ThreatDefense Virtual f > A X > A LD eth3 A »Z—7 = A AT/ £79,
4ODA B =T 2 A AERET DULERDY £7,
EBEH 7o ANRE T LERA,

Note FRE L7\ L | Threat Defense Virtual

[EC2% v ¥ = 7R— K (EC2 Dashboard) ]>[A > A% A (Instances) ] DIEIZZ V v 7 LET,
AVAZ LR/ Vw7 L, A AZ 2 ZADF%GE (Instance Settings) ][> [ A7 A v 7 OHFG (Get
System Log) | DIAIZIEIR L T, AT —F XA &K R LET,

B OMBEIC T 2B ENFRENDAREMENH Y 9, 2N TFEEND DL, EULA 8
ETTAETethO A v Z—T A ANT I T 4 TN T,

Note

. AWS T ® Threat Defense Virtual O ERf
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A A= RF v FL a3y bEHER LT Threat Defense Virtual .

ATwF22 20%7%. Threat Defense Virtual & Management Center (Z88&k L £ 9,

A4 H*—

Virtual

What to do next
WKOFNEL, BIRL-EHE— NI TERY £97,

c[B—HIN"Rx—T ¥ EANTT S (Enable Local Manager) ] C [z (No) ] ZIRIRL
7o %561X, Management Center % f# ] L C Threat Defense Virtual 2% # L 7, [Secure
Firewall Management Center % i il L 72 Secure Firewall Threat Defense Virtual D& 2| % 2
LTLEENY,

c[B—INR—T ¥ EANTT S (Enable Local Manager) ] T [IZ\ (Yes) ] Z# iR L7z
BaE. A STV 5 Device Manager % fifi H L C Threat Defense Virtual 252 L £,
['Secure Firewall Device Manager % fif ffl L 7= Secure Firewall Threat Defense Virtual % |
AL TLLEEN,

BEA TV a OB FIEOEEIZOWTIL,  [Secure Firewall Threat Defense Virtual 7~ /31 A
DEBRFILE] 2L T EE0,

DRAF v T3y bE{EALT= Threat Defense

AWS 7R — %4 )LC Amazon Machine Image (AMI) A7} > 7L = v M %] L T Threat Defense
Virtual Z fER B L OB TEE T, A A=V 2F v T gy bd, REF—20R0, Hils
A1U7c Threat Defense Virtual 4 A —3 A VA X L ATY,

Threat Defense Virtual X 7y 73 3 v FOEE

Threat Defense Virtual f > A X L ADAF v ay A A=V %A1ERT D 7 v& AL, Threat
Defense Virtual 3 X OVFSIC (2K L THFEITSNOHAD T — FFIHEZ A X v 752 L1280
WIS AT LOYHULRE & e/ NRICHIZ D DRI BET, Aty T vay b A=V,
FHHNC AT ENT=F — Z ~_— R L Threat Defense Virtual #J#i 7' — s 7 A Tk E N7,
ZHUZ XY, A A—T1X Management Center £ 72 (3F OMOEEE o Z —D v 27 AID (2 BHE
T5—-EOID (UUID, ¥ U7 W%ks) f/ERTEEYd, 207k Xid, BERr—/VE
BHIZ A B[ /R 72 Threat Defense Virtual O #CEhEF[E] 2 6595 DI&Z ML B F 9,

Threat Defense Virtual X+ 7> 3 v k AMI DERK

Threat Defense Virtual DA A — A F > 72 g v N OVERKIL. BEFED Threat Defense Virtual A
A —T R LT, Azure ;R— # )L C Threat Defense Virtual D 7' L —2 A A X o A & VERT
L7k ATT,

AWS T ® Threat Defense Virtual O & B .
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AWS T Threat Defense Virtual DB |
Bl treatDefense Virtual 2+ TS 3 v~ AMI DFER:

Before you begin

» Threat Defense Virtual /3—37 2 > 72 LIEZJER L CWAMENH VY £9°, Threat Defense
Virtual BB DWW TCIX,  TAWS TO Threat Defense Virtual OB, on page 1] & £f
LTL &N,

e A A=V A F v ay hOWERE LT D Threat Defense Virtual & A X 2 A%
Management Center Virtual K> Device Manager 72 & D~ % — 3 ¥ [ZHEK L RN TS0,

AT 71 Threat Defense Virtual f > A X A Z B L7Z AWS 222 Y —)LIZBEI L £,

Note AA=VAF v T gy b UTHEILS % T 7E O Threat Defense Virtual A > A # 7 A 3 Management
Center [ZHEIN TV W Z &, FRIFMOR — I N2 =TV X ICTREINTZVFRENHEH S
N LT RN E &R LET,

ATFYT2 ROAZ YV REFEHALT, ZF A= a2 LA Sy Fay e x2FETLET,

> expert

admin@FTDvbaseimg:~$ Sudo su

root@firepower:/ngfw/var/common# prepare snapshot

Do you want to continue [Y/N]:

A7 YT I C prepare snapshot ¥/ REHATDE, A7 VT NOEITOMRERDDHMA vE—Y
MFERINET, A7 VT NEETTDITIE [YIEZFLET,

F 7213, root@firepower:/ngfw/var/common# prepare_snapshot -f DEHlc, Zoa<wr Rz -t ZEML
T, B P ORRA v L=V E ARy T LTRSS P EEEETT 52 L bTEET,

ZDOAZ U7 M, Threat Defense Virtual A > A & o ZCBEATIT ST X COERRERE. BRI R
Jo—, BESN~FR—T v, UUID ZHIBR L E7, LEN5E T35 & Threat Defense Virtual A > A ¥

VAFV vy M7 EiUET, Threat Defense Virtual f & A X AL, AWS IR—F )LD [f VAKX A
(Instances) | X—VIZl—EFRRINFET,

AT w73 http://aws.amazon.com/ (27 7 A L, HUEARR L £,
AWS T EWIZ G DI B O I aE S CnWET, HillkiL, vy v Ruofh EBICERInET, &

LHUENO Y Y — 2%, BIOHBIZITF RS EE A, BOHIRICEL TWD Z & 2 EHRICHER L T
KTEEW,

What to do next

A+ v 7 a v b AMI Zffi [ L T Threat Defense Virtual 1 > A X VAR LET, 2R X
F v 7 a v b AMI 4 L 7= Threat Defense Virtual f > A % > A D FEBH, on page 21

\}

Note  Threat Defense Virtual = >~/ —/L7>5 CLI =< > R show version 35 & OF show snapshot detail %
4795 &, YERL L7z Threat Defense Virtual DA A — A F w7 g v b= g 0 LEEH
AR TEET,

. AWS T ® Threat Defense Virtual O ERf
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AF v T 3w+ AMI ZEF L 1= Threat Defense Virtual 1 > X2 > XD ER .

AFv T 3wk AMI Z{EFR L 1= Threat Defense Virtual 1 > X % > X

)L

ATy T
ATy T2

ATvT3
ATy T4
ATy TH
ATvT6
ATy 17

ATvT8

ATvT9
ATv710

ATy TN

Before you begin
WO &R LET,
« AWS BREEDFRE, on page 100DFHIZHE > T, AWS VPC B L TVEC2 D L A > |k ZFRIE
LET,
« AMI 7} Threat Defense Virtual f > A X > ATHATE S Z L 2R L ET,

https://aws.amazon.com/marketplace (Amazon ~—7%7 > h 'L A X) IZBEHL TH A A LET,

[EC2% v ¥ a7R— K (EC2Dashboard) |>[4 A2 X (Ingtances) |DJEIZZ Vw27 LET, £ A—

DA} gy NEERT B 7 OHITEBA L7c Threat Defense Virtual A > A X VAN [ VAKX A
(Instances) | N—IZFRRNINET,

Note AA=VDRAFT v T gy befFlT 2121, #fERAT —Z X ([ A% o Z4KHE (Instance
Status) ]) 73 [#%#1E (Stopped) ] ? Threat Defense Virtual A > A % > A % g (T8I 5 M BN
b ET,

[ A% A (Instances) |“X— T, KT D [ 2 AH o AKRE (Instance Status) |75 [f51E (Stopped) ]
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https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/getting_started_with_access_control_policies.html#ID-2176-00000349
https://www.cisco.com/c/en/us/td/docs/security/firepower/610/configuration/guide/fpmc-config-guide-v61/access_control_rules.html#ID-2190-00000090
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/policy_management.html#task_75E181687ECF4EFC8EB6AF4509C20C0B
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-objects.html#task_49CC5243743F4921AAF00CF6AB0264BE
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-objects.html#task_49CC5243743F4921AAF00CF6AB0264BE
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-access.html#id_11408
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-access.html#task_68A29B520CFF46608A8E88D8DFE7AEC0
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-get-started.html#task_BEE4E37389B64E518EE91FF3824476A9
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B 1zxo—rorst [

HNFES, 2=V =T HU L bOERIZ, XY M= T2 N INA—TDHEFA Y v
R &9 2 5EICDOHNETT,

2—=P =T H T b OIEROFEMIONTIE, BLFEZRL T Z S0,
« FDM 35 KL O'FTD = —# 7 7 & 2 DA
*FMC O —H#—=7 7> |

(EE) "RAT—FDOES1E

MENTS T, AT T 7 A MIZHE AL ST A T — REfRETE £d, 7b—r 7% R
FMERTHRAT—RFZEETLHI LB TEET,

Lambda PASUC T 7 B A TE D H—DKMS F—Z I H L T, T _XTHONRAT— REMS{bL %
9, awskmsencrypt --key-id <KMS-ARN> --plaintext <password> =1~ > R Z{# fl L CHf 51k &
NIRRT — REARLET, Z0avy REFITTHI2IE, AWSCLI Z A A h—/L LT
RETDHDLERDY 7,

\}

GE)  NRAU—FRXFRKMS ¥ —%2H L TS {bEn TV 2 L 2R L ET,

AWS CLLIZDOWTCIE, AWS Da~> R 940 A U4 7 = — A [HiE] BB LT IEE N,
v A —F— LR OEERII OV T, SR T — ROBREEAL & KMS IZE4 5 AWS K5 = A
Y hOXF—DVER [KFE] & AWSCLI 2~ > FU 77 LU A [3EE] 2L T &0,

Bl

$ aws kms encrypt --key-id <KMS-ARN> --plaintext <password>
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJIvY/x/rfHnKI3clFPpSXUU7HQRNCAFWEfXhXHJAHL8tcVmDqurALAAAAaJBoBgkghki
G9w0BBwagWzBZAgEAMFQGCSgGSIb3DQEHATAeBglghkgBZOMEASAWEQQOMA5ATkTg]j SekX2mniAgEQgCcOavoHhol
+wxpWKtXY4y121d0z1P4£fx0jTdosfCbPNUExXxmNJI4zdx8=""

}
$

CiphertextBlob ¥ — D% /NA U — K& L THEHTLZMERH D £7°,

FERAIZ [ [+7- Amazon GuardDuty ')V — X 7 7 1 LD %4

AmazonGuardDuty Y UV =—3 g VORB Y YV — A7 7 A /L, CiscoGitHub UV R+ J TAF
TEET,

AWS |Z Amazon GuardDuty ¥ U = —3 3 U Z BT DHIIC, RO T 7 A Va2 i 5 08N H
V) \i—a—o

« Secure Firewall Threat Defense Virtual ~ % — ¥ O A TSI 7 7 1 v

* Lambda B zip 7 7 1 /L
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https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-mgmt.html#id_73790
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/user_accounts_fmc.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kms/encrypt.html

B #srnorrosn

* Lambda L -1 ¥ D zip 7 7 A b

BRAADT 74 ILD#EE

AWS T Threat Defense Virtual DB |

k7 > 7 L — K TiX, Amazon GuardDuty Y V = —3 3 > LT 2EHE X —F 72137
WA AR =V ¥ DiFMlE ERT HALENOVET, Xy NI =27 7=V N T A—TD
FH A Y v RTEHY VZ—0F /3 f A~ 3% — v & Amazon GuardDuty DA % FHE L TV
DA DI, W7 7 ANV ETHT 5 2 L2 LET,

1R BRI

CHERT 7 AN =T H T FOFEMERET DENI, T AR —V v D2—
P—=T o MR ER X ORMAEL 7,

HER T 7 AN THEBEOEH Y =0T N A 32—V v ARE L TV AHHAIL. &EH
T UH=RTNRA AT R =T X DIRT A=A PR T 7 A N1 DT A&, BEY
HZ RN EEERLET,

EFY LA — TR AR Ty DIPT RL AL LARIZBEXEOTEBLERH Y £

KR

LA = TR AR =V Y TCINEDR Y N —7 TV b A= T
7 A LTHEHT HIT1E., Lambda B OEHEMHR EZFO2—F—T v F&{ER L

TELLENRDHY £77,

ATv 71 Amazon GuardDuty V YV —A 7 7 A VX ra—RLiza—hil~vyoicn s LET,
AT w72 ngfwv-template> configuration 7 + /L Z &M L £,

ATY T3 XA MTT 4 XY —)L T ngfwv-manager-config-input.ini 7 7 A L& B & £,

ZDT7 7 A MIiE, AmazonGuardDuty Y U = —3 3 U ORE EBEEZFE L WA EHE X —F 700137

S AT F— T % OFMEANT 2 RED DY ET

ATV T8 HBNRNTA=RIRET HEIE 2 —F 73T A A 2=V v ([T H LT OFEMAE AT LET,

INTA—4 &5 EA

[ngfwv-1] I vard EHE A —FRIET A, A R—
T D—EOHHA,

public-ip BV A —F I T A, AR =T XY DIPT N

Ao

device-type

BHEL X —FET A AR =V ¥ & LT
Amazon GuardDuty ' U = —3 = > % FEBR 9 2 & Hixt
BT NAADE AT, EHTEHEILFMC 7213
FDM T,
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Lambda EE5 07 —h 1 777 1 LoERE ]

INGA—=5 Bl

a2, BHY X —ERT A, ARV yicn s A
T HIHO—F—4,

SRR — R BHE X —F TN A=V xvicn A v
TAHEDDONRNAT— R, RAT— RiZix, FL—r
T X% A MERXEITKMS 2 L T E{bEhiz
LFHNEFEHTEET,

object-group-name Lambda BIENEE Db 58 A b IP 4380 LT o5
TEHERY NT—27 F TV N T —T D4R,
BEOFRy NTI—0 F 72 N I A—T %A
NT25681F, W or~RKYVEICZR>TWLZ %
MR LTLEEW,

AT v F5 ngfwv-manager-config-input.ini 7 7 A VEHREEFELCH L 7,

RDBERY

Lambda BIEDOT = A4 77 7 A NV ZEAEK L E T, Lambda B DT — 714 77 7 A /LD HEfji
(B35 ~—=v) ZZRML TS,

Lambda B8 D7 —H 4 T T 7 1 L D%
Z 2T, Linux 85T Lambda BT 7 A V& T — A4 79 5 FIEICOO TP L £,

)

CGE) 7—bAT77utvRE, TrANDT —IATEFITTHu—Inr~T DL —F 47
VAT AL S TRRDGEND Y FT,

AT w71 Amazon GuardDuty V ¥ — A& X v n—RLlg—h /L~ CCLl a2y Y —L&Ef&EET,
ARTY T2 /lambda 7ANFIIBEIL, 77 ANVET — AT LET,

PLIFIE, Linux R A SOV TV NT A7 Y 7 R T,

$ cd lambda

$ zip ngfwv-gd-lambda.zip *.py

adding: aws.py (deflated 71%) adding: fdm.py (deflated 79%)
adding: fmcv.py (deflated 79%)

adding: main.py (deflated 73%)

adding: utils.py (deflated 65%)

$

zip 7 7 A/ ngfwv-gd-lambda.zip DMERK SV E T,
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B enbda v o7 a0

ATYT3 KTLTCLL=>Y—LZALET,

RDIRY
zip 7 7 A /¥ ngfwv-gd-lambda.zip ZfEH LT, Lambda L' A ¥ D zip 7 7 A /L EZAERK L E
9, Lambda L' ¥ 7 7 A LD (36 ~—) ZZHLTIZEWN
Lambda L 14 ¥ 7 7 1 LD #Sg
22T, Linux BREECLambda V' A Y 7 7 A V% T —h A T I 5 HECHONTHALET,

N

CE) 77— A77utRE, TrANDT —IA T EFETTDHDu— AN~ DAL —T 4T
VAT AL TRRDGENRDH Y T,

AT w71 Amazon GuardDuty V Y —A% X 7> u—RKLiza—h L~y CCLl 2v Y —LER&ET,
AT T2 CLIaYyY— L TROT 7 v arzRrLET,

LUFIE, Python3.9 34 VA b —/L ZL TV 5 Ubuntu22.04 72 & @D Linux R A N TOH TV TR 7 Y
7R TT,

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3.9 install cffi==1.15.0

pip3.9 install cryptography==37.0.2

pip3.9 install paramiko==2.7.1

pip3.9 install requests==2.23.0

mkdir -p ./python/.libs cffi backend/

cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r ngfwv-gd-lambda-layer.zip ./python

U 0 i 0 0 0 i 0

zip 7 7 A1 )V ngfwv-gd-lambda-layer.zip DER S IVE T,
Lambda L A ¥ Z{ERT 2121E, Python3.9 & T DIKIFERZ A VA F— AT HMERHDH T LITEELT

KTEEW,

PUFIX, Ubuntu22.04 72 £ @ Linux A8 A MZ Python3.9 %A VA =N 570DV TV NT A7 )T
kT,

$ sudo apt update

$ sudo apt install software-properties-common
$ sudo add-apt-repository ppa:deadsnakes/ppa
$ sudo apt install python3.9

$ sudo apt install python3-virtualenv

$ sudo apt install zip

$ sudo apt-get install python3.9-distutils

$ sudo apt-get install python3.9-dev

$ sudo apt-get install libffi-dev
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Amazon Simple Storage Service ~ND 77 A JLDT v FA— K .

ATYT3 KTLTCLL=>Y—LZALET,

RDEZRY

Amazon S3 /347 =~ hTliL. Secure Firewall Threat Defense Virtual DO#% %~ 7 1 /L. Lambda BJ%&
Dzip 7 7 A/, BLWLambda V' A YD zip 77 A NVET v 7R — RTHLERH Y £,
Amazon Simple Storage Service ~D 7 7 A L DT v T ra— K (37X—) L TLEEWN

Amazon Simple Storage Service ~ND 7 7 A )LD T v FTO—F

9_XTD Amazon GuardDuty YV = —a > 7T—7 4 777 NEHEELTZL, AWS R—F /L
7 Amazon Simple Storage Service (S3) /X7 > N7 A NANFIZT 7 A NVET v 7 u— N 508
B ET,

AT w71 https://aws.amazon.com/marketplace (Amazon ~—7%7 > b7 LA Z) ITBELTHA 14 LET,
ATv 72 AmazonS3 =22 Y — L& X £,

AT w73 AmazonGuardDuty 7 —7 4 7 7 7 & T v a— K3 57290 AmazonS3 /37 b Z{ERK L £7, Amazon
S3 DAFRL [#65E] L T E a0,

AT w74 KD Amazon GuardDuty 7—7 4 7 7 7 N % Amazon S3 /37w MIT v Fu—RKLET,
» Secure Firewall Threat Defense Virtual##§fk ~ 7 1 /L : ngfwv-config-input.ini

GE) BHY L X—TXa2 VT4 AT IV ADRy hIT—7 74— K XAV y R&fEH
L TAmazonGuardDuty ¥ U =—3 a3 V2 REATLIHEG. ZO77AVET v 7 u— 4%
VEITH D /A,

s Lambda L 1 ¥ zip 7 7 1 /V : ngfwv-gd-lambda-layer.zip

* Lambda Bd%% zip 7 7 1 /L : ngfwv-gd-lambda.zip

RDBRY

Amazon GuardDuty U V' — XA DJRBHIZEH T % CloudFormation 7 > 7" L — h Z#EfiF L £ 7,
CloudFormation 7 > 7 'L — F D AJJ/RT A =X DILE (37 X—) EZHRLTLEIN,

CloudFormation 7> 7L — FDAH/INS A —2 D&

A TIE, AWS @ Amazon GuardDuty V V =—3 3 VIS BR Y V— R & RBEET 5 BRI
9% CloudFormation 7> 7' L — F 242tk L T\ E 3, JEBBET DR1IC, RODT T L— kT
A—ZDEENELET,
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https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
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. CloudFormation 7> L — DA NS A —F DINE

Template Parameters

AWS T Threat Defense Virtual DER |

INSA—4

B

1

JEBA4 *

Z DT A—=FIZANTIT DA
I%. Cloud Formation 7 > 7 L— k
ko TER SN DT RTDY
V—=ADT VT 4y AL LT
HEhEd,

cisco-ngfwv-gd

GD FHFE R D e/ NOBEKE L
JL*

Amazon GuardDuty D Hi i J TAL
BHOXGR & 72D R/NERE L~V
1%, 1.0°5 8.9 OFIPHIZ T B B
WY FET, WE IR
DERKED /NI X0 IR
HlEEHEENET,

HREOHFIFIRO LB TT,
K
th

:1.0~39
:4.0~69
:7.0~8.9

I

4.0%

BHHE DB A —/L ID*

BHE X —F X TN A
F—% O Lambda Bz k- T
FAT SN HHCBT 2l &%=
f§9 % Secure Firewall Threat
Defense Virtual ¥ % — ¥ OEH
HOBFA—ILT FL A,

abc@xyz.com

S3 /N7y M

Amazon GuardDuty 7 —7 4 7 7 7
k774 (Lambda BI¥L D zip
7 7 A4/, Lambda L A ¥ @ zip
7 7 A, I Secure Firewall
Threat Defense Virtual 5% &~ 1 —
X T 7 AN) BREHS I
Amazon S3 /N7 N DA,

%1 : ngfwv-gd-bucket

S3 Ny NI ANKEIINAT R 7 7 A VRISV TWWD | T FE721% Tdscongfwv-gd/ |
TA T A Amazon S3 X7 v N DO/RAFETZIX
TANEL, T AT NN GE
. 207 4=V REZEROEF
WZLET,
Lambda L' A Y@ zip 7 7 A /L44* |Lambda L' A ¥ D zip 7 7 A V4, | :

ngfwv-gd-lambda-layer.zip
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CloudFormation 7> 7 L— FDAN/35 A —2 DILE .

NS A—4H EBA 51
Lambda BA$( D zip 7 7 A V44 * Lambda BA%(® zip 7 7 A V4, 5l : ngfwv-gd-lambda.zip
Cisco Secure Firewall Management | Cisco Firewall Threat Defense Virtual | {3 : ngfwv-config-input.ini
Center Secure Firewall & Device D~ X — ¥ & E DR S
Manager ¥ % — ¥ O T 7 A |l *ini 77 A (KRXT U w7
N4 IP, =% =4 NAT—R 7
NWNARBZAT Hy NT—T F7
VN TN—TLIRE)
GE) ZD7 7 AL,
Amazon GuardDuty &
DHETRY hT—7
FTxed N ITN—T
DEFHA Y v R
L TWAEEICDO I
BT,
X2 VT4 AT
AT 4 — K R
Vo REFEHLTWD
e, TOATEA
X FTEET,
INAT — RORERIZHER NS |BEEOKMS (/X2 T — RomEEb | 4

KMS F—® ARN

I S D AWSKMS F—) @
ARN, Secure Firewall Threat Defense
Virtual DFERRAT 7 7 A /LT
L= T XA RRRAY— RMEE
ENTWAHEAIE. 20T A —
FaZZOFEFIZLTBLZENT
TET, FHETDH%A. Secure
Firewall Threat Defense Virtual O
AT 7 7 A VR STV D
TRTO/NRNAT — RERF{bT 5
VRS F£F, NAT— RO
FAEIZIE, FRE Sz ARN D7
EAERTA2MERHY £, K5
{bXA D — RDOAERL : aws kms
encrypt --key-id <KMS ARN>
--plaintext <password>

ananskms<raja<ansaanuntic>kgked>

Ty a7 O/ N L*

CloudWatch ¢ Lambda B>
Ny 7 72 GNEITEDCL
i ﬁ‘o

5] : enable £ 7-1Z disable
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B <5 r0mem

* L WMHAT 4 —IV R

RDEZRY

CloudFormation7 > 'L — bl L TA X v 7 R LE T, A¥ v 7 DR 40~—)
EHEBLTLLIZEN

AR DREH

Amazon GuardDuty ¥ U =2—3 3 Y ABAT 57200 T X TCORHERGE T 0B A 25%E T LIz
(2. AWS CloudFormation 2 % > 7 Z{Ek L3, MLET L7 FIDT T L— 77 AL
(templates/cisco-ngfwv-gd-integration.yaml) ZfEH L. [CloudFormation 7 >/
T —=bFDANRT A—=ZDOINEE] TRELERTFA—FEEELET,

ATFYyT1 AWS a2V —cua /A4 v LET,

ATw T2 [h—E A (Services) ]>[CloudFormation]>[A % v 7 (Stacks) ]>[A % v 7 OVERL (Create stack) ] (BrL
WU Y —2%HH) >[7 7 L— hO#Ef (Prepare template) ] (77 L — MIZ ALV EHICH Y £9)
>[7 7 L— FOFEE (Specify template) 1>[7 > 7 L — kY —A (Templatesource) | (¥ —% v b7 1 L
7 bV templates/cisco-ngfwv-gd-integration.yaml 67 L — 77 A V& T v 7 E—K)
>[AH w7 DVERKL (Create Stack) ] DIBIZEEEZI TV E T,

AWS TRAH v 7 & BT 2 HEOFEMI OV TIE, AWS R o A2 b [FE5EE] 22 L T 7EE0,

RDBERY
JREAZMAEL £9°, REBAOKGEE (41 ~—) ZZMLTIZE,

F 72, Amazon GuardDuty |Z & o CTHE SN BB OEHICET 28 7 A — Vil a 2E
THEIICBEKLET, EFA—VBEMOREK 40 <X—) ZZRLTIEZIV,

BF A —ILBHDER

CloudFormation 7 > 7' L — K Tl&, GuardDuty D& HfE RO T HICET 2@ %2 25T H L9
2. BFA—/VID BRIESNTOET, Zhid Lambda BEIZ K> TEITSNET, AWS (T
CloudFormation 7 > 'L — M Z J&BA9 % & | Amazon Simple Notification Service (SNS) #—FE
A2%Ir LT ZDEF A —/VID IZTEF A — VB IEE S, @O 2B EKT D L 9 IH
REhFET,

ATFY 1 BFA—/EAMEHETET,
AT T2 BEAA—IVBEATHAAELRG IR TFoav) o rx27) v 7 LET,
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ez [

RDBERY
JEBAZMGE L £, RBAOHGE (41 ~—2) ZZML TS,

R BDREL

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

ZOWHTHMHAIN TS K HI1Z, AWSIZ1E Amazon GuardDuty V' V = — 3 3 U ZRGET 547
T aryhRdH Y £7, CloudFormation DEFMNTE T L b, LLFICARTREOMAETFIEL 17T
TET,

18 HHIIZ

BZRBIET 27200 a<y FEFEITTHICE, AWS A< R 94 A v X —T A A
(CLD) DA VAP —NLBIUORESNTWHZ 2R LET, AWSCLID R¥ =2 A MZ
ONTIE, AWSDa~> R T4 A X —T oA A [HFE 25 L T E X0,

AWS BHia v Y —izn 74 LET,
[F—E A (Services) |>[GuardDuty]>[f%7E (Settings) ]>[GuardDuty®23¥%% (About GuardDuty) ]>[7 «
77 Z1D (Detector ID) JIZBEIL T, 747 7 X ID #EXHEOET,

ZOT 477 % ID X, Amazon GuardDuty DY > 7 /U HFE R &2 T 25 T2 DI BTT,

AWS CLI 22> Y — V& & | IRD =3~ R& 3T L T Amazon GuardDuty D > 7 /R G R 2 £ L &
j‘o

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types

UnauthorizedAccess:EC2/MaliciousIPCaller.Custom

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types

UnauthorizedAccess:EC2/MaliciousIPCaller.Custom

Amazon GuardDuty =2 > Y — /L DFEFR Y 2 K TH U 7N OBGER AR L £,

T TR RICIX, TV T 0 v 7 A[sample] BEFENTWET, B, UE—RPT RL AL
DEMEEZZRL T, Vo7V ROFEMZ R TE £,

Lambda BN EITS N D DEFFH £ T,

Lambda B33 F U T—ane b, AT &R L E T,

* %15 L7z Amazon GuardDuty O S & . Lambda BA%%(Z & > THEAT 7= Secure Firewall Threat
Defense Virtual ¥ Rr— % ORFICET 25503508 S 72 E A+ A — /Ll A,

« LIR— 7 7 A /L) Amazon S3 N7 v MIAERINTWLMNE I AR LET, LR—F7 7M1
(Zi%, ¥ 7LD Amazon GuardDuty OREHFERIC L > THRE SNEEEOH DL IP 7 FLARE TN
TWET, LR—F 77 A 141, <deployment-name>-report.txt OEHUT/ > TWET,

Xy NI—=7 FTV =T b IN—TDOEFFAY v ROGE  RIES NI~ F—T v (Secure Firewall
Management Center Virtual & 7213 Secure Firewall 7 /34 A~ 3 —T %) T, 7 VOB RNOHE
HSNTEEBEOHDIPT FLAZBIML TRy NI—27 A7 2=/ b TA—TREHFENTND Z
LEMER L LT,
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B scovy-—amBRoEs

X2 VT A AT IV AT 4= R Ay FOBFE : LIR— M7 740D URL BNEFLE L ¥ —
OFETCREICEFH SN TNDENE I D EMRLET, VA= 77 A VURLDOHREEGFZ A LAX
TiE, BHE A —DRONATRRITEET,

[ 7Y =27 F (Objects) [>[AF7 V=7 MNMEEL (Object Management) |>[EFX=UT 4 A7V
¥z A (Security Intelligence ) ]>[%> hU—27 U A &7 ¢ —F (Network Lists and Feeds) ]>
WIE L7274 — Fa@R

Fl2lE, 74— REFEITEH LT O, [&EH (Last Updated) | DX A LAAS 7 Z T
LHZEHTEET, RONRATT 4 —REBIRL TEHTX T,

(47 Y =27 & (Objects) >[4 7 =2 MEEL (Object Management) |>[EFx=2U7 4 A7V
¥ x A (Security Intelligence ) 1>[ > hU—2 U A &7 ¢ — K (Network Lists and Feeds) ]>
[7 4 — FOHEHF (Update Feeds) ]

ATv 76 [AWS= Y —/L (AWS Console) ]>[%—E A (Services) ]>[CloudWatch]>[ 2 (Logs) ]>[v ¥ 7 /L —
7 (Log groups) JIZBEIL, » 7 7 —7 %@L T, CloudWatch = > —/L"C Lambda = 7 Z 7 L £
¥, CloudWatch D1 7 7 )L —741X, <deployment-name>-lambda DERIT/L > TWET,

ATy T1 EBEEZMGELZHE, ROX D ICH U TABREERIC L > TERINET =222 V=0T v 7252 L%
HELEL £,

a) AWS 22V — /b [Yh—E A (Services) |>[GuardDuty] > [#5%: (Findings) ]> [#&3: % 3R (Select
the finding) 1>[7 7 > =2 > (Actions) |>[7—H A7 (Archive) | IZBENL T, ¥ 7 /Lo
T—HERRFLET,

b) Xy NIV—2 FT7T =27 N INA—TIZEBMSNTZEEDHLIPT FLAZHIFRLT, Frvyiad
77— # % Secure Firewall Management Center Virtual 2> H{H 25 L £,

¢) AmazonS3 N7 FDVAR— KT 7 A NE T V=T v 7 LET, U7V ORMKBRTHE S
BEOHDLIP T FLAZHIFRT DI LT, 77 A VEEHRTEET,

BEDOVY) 1—2 3 VREBBOEHR

JEBRTZIZS3 N7y hRS3 ANy RT3V Z ENRRAT VLT 4w 7 ZMEETH LW L aH#ELE
LET, 72720, BBALEZY U 2= a VOMRE TR T 5LERH LT, AWS a2 Y —
JL® [CloudFormation] ~<—C [A % v 7 O (Update Stack) | 47> a VA fHL £,

ITFDNTG A= 2 THTEET,

INTA—4H EBA

Secure Firewall Threat Defense Virtual ¥ % —3 ¥ | Amazon S3 /X7 v F O#ERN 7 7 A V& BINE
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