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Add Standalone i)
Device Name: FTD_Instance2
Template: Cisco Firepower Threat Defense V
Image Version: 6.5.0.1159 v
Instance Type: Container b

@ Before you add the first container instance, you must reinitialize the
security module/engine so that the disk has the correct formatting. You
only need to perform this action once.
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Overview Interfaces QLTINS R Security Modules  Platform Settings System Tools Helf

Provisioning - FTD_Instance2

Standal | Cisco Firep Threat Defi | 6.4.0.42

Data Ports =
Ethernet1/2 [
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Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information 5Settings Agreement

5M 1 - 22 Cores Available

Resource Profile: Default-Small -~

Interface Information

Management Interface: Ethernet1/8 hd
Management

Address Type: IPv4 only £
IPva

Management IP: 10.83.58.239|

Network Mask: 255.255.252.0

Metwork Gateway: 10.83.56.1

a) AVTTDOA U AZLATE, YY—ADTAIT7AIILERELET,

BTHRDZ) YV —RAT 077 ANEEHVYTHE, A AX AR r— RSN, 557
MNBZ BB ET, MLINTNA T XA TEVT 0 XT EET T AXDFEIZ,
B A XADY VY —AT a7 7 A NVEEDYBTHEXT, TXTOA LDV A XN
CThdIEaTEDLRITRCHERLTLZEI N,

b) [Management Interface] Z 3R L 9,

ZDA U Z =T =2 A AL, BT AL ZOEHIEA S NE T, ZOf =T =R
I, Y —VEHEAR - IO b TY,

c) BHALUH—T = A RAEFIRLET, [Address Type]. [IPv4only]. [IPv6only], F7zi%[IPv4
and IPv6],

d) [ManagementIP] 7 KL A &ZHE L £,
IDAE—T 2 AT EDIPT FLAEZRELET,

e) [Network Mask] & 721 [Prefix Length] IZ AJ L £,
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RATv 6 [E (Settings) | ¥ 7T, WOEHEAHLET,
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Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information Settings Agreement

a)

b)

d)

Management type of FMC ¥
application instance:

Firepower Management 10.89.5.35

Center IP:

Search domains: cisco.com

Firewall Mode: Routed b
DNS Servers: 10.89.5.67

Firepower Management
Center NAT ID:

Fully Qualified Hostname:

Registration Key:

test

ftd2.cisco.com

Confirm Registration Key: |esss

Password:

Confirm Password:

Eventing Interface:
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HRWGEIL, ZO7 44— /L REZEHADOEFEIZ LT, [Firepower Management Center NAT
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Ny a—T 4 TIZFID Y2 Vinh T 7 B A TEET,
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PGB L, FXOSCLI O a v TF A VAX AL T V8 AT Ha—F DNt
A= NE— REIATEET, A AX U RO I2E, Wiz (No) ]
ERINTAHZ E2RBEIOLET,

=2 T VOTFNETRD 51072845, F 7213 Cisco Technical Assistance Center 7> 53K &

NIZGEDH, =X A= FT—REFEHLET, Z0F— N&tE7T 521X, FID
CLI Texpert 2~ RZHHL F9,

T <KD Y ARNE LT[ RAA Y (Search Domains) | # AL £,

[Firewall Mode] % [Transparen] ¥ 72 [Routed] {Z3&IR L £ 7,

V=7 R E—=RTHE, FIDIZRy NT—27HOL—X Fy T LRgInES, L—
TATEATIGA VE—T = A RTRZ LY T3y b EICHOEST, —FH, FT7R
X7V N T77AT U —viE, [BumpInTheWire] F721E (AT VAT 7 AT Ut —
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V] DEDITHEET DL AT 277 AT UF—LTHY ., HEHINTZT A A~D)L—
& -\]‘/7 clf LT iwunﬂﬁéhi'ﬂ‘/‘u

774’7”77r~/1/~%~ FIIWBRRRHCOZHRELET, 77— A T v TORELH
BT 256, ZORETHH ézhiﬁ%u

f) [DNS Servers] Z#7 > ~XGIV DY A ~E LTANLET,
7=& 21X, FMCOBR A N EIEET 56, FIDIZDNS 2 L 9,

g)  FTD @ [Fully Qualified Hostname] = AJ) L &7,
h)y  BEKIFIZ FMC & 7 /31 A THAT 2 [Registration Key] Z# A ) L E 7,

TDXF—ITF, 1 ~3TLFEOEEDOT F A MUFEHEBIRCTE£T, FIDZBMNTS &
|2, FMCIZ[RI L —Z2 A LET,

i) CLI7Z&AH®FTD EF#H=2—H¥ D [Password] Z ASJ LE T,
j) Firepower A X2 k DE(FI2fE 3% [Eventing Interface] Z3®IN L 9, FHE L2V E
I, BHEA X —T oA ABEHEINET,

DA B —7 A A, Firepower-eventing{ ¥ —7 = A A& LTERT HLEND
D ET,

k) AT F A UARAF U ADEEIL, [ RU = T KB4t (Hardware Crypto) ] % [A%)
(Enabled) ] 721X [#5%) (Disabled) ]IZF%E L £,

DEREICLY, "—=RT=TDOTLSK LT 78T L—a UISEICRY . FFEHX
47@%774/&®N7¢—7yx#mﬁbi#oﬁﬁ_owfﬁ\mm®:/74
Xal—rary A REERLTLEIN, ZOBEIIRA T4 T AV AX L ATIEY
R—=FINTWVEHA, _®42/x&,o< BB THNTWHENN— R = TR Y
Y —ADENE & FKRT HIZIX, show hw-crypto =~ REZ AL E T,

[Agreement] ¥ 7 C, => K 2—H% 14> A (EULA) %#atA T, AELET,

[OK]ZZ7 Vw7 LT, REXAT TRy 7 A%HALET,

[RTF (Save) |22 Vv LET,

Vy—UiE, BELLY 7 by T A=V arELyra—RKL, TV r—var A AR
VARLT = RNA N T TREEEEA VAT 2 A AREE T v 2T DHIET, BT A
AZEANLET, [#RET/N\A X (Logical Devices) |X— T, HLWHHET A ADAT —
B AR L ET, mELT /S AD [Status] 21 [online] & #REN=b, 77U r—2 3T
X2 VT4 R —OREXFABTEET,
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System Tools Help

& Refresh | | (&) Add Device

B7% (40 of 46) Cores Available

&P |l 8

Status
@ online (_L;:' #* (455

Firepower Management Center ~(D O %5 1 >

FMC ZfHA LT, FID 2Z B L OEMHR L £,

18 BRI
PHR—hEINTWDET T UFOFEMICONTL, HT L2 —Yaro) ) —2/7—h
(https://www.cisco.com/go/firepower-notes) % ZH LT 72 &0,

FIE

ATV T $R=FENTWDHT T UHEMEA LT, KO URL # A LET,
https://fmc_ip_address

RTF9T2 a—HFHERRAT—READLET,
ATF9F3 [mr A4y (Loghh) 127V v27 LET,

Firepower Management Center D 5 1 + > X 1§

FTRTOTA B AL, FMCIZLX > CFID It SN Ed, A7 a T, ROMET A&
VAEEATEET,

cEBE . EX=2VUT 4 427 VT xR L Cisco Firepower DK AL IPS
WY IT kSR y P U= T OEER~ AT =7 B (AMP)
sURL:URL 74L&V 7

* RA VPN : AnyConnect Plus, AnyConnect Apex, & 7-I% AnyConnect VPN B,
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FRROTA B RITIMAT, 1, 3, FRESEDOT v T —MIT 78 AT HD, %2475
VTRV S g BEATAILELHY 7,

1a s BRI
» Cisco Smart Software Manager (2~ A X — 7T 7> hEFHE T,

FETHU Y PERBRLTROVEAIZ, Vo227 v/ LTHLWT ATy haiEL
TL 7Z&VY, Smart Software Manager Tl flfkD~A X — T h o v F&EHRTE £,

s @ TIAT AT T EERALTCEMEEND) BEEEERT A2, A
VA AR—F YT NI =T TA LT T H T TR (3DES/AES)
FTABAEBHHATEALENRDY 7,

FIE

ATYT1 BEWDODAY—F FA LT TV M, RERTA VL ARGTENTND Z & &
WLTSIEE N,

TAB AT, VATEIFREREIEDNLT A ZAEEA LRI, A~— Y7 =T
TARL T TAT MY 7 SRTWES, 722l BETIA v A E2BNT 555
Bd HYAETE, Cisco Commerce Workspace C [Hifh & Y U o —3 a O (Find Products and
Solutions) |#R#E 7 4 —/V KEFEHLET, ROT A& APID B LET,

1: 54t ABRE

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE)  PID BNHEOMLRWGEIE, HESCZTFEICTPID ZEMTE £,

B, T =T BELOURL 74 &2 ZAOMBE DY
« L-FPR4110T-TMC=
« L-FPR4120T-TMC=
« L-FPR4140T-TMC=
+ L-FPR4150T-TMC=

B, w27 BEXOURLY T A7 U7y a OB bE
« L-FPR4110T-TMC-1Y
« L-FPR4110T-TMC-3Y
« L-FPR4110T-TMC-5Y
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* L-FPR4120T-TMC-1Y
* L-FPR4120T-TMC-3Y
* L-FPR4120T-TMC-5Y
* L-FPR4140T-TMC-1Y
* L-FPR4140T-TMC-3Y
* L-FPR4140T-TMC-5Y
* L-FPR4150T-TMC-1Y
» L-FPR4150T-TMC-3Y
* L-FPR4150T-TMC-5Y

* RA VPN : [Cisco AnyConnect Ordering Guide] =& L T 72 &0,

AT T2 EERELTOHRWEAIE. A~—bh I9A48 307 — N2 FMC 88 L £,

ek A AT 9 121%, Smart Software Manager CH sk b — 727 VA BT D MENH Y 9, FEMIIC
DWW TIX, [FMC configuration guidel] ZZM L T 72 &0,

T

Firepower Management Center % {3 H L 7= Firepower Threat
Defense & §%

BAmBRT A 2% [F U FMC IZfERNZ B 8% L £,

1R BHEIIZ

« Firepower Chassis Manager® [ #7734 A (Logical Devices) ]~X—<"C, FTD i@ 7 /A
AD [AT—H A (Status) |23 [A T A (online) | THDHZ &EMRLET,

*FTD OEHDO T — h A T v T RE TR E LI OGS AU L E T (Firepower Chassis
Manager : Firepower Threat Defense Bl 7 /34 A ZBIMLET, @ X—) &)

«FTDEBEIP 7 R L A F 7213 NAT ID
* FMC &g —

FIE

AT9 71 FMC T, [T/31 X (Devices) |>[T/\4/4 R EIE (Device Management) | ZiER L £9°,
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AFYy T2 GEM (AdD) 1 Ry 7 & o2 X Rhab, [F51 20BN (Add Device) ] &R L, KD

INTGA—=BHEANTTLET,
Add Device R,
Host: 192.168.101.10
Display Name: 1592.168.101.10
Registration Key:* 1a2h3c4dse
Group: Mone e
Access Control Policy:® | initial ac bt

Smart Licensing

Malware:
Threat:
URL Filtering:
Advanced

Unigue MAT ID:'

Transfer Packets:

@ On Firepower Threat Defense devices version 6.2.1 cnwards, AnyConnect
WPN licenses can be enabled from smart license page

Register Cancel

«[AFA N (Host) 1:BIMTAHFIDDIP T KL AZ AN LET, FID ORHIDO T — K A b
Ty THRETFMC DIP 7 KL AL NATID Ol FA2IFEELZBEEIX. 207 41—V K&
ZEOFFICLTBLZENTEET,

* [#71°4 (Display Name) ] 7 4 —/L RiZ, FMC IZ&/-RT % FTD D4 HiZ# AT LE T,

s [B8k%— (Registrationkey) |: FID OHRAIOT— A N T v 7THRETHELZ DD L
CBGEF—2 AT LET,

*[FAA Y (Domain) ]: vV F RAAL VERBEAHEH L TWL5EEIE, 71 A%V —T7 R
AANTHY B TETS,

s [Zv—"" (Group) |: ZNV—TZMEH L TWAEEEZ, T/ AT —F 28D Y4 TE
‘j‘o

s [T7®AZ bu—/LR Y I — (Access Control Policy) | : #IHAAR Y o — %I L F7°,
T OIVERS DL ZEDRDN> TWNENAZ A RFLDRY =N TIZhHHGE%
BRVNT, [T LWAR U o —DFERL (Create new policy) | Z&IRL, [TXTDHORT T 4 v 7
71 v 7 (Blockalltraffic) | ##IRLET, BCINELELLTCRNT 74 v 7 ZFFA[T
LZENTEES, THRENLHE~DNT 7 v 7 OFFR] 24 °—2) | 2L T
<TEEW,
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New Policy

Name: ftd ac palicy|
Description:

Select Base Policy: Mone S

Default Action: © Block all traffic Intrusion Prevention Network Discovery

Save Cancel

¢ [A~¥— KT A A (SmartLicensing) |: BT DHEREICHL TR A~ — T/ AL L
T, [¥/v7 =7 (Malware) | (AMP ¥V =7 A U AXRT v a AT 5 TEDY
) . [BW (Threat) | BAB#EZERT 2 TEOHE) . BELO[URL] (BT TV —
ADURL 7 4 VB ) o 7 & FEIET HTEDOEE) 2FID Y TET,

[—E D NATID (Unique NATID) ]: FTD O#ID 7 — b A~ T v 73R E THE L7- NAT
ID #fiELET,

[/3%7 > K O#EDE (Transfer Packets) | : 7 /3A A5 FMC ~D /3 v MREZFFAI L

T, ZOF T arEAIL TIPS R Snort 72 EDA Xy RN b U H—EN-HA0T

TNAAPREHE LTA XY MAZT—=HERE Ny 87— 2 ZFMCIZEE L ET,

ZOFTY a B LIEEAIE. A XY MERIZTNFMCIZEE SN, 7y b F—
IEREEENEEA,

ATv T3 B8k (Register) 127V v/ L, EFICEEINTZZ E2ERLET,

BEEDBRNT D E T AR XA MTEMENET, RWLEGEEIZ, =7 —A vE—UNR
FoRENFET, FTID BWEEICKRIL L2555, IROEHE 28 LT < 7ZEW,

s ping : FTD CLI (Firepower Threat Defense CLI ~D7 7 & A (26 X—) ) IZT7 7 k& A
L, ROa~<y FEMEMALTFEMCIP 7 KL A~O ping 2 ETLET,

ping system ip_address

ping 23K F) L7225 1%, shownetwork =~ > REMFEH LTy N — 7 REL MR L
7, FIDIP 7 RLAEZEEL T HXENH H85451E. configure network {ipv4 |ipv6} manual
av s FERITLET,

* NTP : Firepower 4100 NTP ¥-— /323 [ R T L (System) | > [E%XTE (Configuration) |> [B%
ZIDEHEY (Time Synchronization) | X— D FMC H— Rt v h&—ETHZ L 2R L
\i‘a—c

« BEEF—. NATID, BLOFMCIP 7 RL A : i fdDOF /34 2T UBERF—2 A LT
WHZ EEMERL, AL TWAHAIEINATID ZHHL TS Z 2R LET,
configure manager add =~ > K& i L C, FID TH&F—L NATID 2R ETH Z &2
TEXFET, F/2, 2O~ FTEMCIP 7 RLAZEF L2 L HTEET,
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EXNGEXa) T4R)O—DERE

ZITIE ROREEEN L TEANREX 2V T 4 VY —2RET D HETOWTHH L
ij—o

WA v A —T 2 A AENTA X —T =2 A A NEA v F—T = A AZAXT 4 v 7P
T RLVAZED YT, A H—T = A A DHCP 2 L £,

«DHCP — N 7 54T FOWEA Z—7 = A ATDHCP +—ZfEH L £,
T T HNIN— R A =T 2 AL TT T AV b— P EBINLET,
*NAT : M A v 2 —T = A ATA U F—7 = A ZAPAT M L £,
TR hr—v NI ~D T 7 v 7 ZFFAILET,

ERB 2w xX2 )T 4 RY —2RET DL, ROF AT ZFTLET,

1) A 5—7 =4 20RE (15—) .

{igDmm%—ﬂ®$E (19 ~<—2) |

::,-'3‘-\] T 7 F/V hb— FOEBEM (20 X—) |

(a) [NAT OFE (21 ~—2) |

5| RIS DA ~D T 7 4 v 7 O] (24 =—)

6\ E&Lﬁi—.@%gﬁ (25 /\0_:\/) .

A3 —T 4 RDERTE

FIDA VX —T 2 A ZAZAN L, TNHEZEX2 T 4 =BV YT, IPT RL 2%
RELET, BFIL. VAT ATERODLD T 7 4 v/ bliasSED L H1c, 7l Ed2
DDA VE—T oA AEHETHMLERHY £F, @FIX. Ty T AN —2—FFE1TA
VHE—Fy MIE LTINS A v —T oA AL MOy RU—T D1 DL EORNEA >
=T ABFEHLET, TNOLDA U F—T oA AD—FL, WebP— 72 EDNRTY >
TR AN Ty NEBLET S [FEEHLE ] (DMZ) R 5GE0H 0 £1,

— R Ie D N—T 4 T OARBE, AV F =T 2 A A TAZT 4 v 7T RLURAEER
T 5 LA, ISP 225 DHCP /M L CAMI A v X —T = A4 AT RLRAZRET 52 & T,

WOFITIE, DHCPIC LA AXT 4 v 7T KL AL L—FT v RE—ROHWEA v HX—T = A
FPHALT, VT v RE—RFOWNEA v H—T = AEHELET,
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FIE

ATy 1 [T/A R (Devices) |> [T/ 31 AEIE (Device Management) | Z 3R L, 7 /31 AD [Edit]
TA4ay (&) 27Uy LET,
ATY T2 [{ ¥ —7xAA (Interfaces) |27 Vv 27 LET,

AMP Intelligence

System Help v admin v

Overview Analysis Policies JeSEEE Objects

Deploy 4

Device Management NAT VPN ¥ Qos Platform Settings FlexConfig Certificates

10.89.5.20 [ @ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing I==m Inline Sets DHCP
4 Search by name & Sync Device | | @ Add Interfaces -
Interface Logical Name Type Security Zones MAC Address (Active/Standby) 1P Address
[ ethernet1y2 Physical A &
E Ethernet1/3.1 SubInterface B &
Ethernet1/4 diagnostic Physical & p
Ethernet1/5 Physical E] y
ATFw T3 THNE) T, Z—T =2 AD[Edit] TA 2 (&) 227V v LET,
[£f% (General) | ¥ 7HAFRRENET,
7 X

Edit Physical Interface

m IPv4 IPv6  Advanced Hardware Configuration

a)

b)
©)

Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 3000)
QK Cancel

48 XFF TD [4H] (Name) | Z AN LET,
7~z A F—T A AT inside & WD ARTEITET,

[£%) (Enabled) | F =y /Ry 7 ZA&F I LET,
[E— K (Mode) ]iZ[72L (None) JICREL-FFIZLET,
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AV8—T 14 RADEE .

d) [EF=VUF 1 —> (SecurityZone) | Kt v 727 U X R LEAFONE X2 U T 4
V= EBINT S0, B New) 1227V v 7 LTHLWLWEX2 YT 4 —%BIML
SETO

72 & 21E., inside_zone & WO AFIDOY —2EBMLET, KA X —T = AL, X
VF 4= BIRA, B —T oA AT N—FIZE )L TCAELENLYET, (¥ —

T2 AT, 100X 2 VT 4 —VICORETDH L, BEROA X —T A AT
N—TWETHZEHTEET, Vv FRFIN—TIESNTEX 2V T 4R v—
ZEALET, e xIE WA v —T = A AEWNE ) —AZE ) YT, HNA v H—
Tz A AEIES = AZED B THZENTEET, ZOEA. N T 7 4 v 7 BNENS
AENCRBEI CX A LT V7R ar ba— L R U—%BETHZ LILTEX T,

S BENERIZIENT IR ETEEHA, FEALEDORY o—FF 2T 4/ =2 DR
YPR=FLTWET, NATRY >—, LT 4 Z R — BELOQoSAHY I —T,

V= FEFA =T oA ATN—T R TEET,

e) [IPv4] X7, [IPv6] ¥ 7, EdW o4 7% 70 v 7 LET,

s[IPv4]: Ry 7FHZ 7 URANNE [AXT 4 v ZIPEfEfT 5 (Use Static IP) ] %%
WU, IPT FLREYT Ry b AT ERAT v aRiD TANLET,

7o & Z1E, 192.168.1.1/24 72 &2 AT L £,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

eg. 192.0.2.1/255.255.255.128 or

IP Address: 182.168.1.1/24| N

 [IPv6] : A7 — b LA HBREEDOLA L [HEEXE (Autoconfiguration) | T = v 7 78 v
JAEF AT LET,

f) [OK]Z7 VU vZ7 LET,
ATy T4 (A5 (AT DA X —T =4 AD[Edit]) TA 2> (¢7) 27027 LET,
[&#% (General) | ¥ 7 RFRINFET,
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Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

a) 48 LFFETO [4HT (Name) | Z A LET,
e ziE, A FZ—7 x4 AT loutside] &I LRTEFIT £,

b) [A%) (Enabled) | T =v /Ry I A4 N LET,

¢) [F—F (Mode) 1iX[72L (None) JIWZRELZEFIZLET,

d) [BEXx=UT 1Y —r (SecurityZone) | Ku v 7 X7 U A NMLEFONSEX2Y T ¢
= BRI T D, FEE New) 1227 Vv 7 LTHLWESF= U T 4oy —0%BML
iﬁ—o
7=& 21X, Toutside zone| & WHLEIDY —r ZBMLET,

e) [IPv4] X7, [IPv6] ¥ 7, FIXWFOX T %27 ) v 7 LET,

* [IPv4] : [DHCPOf#EH (Use DHCP) ] #iEBIR L, IROA TS L 3 > D/RXT A —F &K IE
Li—é—o

« [DHCP %/ L C7 7 4 /L ~ /b— h ZHf% (Obtain default route using DHCP) 1] :
DHCP % — 67 7 4L b b— 2R L ET,

«[DHCP — K A U 27 (DHCProutemetric) |: 7 KIS =A ML —T 47 T«
AL AKEE LT — MBI Y TET (1~255) , FHLEA— DT 74
LWEDT RI=ZA N —FT 4T T A AX AT TT,
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pHep 4—rosE |

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use DHCP w
Obtain default route using
DHCP:
DHCP route metric: 1 [l = el
s [IPv6] : 27— F LA HEIEREOELAIE [BEIEXTE (Autoconfiguration) | T = > 7 &K v
J A F AT LET,

f) [OK]ZZ7 Vw27 LET,
ATw TS [R1E (Save) 1227V v LET,

DHCP H—/\DExXE
7547 N CDHCP ZHH L TFID 226 IP 7 RLAZEET S X 91T 5841%. DHCP
=G L ET,

FIE

ATY 1 [T/INA R (Devices) |>[T/314 XEE (Device Management) | Z3R L, 7 /314 A D [Edit]
TAary (&) 7Yy LET,

AT 72 [DHCP] > [DHCPH—/\ (DHCP Server) | Z#I%R L 7,

ATw T3 [U—/\ (Server) |"X—Y T, B (Add) 27V v 7 LT, DA T arZRELET,

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

[ H—T7 x4 R (Interface) |: R YT H T URARNPLA L Z—T = AZEIRLFE
R

«[7 KL A7 —/L (Address Pool) ]: DHCP h—2MEH T2 IP 7 KL ZADf FAL» S
L OMOHHAZHFELET, IPT RLAOHPIL, @RLIZA v F—T A ALFELY
Txy b EICHFEETDIRERNHY, A X —T =2 ZAAFDOIPT RLAZEDDHZ LT
TEEHA,
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 [DHCPH— %2 H2hZF % (Enable DHCP Server) | : B8R L7 A % —7 = A A® DHCP
P—=RERMZLET,

ATy 74 [OK] &7V 7 LET,
ATv TS [fR1F (Save) 127V v 7 LET,

—

T4 RIL— FDEN

T T H N M— MIEFE . SMBA =T = A ADBEFEARER T v A Y — A —F &t
LRLET, SMBA v ¥ —7 = A AZDHCP 2T 25815, 735 ARTTIZT 741 b
N—hEZELTWDHAEEMERH Y £3, FEITL— FZ2EBNT 2L ERH H551F, ROTF
lE% 34T L %9, DHCP Y — 367 7 4L hb— M &322 L728A1E, [T/34 X (Devices) |>
[T/34 RAEHE (Device Management) | > [JL—T 1 >4 (Routing) |>[RZ T4 v Y I)L—Ft

(Static Route) | ~X—"® [IPv4/L— k (IPv4 Routes) | E£7-1% [IPv6/L— k (IPv6 Routes) |
T =T INIERREINET,

FIE

ATYT1 [T/N4 R (Devices) |>[T/V1 AEHE (Device Management) | Z3®IR L, /34 A2 ® [Edit]
TAay (&) 7Yy T LET,

RAT9 T2 [b—T 4 >% (Routing) |>[RZT 1 v )JL— bk (Static route) | ZER L, [/L— kZ&EM
(Addroute) 1227V w27 LT, ROXITHRELET,

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
| a4 Search | =2 any-ipva &

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: v @

OK Cancel
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NAT D& E .

[ZAT (Type) 1:BINTDHAET 47— FDHF AT U T, [IPv4] F 721X [IPv6]
FTarRE U ET Y v LET,

[ ¥ —7x AR (Interface) ]: tH/1A v ¥ —7 = 4 AZRIN L E 9, BEITINLA
H—T A XTI,

s (EFAFTREZ2 %~ R U —7  (Available Network) ] : IPv4 7 7 4/ b /b— h OEE1T [ipv4]
Z®INL, IPv6 7 7 4/ bk Jb— FOHE X [any] Z3IR L, B (Add) 127 VU2 L
T®IRL7=% v hU—7 (Selected Network) ] V A MIBEISHF 7,

[F—hU A (Gateway) ] £72I1L[IPv67 — k7 =4 (IPv6Gateway) ]: ZD/L— hDX
JANKY T TCHOLTF— T2 A N—FEANELITRIRLET, IPT RLAELIER Y
NI —J/RA N TV =27 NEfRETEET,

e [AFU w27 (Metric) ]: %855y NU—27 ~DiR v 70O E AN LET, AMEDOHPH
11 ~255T, 74/ MEIZ1TT,

ATv T3 [OK] &2 Vw7 LET,
N—= R WBRAET 4 I N— T —TMBMENET,

Deploy s System Help » admin v

Overview Analysis Policies sISUTSEN Objects = AMP  Intelligence

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

You have unsaved changes | [=] Save ) cancel
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Device Routing Interfaces Inline Sets DHCP
OsPF & Add Route
OSPFv3 _
Network Interface Gateway Tunneled Metric Tracked
RIP
ﬂ.:] BGP ¥ IPv4 Routes
» Static Route any-ipvd outside 10.99.10.1 false 1 & @

> [ Multicast Reuting
¥ IPv6 Routes

ATY T4 [{R1F (Save) |22 U w27 LET,

EA—
NAT D& E
— XA 72 NAT L—/L Tk, N7 RV AEINHA v X —T = A ADIP T FLADKR— MIE
BLET, ZOXATONATV—NVDI LA —T A AFR— KT RLUALEHE (PAT)
LIEONE T,

FIE

ATYF1 [T/A4 R (Devices) |>[NAT| %27V v 7 L, [HHLLAKRY L — (NewPolicy) |>[ThreatDefense
NAT| Z7 U v 7 L£7,
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ATY T2 RV —ICARTEMT, KU o—2@HT 5710 ZZ2RIR L, [R{F (Save) 1227 Vw7 L

£,

MNew Policy ? X
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

=192.168.0.16

24, Search by name or value |

| Add to Policy |

| Save | | Cancel |

R —NEMCIZIBIMENET, gl&kix, N —l—1ZBNT50ERNHD £9,

ATv T3 =DM (AddRule) 1227V v 27 LET,

[NAT/L—/L DB (AddNATRule) | # A 7 7Ry 7 ANRFRINET,

RTFY T4 ERLV—NDOF T arrE/RELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Dynamic i

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z %R L £,

o [#A 7 (Type) ]:[#AFIv7 (Dynamic) | &N L E7,

ARTFYTS [A v F—T oA A4 TP =7 b (Interface objects) |-X— T, [HHARERA LV HX—T = A R

47 =7 K~ (Available Interface Objects) | fHIK G 581 v H—T = A ATV =7 |
(Destination Interface Objects) | FEIKIZAMNE Y — 2 2B L 97,
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NPETN |
. Add NAT Rule ? X .
MAT Rule: Auto NAT Rule b
Type: Dynamic hd
Translation PAT Pool  Advanced
¢ Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects
| -4 Search by name | ei\outside zone @

oA
san /by inside_zone

— —_————

m outside_zone | SAdd to |
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic it

Interface Objects Translaﬂon PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* all-ipv4 v G Translated Source:

Original Port: TCP BV

Destination Interface IP
= o ched For Nestingeiog Iotg

s [JEDE(FC (Original Source) ]:[Add] 71 22> (@) #27 Vv 7 LT, TXTDIPv4 K
774 w7 (00.00/0) OFXy NIV—7F 77 MBILET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

GE) HEINAT L— WA 7 V=7 FEZRD—HE LTNAT 2 BINT 5720, VAT
AEFRD any-ipvd 47V =7 MEFERTLHZ LIXTEERA, £, VAT LAE
ROFT V=l VaefmtET 52 LT TEERA,
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o [EHLE B DEfE T (Translated Source) ] :

IP) ] Zi@RL £,

ATy 1 [BR1F (Save) 127V v 7 L TL—/L%BI

FMC %% F3 L 7= Firepower Threat Defense DER |

(5654 > % —7 = A AIP (Destination Interface

LET,

J—LH JL— b (Rules) | 7 — 7 WMITRIFSNLET,

admin v

Overview Analysis Policies JBENILEEE Objects = AMP  Intelligence

Device Management =~ NAT | VPNw = QoS  Platform Settings  FlexConfig | Certificates

) System Help v

interface_PAT ges [ [= sav 0 cancel
[ po
BR Filter by Devic @  AddRule
r g N\ 7 fat \
# Directi Type ‘Source Destinati ‘Original Original Original Translated Translated Translated Opti
Interface Objects  Interface Objects  Sources Destin Services Sources Destinations  Sarvi ices
¥ NAT Rul
v Auton
i o» Dynamic & eny B ait-ipva @ mtertace @ Ons i)
¥ NAT Rul

ATY T8 NAT X—T T [R1F (Save) 127V v/ LTEFEZREFELET,

NEBNSHEAD F T 4 v U DFFFA]

FTD % FMC |2 &%k LT~ & =12,
TI¥vAay ha—LRY —EER L=t

FARD ['@"*‘VC@ N7 7 4w %7 w7 (Blockall traffic) ]

BT, T AEBBTDHNT T 4 v T A

THOITRY — _/I/——/I/%JEJJM"%)%%#E% DEJ,

WOFINETIL, PERY — B AN

S ~NDNTT 4 T EFATHEL— LB LET, o) — o nh e

X, Y7

Ry NT—=T DT T 4y 7 EdFalT 5= 2Bl TIZS0,

LVREREX 2V T A RELNV—NERET D%A1E.  [FMCconfiguration guide] #Z ML
TLIEENY,
FIE

AT9F1 [RY) >— (Policy) ]>[77‘t’7(‘|’3') o — (Access Policy) |>[7 27 RXRY L— (Access
mmwl%%ﬂb FTD I2E10 ST HRTNDET ZE A a2 ha—i KU o —0 [Edit] 74
(o) BT v Li‘?’“

szjz[w—»éLM(AMRm@]%7)/7L WDINT A—2 5B ELET,
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zzorn [

Add Rule 7 X
Mazme |inside_toc_outside Enabled Insert |inte Mandatory ot
Action |+ Allow v 48T
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Available Zones & Source Zones (1) Destination Zones (1)
| Z, Search by name | son /iy inside_zone B seuloutside_zone ]

a et
a /0 inside_zona
) .

Sua/4h Outside_zone

| Add to |
Source

Add to |
| Destination |

o [4ET (Name) ]: ZONA—WZAHIZMITET (72L& 2L, inside to_outside) .

o [EEILY — (Source Zones) | : [fEFIAIHEZ Y — > (Available Zones) |76 N —
EIEILL, [E50128 (Addto Source) 1527 U v 27 LET,

* [585> —> (Destination Zones) | : [ [HE72>"— > (Available Zones) |75 AMHY —
VEER L, [3ESEIZEBM (Add to Destination) 1 %227 U v 7 LE7,

MOBREIFEDEFICL THEET,

GBI (Add) 1%27 U y7 LET,
L=V b=/ (Rules) ] 7 — 7 /VIZBME I ET,

Deploy , System Helpv

Overview Analysis JLIISEEN Devices Objects | AMP Intelligence

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

You have unsaved changes | /A Show Warnings | [ Analyze Hit Counts | [ =] save | [ €3 cancel

ftd_ac_policy
Enter Description

Prefilter Policy: Default Prefiter Policy. SSL Policy: None Identity Policy: Hone

Tz Inheritance Settings | [F] Policy Assignments (1)

[EEE) scourity Intelligence | HTTP Responses Logging _ Advanced

" Show Rule Conflicts &) & Add Category © Add Rule | Search Rules

R Filter by Device
v Mandatory - ftd_ac_policy (1-1)
o Allow

T ————————————————— e
[fR1F (Save) 127 Vw7 LET,

REDEF A2 FID IZEBLET, BHEAEMTLIETIE, XA ALTEOERLT VT 4
TN E£8 A,

FIE

A LD [JEB (Deploy) 127V v27 LET,
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Deploy y System Help ¥

| Q Cancel |

ATv T2 RV —0DER (DeployPolicies) 14 A 707Ky 7 ATT A AZREIR L, B (Deploy) ]
Vv LET,
Deploy Policies Version:2019-03-05 03:17 PM

Device Inspect Interruption Type Group Current Version .3

=#152.168.0.16 Mo FTD 2019-02-28 07:11 AM

RT9T3 BB LIZZ LR LET, BHOAT =X 22FRTHI1E, A=a——0 [JEH
(Deploy) 1 RZ > OFEENCHDITAarvwr ) v 7 LET,
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Deployments O Health Tasks - ]

1 total 1 running 0 success O warnings O failures Show History
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. FXOS CLI 2685t L E 7,

FIE

2ATFvT1 (7> arl) FIDEHA L Z—T A ZADIP 7 R AICER: SSH #F: LF4,

BHLIP 7 RL AL, GBET AA ZAE R L72 L SITRE L2 b O TY, PIHEBERHIHRE
72 Tadmin] 7H 7> bEANAAT—REMALCTFIDICR A LET,

NRAT — REENTHE1X, Firepower Chassis Manager CanBl7 /A A& fwfE L CEARE TE £
j‘o

[l FMC %R L 7= Firepower Threat Defense 0 &R
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Firepower Threat Defense CLI ~D 7 & 2 X .

AT T2 (AT ar2) ary— 8 FEIL Tenet E5i 2 AL T, EY2—/L CLLIZER L

B

a)

b)

d)

X2 VT4 TV TR LET,
connect module 1 {console | telnet}

Telnet #5522 T AF)A1E, T 2 —VICRBHICEROE Y > a V2 RETX, il
BENEL 2D LT,

&1

Firepower# connect module 1 console
Telnet escape character is '
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

FTD =2 > Y —VIZHER L £ 9,
connect ftd name

BEOT TV r—2a AV AZ ARG DGEL, AV AY L ADLHIZRET D HLE
NHVET, £V AX AL EFRT DI, LRzl Fica~r RE A LET,

1 :

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to
bootCLI
>

exit L AS L, TV A — gy aryy— L& 2T LTFX0SEY2—/LCLIICKE L F
7,

GE) 63 XVRION—T 3 VOFEIEL, Ctrl-a,d E AN LET,

FXOS CLI DA — /334 B L~YLIZR Y F9,
AVY—ILERTIAHIZIE, ULTE2ETLET,
1. ~&AT
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RDRAT Y

FMC %% F3 L 7= Firepower Threat Defense DER |

Telnet 77V 7r—3 3 280 Hb by £,
2. Telnet 7 7’V r—aawmw&T9 512, WEASHLET,

telnet>quit

Telnet Ly aUHEERTTAHICZIE. UTEEFTLET.
Ctrl-],. &£ AJJ

151
WIZ. FID ICEE LTS, FXOS CLI D A — 334 LoULICE AW 27 LET,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> o~

telnet> quit

Connection closed.

Firepower#

O

J

FTD D% E % #HiA79 HIZIL, Cisco Firepower R¥ = A > h—8& TERHEVD Y 7 h T =7 /\—
VarOvw=ma T VEZRLTIEEN,

FMC OfEAIZBE B 5EMIZ DUV Cid,  [Firepower Management Center Configuration Guide)] %
ZRLTIZEN,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config
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o & e oEE ]

FTD & FMC D g

HaE

Y

N— | BEERR

=

ASA B X OVFTD % [q] 6.4 ASA X OVFTD @7 /3 A % [A] U Firepower 9300 L CREBTE 5 L2122V £ L

C Firepower 9300 D%l 720

?%Vlhwﬁ%ﬁh GE)  FXOS2.6.1 BLETT,

Firepower 4100/9300 |- |6.3.0 |H—Dtv X2V TF 4 =V FTEY 2 —/MI, £ L Firepower Threat Defense
@ Firepower Threat AT T AVAB AN DEIDOFGGET N AERRATEL LRV E L, U
Defense D~ /LT A AlE, DR T 4T T TV r—var AV AZ U ARBRTE 57217 CLT,

N TR,
A AR FARTTA L B —T = A RO % AR5 -5, FXOS T VLAN %7 1 o % —

T AREHR L, BEOA LV AX AT v —T oA RAEIETHZ LN TE
ET, VY- AEHETE, KA L AZ U ADNRT F—v L AERE DAY v XA TE
E3

2EDOEBDOY ¥y — ETarTFF A AR U ARER L CE A AER X E
T, VT AREZY U TIE R —ENERTA,

GE)  ~TFA U RZ U AKREIE, FEITRRY £TN, ASASLF a T XA
kE— FIZElTWET, w/LF 227 F Ak E— i Firepower Threat
Defense TIIFIHATE £H A,
HHR/ZE T X 7= [Firepower Management Center] [ (& :

* [Devices] > [Device Management] > [Edit] 7 = >~ > [Interfaces] ¥ 7

BB/ B X317z [Firepower Chassis Manager] [ [f] :
« [BtZ (Overview) |>[T/31 X (Devices) |

s[4 23— x4 R (Interfaces) |>[TRXTDA 32— A X (Alllnterfaces) |>
[FFEM (AddNew) | Ky 7 XUy Ama—>[HT A v F—T AR
(Subinterface) ]

* [Interfaces] > [All Interfaces] > [Type]
* [ZREET /34 X (Logical Devices) | > [T /34 AMiEBN (Add Device) |
[Ty b T+ —LDEKE (Platform Settings) | > [Mac7—JL (Mac Pool) |

TS5V b TA—LDHKRTE (Platform Settings) |>[JV—ADTOT7 AL
(Resource Profiles) |
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